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(57) ABSTRACT

A method includes: associating content with erasure comple-
tion information indicating the content has been erased;
forming an image of the content and an image at a time of
formation indicating the erasure completion information; in
a case where an erasure image is formed to be superimposed
on at least a part of the image of the content on the recording
medium, forming an image at a time of discarding indicating
the erasure completion information and the erasure image,
where the image at the time of discarding is associated with
the content; and in a case where the erasure completion
information is identified by the image at the time of forma-
tion and the image at the time of discarding included in
single image data output when the image capturing device
image-captures the recording medium, determining that the
content associated with the erasure completion information
has been erased.
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CONTENT MANAGEMENT SYSTEM,
CONTENT MANAGEMENT METHOD, AND
CONTENT MANAGEMENT PROGRAM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The entire disclosure of Japanese patent Applica-
tion No. 2017-090209, filed on Apr. 28, 2017, is incorpo-
rated herein by reference in its entirety.

BACKGROUND

Technical Field

[0002] The present invention relates to a content manage-
ment system, a content management method, and a content
management program, and in particular, to a content man-
agement system that manages content formed on a recording
medium as an image, a content management method
executed in the content management system, and a content
management program.

Description of the Related art

[0003] As a technique for managing discarding of confi-
dential documents, JP 2008-118493 A discloses a document
discarding certification device that is used by being provided
in any of a document generation device that generates a
document, a document discarding device that discards the
document, and a server device that is connected to these
devices, the document discarding certification device being
provided with: a generation information obtaining means
that obtains, as document existence certification informa-
tion, information about document generation in the docu-
ment generation device; a discarding information obtaining
means that obtains, as document discarding certification
information, information about document discarding in the
document discarding device; and an information manage-
ment means that holds and manages the document existence
certification information and the document discarding cer-
tification information associated with each other for the
same document, wherein the document existence certifica-
tion information and the document discarding certification
information both include digital certification information.
[0004] However, the document discarding certification
device disclosed in JP 2008-118493 A requires a function of
giving a document ID to the document generated by the
document generation device, and a function of causing the
document discarding device to read an image from a docu-
ment to be discarded. Therefore, during a time period after
an image is read from a sheet of paper, on which a document
to be discarded is formed, by using the function of causing
the document discarding device to read an image from the
document to be discarded, until the sheet of paper is dis-
carded, if the sheet of paper is replaced, the document will
be managed as having been discarded although a different
document has been discarded. In addition, it is also consid-
ered that the document discarding device performs a step of
discarding the sheet of paper, and a step of reading an image
from the sheet of paper, thereby preventing the sheet of
paper from being replaced. However, in this case, the
document discarding device must be provided with the
function of reading an image of the document, and the
function of discarding the document, and consequently costs
of the device increase.
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SUMMARY

[0005] One or more embodiments of the present invention
provide a content management method, a content manage-
ment program, and a content management system, each
being capable of checking, with high reliability, that an
image of content formed on a recording medium has been
erased.

[0006] According to one or more embodiments of the
present invention, there is provided a content management
method executed in a content management system, the
content management system comprising: an image forming
device that fixedly forms information on a recording
medium as an image; and an image capturing device that
image-captures an object, and outputs image data including
an image of the object, and the content management method
according to one or more embodiments of the present
invention comprises: associating the content with erasure
completion information indicating that the content has been
erased; controlling the image forming device to form an
image of the content, and an image at the time of formation
related to the erasure completion information, on the record-
ing medium; in a case where an erasure image is formed on
the recording medium so as to be superimposed on at least
a part of the image of the content formed on the recording
medium, controlling the image forming device to form an
image at the time of discarding related to the erasure
completion information associated with the content, and the
erasure image, on the recording medium; and in a case
where the erasure completion information is identified by
the image at the time of formation and the image at the time
of discarding that are included in single image data output
when the image capturing device image-captures the record-
ing medium as an object, determining that the content
associated with the erasure completion information has been
erased.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The advantages and features provided by one or
more embodiments of the invention will become more fully
understood from the detailed description given hereinbelow
and the appended drawings which are given by way of
illustration only, and thus are not intended as a definition of
the limits of the present invention:

[0008] FIG. 1 is a diagram illustrating, as an example, an
overall outline of a content management system according to
one or more embodiments of the present invention;

[0009] FIG. 2 is a drawing illustrating a change in state of
content in one or more embodiments of the present inven-
tion;

[0010] FIG. 3 is a block diagram illustrating, as an
example, an outline of a hardware configuration of a server
according to one or more embodiments of the present
invention;

[0011] FIG. 4 is a block diagram illustrating, as an
example, a hardware configuration of a MFP according to
one or more embodiments of the present invention;

[0012] FIG. 5 is a block diagram illustrating, as an
example, an outline of a hardware configuration of a smart
phone according to one or more embodiments of the present
invention;



US 2018/0314469 Al

[0013] FIG. 6 is a block diagram illustrating, as an
example, a function of a CPU provided in the server
according to one or more embodiments of the present
invention;

[0014] FIG. 7 is a drawing illustrating, as an example, a
format of a content record according to one or more embodi-
ments of the present invention;

[0015] FIG. 8 is a drawing illustrating, as an example, a
format of a generation record according to one or more
embodiments of the present invention;

[0016] FIGS. 9A to 9C are drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively
according to one or more embodiments of the present
invention;

[0017] FIG. 10 is a flowchart illustrating, as an example,
a flow of content management processing according to one
or more embodiments of the present invention;

[0018] FIG. 11 is a flowchart illustrating, as an example,
a flow of discarding request processing according to one or
more embodiments of the present invention;

[0019] FIG. 12 is a flowchart illustrating, as an example,
a flow of discarding check processing according to one or
more embodiments of the present invention;

[0020] FIGS. 13A to 13C are drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively in a
first modified example according to one or more embodi-
ments of the present invention;

[0021] FIGS. 14A to 14C are first drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively in a
second modified example according to one or more embodi-
ments of the present invention;

[0022] FIGS. 15A to 15C are first drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively in a
third modified example according to one or more embodi-
ments of the present invention;

[0023] FIGS. 16A to 16C are second drawings illustrating,
as examples, an image at the time of formation, an image at
the time of discarding, and a disposal image respectively in
the third modified example according to one or more
embodiments of the present invention;

[0024] FIGS. 17A to 17C are drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively in a
fourth modified example according to one or more embodi-
ments of the present invention;

[0025] FIGS. 18A to 18C are drawings illustrating, as
examples, an image at the time of formation, an erasure
image, and a disposal image respectively according to one or
more embodiments of the present invention; and

[0026] FIGS. 19A to 19C are drawings illustrating, as
examples, an image at the time of formation, an erasure
image, and a disposal image respectively in a fifth modified
example according to one or more embodiments of the
present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

[0027] Hereinafter, embodiments of the present invention
will be described with reference to the drawings. However,
the scope of the invention is not limited to the disclosed
embodiments. In the following description, identical refer-
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ence numerals are used to denote identical parts. The same
applies to the names and functions thereof. Therefore, the
detailed explanation thereof will not be repeated.

[0028] FIG. 1 is a diagram illustrating, as an example, an
overall outline of a content management system according to
one or more embodiments of the present invention. Refer-
ring to FIG. 1, a content management system 1 includes a
Multi Function Peripheral (MFP) 100, a smart phone 200,
and a server 300.

[0029] The server 300 is a general-purpose computer. The
MFP 100 is an example of an image forming device, and has
at least an image forming function of forming an image on
a recording media such as a sheet of paper on the basis of
image data. In addition to the image forming function, the
MFP 100 may have an original document reading function
of reading an original document, and a facsimile transmit-
ting/receiving function of transmitting/receiving facsimile
data. The smart phone 200 is an example of a portable
information device, and is carried and used by a user.
[0030] A wireless station 5 and the MFP 100 are connected
to a network 3. The network 3 is a Local Area Network
(LAN), and cable or wireless does not matter as a connection
mode thereof. In addition, the network 3 is not limited to the
LAN. The network 3 may be a network or the like that uses
Public Switched Telephone Networks (PSTN). Moreover,
the network 3 may be a Wide Area Network (WAN) such as
the Internet.

[0031] The smart phone 200 has a wireless LAN function,
and is capable of communicating with the wireless station 5.
The wireless station 5 is a repeater of the network 3, and
communicates with the smart phone 200 having a commu-
nication function that uses a wireless LAN, thereby con-
necting the smart phone 200 to the network 3. Therefore, the
smart phone 200 is capable of communicating with the MFP
100 through the wireless station 5. The network 3 may be
further connected to the Internet. In this case, the smart
phone 200 and the MFP 100 are both capable of commu-
nicating with a computer that is connected to the Internet
through the network 3.

[0032] In the content management system 1 according to
one or more embodiments of the present invention, the
server 300 manages content, and the MFP 100 forms an
image of the content on a sheet of paper. When content is
managed, whether or not an image of content to be managed
has been formed on a sheet of paper is recorded. In a case
where the content has been formed on a sheet of paper,
whether or not the image of the content formed on the sheet
of paper has been discarded is recorded. In one or more
embodiments of the present invention, the server 300 causes
the MFP 100 to execute a print job for forming the image of
the content on the sheet of paper, and consequently the MFP
100 forms the image of the content on the sheet of paper.
After the print job has been executed by the MFP 100, the
server 300 manages the content as a state in which the image
of the content has been formed. In addition, the server 300
causes the MFP 100 to execute a print job for forming an
erasure image on the sheet of paper, and consequently the
MFP 100 forms the erasure image on the sheet of paper on
which the image of the content has been formed. The erasure
image is an image that is formed on a sheet of paper so as
to be superimposed on the image of the content formed on
the sheet of paper. If the erasure image is formed in a
superimposed manner, the image of the content is brought
into an undecryptable state. The state in which the image of
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the content cannot be decrypted is the same as a state in
which the image of the content has been discarded. Although
a color of the erasure image is not limited, a color of the
erasure image is the same as a color of the sheet of paper that
is a recording medium according to one or more embodi-
ments of the present invention.

[0033] FIG. 2 is a drawing illustrating a change in state of
content in one or more embodiments of the present inven-
tion. In FIG. 2, a flow of time is indicated along each vertical
axis from the top toward the bottom, and a series of
processing in a PC, the smart phone 200, the MFP 100, and
the server 300 that are operated by users are indicated along
the vertical axes respectively. In addition, arrows shown in
the figure each indicate transmitted/received data.

[0034] Referring to FIG. 2, first of all, a print job is stored
in the server 300. For example, in a case where content is
generated in a personal computer (hereinafter referred to as
“PC”) connected to the network 3, a print job for causing the
PC to form an image of the content is transmitted to the
server 300. When a user who operates the PC inputs an
instruction to print the content into the PC, a print job for
causing the PC to form an image of the content is transmitted
to the server 300. When the server 300 receives the print job
from the PC, the server 300 stores the print job. The print job
is a job for forming an image of the content, and includes
print data corresponding to the image of the content. In a
case where the content is composed of a plurality of pages,
the print data is composed of a plurality of pieces of page
data corresponding to the plurality of pages respectively.

[0035] When the server 300 receives a print request from
the MFP 100, the server 300 transmits a print job to the MFP
100. For example, when the server 300 stores the print job,
in a case where the server 300 can identify a user who has
instructed the generation of the print job, the server 300
stores the user with the user associated with the print job. In
addition, in a case where the user logs in the MFP 100, the
MEFP 100 requests the server 300 to transmit the print job
that is associated with the user who has logged in. The server
300 transmits the print job that has been requested from the
MFP 100 to the MFP 100.

[0036] When the server 300 transmits the print job to the
MFP 100, the server 300 issues medium identification
information used to identify a sheet of paper, and erasure
completion information, and associates the content with the
medium identification information and the erasure comple-
tion information. In a case where the content is composed of
a plurality of pages, the medium identification information
and the erasure completion information are issued for the
plurality of pages, and the medium identification informa-
tion and the erasure completion information are associated
with the plurality of pages of the content respectively. The
erasure completion information is information indicating
that when a sheet of paper is discarded, pages of the content
formed on the sheet of paper have been erased. The erasure
completion information is associated with a set of an image
at the time of formation and an image at the time of
discarding. The image at the time of formation and the image
at the time of discarding are images related to the erasure
completion information. By combining the image at the time
of formation with the image at the time of discarding, an
image indicating the erasure completion information is
completed. Here, the image indicating the erasure comple-
tion information is a two-dimensional bar code.
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[0037] In addition, the server 300 adds an image of the
medium identification information and the image at the time
of formation to a print job to be transmitted according to the
print request received from the MFP 100. The image at the
time of formation is an image related to the erasure comple-
tion information. Here, the image at the time of formation is
an image of the two-dimensional bar code indicating the
erasure completion information, and an image having a first
color. For each of the plurality of pieces of page data
included in the print job, the server 300 synthesizes the
image indicating the medium identification information and
the image at the time of formation, which have been issued
for the piece of page data, thereby adding the image of the
medium identification information and the image at the time
of formation to the print job.

[0038] When the MFP 100 receives the print job from the
server 300, the MFP 100 executes the print job. The MFP
100 executes the print job, and consequently images of the
plurality of pieces of page data included in the print job are
formed on a plurality of sheets of paper respectively. With
respect to the page data, the image indicating the medium
identification information and the image at the time of
formation are synthesized in the image of the page of the
content. Therefore, the image of the page of the content, the
image indicating the medium identification information, and
the image at the time of formation are formed in an image
formed on a sheet of paper. The processing of forming the
image on the sheet of paper by the MFP 100 is processing
of causing the image to be fixedly recorded on the sheet of
paper by using a toner.

[0039] When a user who obtains a sheet of paper on which
an image of content has been formed by the MFP 100
discards the sheet of paper on which the image of the content
has been formed, the user registers, in the server 300,
information indicating that the sheet of paper has been
discarded. Operation of registering, in the server 300, the
information indicating that the sheet of paper has been
discarded includes discarding request operation of request-
ing the server 300 to discard the sheet of paper, and
discarding check operation of causing the server 300 to
check discarding.

[0040] The discarding request operation is user’s opera-
tion of inputting into the smart phone 200. The user operates
the smart phone 200 to input, into the smart phone 200,
operation of specifying a sheet of paper to be discarded and
a device that discards the sheet of paper. More specifically,
in a case where the device that discards the sheet of paper is
the MFP 100, the discarding request operation by the user
includes: operation of setting the sheet of paper, on which
the image of the content has been formed, in a paper feed
tray with which a feeder 150 of the MFP 100 is provided;
operation of image-capturing a sheet of paper by a camera
209 (example of an image capturing device) of the smart
phone 200; and operation of specifying the MFP 100 by the
smart phone 200. The smart phone 200 transmits, to the
server 300, an erasing request including: image data that is
obtained by image-capturing by a camera, and that is output
by the camera; and device identification information of the
MEFP 100 specified by the user.

[0041] In a case where the server 300 receives an erasing
request from the smart phone 200, the server 300 identifies
the medium identification information from the image data
included in the erasing request, and identifies content asso-
ciated with the medium identification information. More-
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over, the server 300 generates an erasure image used to make
the content unreadable. Subsequently, the server 300 deter-
mines an image at the time of discarding related to the
erasure completion information associated with the medium
identification information, and generates an erasing print job
for forming the erasure image and the image at the time of
discarding on a sheet of paper. The image at the time of
discarding is an image of a two-dimensional bar code
indicating the erasure completion information, and is an
image having a second color.

[0042] It should be noted that the discarding request
operation may be performed for the MFP 100. In this case,
the discarding request operation is operation of setting, in
the MFP 100, the sheet of paper on which the image of the
content has been formed, and operation of specitying con-
tent to be discarded. In a case where the MFP 100 accepts
the operation of specifying the content to be discarded, the
MEFP 100 transmits, to the server 300, an erasing request that
includes the content identification information used to iden-
tify the content. In a case where the server 300 receives the
erasing request from the MFP 100, the server 300 identifies
the content from the content identification information
included in the erasing request, and generates an erasure
image used to make the content unreadable. Subsequently,
the server 300 determines an image at the time of discarding
associated with the content, and generates an erasing print
job for forming the erasure image and the image at the time
of discarding on a sheet of paper.

[0043] The erasing print job is a job for forming an erasure
image at a position at which the erasure image is superim-
posed on the image of the content formed on the sheet of
paper, and for forming the image at the time of discarding,
which has the second color and is associated with the
content, in such a manner that the image at the time of
discarding is superimposed on the image at the time of
formation. In addition, in order to cause the MFP 100 to
execute the erasing print job, the server 300 transmits the
erasing print job to the MFP 100.

[0044] When the MFP 100 receives the erasing print job
from the server 300, the MFP 100 executes the erasing print
job. The MFP 100 executes the erasing print job, and
consequently the erasure image and the image at the time of
discarding are formed on the sheet of paper which is set in
the feeder of the MFP 100, and on which the image of the
content has been formed. Page data included in the erasing
print job includes the erasure image and the image at the
time of discarding. Therefore, the erasure image is formed so
as to be superimposed on the image of the content formed on
the sheet of paper, and the image at the time of discarding
is formed so as to be superimposed on the image at the time
of formation formed on the sheet of paper. The image at the
time of discarding having the second color is formed so as
to be superimposed on the image at the time of formation
having the first color. Therefore, the image at the time of
discarding has a third color.

[0045] Subsequently, the user performs discarding check
operation. Here, as the discarding check operation, the user
operates the smart phone 200 to image-capture the sheet of
paper to be discarded. The smart phone 200 transmits a
discarding check request including image data that is
obtained by image-capturing by a camera, and that is output
by the camera, to the server 300. On receipt of the discarding
check request, the server 300 identifies an image indicating
medium identification information included in image data
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included in the discarding check request, and the image at
the time of discarding having the third color, and identifies
the medium identification information and the erasure
completion information. The third color is a color deter-
mined from the first color of the image at the time of
formation, and the second color of the image at the time of
discarding. The medium identification information is iden-
tified from the image indicating the medium identification
information, and erasure identification information is iden-
tified from the image at the time of discarding having the
third color. In addition, in a case where the medium iden-
tification information and the erasure completion informa-
tion are associated with the same content identification
information, it is checked that the image of the content
identified by the content identification information has been
brought into an undecryptable state. Subsequently, the con-
tent is associated with the undecryptable state.

[0046] After the formation of the erasure image by the
MFP 100, it is determined that the content is in an unde-
cryptable state. Therefore, in a case where inaction has
occurred, for example, if the sheet of paper has been
replaced, during a time period from before the formation of
the erasure image until the formation of the erasure image,
the image indicating the medium identification information
and the image indicating the erasure completion information
are not formed on the same sheet of paper. Therefore, even
in a case where an inappropriate action such as replacement
of'the sheet of paper occurs during a time period from before
the formation of the erasure image until the formation of the
erasure image, the image of the content can be prevented
from being determined to be in an undecryptable state.
Moreover, by forming the image at the time of discarding
having the second color so as to be superimposed on the
image at the time of formation having the first color, the
image at the time of discarding having the third color is
formed on the sheet of paper. Therefore, work of forming the
image at the time of discarding having the third color on the
sheet of paper becomes difficult, which enables to prevent
falsification.

[0047] FIG. 3 is a block diagram illustrating, as an
example, an outline of a hardware configuration of the server
according to one or more embodiments of the present
invention. Referring to FIG. 3, the server 300 includes: a
CPU 301 that controls the server 300 as a whole; a Read
Only Memory (ROM) 302 that stores a program executed by
the CPU 301; a Random Access Memory (RAM) 303 used
as a work area of the CPU 301; a Hard Disk Drive (HDD)
304 that stores data in a nonvolatile manner; a communica-
tion part 305 that connects the CPU 301 to the network 3; a
display part 306 that displays information; an operation part
307 that accepts input of the operation by the user; and an
external storage device 309.

[0048] A Compact Disk ROM (CD-ROM) 309A is
mounted in the external storage device 309. The CPU 301 is
capable of accessing the CD-ROM 309A through the exter-
nal storage device 309. The CPU 301 loads, into the RAM
303, a program that is recorded on the CD-ROM 309A
mounted in the external storage device 309, and then
executes the program. It should be noted that a medium that
stores the program executed by the CPU 301 is not limited
to the CD-ROM 309A, but may be a semiconductor memory
such as an optical disk (MO (Magnetic Optical Disc/MD
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(Mini Disc)/DVD (Digital Versatile Disc)), an IC card, an
optical card, a mask ROM or an EPROM (Erasable Pro-
grammable ROM).

[0049] In addition, the program executed by the CPU 301
is not limited to the program recorded on the CD-ROM
309A. A program stored in the HDD 304 may be loaded into
the RAM 303 so as to be executed. In this case, another
computer that is connected to the network 3 may rewrite the
program stored in the HDD 304 of the server 300. Alterna-
tively, another computer that is connected to the network 3
may additionally write a new program. Moreover, the server
300 may download a program from another computer that is
connected to the Internet, and may store the program in the
HDD 304. The program described here includes not only a
program that can be directly executed by the CPU 301, but
also a source program, a compressed program, and an
encrypted program.

[0050] FIG. 4 is a block diagram illustrating, as an
example, a hardware configuration of the MFP according to
one or more embodiments of the present invention. Refer-
ring to FIG. 4, the MFP 100 includes: a main circuit 110; an
original document reading part 130 that reads an original
document; an automatic original document carrying device
120 that carries the original document to the original docu-
ment reading part 130; an image forming part 140 that forms
an image on a sheet of paper, or the like, on the basis of
image data that is obtained by reading the original document
by the original document reading part 130, and is then
output; a feeder 150 that supplies a sheet of paper to the
image forming part 140; a post-processing part 155 that
processes a sheet of paper on which an image has been
formed; and an operation panel 160 as a user interface.
[0051] The automatic original document carrying device
120 automatically carries a plurality of original documents,
which are set on an original document tray, one by one to a
predetermined original document reading position set on
platen glass of the original document reading part 130, and
discharges, to an original document paper discharge tray, an
original document from which a formed image has been read
by the original document reading part 130. The original
document reading part 130 includes: a light source that
irradiates an original document carried to the original docu-
ment reading position with light; and a photoelectric con-
version element that receives light reflected by the original
document. The original document reading part 130 scans an
original document image corresponding to the size of the
original document. The photoelectric conversion element
converts the received light into image data that is an electric
signal, and then outputs the image data to the image forming
part 140.

[0052] The feeder 150 carries a sheet of paper stored in the
paper feed tray to the image forming part 140. The image
forming part 140 forms an image by a well-known electro-
photographic method. The image forming part 140 forms an
image on a sheet of paper carried by the feeder 150 on the
basis of image data after data processing, in which image
data input from the original document reading part 130 is
subjected to various data processing such as shading cor-
rection, or on the basis of image data received from the
outside, and discharges, to the paper discharge tray, the sheet
of paper on which the image has been formed.

[0053] The post-processing part 155 executes: sort pro-
cessing of sorting one or more sheets of paper on which an
image has been formed by the image forming part 140, and
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then discharging the sheets of paper; punch processing of
processing a punched hole; and staple processing of driving
a staple needle.

[0054] The main circuit 110 includes: a CPU 111; a
communication interface (1/F) part 112 that is connected to
the CPU 111; a ROM 113; a RAM 114; a HDD 115; a
facsimile part 116; and an external storage device 117. The
CPU 111 is connected to the automatic original document
carrying device 120, the original document reading part 130,
the image forming part 140, the feeder 150, the post-
processing part 155, and the operation panel 160, and
controls the MFP 100 as a whole.

[0055] The ROM 113 stores a program executed by the
CPU 111, or data required to execute the program. The RAM
114 is used as a work area when the CPU 111 executes a
program. In addition, the RAM 114 temporarily stores read
data (image data) that is consecutively transmitted from the
original document reading part 130.

[0056] The operation panel 160 is provided on the upper
surface of the MFP 100, and includes a display part 161 and
an operation part 163. The display part 161 is a display
device such as a liquid crystal display device (LCD), an
organic ELD (Electro-Luminescence Display), and displays,
for example, an instruction menu for a user, information
about obtained image data. The operation part 163 is pro-
vided with a hard key part 167 composed of a plurality of
keys, and accepts various kinds of instructions, and input of
data such as characters and numbers, made by user’s opera-
tion corresponding to the keys. The operation part 163
further includes a touch panel 165 provided on the display
part 161.

[0057] The HDD 115 is a large capacity storage. The
communication I/F part 112 is an interface for connecting
the MFP 100 to the network 3. The CPU 111 communicates
with the smart phone 200 through the communication I/F
part 112, and transmits/receives data. In addition, the com-
munication I/F part 112 enables communication with the
computer that is connected to the Internet through the
network 3.

[0058] The facsimile part 116 is connected to a Public
Switched Telephone Network (PSTN), and transmits fac-
simile data to the PSTN, or receives facsimile data from the
PSTN. The facsimile part 116 stores the received facsimile
data in the HDD 115, or outputs the received facsimile data
to the image forming part 140. The image forming part 140
prints, on a sheet of paper, the facsimile data received by the
facsimile part 116. In addition, the facsimile part 116 con-
verts data stored in the HDD 115 into facsimile data, and
then transmits the facsimile data to a facsimile device
connected to the PSTN.

[0059] A CD-ROM 118 is mounted in the external storage
device 117. The CPU 111 is capable of accessing the
CD-ROM 118 through the external storage device 117. The
CPU 111 loads, into the RAM 114, a program that is
recorded on the CD-ROM 118 mounted in the external
storage device 117, and then executes the program. It should
be noted that a medium for storing a program executed by
the CPU 111 is not limited to the CD-ROM 118, but may be
an optical disk or a semiconductor memory.

[0060] In addition, the program executed by the CPU 111
is not limited to the program recorded on the CD-ROM 118.
A program stored in the HDD 115 may be loaded into the
RAM 114 so as to be executed. In this case, another
computer that is connected to the network 3 may rewrite the



US 2018/0314469 Al

program stored in the HDD 115 of the MFP 100. Alterna-
tively, another computer that is connected to the network 3
may additionally write a new program. Moreover, the MFP
100 may download a program from another computer that is
connected to the network 3, and may store the program in the
HDD 115. The program described here includes not only a
program that can be directly executed by the CPU 111, but
also a source program, a compressed program, and an
encrypted program.

[0061] FIG. 5 is a block diagram illustrating, as an
example, an outline of a hardware configuration of the smart
phone 200 according to one or more embodiments of the
present invention. Referring to FIG. 5, the smart phone 200
according to one or more embodiments of the present
invention includes: a CPU 201 that controls the smart phone
200 as a whole; a ROM 202 that stores a program or the like
executed by the CPU 201; a RAM 203 used as a work area
of the CPU 201; a flash memory 204 that stores data in a
nonvolatile manner; a display part 205 that displays infor-
mation; an operation part 206 that accepts user’s operation;
a wireless LAN interface (I/F) 208; the camera 209; and an
external storage device 210.

[0062] The flash memory 204 stores a program executed
by the CPU 201, or data required to execute the program.
The CPU 201 loads a program recorded in the flash memory
204 into the RAM 203, and then executes the program.
[0063] The display part 205 is a Liquid Crystal Display
(LCD) device, an organic ELD or the like. The operation
part 206 is provided with a main key 206A, and a touch
panel 206B. The touch panel 206B is provided on the upper
or lower surface of the display part 205 so as to be
superimposed on the display part 205. The main key 206A
is, for example, a hard key that includes a contact switch.
The touch panel 206B uses a capacitive sensing method. It
should be noted that a method used by the touch panel 206B
is not limited to the capacitive sensing method, and thus the
touch panel 206B may use another method such as a
resistive film method, a surface acoustic wave method, an
infrared ray method or an electromagnetic induction
method. The touch panel 206B detects a position instructed
by a user on a display surface of the display part 205. In
addition, in a case where the user instructs a position on the
display surface of the display part 205, the operation part
206 outputs, to the CPU 201, the position on the display
surface detected by the touch panel 206B.

[0064] On the basis of the position detected by the touch
panel 206B, the CPU 201 detects a position instructed by the
user in a screen displayed on the display part 205. On the
basis of the screen displayed on the display part 205 and the
position detected by the touch panel 206B, the CPU 201
accepts various kinds of instructions, and input of data such
as characters and numbers, made by user’s operation. For
example, in a case where a screen including an image of a
numeric keypad is displayed on the display part 205, the
CPU 201 accepts a number corresponding to a key displayed
at a position detected by the touch panel 206B.

[0065] The wireless LAN I/F 208 is an interface for
communicating with the wireless station 5 to connect the
smart phone 200 to the network 3. Registering an Internet
Protocol (IP) address of the MFP 100 in the smart phone 200
enables the smart phone 200 to communicate with the MFP
100, and consequently to transmit/receive data. Incidentally,
one or more embodiments of the present invention take, as
an example, a case where the smart phone 200 uses the
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wireless LAN I/F 208 to communicate with the MFP 100.
However, the smart phone 200 may communicate with the
MFP 100 by using others communication methods. More
specifically, in a case where the smart phone 200 is equipped
with, for example, a short-distance wireless device such as
Bluetooth (registered trademark), the smart phone 200 may
communicate one-to-one with the MFP 100.

[0066] The camera 209 is provided with a lens and a
photoelectric conversion element. The camera 209 forms an
image of light concentrated by the lens on the photoelectric
conversion element. The photoelectric conversion element
photoelectrically converts received light, and outputs image
data to the CPU 201. The photoelectric conversion element
is a Complementary Metal Oxide Semiconductor (CMOS)
sensor, a Charge Coupled Device (CCD) sensor or the like.
[0067] The external storage device 210 is attachable and
detachable to the smart phone 200. A CD-ROM 210A that
stores a program can be mounted in the external storage
device 210. The CPU 201 is capable of accessing the
CD-ROM 210A through the external storage device 210.
The CPU 201 is capable of loading, into the RAM 203, a
program that is recorded on the CD-ROM 210A mounted in
the external storage device 210, and then executing the
program.

[0068] Incidentally, the program recorded in the ROM
202, the flash memory 204 or the CD-ROM 210A has been
explained as a program executed by the CPU 201. However,
a program executed by the CPU 201 may be a program
obtained by rewriting the program stored in the flash
memory 204 by another computer connected to the network
3 or the Internet, or may be a new program that is addition-
ally written. Moreover, a program executed by the CPU 201
may be a program that is downloaded, by the smart phone
200, from another computer connected to the network 3 or
the Internet. The program described here includes not only
a program that can be directly executed by the CPU 201, but
also a source program, a compressed program, and an
encrypted program.

[0069] It should be noted that a medium for storing a
program executed by the CPU 201 is not limited to the
CD-ROM 210A, but may be an optical disk, an IC card, an
optical card, or a semiconductor memory.

[0070] FIG. 6 is a block diagram illustrating, as an
example, a function of the CPU provided in the server
according to one or more embodiments of the present
invention. Functions shown in FIG. 6 are realized by the
CPU 301 when the CPU 301 provided in the server 300
executes a content management program stored in the ROM
302, the HDD 304 or the CD-ROM 309A.

[0071] Referring to FIG. 6, the CPU 301 provided in the
server 300 includes a job acceptance part 351, a medium
information generation part 353, an erasure information
generation part 355, an associating part 357, a captured
image acquisition part 359, a formation time control part
361, a content determination part 363, an erasure image
generation part 365, a discarding time control part 367, and
a determination part 369.

[0072] The job acceptance part 351 accepts a print job for
forming an image of content on a sheet of paper. In a case
where the content is composed of a plurality of pages, the
print job includes a plurality of pieces of page data corre-
sponding to the plurality of pages respectively. The job
acceptance part 351 controls the communication part 305 to
receive a print job from the PC connected to the network 3,
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thereby accepting the print job. In a case where the job
acceptance part 351 accepts a print job, the job acceptance
part 351 stores the print job in the HDD 304. The job
acceptance part 351 may store the print job in the HDD 304
with the print job associated with information that identifies
a user who instructs the execution of the print job received
from the PC. The job acceptance part 351 may store the print
job in the HDD 304 with the print job associated with, for
example, user identification information of a user who
operates the PC. In addition, in a stage in which the PC
generates a print job, the user who operates the PC may
include, in the print job, user identification information of a
user specified as a destination.

[0073] In a case where a print job is accepted by the job
acceptance part 351, the associating part 357 associates the
content with the medium identification information and the
erasure completion information. For each of a plurality of
pages included in the content, the associating part 357
requests the medium information generation part 353 to
generate medium identification information, and requests
the erasure information generation part 355 to generate
erasure completion information.

[0074] In response to the request from the associating part
357 to generate medium identification information, the
medium information generation part 353 generates the
medium identification information, and outputs the medium
identification information to the associating part 357 and the
erasure information generation part 355. The medium iden-
tification information is information used to identify a sheet
of paper on which an image of the content is to be formed.
The medium identification information is a sequence of
letters or numbers.

[0075] In response to the request from the associating part
357 to generate erasure completion information, the erasure
information generation part 355 generates the erasure
completion information, and outputs the erasure completion
information to the associating part 357. The erasure comple-
tion information is a sequence of letters or numbers. The
erasure information generation part 355 generates erasure
completion information corresponding to medium identifi-
cation information input from the medium information gen-
eration part 353. In other words, one piece of erasure
completion information is generated for one piece of
medium identification information.

[0076] The associating part 357 associates the content
identification information with the medium identification
information input from the medium information generation
part 353 and the erasure completion information input from
the erasure information generation part 355. Pieces of con-
tent identification information used to identify respective
pieces of print data corresponding to the respective plurality
of pages included in the print job are associated with
respective pieces of medium identification information gen-
erated for the pieces of content identification information by
the medium information generation part 353, and respective
pieces of erasure completion information generated for the
pieces of content identification information by the erasure
information generation part 355. More specifically, the asso-
ciating part 357 generates a content record that includes the
content identification information, the medium identification
information, and the erasure completion information, and
then stores the content record in the HDD 304.

[0077] Moreover, the associating part 357 generates gen-
eration information corresponding to the erasure completion
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information, and associates the generation information with
the erasure completion information. The associating part
357 generates a generation record that includes the erasure
completion information and the generation information, and
then stores the generation record in the HDD 304. The
generation information includes an image at the time of
formation, the first color, an image position, an image at the
time of discarding, the second color, and a relative position.
The image at the time of formation and the image at the time
of discarding are images each having the same shape as that
of an image related to the erasure completion information.
Here, an image that represents the erasure completion infor-
mation by a two-dimensional bar code is used as the image
related to the erasure completion information. The first color
is a color given to the image at the time of formation, and
the second color is a color given to the image at the time of
discarding. Therefore, the image at the time of formation and
the image at the time of discarding have the same shape, but
differ in color. The image position indicates a position in the
sheet of paper on which the image at the time of formation
is formed. The image position is indicated by a reference
point of the sheet of paper, for example, by a distance in the
horizontal direction (X-axis direction) and a distance in the
vertical direction (Y-axis direction) from the upper left
vertex angle. The relative position indicates a relative posi-
tion of the image at the time of discarding relative to the
image at the time of formation. The relative position is
represented by a distance in the horizontal direction (X-axis
direction) and a distance in the vertical direction (Y-axis
direction) from the image at the time of formation. Here, in
order to form the image at the time of discarding at the same
position as that of the image at the time of formation, the
distance in the horizontal direction (X-axis direction) and
the distance in the vertical direction (Y-axis direction) are
both set at 0 as the relative position in the generation
information.

[0078] FIG. 7 is a drawing illustrating, as an example, a
format of the content record. Referring to FIG. 7, the content
record includes a content identification information field, a
medium identification information field, an erasure comple-
tion information field, and a discarding field. Content iden-
tification information is set in the content identification
information field. Medium identification information that is
used to identify a sheet of paper on which an image of the
content identified by the content identification information is
formed is set in the medium identification information field.
Erasure completion information indicating that the image of
the content identified by the content identification informa-
tion has been discarded is set in the erasure completion
information field. A discard code indicating that the sheet of
paper on which the image of the content identified by the
content identification information has been formed has been
discarded is set in the discarding field.

[0079] FIG. 8 is a drawing illustrating, as an example, a
format of the generation record. Referring to FIG. 8, the
generation record includes an erasure completion informa-
tion field, and a generation information field. The generation
information field includes an image at the time of formation
field, a first color field, an image position field, an image at
the time of discarding field, a second color field, and a
relative position field. Erasure completion information is set
in the erasure completion information field. An image at the
time of formation that is an image related to the erasure
completion information is set in the image at the time of
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formation field. A color given to the image at the time of
formation is set in the first color field. Position information
indicating a position in the sheet of paper on which the
image at the time of formation is formed is set in the image
position field. An image at the time of discarding that is an
image related to the erasure completion information is set in
the image at the time of discarding field. A color given to the
image at the time of discarding is set in the second color
field. A relative position of the image at the time of discard-
ing relative to the image at the time of formation is set in the
relative position field.

[0080] Returning to FIG. 6, in a case where the formation
time control part 361 receives a job transmission request
from the MFP 100, the formation time control part 361
identifies a print job from among print jobs stored in the
HDD 304, the print job being identified by the transmission
request. In a case where the transmission request received
from the MFP 100 includes user identification information
of a user who operates the MFP 100, the formation time
control part 361 identifies a print job that is associated with
the user identification information. In addition, a list of the
print jobs stored in the HDD 304 may be transmitted to the
MEFP 100 so as to allow the user who operates the MFP 100
to specify a print job. In this case, the formation time control
part 361 accepts a transmission request to transmit the print
job specified by the user. For each of pieces of print data
composed of the plurality of pages included in the print job,
the formation time control part 361 synthesizes an image
indicating medium identification information, and an image
at the time of formation, the images being associated with
the each of pieces of print data by the associating part 357.
The image indicating medium identification information is
an image of the medium identification information that is
associated, by the associating part 357, with the content
identification information used to identify print data. Here,
the image indicating medium identification information is a
two-dimensional bar code that indicates the medium iden-
tification information.

[0081] The image at the time of formation is an image that
relates to the erasure completion information, and that is
associated, by the associating part 357, with the content
identification information used to identify print data. The
image at the time of formation is determined by generation
information that is associated, by the associating part 357,
with the erasure completion information. The formation
time control part 361 identifies generation information asso-
ciated with the erasure completion information, and deter-
mines an image at the time of formation, the first color, and
an image position included in the identified generation
information. For each of the plurality of pieces of page data
included in the print job, the formation time control part 361
identifies content identification information, and synthesizes
an image at the time of formation corresponding to the
content identification information with the first color at a
position identified by the image position.

[0082] The formation time control part 361 transmits, to
the MFP 100, a print job including the print data in which the
image indicating medium identification information and the
image at the time of formation are synthesized, and controls
the MFP 100 to execute the print job. As the result, the print
job is executed in the MFP 100, and an image of the print
data included in the print job is formed on a sheet of paper.
The image indicating medium identification information and
the image at the time of formation are synthesized in the
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print data, and therefore the image indicating medium iden-
tification information and the image at the time of formation
are formed on the sheet of paper.

[0083] In a case where medium identification information
is formed on a sheet of paper There is a case where on a sheet
of paper on which an image is formed by the MFP 100, the
sheet of paper being stored in the MFP 100, an image
indicating medium identification information used to iden-
tify the sheet of paper is formed beforehand. In this case, a
camera or the like for reading the medium identification
information formed on the sheet of paper on which the
image is formed is provided in a housing of the MFP 100.
In addition, every time the MFP 100 executes a print job to
form an image on a sheet of paper, the MFP 100 reads the
medium identification information formed on the sheet of
paper by using the camera, and transmits the medium
identification information, and content identification infor-
mation of print data of a page formed on the sheet of paper,
to the server 300. In a case where the associating part 357
receives the medium identification information and the
content identification information from the MFP 100, the
associating part 357 requests the erasure information gen-
eration part 355 to generate erasure completion information,
and associates the medium identification information and the
content identification information with the erasure comple-
tion information generated by the erasure information gen-
eration part 355.

[0084] <At the Time of Discarding>

[0085] In a case where a user who operates the smart
phone 200 discards a sheet of paper on which an image of
content has been formed, the user performs discarding
request operation. Specifically, the user operates the smart
phone 200 to input, into the smart phone 200, operation of
specifying a sheet of paper to be discarded, and the MFP 100
as a device that discards the sheet of paper. More specifi-
cally, the user performs: operation of setting, in the MFP
100, the sheet of paper on which the image of the content has
been formed; operation of using the camera 209 to image-
capture an image indicating the medium identification infor-
mation formed on the sheet of paper; and operation of
specifying the MFP 100. The smart phone 200 transmits a
set of image data that is obtained by image-capturing by the
camera 209, and that is output by the camera 209, and the
device identification information of the MFP 100 specified
by the user, to the server 300.

[0086] In a case where the communication part 305
receives the set of the image data and the device identifi-
cation information from the smart phone 200, the captured
image acquisition part 359 outputs the image data and the
device identification information, which have been received
from the smart phone 200, to the content determination part
363.

[0087] In a case where the image data and the device
identification information are input from the captured image
acquisition part 359, the content determination part 363
extracts an image indicating medium identification informa-
tion included in the image data, and identifies the medium
identification information. The content determination part
363 refers to a content record stored in the HDD 304, and
determines content identification information that is associ-
ated with the identified medium identification information.
The content determination part 363 outputs a set of the
content identification information and the device identifica-
tion information to the erasure image generation part 365.
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[0088] In response to input of the set of the content
identification information and the device identification
information from the content determination part 363, the
erasure image generation part 365 identifies, from among
print jobs stored in the HDD 304, a print job that includes
page data identified by the content identification informa-
tion. Subsequently, the erasure image generation part 365
generates an erasure image that brings, into an undecrypt-
able state, an image of page data (content) identified by the
content identification information from among pieces of
print data included in the identified print job. The erasure
image is an image, the position and size of which are
determined with reference to an image included in the page
data. The erasure image is, for example, is an image that is
superimposed on an area surrounding an image included in
the page data, all pixels in the area having the same color.
The erasure image generation part 365 outputs a set of the
content identification information, the erasure image and the
device identification information to the discarding time
control part 367.

[0089] The set of the content identification information,
the erasure image and the device identification information
is input into the discarding time control part 367 from the
erasure image generation part 365. The discarding time
control part 367 determines erasure completion information
with reference to a content record. The discarding time
control part 367 determines content identification informa-
tion and erasure completion information corresponding to
the erasure image. The discarding time control part 367
generates a print job that includes page data of an image in
which an image at the time of discarding related to erasure
completion information is synthesized into an erasure
image. More specifically, the discarding time control part
367 reads a generation record that includes the erasure
completion information from the HDD 304, and determines
generation information included in the generation record.
The discarding time control part 367 determines an image
position, an image at the time of discarding, the second
color, and a relative position that are determined by the
generation information. The image at the time of discarding
is an image corresponding to the image at the time of
formation. Here, the image at the time of discarding is an
image that has the same shape as that of a two-dimensional
bar code indicating the erasure completion information, and
that has the second color determined corresponding to the
image at the time of discarding. The discarding time control
part 367 generates page data for forming the image at the
time of discarding and the erasure image on a recording
medium. The discarding time control part 367 generates
page data in such a manner that the image at the time of
discarding is formed with the second color at a position
determined by a relative position relative to an image
position on a sheet of paper. Here, since the relative position
is 0, page data for forming the image at the time of
discarding with the second color at the image position on the
sheet of paper is generated.

[0090] The discarding time control part 367 controls the
communication part 305 to communicate with the MFP 100
identified by the device identification information, and to
transmit a print job to the MFP 100 so as to cause the MFP
100 to execute the print job for forming an image into which
the image at the time of discarding and the erasure image are
synthesized. As the result, the print job is executed, and the
erasure image and the image at the time of discarding are
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formed on the sheet of paper in the MFP 100. In a case where
an image of the content is formed on the sheet of paper
targeted for image forming, an erasure image is formed so as
to be superimposed on the image of the content, and
therefore the image of the content is brought into an unde-
cryptable state.

[0091] FIGS. 9A to 9C are drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively. FIG.
9A is a first drawing illustrating an example of an image at
the time of formation. The image at the time of formation
has a shape of a two-dimensional bar code, and has a cyan
color. The image at the time of formation is illustrated with
hatching, which indicates that the color of the image at the
time of formation is cyan. FIG. 9B is a first drawing
illustrating an example of an image at the time of discarding.
The image at the time of discarding has a shape of a
two-dimensional bar code, and has a yellow color. The
image at the time of discarding is illustrated with hatching,
which indicates that the color of the image at the time of
discarding is yellow. The image at the time of discarding and
the image at the time of formation have the same shape. FI1G.
9C is a drawing illustrating an example of a disposal image.
The disposal image is an image that is formed by superim-
posing an image at the time of discarding on an image at the
time of formation. The disposal image shown in FIG. 9C has
the same shape as that of the image at the time of formation
and that of the image at the time of discarding, and has a
green color. The disposal image is illustrated with hatching,
which indicates that the color of the image is green. In this
manner, it is known beforehand that if an image is formed
with yellow toner with the image superimposed on an image
formed with cyan toner, the image appears to have a green
color.

[0092] Returning to FIG. 6, after the user who operates the
smart phone 200 performs discarding request operation, the
user performs discarding check operation. More specifically,
the user operates the smart phone 200 to input, into the smart
phone 200, operation of using the camera 209 to image-
capture the sheet of paper on which the erasure image has
been formed, the sheet of paper being an object. The smart
phone 200 transmits image data that is obtained by image-
capturing by the camera 209, and that is output by the
camera 209, to the server 300. In a case where the captured
image acquisition part 359 receives the image data, the
captured image acquisition part 359 outputs the image data
received from the smart phone 200 to the determination part
369.

[0093] In a case where the image data is input from the
captured image acquisition part 359, the determination part
369 extracts an image indicating medium identification
information included in the image data, and identifies the
medium identification information. The determination part
369 extracts, from content records stored in the HDD 304,
a content record that includes medium identification infor-
mation identified by the image data, and determines erasure
completion information from the extracted content record.
The determination part 369 extracts, from generation
records stored in the HDD 304, a generation record that
includes erasure completion information, and determines the
first color and the second color from the extracted generation
record. The determination part 369 determines the third
color predetermined for a set of the first color and the second
color, extracts, as a disposal image, an image having the
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third color from image data input from the captured image
acquisition part 359, and determines whether or not the
extracted disposal image agrees with an image determined
by the erasure completion information. Here, the image
determined by the erasure completion information is a
two-dimensional bar code that indicates the erasure comple-
tion information. Therefore, the result of having read the
disposal image as a two-dimensional bar code is obtained as
analysis information. In a case where the analysis informa-
tion indicates that the medium identification information
identified by the image data agrees with the erasure comple-
tion information associated with the content record, the
determination part 369 determines that the sheet of paper
identified by the medium identification information has been
discarded. In other words, in a case where the two-dimen-
sional bar code having the third color extracted from the
image data agrees with the erasure completion information,
the determination part 369 determines that the image of the
content identified by the content identification information,
which is associated with the medium identification informa-
tion by the content record, has been discarded. The deter-
mination part 369 extracts, from the HDD 304, a content
record that includes the content identification information,
and sets, in the extracted content record, a discard flag
indicating having been discarded. This enables to manage,
as a discarded state, the sheet of paper on which the image
of the content has been formed.

[0094] In order to cause a disposal image to have the third
color, it is necessary to form the image at the time of
formation and the image at the time of discarding at the same
position, to form the image at the time of formation with the
first color, and to form the image at the time of discarding
with the second color. Therefore, in a case where falsifica-
tion has occurred, for example, in a case where the sheet of
paper on which the image of the content has been formed is
replaced with a different sheet of paper at the time of
discarding operation, the image of the content can be pre-
vented from being determined to be in a discarded state. In
addition, the erasure image and the image at the time of
discarding are concurrently formed, and the disposal image
is formed on the sheet of paper by forming the image at the
time of discarding. Therefore, a check can be made that the
image of the content becomes readable by the erasure image.

[0095] FIG. 10 is a flowchart illustrating, as an example,
a flow of content management processing according to one
or more embodiments of the present invention. The content
management processing is processing executed by the CPU
301 when the CPU 301 provided in the server 300 executes
a content management program stored in the ROM 302, the
HDD 304 or the CD-ROM 309A. Referring to FIG. 10, the
CPU 301 provided in the server 300 determines whether or
not a job has been accepted (step SO01). If a job has been
accepted, the process proceeds to step S02. However, if not,
the process proceeds to step S11. The job accepted here
includes a print job that is received from the PC connected
to the network 3 by the communication part 305. The CPU
301 stores the received job in the HDD 304. The print job
includes print data composed of one or more pages.

[0096] In step S02, a page to be processed is selected from
among pieces of print data included in the job received in
step S01, and then the process proceeds to step S03. In step
S03, medium identification information is generated, and
then the process proceeds to step S04. The medium identi-
fication information is information that is given to a sheet of
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paper on which an image of print data of the page selected
in step S02 is formed, and that is used to distinguish the
sheet of paper from the other sheets of paper. The medium
identification information is not limited. However, for
example, a set of information indicating the medium iden-
tification information and a serial number may be given. In
addition, there is a case where to a sheet of paper stored in
the MFP 100, medium identification information used to
identify the sheet of paper is given. In this case, the camera
209 of the smart phone 200 is used to image-capture an
image indicating the medium identification information
given to the sheet of paper, and image data output by the
camera 209 is obtained from the smart phone 200.

[0097] In step S04, content identification information is
generated for the print data of the page selected in step S02,
and then the process proceeds to step SO05. The content
identification information is information used to distinguish
the print data of the page selected in step S02 from the other
pieces of print data. Although not limited, the content
identification information may be information obtained by
combining job identification information used to identify a
print job with page identification information used to iden-
tify the page selected in step S02.

[0098] In step SO5, erasure completion information is
generated, and then the process proceeds to step S06. The
erasure completion information is information indicating
that for the sheet of paper on which the image of the print
data of the page selected in step S02 has been formed,
erasing of the image of the print data has been completed.
The erasure completion information has only to be distin-
guishable from the other pieces of erasure completion infor-
mation, and thus is not limited. However, for example, a set
of information indicating the erasure completion informa-
tion and a serial number may be used.

[0099] Instep S06, a content record is generated, and then
the process proceeds to step S07. A content record that
includes the medium identification information generated in
step S03, the content identification information generated in
step S04, and the erasure completion information generated
in step S05 is generated, and is then stored in the HDD 304.
The content record is information that associates content
with a sheet of paper on which an image of the content is
formed, and with erasure completion information.

[0100] In the next step S07, a generation record corre-
sponding to the erasure completion information generated in
step S05 is generated, and then the process proceeds to step
S08. The generation record has the format shown in FIG. 6,
and associates the erasure completion information with the
generation information. More specifically, an image at the
time of formation and an image at the time of discarding,
each of which has the same shape as that of the image of the
two-dimensional bar code indicating the erasure completion
information, are determined. Subsequently, a color of the
image at the time of formation is determined as the first
color, and a color of the image at the time of discarding is
determined as the second color. A plurality of sets of
combinations of the first color and the second color are
prepared beforehand, and one from among the plurality of
sets has only to be arbitrarily determined. Subsequently, a
position at which the image at the time of formation is
formed on the sheet of paper is determined as an image
position. The image position has only to fall within an area
other than the area in which the image of the content is
formed. Moreover, in order to form the image at the time of
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formation and the image at the time of discarding at the same
position, a relative position is determined to be 0 both in the
horizontal and vertical directions.

[0101] In step S08, the image of the medium identification
information generated in step S03 and the image at the time
of formation are added to the print data of the page selected
in step 502. More specifically, the image indicating the
medium identification information and the image at the time
of formation are synthesized into the print data. Here, the
image indicating the medium identification information is a
two-dimensional bar code of the medium identification
information. The image indicating the medium identification
information is not limited to the two-dimensional bar code,
but may be a one-dimensional bar code, or may be an image
that is readable by a person. For example, in a case where the
medium identification information is composed of
sequences of alphanumeric numbers or characters, the image
indicating the medium identification information may be an
image of sequences of alphanumeric numbers or characters.
[0102] The image at the time of formation is an image
related to the erasure completion information, and a shape,
a color and a position on a sheet of paper are determined by
the generation information included in the generation record
generated in step S07. Here, a shape of the image at the time
of formation is the same as that of the two-dimensional bar
code of the erasure completion information, and a color of
the image at the time of formation is the first color. It should
be noted that the shape of the image at the time of formation
is not limited to the two-dimensional bar code, but may be
a one-dimensional bar code, or may be an image that is
readable by a person. For example, in a case where area
identification information is composed of sequences of
alphanumeric numbers or characters, the image at the time
of formation may be an image of sequences of alphanumeric
numbers or characters.

[0103] In step S09, a determination is made as to whether
or not a page that is not selected as a page to be processed
exists from among pieces of print data included in the job
received in step SO01. If an unselected page exists, the
process returns to step S02. However, if not, the process
proceeds to step S10.

[0104] In step S10, a print job in which the image of the
medium identification information and the image at the time
of formation are synthesized into the print data included in
the job received in step SO01 is stored in the HDD 304, and
then the process proceeds to step S11.

[0105] In step S11, a determination is made as to whether
or not a request of a job has been made. If the communi-
cation part 305 receives a print job transmission request, the
process proceeds to step S12. However, if not, the process
proceeds to step S14. For example, in a case where the
communication part 305 is controlled to communicate with
the MFP 100, a list of print jobs stored in the HDD 304 is
transmitted to the MFP 100. In a case where a print job is
specified by a user who operates the MFP 100, it is deter-
mined that the transmission request has been made for a
specified print job.

[0106] In step S12, a device that has requested the job is
identified. For example, in a case where the job transmission
request is received from the MFP 100, the MFP 100 is
identified. A case where a job transmission request is
received from the MFP 100 will be described below as an
example. In step S13, the print job requested in step S11 is
transmitted to the device (here, the MFP 100) identified in
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step S12, and then the process proceeds to step S14. As the
result, the print job is executed, and an image of the print
data is formed on the sheet of paper in the MFP 100. The
print data is data obtained by synthesizing the image of the
medium identification information and the image at the time
of formation into the image of the content. Therefore, on the
sheet of paper, the image of the medium identification
information and the image at the time of formation are
formed in the image of the content.

[0107] In step S14, a determination is made as to whether
or not discarding request operation has been accepted. If the
discarding request operation has been accepted, the process
proceeds to step S15. However, if not, the process proceeds
to step S16. A determination is made as to whether or not the
communication part 305 has received the discarding request
operation from other devices. There is a case where, for
example, the smart phone 200 transmits the discarding
request operation. In step S15, discarding request processing
is executed, and then the process returns to step S01. The
discarding request processing will be described later in
detail.

[0108] In step S16, a determination is made as to whether
or not discarding check operation has been accepted. If the
discarding check operation has been accepted, the process
proceeds to step S17. However, if not, the process returns to
step S01. A determination is made as to whether or not the
communication part 305 has received the discarding check
operation from other devices. There is a case where, for
example, the smart phone 200 transmits the discarding
check operation. In step S17, discarding check processing is
executed, and then the process returns to step SO01. The
discarding check processing will be described later in detail.
[0109] FIG. 11 is a flowchart illustrating, as an example,
a flow of discarding request processing. The discarding
request processing is processing executed in step S15 of
FIG. 10. Here, a case where the communication part 305
accepts the discarding request operation from the smart
phone 200 will be described as an example. In a case where
a user operates the smart phone 200 to perform the discard-
ing request operation, the user performs: operation of setting
a sheet of paper to be discarded in the MFP 100; operation
of image-capturing an image indicating medium identifica-
tion information formed on the sheet of paper by using the
camera 209; and operation of specifying the MFP 100. The
smart phone 200 transmits a set of image data that is
obtained by image-capturing by the camera 209, and that is
output by the camera 209, and the device identification
information of the MFP 100 specified by the user, to the
server 300.

[0110] Referring to FIG. 11, the CPU 301 determines
whether or not image data has been received from the smart
phone 200 (step S21). The process is kept in a standby state
(NO in step S21) until the communication part 305 receives
image data from the smart phone 200. When the commu-
nication part 305 receives image data (YES in step S21), the
process proceeds to step S22.

[0111] In step S22, a discarding device is determined. In a
case where device identification information of the MFP 100
is received from the smart phone 200, the MFP 100 is
determined as the discarding device. In the next step S23, a
determination is made as to whether or not medium identi-
fication information is determined. The image data received
in step S21 is analyzed, and in a case where an image
indicating medium identification information is extracted
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from the image data, the medium identification information
is determined. Here, the image indicating medium identifi-
cation information is a two-dimensional bar code, and
therefore the two-dimensional bar code is extracted from the
image data, and medium identification information indicated
by the two-dimensional bar code is determined. If the
medium identification information has been determined, the
process proceeds to step S24. However, if not, the process
returns to the content management processing.

[0112] Instep S24, content is determined with reference to
a content record stored in the HDD 304. A content record
that includes the medium identification information deter-
mined in step S23 is extracted, and content identified by
content identification information included in the extracted
content record is determined. In a case where the content
identification information includes job identification infor-
mation and page identification information, print data of the
page identified by the page identification information, from
among pieces of print data included in the print job stored in
the HDD 304, is determined as the content.

[0113] In the next step S25, an erasure image is generated.
The erasure image is image data corresponding to the
content determined in step S24. When the erasure image is
formed on a sheet of paper, characters in the image of the
content formed on the sheet of paper are brought into an
undecryptable state. The erasure image may be an image in
which for each of a plurality of characters included in the
content, a rectangular area having a size larger than that of
the each character is made black. The erasure image may be
an image having low lightness as an alternative to black.
Overwriting an image having lightness lower than that of
characters enables to prevent the characters from being read.
The reason is that, for example, in a case where the erasure
image is an image having lightness higher than that of
characters, there is a case where the characters are transpar-
ent and consequently are readable.

[0114] In step S26, a content record is extracted. The
content record that includes the content identification infor-
mation determined in step S24 is extracted. In the next step
S27, an image at the time of discarding is determined. A
generation record corresponding to the erasure completion
information included in the extracted content record is read
from the HDD 304, and generation information included in
the read generation record is identified. The generation
information determines an image at the time of discarding,
the second color, an image position, and a relative position.
In the next step S28, an image at the time of discarding is
added to the erasure image, and then the process proceeds to
step S29. More specifically, the image at the time of dis-
carding determined in step S27 is synthesized, with the
second color, into the erasure image at a position determined
by the image at the time of formation arranged at the image
position, and by the relative position. Here, a shape of the
image at the time of discarding is the same as that of the
two-dimensional bar code of the erasure completion infor-
mation, a color of the image at the time of discarding is the
second color, and the image at the time of discarding is
synthesized with the erasure image so as to be arranged at
the same position as the position determined by the image
position.

[0115] In the next step S29, an erasing print job is gener-
ated. A print job for forming, on a sheet of paper, an erasure
image to which the image at the time of discarding has been
added is generated as the erasing print job. Subsequently, an

Nov. 1, 2018

erasing print job is transmitted to the discarding device, and
then the process returns to the content management process-
ing. More specifically, the communication part 305 is con-
trolled to transmit the erasing print job to a device (here, the
MFP 100) determined as the discarding device in step S22.
As the result, the erasure image to which the image at the
time of discarding has been added is formed on the sheet of
paper set in the MFP 100 by the user. Therefore, by forming
the erasure image, the image of the content formed on the
sheet of paper is brought into an undecryptable state, and an
image at the time of discarding is formed so as to be
superimposed on the image at the time of formation formed
on the sheet of paper. The image at the time of discarding
having the second color is formed so as to be superimposed
on the image at the time of formation having the first color.
Therefore, a two-dimensional bar code having the third color
is formed on the sheet of paper.

[0116] FIG. 12 is a flowchart illustrating, as an example,
a flow of discarding check processing. The discarding check
processing is processing executed in step S17 of FIG. 10.
Referring to FIG. 12, the CPU 301 determines whether or
not image data has been received from the smart phone 200
(step S41). The process is kept in a standby state (NO in step
S41) until the communication part 305 receives image data
from the smart phone 200. When the communication part
305 receives image data (YES in step S41), the process
proceeds to step S42.

[0117] In step S42, a determination is made as to whether
or not medium identification information is extracted. The
image data received in step S41 is analyzed, and an image
indicating medium identification information is extracted
from the image data. Here, the image indicating medium
identification information is a two-dimensional bar code,
and therefore the two-dimensional bar code is extracted
from the image data, and medium identification information
indicated by the two-dimensional bar code is determined. If
the medium identification information has been determined,
the process proceeds to step S43. However, if not, the
process proceeds to step S51.

[0118] Instep S43, a content record is extracted. A content
record that includes the medium identification information
extracted in step S42 is extracted from content records
stored in the HDD 304. Subsequently, erasure completion
information determined by the content record extracted in
step S43 is determined (step S44). In the next step S45, a
generation record that includes the erasure completion infor-
mation determined in step S44 is extracted from generation
records stored in the HDD 304. In the next step S46, the third
color is determined. The third color that is predetermined for
a set of the first color and the second color determined by the
generation record extracted in step S44 is determined. In the
next step S47, a disposal image having the third color is
extracted from the image data received in step S41. More-
over, a determination is made as to whether or not analysis
information has been obtained from the disposal image
having the third color. If the disposal image having the third
color is a two-dimensional bar code, information indicated
by the two-dimensional bar code having the third color is
obtained as the analysis information. If the analysis infor-
mation has been obtained, the process proceeds to step S49.
However, if not, the process proceeds to step S51.

[0119] In step S49, a determination is made as to whether
or not the analysis information is the same as the erasure
completion information determined in step S44. If the analy-
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sis information is the same as the erasure completion infor-
mation, the process proceeds to step S50. However, if not,
the process proceeds to step 551. In step S50, a discard code
is added to the content record extracted in step S43, and the
process returns to the content management processing. This
enables to manage, as a discarded state, the sheet of paper on
which the image of the content has been formed.

[0120] In step S51, an error is notified, and the process
returns to the content management processing. In order to
display, on a device that has transmitted the discarding check
operation (here, the smart phone 200), a message notifying
that the sheet of paper is not properly discarded, the com-
munication part 305 is controlled to transmit the message to
the smart phone 200. Displaying the message enables the
user who operates the smart phone 200 to recognize that the
content formed on the sheet of paper has not been properly
discarded.

[0121] In one or more embodiments of the present inven-
tion, when an image of content is formed on a sheet of paper,
the image of the content and an image at the time of
formation having the first color are formed on the sheet of
paper, and according to discarding request operation by a
user, an erasure image and an image at the time of discarding
having the second color are formed on the sheet of paper on
which the image of the content has been formed. Moreover,
according to discarding check operation by the user, the user
image-captures the sheet of paper by using the camera 209
of the smart phone 200. Consequently, image data obtained
by image-capturing the sheet of paper by using the camera
209 is obtained. Subsequently, in a case where medium
identification information, and erasure completion informa-
tion that is associated with the medium identification infor-
mation by the content record, are extracted from the image
data obtained from the smart phone 200, it is determined that
the content formed on the sheet of paper identified by the
medium identification information has been erased. Here,
conditions for determining that erasure completion informa-
tion is extracted from the image data include: a condition
indicating that a disposal image having the third color
determined from the first color of the image at the time of
formation and the second color of the image at the time of
discarding is extracted; a condition indicating that analysis
information can be obtained by analyzing the disposal image
having the third color; and a condition indicating that the
analysis information agrees with the erasure completion
information. In other words, in a case where erasure comple-
tion information can be read as the result of executing
processing of reading the two-dimensional bar code having
the third color from the image data, it may be determined
that the content formed on the sheet of paper has been
erased.

[0122] As described above, in the content management
system 1 according to one or more embodiments of the
present invention, a check can be made, by the shape and
color of the two-dimensional bar code indicating the erasure
completion information, that the sheet of paper on which the
image of the content has been formed is the same as the sheet
of paper on which the erasure image has been formed.
Therefore, a check can be made, with high reliability, that
the image of the content formed on the sheet of paper has
been erased.
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FIRST MODIFIED EXAMPLE

[0123] In the embodiments described above, conditions
for determining that erasure completion information can be
identified from the image data include: a condition indicat-
ing that a disposal image having the third color determined
from the first color of the image at the time of formation and
the second color of the image at the time of discarding is
extracted; a condition indicating that analysis information
can be obtained by analyzing the disposal image having the
third color; and a condition indicating that the analysis
information agrees with the erasure completion information.
In the first modified example, a condition for determining
that erasure completion information can be identified from
the image data is a first condition indicating that an image at
the time of formation and an image at the time of discarding
corresponding to medium identification information are
extracted.

[0124] In the first modified example, generation informa-
tion has only to include at least an image at the time of
formation and an image at the time of discarding. More
specifically, when an image of content is formed on a sheet
of paper, the image of the content and an image at the time
of formation are formed on the sheet of paper, and according
to discarding request operation by a user, an erasure image
and an image at the time of discarding are formed on the
sheet of paper on which the image of the content has been
formed. In this case, the image at the time of discarding is
formed so as not to be superimposed on the erasure image.
Moreover, according to discarding check operation by the
user, the user image-captures the sheet of paper by using the
camera 209 of the smart phone 200. Consequently, image
data obtained by image-capturing the sheet of paper by using
the camera 209 is obtained. Subsequently, in a case where
medium identification information, an image at the time of
formation, and an image at the time of discarding are
extracted from the image data obtained from the smart
phone 200, it is determined that the first condition has been
fulfilled.

[0125] More specifically, in a case where the image data is
input from the captured image acquisition part 359, the
determination part 369 extracts an image indicating medium
identification information included in the image data, and
identifies the medium identification information. The deter-
mination part 369 extracts, from content records stored in
the HDD 304, a content record that includes medium iden-
tification information identified by the image data, and
determines erasure completion information from the
extracted content record. The determination part 369
extracts, from generation records stored in the HDD 304, a
generation record that includes erasure completion informa-
tion, and determines an image at the time of formation and
an image at the time of discarding from the extracted
generation record. In a case where an image at the time of
formation and an image at the time of discarding can be
extracted from image data input from the captured image
acquisition part 359, the determination part 369 determines
that the sheet of paper identified by the medium identifica-
tion information has been discarded. The image at the time
of formation and the image at the time of discarding have
only to be images related to erasure completion information.
For example, the image at the time of formation may be a
two-dimensional bar code indicating information obtained
by adding information indicating the image at the time of
formation to the erasure completion information, and the
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image at the time of discarding may be a two-dimensional
bar code indicating information obtained by adding infor-
mation indicating the image at the time of discarding to the
erasure completion information. In this case, by analyzing
the two-dimensional bar code included in the image data, it
can be determined that the image at the time of formation
and the image at the time of discarding are included in the
image data. The determination part 369 extracts, from the
HDD 304, a content record that includes the content iden-
tification information, and sets, in the extracted content
record, a discard flag indicating having been discarded. This
enables to manage, as a discarded state, the sheet of paper on
which the image of the content has been formed.

[0126] FIGS. 13A to 13C are drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively in the
first modified example. FIG. 13A is a drawing illustrating, as
an example, an image at the time of formation in the first
modified example. The image at the time of formation in the
first modified example has a shape of a two-dimensional bar
code. Although the image at the time of formation is black
in color, the color is not limited. The image at the time of
formation may have any color. FIG. 13B is a drawing
illustrating, as an example, an image at the time of discard-
ing in the first modified example. The image at the time of
discarding in the first modified example is a two-dimen-
sional bar code. Although the image at the time of formation
is black in color, the color is not limited. The image at the
time of formation may have any color. FIG. 13C is a drawing
illustrating, as an example, a disposal image in the first
modified example. The disposal image in the first modified
example includes an image at the time of formation and an
image at the time of discarding.

[0127] In the content management system 1 in the first
modified example, the server 300 associates content with
erasure completion information. An image of the content,
and an image at the time of formation that is a two-
dimensional bar code as information obtained by adding
information indicating being the image at the time of for-
mation to the erasure completion information, are formed on
a sheet of paper. An erasure image, and an image at the time
of discarding that is a two-dimensional bar code as infor-
mation obtained by adding information indicating being the
image at the time of discarding to the erasure completion
information, are formed. In a case where image data
obtained by image-capturing the sheet of paper by using the
smart phone 200 includes the image at the time of formation
and the image at the time of discarding, it is determined that
the sheet of paper on which the image of the content
associated with the erasure completion information has been
formed has been discarded, and that the content has been
erased. In a case where the image at the time of formation
and the image at the time of discarding are included, it is
determined that the recording medium on which the image
of the content has been formed is the same as the recording
medium on which the erasure image has been formed.
Therefore, a check can be made, with high reliability, that
the image of the content formed on the sheet of paper has
been erased.

SECOND MODIFIED EXAMPLE

[0128] In the second modified example, conditions for
determining that erasure completion information is identi-
fied from image data are: the first condition, in the first
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modified example, indicating that an image at the time of
formation and an image at the time of discarding corre-
sponding to medium identification information are
extracted; and a second condition indicating that an image at
the time of discarding is formed at a predetermined relative
position relative to the image at the time of formation.

[0129] In the second modified example, generation infor-
mation has only to include at least an image at the time of
formation, an image at the time of discarding, an image
position, and a relative position. More specifically, when an
image of content is formed on a sheet of paper, the image of
the content and an image at the time of formation are formed
on the sheet of paper, and according to discarding request
operation by a user, an erasure image and an image at the
time of discarding are formed on the sheet of paper on which
the image of the content has been formed. In this case, the
image at the time of discarding is arranged at a position
determined by the generation information as a relative
position relative to the image position, and is formed on the
sheet of paper. Moreover, according to discarding check
operation by the user, the user image-captures the sheet of
paper by using the camera 209 of the smart phone 200.
Consequently, image data obtained by image-capturing the
sheet of paper by using the camera 209 is obtained. Subse-
quently, in a case where the medium identification informa-
tion, the image at the time of formation, and the image at the
time of discarding are extracted from the image data
obtained from the smart phone 200, it is determined that the
first condition has been fulfilled. If a relative position of the
image at the time of formation relative to the image at the
time of discarding agrees with the relative position deter-
mined by the generation information, it is determined that
the second condition has been fulfilled.

[0130] More specifically, in a case where the determina-
tion part 369 in the second modified example is capable of
extracting the image at the time of formation and the image
at the time of discarding from image data input from the
captured image acquisition part 359, and in a case where a
relative position of the image at the time of formation
relative to the image at the time of discarding is the relative
position determined by the generation information, it is
determined that the sheet of paper identified by the medium
identification information has been discarded.

[0131] FIGS. 14A to 14C are first drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively in the
second modified example. FIG. 14A is a first drawing
illustrating, as an example, an image at the time of formation
in the second modified example. The image at the time of
formation in the second modified example has a shape of a
two-dimensional bar code. Although the image at the time of
formation is black in color, the color is not limited. The
image at the time of formation may have any color. FIG. 14B
is a first drawing illustrating, as an example, an image at the
time of discarding in the second modified example. The
image at the time of discarding in the second modified
example is a two-dimensional bar code. Although the image
at the time of formation is black in color, the color is not
limited. The image at the time of formation may have any
color. FIG. 14C is a first drawing illustrating, as an example,
a disposal image in the second modified example. The
disposal image in the second modified example includes an
image at the time of formation and an image at the time of
discarding. In addition, the relative position of the image at
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the time of formation relative to the image at the time of
discarding is a position that is moved in parallel by a
distance L. from the image at the time of formation in the
right direction (X-axis direction).

[0132] In the content management system 1 in the second
modified example, the server 300 associates content with
erasure completion information. An image of the content,
and an image at the time of formation that is a two-
dimensional bar code as information obtained by adding
information indicating being the image at the time of for-
mation to the erasure completion information, are formed on
a sheet of paper. An erasure image, and an image at the time
of discarding that is a two-dimensional bar code as infor-
mation obtained by adding information indicating being the
image at the time of discarding to the erasure completion
information, are formed at relative positions that are prede-
termined relative to the image at the time of formation. In a
case where image data obtained by image-capturing the
sheet of paper by using the smart phone 200 includes the
image at the time of formation and the image at the time of
discarding, and in a case where a relative position of the
image at the time of formation relative to the image at the
time of discarding is the predetermined relative position, it
is determined that the sheet of paper on which the image of
the content associated with the erasure completion informa-
tion has been formed has been discarded, and that the
content has been erased. The relative position of the image
at the time of formation relative to the image at the time of
discarding is added to a condition for determining that the
sheet of paper on which the image of the content has been
formed is the same as the sheet of paper on which the erasure
image has been formed. Therefore, a check can be made,
with high reliability, that the image of the content formed on
the sheet of paper has been erased.

THIRD MODIFIED EXAMPLE

[0133] In the third modified example, a two-dimensional
bar code indicating erasure completion information is
divided into two, and one of the divided parts is treated as
an image at the time of formation, and the other is treated as
an image at the time of discarding.

[0134] FIGS. 15A to 15C are first drawings illustrating, as
examples, an image at the time of formation, an image at the
time of discarding, and a disposal image respectively in the
third modified example. Here, a two-dimensional bar code
of erasure completion information is divided into two, and
one of the divided parts is treated as an image at the time of
formation, and the other is treated as an image at the time of
discarding. FIG. 15A is a first drawing illustrating, as an
example, an image at the time of formation in the third
modified example. Although the image at the time of for-
mation is black in color, the color is not limited. The image
at the time of formation may have any color. FIG. 15B is a
first drawing illustrating, as an example, an image at the time
of discarding in the third modified example. Although the
image at the time of discarding is black in color, the color is
not limited. The image at the time of discarding may have
any color. The image at the time of formation in the third
modified example is one of two parts into which the two-
dimensional bar code of the erasure completion information
has been divided, and the image at the time of discarding in
the third modified example is the other of the two parts. FI1G.
15C is a first drawing illustrating, as an example, a disposal
image in the third modified example. The disposal image in
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the third modified example is a two-dimensional bar code of
the erasure completion information.

[0135] In this case, when a disposal image indicating a
two-dimensional bar code is extracted from image data input
from the captured image acquisition part 359, in a case
where analysis information obtained by analyzing the dis-
posal image agrees with the erasure completion information,
the determination part 369 in the third modified example
determines that the sheet of paper identified by the medium
identification information has been discarded.

[0136] FIGS. 16A to 16C are second drawings illustrating,
as examples, an image at the time of formation, an image at
the time of discarding, and a disposal image respectively in
the third modified example. Here, a two-dimensional bar
code of erasure completion information is divided into two,
and one of the divided parts is treated as an image at the time
of formation, and the other is treated as an image at the time
of discarding. FIG. 16A is a second drawing illustrating, as
an example, an image at the time of formation in the third
modified example. The image at the time of formation in the
third modified example is one of two parts into which the
two-dimensional bar code of the erasure completion infor-
mation has been divided. Although the image at the time of
formation is black in color, the color is not limited. The
image at the time of formation may have any color. FIG. 16B
is a second drawing illustrating, as an example, an image at
the time of discarding in the third modified example. The
image at the time of discarding in the third modified example
is the other of the two parts into which the two-dimensional
bar code of the erasure completion information has been
divided. Although the image at the time of discarding is
black in color, the color is not limited. The image at the time
of discarding may have any color. FIG. 16C is a second
drawing illustrating, as an example, a disposal image in the
third modified example. The disposal image in the third
modified example is a two-dimensional bar code of the
erasure completion information.

[0137] In this case as well, when a disposal image indi-
cating a two-dimensional bar code is extracted from image
data input from the captured image acquisition part 359, in
a case where analysis information obtained by analyzing the
disposal image agrees with the erasure completion informa-
tion, the determination part 369 in the third modified
example determines that the sheet of paper identified by the
medium identification information has been discarded.
[0138] In the content management system 1 in the third
modified example, the server 300 associates content with
erasure completion information. One of two parts into which
the two-dimensional bar code of the erasure completion
information is divided is treated as an image at the time of
formation, the other of the two parts is treated as an image
at the time of discarding, and the image of the content and
the image at the time of formation are formed on the sheet
of paper. The erasure image and the image at the time of
discarding are formed at relative positions that are prede-
termined relative to the image at the time of formation. On
the condition that image data obtained by image-capturing
the sheet of paper by using the smart phone 200 includes a
two-dimensional bar code that indicates the erasure comple-
tion information, it is determined that the sheet of paper on
which the image of the content associated with the erasure
completion information has been formed has been dis-
carded, and that the content has been erased. On the condi-
tion that a relative position of the image at the time of
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formation relative to the image at the time of discarding is
the predetermined relative position, it can be checked that a
recording medium on which the image of the content has
been formed is the same as a recording medium on which the
erasure image has been formed. Therefore, a check can be
made, with high reliability, that the image of the content
formed on the sheet of paper has been erased.

FOURTH MODIFIED EXAMPLE

[0139] In the fourth modified example, conditions for
determining that erasure completion information is extracted
from the image data are: the first condition indicating that an
image at the time of formation and an image at the time of
discarding corresponding to medium identification informa-
tion are extracted; the second condition indicating that an
image at the time of discarding is formed at a predetermined
relative position relative to the image at the time of forma-
tion; and a third condition indicating that the disposal image
has a predetermined color.

[0140] In the fourth modified example, the disposal image
is a two-dimensional bar code indicating the erasure comple-
tion information having the first color. For example, the
image at the time of formation in the fourth modified
example is an image that is obtained by synthesizing an
arbitrary image into the two-dimensional bar code of the
erasure completion information from the surrounding
toward the outside by a predetermined distance, and that has
the first color. The image at the time of discarding in the
fourth modified example includes an area ranging from the
surrounding of the two-dimensional bar code of the erasure
completion information toward the outside by a predeter-
mined distance, and the area is an image having the second
color.

[0141] More specifically, when an image of content is
formed on a sheet of paper, an image at the time of formation
having the first color and the image of the content are formed
on the sheet of paper, and according to discarding request
operation by a user, an erasure image and an image at the
time of discarding having the second color are formed on the
sheet of paper on which the image of the content has been
formed. The image at the time of discarding having the
second color is formed at a position that is determined by a
relative position from the image position at which the image
at the time of formation has been formed, and consequently
the disposal image having the first color is completed.
Moreover, according to discarding check operation by the
user, the user image-captures an image indicating the
medium identification information by using the camera 209
of the smart phone 200. As the result, image data obtained
by image-capturing the image by using the camera 209 is
obtained. Subsequently, a two-dimensional bar code indi-
cating medium identification information and a disposal
image having the first color are extracted from the image
data obtained from the smart phone 200, and in a case where
analysis information obtained by analyzing the disposal
image agrees with erasure completion information, it is
determined that the first condition, the second condition and
the third condition have been fulfilled. In the fourth modified
example, the generation information includes an image at
the time of formation, the first color, an image position, an
image at the time of discarding, the second color, and a
relative position.

[0142] FIGS. 17A to 17C are drawings illustrating, as
examples, an image at the time of formation, an image at the
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time of discarding, and a disposal image respectively in the
fourth modified example. FIG. 17A is a drawing illustrating,
as an example, an image at the time of formation in the
fourth modified example. The image at the time of formation
in the fourth modified example is an image that is obtained
by synthesizing an arbitrary image into the two-dimensional
bar code of the erasure completion information from the
surrounding toward the outside by a predetermined distance,
and that has the first color. FIG. 17B is a drawing illustrating,
as an example, an image at the time of discarding in the
fourth modified example. The image at the time of discard-
ing in the fourth modified example includes an area that is
away from the surrounding of the two-dimensional bar code
of the erasure completion information by a predetermined
distance, and the area is an image having the second color.
FIG. 17C is a drawing illustrating, as an example, a disposal
image in the fourth modified example. The disposal image in
the fourth modified example is a two-dimensional bar code
indicating erasure completion information, and has the first
color.

[0143] In the content management system 1 in the fourth
modified example, the server 300 associates content with
erasure completion information. An image at the time of
formation obtained by synthesizing an image of the content
and an image at the time of discarding into a two-dimen-
sional bar code of the erasure completion information is
formed on a sheet of paper with the first color. An image at
the time of discarding that is composed of an erasure image,
and an area away from the outer periphery of the two-
dimensional bar code of the erasure completion information
by a predetermined distance, is formed so as to be super-
imposed on the image at the time of formation with the
second color. By forming the image at the time of discarding
having the second color so as to be superimposed on the
image at the time of formation having the first color, a part
in which the image at the time of discarding and the image
at the time of formation do not overlap each other becomes
an disposal image having the first color. The disposal image
having the first color becomes a two-dimensional bar code
indicating the erasure completion information. In a case
where the disposal image having the first color included in
the image data obtained by image-capturing the sheet of
paper by using the smart phone 200 indicates the erasure
completion information, the server 300 determines that the
sheet of paper on which the image of the content associated
with the erasure completion information has been formed
has been discarded, and that the content has been erased.
Therefore, a check can be made, by the shape and color of
the disposal image indicating the erasure completion infor-
mation, that the sheet of paper on which the image of the
content has been formed is the same as the sheet of paper on
which the erasure image has been formed. Therefore, a
check can be made, with high reliability, that the image of
the content formed on the sheet of paper has been erased.

[0144] The server 300 according to aforementioned
embodiments forms an image at the time of formation and
an image at the time of discarding on a sheet of paper, and
consequently a disposal image indicating erasure comple-
tion information is formed on the sheet of paper. In one or
more embodiments of the present invention, in a stage of
forming an erasure image on the sheet of paper, an image at
the time of discarding is not formed. Therefore, in one or
more embodiments of the present invention, a generation
record is not required.
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[0145] The server 300 according to one or more embodi-
ments of the present invention uses, as an erasure image, an
image for erasing a part of content. Therefore, if an erasure
image is formed on a sheet of paper on which an image of
the content has been formed, a part of the content is not
erased. In the server 300 according to one or more embodi-
ments of the present invention, in a stage in which an erasure
image is generated, the associating part 357 determines, as
a partial image, an image that is included in an image of the
content but is not included in the erasure image, and
associates the partial image with the content. More specifi-
cally, the partial image is added to a content record. Sub-
sequently, in the server 300 according to one or more
embodiments of the present invention, the determination
part 369 identifies erasure completion information from an
image at the time of formation included in image data, and
in a case where a fourth condition indicating that the image
at the time of formation and the partial image determined by
the content record are extracted from the image data is
fulfilled, the determination part 369 determines that the
content has been erased.

[0146] FIGS. 18A to 18C are drawings illustrating, as
examples, an image at the time of formation, an erasure
image, and a disposal image respectively according to one or
more embodiments of the present invention. FIG. 18A is a
drawing illustrating, as an example, an image at the time of
formation in one or more embodiments of the present
invention. FIG. 18A illustrates an image at the time of
formation 501 and an image 503 of the content in one or
more embodiments of the present invention. The image at
the time of formation 501 is a two-dimensional bar code of
erasure completion information. FIG. 18B is a drawing
illustrating, as an example, an erasure image in one or more
embodiments of the present invention. An erasure image 505
has a shape that does not overlap a character “C” that is a
part of the image 503 of the content. FIG. 18C is a drawing
illustrating, as an example, a disposal image in one or more
embodiments of the present invention. In one or more
embodiments of the present invention, a processed image
includes the image at the time of formation 501, and the
character “C” that is a part of the image 503 of the content.

[0147] In the content management system 1 according to
one or more embodiments of the present invention, the
server 300 associates content with erasure completion infor-
mation and a partial image that is included in an image of the
content but is not included in an erasure image. An image of
the content, and an image at the time of formation that is a
two-dimensional bar code indicating the erasure completion
information, are formed. In a case where image data
obtained by image-capturing the sheet of paper by using the
smart phone 200 includes the image at the time of formation
and the partial image, it is determined that the sheet of paper
on which the image of the content associated with the
erasure completion information has been formed has been
discarded, and that the content has been erased. Therefore,
a check can be made, by the image at the time of formation,
that the sheet of paper has the image of the content formed
thereon, and a check can be made, by the erasure image and
the partial image, that the sheet of paper has the erasure
image formed thereon. This enables to check that the sheet
of paper on which the image of the content has been formed
is the same as the sheet of paper on which the erasure image
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has been formed. Therefore, a check can be made, with high
reliability, that the image of the content formed on the sheet
of paper has been erased.

FIFTH MODIFIED EXAMPLE

[0148] The server 300 according to one or more embodi-
ments of the present invention uses, as an erasure image, an
image for erasing a part of content. In the fifth modified
example of one or more embodiments of the present inven-
tion, when an erasure image is generated, the server 300
adds a shape of the erasure image to a content record. In a
stage in which an erasure image is generated by the erasure
image generation part 365, the associating part 357 provided
in the server 300 in the fifth modified example associates the
erasure image with the content. More specifically, the era-
sure image is added to a content record. Subsequently, in the
server 300 in the fifth modified example, the determination
part 369 identifies erasure completion information from an
image at the time of formation included in image data, and
in a case where a fifth condition indicating that the erasure
image determined by the content record is extracted from the
image data is fulfilled, the determination part 369 deter-
mines that the content has been erased.

[0149] FIGS. 19A to 19C are drawings illustrating, as
examples, an image at the time of formation, an erasure
image, and a disposal image respectively in the fifth modi-
fied example. FIG. 19A is a drawing illustrating, as an
example, an image at the time of formation in the fifth
modified example. FIG. 19A illustrates the image at the time
of formation 501 and the image 503 of the content in the fifth
modified example. The image at the time of formation 501
is a two-dimensional bar code of erasure completion infor-
mation. FIG. 19B is a drawing illustrating, as an example, an
erasure image in the fifth modified example. FIG. 19C is a
drawing illustrating, as an example, a disposal image in the
fifth modified example. The disposal image in the fifth
modified example includes the image at the time of forma-
tion 501 and an erasure image 507.

[0150] In the content management system 1 in the fifth
modified example, the server 300 associates content with
erasure completion information and an erasure image. An
image of the content, and an image at the time of formation
that is a two-dimensional bar code indicating the erasure
completion information, are formed. In a case where image
data obtained by image-capturing the sheet of paper by using
the smart phone 200 includes the image at the time of
formation and the erasure image, it is determined that the
sheet of paper on which the image of the content associated
with the erasure completion information has been formed
has been discarded, and that the content has been erased.
Therefore, a check can be made, by the image at the time of
formation, that the sheet of paper has the image of the
content formed thereon, and a check can be made, by the
erasure image, that the sheet of paper has the erasure image
formed thereon. This enables to check that the sheet of paper
on which the image of the content has been formed is the
same as the sheet of paper on which the erasure image has
been formed. Therefore, a check can be made, with high
reliability, that the image of the content formed on the sheet
of paper has been erased.

[0151] The server 300 according to the aforementioned
embodiments forms an image at the time of formation and
an image at the time of discarding on a sheet of paper, and
consequently a disposal image indicating erasure comple-
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tion information is formed on the sheet of paper. In a stage
of forming an image of the content on a sheet of paper, the
server 300 according to one or more embodiments of the
present invention does not form an image at the time of
formation. Therefore, in one or more embodiments of the
present invention, a generation record is not required.

[0152] In the server 300 according to one or more embodi-
ments of the present invention, conditions for determining
that erasure completion information is extracted from image
data are: a sixth condition indicating that an image at the
time of discarding corresponding to medium identification
information is extracted; and a seventh condition indicating
that an image at the time of discarding is formed at a
predetermined relative position relative to an image indicat-
ing the medium identification information. Therefore, in the
server 300 according to one or more embodiments of the
present invention, the associating part 357 associates content
with a relative position of an image indicating the medium
identification information relative to an image at the time of
discarding. More specifically, the relative position of the
image indicating the medium identification information rela-
tive to the image at the time of discarding is added to the
content record.

[0153] In one or more embodiments of the present inven-
tion, when an image of content is formed on a sheet of paper,
the image of the content and an image indicating medium
identification information are formed on the sheet of paper,
and according to discarding request operation by a user, an
erasure image and an image at the time of discarding are
formed on the sheet of paper on which the image of the
content has been formed. The image at the time of discarding
is a two-dimensional bar code indicating erasure completion
information. Moreover, according to discarding check
operation by the user, the user image-captures the sheet of
paper by using the camera 209 of the smart phone 200.
Consequently, image data obtained by image-capturing the
sheet of paper by using the camera 209 is obtained. Subse-
quently, in a case where an image indicating the medium
identification information, and the image at the time of
discarding are extracted from the image data obtained from
the smart phone 200, the determination part 369 provided in
the server 300 identifies erasure completion information
from the image at the time of discarding, and in a case where
a relative position of the image at the time of discarding
relative to the image indicating the medium identification
information is a relative position determined by position
information of the content record, the determination part 369
determines that the seventh condition has been fulfilled, and
determines that the content has been erased. In a case where
executing processing of reading the two-dimensional bar
code from the image data enables to read medium identifi-
cation information and erasure completion information, it is
determined that the sixth condition is fulfilled.

[0154] In the content management system 1 according to
one or more embodiments of the present invention, the
server 300 associates content with medium identification
information used to identify a sheet of paper, erasure
completion information, and a relative position of an image
indicating the medium identification information relative to
an image at the time of discarding. An image of the content,
and the image indicating the medium identification infor-
mation, which is a two-dimensional bar code indicating the
medium identification information, are formed on the sheet
of paper. An erasure image, and the image at the time of
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discarding, which is a two-dimensional bar code indicating
the erasure completion information, are formed at the rela-
tive position of the image indicating the medium identifi-
cation information relative to the image at the time of
discarding. In a case where image data obtained by image-
capturing the sheet of paper by using the smart phone 200
includes the image indicating the medium identification
information and the image at the time of discarding, and in
a case where a relative position of the image indicating the
medium identification information relative to the image at
the time of discarding is the predetermined relative position,
it is determined that the sheet of paper on which the image
of the content associated with the erasure completion infor-
mation has been formed has been discarded, and that the
content has been erased. The relative position of the image
indicating the medium identification information relative to
the image at the time of discarding is added to a condition
for determining that the sheet of paper on which the image
of the content has been formed is the same as the sheet of
paper on which the erasure image has been formed. There-
fore, a check can be made, with high reliability, that the
image of the content formed on the sheet of paper has been
erased.

[0155] Incidentally, in the embodiments described above,
a case where the content is managed in the server 300 has
been described as an example. However, the content may be
managed in the MFP 100. In this case, the server 300 is not
necessary. The CPU 111 provided in the MFP 100 has only
to have the function of the CPU 301 provided in the server
300 shown in FIG. 6. In addition, although the content
management system 1 has been explained, it is needless to
say that one or more embodiments of the invention can be
recognized as a content management method for causing the
server 300 to execute the content management processing
shown in FIGS. 10 to 12, and as a content management
program for causing the CPU 301 provided in the server 300
to execute the content management method.

[0156]

[0157] (1) The content management system according to
one or more embodiments, wherein the image capturing
device and the image forming device are arranged in the
same housing, and the medium identification information
obtainer obtains medium identification information from
image data output when the image capturing device image-
captures a recording medium as an object. According to this
aspect, in a case where an image of the medium identifica-
tion information is stored on a recording medium, the
recording medium can be identified. (2) The content man-
agement system according to one or more embodiments,
wherein the erasure image is a print pattern that makes the
content unreadable. (3) The content management system
according to one or more embodiments, wherein the dis-
carding time controller controls the image forming device in
such a manner that the erasure image is formed on the
recording medium with the same color as that of the record-
ing medium.

[0158] Although the disclosure has been described with
respect to only a limited number of embodiments, those
skilled in the art, having benefit of this disclosure, will
appreciate that various other embodiments may be devised
without departing from the scope of the present invention.
Accordingly, the scope of the invention should be limited
only by the attached claims.

<Appendix>
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What is claimed is:

1. A content management method executed in a content
management system, the content management method com-
prising:

associating a content with erasure completion information

indicating that the content has been erased;

forming, on the recording medium, an image of the

content and an image at a time of formation indicating
the erasure completion information;

in a case where an erasure image is formed to be super-

imposed on at least a part of the image of the content
on the recording medium, forming, on the recording
medium, an image at a time of discarding indicating the
erasure completion information and the erasure image,
wherein the image at the time of discarding is associ-
ated with the content; and

in a case where the erasure completion information is

identified by the image at the time of formation and the
image at the time of discarding that are included in
single image data output when the recording medium is
image-captured as an object, determining that the con-
tent associated with the erasure completion information
has been erased.

2. The content management method according to claim 1,
wherein

the image of the content is formed at the time of formation

on the recording medium with a first color,

a shape of the image at the time of discarding is the same

as a shape of the image at the time of formation;

the image at the time of discarding is formed at the time

of discarding on the recording medium with a second
color so as to be superimposed on the image at the time
of formation, and

the determining determines the erasure completion infor-

mation based on a disposal image having a third color
determined by the first color and the second color that
are included in single image data output when the
recording medium is image-captured as the object.

3. The content management method according to claim 1,
wherein

the image of the content is formed at the time of formation

on the recording medium with a first color,

the image at the time of discarding is formed at the time

of discarding on the recording medium with a second
color at a position at which at least a part of the image
at the time of discarding is superimposed on the image
at the time of formation, and

the determining determines the erasure completion infor-

mation based on a disposal image having the first color
that is included in single image data output when the
recording medium is image-captured as the object.

4. The content management method according to claim 1,
wherein

the image at the time of discarding is formed at the time

of discarding at a position determined with reference to
the image at the time of formation, and

the determining determines that the content formed on the

recording medium has been erased on condition that a
position of the image at the time of formation relative
to the image at the time of discarding is a predeter-
mined relative position, wherein the image at the time
of formation and the image at the time of discarding are
included in single image data output when the record-
ing medium is image-captured as the object.
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5. The content management method according to claim 1,
further comprising:

obtaining medium identification information used to iden-

tify a recording medium on which the image of the
content is formed;

further associating the obtained medium identification

information with the content; and

in a case where the medium identification information is

identified from single image data output when the
recording medium is image-captured as the object,
determining the content associated with the medium
identification information.

6. The content management method according to claim 5,
further comprising:

forming, on the recording medium when the image of the

content is formed, an image indicating the medium
identification information.

7. The content management method according to claim 5,
wherein

the medium identification information recorded on the

recording medium is obtained before the image of the
content is formed.

8. A content management method executed in a content
management system, the content management method com-
prising:

associating a content with erasure completion information

indicating that the content has been erased;

forming, on the recording medium, an image of the

content and an image at a time of formation indicating
the erasure completion information;

forming an erasure image to be superimposed on at least

a part of the image of the content on the recording
medium,;
determining a partial image that is included in the image
of the content but is not included in the erasure image,

further associating the partial image with the content; and

in a case where single image data output when the
recording medium is image-captured as an object
includes the image at the time of formation indicating
the erasure completion information and the partial
image, determining that the content associated with the
erasure completion information indicated by the image
at the time of formation has been erased.

9. A content management method executed in a content
management system, the content management method com-
prising:

associating a content with erasure completion information

indicating that the content has been erased;

forming, on the recording medium, an image of the

content and an image at a time of formation indicating
the erasure completion information;

forming, on the recording medium, an erasure image so as

to be superimposed on at least a part of the image of the
content,

further associating the erasure image with the content; and

in a case where single image data output when the

recording medium is image-captured as an object
includes the image at the time of formation and the
erasure image, determining that the content associated
with the erasure completion information indicated by
the image at the time of formation has been erased.

10. A content management method executed in a content
management system, the content management method com-
prising:
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obtaining medium identification information used to iden-
tify a recording medium on which an image of the
content is formed;

associating the content with the obtained medium identi-
fication information and erasure completion informa-
tion indicating that the content has been erased;

forming, on the recording medium, the image of the
content and an image of the medium identification
information;

in a case where an erasure image is foul ed to be
superimposed on at least a part of the image of the
content on the recording medium, forming, on the
recording medium, the erasure image and an image at
a time of discarding indicating the erasure completion
information at a position determined with reference to
the image of the medium identification information,
wherein the image at the time of discarding is associ-
ated with the content; and

in a case where single image data output when the
recording medium is image-captured as object includes
the image of the medium identification information and
the image at the time of discarding, and in a case where
a position of the image of the medium identification
information relative to the image at the time of dis-
carding is a predetermined relative position, determin-
ing that the content associated with the erasure comple-
tion information indicated by the image at the time of
discarding has been erased.

11. A non-transitory recording medium storing a computer

readable content management program causing a hardware
processor to execute the method according to claim 1.
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12. A non-transitory recording medium storing a com-
puter readable content management program causing a hard-
ware processor to execute the method according to claim 8.

13. A non-transitory recording medium storing a com-
puter readable content management program causing a hard-
ware processor to execute the steps according to claim 9.

14. A content management system comprising:

an image forming device that fixedly forms information

on a recording medium as an image;

an image capturing device that image-captures an object

and outputs image data including an image of the
object; and

a content manager that manages a content and includes a

hardware processor that executes the method according
to claim 1.

15. A content management system comprising:

an image forming device that fixedly forms information

on a recording medium as an image;

an image capturing device that image-captures an object,

and outputs image data including an image of the
object; and

a content manager that manages a content and includes a

hardware processor that executes the method according
to claim 8.

16. A content management system comprising:

an image forming device that fixedly forms information

on a recording medium as an image;

an image capturing device that image-captures an object,

and outputs image data including an image of the
object; and

a content manager that manages a content and includes a

hardware processor that executes the method according
to claim 9.



