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(57) ABSTRACT

In a case of a first function of carrying out a cooperative
processing in accordance with an instruction from a user of a
multifunction peripheral (10), the user is set as an execution
user. In a case of a second function of carrying out a coop-
erative processing in accordance with an instruction from an
application, a user instructed by the application is set as an
execution user. Further, in a case where an execution user of
a cooperative processing carried out using the first function
and an execution user of a cooperative processing carried out
using the second function are identical, use history informa-
tion of the execution user is managed as use history informa-
tion of a single user. This makes it possible to appropriately
manage use history information of a cooperative processing.
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MULTIFUNCTION PERIPHERAL,
MULTIFUNCTION PERIPHERAL CONTROL
SYSTEM, AND MULTIFUNCTION
PERIPHERAL MANAGEMENT METHOD

TECHNICAL FIELD

[0001] The present invention relates to a multifunction
peripheral control system in which a multifunction peripheral
and an information processing apparatus, which are con-
nected to each other via a communication network so as to
communicate with each other, cooperatively operate together.

BACKGROUND ART

[0002] Conventionally, there is known a technique in which
(1) a multifunction peripheral (MFP; multifunction peripheral
apparatus) and an information processing apparatus (server
apparatus) are connected to each other via a communication
network so as to communicate with each other and (ii) the
multifunction peripheral and the information processing
apparatus carry out a cooperative processing in which the
multifunction peripheral and the information processing
apparatus cooperatively operate together. Typical examples
of such a technique encompass (i) a technique in which a
multifunction peripheral obtains print data from an informa-
tion processing apparatus and carries out a print processing,
(i) a technique in which an application that operates on an
information processing apparatus is used from a multifunc-
tion peripheral, and (iii) a technique in which an operation of
a multifunction peripheral is controlled by an application that
operates on an information processing apparatus (see, for
example, Patent Literatures 1 through 3).

[0003] Further, there is known a multifunction peripheral
which manages, for each user, use history information (e.g.,
the number of prints, the number of scans, the number of
transmission times of image data, a destination of image data
transmission, etc.) which is based on a history of operations
conducted by a user who has logged in to the multifunction
peripheral. Similarly, there is known an application which (i)
operates on an information processing apparatus and (ii)
manages, for each user, use history information which is
based on a history of operations conducted by a user who has
logged in to the application.

CITATION LIST

Patent Literatures

[0004] Patent Literature 1

[0005] Japanese Patent Application Publication, Tokukai,
No. 2012-008711 A (Publication Date: Jan. 12, 2012)
[0006] Patent Literature 2

[0007] Japanese Patent Application Publication, Tokukai,
No. 2007-174400 A (Publication Date: Jul. 5, 2007)

[0008] Patent Literature 3
[0009] Japanese Patent Application Publication, Tokukai,
No. 2011-124652 A (Publication Date: Jun. 23, 2011)
SUMMARY OF INVENTION
Technical Problem

[0010] In a case where a cooperative processing is carried
out between a multifunction peripheral and an application
that operates on an information processing apparatus, it is
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preferable to reflect a result of the cooperative processing in
the use history information managed by the multifunction
peripheral.

[0011] For example, in both cases (i) where a user make a
print request by operating an input section of the multifunc-
tion peripheral (in a case of pull printing) and (ii) where the
user makes a print request from a web page of an application
that operates on the information processing apparatus (in a
case of push printing), it is preferable that recording of the
number of prints, restriction of the number of prints, and the
like be applied to the same account, if the operations carried
out in the respective cases are conducted by the same user.
That is, both from the viewpoint of user convenience and the
viewpoint of user management, use history information of
print processings of a single user is preferably managed such
that a sum of the number of prints printed by the push printing
and the number of prints printed by the pull printing is man-
aged as the use history information of the single user.

[0012] According to the conventional technique, however,
it is impossible to integrate and manage, as use history infor-
mation of a user, (i) a result which is obtained in a case where
the user operates an input section of a multifunction periph-
eral so as to cause a cooperative processing to be carried out
and (ii) a result which is obtained in a case where the user logs
in to an application operating on an information processing
apparatus and causes a cooperative processing to be carried
out.

[0013] That is, in a case where the user logs in to the
application that operates on the information processing appa-
ratus and causes the cooperative processing to be carried out
between the application and the multifunction peripheral, the
following problems (i) through (iii) may arise. That is, (i) a
use history regarding the cooperative processing is reflected
only in use history information managed by the information
processing apparatus and not in use history information man-
aged by the multifunction peripheral, (ii) use history infor-
mation of a user is recorded under an account which is dif-
ferent from the user’s account managed by the multifunction
peripheral (that is, the use history information is recorded
under an account managed in the application that operates on
the information processing apparatus and corresponding to
the user’s account), and (iii) use history information of a user
is erroneously recorded under an account of another user
logged in to the multifunction peripheral.

[0014] Alternatively, the following operation needs to be
conducted in order to reflect, in the use history information
managed by the multifunction peripheral, the result which is
obtained in a case where the user (i) logs in to the application
that operates on the information processing apparatus and (ii)
causes the cooperative processing to be carried out. That is,
after instructing the application that operates on the informa-
tion processing apparatus to carry out the cooperative pro-
cessing, the user needs to conduct, from the input section of
the multifunction peripheral, an operation for reflecting the
result of the cooperative processing in the use history infor-
mation managed by the multifunction peripheral.

[0015] The present invention has been made in view of the
problems. An object of the present invention is that, in a
multifunction peripheral having (i) a first function of carrying
out a cooperative processing in accordance with an instruc-
tion inputted by the user from an input section of the multi-
function peripheral and (ii) a second function of carrying out
the cooperative processing in accordance with an instruction
from an application that operates on an information process-
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ing apparatus which is connected to the multifunction periph-
eral via a communication network, use history information of
users be appropriately managed for each user, regardless of
whether the first function has been used or the second func-
tion has been used.

Solution to Problem

[0016] A multifunction peripheral in accordance with one
aspect of the present invention is a multifunction peripheral
which carries out a cooperative processing together with an
application that operates on an information processing appa-
ratus, the multifunction peripheral and the information pro-
cessing apparatus being connected to each other via a com-
munication network so as to communicate with each other,
comprising: an input section configured to receive an instruc-
tion inputted by a user; a storage section configured to store
use history information such that the use history information
is associated with an execution user who carries out the coop-
erative processing, the use history information being indica-
tive of a history of use of the cooperative processing; and a
control section configured to control an operation of each
section of the multifunction peripheral, the multifunction
peripheral having (i) a first function of carrying out the coop-
erative processing in accordance with an instruction which
the input section receives from the user and (ii) a second
function of carrying out the cooperative processing in accor-
dance with an instruction from the application, in a case
where the cooperative processing is carried out using the
second function, the control section (i) setting, as an execu-
tion user who carries out the cooperative processing, a user
designated by the application and (ii) carrying out the coop-
erative processing, in a case where the cooperative processing
is carried out using the first function, the control section (i)
setting, as an execution user who carries out the cooperative
processing, a user inputted or designated from the input sec-
tion and (ii) carrying out the cooperative processing, in a case
where an execution user who carries out the cooperative
processing using the first function and an execution user who
carries out the cooperative processing using the second func-
tion are identical, the control section causing use history
information which is stored in the storage section and corre-
sponds to the execution user to be updated in accordance with
a result of carrying out the cooperative processing, regardless
of whether the first function is used or the second function is
used.

[0017] A multifunction peripheral control system in accor-
dance with one aspect of the present invention is a multifunc-
tion peripheral control system comprising a multifunction
peripheral and an information processing apparatus, the mul-
tifunction peripheral and the information processing appara-
tus being connected to each other via a communication net-
work so as to communicate with each other, the multifunction
peripheral and an application which operates on the informa-
tion processing apparatus carrying out a cooperative process-
ing together, the multifunction peripheral including: an input
section configured to receive an instruction inputted by a user;
and a control section configured to control an operation of
each section of the multifunction peripheral, the information
processing apparatus including an application processing
section configured to execute the application, the multifunc-
tion peripheral control system further comprising a storage
section configured to store use history information such that
the use history information is associated with an execution
user who carries out the cooperative processing, the use his-
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tory information being indicative of a history of use of the
cooperative processing, the multifunction peripheral control
system having (i) a first function of carrying out the coopera-
tive processing in accordance with an instruction which the
input section receives from the user and (ii) a second function
of carrying out the cooperative processing in accordance with
an instruction from the application, in a case where the coop-
erative processing is carried out using the second function, the
control section (i) setting, as an execution user who carries out
the cooperative processing, a user designated by the applica-
tion and (ii) carrying out the cooperative processing, in a case
where the cooperative processing is carried out using the first
function, the control section (i) setting, as an execution user
who carries out the cooperative processing, a user inputted or
designated from the input section and (ii) carrying out the
cooperative processing, in a case where an execution user
who carries out the cooperative processing using the first
function and an execution user who carries out the coopera-
tive processing using the second function are identical, the
control section causing use history information which is
stored in the storage section and corresponds to the execution
user to be updated in accordance with a result of carrying out
the cooperative processing, regardless of whether the first
function is used or the second function is used.

[0018] A method, in accordance with one aspect of the
present invention of managing a multifunction peripheral is a
method of managing a multifunction peripheral, the multi-
function peripheral carrying out a cooperative processing
together with an application that operates on an information
processing apparatus, the multifunction peripheral and the
information processing apparatus being connected via a com-
munication network so as to communicate with each other,
the multifunction peripheral including an input section, the
multifunction peripheral having (i) a first function of carrying
out the cooperative processing in accordance with an instruc-
tion which the input section receives from a user and (i) a
second function of carrying out the cooperative processing in
accordance with an instruction from the application, the
method comprising the step of: (A) storing use history infor-
mation such that the use history information is associated
with an execution user who carries out the cooperative pro-
cessing, the use history information being indicative of a
history of use of the cooperative processing, in a case where
the cooperative processing is carried out using the second
function, the method (i) setting, as an execution user who
carries out the cooperative processing, a user designated by
the application and (ii) carrying out the cooperative process-
ing, in a case where the cooperative processing is carried out
using the first function, the method (i) setting, as an execution
user who carries out the cooperative processing, a user input-
ted or designated from the input section and (ii) carrying out
the cooperative processing, in a case where an execution user
who carries out the cooperative processing using the first
function and an execution user who carries out the coopera-
tive processing using the second function are identical, the
step (A) involving causing use history information corre-
sponding to the execution user to be updated in accordance
with a result of carrying out the cooperative processing,
regardless of whether the first function is used or the second
function is used.

Advantageous Effects of Invention

[0019] According to a multifunction peripheral of the
present invention, a multifunction peripheral control system
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of the present invention, and a method, of the present inven-
tion, of managing a multifunction peripheral, use history
information can be appropriately managed regardless of
whether a cooperative processing is carried out by a first
function or by a second function. Further, use histories cor-
responding to a single user can be managed as use history
information corresponding to the single user, regardless of
whether or not the first function has been used or the second
function has been used.

BRIEF DESCRIPTION OF DRAWINGS

[0020] FIG. 1 is an explanatory diagram illustrating an
arrangement of a multifunction peripheral control system in
accordance with one embodiment of the present invention.
[0021] FIG.2is a flow chart illustrating a flow of a process-
ing in the multifunction peripheral control system illustrated
in FIG. 1.

[0022] FIG. 3 is a flow chart illustrating a flow of a process-
ing in the multifunction peripheral control system illustrated
in FIG. 1.

[0023] FIG. 4is a flow chart illustrating a flow of a process-
ing in the multifunction peripheral control system illustrated
in FIG. 1.

[0024] FIG. 5 is an explanatory diagram illustrating an
example of an authentication information input screen dis-
played on a display section of a multifunction peripheral
included in the multifunction peripheral control system illus-
trated in FIG. 1.

[0025] FIG. 6 is an explanatory diagram illustrating an
example of an application selection screen displayed on the
display section of the multifunction peripheral included in the
multifunction peripheral control system illustrated in FIG. 1.
[0026] FIG. 7 is an explanatory diagram illustrating an
example of external application information which is stored
in the multifunction peripheral of the multifunction periph-
eral control system illustrated in FIG. 1 and in which each
application is associated with corresponding information
indicative of an access destination accessed in a case where
each application is selected.

[0027] FIG. 8 is an explanatory diagram illustrating an
example of an application screen displayed on the display
section of the multifunction peripheral of the multifunction
peripheral control system illustrated in FIG. 1.

[0028] FIG. 9 is an explanatory diagram illustrating an
example of a user management table stored in the multifunc-
tion peripheral control system illustrated in FIG. 1.

[0029] FIG.101is an explanatory diagram illustrating a flow
of data in the multifunction peripheral control system illus-
trated in FIG. 1.

[0030] FIG.11is an explanatory diagram illustrating a flow
of data in the multifunction peripheral control system illus-
trated in FIG. 1.

[0031] FIG. 12 is an explanatory diagram illustrating an
example of an application screen displayed on a display sec-
tion of a multifunction peripheral included in a multifunction
peripheral control system in accordance with another
embodiment of the present invention.

[0032] FIG. 13 is an explanatory diagram illustrating an
example of user information stored in the multifunction
peripheral control system illustrated in FI1G. 12.

[0033] FIG. 14 is a flow chart illustrating a flow of a pro-
cessing in the multifunction peripheral control system illus-
trated in FIG. 12.
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[0034] FIG. 15is an explanatory diagram illustrating a flow
of data in the multifunction peripheral control system illus-
trated in FIG. 12.

[0035] FIG. 16 is an explanatory diagram illustrating an
arrangement of a multifunction peripheral control system in
accordance with still another embodiment of the present
invention.

DESCRIPTION OF EMBODIMENTS

Embodiment 1

[0036] The following description will discuss an embodi-
ment of the present invention.

[0037] (1-1.Overall Arrangement of Multifunction Periph-
eral Control System 1)

[0038] FIG. 1 is an explanatory diagram illustrating an
arrangement of a multifunction peripheral control system 1 in
accordance with the present embodiment. As illustrated in
FIG. 1, the multifunction peripheral control system 1 includes
amultifunction peripheral (MFP) 10, an information process-
ing apparatus (server apparatus) 30, and a terminal device 60
which are connected to each other via a communication net-
work 50 so as to communicate with each other. Note that the
multifunction peripheral control system 1 can include one or
a plurality of multifunction peripherals 10, one or a plurality
of information processing apparatuses 30, and one or a plu-
rality of terminal devices 60.

[0039] The communication network 50 may be a wired
arrangement, such as IEEE1394, a USB, a power-line carrier,
a cable TV line, a telephone line, an ADSL line, or a serial
cable; ora wireless arrangement, such as an infrared ray (e.g.,
IrDA or remote control), Bluetooth (registered trademark),
802.11 radio, HDR, a mobile phone network, a satellite line,
or a terrestrial digital network. Further, the multifunction
peripheral 10, the information processing apparatus 30, and
the terminal device 60 are each configured to carry out com-
munication by an HTTP (Hyper Text Transfer Protocol)
method, which is a protocol used for communication between
a web server and a web browser (e.g., a request and a trans-
mission of a web page). Note, however, that a communication
protocol to be used among the multifunction peripheral 10,
the information processing apparatus 30, and the terminal
device 60 is not particularly limited, and another communi-
cation protocol can be used.

[0040] (1-2. Arrangement of Multifunction Peripheral 10)
[0041] The multifunction peripheral 10 is a digital multi-
function peripheral or an analog multifunction peripheral
which has a function of (i) receiving control information in an
HTML format from the information processing apparatus 30
by using HTTP and (ii) carrying out various device functions
of the multifunction peripheral 10 on the basis of the control
information received from the information processing appa-
ratus 30. Examples of the device functions encompass a scan
function, a print function, a copy function, a facsimile trans-
mission and reception function, and a communication func-
tion. Note, however, that the device functions of the multi-
function peripheral 10 are not limited to the above-mentioned
functions. For example, the multifunction peripheral 10 can
be configured not to include some of the above-mentioned
functions, and can be configured to have another device func-
tion in place of some of the above-mentioned functions or in
addition to the above-mentioned functions.

[0042] The multifunction peripheral 10 includes an opera-
tion section 11, an image reading section 14, an image form-
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ing section 15, a storage section 16, a communication section
17, and a control section 18. The operation section 11
includes an input section 12 and a display section 13. The
storage section 16 includes an authentication information
storage section 164, a login user storage section 165, a func-
tion execution user storage section 16¢, and a management
data storage section 16d. The control section 18 includes a
device control section 19, a browser section 20, an authenti-
cation processing section 21, and a recording processing sec-
tion 22.

[0043] The operation section 11 is a user interface which (i)
notifies a user of various types of information in accordance
with an instruction of the control section 18, (ii) receives an
input inputted by the user, and (iii) transmits the input
received to the control section 18. The operation section 11
includes (i) the input section (operation input section) 12
including various input keys and (ii) the display section 13
which is constituted by, for example, an LCD (Liquid Crystal
Display) or the like. Note that the operation section 11 can be
a touch panel in which the input section 12 and the display
section 13 are integral with each other.

[0044] The image reading section 14 (i) includes a scanner
and a document conveying section which conveys a document
to a position of the scanner and (ii) carries out a scan function
of reading, as image data, (a) text, (b) an image, and the like
which are printed on the document. Note that the image
reading section 14 reads an image at a given resolution.
[0045] The image forming section 15 is a member for print-
ing, on a recording sheet such as printing paper, an image
(text/photograph/graphic) in accordance with image data.
According to the present embodiment, an image forming
apparatus of an electrophotographic printing method is
employed as the image forming section 15. The image form-
ing apparatus includes a photoreceptor drum, a charging
device, an exposure device, a developing device, a transfer
device, a fixing device, a paper tray, and the like. Note, how-
ever, that the arrangement of the image forming section 15 is
not limited to this. For example, an image forming apparatus
of an inkjet printing method or an image forming apparatus of
another image forming system can be employed. According
to the present embodiment, it is possible to carry out, by using
the image forming section 15, (i) a copy function of printing
image data inputted from the image reading section 14 and (ii)
a printer function of printing image data inputted from an
external device.

[0046] The storage section 16 is a storage section which
stores various types of data (operation screen data, various
lookup tables, etc.) which are handled by the multifunction
peripheral 10. Further, the storage section 16 includes the
authentication information storage section 164, the login user
storage section 165, the function execution user storage sec-
tion 16¢, and the management data storage section 16d.
[0047] The authentication information storage section 16a
stores user authentication information (e.g., login name and
password) of a user to be given permission to use the multi-
function peripheral 10. Note that according to the present
embodiment, the multifunction peripheral 10 and the infor-
mation processing apparatus 30 periodically communicate
with each other so that user authentication information stored
in the authentication information storage section 16a is
updated on the basis of user authentication information stored
in an authentication information storage section 36a (de-
scribed later) of the information processing apparatus 30.
Alternatively, it is possible to employ an arrangement in
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which, in a case where either one of (i) the user authentication
information stored in the authentication information storage
section 36a of the information processing apparatus 30 and
(ii) the user authentication information stored in the authen-
tication information storage section 164 of the multifunction
peripheral 10 is updated, the user authentication information
is reflected in the other one of (i) and (ii). As such, according
to the present embodiment, the information processing appa-
ratus 30 and the multifunction peripheral 10 can use common
user authentication information. That is, in a case where a
user who has logged in to the multifunction peripheral 10 by
operating the input section 12 of the multifunction peripheral
10 is identical to a user who has logged in to an application
that operates on the information processing apparatus 30, a
common account is applied to such a user.

[0048] The login user storage section 165 stores login
information (e.g., login name) of a user logged in to the
multifunction peripheral 10.

[0049] The function execution user storage section 16¢
stores user information of a user who has made an execution
request (function execution request) for carrying out a coop-
erative processing in which an application that operates on the
information processing apparatus 30 and the multifunction
peripheral 10 cooperatively operate together. Note that the
function execution user storage section 16¢ can be configured
to store not only user information of the user who has made a
function execution request to the application that operates on
the information processing apparatus 30, but also user infor-
mation of a user who has made a function execution request to
(1) an application that operates on another device connected to
the multifunction peripheral 10 via the communication net-
work 50 or (ii) an application that operates on the multifunc-
tion peripheral 10.

[0050] The management data storage section 164 stores a
user management table for managing, for each user, use his-
tory information (summary information) of the multifunction
peripheral 10 (or of a cooperative processing between the
multifunction peripheral 10 and an application that operates
on the information processing apparatus 30). Note that the
management data storage section 164 can be arranged such
that the user management table stores, in addition to the use
history information, information such as (i) a use-possible
condition under which each user can use a multifunction
peripheral (or a cooperative processing between the multi-
function peripheral and the application that operates on the
information processing apparatus 30) and (ii) a use-restric-
tion condition under which use of the multifunction periph-
eral (or the cooperative processing between the multifunction
peripheral and the application that operates on the informa-
tion processing apparatus 30) for each user is restricted.
[0051] Note that an arrangement of the storage section 16 is
not specifically limited. For example, various conventionally
well-known storage sections such as a hard disk can be
employed.

[0052] The communication section 17 is a communication
interface which communicates with an external device such
as the information processing apparatus 30 via the commu-
nication network 50. According to the present embodiment,
as described above, the communication section 17 commu-
nicates with the information processing apparatus 30 by using
HTTP.

[0053] The control section 18 is a computer device consti-
tuted by (i) an arithmetic processing section (not shown) such
as a CPU or a dedicated processor and (ii) a storage section
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(not shown) such as a RAM, a ROM, or a HDD. The control
section 18 realizes a function of each of the device control
section 19, the browser section 20, the authentication process-
ing section 21, and the recording processing section 22 by
reading out and executing a program, stored in the storage
section, for carrying out various information and various
controls.

[0054] The device control section 19 controls an operation
of'each section of the multifunction peripheral 10. That is, the
device control section 19 controls operations and the like of
the operation section 11, the image scanning section 14, the
image forming section 15, and the communication section 17.
For example, the device control section 19 controls the opera-
tion of the image scanning section 14 so as to obtain data of a
scan image. Further, the device control section 19 controls the
operation of the image forming section 15 so as to form
(output), on a recording material, an image in accordance
with image data. Moreover, the device control section 19 (i)
controls the operation of the communication section 17 so as
to communicate with an external resource (e.g., the informa-
tion processing apparatus 30) and (ii) transmits and receives
image data, control information, and the like.

[0055] The browser section (web browser section) 20 oper-
ates in accordance with software for browsing a web page.
The browser section 20 causes the display section 13 to dis-
play an image in accordance with screen data which is sup-
plied from a web server (e.g., a web server section 34 of the
information processing apparatus 30). Further, in a case
where an instruction to an application on the web server is
inputted by a user from the input section 12, the browser
section 20 notifies the device control section 19 of informa-
tion in accordance with the instruction inputted by the user.
This causes the device control section 19 to (i) access the
application on the web server (e.g., an application section 34
of the information processing apparatus 30) via the commu-
nication section 17, (ii) transmit a screen acquisition request,
and (iii) obtain, from the application, screen data in accor-
dance with the instruction inputted. Note that it is possible to
employ, as the software, software generally used of a web
browser. Further, it is possible to employ, as the application on
the web server, for example, a homepage content on the
Internet, an external application that cooperatively operates
together with the multifunction peripheral 10, or the like.
[0056] Further, a screen acquisition request from the mul-
tifunction peripheral 10 to the web server (e.g., the web server
section 34 of the information processing apparatus 30) is
made by using a GET command or a POST command of an
HTTP protocol. The web server transmits, in response, a
screen content in accordance with the screen acquisition
request received from the multifunction peripheral 10. In a
case where the screen content is written in HTML, the
browser section 20 analyzes the screen content, generates
screen data, and causes the display section 13 to display a
display screen on the basis of the HTML.

[0057] The authentication processing section 21 carries out
auser authentication processing in which (i) user information
which is inputted, from the operation section 11, by a user
who intends to use the multifunction peripheral 10 is com-
pared with (ii) user authentication information which (a) is
stored in the authentication information storage section 16a
and (b) is indicative of a user to be given permission to use the
multifunction peripheral 10. As a result of the user authenti-
cation processing, in a case where the authentication process-
ing section 21 determines to permit the user to use the mul-
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tifunction peripheral 10, (in a case where the authentication
processing section 21 determines that the user information
inputted from the operation section 11 matches the user
authentication information which (a) is stored in advance in
the authentication information storage section 16a and (b) is
indicative of a user to be given permission to use the multi-
function peripheral 10), the authentication processing section
21 notifies the device control section 19 that the user has been
permitted to use the multifunction peripheral 10. The device
control section 19 (i) causes the display section 13 to display
an operation screen of the multifunction peripheral 10 so that
the multifunction peripheral 10 becomes available and (ii)
controls the recording processing section 22 so that the login
user storage section 165 stores the user information of the
user with respect to whom the user authentication processing
has been carried out (login information of the user who has
logged in).

[0058] The recording processing section 22 controls writ-
ing of various types of data in the storage section 16 and
reading of various types of data from the storage section 16.

[0059] (1-3. Arrangement of Information Processing Appa-
ratus 30)
[0060] As illustrated in FIG. 1, the information processing

apparatus 30 includes a communication section 31, a control
section 32, and a storage section 36. Further, the control
section 32 includes a web server section 33, an application
section 34, and an authentication processing section 35. Fur-
ther, the storage section 36 includes an authentication infor-
mation storage section 36a and a login user storage section
366b.

[0061] The communication section 31 communicates with
the multifunction peripheral 10 and the terminal device 60 via
the communication network 50. Note that the communication
section 31 communicates with the multifunction peripheral
10 and the terminal device 60 by using an HTTP communi-
cation protocol.

[0062] The control section 32 is a computer device consti-
tuted by (i) an arithmetic processing section (not shown) such
as a CPU or a dedicated processor and (ii) a storage section
(not shown) such as a RAM, a ROM, or a HDD. The control
section 32 realizes a function of each ofthe web server section
33 and the application section 34 by reading out and execut-
ing a program, stored in the storage section, for carrying out
various information and various controls.

[0063] The web server section 33 operates in accordance
with software generally used of a web server. The web server
section 33 has a function of (i) receiving a request (e.g., an
HTTP request) from the multifunction peripheral and the
terminal device 60 via the communication section 31, (ii)
obtaining, from the application section 34, a file, image data,
print data, control information, and the like in accordance
with the request, and (iii) transmitting the file, the image data,
the print data, the control information, and the like to the
multifunction peripheral 10 or the terminal device 60 via the
communication section 31.

[0064] The application section 34 operates in accordance
with a predetermined web application in response to an
instruction from the web server section 33. That is, the appli-
cation section 34 operates in accordance with various web
applications that operate on the web server. Examples of the
web application encompass (i) an application that provides a
homepage content on the Internet and (ii) a multifunction
peripheral control application that cooperatively operates
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together with the multifunction peripheral 10 so as to control
an operation of the multifunction peripheral 10.

[0065] For example, in a case where a request (an HTTP
request) from the multifunction peripheral 10 or the terminal
device 60 is a transmission request for transmitting a display
screen, the application section 34 operates in accordance with
a display screen transmission application. Specifically, the
application section 34 (i) reads out, from a storage section
(not illustrated), HTML data of the display screen which is
indicated by the transmission request and (ii) transmits the
HTML data to the web server section 33. This causes the data
of'the display screen to be transmitted to a device which has
transmitted the request from the web server section 33 (the
multifunction peripheral 10 or the terminal device 60).
[0066] Further, in a case where a request from the multi-
function peripheral 10 or the terminal device 60 is a transmis-
sion request for transmitting print data, the application sec-
tion 34 operates in accordance with a print application.
Specifically, the application section 34 (i) obtains, from a
folder whose name is indicated by the transmission request,
print data whose file name is designated and (ii) transmits the
print data to the web server section 33. This causes the print
data to be transmitted from the web server section 33 to a
device which carries out a print processing (e.g., the multi-
function peripheral 10). In a case where the transmission
request for transmitting the print data is made from the ter-
minal device 60, the terminal device 60 (i) includes, in the
transmission request, address information of a device to
which the print data is to be transmitted (e.g., the multifunc-
tion peripheral 10) and (ii) transmits the transmission request
to the information processing apparatus 30.

[0067] Note that the application section 34 can be config-
ured to execute a plurality of types of applications (web
applications).

[0068] The storagesection 36 is a storage section that stores
various types of data which are handled by the information
processing apparatus 30. Further, the storage section 36
includes the authentication information storage section 36a
and the login user storage section 365.

[0069] The authentication information storage section 36a
stores user authentication information (e.g., login name and
password) of a user to be given permission to use an applica-
tion (web application) that operates on the information pro-
cessing apparatus 30. Further, the login user storage section
36b stores login information (e.g., login name) of a user
logged in to an application.

[0070] Note that an arrangement of the storage section 36 is
not particularly limited. For example, various conventionally
well-known storage sections such as a hard disk can be
employed as the storage section 36.

[0071] (1-4. Arrangement of Terminal Device 60)

[0072] The terminal device 60 has a function of accessing
the information processing apparatus 30 via the communica-
tion network 50 and using an application (web application)
that operates on the application section 34 of the information
processing apparatus 30. An arrangement of the terminal
device 60 is not particularly limited. For example, a personal
computer, various mobile terminals (e.g., a mobile phone, a
smartphone, a tablet terminal, a PDA (Personal Digital Assis-
tance), a portable game machine, etc.) can be employed as the
terminal device 60.

[0073] As illustrated in FIG. 1, the terminal device 60
includes a communication section 61, a control section 62,
and an operation section 65. Further, the control section 62
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includes a browser section 63 and a device control section 64.
The operation section 65 includes an input section 66 and a
display section 67.

[0074] The communication section 61 is a communication
interface which communicates with an external device such
as the information processing apparatus 30 via the commu-
nication network 50.

[0075] The operation section 65 is a user interface which (i)
notifies a user of various types of information in accordance
with an instruction of the control section 62, (ii) receives an
input inputted by the user, and (iii) transmits the input
received to the control section 62. The operation section 65
includes (i) the input section (operation input section) 66
including various input keys and (ii) the display section 67
which is constituted by, for example, an L.CD (Liquid Crystal
Display) or the like. Note that the operation section 65 can be
a touch panel in which the input section 66 and the display
section 67 are integral with each other.

[0076] The control section 62 is a computer device consti-
tuted by (i) an arithmetic processing section (not shown) such
as a CPU or a dedicated processor and (ii) a storage section
(not shown) such as a RAM, a ROM, or a HDD. The control
section 62 realizes a function of each of the browser section
(web browser section) 63 and the device control section 64 by
reading out and executing a program, stored in the storage
section, for carrying out various information and various
controls.

[0077] The browser section operates in accordance with
software for browsing a web page. The browser section
causes the display section 67 to display an image in accor-
dance with screen data which is supplied from a web server
(e.g., a web server section 34 of the information processing
apparatus 30). Further, in a case where an instruction is input-
ted, with respect to an application on the web server, by auser
from the input section 66, the browser section 63 notifies the
device control section 64 of information in accordance with
the instruction inputted by the user. This causes the device
control section 64 to (i) access the application on the web
server (e.g., the application section 34 of the information
processing apparatus 30) via the communication section 61,
(ii) transmit a screen acquisition request, and (iii) obtain,
from the application, screen data in accordance with the
instruction inputted. Note that it is possible to employ, as the
software, software generally used of a web browser.

[0078] Further, a screen acquisition request from the termi-
nal device 60 to the web server (e.g., the web server section 34
of the information processing apparatus 30) is made by using
the GET command or the POST command of the HTTP
protocol. The web server transmits, in response, a screen
content in accordance with the screen acquisition request
received from the terminal device 60. In a case where the
screen content is written in HTML, the browser section 63
analyzes the screen content, generates screen data, and causes
the display section 67 to display a display screen on the basis
of the HTML.

[0079] The device control section 64 controls an operation
of each section of the terminal device 60. That is, the device
control section 64 controls operations of the operation section
65 and the communication section 61. For example, the
device control section 64 (i) controls the operation of the
communication section 61 so as to communicate with an
external resource (e.g., the information processing apparatus
30) and (ii) transmits and receives image data, control infor-
mation, and the like. Further, the device control section 64
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controls the operation of the display section 67 to display a
display screen in accordance with the image data. Further, the
device control section 64 controls the operation of the input
section 66 to obtain information indicative of a content of an
operation input inputted by the user from the input section 66.
[0080] (1-5. Overview of Processing in Multifunction
Peripheral Control System 1)

[0081] The following description will discuss an operation
of'the multifunction peripheral control system 1. Note that an
example is described here in which the application section 34
of the information processing apparatus 30 executes a print
application which (1) transmits print data to the multifunction
peripheral 10 and (ii) causes the multifunction peripheral 10
to carry out a print processing. Note that a user can use the
print application (i) by operating the operation section 11 of
the multifunction peripheral 10 and (ii) by operating the
operation section 65 of the terminal device 60.

[0082] FIG.2is aflow chart illustrating a flow of a process-
ing in the multifunction peripheral control system 1 in a case
where a user uses the print application by operating the opera-
tion section 11 of the multifunction peripheral 10. FIG. 3 is a
flow chart illustrating a flow of a processing in the multifunc-
tion peripheral control system 1 in a case where the user uses
the print application by operating the operation section 65 of
the terminal device 60. Further, FIG. 4 is a flow chart illus-
trating a flow of a processing in the multifunction peripheral
10 after the multifunction peripheral 10 receives a function
execution instruction which is transmitted from the informa-
tion processing apparatus 30 in the processing illustrated in
FIG. 2 or 3.

[0083] (1-5-1. Processing in a Case Where Application is
Used from Multifunction Peripheral)

[0084] The following description will discuss, with refer-
enceto FIG. 2, a processing in a case where a user uses a print
application by operating the operation section 11 of the mul-
tifunction peripheral 10.

[0085] Asillustrated in FIG. 2, the device control section 19
of the multifunction peripheral 10 (i) reads out screen data of
an authentication information input screen which screen data
is stored in the storage section 16 and (ii) causes the display
section 13 to display the authentication information input
screen (S1). FIG. 5 is an explanatory diagram illustrating an
example of the authentication information input screen. In the
example illustrated in FIG. 5, the authentication information
input screen is configured such that (i) a user is prompted to
input a login name and a password as user authentication
information and (ii) the user inputs a login name and a pass-
word by operating the input section 12 and then presses a
login button so as to input user authentication information.
[0086] When the authentication processing section 21 of
the multifunction peripheral 10 receives the user authentica-
tion information inputted by the user via the input section 12
(82), the authentication processing section 21 carries out a
user authentication processing by making comparison
between (i) the user authentication information inputted and
(i1) user authentication information which (a) is stored in
advance in the authentication information storage section 16a
and (b) is indicative of a user to be given permission to use the
multifunction peripheral 10 (S3). The authentication process-
ing section 21 then determines whether or not to permit the
user to use the multifunction peripheral 10 (to log in to the
multifunction peripheral 10) (S4).

[0087] In a case where the authentication processing sec-
tion 21 determines in S4 not to permit the user to use the
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multifunction peripheral 10 (to log in to the multifunction
peripheral 10), the device control section 19 returns to the
processing in S1. The multifunction peripheral 10 can be
configured such that the display section 13 displays, at this
point, a message indicating that the user authentication pro-
cessing has failed, a message prompting the user to input
again the user authentication information, or the like.

[0088] On the other hand, in a case where the authentication
processing section 21 determines in S4 to permit the user to
use the multifunction peripheral 10 (to log in to the multi-
function peripheral 10), the recording processing section 22
causes the login user storage section 165 to store, as login user
information, the user information (e.g., login name) of the
user who has logged in to the multifunction peripheral 10
(S5). Note that the login user information is stored only while
the user is logged in to the multifunction peripheral 10. In a
case where a logout processing of the user is carried out, the
login user information is deleted from the login user storage
section 165.

[0089] Further, in a case where the authentication process-
ing section 21 determines in S4 to permit the user to use the
multifunction peripheral 10 (to log in to the multifunction
peripheral 10), the browser section 20 transmits, to the infor-
mation processing apparatus 30 via the communication sec-
tion 17, a transmission request for transmitting an application
selection screen (S6).

[0090] When the web server section 33 of the information
processing apparatus 30 receives the transmission request for
transmitting the application selection screen, which transmis-
sion request has been transmitted from the multifunction
peripheral 10 (S21), the web server section 33 (i) causes the
application section 34 to generate screen data of an applica-
tion selection screen for causing the user of the multifunction
peripheral 10 to select a desired application from among
applications which can be used from the multifunction
peripheral 10 and (ii) transmits the screen data to the multi-
function peripheral 10 (S22).

[0091] When the browser section 20 of the multifunction
peripheral 10 receives the screen data of the application selec-
tion screen from the information processing apparatus 30 via
the communication section 17, the browser section 20 con-
trols the display section 13 to display an application selection
screen in accordance with the screen data received (S7).
[0092] FIG. 4 is an explanatory diagram illustrating an
example of an application selection screen which is displayed
on the display section 13. In the example illustrated in FIG. 4,
three types of applications, that is, applications 1 through 3
are selectable. Note that the multifunction peripheral 10 can
be configured such that, for example, information indicative
of'names and types of the respective applications is displayed
on the display section 13.

[0093] Subsequently, when the browser section 20 receives
an instruction to select an application which instruction has
been inputted by the user from the input section 12 (S8), the
browser section 20 transmits, to the information processing
apparatus 30 via the communication section 17, a start request
(initial screen acquisition request) for starting the application
selected by the user (S9).

[0094] Specifically, according to the present embodiment,
for example, as illustrated in FIG. 7, the storage section 16
stores, in advance, external application information in which
each of applications selectable on the application selection
screen is associated with corresponding information indica-
tive of an access destination (application URL) accessed in a
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case where the each of the applications is selected. Alterna-
tively, the external application information is added to the
screen data of the application selection screen transmitted
from the information processing apparatus 30 to the multi-
function peripheral 10. The device control section 19 controls
the browser section 20 and the communication section 17 to
transmit, on the basis of the external application information
and to an application URL corresponding to an application
selected by the user, a start request for starting the application.
Note that the start request for starting the application (appli-
cation screen acquisition request) is made by using the GET
command or the POST command of the HTTP protocol.

[0095] When the web server section 33 of the information
processing apparatus 30 receives the start request for starting
the application from the multifunction peripheral 10 (S23),
the web server section 33 (i) obtains, from the application
section 34, screen data (screen content) of an application in
accordance with the start request received and (ii) transmits,
in response, the screen data to the multifunction peripheral 10
(S24).

[0096] When the browser section 20 of the multifunction
peripheral 10 receives the screen data of the application from
the information processing apparatus 30, the browser section
20 controls the display section 13 to display a screen in
accordance with the screen data (S10). For example, in a case
where the screen data is written in HTML, the device control
section 19 causes the browser section 20 to analyze a content
of the HTML and generate screen data. The device control
section 19 then causes the display section 13 to display a
screen in accordance with the screen data, so that a screen
based on the HTML is displayed.

[0097] Subsequently, when the browser section 20 receives
a function execution request inputted by the user via the input
section 12 (S11), the browser section 20 carries out a process-
ing in S71 and the subsequent processings in FIG. 4. The
processing in S71 and the subsequent processings will be
described later.

[0098] FIG. 8 is an explanatory diagram illustrating an
example of an application screen which is displayed in the
processing in S10. In the example illustrated in FIG. 8, the
print application (i) transmits, to the multifunction peripheral
10, a display screen which displays a list of print data that a
user who is currently logged in to the multifunction periph-
eral 10 can select as data to be printed from among print data
stored in a storage section (not illustrated) of the information
processing apparatus 30 and (ii) causes the display section 13
to display the list. Then, in a case where the user selects data
to be printed and press a print button (in a case where the user
makes a print function execution request), the browser section
20 transmits, to the device control section 19, a transmission
request for transmitting a print request for causing the device
control section 19 to request the information processing appa-
ratus 30 to give an instruction to print the print data selected
by the user.

[0099] Note thatthe application can be configured such that
a Java (registered trademark) Script for making a function
execution request to the device control section 19 is embed-
ded in the HTML of the screen data (screen content) of the
application and when a button in the screen is operated, a Java
(registered trademark) Script corresponding to the button is
executed so that the function execution request is transmitted
from the browser section 20 to the device control section 19.
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[0100] (1-5-2. Processing in a Case Where Application is
Used from Terminal Device)

[0101] The following description will discuss, with refer-
enceto FIG. 3, aprocessing in a case where a user uses a print
application by operating the operation section 65 of the ter-
minal device 60.

[0102] As illustrated in FIG. 3, when the device control
section 64 of the terminal device 60 receives an instruction to
select a web application mode (S31), the device control sec-
tion 64 transmits a transmission request for transmitting the
authentication information input screen to the information
processing apparatus 30 (S32). Note that according to the
present embodiment, the terminal device 60 has (i) a normal
mode in which an application that operates on the terminal
device 60 itself is used and (ii) a web application mode in
which an application (web application) that operates on the
information processing apparatus 30 is used from the termi-
nal device 60 so that a user can select, from the operation
section 65, which one of the two modes is to be used.
[0103] When the web server section 33 of the information
processing apparatus 30 receives the transmission request for
transmitting the authentication information input screen
transmitted from the terminal device 60 (S51), the web server
section 33 reads out screen data of the authentication infor-
mation screen from the storage section 36 and transmits, in
response, the screen data to the terminal device 60 (S52).
[0104] When the device control section 64 of the terminal
device 60 receives the screen data of the authentication infor-
mation input screen from the information processing appara-
tus 30 (S33), the device control section 64 controls the display
section 67 to display the authentication information input
screen in accordance with the screen data (S34). Note that the
terminal device 60 can be configured such that the screen data
of the authentication information input screen (i) is stored in
advance in a storage section (not illustrated) of the terminal
device 60 and (ii) is read out so as to be displayed. For
example, a screen similar to that illustrated in FIG. 5 can be
employed as the authentication information input screen to be
displayed on the display section 67.

[0105] Subsequently, when the device control section 64 of
the terminal device 60 receives user authentication informa-
tion inputted by the user on the authentication information
input screen via the input section 66 (S35), the device control
section 64 transmits, to the information processing apparatus
30, a user authentication processing request including the
user authentication information received (S36).

[0106] The authentication processing section 35 of the
information processing apparatus 30 (i) carries out a user
authentication processing by making comparison between
(A) the user authentication information included in the user
authentication processing request received from the terminal
device 60 and (B) user authentication information which (a) is
stored in advance in the authentication information storage
section 36a and (b) is indicative of a user to be given permis-
sion to use the application (S54) and (ii) determines whether
or not to permit the user to use the application (to log in to the
application) (S55).

[0107] In a case where the authentication processing sec-
tion 35 determines in S55 not to permit the user to use the
application (to log in to the application), the web server sec-
tion 33 transmits an authentication error notification to the
terminal device 60 (S56) and returns to the processing in S53.
[0108] On the other hand, in a case where the authentication
processing section 35 determines in S55 to permit the user to
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use the application (to log in to the application), the web
server section 33 (i) transmits an authentication permission
notification to the terminal device 60 (S57) and (ii) causes the
login user storage section 365 to store the user authentication
information of the user who has been given permission to log
in to the application (S58).

[0109] When the device control section 64 of the terminal
device 60 receives a result of the user authentication process-
ing returned from the information processing apparatus 30
(S37), the device control section 64 determines, in accor-
dance with the result of the user authentication processing,
whether or not the user has been given permission to use the
application (S38).

[0110] Then, in a case where the device control section 64
determines in S38 that the user has not been given permission
to use the application (in a case where an authentication error
notification is received from the information processing appa-
ratus 30), the device control section 64 (i) returns to the
processing in S34, (ii) displays again the authentication infor-
mation input screen, and (iii) prompts the user to input again
the user authentication information.

[0111] On the other hand, in a case where the device control
section 64 determines in S38 that the user has been given
permission to log in to the application, the device control
section 19 transmits, to the information processing apparatus
30, a transmission request for transmitting an application
selection screen (S39).

[0112] When the web server section 33 of the information
processing apparatus 30 receives the transmission request for
transmitting an application selection screen which transmis-
sion request has been transmitted from the multifunction
peripheral 60 (S59), the web server section 33 (i) generates
screen data of an application selection screen for causing the
user of the multifunction peripheral 60 to select a desired
application from among applications which can be used from
the multifunction peripheral 60 and (ii) transmits the screen
data to the multifunction peripheral 60 (S60).

[0113] When the device control section 64 of the terminal
device 60 receives the screen data of the application selection
screen from the information processing apparatus 30 via the
communication section 17, the device control section 64 con-
trols the browser section 63 and the display section 67 so that
the display section 67 displays an application screen in accor-
dance with the screen data received (S40). For example, an
application selection screen similar to that illustrated in FIG.
6 can be employed as the application selection screen.
[0114] Subsequently, when the device control section 64
receives an instruction to select an application which instruc-
tion has been inputted by the user from the input section 66
(S41), the device control section 64 transmits, to the informa-
tion processing apparatus 30 via the browser section 63 and
the communication section 61, a start request (application
screen acquisition request) for starting the application
selected by the user (S42). Specifically, according to the
present embodiment, for example, as illustrated in FIG. 7, the
storage section 16 stores, in advance, external application
information in which each of applications selectable on the
application selection screen is associated with corresponding
information indicative of an access destination (application
URL) accessed in a case where the each of the applications is
selected. The device control section 64 (i) controls the
browser section 63 and the communication section 61, (ii)
accesses, on the basis of the external application information,
an application URL corresponding to the application selected
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by the user, and (iii) transmits a start request for starting the
application to the application URL corresponding to the
application. Note that the start request for starting the appli-
cation (application screen acquisition request) is made by
using the GET command or the POST command of the HTTP
protocol.

[0115] When the web server section 33 of the information
processing apparatus 30 receives the start request for starting
the application from the terminal device 60 (S61), the web
server section 33 in response transmits, to the terminal device
60, screen data (screen content) of an application in accor-
dance with the start request received (S62).

[0116] When the device control section 64 of the terminal
device 60 receives the screen data of the application from the
information processing apparatus 30, the device control sec-
tion 64 controls the browser section 63 and the display section
67 so that the display section 67 displays a screen in accor-
dance with the screen data (S43). For example, in a case
where the screen data is written in HTML, the device control
section 64 causes the browser section 63 to analyze a content
of the HTML and generate screen data. The device control
section 64 then causes the display section 67 to display a
screen in accordance with the screen data, so that a screen
based on the HTML is displayed.

[0117] Subsequently, when the device control section 64
receives a function execution request inputted by the user
from the input section 66 (S44), the device control section 64
transmits, to the information processing apparatus 30 (a URL
corresponding to an application which is currently executed)
via the browser section 63 and the communication section 61,
the function execution request inputted from the input section
66 (S45). Itis possibleto employ an arrangement in which the
display section 67 displays, at this point, a message indicating
that the function execution request is being made. Note that,
for example, an application screen similar to that illustrated in
FIG. 8 can be employed as the application screen.

[0118] When the web server section 33 of the information
processing apparatus 30 receives the function execution
request from the terminal device 60 (S63), the web server
section 33 (i) causes an application section 34 corresponding
to the function execution request received to generate a func-
tion execution request with respect to the multifunction
peripheral 10 and (ii) transmits the function execution request
to the multifunction peripheral 10 (S64). At this time, the
application section 34 (i) reads out, from the login user stor-
age section 364, user information of a user who is currently
logged in to the application, (ii) includes, in a function execu-
tion instruction, the user information of the user currently
logged in as user information of a user who has made the
function execution request, and (iii) transmits the function
execution instruction to the multifunction peripheral 10. That
is, when the multifunction peripheral 10 carries out a function
in accordance with a function execution request, the applica-
tion section 34 includes, in a function execution instruction,
an instruction for causing the function to be carried out by
setting, as an execution user who carries out the function, a
user who is currently logged in to an application. The function
execution instruction includes, for example, (i) a control com-
mand for controlling a device function of the multifunction
peripheral 10, (ii) various data (e.g., image data, a transmis-
sion destination to which data is transmitted, etc.) which are
used in the multifunction peripheral 10, and (iii) the like.
[0119] The device control section 19 of the multifunction
peripheral 10 receives the function execution request trans-
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mitted from the information processing apparatus 30 (S115)
and carries out the processing in S71 and the subsequent
processings in FIG. 4. The processing in S71 and the subse-
quent processings will be described later.

[0120] (1-5-3. Processing After Multifunction Peripheral
Receives Function Execution Instruction)

[0121] The following description will discuss, with refer-
ence to the flow chart illustrated in FIG. 4, a processing to be
carried out after the multifunction peripheral 10 receives a
function execution request from the browser section 20 and
the information processing apparatus 30.

[0122] When the device control section 19 of the multifunc-
tion peripheral 10 receives a function execution request in the
processing in S11 illustrated in FIG. 2 or in S114 illustrated in
FIG. 3 from the browser section 20 or the information pro-
cessing apparatus 30, the device control section 19 deter-
mines whether or not the function execution request has been
made via the operation section 11 (browser section 20) of
itself (multifunction peripheral 10) (S71).

[0123] For example, the device control section 19 makes
the above-mentioned determination on the basis of an IP
address of a transmission source from which the function
execution request has been received. That is, in a case where
the IP address of the transmission source of the function
execution request is an IP address of the multifunction periph-
eral 10 or a loopback address, the device control section 19
determines that the function execution request has been made
via the operation section 11 (browser section 20) of the mul-
tifunction peripheral 10. On the other hand, in a case where
the IP address of the transmission source of the function
execution request is neither the IP address of the multifunc-
tion peripheral 10 nor the loopback address, the device con-
trol section 19 determines that the function execution request
has been made from another device.

[0124] In a case where the device control section 19 deter-
mines in S71 that the function execution request has been
made via the operation section 11 of the multifunction periph-
eral 10, the device control section 19 (i) reads out user infor-
mation which (a) has been stored in the login user storage
section 165 and (b) is indicative of a user who is currently
logged in to the multifunction peripheral 10 and (ii) causes the
function execution user storage section 16¢ to store the user
information as a function execution request user (S72).
[0125] On the other hand, in a case where the device control
section 19 determines in S71 that the function execution
request has not been made via the operation section 11 of the
multifunction peripheral 10, the device control section deter-
mines whether or not the function execution instruction
received from the information processing apparatus 30
includes information which designates a function execution
user (execution user) (S73).

[0126] Then, in a case where the device control section 19
determines in S73 that the function execution instruction
includes the information which designates the function
execution user (execution user), the device control section 19
causes the function execution user storage section 16¢ to store
the user designated by the information as the function execu-
tion request user (S74).

[0127] Note that in a case where the device control section
determines in S73 that the function execution instruction does
not include the information which designates the function
execution user (execution user), the device control section 19
causes an execution of a function in accordance with the
function execution instruction received from the information
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processing apparatus 30 to be cancelled (S77), and ends the
processing. Examples of the case where the function execu-
tion instruction does not include the information which des-
ignates the function execution user (execution user) encom-
pass a case where a printer driver of the terminal device 60
transmits a print job to the multifunction peripheral 10 via the
communication network 50 (in a case of a normal print pro-
cessing via a network). In this case, user information of an
authenticated user is not attached to the print job. Accord-
ingly, it is determined that the function execution instruction
does not include the information which designates the func-
tion execution user (execution user), and an execution of
printing is canceled.

[0128] After causing, in S72 or S74, the function execution
user storage section 16c¢ to store the function execution
request user, the device control section 19 carries out a func-
tion in accordance with the function execution request such
that the function is associated with the function execution
request user stored in the function execution user storage
section 16¢ (such that the function execution request user is
set as the execution user) (S75).

[0129] For example, in a case where the function execution
request is an execution request for carrying out a function of
(1) obtaining print data from the information processing appa-
ratus 30 (a print application that operates on the application
section 34 of the information processing apparatus 30) and
(ii) carrying out a print processing, the device control section
19 transmits a print data acquisition request to the informa-
tion processing apparatus 30, obtains the print data, and car-
ries out the print processing. The multifunction peripheral 10
can be configured such that the display section 13 displays, at
this point, a message indicating that a print processing is
currently carried out (a function is currently carried out).
Further, the multifunction peripheral 10 can be configured
such that the device control section 19 (i) transmits, to the
information processing apparatus 30, an acquisition request
for obtaining a control command for controlling the device
function of the multifunction peripheral 10, (ii) obtains a
control command, and (iii) controls the device function of the
multifunction peripheral 10 in accordance with the control
command.

[0130] Subsequently, the device control section 19 carries
out a summary processing of updating summary information
(use history information) of the execution user associated
with the function in S75 (876), and ends the processing.
[0131] Note that, according to the present embodiment, the
multifunction peripheral 10 is configured such that in a case
where the device control section 19 determines in S73 in FIG.
4 that the function execution instruction received from the
information processing apparatus 30 does not include the
information which designates the function execution user
(execution user), the device control section 19 causes the
execution of the function in accordance with the function
execution instruction received from the information process-
ing apparatus 30 to be canceled in S77. However, the arrange-
ment of the multifunction peripheral 10 is not limited to this.
[0132] Forexample, the multifunction peripheral 10 can be
configured such that in a case where the device control section
19 determines in S73 in FIG. 4 that the function execution
instruction received from the information processing appara-
tus 30 does not include the information which designates the
function execution user (execution user), the device control
section 19 (i) does not carry out the function in accordance
with the function execution instruction, (ii) causes the storage
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section 16 to store (put on hold) tentatively the function
execution instruction, and (iii) carries out the function in
accordance with the function execution instruction which has
been stored in the storage section 16 since when a given
operation was conducted via the operation section 11 of the
multifunction peripheral 10.

[0133] Examples of the given operation encompass an
operation in which a user who has logged in to the multifunc-
tion peripheral 10 (i) makes a request, from the operation
section 11, to start up a Ul (user interface) for causing a
function execution instruction, which has been put on hold, to
be executed and (ii) selects, from the UI, a function execution
instruction (job) which has been put on hold. As such, even in
a case where the application that operates on the application
section 34 cannot provide user information to the job (e.g., in
a case where the application does not have a function of
providing user information to the job), it is possible to cause
the multifunction peripheral 10 to carry out a processing in
accordance with the function execution request received from
the application.

[0134] FIG. 9 is an explanatory diagram illustrating an
example of a user management table for managing summary
information (use history information) of each user. According
to the present embodiment, the management data storage
section 164 stores the user management table. In a case where
a processing is carried out using the device function of the
multifunction peripheral 10 (or in a case where the coopera-
tive processing is carried out between the multifunction
peripheral 10 and the application that operates on the infor-
mation processing apparatus 30), the device control section
19 controls the recording processing section 22 to update, in
the user management table, the summary information of a
user (execution user) who has made the function execution
request for carrying out the function. For example, in the
example illustrated in FIG. 9, in a case where a user A carries
out a print processing in which the number of prints is 10, 10
is added to the number of prints carried out by the user A. That
is, since the number of prints before the function is carried out
by the user A is 20 in the example illustrated in FIG. 9, 10,
which is the number of prints having been newly carried out
by theuser A, is added, so that the number of prints carried out
by the user A is updated to 30.

[0135] (1-5-4. Example of Data Transmission and Recep-
tion in a Case Where Application is Used from Multifunction
Peripheral)

[0136] FIG.101is an explanatory diagram illustrating a flow
of'data in the processing in S8 and the subsequent processings
in FIG. 2. As illustrated in FIG. 10, when the browser section
20 receives, in S8 in FIG. 2, the instruction to select an
application which instruction has been inputted by the user,
the browser section 20 transmits an initial screen acquisition
request (HTTP Page request) to the application section 34 of
the information processing apparatus 30 (T1).

[0137] When the application section 34 receives the initial
screen acquisition request, the application section 34 trans-
mits, in response, screen data of an initial screen in accor-
dance with the initial screen acquisition request (HTTP Page
response) (12).

[0138] Thebrowser section 20 (i) causes the display section
13 to display an initial screen in accordance with the screen
data of the initial screen obtained from the application section
34, (ii) obtains a print request (function execution request)
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inputted by the user on the initial screen via the input section
12, and (iii) transmits the print request to the device control
section 19 (T3).

[0139] When the device control section 19 receives the
print request (function execution request), the device control
section 19 transmits a login user information request to the
recording processing section 22 (T4). The recording process-
ing section 22 (i) reads out login user information (user infor-
mation which (a) is stored in the login user storage section
165 and (b) is indicative of a user who is currently logged in
to the multifunction peripheral 10) and (ii) transmits the login
user information to the device control section 19 (T5).
[0140] Further, the device control section 19 responds to
the browser section 20 that the device control section 19 has
received the print request (function execution request) (16).
When the browser section 20 receives this response, the
browser section 20 causes the display section 13 to display a
message that the function is currently being carried out.
[0141] Further, the device control section 19 transmits a
print data acquisition request (function execution request) to
the application section 34 of the information processing appa-
ratus 30 (T7). The application section 34 transmits print data
(function execution instruction) in accordance with the print
data acquisition request to the multifunction peripheral 10
(T8).

[0142] When the device control section 19 receives the
print data transmitted from the information processing appa-
ratus 30, the device control section 19 carries out a processing
of'determining whether or not the processing in S71 in F1G. 4,
that is, the print request (function execution request) corre-
sponding to the print data (function execution instruction) has
been made via the operation section 11 of the multifunction
peripheral 10.

[0143] Then, since the print request has been made via the
operation section 11 of the multifunction peripheral 10 in the
example illustrated in FIG. 10, the print processing is carried
out as illustrated in S72 in FIG. 4 so that a user who is
currently logged in to the multifunction peripheral (a user
corresponding to a user of the login user information obtained
in T5) is set as the execution user. Note that in the example
illustrated in FIG. 10, the login user information is obtained
before the print data acquisition request is transmitted to the
application section 34. However, a timing when the login user
information is obtained is not limited to this. It is also possible
to obtain the login user information as needed after the print
data is obtained.

[0144] Subsequently, the device control section 19 notifies,
to the recording processing section 22, summary information
in which a result of the print processing is taken into consid-
eration (T9). The recording processing section 22 (i) updates
the summary information which (a) is stored in the storage
section 16 and (b) is indicative of the execution user and (ii)
transmits, to the device control section 19 in response, a
notification that the update of the summary information is
complete (T10).

[0145] (1-5-5. Example of Data Transmission and Recep-
tion in a Case Where Application is Used from Terminal
Device)

[0146] FIG. 11 is an explanatory diagram illustrating a flow
of data in the processing in S44 and the subsequent process-
ings in FIG. 3. As illustrated in FIG. 11, when the device
control section 64 of the terminal device 60 receives, in S44 in
FIG. 3, the instruction to select an application which instruc-
tion has been inputted from the user, the device control sec-
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tion 64 transmits a print request (function execution request)
to the application section 34 of the information processing
apparatus 30 via the browser section 63 (T11). The applica-
tion section 34 (i) transmits, to the terminal device 60, a
notification that the print request has been received (112) and
(i1) transmits the print request to the multifunction peripheral
10 (T13).

[0147] When the device control section 19 of the multifunc-
tion peripheral 10 receives the print request from the appli-
cation section 34, the device control section 19 (i) obtains
login user information (user information of a user logged in to
the application) included in the print request and (ii) transmits
a print data acquisition request to the application section 34
(T14). When the application section receives the print data
acquisition request, the application section 34 transmits print
data in accordance with the print data acquisition request to
the multifunction peripheral 10 (T15).

[0148] When the device control section 19 receives the
print data transmitted from the information processing appa-
ratus 30, the device control section 19 carries out the process-
ing in S71 in FIG. 4, that s, a processing to determine whether
or not the print request (function execution request) corre-
sponding to the print data (function execution instruction) has
been carried out via the operation section 11 of the multifunc-
tion peripheral 10.

[0149] Then, since the print request has been made via the
operation section 65 of the terminal device 60 in the example
illustrated in FIG. 11, the print processing is carried out as
illustrated in S74 in FIG. 4 so that the user who is currently
logged in to the application (the user corresponding to the
user of the login user information included in the print request
obtained in T13) is set as the execution user.

[0150] Subsequently, the device control section 19 notifies,
to the recording processing section 22, summary information
in which a result of the print processing is taken into consid-
eration (T16). The recording processing section 22 (i) updates
the summary information which (a) is stored in the storage
section 16 and (b) is indicative of the execution user and (ii)
transmits, to the device control section 19 in response, a
notification that the update of the summary information is
complete (T17).

[0151] As has been described, according to the present
embodiment, in a case where a user who has made a function
execution request is identical to a user who has logged in to
the multifunction peripheral 10, the user who has logged in to
the multifunction peripheral 10 is set as the execution user. On
the other hand, in a case where the user who has made the
function execution request is identical to a user who, from the
terminal device 60, has logged in to the application that oper-
ates on the application section 34, the user who has logged in
to the application is set as the execution user.

[0152] This makes it possible to appropriately summarize,
for each user, a history of use of the multifunction peripheral
10 etc. for each user, regardless of whether the user has logged
in via the multifunction peripheral 10 or the user has logged in
via the terminal device 60. Further, after the application that
operates on the information processing apparatus 30 is
instructed to carry out the cooperative processing, it is unnec-
essary to conduct, with respect to the input section 12 of the
multifunction peripheral 10, an operation for reflecting a
result of the cooperative processing in the use history infor-
mation managed by the multifunction peripheral 10. This
allows an improvement in user convenience.
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[0153] Thepresentembodiment has discussed a case where
the application executed by the application section 34 of the
information processing apparatus 30 is a print application.
Note, however, that the application executed by the applica-
tion section 34 is not limited to this.

[0154] Forexample, the application can be a scan transmis-
sion application in which the application section 34 causes
the multifunction peripheral 10 to carry out a scan processing
and a transmission processing of transmitting scan data.
Then, in a case where the user selects the scan transmission
application in S8 in FIG. 2, the device control section 19 of the
multifunction peripheral 10 transmits in S9, in FIG. 2 to the
information processing apparatus 30, a start request for start-
ing the scan device application. When the application section
34 receives the start request for starting the scan device appli-
cation (S23 in FIG. 2), the application section 34 (i) includes,
in the application screen of the scan transmission application,
a scan condition and information on a transmission destina-
tion to which the scan data is transmitted and (ii) transmits, in
response, the application screen to the multifunction periph-
eral 10 (S24 in FIG. 2). Subsequently, in the multifunction
peripheral 10, (i) an execution user is specified by a process-
ing similar to that illustrated in FIG. 4 and (ii) the scan
processing and the transmission processing of the scan data
are carried out.

[0155] According to the present embodiment, for each user,
(1) user information of the user in a case where the user logs in
to the multifunction peripheral 10 via the operation section 12
of'the multifunction peripheral 10 and (ii) user information of
the user in a case where the user logs in to an application that
operates on the application section 24 are shared by the each
user. Note, however, that the present embodiment is not lim-
ited to this. For example, the multifunction peripheral 10 can
be configured such that (i) different user information is used
for a single user in (a) a case where the user logs in to the
multifunction peripheral from the operation section 12 of the
multifunction peripheral 10 and (b) a case where the user logs
in to the application that operates on the application section
24 and (ii) in both cases (a) and (b), use history information of
the user is to be managed as use history information of the
single user. That is, the multifunction peripheral 10 can be
arranged such that (i) user information of (a) a user in a case
where the user logs in to the multifunction peripheral from the
operation section 12 of the multifunction peripheral 10 and
user information of (b) a user in a case where the user logs in
to the application that operates on the application section 24
are stored such that the user information of the respective
users (a) and (b) are associated with each other and (ii) (A) use
history information of the user (a) and (B) use history infor-
mation of theuser (b) are managed in common between a case
in which the user logs in with the information (A) and a case
in which the user logs in with the information (B).

Embodiment 2

[0156] The following description will discuss another
embodiment of the present invention. Note that for easy
explanation, the same reference signs will be given to a mem-
ber having the same function as a member described in
Embodiment 1, and descriptions on such a member will be
omitted.

[0157] In Embodiment 1, when the device control section
19 of the multifunction peripheral 10 receives a function
execution request from the browser section 20 or the infor-
mation processing apparatus 30, the device control section 19
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determines whether or not the function execution request was
made from the operation section 11 (browser section 20) of
itself (the multifunction peripheral 10). In a case where the
device control section 19 determines that the function execu-
tion request was made from the operation section 11 of the
multifunction peripheral 10, a user currently logged in to the
multifunction peripheral 10 is set as an execution user.

[0158] In contrast, according to the present embodiment, a
user different from a user who actually logged in to a multi-
function peripheral 10 and made a function execution request
can be designated as an execution user. For example, in a case
where a secretary of a president of a company logs in to the
multifunction peripheral 10 and carries out printing in place
of the president, it is possible to (i) carry out printing by
setting the president, not the secretary, as the execution user
and (i) set the president as a person with respect to whom a
result of carrying out printing can be summarized.

[0159] A device arrangement of the multifunction periph-
eral control system 1 in accordance with the present embodi-
ment is identical to that in Embodiment 1, except that (i) the
application screen displayed in the processing in S10 in FIG.
2 or the processing in S43 in FIG. 3 is an application screen
illustrated in FIG. 12 instead of the application screen illus-
trated in FIG. 8, and (ii) after the multifunction peripheral 10
receives a function execution request in S11 in FIG. 2 or at
S115in FIG. 3, the multifunction peripheral 10 carries out the
processing shown in FIG. 14 in place of the processing shown
in FIG. 4.

[0160] FIG. 12 is an explanatory diagram illustrating an
example of an application screen displayed on the display
section 13 of the multifunction peripheral or on the display
section 67 of the terminal device 60in S10in FIG. 2 or S43 in
FIG. 3. Inthe example illustrated in FIG. 12, in addition to an
item (an item for selecting a function for which a function
execution request is to be made) for selecting print data, an
item (a list of users available to select as an execution user) for
selecting a user with respect to whom results of carrying out
printing are counted in a summary processing is displayed.

[0161] Note that when the application section 34 of the
information processing apparatus 30 receives an application
start request in S23 in FIG. 2 or S61 in FIG. 3, the application
section 34 responds by (i) including, in screen data of the
application screen to be transmitted in response to the request,
an item for selecting a user to be designated as an execution
user and (ii) transmitting the screen data.

[0162] Specifically, as illustrated in FIG. 13, the informa-
tion processing apparatus 30 has registered therein users by
groups and users belonging to the same group can designate
each other as an execution user. The application section 34 of
the information processing apparatus 30 (i) extracts users
who belong to the same group as the user who has made the
application start request, (ii) generates an application screen
which includes an item for selecting a user to be designated as
an execution user out of the extracted users, and (iii) transmits
the application screen to the multifunction peripheral 10 or
the terminal device 60.

[0163] Further, in a case where the application section 34
transmits the application screen to the multifunction periph-
eral 10, the application section 34 includes, in the screen data
of the application screen, (or adds, to the screen data of the
application screen,) information for setting, as an execution
user who carries out a function in accordance with a function
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execution request, an execution user selected by the user by
inputting to the application screen an instruction to select the
execution user.

[0164] Further, in a case where the application section 34
transmits the application screen to the terminal device 60, the
application section 34 (i) receives, from the terminal device
60 and together with the function execution request in S63 in
FIG. 3, an execution user selected by the user by inputting to
the application screen an instruction to select the execution
user and (ii), when the application section 34 transmits the
function execution request to the multifunction peripheral 10
in S64, the application section 34 (i) includes, in the function
execution request, information for causing the user desig-
nated by the user of the terminal device 60 to set a function in
accordance with the function execution request and (ii) trans-
mits the function to the multifunction peripheral 10.

[0165] Subsequently, when the browser section 20 of the
multifunction peripheral 10 receives a function execution
request in the processing in S11 in FIG. 2 or the processing in
S115 in FIG. 13, the browser section 20 carries out the pro-
cessing shown in FIG. 14.

[0166] That is, when the device control section 19 of the
multifunction peripheral 10 receives, from the browser sec-
tion 20 or the information processing apparatus 30, a function
execution request and an instruction to designate an execution
user in S11 in FIG. 2 or S115 in FIG. 3, the device control
section 19 determines, on the basis of information included in
the function execution request received from the information
processing apparatus 30 (or information added to the device
execution request), whether to set, as an execution user, a user
whose selection has been instructed from the operation sec-
tion 11 of multifunction peripheral 10 or set, as an execution
user, a user designated by the application section 34 (S81).
[0167] Then, in a case where the device control section 19
determines in S81 to set, as an execution user, the user whose
selection has been instructed via the operation section 11 of
the multifunction peripheral 10, the device control section 19
causes the storage section 16¢ to store, as a function execution
request user, a user whose selection has been instructed from
the operation section 11 of the multifunction peripheral 10 by
a user logged in to the multifunction peripheral 10 in S11 in
FIG. 2 (S82).

[0168] On the other hand, in a case where the device control
section 19 determines in S81 not to set, as an execution user,
the user whose selection has been instructed from the opera-
tion section 11 of the multifunction peripheral 10, (in a case
where the device control section 19 determines to set, as an
execution user, the user designated by the application section
34), the device control section 19 determines whether or not
the function execution instruction from the information pro-
cessing apparatus 30 includes information which designates a
function execution user (execution user) (S83).

[0169] Then, in a case where the device control section 19
determines in S83 that the function execution instruction
includes the information which designates a function execu-
tion user (execution user), the device control section 19
causes the function execution user storage section 16¢ to
store, as a function execution request user, a user designated
by the information (S84). Note that in a case where the device
control section 19 determines in S83 that the function execu-
tion instruction does not include information which desig-
nates a function execution user (execution user), the device
control section 19 causes the execution of the function in
accordance with the function execution instruction received
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from the information processing apparatus 30 to be canceled
(S87), and ends the processing.

[0170] After the device control section 19 causes the func-
tion execution request user to be stored in the function execu-
tion user storage section 16¢ in S82 or S84, the device control
section 19 carries out a function in accordance with the func-
tion execution request such that the function is associated
with the function execution request user stored in the function
execution user storage section 16¢ (such that the function
execution request user is set as the execution user) (S85).
[0171] Subsequently, the device control section 19 carries
out a summary processing of updating summary information
of the execution user associated in S85 (S86), and ends the
processing.

[0172] FIG.151s an explanatory diagram illustrating a flow
of'data in a case where the user logged in to the multifunction
peripheral 10 makes a function execution request by desig-
nating the execution user from the operation section 11.
[0173] As shown in FIG. 15, when the browser section 20
receives from the user an instruction to select an application
in S8 shown in FIG. 2, the browser section 20 transmits, to the
application section 34 of the information processing appara-
tus 30, an initial screen acquisition request (HTTP Page
request) (T21).

[0174] When the application section 34 receives the initial
screen acquisition request, the application section 34 in
response transmits screen data (HTTP Page response) of an
initial screen in accordance with the request (122).

[0175] Thebrowser section 20 (i) causes an initial screen to
be displayed on the display section 13 on the basis of the
screen data of the initial screen obtained from the application
section 34, (ii) obtains a print request (function execution
request) and an instruction to designate an execution user
which are inputted to the initial screen by the user from the
input section 12 and (iii) transmits the print request and the
instruction to the device control section 19 (T23).

[0176] When the device control section 19 receives the
print request (function execution request), the device control
section 19 determines, on the basis of information included in
the print request, whether to set, as an execution user, a user
whose selection has been instructed by the user logged in to
the multifunction peripheral 10 or to set, as an execution user,
a user designated by the application section 34. Further, the
device control section 19 notifies the browser section 20 that
the device control section 19 has received the print request
(function execution request) (124), and the browser section
20 notified causes the display section 13 to display an indi-
cation that a printing process is being carried out (the function
is being carried out).

[0177] Further, the device control section 19 transmits a
print data acquisition request (function execution request) to
the application section 34 of the information processing appa-
ratus 30 (T25), and the application section 34 transmits, to the
multifunction peripheral 10, print data (function execution
instruction) in accordance with the print data acquisition
request (126).

[0178] When the device control section 19 receives the
print data transmitted from the information processing appa-
ratus 30, the device control section 19 (i) sets an execution
user in accordance with a result of determination of whether
to set, as the execution user, a user whose selection has been
instructed by the user logged in to the multifunction periph-
eral 10 orto set, as the execution user, a user designated by the
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application section 34 and (ii) carries out printing processing
such that the printing processing is associated with the execu-
tion user set.

[0179] Subsequently, the device control section 19 notifies
the recording processing section 22 of (i) summary informa-
tion which takes account of a result of the print processing and
(i1) information indicative of the execution user (T27), and the
recording processing section 22 (i) updates summary infor-
mation, stored in the storage section 16, on the execution user
and (ii) transmits to the device control section 19 in response
a notification that the update has been completed (128).
[0180] As described above, according to the present
embodiment, a user who logs in to the multifunction periph-
eral 10 can select an execution user and cause a function of the
multifunction peripheral 10 to be carried out such that the
function is associated with the execution user.

[0181] Accordingly, in a case where, for example, a user
who logs in to the multifunction peripheral 10 carries out a
function in place of another user, a summary processing (e.g.,
billing processing) can be carried out under the name of the
another user. This allows the summary processing to be car-
ried out appropriately in accordance with the reality of usage
of the multifunction peripheral 10.

Embodiment 3

[0182] The following description will discuss still another
embodiment of the present invention. Note that for easy
explanation, the same reference signs will be given to a mem-
ber having the same function as a member described in any of
the embodiments described above, and descriptions on such a
member will be omitted.

[0183] In Embodiments 1 and 2, a user authentication pro-
cessing of a user who logs in to the multifunction peripheral
10 is carried out by the authentication processing section 21
of the multifunction peripheral 10. In contrast, in the present
embodiment, a user authentication processing of a user who
logs in to the multifunction peripheral 10 is carried out by an
authentication server 80 which is connected to the multifunc-
tion peripheral 10 via the communication network 50 so as to
communicate with the multifunction peripheral 10.

[0184] FIG. 16 is an explanatory diagram illustrating an
example of an arrangement of the multifunction peripheral
control system 1 in accordance with the present embodiment.
In the example illustrated in FIG. 16, the authentication server
80 is connected to the communication network 50 in addition
to the multifunction peripheral 10, the information process-
ing apparatus 30, and the terminal device 60. Further, the
authentication processing section 21 and the authentication
information storage section 164 in the multifunction periph-
eral 10 illustrated in FIG. 1 and the authentication processing
section 35 and the authentication information storage section
36a in the information processing apparatus 30 illustrated in
FIG. 1 are omitted, and an authentication processing section
83 and an authentication information storage section 86,
which carry out functions of the authentication processing
section 21, the authentication information storage section
164, the authentication processing section 35, and the authen-
tication information storage section 36« are included in the
authentication server 80.

[0185] The authentication server 80 includes a communi-
cation section 81, a control section 82, and a storage section
85. The control section 82 includes the authentication pro-
cessing section 83 and a user management section 84. The
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storage section 85 includes the authentication information
storage section 86 and a management table storage section 87.
[0186] The communication section 81 is a communication
interface which carries out communication with external
devices, such as the multifunction peripheral 10, the informa-
tion processing apparatus 30, and the terminal device 60, via
the communication network 50.

[0187] The control section 82 is a computer device consti-
tuted by an arithmetic processing section (not shown) such as
a CPU or a dedicated processor and a storage section (not
shown) such as a RAM, a ROM, or a HDD. The control
section 82 realizes a function of each of the authentication
processing section 83 and the user management section 84 by
reading out and executing a program, stored in the storage
section, for carrying out various information and various
controls.

[0188] The authentication information storage section 86
stores user authentication information (e.g., a login name and
a password) on a user to be given permission to use the
multifunction peripheral 10. The authentication information
storage section 86 stores user authentication information
(e.g., a login name and a password) of a user to be given
permission to use an application executed on the application
section 34.

[0189] Note that it is possible to employ an arrangement in
which the authentication server 80 carries out a user authen-
tication processing with respect to a plurality of multifunction
peripherals connected to the multifunction peripheral control
system 1. In this case, the authentication information storage
section 86 may store, for each of the plurality of multifunction
peripherals, user authentication information of a user to be
given permission to use the each of the plurality of multifunc-
tion peripherals. Similarly, it is possible to employ an
arrangement in which the authentication server 80 carries out
a user authentication processing with respect to a plurality of
applications (web applications) executed in the multifunction
peripheral control system 1. In this case, the authentication
information storage section 86 may store, for each of the
plurality of applications, user authentication information of a
user to be given permission to use the each of the plurality of
applications. Or alternatively, user authentication informa-
tion common to the plurality of multifunction peripherals
and/or the plurality of applications may be used as user
authentication information of each user, so that each user can
log in using the user authentication information that is com-
mon to the plurality of multifunction peripherals and/or the
plurality of applications.

[0190] In a case where the authentication processing sec-
tion 83 carries out a user authentication processing of a user
who intends to use the multifunction peripheral 10, the
authentication processing section 83 (i) carries out a user
authentication processing in which user information inputted
from the operation section 11 by a user who intends to use the
multifunction peripheral 10 is compared with user authenti-
cation information, stored in the authentication information
storage section 86, on a user to be given permission to use the
multifunction peripheral 10 and (ii) transmits a result of the
user authentication processing to the multifunction peripheral
10. Note that the user information inputted from the operation
section by the user who intends to use the multifunction
peripheral 10 is transmitted by the device control section of
the multifunction peripheral 10 from the communication sec-
tion 17 to the authentication server 80. Further, in a case
where it is determined by the user authentication processing
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that the user is to be given permission to use the multifunction
peripheral 10, the device control section 19 of the multifunc-
tion peripheral 10 (i) causes an operation screen of the mul-
tifunction peripheral 10 to be displayed on the display section
13 s0 as to make the multifunction peripheral 10 available and
(ii) causes the login user storage section 165 to store user
information (login information of the user who has logged in)
of the user whose user authentication processing has been
carried out.

[0191] Further, in a case where the authentication process-
ing section 83 carries out a user authentication processing of
a user who intends to use an application executed in the
application section 34, the authentication processing section
83 (i) carries out a user authentication processing in which
user information inputted from the operation section 65 ofthe
terminal device by the user who intends to use the application
is compared with user authentication information, stored in
the authentication information storage section 86, of a user to
be given permission to use the application and (ii) transmits a
result of the user authentication processing to the terminal
device 60.

[0192] Note that the user information inputted from the
operation section 65 by the user who intends to use the appli-
cation is transmitted by the device control section 64 of the
terminal device 60 from the communication section 17 to the
authentication server 80. Further, in a case where it is deter-
mined by the user authentication processing that the user is to
be given permission to use the application, the device control
section 64 of the terminal device 60 (i) causes an operation
screen of the application to be displayed on the display sec-
tion 67 so as to make the application available and (ii) causes
the login user storage section 365 to store user information
(login information of the user who has logged in) of the user
whose user authentication processing has been carried out.

[0193] The management table storage section 87 stores, for
each user, (i) use history information, for each user, of the
multifunction peripheral 10 and/or an application (an appli-
cation which operates in the application section 34) (e.g., the
accumulated total number of prints, accumulated total num-
ber of scans, the number of transmission times of image data,
storage capacity for image data) and use-possible condition
information (e.g., an upper limit of the number of printable
sheets, an upper limit of the number of scans, an upper limit
of the number of image data transmission times, an upper
limit of the image data storage capacity, and the like).

[0194] The user management section 84 (i) obtains, from
the multifunction peripheral 10, use history information of
the multifunction peripheral 10 and/or the application (e.g.,
information on the number of prints, the execution user, etc.)
and (ii) updates information related to the user and stored in
the management table storage section 87. Further, in a case
where the user management section 84 receives, from the
multifunction peripheral 10 or the terminal device 60, an
inquiry as to whether or not a function execution request
made by a user can be carried out, the user management
section 84 (i) determines, on the basis of (a) a content of the
function execution request made by the user and (b) use-
possible condition information stored in the management
table storage section 87, whether or not a processing can be
carried out in accordance with the function execution request
and (ii) responds to the multifunction peripheral 10 or the
terminal device 60.
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[0195] (Example of Program)

[0196] In each of the embodiments described above, the
control section 18 of the multifunction peripheral 10, the
control section 32 of the information processing apparatus 30,
the control section 62 of the terminal device 60, and the
control section 82 of the authentication server 80 may each be
(1) realized by hardware using a logic circuit provided on an
integrated circuit (IC chip) or (ii) realized by software as
executed by a CPU (Central Processing Unit).

[0197] In the latter case, the multifunction peripheral 10,
the information processing apparatus 30, the terminal device
60, and the authentication server 80 each includes: a CPU that
executes instructions of a program that realizes the foregoing
functions; ROM (Read Only Memory) storing the program;
RAM (Random Access Memory) that develops the program;
a storage device (recording medium) storing the program and
various data; and the like. The object of the present invention
can be achieved by loading, to each of the multifunction
peripheral 10, the information processing apparatus 30, the
terminal device 60, and the authentication server 80, the
recording medium, in which program code (an executable
program, an intermediate code program, and a source pro-
gram) of the control program (software for implementing the
functions) of each of the multifunction peripheral 10, the
information processing apparatus 30, the terminal device 60,
and the authentication server 80 and (ii) causing the computer
(or a CPU or an MPU) to read out and execute the program
code recorded in the recording medium.

[0198] A non-transitory tangible medium, for example, a
tape such as a magnetic tape or a cassette tape; a disk includ-
ing (i) a magnetic disk such as a floppy® disk or a hard disk
and (ii) an optical disc such as a CD-ROM, an MO, an MD, a
DVD, or a CD-R; a card such as an IC card (including a
memory card) or an optical card; a semiconductor memory
such as a mask ROM, an EPROM, an EEPROM®), or a flash
ROM; a logic circuit such as a PLD (Programmable Logic
Device) or an FPGA (Field Programmable Gate Array); or the
like, can be used as the recording medium.

[0199] Further note that the multifunction peripheral 10,
the information processing apparatus 30, the terminal device
60, and the authentication server 80 can be configured so as to
be capable of being connected to a communications network
via which the program code is loaded to the multifunction
peripheral 10, the information processing apparatus 30, the
terminal device 60, and the authentication server 80. The
communications network is not limited to a specific one as
long as it is capable of transmitting a program code. The
communications network can be, for example, an internet, an
intranet, an extranet, a LAN, an ISDN, a VAN, a CATV
communications network, a virtual private network, a tele-
phone network, a mobile telecommunications network, a sat-
ellite communication network or the like. A transmission
medium that constitutes the communications network is also
not limited to a specific one as long as it is capable of trans-
mitting a program code. The examples of the transmission
medium encompass (i) wired communications such as
IEEE1394, USB, a power-line carrier, a CATV line, a tele-
phone line, or ADSL (Asymmetric Digital Subscriber Line)
and (ii) wireless communications such as infrared communi-
cation by means of IrDA or remote control, Bluetooth®,
IEEE802.11 wireless, HDR (High Data Rate), NFC (Near
Field Communication), DLNA (Digital Living Network Alli-
ance), a mobile phone network, a satellite circuit, or a terres-
trial digital network. Note that the present invention can be
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realized also by means of a computer data signal embedded in
a carrier wave, which computer data signal is obtained by
embodying the program code in electronic transmission.
[0200] [Conclusion]

[0201] A multifunction peripheral in accordance with a first
aspect of the present invention is a multifunction peripheral
which carries out a cooperative processing together with an
application that operates on an information processing appa-
ratus, the multifunction peripheral and the information pro-
cessing apparatus being connected to each other via a com-
munication network so as to communicate with each other,
comprising: an input section configured to receive an instruc-
tion inputted by a user; a storage section configured to store
use history information such that the use history information
is associated with an execution user who carries out the coop-
erative processing, the use history information being indica-
tive of a history of use of the cooperative processing; and a
control section configured to control an operation of each
section of the multifunction peripheral, the multifunction
peripheral having (i) a first function of carrying out the coop-
erative processing in accordance with an instruction which
the input section receives from the user and (ii) a second
function of carrying out the cooperative processing in accor-
dance with an instruction from the application, in a case
where the cooperative processing is carried out using the
second function, the control section (i) setting, as an execu-
tion user who carries out the cooperative processing, a user
designated by the application and (ii) carrying out the coop-
erative processing, in a case where the cooperative processing
is carried out using the first function, the control section (i)
setting, as an execution user who carries out the cooperative
processing, a user inputted or designated from the input sec-
tion and (ii) carrying out the cooperative processing, in a case
where an execution user who carries out the cooperative
processing using the first function and an execution user who
carries out the cooperative processing using the second func-
tion are identical, the control section causing use history
information which is stored in the storage section and corre-
sponds to the execution user to be updated in accordance with
a result of carrying out the cooperative processing, regardless
of whether the first function is used or the second function is
used.

[0202] According to the arrangement, in a case where the
control section carries out the cooperative processing using
the second function, the control section (i) sets, as an execu-
tion user who carries out the cooperative processing, a user
designated by the application and (ii) carries out the coopera-
tive processing, and in a case where the control section carries
out the cooperative processing using the first function, the
control section (i) sets, as an execution user who carries out
the cooperative processing, a user inputted or designated
from the input section and (ii) caries out the cooperative
processing. In accordance with a result of carrying out the
cooperative processing, the control section updates use his-
tory information which is stored in the storage section and
corresponds to an execution user of the cooperative process-
ing. This makes it possible to appropriately manage use his-
tory information regardless of whether the cooperative pro-
cessing has been carried out by the first function or by the
second function.

[0203] Further, in a case where an execution user of the
cooperative processing carried out using the first function and
an execution user of the cooperative processing carried out
using the second function are identical, the control section
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manages, as use history information corresponding to a single
user, use history information corresponding to the execution
user, regardless of whether the first function has been used or
the second function has been used. Accordingly, use histories
corresponding to a single user can be managed as use history
information corresponding to the single user, regardless of
whether the first function has been used or the second func-
tion has been used.

[0204] Inasecond aspect of the present invention, the mul-
tifunction peripheral in accordance with the first aspect of the
present invention is arranged such that a case where the coop-
erative processing is carried out using the first function, the
control section sets, as an execution user who carries out the
cooperative processing, a user who gives, from the input
section, an instruction to carry out the cooperative processing.
[0205] In athird aspect of the present invention, the multi-
function peripheral in accordance with the second aspect of
the present invention is arranged such that the multifunction
peripheral further comprises a first authentication processing
section configured to carry out, with respect to a user who
intends to use the multifunction peripheral, a user authenti-
cation processing so as to give, only to a user to be given
permission to use the multifunction peripheral, permission to
log in to the multifunction peripheral, in a case where an
instruction to carry out the cooperative processing is received
from the input section, the control section setting, as an
execution user who carries out the cooperative processing, a
user who is currently logged in to the multifunction periph-
eral.

[0206] According to each of the arrangements, use history
information corresponding to a user who has carried out the
cooperative processing using the first function can be appro-
priately managed.

[0207] In a fourth aspect of the present invention, the mul-
tifunction peripheral in accordance with the first aspect of the
present invention is arranged such that in a case where the
cooperative processing is carried out using the first function,
the control section sets, as an execution user who carries out
the cooperative processing, a user designated by a user who
gives, from the input section, an instruction to carry out the
cooperative processing.

[0208] According to the arrangement, in a case where auser
who actually gives the input section of the multifunctional
peripheral an instruction to carry out a cooperative processing
is different from a user who is to be set as an execution user of
the cooperative processing, the user who gives the input sec-
tion the instruction to carry out the cooperative processing
can designate, as the execution user, the user to be set. For
example, in a case where a user B, in place of a user A who
intends to use a cooperative processing, gives from the input
section of the multifunction peripheral an instruction to carry
out the cooperative processing, it is possible to designate, as
the execution user, the user A instead of the user B and cause
use history information of the user A to be updated.

[0209] In a fifth aspect of the present invention, the multi-
function peripheral in accordance with the fourth aspect of
the present invention is arranged such that the multifunction
peripheral further comprises a display section configured to
display information to be presented to a user, the control
section (i) displaying a list of users who are available, to be
designated as an execution user who carries out the coopera-
tive processing, by the user who gives from the input section
the instruction to carry out the cooperative processing, and (ii)
setting, as the execution user who carries out the cooperative
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processing, a user selected, from among the users included in
the list, by the user who gives the instruction to carry out the
cooperative processing.

[0210] According to the arrangement, a user who gives
from the input section an instruction to carry out the coopera-
tive processing sets in advance users who are available to be
designated as an execution user of the cooperative processing.
This allows an execution user to be selected from among the
users set.

[0211] A multifunction peripheral control system in accor-
dance with an aspect A of the present invention is a multi-
function peripheral control system multifunction peripheral
control system comprising a multifunction peripheral and an
information processing apparatus, the multifunction periph-
eral and the information processing apparatus being con-
nected to each other via a communication network so as to
communicate with each other, the multifunction peripheral
and an application which operates on the information pro-
cessing apparatus carrying out a cooperative processing
together, the multifunction peripheral including: an input sec-
tion configured to receive an instruction inputted by a user;
and a control section configured to control an operation of
each section of the multifunction peripheral, the information
processing apparatus including an application processing
section configured to execute the application, the multifunc-
tion peripheral control system further comprising a storage
section configured to store use history information such that
the use history information is associated with an execution
user who carries out the cooperative processing, the use his-
tory information being indicative of a history of use of the
cooperative processing, the multifunction peripheral control
system having (i) a first function of carrying out the coopera-
tive processing in accordance with an instruction which the
input section receives from the user and (ii) a second function
of carrying out the cooperative processing in accordance with
an instruction from the application, in a case where the coop-
erative processing is carried out using the second function, the
control section (i) setting, as an execution user who carries out
the cooperative processing, a user designated by the applica-
tion and (ii) carrying out the cooperative processing, in a case
where the cooperative processing is carried out using the first
function, the control section (i) setting, as an execution user
who carries out the cooperative processing, a user inputted or
designated from the input section and (ii) carrying out the
cooperative processing, in a case where an execution user
who carries out the cooperative processing using the first
function and an execution user who carries out the coopera-
tive processing using the second function are identical, the
control section causing use history information which is
stored in the storage section and corresponds to the execution
user to be updated in accordance with a result of carrying out
the cooperative processing, regardless of whether the first
function is used or the second function is used.

[0212] According to the arrangement, in a case where the
control section carries out the cooperative processing using
the second function, the control section (i) sets, as an execu-
tion user who carries out the cooperative processing, a user
designated by the application and (ii) carries out the coopera-
tive processing, and in a case where the control section carries
out the cooperative processing using the first function, the
control section (i) sets, as an execution user who carries out
the cooperative processing, a user inputted or designated
from the input section and (ii) caries out the cooperative
processing. In accordance with a result of carrying out the
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cooperative processing, the control section updates use his-
tory information which is stored in the storage section and
related to an execution user of the cooperative processing.
This makes it possible to appropriately manage use history
information regardless of whether the cooperative processing
has been carried out by the first function or by the second
function.

[0213] Further, in a case where an execution user of the
cooperative processing carried out using the first function and
an execution user of the cooperative processing carried out
using the second function are identical, the control section
manages, as use history information corresponding to a single
user, use history information corresponding to the execution
user, regardless of whether the first function has been used or
the second function has been used. Accordingly, use histories
corresponding to a single user can be managed as use history
information corresponding to the single user, regardless of
whether the first function has been used or the second func-
tion has been used.

[0214] In an aspect B of the present invention, the multi-
function peripheral control system in accordance with the
aspect A of the present invention is arranged such that in a
case where the cooperative processing is carried out using the
second function, the application designates, as an execution
user who carries out the cooperative processing, a user who
gives the application an instruction to carry out the coopera-
tive processing.

[0215] According to the arrangement, use history informa-
tion corresponding to a user who has carried out the coopera-
tive processing using the second function can be appropri-
ately managed.

[0216] A method, in accordance with one aspect of the
present invention, of managing a multifunction peripheral is a
method of managing a multifunction peripheral, the multi-
function peripheral carrying out a cooperative processing
together with an application that operates on an information
processing apparatus, the multifunction peripheral and the
information processing apparatus being connected via acom-
munication network so as to communicate with each other,
the multifunction peripheral including an input section, the
multifunction peripheral having (i) a first function of carrying
out the cooperative processing in accordance with an instruc-
tion which the input section receives from a user and (i) a
second function of carrying out the cooperative processing in
accordance with an instruction from the application, the
method comprising the step of: (A) storing use history infor-
mation such that the use history information is associated
with an execution user who carries out the cooperative pro-
cessing, the use history information being indicative of a
history of use of the cooperative processing, in a case where
the cooperative processing is carried out using the second
function, the method (i) setting, as an execution user who
carries out the cooperative processing, a user designated by
the application and (ii) carrying out the cooperative process-
ing, in a case where the cooperative processing is carried out
using the first function, the method (i) setting, as an execution
user who carries out the cooperative processing, a user input-
ted or designated from the input section and (ii) carrying out
the cooperative processing, in a case where an execution user
who carries out the cooperative processing using the first
function and an execution user who carries out the coopera-
tive processing using the second function are identical, the
step (A) involving causing use history information corre-
sponding to the execution user to be updated in accordance
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with a result of carrying out the cooperative processing,
regardless of whether the first function is used or the second
function is used.

[0217] According to the method, in a case where the coop-
erative processing is carried out using the second function, the
method (i) sets, as an execution user who carries out the
cooperative processing, a user designated by the application
and (ii) carries out the cooperative processing, and in a case
where the cooperative processing is carried out using the first
function, the method (i) sets, as an execution user who carries
out the cooperative processing, a user inputted or designated
from the input section and (ii) caries out the cooperative
processing. In accordance with a result of carrying out the
cooperative processing, the control section updates use his-
tory information which is stored in the storage section and
related to an execution user of the cooperative processing.
This makes it possible to appropriately manage use history
information regardless of whether the cooperative processing
has been carried out by the first function or by the second
function.

[0218] Further, in a case where an execution user of the
cooperative processing carried out using the first function and
an execution user of the cooperative processing carried out
using the second function are identical, the method manages,
as use history information corresponding to a single user, use
history information corresponding to the execution user,
regardless of whether the first function has been used or the
second function has been used. Accordingly, use histories
corresponding to a single user can be managed as use history
information corresponding to the single user, regardless of
whether the first function has been used or the second func-
tion has been used.

[0219] The present invention is not limited to the above-
described embodiments but allows various modifications
within the scope of the claims. In other words, any embodi-
ment derived from a combination of two or more technical
means appropriately modified within the scope of the claims
will also be included in the technical scope of the present
invention.

INDUSTRIAL APPLICABILITY

[0220] The present invention is applicable to (i) a multi-
function peripheral control system in which a multifunction
peripheral and an information processing apparatus, which
are connected via a communication network so as to commu-
nicate with each other, carry out a cooperative processing and
(ii) the multifunction peripheral included in the multifunction
peripheral control system.

REFERENCE SIGNS LIST

[0221] 1: MULTIFUNCTION PERIPHERAL CONTROL
SYSTEM

[0222] 10: MULTIFUNCTION PERIPHERAL

[0223] 11: OPERATION SECTION

[0224] 12: INPUT SECTION

[0225] 13: DISPLAY SECTION

[0226] 16: STORAGE SECTION

[0227] 16a: AUTHENTICATION INFORMATION
STORAGE SECTION

[0228] 165: LOGIN USER STORAGE SECTION

[0229] 16c: FUNCTION EXECUTION USER STORAGE
SECTION

[0230] 17: COMMUNICATION SECTION
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[0231] 18: CONTROL SECTION

[0232] 19: DEVICE CONTROL SECTION

[0233] 20: BROWSER SECTION

[0234] 21: AUTHENTICATION PROCESSING SEC-

TION
[0235] 22: RECORDING PROCESSING SECTION
[0236] 30: INFORMATION PROCESSING APPARATUS
[0237] 31: COMMUNICATION SECTION
[0238] 32: CONTROL SECTION
[0239] 33: WEB SERVER SECTION
[0240] 34: APPLICATION SECTION
[0241] 35: AUTHENTICATION PROCESSING SEC-

TION
[0242] 36: STORAGE SECTION
[0243] 36a: AUTHENTICATION INFORMATION

STORAGE SECTION
[0244] 365: LOGIN USER STORAGE SECTION
[0245] 50: COMMUNICATION NETWORK
[0246] 60: TERMINAL DEVICE
[0247] 61: COMMUNICATION SECTION
[0248] 62: CONTROL SECTION
[0249] 63: BROWSER SECTION
[0250] 64: DEVICE CONTROL SECTION
[0251] 65: OPERATION SECTION
[0252] 66: INPUT SECTION
[0253] 67: DISPLAY SECTION
[0254] 80: AUTHENTICATION SERVER
[0255] 81: COMMUNICATION SECTION
[0256] 82: CONTROL SECTION
[0257] 83: AUTHENTICATION PROCESSING SEC-

TION
[0258] 84: USER MANAGEMENT SECTION
[0259] 85: STORAGE SECTION
[0260] 86: AUTHENTICATION INFORMATION STOR-

AGE SECTION
[0261] 87: MANAGEMENT TABLE STORAGE SEC-

TION

1. (canceled)

2. A multifunction peripheral which carries out a printing
processing according to an instruction of an application that
operates on an information processing apparatus, the multi-
function peripheral and the information processing apparatus
being connected to each other via a communication network
s0 as to communicate with each other, comprising:

an input section configured to receive an instruction input-
ted by a user;

a storage section configured to store use history informa-
tion such that the use history information is associated
with an execution user who carries out the printing pro-
cessing, the use history information being indicative of a
history of use of the printing processing; and

a control section configured to control an operation of each
section of the multifunction peripheral,

the multifunction peripheral having (i) a first function of
carrying out the printing processing in accordance with
an instruction which the input section receives from the
user and (ii) a second function of carrying out the print-
ing processing in accordance with an instruction from
the application,

in a case where the printing processing is carried out using
the second function, the control section (i) setting, as an
execution user who carries out the printing processing, a
user designated by the application and (ii) carrying out
the printing processing,
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in a case where the printing processing is carried out using
the first function, the control section (i) setting, as an
execution user who carries out the printing processing, a
user inputted or designated from the input section and
(ii) carrying out the printing processing,

in a case where an execution user who carries out the
printing processing using the first function and an execu-
tion user who carries out the printing processing using
the second function are identical, the control section
causing use history information which is stored in the
storage section and corresponds to the execution user to
be updated in accordance with a result of carrying out the
printing processing, regardless of whether the first func-
tion is used or the second function is used.

3. The multifunction peripheral as set forth in claim 2,
wherein in a case where the printing processing is carried out
using the first function, the control section sets, as an execu-
tion user who carries out the printing processing, a user who
gives, from the input section, an instruction to carry out the
printing processing.

4. A multifunction peripheral as set forth in claim 3, further
comprising a first authentication processing section config-
ured to carry out, with respect to a user who intends to use the
multifunction peripheral, a user authentication processing so
as to give, only to a user to be given permission to use the
multifunction peripheral, permission to log in to the multi-
function peripheral,

in a case where an instruction to carry out the printing
processing is received from the input section, the control
section setting, as an execution user who carries out the
printing processing, a user who is currently logged in to
the multifunction peripheral.

5. The multifunction peripheral as set forth in claim 2,
wherein in a case where the printing processing is carried out
using the first function, the control section sets, as an execu-
tion user who carries out the printing processing, a user des-
ignated by a user who gives, from the input section, an
instruction to carry out the printing processing.

6. A multifunction peripheral as set forth in claim 5, further
comprising a display section configured to display informa-
tion to be presented to a user, the control section (i) displaying
a list of users who are available, to be designated as an
execution user who carries out the printing processing, by the
user who gives from the input section the instruction to carry
out the printing processing, and (ii) setting, as the execution
user who carries out the printing processing, a user selected,
from among the users included in the list, by the user who
gives the instruction to carry out the printing processing.

7. A printing method of a printing system in which a mul-
tifunction peripheral and an information processing appara-
tus are connected to each other via a communication network
so as to communicate with each other, and the multifunction
peripheral has (i) a first function of carrying out printing
processing in accordance with an instruction which an input
section included in the multifunction peripheral receives from
a user and (ii) a second function of carrying out printing
processing in accordance with an instruction from an appli-
cation that operates on the information processing apparatus,

the multifunction peripheral being configured such that

in a case where the printing processing is carried out
using the second function, the multifunction periph-
eral (i) setting, as an execution user who carries out
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the printing processing, a user designated by the
application and (ii) carrying out the printing process-
ing,

in a case where the printing processing is carried out
using the first function, the multifunction peripheral
(1) setting, as an execution user who carries out the
printing processing, a user inputted or designated
from the input section and (ii) carrying out the print-
ing processing, and

in a case where an execution user who carries out the
printing processing using the first function and an
execution user who carries out the printing processing
using the second function are identical, the multifunc-
tion peripheral causing history information of the
printing processing corresponding to the execution
user to be updated in accordance with a result of
carrying out the printing processing, regardless of
whether the first function is used or the second func-
tion is used, and

the application being configured such that

in a case where the application causes the multifunction
peripheral to carry out the printing processing using
the second function, the application transmits, to the
multifunction peripheral, printing data and informa-
tion indicative of the execution user who carries out
the printing processing.
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processing, regardless of whether the first function is
used or the second function is used,

in a case where the information processing apparatus

causes the multifunction peripheral to carry out the
printing processing using the second function, the infor-
mation processing apparatus carrying out printing data
transmission processing of transmitting printing data
and information indicative of an execution user who
carries out the printing processing to the multifunction
peripheral.

9. A computer-readable non-transitory storage medium, in
which an application program for causing a computer
included in an information processing apparatus as set forth
in claim 8 to carry out the printing data transmission process-
ing is stored.

10. A printing method carried out with an information
processing apparatus connected to a multifunction peripheral
s0 as to communicate with the multifunction peripheral via a
communication network,

the multifunction peripheral having:

a first function of carrying out printing processing in
accordance with an instruction which an input section
included in the multifunction peripheral receives
from a user;

a second function of carrying out printing processing in
accordance with an instruction from the information

8. An information processing apparatus which carries out
printing processing with a multifunction peripheral con-
nected to the information processing apparatus via a commu-
nication network so as to communicate with the information
processing apparatus,

the multifunction peripheral having:

processing apparatus connected to the multifunction
peripheral via the communication network so as to
communicate with the multifunction peripheral;
astoring function of storing history information of print-
ing processing such that the history information is
associated with an execution user who carries out the

a first function of carrying out printing processing in
accordance with an instruction which an input section
included in the multifunction peripheral receives
from a user;

a second function of carrying out printing processing in
accordance with an instruction from the information
processing apparatus connected to the multifunction
peripheral via the communication network so as to
communicate with the multifunction peripheral;

a storing function of storing history information of print-
ing processing such that the history information is
associated with an execution user who carries out the
printing processing;

a function of, in a case where the printing processing is
carried out using the second function, (i) setting, as an
execution user who carries out the printing process-
ing, a user designated by the information processing
apparatus and (ii) carrying out the printing process-
ing;

a function of, in a case where the printing processing is
carried out using the first function, (i) setting, as an
execution user who carries out the printing process-
ing, a user inputted or designated from the input sec-
tion and (ii) carrying out the printing processing; and

a function of, in a case where an execution user who
carries out the printing processing using the first func-
tion and an execution user who carries out the printing
processing using the second function are identical,
causing history information of the printing processing
corresponding to the execution user to be updated in
accordance with a result of carrying out the printing

printing processing;

a function of, in a case where the printing processing is
carried out using the second function, (i) setting, as an
execution user who carries out the printing process-
ing, a user designated by the information processing
apparatus and (ii) carrying out the printing process-
ing;

a function of, in a case where the printing processing is
carried out using the first function, (i) setting, as an
execution user who carries out the printing process-
ing, a user inputted or designated from the input sec-
tion and (ii) carrying out the printing processing; and

a function of, in a case where an execution user who
carries out the printing processing using the first func-
tion and an execution user who carries out the printing
processing using the second function are identical,
causing history information of the printing processing
corresponding to the execution user to be updated in
accordance with a result of carrying out the printing
processing, regardless of whether the first function is
used or the second function is used,

in a case where the information processing apparatus
causes the multifunction peripheral to carry out the
printing processing using the second function, the infor-
mation processing apparatus carrying out printing data
transmission processing of transmitting printing data
and information indicative of an execution user who
carries out the printing processing to the multifunction
peripheral.



