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A method performed by a network device includes: receiv-
ing a first packet by the network device, wherein the first
packet is tapped from a network; identifying a session to
which the first packet belongs when the first packet has one
or more values that at least partially match one or more
terms, wherein the act of identifying the session is per-
formed by the network device; receiving a second packet by
the network device; determining whether the second packet
belongs to the session; and performing a packet processing
action by the network device based on the identified session;
wherein the session is identified based on a first criterion,

Int. CL and the act of determining whether the second packet
HO4L 1226 (2006.01) belongs to the session is performed based on a second
HO4L 1226 (2006.01) criterion that is different from the first criterion.
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202~
Receiving a first packet by the nelwork device,
wihersin the first packet is tapped from a
network
204~ ,

fdentifying a session to which the first packet belongs

when the first packet has one or more values that al

least partially match one or more terms, wherein the
act of identifying the session is performed by the

netowork device
206~ ,
Receiving a second packet by the network device
208~ ,
Determining whether the second packet belongs fo
the session
210~ r

Performing a packet processing action by the neltwork
device for the first and second packets based on the
identified session
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402~
Receiving a first plurality of packets by
the nelwork device, wherein the first
plurality of packets are fapped from a
network
404~ 1

Storing the first plurality of packets in a
buffer as buffered packets

405“\\ &

Receiving an additional packet by the
network device after the first plurality of

packets are received
408~ x
identifying a session to which the
additional packet belongs
4 7@ ™ ¥

Retroactivity processing at least some of
the buffered packets Dy the network
device based on the identified session
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SESSION AWARE ADAPTIVE PACKET
FILTERING

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a divisional of copending U.S.
patent application Ser. No. 14/671,048, filed Mar. 27, 2015,
which application is incorporated by reference herein in its
entirety.

FIELD

[0002] This application relates generally to network
devices, and more specifically, to systems and methods for
processing packets tapped from a network.

BACKGROUND

[0003] Network switch devices have been used to forward
packets from one node to another node. For example,
network switch devices have been used in traffic production
network to communicate packets transmitted from a first
node to a second node, wherein the second node is an
intended recipient of the packets generated by the first node.
[0004] An embodiment described herein relates to another
type of network switch device that operates in an out-of-
band configuration. Such network switch device is config-
ured to tap packets from a traffic production network, and
therefore it is not a part of the traffic production network.
Such network switch device may include one or more
instrument ports for transmitting packets to one or more
instruments for monitoring network traffic. An embodiment
described herein provides a network switch device for
processing packets for transmission to one or more network
monitoring instruments based on an identified session.

SUMMARY

[0005] A method performed by a network device includes:
receiving a first packet by the network device, wherein the
first packet is tapped from a network; identifying a session
to which the first packet belongs when the first packet has
one or more values that at least partially match one or more
terms, wherein the act of identifying the session is per-
formed by the network device; receiving a second packet by
the network device; determining whether the second packet
belongs to the session; and performing a packet processing
action by the network device based on the identified session;
wherein the session is identified based on a first criteria, and
the act of determining whether the second packet belongs to
the session is performed based on a second criteria that is
different from the first criteria.

[0006] Optionally, the one or more terms comprises a first
term; the one or more values comprise a regular expression;
and the act of identifying the session comprises determining
whether the regular expression in the first packet at least
partially matches the first term.

[0007] Optionally, the first packet and the second packet
belong to different types of network traffic, respectively.
[0008] Optionally, the first packet belongs to a root con-
versation between two nodes, and the second packet belongs
to a child conversation.

[0009] Optionally, the session is unidirectional.
[0010] Optionally, the session is bi-directional.
[0011] Optionally, the first packet is a copy of a packet

being transmitted from a first node to a second node, and the
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second packet is a copy of a packet being transmitted from
the second node to the first node.

[0012] Optionally, the act of performing the packet pro-
cessing action comprises forwarding the first packet to one
or more instrument ports at the network device, dropping the
first packet, or modifying the first packet.

[0013] Optionally, the act of performing the packet pro-
cessing action comprises forwarding all packets belonging
to the session received after the first packet is received to one
or more instrument ports at the network device.

[0014] Optionally, the act of performing the packet pro-
cessing action comprises forwarding a subset of all packets
belonging to the session received after the first packet is
received to one or more instrument ports.

[0015] Optionally, the subset is user-defined based on a
number of packets, and/or a prescribed duration.

[0016] Optionally, the act of performing the packet pro-
cessing action comprises dropping some or all packets
identified based on the second criteria, or forwarding some
or all packets identified based on the second criteria to the
one or more instrument ports.

[0017] Optionally, the act of performing the packet pro-
cessing action comprises forwarding the first packet, and
wherein the method further comprises: buffering packets
associated with the session before the session is identified,
wherein the act of buffering is performed until the session is
identified; dropping or forwarding some or all of the buft-
ered packets associated with the session after the session is
identified; and dropping or forwarding additional packets,
the additional packets being received by the network device
after the session is identified.

[0018] Optionally, the method further includes receiving
additional packets by the network device before the first
packet is received.

[0019] Optionally, the method further includes buffering
the additional packets until the session is identified.

[0020] Optionally, the act of performing the packet pro-
cessing action comprises retroactively forwarding some or
all packets belonging to the session in the additional packets
to one or more instrument ports at the network device, or
dropping some or all of the additional packets.

[0021] Optionally, the additional packets are buffered
packets.
[0022] Optionally, a size of the buffered packets is based

on a maximum buffering time and/or a maximum size.
[0023] Optionally, the buffered packets include packets
belonging to the session that are received before the first
packet, and method further includes retroactively identifying
the packets belonging to the session from the buffered
packets.

[0024] Optionally, the method further includes performing
a cleaning process for the session when a user-defined time
is reached, when a maximum number of sessions is reached,
when there is an inactivity for a prescribed duration, or when
another criteria is met.

[0025] Optionally, the network device comprises a single
network appliance or multiple network appliances.

[0026] A network device includes: a network port for
receiving a first packet and a second packet, wherein the first
packet and the second packet are tapped from a network; one
or more instrument ports for communication with one or
more network monitoring instruments and/or one or more
medium; and a processing unit coupled to the network port
and the one or more instrument ports, wherein the process-
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ing unit is configured for identitying a session to which the
first packet belongs when the first packet has one or more
values that at least partially match one or more terms,
determining whether the second packet belongs to the ses-
sion, and performing a packet processing action based on the
identified session; wherein the processing unit is configured
to identify the session based on a first criteria, and to
determine whether the second packet belongs to the session
based on a second criteria that is different from the first
criteria.

[0027] Optionally, the one or more terms comprises a first
term; the one or more values comprise a regular expression;
and the processing unit is configured for identifying the
session by determining whether the regular expression in the
first packet at least partially matches the first term.

[0028] Optionally, the first packet and the second packet
belong to different types of network traffic, respectively.
[0029] Optionally, the first packet belongs to a root con-
versation between two nodes, and the second packet belongs
to a child conversation.

[0030] Optionally, the session is unidirectional.
[0031] Optionally, the session is bi-directional.
[0032] Optionally, the first packet is a copy of a packet

being transmitted from a first node to a second node, and the
second packet is a copy of a packet being transmitted from
the second node to the first node.

[0033] Optionally, the processing unit is configured to
perform the packet processing action by forwarding the first
packet to one or more instrument ports at the network
device, dropping the first packet, or modifying the first
packet.

[0034] Optionally, the processing unit is configured to
perform the packet processing action by forwarding all
packets belonging to the session received after the first
packet is received to the one or more instrument ports.
[0035] Optionally, the processing unit is configured to
perform the packet processing action by forwarding a subset
of all packets belonging to the session received after the first
packet is received to the one or more instrument ports.
[0036] Optionally, the subset is user-defined based on a
number of packets, and/or a prescribed duration.

[0037] Optionally, the processing unit is configured to
perform the packet processing action by dropping some or
all packets identified based on the second criteria, or by
forwarding some or all packets identified based on the
second criteria to the one or more instrument ports.

[0038] Optionally, the processing unit is configure for
performing the packet processing action by forwarding the
first packet; wherein the network device further comprises a
buffer for buffering packets associated with the session
before the session is identified, and wherein the buffer is
configured for buffering the packets associated with the
session until the session is identified; and wherein the
processing unit is further configured for: dropping or for-
warding some or all of the buffered packets associated with
the session after the session is identified; and dropping or
forwarding additional packets, the additional packets being
received by the network device after the session is identified.
[0039] Optionally, the network port is also for receiving
additional packets before the first packet is received.
[0040] Optionally, the network device further comprises a
buffer for buffering the additional packets until the session
is identified.
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[0041] Optionally, the processing unit is configured to
perform the packet processing action by retroactively for-
warding some or all of packets belonging to the session in
the additional packets to the one or more instrument ports,
or by dropping some or all of the additional packets.
[0042] Optionally, the network device further comprises a
buffer for storing the additional packets as buffered packets.
[0043] Optionally, a size of the buffered packets is based
on a maximum buffering time and/or a maximum size.
[0044] Optionally, the buffered packets include packets
belonging to the session that are received before the first
packet, and the processing unit is configured to retroactively
identify the packets belonging to the session from the
buffered packets.

[0045] Optionally, the processing unit is configured to
perform a cleaning process for the session when a user-
defined time is reached, when a maximum number of
sessions is reached, when there is an inactivity for a pre-
scribed duration, or when another criteria is met.

[0046] Optionally, the network device comprises a single
network appliance or multiple network appliances.

[0047] A product includes a non-transitory medium stor-
ing a set of instruction, an execution of which by a process-
ing unit in a network device causes a method to be per-
formed, the method comprising: receiving a first packet by
the network device, wherein the first packet is tapped from
a network; identifying a session to which the first packet
belongs when the first packet has one or more values that at
least partially match one or more terms; receiving a second
packet by the network device; determining whether the
second packet belongs to the session; and performing a
packet processing action based on the identified session.
[0048] A method performed by a network device includes:
receiving a first plurality of packets by the network device,
wherein the first plurality of packets are tapped from a
network; storing the first plurality of packets in a buffer as
buffered packets; receiving an additional packet by the
network device after the first plurality of packets are
received; identifying a session to which the additional
packet belongs; and retroactively processing at least some of
the buffered packets by the network device based on the
identified session.

[0049] Optionally, the act of retroactively processing the
at least some of the buffered packets comprises determining
whether the at least some of the buffered packets belong to
the identified session.

[0050] Optionally, the act of retroactively processing the
at least some of the buffered packets comprises forwarding
some or all packets belonging to the session in the buffered
packets to one or more instrument ports at the network
device.

[0051] Optionally, the buffered packets comprise a first
buffered packet that is a copy of a packet being transmitted
from a first node to a second node, and a second packet that
is a copy of a packet being transmitted from the second node
to the first node.

[0052] Optionally, the act of retroactively processing the
at least some of the buffered packets comprises dropping at
least one of the buffered packets, or modifying at least one
of the buffered packets.

[0053] Optionally, the method further includes: receiving
a second plurality of packets belonging to the identified
session after the additional packet is received; and forward-
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ing all of the second plurality of packets received after the
additional packet is received to one or more instrument ports
at the network device.

[0054] Optionally, the method further comprises: receiv-
ing a second plurality of packets belonging to the identified
session after the additional packet is received; and forward-
ing a subset of the second plurality of packets received after
the additional packet is received to one or more instrument
ports.

[0055] Optionally, the subset is user-defined based on a
number of packets, and/or a prescribed duration.

[0056] Optionally, a size of the buffered packets is based
on a maximum buffering time and/or a maximum size.
[0057] A network device includes: a network port for
receiving a first plurality of packets and for receiving an
additional packet after the first plurality of packets are
received, wherein the first plurality of packets are tapped
from a network; one or more instrument ports for commu-
nication with one or more network monitoring instruments
and/or one or more medium; a buffer for storing the first
plurality of packets as buffered packets; and a processing
unit coupled to the network port and the one or more
instrument ports, wherein the processing unit is configured
for identifying a session to which the additional packet
belongs, and retroactively processing at least some of the
buffered based on the identified session.

[0058] Optionally, the processing unit is configured for
retroactively processing the at least some of the buffered
packets by determining whether the at least some of the
buffered packets belong to the identified session.

[0059] Optionally, the processing unit is configured for
retroactively processing the at least some of the buffered
packets by forwarding some or all packets belonging to the
session in the buffered packets to the one or more instrument
ports.

[0060] Optionally, the buffered packets comprise a first
buffered packet that is a copy of a packet being transmitted
from a first node to a second node, and a second packet that
is a copy of a packet being transmitted from the second node
to the first node.

[0061] Optionally, the processing unit is configured for
retroactively processing the at least some of the buffered
packets by dropping at least one of the buffered packets, or
modifying at least one of the buffered packets.

[0062] Optionally, the network port is also for receiving a
second plurality of packets belonging to the identified ses-
sion after the additional packet is received; and wherein the
processing unit is configured for forwarding all of the
second plurality of packets received after the additional
packet is received to the one or more instrument ports.
[0063] Optionally, the network port is also for receiving a
second plurality of packets belonging to the identified ses-
sion after the additional packet is received; and wherein the
processing unit is configured for forwarding a subset of the
second plurality of packets received after the additional
packet is received to the one or more instrument ports.
[0064] Optionally, the subset is user-defined based on a
number of packets, and/or a prescribed duration.

[0065] Optionally, a size of the buffered packets is based
on a maximum buffering time and/or a maximum size.
[0066] A product includes a non-transitory medium stor-
ing a set of instruction, an execution of which by a process-
ing unit in a network device causes a method to be per-
formed, the method comprising: receiving a first plurality of
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packets by the network device, wherein the first plurality of
packets are tapped from a network; storing the first plurality
of packets in a buffer as buffered packets; receiving an
additional packet by the network device after the first
plurality of packets are received; identifying a session to
which the additional packet belongs; and retroactively pro-
cessing at least some of the buffered packets by the network
device based on the identified session.

[0067] Other and further aspects and features will be
evident from reading the following detailed description of
the embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0068] The drawings illustrate the design and utility of
embodiments, in which similar elements are referred to by
common reference numerals. These drawings are not nec-
essarily drawn to scale. In order to better appreciate how the
above-recited and other advantages and objects are obtained,
a more particular description of the embodiments will be
rendered, which are illustrated in the accompanying draw-
ings. These drawings depict only typical embodiments and
are not therefore to be considered limiting of its scope.
[0069] FIG. 1 illustrates a network device in accordance
with some embodiments;

[0070] FIG. 2 illustrates a method performed by a network
device;
[0071] FIG. 3 illustrates another network device in accor-

dance with other embodiments;

[0072] FIG. 4 illustrates another method performed by a
network device;

[0073] FIG. 5 illustrates a network switch appliance in a
stacked configuration with one or more additional network
switch appliance(s) in accordance with some embodiments;
[0074] FIG. 6 illustrates a deployment of a network switch
appliance in accordance with some embodiments; and
[0075] FIG. 7 illustrates an example of a specialized
computer system with which embodiments described herein
may be implemented.

DESCRIPTION OF THE EMBODIMENTS

[0076] Various embodiments are described hereinafter
with reference to the figures. It should be noted that the
figures are not drawn to scale and that elements of similar
structures or functions are represented by like reference
numerals throughout the figures. It should also be noted that
the figures are only intended to facilitate the description of
the embodiments. They are not intended as an exhaustive
description of the invention or as a limitation on the scope
of the invention. In addition, an illustrated embodiment
needs not have all the aspects or advantages shown. An
aspect or an advantage described in conjunction with a
particular embodiment is not necessarily limited to that
embodiment and can be practiced in any other embodiments
even if not so illustrated, or not so explicitly described.
[0077] An embodiment described herein provides a net-
work device for identifying a session, and for processing
packets for transmission to one or more instrument ports
based on an identified session. The packets may be received
after the session is identified, before the session is identified,
or both.

[0078] FIG. 1 illustrates a network device 100 in accor-
dance with some embodiments. The network device 100
includes a first network port 112, a second network port 114,
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a first instrument port 128, and a second instrument port 129.
The device 100 also includes an integrated circuit 140 with
a processing unit 142, and a housing 146 for containing the
integrated circuit 140 and the integrated circuit 140. In the
illustrated embodiments, the network device 100 also
includes other components, such as a Network PHY (not
shown) coupled to each of the respective ports 112, 114,
wherein the Network PHY's may be considered to be parts of
the integrated circuit 140. Alternatively, the Network PHY's
may be considered to be components that are separate from
the integrated circuit 140. The PHY is configured to connect
a link layer device to a physical medium such as an optical
fiber, copper cable, etc. In other embodiments, instead of the
PHY, the device 100 may include an optical transceiver, or
a SERDES, etc. The housing 146 allows the device 100 to
be carried, transported, sold, and/or operated as a single unit.
The ports 112, 114, 128, 129 are located at a periphery of the
housing 146. In other embodiments, the ports 112, 114, 128,
129 may be located at other locations relative to the housing
146. Although two network ports 112, 114 are shown, in
other embodiments, the device 100 may include more than
two network ports. Also, although two instrument ports 128,
129 are shown, in other embodiments, the device 100 may
include only one instrument port, or more than two instru-
ment ports. In addition, in some cases, the network device
100 may not include any instrument ports for communica-
tion with network monitoring instruments. Furthermore, in
some cases, the instrument ports 128, 129 may be configured
to communicate with one or more instruments. The one or
more instruments may be one or more network monitoring
instruments. In other cases, the one or more instruments may
be one or more non-transitory media, such as one or more
storage devices, one or more databases, one or more servers,
etc.

[0079] During use, the first network port 112 of the device
100 is communicatively coupled (e.g., via a network, such as
the Internet) to a first node 160, and the second network port
114 is communicatively coupled (e.g., via a network, such as
the Internet) to a second node 162. The network device 100
is configured to receive packets from nodes 160, 162 via the
network ports 112, 114. In other cases, there may be only one
network port (e.g., port 112). It should be noted that node
160/162 may represent a tap point or a device from which
tapped packets are obtained. Also, during use, the instrument
ports 128, 129 of the device 100 are communicatively
coupled to respective instruments 170, 172. The instruments
170, 172 may be directly coupled to the device 100, or
communicatively coupled to the device 100 through the
network (e.g., Internet). In some cases, the device 100 is
provided as a single unit that allows the device 100 to be
deployed at a single point along a communication path.

[0080] In the illustrated embodiments, the network device
100 (e.g., the processing unit 142) is configured to receive
packets from node 160 and/or node 162 via the respective
network ports 112, 114, and process the packets in accor-
dance with a predefined scheme. In particular, the processing
unit 142 in the network device 100 is configured to analyze
packets received from node 160 and/or node 162 to identify
a session. Based on the identified session, the processing
unit 142 then performs one or more packet processing
functions, such as packet filtering, packet manipulation,
and/or packet forwarding to one or more instrument ports
(e.g., instrument ports 170, 172, etc.). In some cases, after
the session has been identified, the processing unit 142 may
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forward all packets belonging to the session received sub-
sequently to one or more instrument ports. Alternatively, the
processing unit 142 may forward a subset of all packets
belonging to the session received subsequently to one or
more instrument ports. The subset may be based on user
provided criteria, such as a number of packets and/or a time
duration.

[0081] Also, in some embodiments, the network device
100 may further include a buffer for storing packets as
buffered packets. In such cases, after the session is identified
based on a current packet, the processing unit 142 may then
retroactively process the previously received packets that are
stored in the buffer. For example, the processing unit 142
may determine whether any of the buffered packets belong
to the identified session, and may perform one or more
packet processing functions (such as packet filtering, packet
manipulation, and/or packet forwarding to one or more
instrument ports (e.g., instrument ports 170, 172, etc.)) on
the buffered packets that belong to the identified session.
The size of the buffered packets may be configurable based
on user input in some cases. For example, the size of the
buffered packets may be based on a defined maximum
number of packets (e.g., storing a maximum of 500 giga-
bytes of data, etc.) and/or a defined maximum duration (e.g.,
store packets that are received within 30 minutes, etc.). In
some cases, the buffer may store all packets until a session
is later identified by the processing unit 142. Also, in some
embodiments, the network device 100 may be configured to
clear the buffer when there is no longer any interest to
continue to match packets in a session. The buffer may be
located in the housing 146 of the network switch. Alterna-
tively, the buffer may be located outside the housing 146
(e.g., it may be communicatively coupled to the processing
unit 142 from outside the housing 146).

[0082] In some embodiments, one or more of the network
ports 112, 114 may be configured to receive normal packets
(e.g., packets not from a virtualized network), as well as
virtualized packets (e.g., packets with tunnel format that
includes encapsulation of the original packets resulted from
virtualization technology). In other embodiments, one or
more the network ports 112, 114 may be configured to
receive only non-virtualized packets. In further embodi-
ments, one or more the network ports 112, 114 may be
configured to receive only virtualized packets.

[0083] In one or more embodiments, the integrated circuit
140 may be any switch module that provides packet trans-
mission in accordance with a pre-determined transmission
scheme. In some embodiments, the integrated circuit 140
may be user-configurable such that packets may be trans-
mitted in a one-to-one configuration (i.e., from one network
port to an instrument port). As used in this specification, the
term “instrument port” refers to any port that is configured
to transmit packets to an instrument, wherein the instrument
may be a non-pass through device (i.e., it can only receive
packets intended to be communicated between two nodes,
and cannot transmit such packets downstream), such as a
sniffer, a network monitoring system, an application moni-
toring system, an intrusion detection system, a forensic
storage system, an application security system, a database,
etc., or the instrument may be a pass-through device (i.e., it
can receive packets, and transmit the packets back to the
device 100 after the packets have been processed), such as
an intrusion prevention system.
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[0084] In other embodiments, the integrated circuit 140
may be configured such that the packets may be transmitted
in a one-to-many configuration (i.e., from one network port
to multiple instrument ports).

[0085] In other embodiments, the integrated circuit 140
may be configured such that the packets may be transmitted
in a many-to-many configuration (i.e., from multiple net-
work ports to multiple instrument ports).

[0086] In further embodiments, the integrated circuit 140
may be configured such that the packets may be transmitted
in a many-to-one configuration (i.e., from multiple network
ports to one instrument port).

[0087] In some embodiments, the one-to-one, one-to-
many, many-to-many, and many-to-one configurations are
all available for allowing a user to selectively configure the
device 100 so that the packets (or certain types of packets)
are routed according to any one of these configurations. In
some embodiments, the packet movement configuration is
predetermined such that when the network device 100
receives the packets, the network device 100 will automati-
cally forward the packets to the ports based on the prede-
termined packet movement configuration (e.g., one-to-one,
one-to-many, many-to-many, and many-to-one).

[0088] In accordance with some embodiments, the inte-
grated circuit 140 may have the functionalities of a conven-
tional packet switch except that it provides visibility into
various parts of a network. Thus, embodiments of the
integrated circuit 140 may operate like a conventional
managed packet switch, but providing packet monitoring
function. This is accomplished by configuring the integrated
circuit 140 to operate as a circuit switch under certain
circumstances. In some embodiments, the configuring of the
managed packet switch may be performed by utilizing a
CPU interface of the switch to modify appropriate registers
in the switch to allow for the desired operation. Also, in
some embodiments, the integrated circuit 140 may be an
“out-of-band” network switch, which is configured to obtain
packets and pass them to an instrument or to a network that
is different from that associated with the original intended
destination of the packets.

[0089] Also, the term “out-of-band” device/switch refers
to a device that is not involved in a transmission of a packet
(that is transmitted from node 1 and intended for reception
by node 2) to the intended receiving node 2. In some cases,
a device may be both an in-band device and an out-of-band
device with respect to processing different packets. For
example, the network device 100 may be an in-band device
if it receives a packet (intended for transmission from node
1 to node 2) from a network, and passes the packet back to
the network (e.g., after the packet has been processed by a
pass-through monitoring tool) for transmission downstream
to the node 2. The same network device 100 may also be an
out-of-band device if it receives another packet from the
network, and does not pass the packet back to the network
for transmission to the intended receiving node.

[0090] It should be noted that the integrated circuit 140
that may be used with the device 100 is not limited to the
examples described above, and that other integrated circuits
140 with different configurations may be used as well. Also,
in one or more embodiments described herein, the integrated
circuit 140 may be implemented using a processor (e.g., a
general purpose processor, a network processor, an ASIC
processor, a FPGA processor, etc.).
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[0091] Inother embodiments, the network device 100 may
optionally include an additional processing unit (e.g., a
processor) communicatively coupled to the processing unit
142. The additional processing unit may be used to perform
additional packet processing, such as header stripping, in
some embodiments. For example, in some embodiments, the
additional processing unit may be configured to receive only
packets with a tunnel format, such as that used in a virtu-
alized network. In one implementation, the processing unit
142 or the integrated circuit 140 is configured to pass all
packets with a tunnel format to the additional processing
unit, and does not pass packets without any tunnel format
(e.g., packets that are not associated with a virtualized
network) to the additional processing unit. Upon receiving a
packet with a tunnel format, the additional processing unit
then removes one or more headers from the packet. By
means of non-limiting examples, the additional processing
unit may be configured to remove an outer MAC header, an
outer IP header, an outer UDP header, or any combination of
the foregoing, from the packet. In some embodiments, after
the additional processing unit performs header stripping on
the packet, the additional processing unit then passes the
packet back to the integrated circuit 140. The integrated
circuit 140 then transmits the packet to one or more of the
instrument ports 128, 129 according to a pre-determined
transmission scheme (e.g., one-to-one, one-to-many, many-
to-one, many-to-many, etc.) as discussed previously. In other
embodiments, in addition to performing packet stripping, the
additional processing unit may also be configured to perform
other packet processing functions on the received packet. In
some embodiments, the additional processing unit may be
located outside the housing of the network device 100.

[0092] In other embodiments, the additional processing
unit may be a part of the integrated circuit 140. For example,
the additional processing unit may be considered to be a part
of the processing unit 142. Also, in some embodiments, the
additional processing unit may be a general purpose pro-
cessor, a network processor, an ASIC processor, a FPGA
processor, or any of other types of processor. In other
embodiments, the additional processing unit may be any
hardware, software, or combination thereof.

[0093] In the illustrated embodiments, the processing unit
142 is illustrated as a component of the integrated circuit
140. In some cases, the processing unit 142 may be one or
more processors in the integrated circuit 140. In other cases,
the processing unit 142 may be one or more circuit compo-
nents that are parts of the integrated circuit 140. In other
embodiments, the processing unit 142 may be a separate
component from the integrated circuit 140. The processing
unit 142 may be implemented using a processor, such as a
general processor, a network processor, an ASIC processor,
a FPGA processor, etc. In other embodiments, the process-
ing unit 142 may be a field processor. In further embodi-
ments, the processing unit 142 may be a network card. The
processing unit 142 may be implemented using one or more
processors, wherein one or more of the processors may be
considered to be a part of the network device 100 or not.
Also, in some embodiments, the integrated circuit 140 may
include ternary content-addressable memory (TCAM). The
integrated circuit 140 may be configured to perform various
packet processing functions, included but not limited to
packet filtering, packet routing, packet switching, packet
mirroring, packet aggregation, etc.
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[0094] As shown in the figure, the network device 100
further includes a port 180 for receiving configuration
information 182 to thereby configure the integrated circuit
140 (e.g., the processing unit 142 in the packet switch). In
some embodiments, the port 180 may be a separate and
different port from the network ports 112, 114. In other
embodiments, the port 180 may be a network port, like the
network ports 112, 114, or may be implemented using one or
both of the network ports 112, 114. In such cases, in addition
to receiving the information 182, the port 180 may also
receive network traffic that are being communicated
between nodes (e.g., nodes 160, 162). Also, in further
embodiments, the device 100 may include multiple ports
180 for receiving configuration information 182. In some
cases, one or more of the ports 180 may be used to
implement the network ports 112, 114, thereby allowing the
same port(s) 180 for receiving the configuration information
182 to also receive network traffic.

[0095] FIG. 2 illustrates a method 200 performed by the
network device 100 of FIG. 1 in accordance with some
embodiments. In other embodiments, the method 200 may
be performed by other types of network devices, or other
devices having different configurations as those described
with reference to FIG. 1.

[0096] First the network device 100 receives a first packet
that is tapped from a network (item 202). It should be noted
that the term “tapped” or any of similar terms (e.g., tap,
tapping) refers to the act of obtaining packet from a network,
which may be accomplished using any technique (e.g., port
mirroring, tap device, etc.). In some cases, the act of
receiving the first packet may be performed by one or more
network ports (e.g., network port 112, network port 114,
etc.) at the network device 100. In other cases, the act of
receiving the first packet may be performed by the process-
ing unit 142.

[0097] Next, the processing unit 142 identifies a session
based on the first packet (item 204). In the illustrated
embodiments, the session to which the first packet belongs
is identified when the first packet has one or more values that
at least partially match one or more terms. In some cases, the
one or more terms may comprise a first term, the one or more
values may comprise a regular expression, and the act of
identifying the session may include determining whether the
regular expression in the first packet at least partially
matches the first term. In other cases, the one or more terms
may include a string, or a combination of a string and a
regular expression.

[0098] Next, the network device 100 receives a second
packet (item 206).

[0099] Next, the processing unit 142 determines whether
the second packet belongs to the previously identified ses-
sion (item 208).

[0100] Next, the processing unit 142 performs a packet
processing action based on the identified session (item 210).
In some cases, the act of performing the packet processing
action may include forwarding the first packet to one or
more instrument ports at the network device 100, dropping
the first packet, or modifying the first packet. In some cases,
packet dropping may be desirable because a certain network
monitoring tool may not care certain types of traffic. For
example, in some cases, a user may be interested that there
is youtube video being transmitted, but not the youtube
content itself. In such cases, the youtube video packets may
be dropped. Packet dropping may also be desirable for
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offloading tool(s). For example, some or all traffic associated
with a certain session may be dropped (e.g., discarded).
Also, the act of performing the packet processing action may
further include forwarding some or all packets (belonging to
the identified session) received after the first packet is
received to one or more instrument ports at the network
device. For example, the packet processing action may be a
user-configured action that prescribes a certain number of
packets to be forwarded (e.g., forward the next 20 packets,
etc.).

[0101] Alternatively, or additionally, the act of performing
the packet processing action may include forwarding a
subset of all packets (belonging to the identified session)
received after the first packet is received to one or more
instrument ports. In some cases, the subset may be user-
defined based on a number of packets (e.g., forward only the
first 30 packets, etc.), and/or a prescribed duration (e.g.,
forward only packets received within 3 minutes, etc.). For-
warding only a subset of all packets belonging to a same
session may be desirable in some cases, because a user of the
network device 100 may not be interested in receiving all
packets belonging to the same session. For example, the user
may be interested in determining statistics indicating a
number of successfully transmitted sessions. In such cases,
if a certain number of packets (e.g., 20) has been success-
fully transmitted, then it may be inferred that the rest of the
packets will also be transmitted successfully.

[0102] In one implementation, for performing items 204
and 210, the processing unit 142 may be configured to
inspect protocol headers inside a packet and then perform
forward or drop action based on the values of the protocol
header fields. The processing unit 142 may also search for
specific data pattern at a particular offset, between two
offsets, or the whole packet. Protocol headers that the
processing unit 142 may inspect may include Ethernet,
VLAN, MPLS, VNTAG, IPv4, IPv6, TCP, UDP, GTP,
VXLAN, ERSPAN, GRE, etc.

[0103] Sometimes all packets belonging to the same traffic
flow or session may be needed by the network monitoring
instrument(s). The processing unit 142 may be configured to
identify traffic belonging to the same flow session. When a
packet matches a filter rule defined in the network device
100, the processing unit 142 will gather the flow session
information from that packet and subsequent packets belong
to the same flow session will be identified and forward to the
same network monitoring instrument(s). Flow session may
be user defined and may include source IP address, desti-
nation IP address, source layer 4 port number, destination
layer 4 port number, protocol value in IP header, source
MAC address, destination MAC address, MPLS label,
VLAN-id, IPv4 TOS, GTPU-TEID, or any combination of
the above protocol header fields.

[0104] In some cases, the session identified by the pro-
cessing unit 142 in item 204 is based on a first criteria, and
the act of determining whether the second packet belongs to
the session by the processing unit 142 in item 208 is
performed based on a second criteria that is different from
the first criteria. Accordingly, the first criteria for identifying
the session may differ from the second criteria for identify-
ing other packets that are associated with (e.g., belonging to)
the session. Thus, the definition of “session” may be based
on a number of different criteria. Such technique allows the
first and second packets to be grouped as belonging to a
same session, which may otherwise be considered as unas-
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sociated with each other. In some embodiments, the first
criteria and/or the second criteria may be based on packet
header information. Also, in some embodiments, the first
criteria may be a regular expression pattern, which when
matched by a packet, would indicate that a session has been
identified, and the second criteria may be based on header
information (such as source IP, destination IP, source TCP,
destination TCP, UDP port, etc., or any combination of the
foregoing).

[0105] Also, in some cases, the above technique allows
different types of network traffic to be considered as parts of
a same session. For example, the criteria for identifying the
session may be based on a matching of a certain regular
expression (e.g., “Washington” or “ington”) in an email
packet. After the session is identified, the processing unit
142 may look for additional packets that have the same
regular expression, regardless of whether the additional
packets are email packets or not. For example, the second
packet may be a web packet that has the same regular
expression. In such cases, the processing unit 142 may
determine that the second packet belong to the same session
to which the first packet also belongs. Thus, in some cases,
the above technique allows different types of network traffic
to be considered as parts of a same session.

[0106] Also, in some cases, the first packet may belong to
a root conversation (e.g., TCP root conversation) between
two nodes, and the second packet may belong to a child
conversation (e.g., TCP child conversation).

[0107] In further cases, the first packet may belong to a
first webpage content, and the second packet may belong to
a second webpage content, wherein the first and second
webpage contents may belong to different respective frames
that are opened in a browser.

[0108] In still further cases, if there is a match and a
session has been identified, then the processing unit 142 may
process subsequent packets that belong to the same session
(even if there are no matches in subsequent packets). For
example, in some embodiments, a first criteria, such as a
regular expression or regular expression pattern, may be
used by the network device to determine if there is a match
by a packet. If there is a match, it would indicate that a
session has been identified. Also, a second criteria, such as
header information (e.g., source IP, destination IP, source
TCP, destination TCP, UDP port, etc., or any combination of
the foregoing) may be used to determine if additional
packets (e.g., packets received before and/or after the ses-
sion has been identified) are associated with the identified
session. Accordingly, even if an additional packet (received
before or after the session is identified) does not meet the
first criteria, the additional packet may be considered as
belonging to the identified session if the additional packet
satisfies the second criteria.

[0109] Insomeembodiments, the processing unit 142 may
be configured to identify packets belonging to a session that
is unidirectional, and perform packet processing on those
identified packets. In other embodiments, the processing unit
142 may be configured to identify packets belonging to a
session that is bi-directional, and perform packet processing
on those identified packets. For example, the first packet
may be a copy of a packet being transmitted from a first node
to a second node, and the second packet may be a copy of
a packet being transmitted from the second node to the first
node. For bi-directional session, after the session is identi-
fied, the processing unit 142 may identify all packets (i.e.,
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packets being communicated in both directions) received
afterwards that belong to that session, and perform packet
processing on those packets.

[0110] In some cases, the processing unit 142 may also be
configured to retroactively perform packet processing for
packets that are received before the session is identified,
wherein the act of retroactively performing packet process-
ing is performed after the session is identified. For example,
the method 200 may further include receiving additional
packets by the network device 100 (e.g., by one or more
network ports at the network device 100) before the first
packet is received. The packets may be stored in a buffer as
buffered packets. The buffer, which is communicatively
coupled to the processing unit 142, may be inside the
housing 146 of the network device 100, or may be external
to the housing 146 of the network device 100. In some cases,
a size of the buffered packets may be based on a maximum
buffering time and/or a maximum size, which is defined by
a user.

[0111] In some cases, the act of retroactively performing
packet processing may involve the processing unit 142
analyzing the buffered packets to identify all packets that
belong to the identified session. Also, the act of retroactively
performing packet processing may include dropping a
packet, modifying a packet, or forwarding a packet, based on
the identified session. For example, some or all packets
belonging to a session may be dropped.

[0112] In some cases, the act of retroactively performing
the packet processing action may include retroactively for-
warding all of the packets (belonging to the identified
session) in the buffered packets to one or more instrument
ports at the network device 100. Such feature may be
advantageous because there may be cases where the network
monitoring instrument(s) need a complete TCP flow includ-
ing the initial TCP handshake. If the matching for identify-
ing a session occurs on data after the TCP handshake, the
processing unit 142 will be able to retroactively provide the
TCP handshake packets by processing the buffered packets
that were received before the session is identified, thereby
allowing a complete TCP bidirectional flow be forwarded to
the network monitoring instrument(s).

[0113] Also, in some cases, the act of retroactively per-
forming the packet processing action may include retroac-
tively forwarding some (but not all) of the packets (belong-
ing to the identified session) in the buffered packets to one
or more instrument ports at the network device 100. For
example, in the scenario in which only some, but not all, of
the packets belonging to the identified session are for-
warded, a user may prescribe a certain number of packets
(e.g., the first 100 packets, etc.) be forwarded. Alternatively,
the user may prescribe a duration (e.g., packets received
within 10 minutes, etc. be forwarded).

[0114] In some cases, if a match does not occur within a
certain user-defined number of packets or user-defined dura-
tion, then the previously buffered packets may be dropped,
forwarded (e.g., to a device for storage), or modified based
on user criteria.

[0115] It should be noted that the method 200 is not
limited to the order of the items 202-210 described previ-
ously, and that the order of the items 202-210 may be
different in different embodiments. For example, in other
cases, the item 210 may be performed first before item 206
and/or item 208 is performed. Also, in other cases, item 206
may be performed before item 204 is performed.
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[0116] In the above embodiments, the network device 100
is illustrated as having instrument ports 128, 129 for out-
putting packets to respective network monitoring instru-
ments 170, 172. In other embodiments, the network device
100 may have only one instrument port for communication
with only one network monitoring instrument.

[0117] Also, in some embodiments, the integrated circuit
140 may be a specialized integrated circuit configured to
perform various functions described herein. In addition, in
some embodiments, the processing unit 142 may be a
specialized processing unit configured to perform various
functions described herein. The processing unit 142 and the
integrated circuit 140 improve existing technology. For
example, the network device 100 allows packets that may
previously be considered to be unrelated or belonging to
different sessions, to be identified as belonging to a same
session for the purpose of passing the packets downstream
(e.g., to one or more network monitoring instruments and/or
to one or more media). Also, the network device 100 allows
previously buffered packets to be retroactively forwarded
downstream (e.g., to one or more network monitoring instru-
ments and/or to one or more media) that is believed to be not
possible or not done previously.

[0118] Also, in other embodiments, one or more instru-
ment ports may be configured to communicate with one or
more non-transitory medium. FIG. 3 illustrates another
network device 100 in accordance with other embodiments.
The network device 100 of FIG. 3 is the same as the network
device of FIG. 1, except that the network device 100 of FIG.
3 has an instrument port for communication with a storage
system 300. The storage system 300 may include one or
more non-transitory media, such as one or more storage
devices, one or more databases, etc. In other embodiments,
instead of one instrument port for communication with the
storage system 300, the network device 100 may have
multiple instrument ports for communication with respec-
tive storage systems. The network device of FIG. 3 may be
configured to perform the method 200 described with ref-
erence to FIG. 2.

[0119] In the above embodiments, the network device 100
has been described as being configured to identify packets
belonging to a same user-defined session for transmission
downstream to one or more network monitoring instrument,
and/or for determining which instrument port(s) to pass
packets to network monitoring instrument(s). In other
embodiments, instead of transmitting the packets to one or
more network monitoring instrument, the packets may be
transmitted to a non-transitory medium (e.g., one or more
storage devices, one or more databases, one or more data-
centers, etc.) via the one or more instrument ports.

[0120] As discussed, the processing unit 142 may be
configured to retroactively process buffered packets
received before a session is identified. In some cases, such
feature may be implemented regardless of how a session is
identified, and/or regardless of whether packets are received
and processed after the session is identified. FIG. 4 illus-
trates a method 400 of retroactively processing buffered
packets performed by the network device 100 of FIG. 1 in
accordance with some embodiments. In other embodiments,
the method 400 may be performed by other types of network
devices, or other devices having different configurations as
those described with reference to FIG. 1.

[0121] First, a first plurality of packets is received by the
network device 100, wherein the first plurality of packets is
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tapped from a network (item 402). In some cases, the act of
receiving the first plurality of packets may be performed by
one or more network ports (e.g., network ports 112, 114) at
the network device 100. In other cases, the act of receiving
the first plurality of packets may be performed by the
processing unit 142.

[0122] Next, the first plurality of packets is stored in a
buffer as buffered packets (item 404). The buffer, which is
communicatively coupled to the processing unit 142, may be
one or more media in the housing 146 of the network device
100, or one or more media outside the housing 146. In some
cases, a size of the buffered packets is based on a maximum
buffering time and/or a maximum size. For example, a user
may configure the buffer to store a maximum of 400
Gigabytes of packet. As another example, the user may
configure the buffer to store packets received within the last
30 minutes. In further example, the user may configure to
store packets received within the last 30 minutes, or a
maximum of 400 Gigabytes of packets, whichever occurs
first.

[0123] Next, an additional packet is received by the net-
work device after the first plurality of packets are received
(item 406). In some cases, the act of receiving the additional
packet may be performed by one or more network ports
(e.g., network ports 112, 114) at the network device 100. In
other cases, the act of receiving the additional packet may be
performed by the processing unit 142.

[0124] Next, the processing unit 142 identifies a session to
which the additional packet belongs (item 408). Any tech-
nique may be used to identify a session to which the packet
belongs. For example, in one implementation, when a packet
has one or more values (e.g., one or more string, one or more
regular expression, or both) that match one or more pre-
defined values, then the processing unit 142 may determine
that a session has been identified.

[0125] Next, the processing unit 142 retroactively pro-
cesses at least some of the buffered packets based on the
identified session (item 410). In some cases, the act of
retroactively processing the at least some of the buffered
packets comprises determining whether the at least some of
the buffered packets belong to the identified session. The
packets in the buffered packets belonging to the identified
session may be in a unidirectional session. Alternatively, the
packets in the buffered packets belonging to the identified
session may be in a bi-directional session. For example, the
buffered packets may have a first buffered packet that is a
copy of a packet being transmitted from a first node to a
second node, and a second packet that is a copy of a packet
being transmitted from the second node to the first node.

[0126] Also, in some cases, the act of retroactively pro-
cessing the at least some of the buffered packets comprises
forwarding some or all packets belonging to the session in
the buffered packets to one or more instrument ports (e.g.,
instrument port 128, instrument port 129, etc.) at the net-
work device 100. In the scenario in which only some but not
all of the packets belonging to the session are forwarded to
the instrument port(s), the amount of packets being for-
warded may be user-prescribed. For example, the user may
prescribe that only the first 30 packets be forwarded, or only
packets that are received within a certain duration (e.g., 5
minutes) be forwarded.
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[0127] In other cases, the act of retroactively processing
the at least some of the buffered packets comprises dropping
at least one of the buffered packets, or modifying at least one
of the buffered packets.

[0128] Insome cases, the method 400 may further include:
receiving a second plurality of packets belonging to the
identified session after the additional packet is received; and
forwarding all or a subset of the second plurality of packets
received after the additional packet is received to one or
more instrument ports at the network device. The subset may
be user-defined based on a number of packets (e.g., forward
100 packets belonging to the session to the instrument
port(s)), and/or a prescribed duration (e.g., forward packets
received within 3 minutes to the instrument port(s)).

[0129] In some embodiments, the processing unit 142 in
the network device 100 of FIG. 1/FIG. 3 may be a special-
ized processing unit configured to perform one or more
functions described herein. For example, in some embodi-
ments, the processing unit 142 may be configured to identify
a session to which a packet belongs, to analyze additional
packets received after the session is identified to determine
if any of the additional packets belongs to the identified
session, to retroactively process buffered packets to deter-
mine if any of the buffered packets belongs to an identified
session, to retroactively process buffered packets by for-
warding some or all packets in the buffered packets belong-
ing to an identified session to one or more instrument ports,
or any combination of the foregoing. In one implementation,
the processing unit 142 may have a session identification
module that includes an input for receiving a packet and a
comparator for comparing content of the packet with one or
more prescribed values (e.g., regular expression) to deter-
mine if there is a match. If so, the session identification
module that determines that a session has been identified.
Also, in one implementation, the processing unit 142 may
include a packet association module that includes an input
for receiving an additional packet (that is received after the
session has been identified), and a comparator for comparing
content of the additional packet with one or more prescribed
values (e.g., header values) to determine if the additional
packet is associated with the session that has been identified.
In some cases, the input of the packet association module
may also be configured to receive additional packet (that is
received before the session is identified), such as a packet
that is buffered before the session is identified. In such cases,
the comparator of the packet association module is config-
ured to also compare content of the additional packet with
one or more prescribed values (e.g., header values) to
retroactively determine if the buffered packet (received
before the session is identified) is associated with the session
that has been identified.

[0130] Insome cases, the processing unit 142 may include
a user-interface module that is configured to generate infor-
mation for display on a screen. The user-interface may be
configured to allow a user to input one or more criteria for
identifying a session, and/or one or more action rules for
processing packets belonging to certain session. The one or
more action rules may be for processing packets belonging
to certain session that is received after the session is iden-
tified, for retroactively processing packets belonging to
certain session that is received before the session is identi-
fied, or both. For example, the user-interface may allow a
user to prescribe whether to forward all or a subset of all
packets belonging to a certain session that are received after
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the session is identified. In some cases, the subset may be
defined by a user based on a number of packets (e.g., 100
packets to be forwarded to one or more instrument ports) or
a time duration (e.g., forward packets received within 2
minutes to one or more instrument ports). As another
example, the user-interface may allow a user to prescribe
whether to retroactively forward all or a subset of all packets
belonging to a certain session that are received before the
session is identified. In some cases, the subset for the
retroactive processing may be defined by a user based on a
number of packets (e.g., 100 packets to be forwarded to one
or more instrument ports) or a time duration (e.g., forward
packets received within 2 minutes to one or more instrument
ports).

[0131] Also, in some cases, the user-interface module may
generate the information in response to a command entered
by a user. For example, the user may enter a request for a list
of network monitoring instruments and/or medium that are
communicating with the network device 100 (either directly
or indirectly) through certain instrument port(s). In another
example, the user may enter a request for a list of sessions
that have been identified. In further example, the user may
enter a request for packet processing statistics, such as a
number of packets in a certain session that have been
forwarded to which instrument port(s). In response to any of
the above requests, the processing unit 142 (e.g., the user-
interface module therein) may then retrieve the relevant
information from a non-transitory medium, processes them,
and then transmits the information for display on a screen.
The non-transitory medium may be in the network device
100, or may be external to the network device 100 that is
communicating with the non-transitory medium.

[0132] Also, in some embodiments, the user-interface may
allow a user to define an “end of session”. For example, a
user may input a maximum number of packets or a maxi-
mum duration, which when reached, would indicate that an
end of session is reached.

[0133] In addition, in some embodiments, the network
device 100 may be configured to perform a cleaning process
for the session when an end of session is reached. For
example, the cleaning process may include clearing out table
entries, resetting a state of a buffer, deleting stored packets,
etc., or any combination of the foregoing. In some cases, the
end of session may be considered reached when a user-
defined time (e.g., duration) is reached, when a maximum
number of sessions is reached, when there is an inactivity for
a prescribed duration, or when another criteria (e.g., receiv-
ing a TCP reset) is met.

[0134] In the above example, the network device 100 has
been illustrated as a single network appliance. In other
embodiments, the network device may comprise a multiple
network appliances. Thus, as used in this specification, the
term “device” may refer to a single appliance/component, or
to a plurality of appliances/components that are connected or
communicatively coupled together. For example, in other
embodiments, the method 200 may be performed by a
plurality of network switch devices 100 that are stacked
together. Also, in some embodiments, any of the above
features that is described as being performed by the network
switch device may alternatively be performed by a plurality
of network switch devices 100 that are stacked together.
Similarly, in some embodiments, any of the above features
that is described as being performed by the processing unit
142 may alternatively be performed by a plurality of pro-
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cessing units 142 at the respective network switch devices
100 that are stacked together. FIG. 5 illustrates an example
of a stacked configuration in which multiple network switch
devices 1004-1005 are stacked together. Network switch
device 100a is communicatively coupled to a network
monitoring instrument 170a, and nodes 160a, 1605. Net-
work switch device 1005 is communicatively coupled to a
network monitoring instrument 1705, and node 160c. Net-
work switch device 100c¢ is communicatively coupled to
network monitoring instruments 170c, 1704, and node 160d.
In some embodiments, the stacked network switch devices
100 may be considered to be a network switch appliance or
switch device itself. Accordingly, as used in this specifica-
tion, the term “network device” may refer to a single
network appliance, or multiple network appliances.

[0135] FIG. 6 shows the deployment of the network
switch device 100 in a network environment 1000 in accor-
dance with some embodiments. The Internet 1004 is coupled
via routers 1006a-b and firewalls 1068a-b to two switches
1010a and 101056. Switch 1010a is coupled to servers
10124-b and IP phones 1014a-c. Switch 10105 is coupled to
servers 1012¢-e. A sniffer 1016, an IDS 1018 and a forensic
recorder 1020 (collectively, “non-pass through instru-
ments”) are coupled to the device 100. As illustrated in FIG.
6, there is a reduction on the number of non-pass through
instruments in this deployment as compared to a conven-
tional configuration (in which there may be one or more
non-pass through instruments between router 1066a and
firewall 10684, one or more non-pass through instruments
between firewall 1068a and switch 1010a, one or more
non-pass through instruments between router 10665 and
firewall 10685, and firewall 10686 and switch 10104)
because the same non-pass through instruments can now
access information anywhere in the network environment
1000 through the device 100. The user has complete flex-
ibility to channel whatever traffic to whatever instrument or
groups of non-pass through instruments, using the any-to-
any, any-to-many and many-to-one capability of the system
in accordance with the different embodiments described
herein. For example, all the conversations of the IP phones
1014a-c can be easily configured to be sent to an IDS 1018.
It is also possible that traffic inside a particular IP phone
1014a-c¢ connection can be sent to a sniffer 1016, and
Intrusion Detection System 1018 and a forensic recorder
1020 simultaneously via the one-to-many function.

[0136] In some embodiments, when using the device 100,
one or more non-pass through instruments (such as IDS,
sniffer, forensic recorder, etc.) may be connected to instru-
ment port(s), and one or more pass through instruments
(e.g., IPS) may be connected to other instrument port(s)
(e.g., inline port(s)). Such configuration allows non-pass
through instrument(s) and pass through instrument(s) to
simultaneously monitor the network traffic. Each non-pass
through instrument is in listening mode (i.e., it receives
packets intended to be communicated between two nodes),
and each pass through instrument is in pass-thru mode (i.e.,
it receives packets intended to be communicated between
two nodes, processes them, and then pass the packets
downstream towards the intended recipient node). In some
cases, by having both an IDS and an IPS connected to the
device 100, the device 100 can compare whether the IDS or
the IPS sees more threats, and/or can have a redundant
protection such that if the IPS misses any threat, the IDS
may pick it up.
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[0137] Specialized Processing System Architecture

[0138] FIG. 7 is a block diagram that illustrates an
embodiment of a specialized processing system 1200 upon
which embodiments described herein may be implemented.
For example, in some embodiments, the specialized pro-
cessing system 1200 may be used to implement one or more
functions of the processing unit 142 described herein. Pro-
cessing system 1200 includes a bus 1202 or other commu-
nication mechanism for communicating information, and a
specialized processor 1204 coupled with the bus 1202 for
processing information. The specialized processor 1204 may
be used to perform various functions described herein. For
example, in some embodiments, the specialized processor
1204 may be configured to identify a session to which a first
packet belongs, perform a packet processing action (such as,
to forward the first packet to one or more instrument ports,
to drop the first packet, to modify the first packet, etc.) based
on the identified session, to forward all packets or a subset
of all packets belonging to the session received after the first
packet is received to one or more instrument ports, to
retroactively forward some or all packets belonging to the
session that were received before the first packet to one or
more instrument ports, or any combination of the foregoing.

[0139] The processing system 1200 also includes a main
memory 1206, such as a random access memory (RAM) or
other dynamic storage device, coupled to the bus 1202 for
storing information and instructions to be executed by the
processor 1204. The main memory 1206 also may be used
for storing temporary variables or other intermediate infor-
mation during execution of instructions to be executed by
the processor 1204. The processing system 1200 further
includes a read only memory (ROM) 1208 or other static
storage device coupled to the bus 1202 for storing static
information and instructions for the processor 1204. A data
storage device 1210, such as a magnetic disk or optical disk,
is provided and coupled to the bus 1202 for storing infor-
mation and instructions.

[0140] The processing system 1200 may be coupled via
the bus 1202 to a display 1212, such as a cathode ray tube
(CRT) or a LCD monitor, for displaying information to a
user. An input device 1214, including alphanumeric and
other keys, is coupled to the bus 1202 for communicating
information and command selections to processor 1204.
Another type of user input device is cursor control 1216,
such as a mouse, a trackball, or cursor direction keys.
[0141] The processing system 1200 may be used for
performing various functions in accordance with the
embodiments described herein. According to one embodi-
ment, such use is provided by processing system 1200 in
response to processor 1204 executing one or more sequences
of one or more instructions contained in the main memory
1206. Such instructions may be read into the main memory
1206 from a computer-readable medium, such as storage
device 1210. Execution of the sequences of instructions
contained in the main memory 1206 causes the processor
1204 to perform the process steps described herein. One or
more processors in a multi-processing arrangement may also
be employed to execute the sequences of instructions con-
tained in the main memory 1206. In alternative embodi-
ments, hard-wired circuitry may be used in place of or in
combination with software instructions to implement fea-
tures of the embodiments described herein. Thus, embodi-
ments described herein are not limited to any specific
combination of hardware circuitry and software.
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[0142] The term “computer-readable medium” as used
herein refers to any medium that participates in providing
instructions to the processor 1204 for execution. Such a
medium may take many forms, including but not limited to,
non-volatile media, volatile media, and transmission media.
Non-volatile media includes, for example, optical or mag-
netic disks, such as the storage device 1210. A non-volatile
medium may be considered to be an example of a non-
transitory medium. Volatile media includes dynamic
memory, such as the main memory 1206. A volatile medium
may be considered to be another example of a non-transitory
medium. Transmission media includes coaxial cables, cop-
per wire and fiber optics, including the wires that comprise
the bus 1202. Transmission media can also take the form of
acoustic or light waves, such as those generated during radio
wave and infrared data communications.

[0143] Common forms of computer-readable media
include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, or any other magnetic medium, a CD-ROM,
any other optical medium, punch cards, paper tape, any other
physical medium with patterns of holes, a RAM, a PROM,
and EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave as described hereinafter, or any
other medium from which a processor can read.

[0144] Various forms of computer-readable media may be
involved in carrying one or more sequences of one or more
instructions to the processor 1204 for execution. For
example, the instructions may initially be carried on a
magnetic disk of a remote computer. The remote computer
can load the instructions into its dynamic memory and send
the instructions over a telephone line using a modem. A
modem local to the processing system 1200 can receive the
data on the telephone line and use an infrared transmitter to
convert the data to an infrared signal. An infrared detector
coupled to the bus 1202 can receive the data carried in the
infrared signal and place the data on the bus 1202. The bus
1202 carries the data to the main memory 1206, from which
the processor 1204 retrieves and executes the instructions.
The instructions received by the main memory 1206 may
optionally be stored on the storage device 1210 either before
or after execution by the processor 1204.

[0145] The processing system 1200 also includes a com-
munication interface 1218 coupled to the bus 1202. The
communication interface 1218 provides a two-way data
communication coupling to a network link 1220 that is
connected to a local network 1222. For example, the com-
munication interface 1218 may be an integrated services
digital network (ISDN) card or a modem to provide a data
communication connection to a corresponding type of tele-
phone line. As another example, the communication inter-
face 1218 may be a local area network (LAN) card to
provide a data communication connection to a compatible
LAN. Wireless links may also be implemented. In any such
implementation, the communication interface 1218 sends
and receives electrical, electromagnetic or optical signals
that carry data streams representing various types of infor-
mation.

[0146] The network link 1220 typically provides data
communication through one or more networks to other
devices. For example, the network link 1220 may provide a
connection through local network 1222 to a host computer
1224 or to equipment 1226 such as a radiation beam source
or a switch operatively coupled to a radiation beam source.
The data streams transported over the network link 1220 can
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comprise electrical, electromagnetic or optical signals. The
signals through the various networks and the signals on the
network link 1220 and through the communication interface
1218, which carry data to and from the processing system
1200, are exemplary forms of carrier waves transporting the
information. The processing system 1200 can send messages
and receive data, including program code, through the
network(s), the network link 1220, and the communication
interface 1218.

[0147] It should be noted that when a “packet” is
described in this application, it should be understood that it
may refer to the original packet that is transmitted from a
node, or a copy of it. Also, a “packet” may refer to any part
of a packet. For example, a “packet” may be a header of a
packet, a payload of a packet, or both.

[0148] It should be noted that the terms “first”, “second”,
etc., are used to refer to different things, and do not neces-
sarily refer to the order of things. For example, the term
“first packet” may refer to any packet generated and/or
received in any order, and should not be limited to a packet
that is the first in order. Thus, the term “first packet” may be
any packet, such as the first packet in the order, or any packet
after the first packet in the order.

[0149] Although particular embodiments have been
shown and described, it will be understood that they are not
intended to limit the claimed inventions, and it will be
obvious to those skilled in the art that various changes and
modifications may be made without departing from the spirit
and scope of the claimed inventions. The specification and
drawings are, accordingly, to be regarded in an illustrative
rather than restrictive sense. The claimed inventions are
intended to cover alternatives, modifications, and equiva-
lents.

1. A method performed by a network device, comprising:

receiving a first plurality of packets by the network

device, wherein the first plurality of packets are tapped
from a network;

storing the first plurality of packets in a buffer as buffered

packets;

receiving an additional packet by the network device after

the first plurality of packets are received by the network
device;

identifying a session to which the additional packet

belongs; and retroactively processing at least some of
the buffered packets by the network device based on the
identified session.

2. The method of claim 1, wherein the act of retroactively
processing the at least some of the buffered packets com-
prises determining whether the at least some of the buffered
packets belong to the identified session.

3. The method of claim 1, wherein the act of retroactively
processing the at least some of the buffered packets com-
prises forwarding some or all packets belonging to the
session in the buffered packets to one or more instrument
ports of the network device.

4. The method of claim 1, wherein the buffered packets
comprise a first buffered packet that is a copy of a packet
being transmitted from a first node to a second node, and a
second packet that is a copy of a packet being transmitted
from the second node to the first node.

5. The method of claim 1, wherein the act of retroactively
processing the at least some of the buffered packets com-
prises dropping at least one of the buffered packets, or
modifying at least one of the buffered packets.
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6. The method of claim 1, further comprising:

receiving a second plurality of packets belonging to the
identified session after the additional packet is
received; and

forwarding all of the second plurality of packets received
after the additional packet is received at one or more
instrument ports of the network device.

7. The method of claim 1, further comprising:

receiving a second plurality of packets belonging to the
identified session after the additional packet is
received; and

forwarding a subset of the second plurality of packets
received after the additional packet is received at one or
more instrument ports.

8. The method of claim 7, wherein the subset is user-
defined based on a number of packets, and/or a prescribed
duration.

9. The method of claim 1, wherein a size of the buffered
packets is based on a maximum buffering time and/or a
maximum size.

10. A network device, comprising:

a network port to receive a first plurality of packets and to
receive an additional packet after the first plurality of
packets are received, wherein the first plurality of
packets are tapped from a network;

one or more instrument ports through which to commu-
nicate with one or more network monitoring instru-
ments and/or one or more media;

a buffer to store the first plurality of packets as buffered
packets; and

a processing unit coupled to the network port and the one
or more instrument ports, wherein the processing unit
is configured for identifying a session to which the
additional packet belongs, and retroactively processing
at least some of the buffered packets based on the
identified session.

11. The network device of claim 10, wherein the process-
ing unit is configured for retroactively processing the at least
some of the buffered packets by determining whether the at
least some of the buffered packets belong to the identified
session.

12. The network device of claim 10, wherein the process-
ing unit is configured for retroactively processing the at least
some of the buffered packets by forwarding some or all
packets belonging to the session in the buffered packets to
the one or more instrument ports.

13. The network device of claim 10, wherein the buffered
packets comprise a first buffered packet that is a copy of a
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packet being transmitted from a first node to a second node,
and a second packet that is a copy of a packet being
transmitted from the second node to the first node.

14. The network device of claim 10, wherein the process-
ing unit is configured for retroactively processing the at least
some of the buffered packets by dropping at least one of the
buffered packets, or modifying at least one of the buffered
packets.

15. The network device of claim 10, wherein the network
port is also for receiving a second plurality of packets
belonging to the identified session after the additional packet
is received; and

wherein the processing unit is configured for forwarding

all of the second plurality of packets received after the
additional packet is received at the one or more instru-
ment ports.

16. The network device of claim 10, wherein the network
port is also for receiving a second plurality of packets
belonging to the identified session after the additional packet
is received; and

wherein the processing unit is configured for forwarding

a subset of the second plurality of packets received
after the additional packet is received at the one or more
instrument ports.

17. The network device of claim 16, wherein the subset is
user-defined based on a number of packets, and/or a pre-
scribed duration.

18. The network device of claim 10, wherein a size of the
buffered packets is based on a maximum buffering time
and/or a maximum size.

19. A product having a non-transitory medium storing a
set of instructions, an execution of which by a processing
unit in a network device causes the network device to
perform a method comprising:

receiving a first plurality of packets at the network device,

wherein the first plurality of packets are tapped from a
network;

storing the first plurality of packets in a buffer as buffered

packets;

receiving an additional packet by the network device after

the first plurality of packets are received at the network
device;

identifying a session to which the additional packet

belongs; and

retroactively processing at least some of the buffered

packets by the network device based on the identified
session.



