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(57) ABSTRACT

An access control system receives a trigger command for
controlling a ventilation system; determines that the trigger
command includes a lock trigger to hold an entrance door in
a closed position; and induces a locking differential air
pressure between opposite sides of the entrance door in
response to the lock trigger, where the locking differential air
pressure is sufficient to bias the entrance door to contact or
to increase contact with a door frame in the closed position.
The access control system may also determine that the

(51) Inmt. CL trigger command includes an open assist trigger to ease an
F24F 11/00 (2006.01) opening of the entrance door; and may induce an opening
F24F 11/72 (2006.01) differential air pressure between the opposite sides of the
F24F 11/35 (2006.01) entrance door in response to the open assist trigger, where

(52) US. CL the opening differential air pressure is sufficient to bias the
CPC .......... F24F 11/0001 (2013.01); F24F 11/72 entrance door to reduce contact with the door frame in the

(2018.01); F24F 2110/40 (2018.01); F24F closed position.
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SYSTEM AND METHOD FOR ACCESS
CONTROL USING DIFFERENTIAL AIR

PRESSURE
BACKGROUND
[0001] The present disclosure relates generally to access
control.
[0002] Emergency access control in a building is com-

monly implemented by remotely and/or centrally controlling
individual locks on entrance doors/windows. Applications of
emergency access control are, for example, activating a
security lock-down in a “missing patient” or an “active
shooter” situation.

SUMMARY

[0003] The following presents a simplified summary of
one or more aspects in order to provide a basic understand-
ing of such aspects. This summary is not an extensive
overview of all contemplated aspects, and is intended to
neither identify key or critical elements of all aspects nor
delineate the scope of any or all aspects. Its sole purpose is
to present some concepts of one or more aspects in a
simplified form as a prelude to the more detailed description
that is presented later.

[0004] The present disclosure provides systems, appara-
tuses, and methods for using differential air pressure for
access control.

[0005] In an aspect, an access control method includes
receiving a trigger command for controlling a ventilation
system; determining that the trigger command comprises a
lock trigger to hold an entrance door in a closed position;
and inducing a locking differential air pressure between
opposite sides of the entrance door in response to the lock
trigger, wherein the locking differential air pressure is suf-
ficient to bias the entrance door to contact or to increase
contact with a door frame in the closed position.

[0006] In a further aspect, an apparatus for access control
may include a memory comprising instructions; and a pro-
cessor in communication with the memory and configured to
execute the instructions to: receive a trigger command for
controlling a ventilation system; determine that the trigger
command comprises a lock trigger to hold an entrance door
in a closed position; and induce a locking differential air
pressure between opposite sides of the entrance door in
response to the lock trigger, wherein the locking differential
air pressure is sufficient to bias the entrance door to contact
or to increase contact with a door frame in the closed
position.

[0007] In yet another aspect, a non-transitory computer-
readable medium may store instructions that, when executed
by a processor, cause the processor to: receive a trigger
command for controlling a ventilation system; determine
that the trigger command comprises a lock trigger to hold an
entrance door in a closed position; and induce a locking
differential air pressure between opposite sides of the
entrance door in response to the lock trigger, wherein the
locking differential air pressure is sufficient to bias the
entrance door to contact or to increase contact with a door
frame in the closed position.

[0008] To the accomplishment of the foregoing and related
ends, the one or more aspects comprise the features here-
inafter fully described and particularly pointed out in the
claims. The following description and the annexed drawings
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set forth in detail certain illustrative features of the one or
more aspects. These features are indicative, however, of but
a few of the various ways in which the principles of various
aspects may be employed, and this description is intended to
include all such aspects and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The disclosed aspects will hereinafter be described
in conjunction with the appended drawings, provided to
illustrate and not to limit the disclosed aspects, wherein like
designations denote like elements, and in which:

[0010] FIG. 1 is a schematic diagram of a first example
access control system using differential air pressure;

[0011] FIG. 2 is a schematic diagram of a second example
access control system using differential air pressure;

[0012] FIG. 3 is a schematic diagram of a third example
access control system using differential air pressure;

[0013] FIG. 4 is a block diagram of an example computing
device which may implement the example access control
system of any of FIGS. 1-3;

[0014] FIG. 5 is a flow diagram of a first example access
control method;

[0015] FIG. 6 is a flow diagram of a second example
access control method;

[0016] FIG. 7 is a flow diagram of a third example access
control method; and

[0017] FIG. 8 is a flow diagram of a fourth example access
control method.

DETAILED DESCRIPTION

[0018] The detailed description set forth below in connec-
tion with the appended drawings is intended as a description
of'various configurations and is not intended to represent the
only configurations in which the concepts described herein
may be practiced. The detailed description includes specific
details for the purpose of providing a thorough understand-
ing of various concepts. However, it will be apparent to
those skilled in the art that these concepts may be practiced
without these specific details. In some instances, well known
components may be shown in block diagram form in order
to avoid obscuring such concepts.

[0019] Aspects of the present disclosure provide methods,
apparatuses, and systems for providing or supplementing
access control functionality for an entrance door by inducing
a differential air pressure between opposite sides of the door
in a closed or at least substantially closed position, so as to
cause the differential air pressure to exert a force on the door
to keep the door closed or to push the door open, whichever
is desired. In an aspect, for example, the access control
system of a building may work in conjunction with a
ventilation system of the building, e.g., a heating, ventila-
tion, and air conditioning (HVAC) system, to replace or
supplement the functionality of door locks by varying the
relative air pressure on opposite sides of each door to secure
each door in a closed position or to assist in the opening of
each door, as needed. In some alternative and/or additional
aspects, other localized or centralized air movement devices
may be used in place of or in conjunction with the ventila-
tion system to provide the aforementioned access control
functionality.
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[0020] Turning now to the figures, example aspects are
depicted with reference to one or more components
described herein, where components in dashed lines may be
optional.

[0021] Referring to FIG. 1, in one non-limiting aspect, a
ventilation system 112 may provide or may supplement
access control functionality across a building 100 by con-
trolling the relative air pressure between neighboring zones
in the building 100, such as a first zone 102 and a second
zone 108 defined on opposite sides of a door 126. For
example, the ventilation system 112 may cause a differential
air pressure between opposite sides of the door 126 so as to
press the door 126 against a corresponding door frame 127,
e.g., to apply a force to the door 126 to hold it closed against
the door frame 127. Specifically, in one example, the door
126 may be rotatable about an axis 148 and along a
rotational direction 146 to open toward the first zone 102 and
to close toward the second zone 108. When the door 126 is
in the closed position 150 or in the at least substantially
closed position 152, the ventilation system 112 may induce
a higher air pressure in the first zone 102 as compared to the
second zone 108 so as to cause a closing force 142 that
pushes the door 126 toward the door frame 127. It should be
understood that, in some implementations, the door 126 may
be a sliding door, e.g., that moves in parallel to the door
opening between open and closed positions. In this case, the
differential air pressure may apply the force normal to the
direction of movement of the door 126 to hold the door 126
against the door frame 127, such as in the closed position,
and prevent the sliding movement of the door 126.

[0022] Alternatively, the ventilation system 112 may cause
a differential air pressure between opposite sides of the door
126 so as to assist in opening the door 126 by pushing the
door 126 away from the door frame 127. Specifically, when
the door 126 is in the closed position 150 or in the at least
substantially closed position 152, the ventilation system 112
may cause the air pressure in the first zone 102 to be lower
than the second zone 108 so as to cause an opening force 144
that pushes the door 126 away from the door frame 127.
However, when the door 126 is in a not-substantially-closed
position 154 where the gap between the door 126 and the
door frame 127 allows for the air pressure on the two sides
of the door 126 to equalize, the ventilation system 112 may
not be able to and may not attempt to induce a differential
air pressure on opposite sides of the door 126. In an aspect,
a mechanism, such as an electrically activated lever, may be
implemented to at least substantially close the door 126
before activating the access control functionality of the
ventilation system 112.

[0023] In an aspect, the ventilation system 112 may pro-
vide access control functionality for the door 126 by con-
trolling one or more fans 120 and/or dampers 122 located at
the first zone 102 and/or at the second zone 108 to induce an
appropriate differential air pressure between the opposite
sides of the door 126. Alternatively, the fans 120 and/or
dampers 122 may be external to the zones 102 and 108 but
fluidly coupled to the zones 102 and 108 via ducting.
[0024] In an aspect, the ventilation system 112 may
include an HVAC system. In an aspect, the building 100 may
be an office building including different areas/zones such as
offices, hallways, bathrooms, closets, outdoor, etc., and may
include doors in between adjacent areas/zones. In an aspect,
the ventilation system 112 may identify at least two different
zones on opposite sides of at least one door. For example, for
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a building floor, the ventilation system 112 may identify a
plurality of zones on opposite sides of a plurality of doors.
Further details of these aspects are described below with
reference to FIG. 2.

[0025] Still referring to FIG. 1, in an aspect, for example,
the zones 102 and 108 may be defined at the time of the
installation of the ventilation system 112. In some cases,
however, at least one of the zones 102 and 108 may not be
controlled by the ventilation system 112. For example, the
first zone 102 may correspond to the area outside the
building 100 with an ambient air pressure. In this case, the
ventilation system 112 may only control the air pressure in
the second zone 108 to induce a desired differential air
pressure between the opposite sides of the door 126. For
example, the ventilation system 112 may induce an air
pressure in the second zone 108 that is higher than the
ambient air pressure in the first zone 102, so as to cause the
opening force 144 on the door 126. Alternatively, the ven-
tilation system 112 may induce an air pressure in the second
zone 108 that is lower than the ambient air pressure in the
first zone 102, so as to cause the closing force 142 on the
door 126. In these aspects, although the ventilation system
112 does not control the air pressure in the first zone 102, the
ventilation system 112 may still receive ambient air pressure
measurements 116 from the first pressure sensor 104 posi-
tioned outside the building and in the first zone 102.

[0026] In an aspect, the building 100 may also be con-
trolled by an access control system 114 that controls the
building entrance doors including the door 126. In this case,
by varying/inducing small air pressure differentials in adja-
cent zones such as the first zone 102 and the second zone
108, the ventilation system 112 may work in conjunction
with the access control system 114 to secure or open doors
such as the door 126. Accordingly, the ventilation system
112 may provide alternative or supplemental access control
functionality to the access control system 114.

[0027] In an aspect, the ventilation system 112 may be
configured with at least two different operating modes
having corresponding target differential air pressures defined
for neighboring zones such as the first zone 102 and the
second zone 108. In an aspect, the operating modes may
include, for example, a normal mode where the air pressure
on opposite sides of the doors are equalized, a lock mode
where the ventilation system 112 induces a differential air
pressure on opposite sides of at least one door to exert a
positive pressure to close the door, and an open assist mode
where the ventilation system 112 induces a differential air
pressure on opposite sides of at least one door to exert a
positive pressure to assist in opening the door.

[0028] In an aspect, the access control functionality of the
ventilation system 112 may be implemented by a controller
140 in response to receiving a trigger signal 118 correspond-
ing to one of the aforementioned modes, such as an “Equal-
ize” trigger, an “Open Assist” trigger, and a “Lock Down”
trigger. Upon receiving the trigger signal 118, the controller
140 may discern the mode that the trigger signal 118
corresponds to, and may then control the ventilation system
112 to achieve a desired target differential air pressure
between adjacent zones. After achieving the desired target
air pressure differential, the controller 140 may further
control the ventilation system 112 to maintain the desired
target differential air pressure between adjacent zones until
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a further trigger signal 118 is received to switch to a different
mode of operation, e.g., to switch to the normal mode after
implementing a lock down.

[0029] In an aspect, for example, the trigger signal 118
may be provided through a user interface 138 of the venti-
lation system 112. Alternatively, the trigger signal 118 may
be provided through a user interface 138 of the access
control system 114 or through a user interface 138 located at
the first zone 102 or at the second zone 108. For example,
a user 124 located at the second zone 108 may use a user
interface 138 located at the second zone 108 to provide a
“legitimate entrance attempt indication” 136 to the access
control system 114. Alternatively and/or additionally, the
user 124 may provide proper credentials, e.g., a password, a
fingerprint, a voice command, etc., through the user inter-
face 138 located at the second zone 108. In response, the
access control system 114 may provide an “Open Assist”
trigger signal 118 to the ventilation system 112 to induce a
differential air pressure that causes the opening force 144 on
the door 126. For example, if the second zone 108 corre-
sponds to the outside of the building 100, the ventilation
system 112 may induce an air pressure in the first zone 102
that is lower than the ambient air pressure, thus pushing the
door 126 to open toward the first zone 102.

[0030] Alternatively, a “lock down indication” 134 may be
received through a user interface 138 of the access control
system 114 or any other input device configured for acti-
vating a “Lock Down” such as a button at the reception desk.
For example, an operator or attendant of the access control
system 113 may provide a “lock down indication” 134
through a user interface 138 of the access control system
114. In response, the access control system 114 may provide
a “Lock Down” trigger signal 118 to the ventilation system
112 to induce a differential air pressure that causes the
closing force 142 on the door 126.

[0031] In alternative and/or additional aspects, the trigger
signal 118 may be automatically generated by the access
control system 114 and/or by the ventilation system 112. For
example, the access control system 114 may generate the
“legitimate entrance attempt indication” 136 upon identify-
ing, e.g., via security cameras or via a wirelessly-transmit-
ting personal identifier of the user 124, that the user 124 is
legitimate and is approaching the door 126 from the second
zone 108. In response, the access control system 114 may
provide the “Open Assist” trigger signal 118 to the ventila-
tion system 112 to induce a differential air pressure that
causes the opening force 144 on the door 126. As another
example, the access control system 114 may generate the
“lock down indication” 134 upon identifying a threat or any
other crisis mode. For example, the access control system
114 may identify, for example, via security cameras, that the
user 124 in the second zone 108 is hostile, e.g., by identi-
fying via image processing that the user 124 is carrying a
gun. In response, the access control system 114 may provide
the “Lock Down” trigger signal 118 to the ventilation system
112 to induce a differential air pressure that causes the
closing force 142 on the door 126.

[0032] In an aspect, a pressure release device 110 may be
located in the first zone 102 and/or in the second zone 108,
and may be configured to allow for an air pathway between
the first zone 102 and the second zone 108 to equalize the air
pressure on the opposite sides of the door 126 and thereby
eliminate the opening force 144 and/or the closing force 142
to override the access control functionality of the ventilation
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system 112. In an aspect, the pressure release device 110
may have a structure that can withstand the differential air
pressure between the first zone 102 and the second zone 108,
but can be broken or opened to equalize the air pressure
between the first zone 102 and the second zone 108. For
example, the pressure release device 110 may include a
breakable glass panel, a valve, etc.

[0033] In an aspect, the force exerted on the door 126 by
the differential air pressure induced on opposite sides of the
door 126 may be derived as:

[0034] Force (Ibs.)=Door Area (Square Inches)*Differ-
ential Air Pressure (PSI) where PSI stands for “pounds
per square inch.” In an aspect, for example, the door
126 may be an average “7 feet” tall by “3 feet” wide
door, thus providing a “3024 square inches” surface
area on each side. In this case, if the ventilation system
112 induces and maintains a “0.1 PSI” differential air
pressure between the first zone 102 and the second zone
108, such a differential air pressure would exert a force
on the door 126 that is proportional to the surface area
of the door 126:

[0035] 3024 square inches*0.1 PSI=302.4 1bs.

Such a force of “302.4 1bs.” will be distributed uniformly
across the surface area of the door 126, and may be about the
same as a maglock’s holding force on a glass door. Alter-
natively, if the door 126 is a small “7 feet” tall by “30
inches” wide door providing a “2520 square inches” surface
area, the force exerted on the door 126 by a “0.1 PSI”
differential air pressure between the first zone 102 and the
second zone 108 is:

[0036] 2520 square inches*0.1 PSI=252 1bs.

[0037] In an aspect, the differential air pressure between
the first zone 102 and the second zone 108 may be created
by adjusting the speed/velocity and/or volume of air flow
going to the first zone 102 and/or the second zone 108 as
compared to each other. For example, the ventilation system
112 may change the velocity of one or more fans 120 to
control how much air is moving through the first zone 102
and/or the second zone 108, or may adjust a barrier, e.g.,
may adjust one or more dampers 122, to restrict the air
flowing through the first zone 102 and/or the second zone
108. In an aspect, for example, the controller 140 of the
ventilation system 112 may determine which one of the first
zone 102 or the second zone 108 should have a higher
pressure, and then adjust one or more fans 120 or dampers
122 accordingly.

[0038] In an aspect, the controller 140 may receive pres-
sure measurements 116 from at least one pressure sensor,
e.g., a first pressure sensor 104 in the first zone 102 and/or
a second pressure sensor 106 in the second zone 108, and use
the pressure measurements 116 to adjust one or more fans
120 and/or dampers 122 to achieve and/or maintain a desired
differential air pressure between opposite sides of the door
126 in the first zone 102 and the second zone 108 .

[0039] In an aspect, the door 126 may be a fire door which
is usually unlocked, and may not even be preferred to be
locked, i.e., may have to remain unlocked to comply with
fire regulations. For example, the door 126 may be a
swinging fire door configured to impede fire progression in
the building 100, and may not have a lock installed thereon.
However, for example, in a “Lock Down” situation, the
ventilation system 112 may induce a differential air pressure
on the two sides of the door 126 in the first zone 102 and the
second zone 108 so as to keep the door 126 locked if needed.
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In this case, the pressure release device 110 may be used to
the air pressure between the first zone 102 and the second
zone 108 and override the access control functionality of the
ventilation system 112 in case of a fire.

[0040] Insome aspects, for example, the building 100 may
be a house, and the door 126 may be a screen door or a storm
door of the house.

[0041] In an aspect, the door 126 may need to be suffi-
ciently sealed to maintain the differential air pressure
induced by the ventilation system 112 on opposite sides of
the door 126. Additionally, in an aspect, the first zone 102
and/or the second zone 108 may also need to be properly
insulated/sealed to maintain the differential air pressure
induced by the ventilation system 112 on the opposite sides
of'the door 126. In an aspect, the ventilation system 112 may
need to provide sufficient air flow to maintain the differential
air pressure to compensate for any leaks in the door 126, in
the first zone 102, and/or in the second zone 108.

[0042] In an aspect, the door 126 may be installed/con-
figured such that the door 126 swings in a direction that
allows for achieving a “Lock Down” of the building 100 by
inducing differential air pressure. For example, in an aspect,
if multiple rooms belong to the first zone 102 neighboring a
second zone 108 that includes the corridors, and such
multiple rooms do not have separate air pressure controls,
the doors of such multiple rooms may all be configured to
swing similarly, e.g., they may all be configured to swing
toward the corridors to close, or they may all be configured
to swing away from the corridors to close.

[0043] Inan alternative aspect, the controller 140 may first
determine the swinging direction of the door 126 to close,
and may then decide the polarity of the differential air
pressure accordingly to either keep the door 126 closed or to
assist in the opening of the door 126. For example, in an
aspect, if the door 126 is configured to swing open toward
the first zone 102 and away from the second zone 108 as
illustrated in FIG. 1, the controller 140 may close the door
126 by causing the air pressure in the first zone 102 to be
higher than the air pressure in the second zone 108. Alter-
natively, in an aspect, if the door 126 is configured to swing
open toward the second zone 108 and away from the first
zone 102, the controller 140 may close the door 126 by
causing the air pressure in the first zone 102 to be lower than
the air pressure in the second zone 108.

[0044] Referring now to FIG. 2, in an aspect, for example,
the building 100 may be an office building, the first zone 102
may include individual offices/rooms in the building 100,
and the second zone 108 may include the corridors in the
building 100. Further, a third zone 128 may include the
bathrooms in the building 100, and a fourth zone 129 may
correspond to the area outside the building 100. The building
100 may also include one or more storage areas 130 or utility
rooms 132 that do not have or require access control
functionality. In the example aspect of FIG. 2, office doors
156 are configured to open away from the corridors and
toward the offices, i.e., to open away from the second zone
108 and toward the first zone 102. Further, bathroom doors
158 are configured to open away from the bathrooms and
toward the corridors, i.e., to open away from the third zone
128 and toward the second zone 108. Further, main building
doors 160 are configured to open away from the corridors
and toward the outside of the building 100, i.e., to open away
from the second zone 108 and toward the fourth zone 129.
As such, the controller 140 of the ventilation system 112
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may control only three air pressures corresponding to three
zones, i.e., the first zone 102, the second zone 108, and the
third zone 128, to lock every office/room door and every
bathroom door to achieve a complete “Lock Down” state in
the building 100.

[0045] Specifically, for example, if the outdoor ambient air
pressure in the fourth zone 129 is measured or predicted or
otherwise indicated to be about “14.7 PSI,” the controller
140 may adjust the air pressure of the corridors in the second
zone 108 to be “Y10 PSI” below the ambient air pressure,
thus forcing the main building doors 160 to close toward the
corridors in the second zone 108. Further, the controller 140
may adjust the air pressure of the bathrooms in the third zone
128 to be “Yi0 PSI” below the air pressure of the corridors
in the second zone 108, thus forcing the bathroom doors 158
to close toward the bathrooms in the third zone 128. Addi-
tionally, the controller 140 may adjust the air pressure of the
offices/rooms in the first zone 102 to be “%10 PSI” above the
air pressure of the corridors in the second zone 108, thus
forcing the office doors 156 to close toward the corridors in
the second zone 108.

[0046] In an aspect, to unlock all the doors in the building
100, the controller 140 may normalize the air pressure in the
first zone 102, the second zone 108, and the third zone 128
to be equal to the ambient air pressure in the fourth zone 129.
[0047] In an aspect, for example, each room in the build-
ing 100 may have its own separate zone, thus allowing for
the ventilation system 112 to implement individual room
door access control by inducing differential air pressure on
opposite sides of each door, thus obviating the need for any
door locks. In this aspect, each door may be opened by
equalizing the air pressure on the two sides of that door.
[0048] In an aspect, for example, in a “Lock Down”
situation, different rooms may have different “Lock Down”
priorities according which a “Lock Down” may be imple-
mented successively by the ventilation system 112. For
example, in an aspect, the ventilation system 112 may first
direct or otherwise control the air flow toward the areas with
a higher “Lock Down” priority. After a “Lock Down” is
achieved in such high priority areas, the ventilation system
112 may further direct or otherwise control the air flow
toward the areas with a lower “Lock Down” priority. In an
aspect, for example, there may be certain rooms in the
building 100 that are of more concern, such as a plutonium
area in a nuclear power plant as compared to a closet in the
nuclear power plant, a money area in a casino as compared
to the general areas in the casino, etc. In an aspect, one or
more security equipment may also be used to supplement the
priority information. For example, the priority of a room
may be increased if a security camera identifies an asset in
that room, such as a valuable object or person.

[0049] Accordingly, different priorities may be assigned to
different zones/areas, and the air flow may be directed to
high priority zones first, and then cascaded to other lower
priority zones/areas. For example, the “Lock Down” may be
controlled to be sequentially implemented, e.g., from a high
priority or immediate danger area to lower priority or other
adjacent areas. Hence, the sequential “Lock Down” effec-
tively cascades through the different areas. For example, in
an aspect, the ventilation system 112 may first create a
vacuum or pressured condition in one area, and then walk
back through subsequent neighboring areas to create a
cascading access control effect in such areas. In an aspect, a
distributed approach may be used to implement the cascaded
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access control mechanism by air flow. For example, in an
aspect, in order to provide cascaded functionality that
secures specific zones before other zones, the air handling
duct ventilation controls may first divert full air flow to the
highest priority zones and concentrate all ventilation air flow
to such zones. After the desired differential air pressures
have been established at the highest priority zones, the air
flow may be diverted to the next highest priority zones, and
SO on.

[0050] In an aspect, the value of the differential air pres-
sure needed to close or open the door 126 may be deter-
mined based on the surface area of the door 126. For
example, the ventilation system 112 may induce a larger
differential air pressure to open/close a small door as com-
pared to a large door. Alternatively and/or additionally, the
differential air pressure may also be determined based on
whether there is another biasing force that keeps the door
126 open or closed. For example, if a mechanism such as a
spring is biasing the door 126 against closing, the differential
air pressure between the first zone 102 and the second zone
108 may be selected to be large enough to compensate for
the biasing mechanism and result in a large enough closing
force 142 to keep the door 126 closed/locked. Similarly, any
leaks in the door 126, in the first zone 102, or in the second
zone 108 may be compensated by choosing a higher differ-
ential air pressure between the first zone 102 and the second
zone 108. Accordingly, in an aspect, each room may have a
corresponding differential air pressure defined/selected
thereto based on a door size, leaks, a door open/close biasing
mechanism, etc.

[0051] In an aspect, a separate pressure sensor may be
configured in each room of the building 100 to sense the air
pressure in that room. In this case, the ventilation system 112
may use the measurements of the pressure sensors to adjust
respective dampers 122 and/or fans 120 to maintain a certain
air pressure in each room. Alternatively, in an aspect, a
single pressure sensor may be installed per zone. For
example, although the first zone 102 in FIG. 2 includes
multiple rooms/offices, in an aspect, not every room/office
may be equipped with a pressure sensor. Alternatively, in an
aspect, for example, multiple pressure sensors may be
installed in a single area. For example, in FIG. 2, multiple
pressure sensors may be installed on opposite ends a hallway
in the second zone 108.

[0052] In an aspect, the ventilation system 112 may imple-
ment energy efficiency functionality by controlling air flow
based on whether a person has badged into an office space.
For example, the ventilation system 112 may activate dif-
ferential air pressure functionality for an office door only if
a person has badged into the corresponding office. In an
aspect, for example, an office door may open into the
hallway so that when the person badges out of the office, the
air conditioning can be shut down and the hallway air
pressure can create a force to keep the door locked due to the
differential air pressure on the two sides of the door.
[0053] In some aspects, pressure sensors may not be
needed/used, and the air pressures on various zones may be
controlled/adjusted based on selecting corresponding pre-
determined air pressure values. For example, in an aspect, a
fan speed, a damper control, etc., on one or both sides of a
door may be adjusted based on pre-determined control
values stored in a memory.

[0054] In an aspect, the ventilation system 112 may be
configured to lock down only certain rooms in the building
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100 upon determination of a “Lock Down” situation. For
example, the ventilation system 112 may be configured to
lock down only a vault, an executive office, etc., in the
building 100. Accordingly, the ventilation system 112 may
direct its entire power toward such rooms and thereby
achieve a speedy “Lock Down.”

[0055] In an aspect, the ventilation system 112 may be
configured to apply different air flow adjustment profiles for
pushing air into different areas of the building 100. For
example, the ventilation system 112 may be configured to
push less air into a small room and more air into larger
rooms.

[0056] In an aspect, for example, in a “Lock Down”
situation, the ventilation system 112 may be configured to
adjust or determine the air flow based on how quickly the
threat needs to be responded. For example, in an active
shooter situation, the controller 140 may apply the maxi-
mum air flow possible to lock down the classrooms in a
school.

[0057] The present aspects are also applicable to other
closed spaces such as a car. For example, the ventilation
system of a car may induce a higher air pressure inside the
car as compared to the outside ambient air pressure, so as to
assist in opening the car doors when the engine is turned off
hence indicating that the driver is about to exit the car.
[0058] In an aspect, the ventilation system 112 may not
receive any measurements from any pressure sensors and
may instead deduce the air pressure in an area based on the
horsepower applied to generate airflow in that area and the
resulting air flow in that area.

[0059] In an aspect, for example, in a “Lock Down”
situation, the controller 140 of the ventilation system 112
may determine that access control of a certain room/zone is
lost, for example, by identifying that a desired differential air
pressure is not achieved after a certain time of applying/
controlling the air flow in that area. In this case, the
controller 140 may cease trying to achieve the desired
differential air pressure in that room/zone. In an aspect, for
example, the controller 140 may try to achieve a differential
air pressure for a while, and then give up if unsuccessful.
This may happen, for example, if an active shooter fires into
a door and causes the pressure on the two sides of the door
to equalize. In an aspect, in the absence of security cameras
in certain areas, loss of access control of rooms/areas may
also be used to follow a progression of events.

[0060] Referring now to FIG. 3, for example, in an aspect,
various areas of a school 200 may be divided into a first zone
102 and a second zone 108. For example, classrooms and
bathrooms may belong to the first zone 102, while the
corridors belong to the second zone 108. In an aspect, all of
the classroom and bathroom doors 202 may be configured to
close toward the corridors, i.e., toward the second zone 108,
and away from respective classrooms/bathrooms, i.e., away
from the first zone 102. Accordingly, the controller 140 of
the ventilation system 112 may place the entire school 200
under a “Lock Down” by controlling only two air pressures
corresponding to the first zone 102 and the second zone 108.
For example, the controller 140 may increase the air pres-
sure in all the areas belonging to the first zone 102 by “0.1
PSI” over the second zone 108, to lock all classroom/
bathroom doors 202, thus placing the entire school floor
under a “Lock Down.”

[0061] FIG. 4 illustrates an example block diagram pro-
viding details of computing components in a computing
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device 400 that may implement all or a portion of the
functionality described in FIGS. 1-3 above or described in
FIGS. 5-8 below. For example, the computing device 400
may be or may include at least a portion of the ventilation
system 112, the access control system 114, the controller
140, the user interface 138, or any other component
described herein with reference to FIGS. 1-3 above. The
computing device 400 includes a processor 402 which may
be configured to execute or implement software, hardware,
and/or firmware modules that perform any functionality
described herein with reference to FIGS. 1-3 above or with
reference to FIGS. 5-8 below. For example, the processor
402 may be configured to execute or implement software,
hardware, and/or firmware modules that perform any func-
tionality described herein with reference to the ventilation
system 112, the access control system 114, the controller
140, the user interface 138, or any other component/system/
device described herein with reference to FIGS. 1-3.

[0062] The processor 402 may be a micro-controller, an
application-specific integrated circuit (ASIC), or a field-
programmable gate array (FPGA), and/or may include a
single or multiple set of processors or multi-core processors.
Moreover, the processor 402 may be implemented as an
integrated processing system and/or a distributed processing
system. The computing device 400 may further include a
memory 404, such as for storing local versions of applica-
tions being executed by the processor 402, related instruc-
tions, parameters, etc. The memory 404 may include a type
of memory usable by a computer, such as random access
memory (RAM), read only memory (ROM), tapes, magnetic
discs, optical discs, volatile memory, non-volatile memory,
and any combination thereof. Additionally, the processor
402 and the memory 404 may include and execute an
operating system executing on the processor 402, one or
more applications, display drivers, etc., and/or other com-
ponents of the computing device 400.

[0063] Further, the computing device 400 may include a
communications component 406 that provides for establish-
ing and maintaining communications with one or more other
devices, parties, entities, etc. utilizing hardware, software,
and services. The communications component 406 may
carry communications between components on the comput-
ing device 400, as well as between the computing device 400
and external devices, such as devices located across a
communications network and/or devices serially or locally
connected to the computing device 400. For example, the
computing device 400 may implement the ventilation sys-
tem 112 in FIG. 1, in which case the communications
component 406 may provide for establishing and maintain-
ing communications with the access control system 114,
with the first pressure sensor 104, and/or with the second
pressure sensor 106. Similarly, the computing device 400
may implement the pressure sensors 104 and 106 in FIG. 1,
in which case the communications component 406 may
provide for establishing and maintaining communications
with the ventilation system 112. Also, the computing device
400 may implement the access control system 114 in FIG. 1,
in which case the communications component 406 may
provide for establishing and maintaining communications
with the ventilation system 112. Further, the computing
device 400 may implement a user interface 138 located in
the first zone 102 or in the second zone 108 in FIG. 1, in
which case the communications component 406 may pro-
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vide for establishing and maintaining communications with
the ventilation system 112 and/or with the access control
system 114.

[0064] In an aspect, for example, the communications
component 406 may include one or more buses, and may
further include transmit chain components and receive chain
components associated with a wireless or wired transmitter
and receiver, respectively, operable for interfacing with
external devices.

[0065] Additionally, the computing device 400 may
include a data store 408, which can be any suitable combi-
nation of hardware and/or software that provides for mass
storage of information, databases, and programs. For
example, the data store 408 may be or may include a data
repository for applications and/or related parameters not
currently being executed by processor 402. In addition, the
data store 408 may be a data repository for an operating
system, application, display driver, etc., executing on the
processor 402, and/or one or more other components of the
computing device 400.

[0066] The computing device 400 may also include a user
interface component 410 that includes or implements the
functionality of the user interface 138 as described herein
with reference to FIG. 1. For example, the user interface
component 410 may be operable to receive inputs from a
user of the computing device 400 and further operable to
generate outputs for presentation to the user (e.g., via a
display interface to a display device). The user interface
component 410 may include one or more input devices,
including but not limited to a keyboard, a number pad, a
mouse, a touch-sensitive display, a navigation key, a func-
tion key, a microphone, a voice recognition component, or
any other mechanism capable of receiving an input from a
user, or any combination thereof. Further, the user interface
component 410 may include one or more output devices,
including but not limited to a display interface, a speaker, a
haptic feedback mechanism, a printer, any other mechanism
capable of presenting an output to a user, or any combination
thereof.

[0067] FIGS. 5-8 are flowcharts of methods 500, 600, 700,
and 800 of operation of the computing device 400. Each of
the methods 500, 600, 700, and 800 may implement the
functionality described herein with reference to FIGS. 1-4,
and may be performed by one or more components of the
computing device 400 as described herein with reference to
FIGS. 1-4 above. As such, in the following, the methods
500, 600, 700, and 800 are described with reference to
various components illustrated in FIGS. 1-4.

[0068] Referring to FIG. 5, at 502 the method 500 includes
receiving a trigger command for controlling a ventilation
system. For example, in an aspect, the controller 140 in the
ventilation system 112 may receive the trigger signal 118 for
access control functionality. Optionally, in an aspect, the
block 502 may include the block 504, and at 504 the method
500 may further include receiving by the ventilation system
from a security system. For example, in an aspect, the
ventilation system 112 may receive the trigger signal 118
from the access control system 114.

[0069] At 506 the method 500 may further include deter-
mining that the trigger command comprises a lock trigger to
hold an entrance door in a closed position. For example, in
an aspect, the controller 140 may determine that the trigger
signal 118 is a lock trigger to hold the entrance door 126 in
a closed position 150.
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[0070] Optionally, at 508 the method 500 may further
include receiving a pressure measurement from at least one
pressure sensor configured for detecting an air pressure on at
least one of the opposite sides of the entrance door. For
example, in an aspect, the ventilation system 112 may
receive one or more pressure measurements 116 from at
least one pressure sensor configured for detecting an air
pressure on at least one of the opposite sides of the entrance
door 126, such as the first pressure sensor 104 in the first
zone 102 or the second pressure sensor 106 in the second
zone 108.

[0071] Optionally, at 510 the method 500 may further
include determining that the entrance door is in a current
position within a threshold range of the closed position. For
example, in an aspect, the controller 140 may determine
whether the entrance door 126 is in a current position within
a threshold range of the closed position, e.g., whether the
entrance door 126 is in the closed position 150 or in the at
least substantially closed position 152. In an aspect, such
determination may be performed, for example, based on
signals from a proximity sensor.

[0072] At 512 the method 500 may further include induc-
ing a locking differential air pressure between opposite sides
of the entrance door in response to the lock trigger, where
the locking differential air pressure is sufficient to bias the
entrance door to contact or to increase contact with a door
frame in the closed position. For example, in an aspect, the
controller 140 may control the ventilation system 112 to
induce a locking differential air pressure between opposite
sides of the entrance door 126 in response to the lock trigger
signal 118, where the locking differential air pressure is
sufficient to bias the entrance door 126 to contact or to
increase contact with the door frame 127 in the closed
position 150.

[0073] Optionally, in an aspect, the inducing of the locking
differential air pressure is further in response to the pressure
measurements 116.

[0074] Optionally, in an aspect, the inducing of the locking
differential air pressure is further in response to the entrance
door 126 being within the threshold range of the closed
position 150.

[0075] Optionally, in an aspect, the locking differential air
pressure is sufficient to generate a target contact force
between the entrance door 126 and the door frame 127.

[0076] Optionally, in an aspect, the block 512 may include
the block 514, and at block 514 the method 500 may further
include generating a higher air pressure on a first side of the
entrance door as compared to an opposing second side of the
entrance door, where the second side of the entrance door is
contactable with the door frame in the closed position. For
example, in an aspect, the controller 140 may cause the
ventilation system 112 to generate a higher air pressure on
a first side of the entrance door 126, e.g., the side facing the
first zone 102, as compared to an opposing second side of the
entrance door 126, e.g., the side facing the second zone 108,
where the second side of the entrance door 126 is con-
tactable with the door frame 127 in the closed position 150.

[0077] Optionally, in an aspect, the entrance door 126 may
be swingable about the axis 148 in a direction toward the
second side of the entrance door, e.g., the side facing the
second zone 108, to move from an open position to the
closed position 150.
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[0078] Optionally, in an aspect, the entrance door 126 may
be linearly movable, e.g., slideable, from an open position to
the closed position 150.

[0079] Optionally, in an aspect, the block 512 may include
the block 516, and at block 516 the method 500 may further
include adjusting at least one of a fan speed of a fan or a
damper position of a damper located on one or both of the
opposite sides of the entrance door. For example, in an
aspect, the controller 140 may control the ventilation system
112 to adjust at least one of a fan speed of a fan 120 or a
damper position of a damper 122 located on one or both of
the opposite sides of the entrance door, located in the first
zone 102 or in the second zone 108.

[0080] Referring to FIG. 6, the method 600 may optionally
be performed in addition to or in conjunction with the
method 500 for access control.

[0081] At block 602 the method 600 includes determining
a first zone corresponding to a first side of the entrance door
and a second zone corresponding to an opposite second side
of the entrance door. For example, in an aspect, after
receiving the trigger signal 118, the controller 140 may
determine a first zone 102 corresponding to a first side of the
entrance door 126 and a second zone 108 corresponding to
an opposite second side of the entrance door 126.

[0082] At block 604 the method 600 may further include
determining a first current air pressure corresponding to the
first zone and a second current air pressure corresponding to
the second zone. For example, in an aspect, the controller
140 may receive the pressure measurements 116 from the
first pressure sensor 104 in the first zone 102 and the second
pressure sensor 106 in the second zone 108, and determine
a first current air pressure corresponding to the first zone 102
and a second current air pressure corresponding to the
second zone 108 accordingly.

[0083] At block 606 the method 600 may include deter-
mining a current pressure difference between the first current
air pressure and the second current air pressure. For
example, in an aspect, the controller 140 may use the current
air pressure in the first zone 102 and in the second zone 108
to determine a current pressure difference.

[0084] At block 608 the method 600 may include deter-
mining a target air pressure adjustment based on a difference
between the locking differential air pressure and the current
pressure difference. For example, in an aspect, the controller
140 may determine a target air pressure adjustment based on
a difference between the locking differential air pressure and
the current pressure difference.

[0085] At block 610 the method 600 may further include
inducing at least one of a first air pressure adjustment in the
first zone and a second air pressure adjustment in the second
zone, where the first air pressure adjustment and the second
air pressure adjustment are based on the target air pressure
adjustment. For example, in an aspect, the controller 140
may control the ventilation system 112 to induce at least one
of a first air pressure adjustment in the first zone 102 and a
second air pressure adjustment in the second zone 107,
where the first air pressure adjustment and the second air
pressure adjustment are based on the target air pressure
adjustment.

[0086] Referring to FIG. 7, the method 700 may optionally
be performed in addition to or in conjunction with the
method 500 for access control.

[0087] At 702 the method 700 includes receiving an
authorized entrance indication based on a user input or a
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surveillance system detection. For example, in an aspect, the
access control system 114 may receive or generate the
“legitimate entrance attempt indication” based on a user
input provided by the user 124 through a user interface 138
or based on detecting the user 124 by the access control
system 114, e.g., via security cameras.

[0088] At 704 the method 700 may further include deter-
mining that the trigger command comprises an open assist
trigger to ease an opening of the entrance door. For example,
after validating that the user 124 is legitimate, the access
control system 114 may use the user input to determine that
the trigger command comprises an open assist trigger to ease
an opening of the entrance door 126.

[0089] At 706 the method 700 may further include induc-
ing an opening differential air pressure between the opposite
sides of the entrance door in response to the open assist
trigger, where the opening differential air pressure is suffi-
cient to bias the entrance door to reduce contact with the
door frame in the closed position. For example, in an aspect,
the controller 140 may cause the ventilation system 112 to
induce an opening differential air pressure between the
opposite sides of the entrance door 126 in response to the
open assist trigger signal 118, where the opening differential
air pressure is sufficient to bias the entrance door 126 to
reduce contact with the door frame 127 in the closed position
150.

[0090] Optionally, in an aspect, the determining of the
open assist trigger may be based on the authorized entrance
indication.

[0091] Referring to FIG. 8, the method 800 may optionally
be performed subsequent to the method 500 for access
control.

[0092] At 802 the method 800 may include maintaining
the locking differential air pressure between the opposite
sides of the entrance door until receiving the subsequent
trigger command. For example, in an aspect, after inducing
the locking differential air pressure, the controller 140 may
continue to control the ventilation system 112 to maintain
the locking differential air pressure between the opposite
sides of the entrance door 126 until receiving a subsequent
trigger command.

[0093] At 804 the method 800 may further include receiv-
ing, after the trigger command, a subsequent trigger com-
mand for controlling the ventilation system. For example, in
an aspect, subsequent to receiving the trigger command that
caused the inducing of the locking differential air pressure,
the controller 140 may receive a subsequent trigger com-
mand for controlling the ventilation system 112.

[0094] At 806 the method 800 may further include deter-
mining that the subsequent trigger command comprises a
normal trigger for a normal operation of the ventilation
system. For example, in an aspect, the controller 140 may
determine that the subsequent trigger command is a normal
trigger signal 118 for a normal mode of operation of the
ventilation system 112.

[0095] At 810 the method 800 may further include adjust-
ing from the locking air pressure differential to a normal
differential air pressure between opposite sides of the
entrance door in response to the normal trigger. For
example, in an aspect, the controller 140 may control the
ventilation system 112 to adjust from the locking air pres-
sure differential to a normal differential air pressure between
opposite sides of the entrance door 126 in response to the
normal trigger.
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[0096] Optionally, the block 808 may include the block
810, and at block 810 the method 800 may further include
equalizing an air pressure between the opposite sides of the
entrance door. For example, in an aspect, the controller 140
may control the ventilation system 112 to equalize the air
pressure between the opposite sides of the entrance door
126.

[0097] The previous description is provided to enable any
person skilled in the art to practice the various aspects
described herein. Various modifications to these aspects will
be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other aspects.
Thus, the claims are not intended to be limited to the aspects
shown herein, but is to be accorded the full scope consistent
with the language claims, wherein reference to an element in
the singular is not intended to mean “one and only one”
unless specifically so stated, but rather “one or more.” The
word “exemplary” is used herein to mean “serving as an
example, instance, or illustration.” Any aspect described
herein as “exemplary” is not necessarily to be construed as
preferred or advantageous over other aspects. Unless spe-
cifically stated otherwise, the term “some” refers to one or
more. Combinations such as “at least one of A, B, or C,”
“one or more of A, B, or C,” “at least one of A, B, and C,”
“one or more of A, B, and C,” and “A, B, C, or any
combination thereof” include any combination of A, B,
and/or C, and may include multiples of A, multiples of B, or
multiples of C. Specifically, combinations such as “at least
one of A, B, or C,” “one or more of A, B, or C,” “at least one
of A, B, and C,” “one or more of A, B, and C,” and “A, B,
C, or any combination thereof” may be A only, B only, C
only, A and B, A and C, B and C, or A and B and C, where
any such combinations may contain one or more member or
members of A, B, or C. All structural and functional equiva-
lents to the elements of the various aspects described
throughout this disclosure that are known or later come to be
known to those of ordinary skill in the art are expressly
incorporated herein by reference and are intended to be
encompassed by the claims. Moreover, nothing disclosed
herein is intended to be dedicated to the public regardless of
whether such disclosure is explicitly recited in the claims.
The words “module,” “mechanism,” “element,” “device,”
and the like may not be a substitute for the word “means.”
As such, no claim element is to be construed as a means plus
function unless the element is expressly recited using the
phrase “means for.”

What is claimed is:

1. An access control method, comprising:

receiving a trigger command for controlling a ventilation

system,

determining that the trigger command comprises a lock

trigger to hold an entrance door in a closed position;
and

inducing a locking differential air pressure between oppo-

site sides of the entrance door in response to the lock
trigger, wherein the locking differential air pressure is
sufficient to bias the entrance door to contact or to
increase contact with a door frame in the closed posi-
tion.

2. The method of claim 1, wherein the locking differential
air pressure is sufficient to generate a target contact force
between the entrance door and the door frame.

3. The method of claim 1, wherein the inducing of the
locking differential air pressure comprises generating a
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higher air pressure on a first side of the entrance door as
compared to an opposing second side of the entrance door,
wherein the second side of the entrance door is contactable
with the door frame in the closed position.

4. The method of claim 3, wherein the entrance door is
swingable about an axis in a direction toward the second side
of the entrance door to move from an open position to the
closed position.

5. The method of claim 3, wherein the entrance door is
linearly movable from an open position to the closed posi-
tion.

6. The method of claim 1, further comprising:

receiving a pressure measurement from at least one pres-

sure sensor configured for detecting an air pressure on
at least one of the opposite sides of the entrance door;
and

wherein the inducing of the locking differential air pres-

sure is further in response to the pressure measurement.
7. The method of claim 1, further comprising:
determining a first zone corresponding to a first side of the
entrance door and a second zone corresponding to an
opposite second side of the entrance door;

determining a first current air pressure corresponding to
the first zone and a second current air pressure corre-
sponding to the second zone;

determining a current pressure difference between the first

current air pressure and the second current air pressure;

determining a target air pressure adjustment based on a

difference between the locking differential air pressure
and the current pressure difference; and

wherein the inducing of the locking differential air pres-

sure comprises inducing at least one of a first air
pressure adjustment in the first zone and a second air
pressure adjustment in the second zone, wherein the
first air pressure adjustment and the second air pressure
adjustment are based on the target air pressure adjust-
ment.

8. The method of claim 1, wherein the inducing of the
locking differential air pressure comprises adjusting at least
one of a fan speed of a fan or a damper position of a damper
located on one or both of the opposite sides of the entrance
door.

9. The method of claim 1, further comprising:

determining that the entrance door is in a current position

within a threshold range of the closed position; and
wherein the inducing of the locking differential air pres-

sure is further in response to the entrance door being

within the threshold range of the closed position.

10. The method of claim 1, further comprising:

determining that the trigger command comprises an open

assist trigger to ease an opening of the entrance door;
and

inducing an opening differential air pressure between the

opposite sides of the entrance door in response to the
open assist trigger, wherein the opening differential air
pressure is sufficient to bias the entrance door to reduce
contact with the door frame in the closed position.

11. The method of claim 10, further comprising:

receiving an authorized entrance indication based on a

user input or a surveillance system detection; and
wherein the determining of the open assist trigger is based
on the authorized entrance indication.
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12. The method of claim 1, further comprising:
receiving, after the trigger command, a subsequent trigger
command for controlling the ventilation system;

determining that the subsequent trigger command com-
prises a normal trigger for a normal operation of the
ventilation system; and

adjusting from the locking air pressure differential to a

normal differential air pressure between opposite sides
of the entrance door in response to the normal trigger.

13. The method of claim 12, further comprising:

maintaining the locking differential air pressure between

the opposite sides of the entrance door until receiving
the subsequent trigger command.

14. The method of claim 12, wherein the adjusting from
the locking differential air pressure to the normal differential
air pressure comprises equalizing an air pressure between
the opposite sides of the entrance door.

15. The method of claim 1, wherein the receiving of the
trigger command comprises receiving by the ventilation
system from a security system.

16. An apparatus for access control, comprising:

a memory comprising instructions; and

a processor in communication with the memory and

configured to execute the instructions to:

receive a trigger command for controlling a ventilation
system,

determine that the trigger command comprises a lock
trigger to hold an entrance door in a closed position;
and

induce a locking differential air pressure between oppo-
site sides of the entrance door in response to the lock
trigger, wherein the locking differential air pressure
is sufficient to bias the entrance door to contact or to
increase contact with a door frame in the closed
position.

17. The apparatus of claim 16, wherein the locking
differential air pressure is sufficient to generate a target
contact force between the entrance door and the door frame.

18. The apparatus of claim 16, wherein the apparatus
induces the locking differential air pressure by generating a
higher air pressure on a first side of the entrance door as
compared to an opposing second side of the entrance door,
wherein the second side of the entrance door is contactable
with the door frame in the closed position.

19. The apparatus of claim 16, wherein the entrance door
is swingable about an axis in a direction toward the second
side of the entrance door to move from an open position to
the closed position.

20. A non-transitory computer-readable medium storing
instructions that, when executed by a processor, cause the
processor to:

receive a trigger command for controlling a ventilation

system,

determine that the trigger command comprises a lock

trigger to hold an entrance door in a closed position;
and

induce a locking differential air pressure between opposite

sides of the entrance door in response to the lock
trigger, wherein the locking differential air pressure is
sufficient to bias the entrance door to contact or to
increase contact with a door frame in the closed posi-
tion.



