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MOVING BODY TRACKING DEVICE,
MOVING BODY TRACKING METHOD, AND
PROGRAM

[0001] This application is based upon and claims the
benefit of priority from Japanese Patent Application No.
2019-062849, filed on Mar. 28, 2019, the disclosure of
which is incorporated herein in its entirety by reference.

TECHNICAL FIELD

[0002] The present invention relates to a moving body
tracking device, a moving body tracking method, and a
program.

BACKGROUND ART

[0003] A movable object (moving body), such as a person
holding a smartphone, a transport aircraft provided with
communication equipment, or a vehicle on which a person
belonging a portable terminal rides, may send a radio wave.
[0004] PTL 1 (Japanese Unexamined Patent Application
Publication No. 2005-056000) discloses a system that moni-
tors a traveling vehicle from which a radio wave of a cellular
phone is sent, and recognizes whether a driver is calling on
the cellular phone. The system acquires a vehicle body
number of a vehicle driven by a driver calling on a cellular
phone.

[0005] The technique described in PTL 1 includes moni-
toring, when receiving a radio wave sent from a cellular
phone during a call, a vehicle driven by a driver calling on
a cellular telephone, and capturing an image of a driver’s
seat when the vehicle reaches a predetermined image cap-
turing region. Meanwhile, the technique does not disclose
nor sufficiently consider identifying a vehicle being an
emission source of a radio wave when there are a plurality
of radio-wave emission sources as well as a plurality of
vehicles captured in an image.

SUMMARY

[0006] The present invention addresses an issue of more
efficiently identifying a moving body sending a particular
radio wave.

[0007] According to the present invention, there is pro-
vided a moving body tracking system including:

[0008] a memory that stores a set of instructions; and

[0009] at least one processor configured to execute the set
of instructions to identify, when a feature value of a radio
wave received by a terminal is registered in a database, a
moving body sending the radio wave, based on a plurality of
images captured by the terminal and associated with the
feature value of the radio wave.

[0010] According to the present invention, there is pro-
vided a moving body tracking system including:

[0011] a memory that stores a set of instructions; and
[0012] at least one processor configured to execute the set
of instructions to identify, when a feature value of a radio
wave received by a terminal is registered in a database, a
moving body sending the radio wave, based on a plurality of
images captured by the terminal and associated with the
feature value of the radio wave; wherein

[0013] the memory stores the feature value of the radio
wave received by the terminal and the image captured by the
terminal in association with each other, and
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[0014] the processor registers, out of the radio waves sent
from the moving body, the feature value of the radio wave
whose feature value is unregistered in the database, and the
feature value of the radio wave whose feature value is
preliminarily registered in the database, in a watchlist in
association with each other.

[0015] According to the present invention, there is pro-
vided a moving body tracking method including:

[0016] by an information processing device,

[0017] identifying, when a feature value of a radio wave
received by a terminal is registered in a database, a moving
body sending the radio wave, based on a plurality of images
captured by the terminal and associated with the feature
value of the radio wave.

[0018] According to the present invention, there is pro-
vided a program causing a computer to execute

[0019] processing of identifying, when a feature value of
a radio wave received by a terminal is registered in a
database, a moving body sending the radio wave, based on
a plurality of images captured by the terminal and associated
with the feature value of the radio wave.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIG. 1 is one example of a function block diagram
of' a moving body tracking system according to the present
example embodiment.

[0021] FIG. 2 is one example of a function block diagram
of'the moving body tracking system according to the present
example embodiment.

[0022] FIG. 3 is a diagram representing a state in which an
information acquisition terminal according to the present
example embodiment is installed on a road.

[0023] FIG. 4 is one example of a function block diagram
of a processing device according to the present example
embodiment.

[0024] FIG. 5 is a diagram schematically illustrating one
example of a structure of data processed by the moving body
tracking system according to the present example embodi-
ment.

[0025] FIG. 6 is a diagram schematically illustrating one
example of a structure of data processed by the moving body
tracking system according to the present example embodi-
ment.

[0026] FIG. 7 is a diagram schematically illustrating one
example of a structure of data processed by the moving body
tracking system according to the present example embodi-
ment.

[0027] FIG. 8 is a diagram illustrating one example of a
concept of processing performed by the moving body track-
ing system according to the present example embodiment.
[0028] FIG. 9 is a diagram illustrating one example of a
hardware configuration of the moving body tracking system
according to the present example embodiment.

[0029] FIG. 10 is a flowchart illustrating one example of
flow of processing performed by the moving body tracking
system according to the present example embodiment.
[0030] FIG. 11 is a diagram schematically illustrating one
example of a structure of data processed by the moving body
tracking system according to the present example embodi-
ment.

[0031] FIG. 12 is a flowchart illustrating one example of
flow of processing performed by the moving body tracking
system according to the present example embodiment.
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[0032] FIG. 13 is one example of a function block diagram
of'the moving body tracking system according to the present
example embodiment.

[0033] FIG. 14 is one example of a function block diagram
of'the moving body tracking system according to the present
example embodiment.

[0034] FIG. 15 is a flowchart illustrating one example of
flow of processing performed by the moving body tracking
system according to the present example embodiment.
[0035] FIG. 16 is a flowchart illustrating one example of
flow of processing performed by the moving body tracking
system according to the present example embodiment.
[0036] FIG. 17 is one example of a function block diagram
of'the moving body tracking system according to the present
example embodiment.

[0037] FIG. 18 is one example of a function block diagram
of the information acquisition terminal according to the
present example embodiment.

[0038] FIG. 19 is one example of a function block diagram
of the processing device according to the present example
embodiment.

[0039] FIG. 20 is a diagram schematically illustrating one
example of a structure of data processed by the moving body
tracking system according to the present example embodi-
ment.

[0040] FIG. 21 is a flowchart illustrating one example of
flow of processing performed by the moving body tracking
system according to the present example embodiment.
[0041] FIG. 22 is a flowchart illustrating one example of
flow of processing performed by the moving body tracking
system according to the present example embodiment.
[0042] FIG. 23 is one example of a function block diagram
of'the moving body tracking system according to the present
example embodiment.

EXAMPLE EMBODIMENT

First Example Embodiment

[0043] A first example embodiment of the present inven-
tion will be described. An overview of a moving body
tracking system 100 according to the present example
embodiment will be described by using a function block
diagram of FIG. 1. A processing device 10 is communicable
with one or more information acquisition terminals 20, and
receives information acquired by the information acquisition
terminal(s) 20.

[0044] Next, the moving body tracking system 100
according to the present example embodiment will be
described in detail by using a function block diagram of FIG.
2. The processing device 10 is a device accessible by an
operator at a data center or the like, and includes a commu-
nication unit 11, a collation unit 12, a storage unit 13, an
identification unit 14, an output unit 15, and an image
processing unit 19. The processing device 10 acquires
information received from the information acquisition ter-
minal 20.

[0045] The information acquisition terminal 20 is a ter-
minal installed along a road or the like, and includes a radio
wave reception unit 21, an imaging unit 22, a terminal-side
communication unit 23, and a code assignment unit 24. The
processing device 10 and the information acquisition termi-
nal 20 are connected with each other via a communication
network such as the Internet, and are communicable with
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each other. Note that the information acquisition terminal 20
has an identifier ID for identifying an individual terminal.

[0046] The present example embodiment will give
description by using an example of tracking a moving body
that sends a particular radio wave preliminarily registered in
a database. The moving body described herein includes a
movable person and a movable object. Note that, for con-
venience, the present example embodiment will give
description by using, but not limited to, a travelable vehicle
as an example of the moving body. Examples of the moving
body include, but not limited to, a person holding radio-
wave-sending equipment, and an object such as a vehicle, an
airplane, a watercraft, or a drone. Further, examples of the
radio-wave-sending equipment include, but not limited to, a
smartphone, a cell phone, an electronic toll collection sys-
tem (ETC) (registered trademark) terminal, and the like. The
expression “vehicle” described in all example embodiments
of the present invention can be rephrased as any “moving
body”. Similarly, the expression “vehicle ID” related to the
“vehicle” can be also rephrased as a “moving body ID”. The
“vehicle ID” and the “moving body ID” are identification
information assigned to each individual of moving bodies.

[0047] Further, the present example embodiment uses a
road periphery as an example of an installation place of the
information acquisition terminal 20, but not limiting an
installation example. For example, when the moving body is
a watercraft, the information acquisition terminal 20 may be
arranged at sea by being buried in a buoy or the like. When
the moving body is an aircraft, the information acquisition
terminal 20 may be arranged in the air by being mounted on
a drone or the like. Further, the information acquisition
terminal 20 does not need to be arranged two-dimensionally,
but may be arranged three-dimensionally along the track of
the moving body.

[0048] The radio-wave-sending equipment is manufac-
tured in such a way as to satisty a predetermined telecom-
munications standard, but involves a slight individual dif-
ference due to variation of analog circuits, or the like. Thus,
a radio wave has a feature value identifiable on the basis of
the individual difference in equipment being an emission
source of the radio wave. Examples of the feature value of
a radio wave include a feature value based on a modulation
error caused by a modulation analysis, a feature value based
on a temporal waveform of the radio wave, and the like.
Further, for example, the feature value may be a feature
value indicating one or more of, but not limited to, a
transient (rise and fall) of a reception signal, power spectral
density of a preamble portion, error vector magnitude
(EVM), an IQ phase error, an IQ imbalance amount, a
frequency offset, and a symbol clock error. By collating the
feature value of a radio wave being physical-layer informa-
tion as described above with a preliminarily generated
database, it is possible to identify one individual being an
emission source of the radio wave. The radio wave reception
unit 21 according to the present invention acquires the
feature value of a radio wave sent from the vicinity. Note
that a timing at which a radio wave is sent from an emission
source is not limited to any particular timing. For example,
when the emission source of a radio wave is a smartphone
or the like, the timing at which the radio wave is sent is not
limited to when voice communication is performed, and
may be when communication is performed due to running of
an application, or may be when polling communication
between a cell terminal and a base station is performed.
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[0049] Next, a state in which the information acquisition
terminal 20 according to the present example embodiment is
installed on a road will be described by using FIG. 3. A
plurality of information acquisition terminals 20 are
installed along a road. A situation is assumed in which a
plurality of vehicles travel the road. When a vehicle includes
a terminal being an emission source of a radio wave, such as
when an electronic toll collection system (ETC) (registered
trademark) terminal is mounted on a vehicle or when a
person holding a smartphone is riding on a vehicle, a radio
wave is sent from the vehicle. Each of the plurality of
information acquisition terminals 20 installed along the road
receives, when a vehicle approaches the information acqui-
sition terminal 20, a radio wave sent from the vehicle. For
example, a traveling vehicle passes through the vicinity of a
certain information acquisition terminal 20, and thereafter
passes through the vicinity of another information acquisi-
tion terminal 20. In this case, there is a difference in times
at which the information acquisition terminals 20 receive a
radio wave sent from the vehicle.

[0050] When a vehicle sending a radio wave travels the
vicinity of the information acquisition terminal 20, the radio
wave reception unit 21 receives the radio wave sent from the
vehicle traveling a predetermined section, and extracts a
feature value of the radio wave. In the case of extracting a
feature value from the received radio wave, it may be
designed such that noise influence according to a character-
istic of the individual information acquisition terminal 20 is
removed. Examples of the radio wave reception unit 21
include, but not limited to, a directional antenna, a nondi-
rectional antenna, and the like. Any radio wave reception
unit 21 is applicable, as long as the radio wave reception unit
21 is capable of receiving a radio wave. Further, the radio
wave reception unit 21 may have a radio wave analysis
function for extracting a feature value of a radio wave.
[0051] The imaging unit 22 captures an image of a pre-
determined imaging section, and acquires a captured image
including a traveling vehicle. Examples of the imaging unit
22 include, but not limited to, a visible light camera, an
infrared light camera, and the like.

[0052] The code assignment unit 24 assigns a code of
meta-information to data indicating the feature value of the
radio wave and the captured image. The meta-information
used in the present example embodiment includes time
information related to a time at which the radio wave
reception unit 21 receives the radio wave, or time informa-
tion related to a time at which the imaging unit 22 captures
the image. The meta-information used in the present
example embodiment also includes an identifier ID of the
information acquisition terminal 20 including the radio wave
reception unit 21 and the imaging unit 22. The terminal-side
communication unit 23 transmits, to the communication unit
11, the feature value of the radio wave and the captured
image to which the code assignment unit 24 assigns the
meta-information.

[0053] The communication unit 11 receives information
including the feature value of the radio wave and the
captured image transmitted by the terminal-side communi-
cation unit 23. The image processing unit 19 recognizes and
extracts a vehicle image from the captured image received
by the communication unit 11. The image processing unit 19
assigns, to each vehicle image, a vehicle ID according to an
individual vehicle, on the basis of a feature of the extracted
vehicle image. Any feature of the vehicle image is appli-
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cable, as long as the feature is capable of identifying an
individual vehicle on the basis of, for example, a vehicle
type, a vehicle color, a vehicle shape, a number plate, a flaw
or a deterioration state of the vehicle, a type of a component
of'the vehicle, and the like. A publicly known art can be used
for identification of an individual vehicle.

[0054] The storage unit 13 stores information indicating
the feature value of the radio wave received by the com-
munication unit 11, the vehicle image extracted by the image
processing unit 19, and the vehicle ID.

[0055] A concept of a database included in the storage unit
13 will be described by using FIG. 4. The storage unit 13
includes a database for collation 1B, an acquired-radio-wave
database 2B, and a captured-image database 3B. In the
database for collation 1B, a feature value of a radio wave
sent by an individual to be identified is preliminarily regis-
tered. In the acquired-radio-wave database 2B, the feature
value of the radio wave acquired by the radio wave reception
unit 21 and the meta-information in association therewith
are stored for each record. In the captured-image database
3B, the captured image acquired by the imaging unit 22, the
meta-information, the vehicle image extracted by the image
processing unit 19, and the vehicle ID are stored in asso-
ciation with one another.

[0056] A structure of data included in the database for
collation 1B will be described by using FIG. 5. In the
database for collation 1B, an emission-source terminal 1D
indicating a terminal being an emission source of a radio
wave, and information indicating a feature value of a radio
wave sent by the emission-source terminal are stored in
association with each other. Information indicating a holder
of the emission-source terminal may be also associated with
the feature value of the radio wave.

[0057] A structure of data included in the acquired-radio-
wave database 2B will be described by using FIG. 6. In the
acquired-radio-wave database 2B, information indicating
the feature value of the acquired radio wave, the identifier ID
of the information acquisition terminal 20 having acquired
the radio wave, and the time information are stored in
association with one another.

[0058] A structure of data included in the captured-image
database 3B will be described by using FIG. 7. In the
captured-image database 3B, data indicating the captured
image captured by the imaging unit 22, the identifier ID of
the information acquisition terminal 20 having acquired the
captured image, the time information, the vehicle image
extracted by the image processing unit 19 from the captured
image, and the vehicle ID are stored in association with one
another. Further, feature information capable of identifying
a vehicle may be also stored in association with the above.
The feature information of a vehicle is, for example, a
number plate determined from the captured image.

[0059] The collation unit 12 collates the feature value of
the radio wave stored in the acquired-radio-wave database
2B with the feature value of the radio wave stored in the
database for collation 1B. The collation unit 12 may execute
collation at a timing when, for example, a feature value of
a radio wave is newly stored in the acquired-radio-wave
database 2B. Further, the collation unit 12 may execute
collation when the information stored in the acquired-radio-
wave database 2B is updated, or when a user accessing the
processing device 10 performs an operation. The timing at
which the collation unit 12 executes collation is not limited
to any particular timing.
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[0060] The identification unit 14 identifies a feature value
of a radio wave successfully collated by the collation unit
12, from among the feature values of the radio waves stored
in the acquired-radio-wave database 2B. Then, the identifi-
cation unit 14 searches for, from the acquired-radio-wave
database 2B, one or more combinations of time information
and identifier IDs associated with the feature value of the
radio wave. Then, the identification unit 14 refers to the time
information and the identifier ID stored in the captured-
image database 3B, and searches for a vehicle ID from a
record having the same time information and the same
identifier ID as the above-described information searched
for from the acquired-radio-wave database 2B. By repeating
the search, a vehicle ID of a vehicle being an emission
source of the radio wave is identified.

[0061] Next, processing of identifying, by the identifica-
tion unit 14, a vehicle being an emission source of the radio
wave will be described in detail by using a conceptual
diagram of FIG. 8. (1) to (3) in FIG. 8 are conceptual
diagrams indicating a group of feature values of radio waves
(or information indicating feature values of radio waves) and
vehicle IDs having common time information and a com-
mon identifier ID. In other words, (1) to (3) indicate one or
more vehicle bodies captured by the same information
acquisition terminal 20 at the same time, and feature values
of one or more received radio waves. Conditions A to C are
conditions relating to time information and an identifier ID.
Herein, a process of identifying a vehicle body being an
emission source of the radio wave will be described by

using, as an example, a feature value “ABCD . . . ” of aradio
wave illustrated in FIG. 8.
[0062] The identification unit 14 first refers to the condi-

tion A in (1). A plurality of vehicle IDs stored in the
captured-image database 3B may be associated with a
plurality of feature values of radio waves stored in the
acquired-radio-wave database 2B. There are a plurality of
candidates for a vehicle body sending a radio wave having
the feature value “ABCD . . . ”. The identification unit 14
then refers to the condition B in (2) as well, and narrows
down the vehicle IDs associated with the feature value
“ABCD . .. ” under the conditions A and B to “AAAAL ..
.”or “BBBBI1 ... ”. Further, the identification unit 14 refers
to the condition C in (3) as well, and narrows down the
vehicle ID associated with the feature value “ABCD . . . ”
under the conditions A, B, and C to one “AAAALl ....”

[0063] At astage where there are an insufficient number of
pieces of data acquired by the information acquisition ter-
minal 20 and there are few conditions to be referred to (for
example, when only the condition A in FIG. 8 is referred to),
it is impossible to find out a vehicle ID from the feature
value of the radio wave, which results in a plurality of
vehicle IDs being searched. When the number of pieces of
data acquired by the information acquisition terminal 20 is
increased and there are many conditions to be referred to (for
example, when the conditions A to C in FIG. 8 are referred
10), it is possible to narrow down to one vehicle ID from the
feature value of the radio wave. As described above, the
identification unit 14 sequentially refers to conditions
including time information and an identifier ID, and narrows
down vehicle IDs associated with the feature value of the
radio wave under a plurality of conditions. The identification
unit 14 then identifies, by the narrowing, a vehicle ID related
to the feature value of the radio wave. Note that the
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information identified by the identification unit 14 may be
not only a vehicle ID, but may be also a vehicle image.
[0064] Note that, when the identification unit 14 refers to
the time information stored in the captured-image database
3B, the identification unit 14 does not need to refer to only
an identical time strictly, and it may be designed such that
any time error is allowed for reference. Further, in consid-
eration of a structure and arrangement of the information
acquisition terminal 20, a condition (time information, an
identifier ID, and the like) for use in association of a feature
value of a radio wave with a vehicle ID may be changed
according to, for example, arrangement of the radio wave
reception unit 21 and the imaging unit 22, a radio-wave
receivable range, and an imaging section. For example, a
plurality of identifier IDs for use in association may be set
in consideration of arrangement of the information acquisi-
tion terminal 20, or it may be designed such that information
associated with at least one of a plurality of predetermined
identifier IDs are able to be referred to.

[0065] The output unit 15 outputs information associated
with the vehicle ID identified by the identification unit 14.
The information output by the output unit 15 includes, for
example: the vehicle image, the time information, the iden-
tifier ID of the information acquisition terminal 20, and the
number plate information on the vehicle stored in the
captured-image database 3B; the feature value of the radio
wave and the time information stored in the acquired-radio-
wave database 2B; the emission-source terminal ID and the
information on a terminal holder stored in the database for
collation 1B; and the like. Further, the output unit 15 may
display the conceptual diagrams illustrated in FIG. 8, a
process in which the identification unit 14 identifies a
vehicle being an emission source of a target radio wave, and
the like. The information output by the output unit 15 is not
limited to the above. Further, the output unit 15 may cause,
for example, an unillustrated display unit included in the
processing device 10 to display information, or the output
unit 15 may display information for a user. The output unit
15 may output, to a user accessing the processing device 10,
an instruction to display information.

[0066] Next, one example of a hardware configuration that
implements the processing device 10 and the information
acquisition terminal 20 by using one or more computers will
be described. The function units included in the processing
device 10 and the information acquisition terminal 20 are
implemented by any combination of hardware and software,
mainly including, for example, a central processing unit
(CPU) of any computer, a memory, a program loaded on a
memory, a storage unit such as a hard disk storing the
program, and an interface for network connection. It should
be understood by a person skilled in the art that there are
various modification examples of a method of implementing
the function units and a device therefor. Note that, the
storage unit is also able to store, besides a program previ-
ously stored before shipment of the device, a program
downloaded from, for example, a storage medium such as an
optical disk, a magneto-optical disk, and a semiconductor
flash memory, or from a server on the Internet.

[0067] FIG. 9 is a block diagram exemplarily illustrating
ahardware configuration of the processing device 10 and the
information acquisition terminal 20. As illustrated in FIG. 9,
the processing device 10 and the information acquisition
terminal 20 include a processor 1A, a memory 2A, an
input/output interface 3A, a peripheral circuit 4A, a com-
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munication interface 5A, and a bus 6A. The peripheral
circuit 4A includes various modules. The processing device
10 and the information acquisition terminal 20 do not need
to include the peripheral circuit 4A. Note that the processing
device 10 and the information acquisition terminal 20 may
be configured by a plurality of physically and/or logically
separated devices. In this case, each of the plurality of
devices may include the above-described hardware configu-
ration.

[0068] The bus 6A is a data transmission line for the
processor 1A, the memory 2A, the input/output interface
3 A, the peripheral circuit 4A, and the communication inter-
face SA to transmit and receive data to and from one another.
The processor 1A is an arithmetic processing device such as
a CPU, a graphics processing unit (GPU), or a micropro-
cessor. The processor 1A can execute processing according
to, for example, various kinds of programs stored in the
memory 2A.

[0069] The memory 2A is, for example, a memory such as
a random access memory (RAM) or a read only memory
(ROM), and stores a program and various kinds of data. The
memory 2A stores a database in which the feature value of
the radio wave received by the information acquisition
terminal 20. The input/output interface 3A includes, for
example, an interface for acquiring information from an
input device, an external device, an external storage unit, an
external sensor, a camera, or the like, and an interface for
outputting information to an output device, an external
device, an external storage unit, or the like. The input device
is, for example, a touch panel, a keyboard, a mouse, a
microphone, a camera, and the like. The output device is, for
example, a display, a speaker, a printer, a lamp, and the like.
[0070] The processor 1A is able to issue a command to
each of the modules, and is able to perform an operation on
the basis of results of operations performed by the modules.
The processor 1A identifies the moving body sending the
radio wave, based on the plurality of images captured by the
information acquisition terminal 20 and associated with the
feature value of the radio wave. The communication inter-
face 5A allows the processing device 10 and the information
acquisition terminal 20 to communicate with an external
device, and besides, allows the processing device 10 and the
information acquisition terminal 20 to communicate with
each other. Note that some of the functions of the processing
device 10 and the information acquisition terminal 20 may
be configured by a computer.

[0071] Next, flow of processing performed by the moving
body tracking system 100 according to the present example
embodiment will be described by using a flowchart of FIG.
10. One or more information acquisition terminals 20 are
installed along a road, and vehicles pass through the vicinity
of the information acquisition terminal 20 one after another.
The imaging unit 22 captures an image of a predetermined
imaging section, and acquires a captured image including a
traveling vehicle (S101). The image processing unit 19
extracts a vehicle image from the captured image, and
assigns a vehicle ID to the vehicle image (S102). The storage
unit 13 stores the captured image captured by the imaging
unit 22, the vehicle image extracted by the image processing
unit 19, and the vehicle ID (S103).

[0072] The radio wave reception unit 21 included in the
information acquisition terminal 20 acquires a feature value
of an acquired radio wave (S104). The storage unit 13 stores
the feature value of the radio wave acquired by the radio
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wave reception unit 21 (S105). Note that, in S103 and S105,
the storage unit 13 stores the feature value of the radio wave
and the captured image in association with an identifier ID
of the information acquisition terminal 20 and time infor-
mation.

[0073] The collation unit 12 then collates the feature value
of the radio wave acquired by the radio wave reception unit
21 and stored in the storage unit 13, with a feature value of
a radio wave preliminarily stored in the database for colla-
tion 1B (S106). When collation is failed, S101 and S104 are
executed again (NO in S107). When collation is succeeded,
the identification unit 14 refers to the acquired-radio-wave
database 2B, and searches for time information and an
identifier ID associated with the radio wave (YES in S107,
and S108). The identification unit 14 then refers to the
captured-image database 3B, and refers to a vehicle ID from
a record having the same time information and the same
identifier ID as the information identified in S108 (S109).
Thereafter, the identification unit 14 sequentially refers to
vehicle IDs associated with the time information and the
identifier ID, and narrows down vehicle IDs associated with
the feature value of the radio wave under a plurality of
conditions. As a result of the narrowing, the identification
unit 14 identifies one vehicle being an emission source of the
radio wave (S110).

[0074] The moving body tracking system 100 according to
the present example embodiment described above is able to
more accurately identify one moving body that sends a radio
wave having a feature value preliminarily registered in a
database, even when there are a plurality of moving bodies
sending radio waves.

[0075] Further, the moving body tracking system 100
according to the present example embodiment performs
collation by using a feature value that is physical-layer
information on a received radio wave. Thus, there is no need
of mutual communication with equipment being an emission
source of a radio wave, unlike an approach to identify
emission-source equipment by using an IP address of the
equipment or the like. Accordingly, it is possible to identify
an emission source of a radio wave without causing equip-
ment or a moving body being an emission source of a radio
wave to recognize the presence of a terminal acquiring a
radio wave.

[0076] Further, since only a user allowed to access the
processing device 10 is able to identify a moving body being
an emission source of a radio wave, it is possible to maintain
confidentiality in dealing with individuality identifiable
information.

Second Example Embodiment

[0077] A second example embodiment assumes that the
information acquisition terminal 20 according to the first
example embodiment captures an image of a person riding
on a moving body. The second example embodiment is
different from the above-described first example embodi-
ment in that, when the imaging unit 22 captures a person
image, the captured-image database 3B stores information
relating to the person image, the image processing unit 19
identifies a person from the captured image, and the iden-
tification unit 14 identifies a person having a terminal being
an emission source of a radio wave. Other configurations of
the information acquisition terminal 20 are the same as the
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configurations according to the first example embodiment.
The portions overlapping with the first example embodiment
will not be described.

[0078] The imaging unit 22 captures an image including a
person. The imaging unit 22 may capture an image of, for
example, a person driving a vehicle, or a person riding on a
vehicle.

[0079] The image processing unit 19 recognizes and
extracts a person image from the captured image. Further,
the image processing unit 19 assigns a person ID for
identifying an individual on the basis of a feature of the
extracted person image. Note that, the image processing unit
19 may extract a face image from the captured image, or
may extract a person image including a face image. Further,
the person image may be photographed from the back or the
side of a person, and the face image may be unclear. The
person image may include a part of a person’s body. In a
process of identifying an individual from a person image and
assigning a person 1D, facial recognition or the like may be
used. However, description therefor will not be given, since
facial recognition is publicly and widely known.

[0080] A structure of data included in a captured-image
database 3B according to the present example embodiment
will be described by using FIG. 11. In the captured-image
database 3B according to the present example embodiment,
data indicating the captured image captured by the imaging
unit 22, the identifier ID of the information acquisition
terminal 20 having acquired the captured image, and the
time information are stored in association with one another.
Further, in the captured-image database 3B according to the
present example embodiment, the vehicle image extracted
by the image processing unit 19 from the captured image,
the vehicle ID, the person image, and the person ID are
stored in association with one another. Note that the data
stored in the captured-image database 3B can be changed as
appropriate according to a type of a moving body. For
example, when the moving body is a person, the captured-
image database 3B does not always need to store the vehicle
image and the vehicle ID.

[0081] The identification unit 14 identifies a feature value
of a radio wave successfully collated by the collation unit
12, from among the feature values of the radio waves stored
in the acquired-radio-wave database 2B. Then, the identifi-
cation unit 14 searches for one or more combinations of time
information and identifier IDs associated with the feature
value of the radio wave.

[0082] Then, the identification unit 14 refers to the time
information and the identifier ID stored in the captured-
image database 3B, and identifies at least either one vehicle
ID or one person ID having the same condition relating to
the associated time information and the identifier ID as the
feature value of the radio wave identified on the acquired-
radio-wave database 2B. Similarly to the first example
embodiment, the identification unit 14 sequentially refers to
conditions including time information and an identifier ID,
and narrows down vehicle IDs or person IDs associated with
the feature value of the radio wave under a plurality of
conditions. The identification unit 14 then identifies, by the
narrowing, a vehicle ID or a person ID related to the feature
value of the radio wave.

[0083] Note that, when the identification unit 14 refers to
the time information stored in the captured-image database
3B, the identification unit 14 does not need to refer to only
an identical time strictly, and it may be designed such that
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any time error is allowed for reference. Further, in consid-
eration of a structure and arrangement of the information
acquisition terminal 20, a condition (time information, an
identifier ID, and the like) for use in association of a feature
value of a radio wave with a vehicle ID may be changed
according to arrangement of the radio wave reception unit
21 and the imaging unit 22, a radio-wave receivable range,
an imaging section, and the like. For example, a plurality of
identifier IDs for use in association may be set in consider-
ation of arrangement of the information acquisition terminal
20, or it may be designed such that information associated
with at least one of a plurality of predetermined identifier
IDs can be referred to.

[0084] Next, flow of processing performed by a moving
body tracking system 100 according to the present example
embodiment will be described by using a flowchart of FIG.
12. The portions overlapping with the first example embodi-
ment will not be described. One or more information acqui-
sition terminals 20 are installed along a road, and vehicles
pass through the vicinity of the information acquisition
terminal 20 one after another. The imaging unit 22 captures
an image of a predetermined imaging section, and acquires
a captured image including a person (S201). The image
processing unit 19 extracts a vehicle image and a person
image from the captured image, and assigns a vehicle ID and
a person ID to the vehicle image and the person image,
respectively (S202). The storage unit 13 stores the captured
image captured by the imaging unit 22, the vehicle image
and the person image extracted by the image processing unit
19, and the vehicle ID and the person ID assigned by the
image processing unit 19 (S203).

[0085] In parallel with S201 to S203, the collation unit 12
collates the feature value of the radio wave acquired by the
radio wave reception unit 21 and stored in the storage unit
13, with a feature value of a radio wave preliminarily stored
in the database for collation 1B (S106). When collation is
failed, S201 and S104 are executed again (NO in S107).
When collation is succeeded, the identification unit 14 refers
to the acquired-radio-wave database 2B, and identifies time
information and an identifier ID associated with the radio
wave (YES in S107, and S108). The identification unit 14
then refers to the captured-image database 3B, and refers to
a vehicle ID or a person ID associated with the same
information as the time information and the identifier 1D
identified in S108 (S209). Thereafter, the identification unit
14 sequentially refers to vehicle IDs or person IDs associ-
ated with the time information and the identifier 1D, and
narrows down vehicle IDs or person IDs associated with the
feature value of the radio wave under a plurality of condi-
tions. As a result of reference, the identification unit 14
identifies at least either one vehicle or one person being an
emission source of the radio wave (S210). Note that the
process in which the identification unit 14 identifies a
vehicle or a person being an emission source is similar to the
first example embodiment.

[0086] The moving body tracking system 100 according to
the present example embodiment described above is able to
more accurately identify a moving body that has an emission
source of a radio wave having a feature value preliminarily
registered in a database, even when there are a plurality of
moving bodies sending radio waves. Further, for example,
even when a person carrying a smartphone changes vehicles
from one to another, the moving body tracking system 100
according to the present example embodiment described



US 2020/0314597 Al

above is able to determine which of the person carrying a
smartphone or the vehicle an emission source of a radio
wave depends on.

Third Example Embodiment

[0087] A third example embodiment assumes that a mov-
ing body sends a radio wave different from a radio wave
having a feature value used for collation with the database
for collation 1B. A moving body tracking system 100
according to the present example embodiment is different
from those according to the first and second example
embodiments in that the moving body tracking system 100
has a function of storing, in association with each other, a
plurality of feature values of radio waves sent by the moving
body, and registering, in a watchlist, a feature value of a
radio wave unregistered in the database for collation 1B.
[0088] The third example embodiment of the present
invention will be described. An overview of the moving
body tracking system 100 according to the present example
embodiment will be described by using a function block
diagram of FIG. 13. A processing device 10 is different from
those according to the first and second example embodi-
ments in that the processing device 10 further includes a
second identification unit 16, a watchlist registration unit 17,
and a watchlist notification unit 18. The processing device
10 is communicable with one or more information acquisi-
tion terminals 20, and receives information acquired by the
information acquisition terminal(s) 20.

[0089] Hereinafter, for illustrative purposes, the feature
value of the radio wave from which a vehicle being an
emission source is identified by an identification unit 14
according to the first and second example embodiments will
be referred to as a feature value of a first radio wave. The
second identification unit 16 refers to, from among pieces of
data stored in an acquired-radio-wave database 2B, a plu-
rality of combinations of time information and identifier IDs
of the information acquisition terminals 20 associated with
the feature value of the first radio wave. The second iden-
tification unit 16 then identifies, on the basis of the plurality
of referred combinations of time information and identifier
1Ds, a feature value of a radio wave acquired by the same
information acquisition terminal 20 at the same time as the
feature value of the first radio wave. The feature value of the
radio wave identified by the second identification unit 16
will be referred to as a feature value of a second radio wave.
Note that the second radio wave is not necessarily a radio
wave sent from one piece of equipment. This is because
radio waves having different feature values are sent as many
as emission-source terminals mounted on a vehicle.

[0090] When the second identification unit 16 refers to the
time information stored in the acquired-radio-wave database
2B or the like, the second identification unit 16 does not need
to refer to only an identical time strictly, and it may be
designed such that any time error is allowed for reference.
[0091] A concept of a database included in a storage unit
13 according to the present example embodiment will be
described by using FIG. 14. The storage unit 13 is different
from those according to the first and second example
embodiments in that the storage unit 13 further includes a
watchlist 4B that stores a feature value of a radio wave to be
observed.

[0092] The watchlist registration unit 17 registers the
feature value of the second radio wave in the watchlist 4B.
The watchlist notification unit 18 refers to the acquired-
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radio-wave database 2B at any timing. When there is the
same feature value as the feature value of the second radio
wave registered in the watchlist 4B, the watchlist notifica-
tion unit 18 instructs an output unit 15 to perform notifica-
tion. The output unit 15 notifies a user of detecting a radio
wave having a feature value registered in the watchlist 4B.
Note that, the acquired-radio-wave database 2B may be
referred to at a timing of preliminarily set frequency, or may
be referred to every time new information is registered in the
acquired-radio-wave database 2B. The timing of reference is
not limited to any particular timing.

[0093] Next, flow of processing performed by the moving
body tracking system 100 according to the present example
embodiment will be described by using a flowchart of FIG.
15. A case is assumed in which a moving body sends a radio
wave different from a radio wave having a feature value
collated with the database for collation 1B. The second
identification unit 16 refers to, from among pieces of data
stored in the acquired-radio-wave database 2B, a plurality of
combinations of time information and identifier IDs of the
information acquisition terminals 20 associated with the
feature value of the first radio wave (S301). The second
identification unit 16 then identifies, on the basis of the
plurality of referred combinations of time information and
identifier IDs of the information acquisition terminals 20, a
feature value of a radio wave acquired by the same infor-
mation acquisition terminal 20 at the same time as the
feature value of the first radio wave (S302).

[0094] The watchlist registration unit 17 registers the
feature value of the second radio wave in the watchlist 4B
(S303). The watchlist notification unit 18 refers to the
acquired-radio-wave database 2B at any timing, and deter-
mines the presence of the same feature value as the feature
value of the second radio wave registered in the watchlist 4B
(S304). When determined as present, the watchlist notifica-
tion unit 18 instructs the output unit 15 to perform notifi-
cation (YES in S305). The output unit 15 notifies a user of
detecting a radio wave having a feature value registered in
the watchlist 4B (S306).

[0095] With the above-described operation, the moving
body tracking system 100 according to the present example
embodiment is able to identify a moving body sending a
radio wave known by a database and thereafter register,
when the same vehicle sends an unknown radio wave, a
feature value of the unknown radio wave in such a way that
the known radio wave and the unknown radio wave are in
association with each other. Accordingly, a user who uses the
moving body tracking system 100 is able to acquire a feature
value of a radio wave that is information capable of iden-
tifying a terminal, regarding another emission-source termi-
nal moving together with an emission-source terminal of a
radio wave known by a database.

[0096] Further, the moving body tracking system 100
according to the present example embodiment acquires
information (a feature value of a radio wave) necessary for
collation with a database, by receiving a sent radio wave.
Thus, there is no need of mutual communication with
equipment being an emission source of a radio wave, unlike
an approach to identify emission-source equipment by using
an [P address of the equipment or the like. Accordingly, it is
possible to identify an emission source of a radio wave
without causing equipment or a moving body being an
emission source of a radio wave to recognize the presence of
a terminal acquiring a radio wave.
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Fourth Example Embodiment

[0097] A fourth example embodiment assumes that a
moving body sending a radio wave unregistered in a data-
base is identified in a predetermined area. The predeter-
mined area may be, for example, an area where a moving
body given permission in advance is limitedly allowed for
passage, an area where only a vehicle or a staff registered in
advance is admitted for entry, a security area, or an area
merely set by a user.

[0098] The moving body tracking systems 100 according
to the first to third example embodiments identify an emis-
sion source of a radio wave successfully collated with a
database (a positive list approach). On the other hand, in a
moving body tracking system 100 according to the present
example embodiment, an identification unit 14 identifies a
moving body being an emission source of a radio wave
having a feature value unsuccessfully collated with a data-
base (a negative list approach). The present example
embodiment is different from the first to third example
embodiments in the above-described point. Other configu-
rations of the moving body tracking system 100 are the same
as the configurations according to the first to third example
embodiments. The portions overlapping with the first to
third example embodiments will not be described.

[0099] One or more information acquisition terminals 20
are installed in a predetermined area. A moving body passes
through the vicinity of the information acquisition terminal
20. A database for collation 1B preliminarily stores, for
example, for a moving body permitted for passage through
the predetermined area, a feature value of a radio wave sent
by the moving body.

[0100] The identification unit 14 identifies a feature value
of a radio wave unsuccessfully collated by a collation unit
12, from among the feature values of the radio waves stored
in an acquired-radio-wave database 2B. Then, the identifi-
cation unit 14 identifies one or more combinations of time
information and identifier IDs associated with the feature
value of the radio wave.

[0101] Then, the identification unit 14 refers to the time
information and the identifier ID stored in a captured-image
database 3B, and identifies at least either one vehicle ID or
one person ID having the same condition relating to the
associated time information and the identifier ID as the
feature value of the radio wave identified on the acquired-
radio-wave database 2B. Similarly to the first to third
example embodiments, the identification unit 14 sequen-
tially refers to conditions including time information and an
identifier ID, and narrows down vehicle IDs or person IDs
associated with the feature value of the radio wave under a
plurality of conditions. The identification unit 14 then iden-
tifies, by the narrowing, a vehicle ID or a person ID related
to the feature value of the radio wave.

[0102] Note that, when the identification unit 14 refers to
the time information stored in the captured-image database
3B, the identification unit 14 does not need to refer to only
an identical time strictly, and it may be designed such that
any time error is allowed for reference. Further, in consid-
eration of a structure and arrangement of the information
acquisition terminal 20, a condition (time information, an
identifier ID, and the like) for use in association of a feature
value of a radio wave with a vehicle ID may be changed
according to arrangement of a radio wave reception unit 21
and an imaging unit 22, a radio-wave receivable range, an
imaging section, and the like. For example, a plurality of
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identifier IDs for use in association may be set in consider-
ation of arrangement of the information acquisition terminal
20, or it may be designed such that information associated
with at least one of a plurality of predetermined identifier
IDs is able to be referred to.

[0103] Next, flow of processing performed by the moving
body tracking system 100 according to the present example
embodiment will be described by using a flowchart of FIG.
16. The portions overlapping with the first to third example
embodiments will not be described.

[0104] The collation unit 12 collates the feature value of
the radio wave acquired by the radio wave reception unit 21
and stored in the storage unit 13, with a feature value of a
radio wave preliminarily stored in a database for collation
1B (S106). When collation is succeeded, S104 and S401 are
executed again (YES in S407). When collation is failed, the
identification unit 14 refers to the acquired-radio-wave data-
base 2B, and identifies time information and an identifier ID
associated with the radio wave (NO in S407, and S408). The
identification unit 14 then refers to the captured-image
database 3B, and refers to at least either a vehicle image or
a person image associated with the same information as the
time information and the identifier ID identified in S408
(S409). As a result of reference, the identification unit 14
identifies at least either a vehicle ID or a person 1D having
an emission source of the radio wave (S410). Note that the
process in which the identification unit 14 identifies a
vehicle or a person being an emission source is similar to the
first example embodiment.

[0105] With the above-described operation, the moving
body tracking system 100 according to the present example
embodiment is able to identify, when a radio wave unknown
by a database is received, a moving body being an emission
source of the unknown radio wave, and store the moving
body in association with a feature value of the unknown
radio wave. Accordingly, it is possible to identify, when a
suspicious radio wave unknown by a database is sent in a
predetermined area, a moving body being an emission
source of the suspicious radio wave, and acquire information
on the moving body.

Fifth Example Embodiment

[0106] A moving body tracking system 100 according to a
fifth example embodiment is different from those according
to the first to fourth example embodiments, in that an
information acquisition terminal 20 includes a second stor-
age unit 25 and a second collation unit 26, and collation of
a feature value of a radio wave can be performed by the
information acquisition terminal 20. The fourth example
embodiment of the present invention will be described. An
overview of the moving body tracking system 100 according
to the present example embodiment will be described by
using a function block diagram of FIG. 17. Other configu-
rations of the moving body tracking system 100 are the same
as the configurations according to the first to fourth example
embodiments. The portions overlapping with the first to
fourth example embodiments will not be described.

[0107] The information acquisition terminal 20 includes
the second storage unit 25 and the second collation unit 26.
The second storage unit 25 stores data indicating a feature
value of a radio wave received by a communication unit 11.
Further, the second storage unit 25 stores a captured image
captured by the imaging unit 22. The second storage unit 25
may store data at a timing when the information acquisition
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terminal 20 acquires data, or may store data every certain
period of time. The timing at which the second storage unit
25 stores data is not limited to any particular timing.

[0108] A concept of a database included in the second
storage unit 25 will be described by using FIG. 18. The
second storage unit includes a second database for collation
5B, a second acquired-radio-wave database 6B, and a sec-
ond captured-image database 7B. A structure of data
included in each database is the same as the structure of each
database included in a storage unit 13. The second database
for collation 5B, the second acquired-radio-wave database
6B, and the second captured-image database 7B correspond
to the database for collation 1B, the acquired-radio-wave
database 2B, and the captured-image database 3B, respec-
tively.

[0109] The communication unit 11 transmits collation data
included in the database for collation 1B. The terminal-side
communication unit 23 receives the collation data transmit-
ted by the communication unit 11. The second database for
collation 5B included in the second storage unit 25 stores the
collation data received by the terminal-side communication
unit 23. At this time, the second database for collation 5B
may overwrite and update already-included collation data
with newly-received collation data, or may simply add
received collation data to already-included collation data.

[0110] The second collation unit 26 collates the feature
value of the radio wave stored in the second acquired-radio-
wave database 6B with the feature value of the radio wave
stored in the second database for collation 5B. The second
collation unit 26 may execute collation at a timing when a
feature value of a radio wave is newly stored in the second
acquired-radio-wave database 6B. Further, the second col-
lation unit 26 may execute collation at a timing when the
information stored in the second acquired-radio-wave data-
base 6B is updated. The timing at which the collation unit 12
executes collation is not limited to any particular timing.

[0111] When the second collation unit 26 succeeds in
collation, the terminal-side communication unit 23 transmits
information indicating a feature value of a successfully-
collated radio wave, time information and an identifier 1D
associated with the feature value of the radio wave, and
captured image data captured at the same time as a reception
time of the radio wave. Note that the information indicating
a feature value of a radio wave may be ID information or the
like alternatively indicating a feature value of a radio wave.

[0112] The communication unit 11 receives the data trans-
mitted from the terminal-side communication unit 23. The
storage unit 13 stores the data received by the communica-
tion unit 11.

[0113] A concept of a database included in the storage unit
13 will be described by using FIG. 19. The storage unit 13
according to the present example embodiment further
includes a collated-radio-wave database 8B. Other configu-
rations are the same as those according to the first to fourth
example embodiments.

[0114] A structure of data included in the collated-radio-
wave database 8B will be described by using FIG. 20. In the
collated-radio-wave database 8B, information indicating a
feature value of a radio wave successfully collated by the
information acquisition terminal 20, an identifier ID of the
information acquisition terminal 20 having acquired the
radio wave, and time information are stored in association
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with one another. Note that an emission-source terminal 1D,
a terminal holder ID, and the like may be stored in associa-
tion with one another.

[0115] The identification unit 14 identifies one or more
pieces of time information and identifier IDs associated with
the feature value of the radio wave stored in the collated-
radio-wave database 8B.

[0116] The identification unit 14 then refers to the time
information and the identifier ID stored in the captured-
image database 3B, and identifies at least either one vehicle
ID or one person ID having the same condition relating to
the associated time information and the identifier ID as the
feature value of the radio wave identified on the acquired-
radio-wave database 2B. Similarly to the first to fourth
example embodiments, the identification unit 14 sequen-
tially refers to conditions including time information and an
identifier ID, and narrows down vehicle IDs or person IDs
associated with the feature value of the radio wave under a
plurality of conditions. The identification unit 14 then iden-
tifies, by the narrowing, a vehicle ID or a person ID related
to the feature value of the radio wave.

[0117] Note that, when the identification unit 14 refers to
the time information stored in the captured-image database
3B, the identification unit 14 does not need to refer to only
an identical time strictly, and it may be designed such that
any time error is allowed for reference. Further, in consid-
eration of a structure and arrangement of the information
acquisition terminal 20, a condition (time information, an
identifier ID, and the like) for use in association of a feature
value of a radio wave with a vehicle ID may be changed
according to arrangement of a radio wave reception unit 21
and an imaging unit 22, a radio-wave receivable range, an
imaging section, and the like. For example, a plurality of
identifier IDs for use in association may be set in consider-
ation of arrangement of the information acquisition terminal
20, or it may be designed such that information associated
with at least one of a plurality of predetermined identifier
IDs is able to be referred to.

[0118] Next, flow of processing performed by the moving
body tracking system 100 according to the present example
embodiment will be described by using a flowchart of FIG.
21. The portions overlapping with the first to fourth example
embodiments will not be described.

[0119] The second storage unit 25 included in the infor-
mation acquisition terminal 20 stores data indicating the
feature value of the radio wave received by the communi-
cation unit 11 (S505). Further, the second storage unit 25
stores the captured image captured by the imaging unit 22
(S503). The second collation unit 26 then collates the feature
value of the radio wave stored in the second acquired-radio-
wave database 6B, with a feature value of a radio wave
stored in the second database for collation 5B (S506). When
collation is succeeded, the terminal-side communication unit
23 transmits information indicating a feature value of a
successfully-collated radio wave, time information and an
identifier ID associated with the feature value of the radio
wave, and captured image data captured at the same time as
a reception time of the radio wave (YES in S507, and S508).
The communication unit 11 receives the data transmitted
from the terminal-side communication unit 23. The storage
unit 13 stores the data received by the communication unit
11 (S509).

[0120] The identification unit 14 identifies one or more
combinations of time information and identifier IDs associ-
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ated with the feature value of the radio wave stored in the
collated-radio-wave database 8B. Thereafter, the identifica-
tion unit 14 refers to the captured-image database 3B, and
refers to a vehicle ID or a person ID associated with the same
information as the time information and the identifier 1D
(S510). Thereafter, the identification unit 14 sequentially
refers to vehicle IDs or person IDs associated with the time
information and the identifier ID, and narrows down vehicle
IDs or person IDs associated with the feature value of the
radio wave under a plurality of conditions. As a result of
reference, the identification unit 14 identifies at least either
one vehicle or one person being an emission source of the
radio wave (S511). Note that the process in which the
identification unit 14 identifies a vehicle or a person being an
emission source is similar to the first example embodiment.
[0121] Next, flow of processing in which the moving body
tracking system 100 according to the present example
embodiment updates the information stored in the second
database for collation 5B to be referred when collation of a
feature value of a radio wave is performed by the informa-
tion acquisition terminal 20 will be described by using a
flowchart of FIG. 22.

[0122] The communication unit 11 transmits collation data
included in the database for collation 1B (S601). The
terminal-side communication unit 23 receives the collation
data transmitted by the communication unit 11 (S602). The
second database for collation 5B included in the second
storage unit 25 stores the collation data received by the
terminal-side communication unit 23 (S603). The second
collation unit 26 collates the collation data stored in the
second database for collation 5B with a feature value of a
radio wave stored in the second acquired-radio-wave data-
base 6B (S604).

[0123] The moving body tracking system 100 according to
the present example embodiment described above is able to
more accurately identify a moving body that has an emission
source of a radio wave having a feature value preliminarily
registered in a database, even when there are a plurality of
moving bodies sending radio waves. Further, the moving
body tracking system 100 according to the present example
embodiment transmits only information relating to a feature
value of a radio wave concerned at a time of collation, by
performing collation of a feature value in the information
acquisition terminal 20, which makes it possible to reduce a
communication load at a time of network transmission.
Further, the moving body tracking system 100 according to
the present example embodiment transmits alternative infor-
mation for a feature value rather than the feature value itself,
which makes it possible to reduce a communication load at
a time of network transmission. Accordingly, processing
efficiency of the overall system is improved.

Sixth Example Embodiment

[0124] A sixth example embodiment of the present inven-
tion will be described. FIG. 23 is a function block diagram
illustrating a moving body tracking system 100 according to
the sixth example embodiment. The moving body tracking
system 100 includes a collation unit 12, a storage unit 13,
and an identification unit 14. The collation unit 12 collates
a feature value for collation preliminarily stored in the
storage unit 13, with a feature value of a radio wave to be
collated. The storage unit 13 stores meta-information (time
information, an identifier ID, and the like) associated with
the feature value of the radio wave to be collated and a
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captured image, and a feature value for collation. The
identification unit 14 refers to, from among pieces of infor-
mation stored in the storage unit 13, a captured image having
the same meta-information with a feature value of a suc-
cessfully collated radio wave, and identifies a captured
image indicating a moving body having an emission source
of the radio wave. Note that the collation unit 12 and the
storage unit 13 may be external to the moving body tracking
system 100.

[0125] With the above configuration, the moving body
tracking system 100 that identifies a moving body being an
emission source of a radio wave is provided.

Modification Examples

[0126] The present invention is not limited to the above-
described example embodiments, and design changes can be
made as appropriate within the scope not departing from the
gist of the present invention. Modification examples appli-
cable to the above-described first to sixth example embodi-
ments will be described.

[0127] A modification example applicable to the above-
described first to sixth example embodiments will be
described. The storage unit 13, which is included in the
processing device 10 according to each of the above-
described example embodiments, may be mounted on an
external terminal different from the processing device 10. In
this case, the processing device 10 and the storage unit 13
are communicable with each other via a communication
network such as the Internet. Further, some of the databases
included in the storage unit 13 according to each of the
above-described example embodiments may be stored in an
unillustrated external storage.

[0128] Another modification example will be described.
The moving body tracking system 100 functions even when
there is a single information acquisition terminal 20 installed
on a road. In this case, the processing device 10 identifies a
captured image indicating a moving body being an emission
source of a target radio wave, on the basis of time informa-
tion from a set of feature values of radio waves and captured
images acquired from the one information acquisition ter-
minal 20.

[0129] Still another modification example will be
described. The information acquisition terminal 20 may be
communicable with a plurality of processing devices 10.
Further, the radio wave reception unit 21 and the imaging
unit 22 may be included in different information acquisition
terminals 20. In this case, the radio wave reception unit 21
and the imaging unit 22 are communicable with each other.
[0130] Even in these cases, an advantageous effect similar
to the above-described example embodiments can be
acquired.

[0131] Yet still another modification example will be
described. According to the present invention, the informa-
tion acquisition terminal 20 may acquire IP address infor-
mation on equipment instead of a feature value of a radio
wave. In this case, according to each of the above-described
example embodiments, the identification unit 14 identifies a
moving body being an emission source, by using an IP
address information instead of a feature value of a radio
wave.

[0132] The above-described modification examples can be
combined as appropriate with the first to sixth example
embodiments, and, besides, the modification examples can
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be combined with one another. The configurations described
in the first to sixth example embodiments may be combined
with one another.

[0133] For example, in the case of combining the first to
fourth example embodiments, it may be designed such that
a moving body is identified by using a positive list approach
within a predetermined area and a negative list approach
outside the area.

[0134] For example, in the case of combining the second
and fourth example embodiments, when a radio wave
unknown by a database is received by using a negative list
approach, a feature value of the unknown radio wave may be
registered in a watchlist.

[0135] Besides the above, the components according to
the above-described example embodiments can be replaced
with well-known components as appropriate, within the
scope not departing from the gist of the present invention.
Further, the technical contents of the invention are not
limited to the above-described example embodiments, and
various changes can be applied within the scope not depart-
ing from the gist of the present invention.

[0136] Some or all of the above-described example
embodiments and the modification examples may be
described as the following supplementary notes, but are not
limited to the following.

[0137] (Supplementary Note 1)

[0138] A moving body tracking system including:

[0139] a memory that stores a set of instructions; and
[0140] at least one processor configured to execute the set

of instructions to identify, when a feature value of a radio
wave received by a terminal is registered in a database, a
moving body sending the radio wave, based on a plurality of
images captured by the terminal and associated with the
feature value of the radio wave.

[0141] (Supplementary Note 2)

[0142] The moving body tracking system according to
Supplementary note 1, wherein

[0143] the memory stores the feature value of the radio
wave received by the terminal and the image captured by the
terminal in association with each other, and

[0144] the processor registers, out of the radio waves sent
from the moving body, the feature value of the radio wave
whose feature value is unregistered in the database, and the
feature value of the radio wave whose feature value is
preliminarily registered in the database, in a watchlist in
association with each other.

[0145] (Supplementary Note 3)

[0146] The moving body tracking system according to
Supplementary note 1, wherein the processor collates the
feature value of the radio wave received by the terminal with
the feature value registered in the database.

[0147] (Supplementary Note 4)

[0148] The moving body tracking system according to
Supplementary note 1, wherein the processor notifies infor-
mation on the moving body being identified.

[0149] (Supplementary Note 5)

[0150] The moving body tracking system according to
Supplementary note 1, wherein the image includes a vehicle
image, and the moving body includes a vehicle.

[0151] (Supplementary Note 6)

[0152] The moving body tracking system according to
Supplementary note 5, wherein the processor notifies num-
ber plate information extracted from the image.
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[0153] (Supplementary Note 7)

[0154] The moving body tracking system according to
Supplementary note 1, wherein the image includes a face
image or a person image, and the moving body includes a

person.
[0155] (Supplementary Note 8)
[0156] The moving body tracking system according to

Supplementary note 1, wherein the feature value of the radio
wave is physical-layer information.

[0157] (Supplementary Note 9)

[0158] A moving body tracking system including:

[0159] a memory that stores a set of instructions; and
[0160] at least one processor configured to execute the set

of instructions to identify, when a feature value of a radio
wave received by a terminal is unregistered in a database, a
moving body sending the radio wave, based on a plurality of
images captured by the terminal and associated with the
feature value of the radio wave.

[0161] (Supplementary Note 10)

[0162] The moving body tracking system according to
Supplementary note 1, wherein the feature value of the radio
wave is acquired by a plurality of the terminals.

[0163] (Supplementary Note 11)
[0164] A moving body tracking method including:
[0165] by an information processing device, identifying,

when a feature value of a radio wave received by a terminal
is registered in a database, a moving body sending the radio
wave, based on a plurality of images captured by the
terminal and associated with the feature value of the radio
wave.

[0166] (Supplementary Note 12)

[0167] A moving body tracking method including:
[0168] by an information processing device,

[0169] identifying, when a feature value of a radio wave

received by a terminal is unregistered in a database, a
moving body sending the radio wave, based on a plurality of
images captured by the terminal and associated with the
feature value of the radio wave.

[0170] (Supplementary Note 13)

[0171] Anon-volatile  computer-readable  recording
medium that stores a program causing a computer to execute
[0172] processing of identifying, when a feature value of
a radio wave received by a terminal is registered in a
database, a moving body sending the radio wave, based on
a plurality of images captured by the terminal and associated
with the feature value of the radio wave.

[0173] (Supplementary Note 14)

[0174] A non-volatile computer-readable recording
medium that stores a program causing a computer to execute
[0175] processing of identifying, when a feature value of
a radio wave received by a terminal is unregistered in a
database, a moving body sending the radio wave, based on
a plurality of images captured by the terminal and associated
with the feature value of the radio wave.

[0176] (Supplementary Note 15)

[0177] The moving body tracking system according to
Supplementary note 1, wherein the feature value of the radio
wave is based on a modulation analysis of the radio wave or
a temporal waveform of the radio wave.

[0178] (Supplementary Note 16)

[0179] The moving body tracking system according to
Supplementary note 1, wherein the feature value of the radio
wave is based on error vector magnitude, or a temporal
waveform (waveform analysis) of a radio wave.
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[0180] (Supplementary Note 17)

[0181] The moving body tracking system according to
Supplementary note 1, wherein

[0182] the processor performs notification, when the radio
wave having the feature value unregistered in the database
is received, and

[0183] the terminal receives the radio wave sent from a
particular area.

[0184] (Supplementary Note 18)

[0185] The moving body tracking system according to

Supplementary note 1, wherein the terminal acquires the
radio wave and the image being captured at a plurality of
times.

[0186] (Supplementary Note 19)

[0187] The moving body tracking system according to
Supplementary note 1, wherein

[0188] the memory stores meta-information associated
with the feature value of the radio wave to be collated and
the image captured, and the feature value for collation;
[0189] the processor collates the feature value for collation
preliminarily stored in the memory, with the feature value of
the radio wave to be collated, and refers to, from among
pieces of information stored in the memory, the captured
image having same meta-information with the feature value
of a successfully collated radio wave, and identifies a
captured image indicating the moving body having an
emission source of the radio wave.

REFERENCE SIGNS LIST

[0190] 1A Processor

[0191] 2A Memory

[0192] 3A Input/output interface

[0193] 4A Peripheral circuit

[0194] 5A Communication interface
[0195] 6A Bus

[0196] 1B Database for collation

[0197] 2B Acquired-radio-wave database
[0198] 3B Captured-image database
[0199] 4B Watchlist

[0200] 5B Second database for collation
[0201] 6B Second acquired-radio-wave database
[0202] 7B Second captured-image database
[0203] 8B Collated-radio-wave database
[0204] 100 Moving body tracking system
[0205] 10 Processing device

[0206] 11 Communication unit

[0207] 12 Collation unit

[0208] 13 Storage unit

[0209] 14 Identification unit

[0210] 15 Output unit

[0211] 16 Second identification unit
[0212] 17 Watchlist registration unit
[0213] 18 Watchlist notification unit
[0214] 19 Image processing unit

[0215] 20 Information acquisition terminal
[0216] 21 Radio wave reception unit
[0217] 22 Imaging unit

[0218] 23 Terminal-side communication unit
[0219] 24 Code assignment unit

[0220] 25 Second storage unit

[0221] 26 Second collation unit
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1. A moving body tracking system comprising:

a memory that stores a set of instructions; and

at least one processor configured to execute the set of

instructions to identify, when a feature value of a radio
wave received by a terminal is registered in a database,
a moving body sending the radio wave, based on a
plurality of images captured by the terminal and asso-
ciated with the feature value of the radio wave.

2. The moving body tracking system according to claim 1,
wherein

the memory stores the feature value of the radio wave

received by the terminal and the image captured by the
terminal in association with each other, and

the processor registers, out of the radio waves sent from

the moving body, the feature value of the radio wave
whose feature value is unregistered in the database, and
the feature value of the radio wave whose feature value
is preliminarily registered in the database, in a watchlist
in association with each other.

3. The moving body tracking system according to claim 1,
wherein the processor collates the feature value of the radio
wave received by the terminal with the feature value regis-
tered in the database.

4. The moving body tracking system according to claim 1,
wherein the processor notifies information on the moving
body being identified.

5. The moving body tracking system according to claim 1,
wherein the image includes a vehicle image, and the moving
body includes a vehicle.

6. The moving body tracking system according to claim 5,
wherein the processor notifies number plate information
extracted from the image.

7. The moving body tracking system according to claim 1,
wherein the image includes a face image or a person image,
and the moving body includes a person.

8. The moving body tracking system according to claim 1,
wherein the feature value of the radio wave is physical-layer
information.

9. A moving body tracking system comprising:

a memory that stores a set of instructions; and

at least one processor configured to execute the set of

instructions to identify, when a feature value of a radio
wave received by a terminal is unregistered in a data-
base, a moving body sending the radio wave, based on
a plurality of images captured by the terminal and
associated with the feature value of the radio wave.

10. The moving body tracking system according to claim
1, wherein the feature value of the radio wave is acquired by
a plurality of the terminals.

11. A moving body tracking method comprising:

by an information processing device,

identifying, when a feature value of a radio wave received

by a terminal is registered in a database, a moving body
sending the radio wave, based on a plurality of images
captured by the terminal and associated with the feature
value of the radio wave.

12. A moving body tracking method comprising:

by an information processing device,

identifying, when a feature value of a radio wave received

by a terminal is unregistered in a database, a moving
body sending the radio wave, based on a plurality of
images captured by the terminal and associated with the
feature value of the radio wave.

13. A non-volatile computer-readable recording medium
that stores a program causing a computer to execute
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processing of identifying, when a feature value of a radio
wave received by a terminal is registered in a database,
a moving body sending the radio wave, based on a
plurality of images captured by the terminal and asso-
ciated with the feature value of the radio wave.

14. A non-volatile computer-readable recording medium
that stores a program causing a computer to execute
processing of identifying, when a feature value of a radio
wave received by a terminal is unregistered in a data-
base, a moving body sending the radio wave, based on
a plurality of images captured by the terminal and
associated with the feature value of the radio wave.
15. The moving body tracking system according to claim
1, wherein the feature value of the radio wave is based on a
modulation analysis of the radio wave or a temporal wave-
form of the radio wave.

16. The moving body tracking system according to claim
1, wherein the feature value of the radio wave is based on
error vector magnitude, or a temporal waveform (waveform
analysis) of a radio wave.

17. The moving body tracking system according to claim
1, wherein
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the processor performs notification, when the radio wave
having the feature value unregistered in the database is
received, and
the terminal receives the radio wave sent from a particular
area.
18. The moving body tracking system according to claim
1, wherein the terminal acquires the radio wave and the
image being captured at a plurality of times.
19. The moving body tracking system according to claim
1, wherein
the memory stores meta-information associated with the
feature value of the radio wave to be collated and the
image captured, and the feature value for collation;
the processor collates the feature value for collation
preliminarily stored in the memory, with the feature
value of the radio wave to be collated, and refers to,
from among pieces of information stored in the
memory, the captured image having same meta-infor-
mation with the feature value of a successfully collated
radio wave, and identifies a captured image indicating
the moving body having an emission source of the
radio wave.



