US 20180322477A1

a9y United States

a2y Patent Application Publication o) Pub. No.: US 2018/0322477 A1l

Kuribara et al.

43) Pub. Date: Nov. 8, 2018

(54) MULTIBANK BIOMETRIC Publication Classification
AUTHENTICATION SYSTEM APPLIED IN (51) Int. Cl
AUTOMATIC TELLER MACHINES G0-6Q 50 V10 (2006.01)
EQUIPPED WITH BIOMETRIC SENSORS G060 20/40 (2006.01)
(71)  Applicant: TECNOLOGIA BANCARIA S.A., (52) US. Cl. .
Barueri (BR) CPC ....ccue. G06Q 20/10 (2013.01); GO6Q 20/40
(2013.01); GO6Q 20/1085 (2013.01); GO6Q
(72) Inventors: Carlos Issao Kuribara, Barueri (BR); 20/40145 (2013.01)
Rodrigo Paiva Inacio Lima, Lima, (57) ABSTRACT
Séo Paulo City (BR); Elcio Seiji «
Tabuti, Sio Paulo City (BR); Fabiana MULTIBANK BIOMETRIC AUTHENTICATION SYS-
Tiemi ’O da Katanosaka Ka,tanosaka TEM APPLIED IN AUTOMATIC TELLER MACHINES
Sio Paulo City (BR); Si;none ’ EQUIPPED WITH BIOMETRIC SENSORS?”, the “MUL-
Reboreda Sin}llﬁes S,€10 Paulo City (BR) TIBANK BIOMETRIC AUTHENTICATION SYSTEM
’ APPLIED IN AUTOMATIC TELLER MACHINES WITH
BIOMETRIC SENSORS?” refers, more specifically, to the
(21) Appl. No.: 16/032,631 use of automatic teller machines to perform transactions
with multibank biometric authentication with one, two or
(22) Tiled: Jul. 11, 2018 three biometric sensors; the system proposed enables trans-
actions to be performed requiring only the biometric authen-
L. tication or requiring contingency devices, i.e., positive iden-
Related U.S. Application Data tification, TAN CODE, TOKEN, or further, that it is realized
(63) Continuation of application No. 14/697,852, filed on requesting the combination of devices, being the referred
Apr. 28, 2015, now abandoned. solution developed to reduce costs and increase accuracy in
the user (U) authentication, providing full security in finan-
(30) Foreign Application Priority Data cial transactions, on a configurable customized manner to
attend the needs of the financial institutions (16) and users
Apr. 28,2014  (BR) e 10-2014-010137-3 .
17-17A
Requests and receives biometric
templates of the financial institution
A
1 4 / / \\\\
Authenticates P \"\ﬁ
user on the
ATM 1 16
2 Biometric -~
< | sensor (1) 7! """""""" m 00 e
= m[nln
3 Biometric S - }
= sensor (2) —
. i X Financial
4 Biometric A institution
21 sensor(3) ATM " =
u——

f/’ ‘
Authorization request of
finance transaction

User base with
biometric templates



Nov. 8,2018 Sheet 1 of 5 US 2018/0322477 Al

Patent Application Publication

seje|dwe) o1BWoIq
UIM aseq 19s
T uoHoBSURI} 8oUBUY
L 10 189Nnbay uonezuoyny

|

T

|
pd v NLY (g) Josues | —
uonnsul X oLIeWOIg 14

[eloueul . .

W|L E - () Josuss —
L ,,E\_\Hu olawolg €
EDD_ 00

rﬁ\/umwa _ i i (1) Josues 7
ouewWoIg

ol 1 W1V

oy} Uo Josn
e sejeonuayINy
f/;/
e 4"
uonnsul [eIoURUY 8U) JO saje|dwa)
JLJBWOIq SOAI90) pue s)senbay _\ ) o _ .||._
ViI-LL



Nov. 8,2018 Sheet 2 of 5 US 2018/0322477 Al

Patent Application Publication

(¢) sejejdwsa) yueq 391

o,

ACT (€)1s0y
2 ()OS

() Aoy >jueg | Joje|suel) ;
ALC

(¢) seleidway yueg  ggj

acl ﬁw Am_vcwm;

(g) Aoy dueg
2T

(2) Aoy dueg [ JOIE[SUEN

arz uondAiouzg:

(1) sejeidway yueg  yg|

(2) Aoy dueg
ar

x|

(2) Aoy INLY

Ve ¢

U

88¢
3

(1) Aoy N1V

siosuas
oujewolg

V€ ¢

ver . (1) 1s0y
Ve ®| ) Ise
(1) Aoy xueg
Vi

Jojejsuel] m....m...

(1) Aoy yueg
\714

V8e

SIOosues
ouawolg

uondAioug

uo ejejdwsa) uoneosuayIne Jeasn

Jojejsued) I

¢ 9Old



Nov. 8,2018 Sheet 3 of 5 US 2018/0322477 Al

Patent Application Publication

s|esayduad
(¥) @o1neQ (g) @a1neQ (2) soneq
oljswolg oljswolg ouawolg
slaAl( JanuQ JaAuQ JaAuQ
(€1) sIdV S4X s|dv
uoneolddy W1V
LY

¢ Old




Patent Application Publication  Nov. 8,2018 Sheet 4 of 5 US 2018/0322477 A1

17
17A

X

1
17A

1
g
Biometric
sensors
2,30r4

E/

FIG. 4
4
/
l



Nov. 8,2018 Sheet 5 of § US 2018/0322477 Al

Patent Application Publication

se)e|dwa) oLsWwoIq
UM aseq Jas

i uonNSUI [eIDURUL L)
Mv oto‘_._wmﬁm:_toam.:_EnsmEmv_oc_

|
|
|

| ’ WLV

[eloueUl4

uopnysul X o7 m Y suewolg 1%

(2) Jlosues
Y \M oujewolg

>

™|

(1) 1osuss
oujewolg

q_\l —\ 10119

uonesnusyne
—~ ouewoIq N1V

ff;/ mIN.

NI

uonnsu| [eloueuld ay) Jo sajejdwa)

JljeWOoIq SaAIed8) pue sisenbay m . o _ m

Vii-L1



US 2018/0322477 Al

MULTIBANK BIOMETRIC
AUTHENTICATION SYSTEM APPLIED IN
AUTOMATIC TELLER MACHINES
EQUIPPED WITH BIOMETRIC SENSORS

TECHNICAL FIELD

[0001] This specification relates to a patent application of
invention that foresees a multibank biometric authentication
system applied in automatic teller machines, which prefer-
ably has three biometric sensors.

BACKGROUND OF THE ART

[0002] Nowadays, financial institutions are replacing their
security solutions for bank account access through ATM,
which occurs by entering personal passwords, security
codes, personal information and other combinations of
numerical, syllabic and similar information, which are gen-
erally entered by users upon accessing, via biometric authen-
tication solutions.

[0003] Currently, on the financial institutions branch, there
is no provision of a system that enables the biometric
authentication of several banks in one ATM network used by
such banks, where such biometric authentication can be
based on at least three different sensors.

[0004] The applicant acts within the context described
above, being a company that manages a network of multi-
bank ATMs that are used by users of several financial
institutions, where each one of it must preferably adopt three
security solutions with biometric authentication.

[0005] The applicant, hereinafter referred to as “Company
X” in this specification, after a long development period
enabled the system to attend users of financial institutions
adopting different biometric authentication solutions.

BRIEF DESCRIPTION OF THE INVENTION

[0006] The Company “X”, interested in providing
improvements regarding security when using automatic
teller machines, after countless researches and tests, created
and developed this “MULTIBANK BIOMETRIC
AUTHENTICATION SYSTEM APPLIED IN AUTO-
MATIC TELLER MACHINES WITH BIOMETRIC SEN-
SORS”, which must be placed with highlights among its
counterparts and personalized before the consumer market
because it presents a multibank biometric authentication
system preferably using three biometric sensors, system
where financial institutions may choose to adopt one of the
biometric technologies on the market, which may include
fingerprint biometric authentication (using fingerprint sen-
sors), vein biometric authentication (using palm vein or
finger vein sensors), to authenticate its users. It is worth
underlining that the herein claimed matter does not approach
technical and/or functional characteristics of these biometric
sensors genres.

[0007] The system created by the financial institutions via
information of physical characteristics of each user prefer-
ably uses three market biometric authentication technolo-
gies—fingerprint biometric authentication (using fingerprint
sensor), vein biometric authentication (using palm vein or
finger vein sensors), considering that, this way, the usage
and access to bank account of each user by ATM of the
Company “X” will be performed with biometric technolo-
gies selected by each one of the financial institutions.
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DESCRIPTION OF THE DRAWINGS

[0008] The “Multibank Biometric Authentication System
Applied in Automatic Teller Machines Preferably with
Three Biometric Sensors” will be comprehensively
described with reference to drawings related below, where:
[0009] FIG. 1 illustrates the message exchange performed
between ATM 1, Company “X” and the financial institution
16 to perform a transaction with biometric authentication (2,
3or4).

[0010] FIG. 2 illustrates the security diagram applied to
the multibank biometric and multibiometry solution, con-
sidering that each financial institution (16A, 16B or 16C)
will exchange biometric information through a specific
encryption key and can be dynamically exchanged with the
Company “X”. The Company “X” will translate the template
(15A, 15B or 15C) for the encryption key of the ATM (28A
or 28B). The Company “X” will be responsible for the ATM
terminal key. Each ATM will have its encryption key and it
can be exchanged dynamically.

[0011] FIG. 3 illustrates the software architecture on the
ATM for multibiometry.

[0012] FIG. 4 illustrates the message exchange diagram
performed between the ATM 1 and the financial institution
16 to search for the security device (biometric templates)
that will be used to authenticate the User U on the ATM 1.
[0013] FIG. 5 illustrates the treatment sequence when
there is biometric authentication error of the User U on the
ATM.

[0014] According to the presented on drawings above
displayed, on the System proposed by the Company “X”, the
biometric information of User Us are required from the
financial institution informing which biometric sensors are
available to be used by its User Us on the ATM in use. The
financial institution verifies the biometric sensors available
on the ATM and sends the corresponding biometric charac-
teristics (biometric templates encrypted) for authentication
of User U using the market biometric technology selected by
the financial institution, being, for example, palm vein,
finger vein or fingerprint, or even any other technology that
demonstrates being proper) and performs transaction via
biometric authentication.

[0015] Firstly, a biometric key is defined between the
financial institution 16 and the Host of the Company “X”
and a key for each ATM between the Host of the Company
“X” and ATMs, with this key being periodically changed.
[0016] The biometric encrypted template is an important
identification of the User U and needs to be securely stored
and transported by the biometric key defined between the
financial institution 16 Host and Company “X”, being trans-
lated on the Host of Company “X” for the ATM key and,
subsequently, submitted to the requesting ATM. Thus, a
security architecture is defined for transporting the referred
templates between the financial institution and software of
biometric devices of ATMs from the Company “X” (as it
may be understood by observing FIG. 2).

[0017] The Company “X” performs biometric authentica-
tions applied in market ATM 1, for users of financial
institutions, through information of physical characteristics
of each user for preferably three market biometric authen-
tication technologies being used, for example, fingerprint
sensor 4, biometric authentication by veins (using palm vein
sensors 2), or finger vein 3.

[0018] The present system also enables transactions to be
performed requesting only biometric authentication with the
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market technology selected by the financial institution (such
as palm vein 2, finger vein 3 or fingerprint 4) and/or
requesting contingency security mechanisms (positive iden-
tification, TAN CODE and TOKEN), or even further, to be
performed requesting the combination of security devices
and mechanisms, i.e., as example: biometry and card pass-
word; biometry and positive identification; biometry, posi-
tive identification, TAN CODE and/or TOKEN; no biometry
with card password, Positive Identification, “TAN CODE”
and TOKEN; or even further, only biometry.

[0019] The invention enables the financial institution to
select security devices and/or biometric technology to be
used on transaction authorization. Upon logging the User U,
through its identification of which financial institution that
the User U is linked, the ATM (1A or 1B) verifies the
financial institution (16A or 16B or 16C) to search for
information regarding which security devices will be used
on transaction authorization. In this information query by
security devices, the ATM (1A or 1B) submits information
from biometric sensors that are present and available to be
used (palm vein 2, finger vein 3 and/or fingerprint 4) during
the transaction authorization of the User U. The financial
institution (16A or 16B or 16C) verifies the biometric
sensors available (sensors 2, 3 and/or 4) and one of the
sensors corresponds to the biometric technology selected for
the referred User U and retrieves the security information
that will be used on transaction authentication (biometric
technology selected by the financial institution (16A or 16B
or 16C)).

[0020] The present invention also starts the transportation
on security of personal characteristics. For transportation of
personal characteristics (biometric templates 15A or 15B or
15C) of User Us, a biometric key (27A or 27B or 27C)
between the financial institution (16A or 16B or 16C) and
the Host of the Company “X”, and a key (28A or 28B)
between the Host of the Company “X” and the ATM (1A or
1B) is defined, this key being periodically changed.

[0021] Regarding the security solution, the biometric tem-
plate (15A or 15B or 15C) is an important identification of
the User U and needs to be securely stored and transported
by the biometric key (27A or 27B or 27C) defined between
the Host of the Company “X” and the financial institution
(16A or 16B or 16C). The template is then translated on the
Host of the Company “X” for the key (28A or 28B) of the
ATM (1A or 1B) and then submitted to the requesting ATM
(1A or 1B). Thus, a security architecture is defined for
transportation of the referred biometric templates (15A or
15B or 15C) between the financial institution (16A or 16B
or 16C) and the ATMs (1A or 1B) of the Company “X”.
[0022] The present invention monitors one, two or three
biometric sensors present on the ATM. It enables to monitor
which market biometric technologies (palm vein 2, finger
vein 3 and/or fingerprint 4) are present on the ATM equip-
ment (1A or 1B) and the respective states (present, operable,
inoperable or disconnected sensor from the ATM CPU).
[0023] This invention provides a set of biometric sensors
to perform biometric authentication 14 incorporated to an
ATM 1 to enable financial institutions to select security
devices and biometric technology that will be used for
transaction authorization of the User U on ATM equipment
1. The set of biometric sensors that enable biometric authen-
tication 14 allow the ATM equipment 1 to search for
registration information 17 and biometric templates 15 on
the financial institution 16 indicating on the request message
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17, the biometric technologies (biometric sensors 2, 3 and/or
4 installed), the respective types and states of biometric
sensors (operable or not). The financial institution 16 verifies
the type of biometric sensors (2, 3 and/or 4) installed on the
ATM 1 and selects security devices and/or the biometric
technology for transaction authorization of the User U.
[0024] In this moment, other security devices might be
submitted by the financial institution 16 to be captured on
the ATM 1, such as, for example, the card password, the
positive identification or access letter, the TAN CODE and
the TOKEN.

[0025] Thus, the system is presented positively flexible
and configurable for usage of security devices and/or bio-
metric technologies (2, 3 and/or 4) in ATMs equipment 1.
The system enables financial institutions to select biometric
technologies on the market (2, 3 and/or 4), and keep per-
forming transactions on ATMs equipment 1 of the Company
“X” using the security devices and biometric technologies
used in their networks. Examples: requesting only biometric
authentication 14; transactions performed requesting con-
tingency devices—positive identification, TAN CODE and
TOKEN; transactions performed requesting the combination
of following devices: biometry and card password; biometry
and positive identification; biometry, card identification,
TAN CODE or TOKEN; no biometry with card password,
positive identification, TAN CODE and TOKEN, or only
biometry.

[0026] Regarding the macro validation sequence of the
User U with biometric authentication, the User U starts the
session on the ATM—example: inserts card 18 for magnetic
stripe scanning; the ATM requests to the financial institution
16 the registration information 17 of the User U; then the
ATM 1 receives registration information 17A (smart card
treatment, biometry and other security devices); subse-
quently, the ATM requests to insert card 18 and validates 21
the Smart Card CHIP of the User U card; requests the User
U to position its finger or hand palm to perform the bio-
metric authentication 14 of the User U; requests and cap-
tures the password 23 of the User Uj; requests the selection
of transaction, value, requests authorization and complete
the transaction.

[0027] Regarding biometric errors 25 flagged on the user
biometric authentication on ATM 1, are provided errors on
the biometric template 17A submitted by the financial insti-
tution 16; error on the User U authentication—different
biometry from the registered on financial institution 16;
biometry scanning timeout of the User U on ATM and
cancellation requested by the User U while scanning biom-
etry.

[0028] When one of these errors occur, the ATM submits
incident 26 in real time to the financial institution 16.
[0029] Only for example purposes, the biometric treat-
ment with hand palm scanning error is mentioned, with the
following procedures: biometric sensor 2 is enabled for hand
palm scanning; requests the User U to position its hand for
scanning; requests the User U not to move its hand palm
until the scan and authentication is completed (match execu-
tion); then, an error occurs while executing the Match—
failed attempt of biometric authentication of the User U,
unsuccessful hand palm scanning [hand scanned with tem-
plate (right hand) and hand scanned with template (left
hand)].

[0030] With this incident, the amount of biometric scan-
ning errors is flagged. Then, the biometric sensor is once
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again enabled for hand palm scanning; requests the User U
to position its hand for scanning again, reminding that the
hand selection for scanning will always be made by the user;
if there is a proper scan—requests the User U not to move
its hand palm until the match is completed (hand palm
authentication); error occurs when performing the match—
error on the User U biometric authentication attempt, con-
sidering that the hand palm scan was successtully performed
and the authentication failed [hand scanned with template
(right hand) and hand scanned with template (left hand)].
[0031] When it occurs, the amount of biometric scan
errors is updated, the biometric sensor is enabled once again
for hand palm scanning, requesting the User U to position its
hand once again for scanning, being the hand selection for
scanning made by the user.

[0032] It requests the User U not to move its hand palm
until scanning and the match (hand palm authentication) are
completed; new transaction completed with authentication
error (after three attempts of biometric scanning - capture
and authentication).

[0033] When the third error occurs, the referred incident
26 is submitted to flag the User U biometric authentication
error. A screen is displayed to the User U reporting the error
and an error incident is submitted to the financial institution.
[0034] The amount of biometric scanning errors is updated
and the sensor becomes unavailable for this User U, con-
sidering that for the “unavailable sensor” incident some
rules are provided, among which the cable disconnection of
ATM CPU biometric sensor, i.e., the biometric sensor is
monitored via “XFS” commands and the triggering of this
sensor must disable the biometric sensor. The operation
restart of the biometric sensor (2, 3 or 4) is performed only
with operation tests (remote or local).

[0035] Moreover, it becomes unavailable as well when a
number of consecutive biometric validation errors occurs,
i.e., the number of possible errors is configured on the Host
of the Company “X” and is submitted via communication
network to the ATM. Errors are counted whenever the
biometric scanning error occurs, regardless if it happened to
one or several users. Each unsuccessful hand palm-scanning
attempt is accounted as error. When an OK scan occurs
(capture and authentication OK), the amount of errors
returns to zero.

[0036] In cases of unavailable biometric sensors, on the
start of a transaction, the ATM submits the information
query message 17 to the financial institution 16 with the
information that sensors (palm Vein 2, Finger Vein 3 and
Fingerprint 4) are present, but inoperative for use.

[0037] The financial institution 16 might submit the
answer of the information query request 17A with the
security data currently used to validate the user—IDPOS/
TAN CODE/TOKEN. Transaction authorization will be
performed as if the ATM did not have the biometric sensor
(2, 3 or 4) installed.

[0038] Information of installed biometric sensors, avail-
able and unavailable, is submitted by the ATM 1 system to
monitoring systems of the Company “X”.

[0039] The information submitted on biometric sensors
monitoring are:

1. The status of sensors installed on the ATM that are: sensor
status: inexistent; operative; inoperative; or disconnected.
2. The monitoring of sensors that is performed by the ATM
1 that scans statuses and submits it to ATM monitoring
systems of the Company “X”.
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[0040] Regarding transaction processing, it is worth
underlining that transaction records reporting that biometric
authentication occurred on the ATM and the transaction base
storage of the Company “X” are processed and displayed in
managerial reports.

[0041] The system starts operational functions (ATM
supervisor), i.e., the operational functions that allow tech-
nicians of the Company “X” to diagnose and correct prob-
lems on biometric sensors (2, 3 and/or 4), local or remotely.
[0042] The system started operational functions, which are
sensor error diagnostic, biometric sensor tests and synchro-
nization of biometric keys (28A or 28B), where the sensor
error diagnostic provides, in turn, the diagnostic function of
the operator menu for biometric sensor error flagging and
automatic call for execution of problem correction function
(biometric sensor tests); and alteration of diagnostic function
of operator menu to flag update error of biometric keys on
ATM and automatic call to force the update of keys (28A or
28B).

[0043] A second operational function provides biometric
sensors tests (2, 3 and/or 4), performed by biometric data
capture and validation execution.

[0044] And further yet, one last operational function con-
sists on synchronization of biometric keys (28A or 28B) that
forces the exchange of biometric keys with the server of the
Company “X” and it can be performed automatically or by
remote operation.

[0045] Although the invention is detailed, it is important
to understand that it does not limit its application to details
and stages herein described. The invention is capable of
other modalities and being practiced or executed in a variety
of methods. It must be understood that the terminology
herein applied is for description purposes and not for limi-
tation.

LEGEND OF THE FIGURES

FIG. 1
[0046] (TX1): “Authenticates user on the ATM”
[0047] (TX2): “Requests and receives biometric templates

of the financial institution”

[0048] (SB1): “Biometric sensor (1)”
[0049] (SB2): “Biometric sensor (2)”
[0050] (SB3): “Biometric sensor (3)”
[0051] (TX3): “Authorization request of finance transac-
tion”
[0052] (TX4): “User base with biometric templates”
[0053] (IF): “Financial institution”
FIG. 2
[0054] (TX5): “User authentication template on terminal”
[0055] (SB): “Biometric sensors”
[0056] (CH1): “ATM Key 1~
[0057] (CH2): “ATM Key (2)”
[0058] (TC): “Encryption translator”;
[0059] (CB1): “Bank key (1)”
[0060] (HB1): “Bank Host (1)”
[0061] (TB1): “Bank templates (1)
[0062] (CB2): “Bank key (2)”
[0063] (HB2): “Bank host (2)”
[0064] (TB2): “Bank templates (2)”
[0065] (CB3): “Bank key (3)”
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[0066]
[0067]

(HB3): “Bank host (3)”
(TB3): “Bank templates (3)”

FI1G. 3

[0068]
[0069]
[0070]
[0071]
[0072]
[0073]
[0074]
[0075]
[0076]

1): “ATM”

(AA): “ATM Application”
(AP): “APIs”

(DB2): “Biometric device (2)”
(DB3): “Biometric device (3)”
(DB4): “Biometric device (4)”
(P): “Peripherals”

(AX): “XFS APIs (13)”

(DR): “Drivers”

FIG. 4

[0077] (SB): “Biometric sensors”

FIG. §

[0078] (TX2): “Requests and receives biometric Tem-
plates of the Financial Institution”

[0079] (SB1): “Biometric sensor (1)”

[0080] (TX6): “ATM biometric authentication error”

[0081] (SB2): “Biometric sensor (2)”

[0082] (SB): “Biometric sensor”

[0083] (TX7): “Incident submit reporting the error to the
financial institution”

[0084] (BU): “User base with biometric templates”

[0085] (IF): “Financial institution”.

1. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS?”, wherein the
biometric authentication of users of multibank ATMs (1) is
allowed by applying, preferably, three biometric sensors (2),
(3) and (4); this system enables transactions to be performed
on ATM (1), (1A) and (1B) requesting only biometric
authentication or requesting contingency devices that
include positive identification, TAN CODE and TOKEN, or
even further, to be performed requesting the combination of
biometry and card password devices; biometry and positive
identification; biometry, positive identification, TAN CODE
or TOKEN; no biometry with card password, positive iden-
tification, TAN CODE and TOKEN; or even further, only
biometry, searching for biometric registration information of
the user, on the financial institution (16A), (16B) and (16C),
authenticating the user and authorizing the transaction by
biometry.

2. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein the adoption of a biometric key (27A),
(27B) and (27C) is provided between the financial institution
(16A), (16B) and (16C) and the Host of a Company “X” and
a key for each ATM (1A) and (1B) between the Host of the
Company “X” and ATMs, this key being periodically
changed; the encrypted biometric template (17A) is stored
and transported by the biometric key defined between the
financial institution Host (16A), (16B) and (16C) and the
Company “X”, being translated on the Host of the Company
“X” for the ATM key (28A) or (28B) and, subsequently, are
submitted to the requesting ATM (1A) or (1B); use of
biometric sensors (2), (3) and/or (4) on ATM (1); the system
monitors the disconnection of the CPU sensor cable via
alarm board of the ATM (1), considering that the sensor
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cable disconnection scanning is performed by running
“SIU” command of the “XFS APIs” layer.

3. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein the registration information search (17)
occurs by biometric templates (15A), (15B) or (15C) on the
financial institution (16A), (16B) or (16C); the ATM (1A) or
(1B) requests (17) to the financial institution (16A), (16B) or
(16C), the user (U) registration information reporting that
the ATM (1A) or (1B) has biometric sensors (2), (3) and (4)
installed and the respective types and manufacturers; the
financial institution (16A), (16B) or (16C) validates types
and manufacturers of sensors (2), (3) and (4) installed on the
ATM (1A) or (1B) verify if the user (U) has biometry
registered and submits (17a) biometric templates (15A),
(15B) or (15C) corresponding to financial institution defi-
nition (16A), (16B) or (16C) and registered in its biometric
template base (15A), (15B) or (15C).

4. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein other financial institutions (16A), (16B) or
(16C) allow to use other security devices to be captured on
the ATM (1A) or (1B), such as, for example, card password,
positive identification or access letter, TAN CODE and
TOKEN.

5. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein regarding the user (U) authentication, the
ATM activates the sensor (2), (3) or (4) corresponding to
templates (17A) submitted by the financial institution (16A),
(16B) or (16C), these sensors can be of Palm Vein (2), Finger
Vein (3) or Fingerprint (4) types and requests the user (U) to
position its finger or hand palm on the sensor and perform
biometric authentication (14); the transaction authorization
with biometry occurs in such a way that upon authorization
request of the financial transaction is informed that there was
a biometric authentication of this user (U) and it was
submitted to authorization, the other security devices
requested upon consultation; the biometric authentication
must respect some conditions or rules so it may occur on a
proper manner, considering that, the user (U) has a given
number “X” of attempts to scan and perform biometric
authentication, where “X” is a authentication attempt param-
eter configured on the Host of the Company “X”.

6. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein it is provided that the first rule covers the
scanning and authentication times: the amount of attempts
and the time for scanning and authentication are configu-
rable; the ATM (1A) or (1B) cancels the attempt of biometry
scan of the user (U) after a number “Y” of seconds config-
ured on the Host of the Company “X” waiting for position-
ing of finger or hand palm; this ATM (1A) or (1B) flags the
user (U) delay error and returns to section start to wait a new
card insertion; then, the ATM (1A) or (1B) cancels the scan
and authentication attempts of the user (U) after three hand
palm authentication errors.

7. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
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claim 1, wherein regarding the macro validation sequence of
the user (U) with biometric authentication, the user (U)
inserts the card (18) for magnetic stripe scanning; the ATM
(1A) or (1B) requests to the financial institution (16A),
(16B) or (16C) the registration information of the user (U);
then the ATM receives registration information (17A), smart
card treatment, biometry and other security devices; subse-
quently, the ATM requests to insert card (18) and validates
(21) the Smart Card CHIP of the user (U) card; requests the
user (U) to position its finger or hand palm to perform the
biometric authentication (14) of the user (U); requests and
captures the password (23) of the user (U); requests the
selection of transaction, value, requests authorization and
complete the transaction.

8. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein regarding the errors (25) flagged on the
user (U) biometric authentication on the ATM (1), it is able
to predict template (17A) errors submitted by the financial
institution (16); error on the user (U) authentication—
different biometry from the registered one on the financial
institution (16); biometry scanning timeout of the user (U)
on the ATM (1) and cancellation requested by the user (U)
while scanning biometry, considering that when one of these
errors occur, the ATM submits incident (26) in real time to
the financial institution (16); the amount of biometric scan
errors is flagged and the biometric sensor is once again
enabled for hand palm scanning; requests the user (U)—to
position its hand once again for scanning; if the scanning is
OK-—requests the user (U) not to move its hand palm until
the match is completed, which is the hand palm authenti-
cation; an error occurs when performing the match—error
on the user (U) biometric authentication attempt, consider-
ing that the hand palm scan was successfully performed and
the authentication failed, on cases of hand palm scanned
with templates (17a); when it occurs, the amount of bio-
metric scan errors is updated, the biometric sensor is enabled
once again for hand palm scanning, requesting the user (U)
to position its hand once again for scanning, then it requests
the user (U) not to move its hand palm until scanning and
hand palm authentication are completed; finally, when the
third error occurs, this incident (26) in submitted to flag the
user (U) biometric authentication failure and the problem
reason is created to flag the problem.

9. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein after a given number “X” of biometric scan
errors, the sensor becomes unavailable for this user (U),
considering that for the “Unavailable sensor” incident some
rules are provided, among which the cable disconnection of
ATM CPU; the operation restart of the biometric sensor is
performed only with operation tests (remote or local); it is
indispensable as well when there is a number of biometric
validation consecutive errors, where the maximum errors
possible is configured on the Host of the Company “X” and
is submitted via communication network to ATM; amount of
consecutive errors of biometric scan that exceed the error
threshold value configured on the capture point configurator;
errors are counted whenever the biometric scanning error
occurs, regardless if it happened to one or several users (U);
each unsuccessful hand palm scanning attempt is accounted
as error; on first scan with proper capture and authentication,
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the amount of errors returns to zero; in cases of unavailable
biometric sensors, on the start of a transaction, the ATM
submits the information query message (17) to the financial
institution (16) with the information that sensors palm Vein
(2), finger Vein (3) and fingerprint (4) are present, but
inoperative for use; thus, the financial institution (16) might
submit the answer of the information query request (17A)
with the security data currently used to validate the user
(U)—IDPOS/TAN CODE/TOKEN; and the transaction
authorization will be granted as if the ATM had no biometric
sensor (2), (3) or (4) installed.

10. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein the information of available and unavail-
able sensors are submitted by the ATM (1) monitoring agent,
software installed on ATM that monitors equipment periph-
erals, for monitoring systems of the Company “X”, consid-
ering that the information, which are submitted on TRAP
biometric sensor monitoring are: the status of sensors
installed on the ATM that, in turn, are palm vein: sensor
status: inexistent; operative; inoperative; or disconnected.
the sensor status: returns from BIOAPIs; SDK version; the
finger vein: sensor status: inexistent; operative; inoperative;
or disconnected; the sensor status: returns from BIOAPIs;
SDK version: fingerprint: sensor status: inexistent; opera-
tive; inoperative; or disconnected; sensor status: returns
from BIOAPIs; SDK version; and the sensor monitoring that
is performed by the “ATM monitoring agent”, which is the
software installed on the ATM that scans statuses and
submits to ATM monitoring systems, and statuses are sub-
mitted via TRAPs for monitoring systems, i.e., SNMP
protocol.

11. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein regarding the transaction processing, trans-
action records reporting that biometric authentication
occurred on the ATM and the transaction base storage of the
Company “X” and on the financial institutions (16) are
processed and displayed in managerial reports.

12. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein regarding the security solution, the bio-
metric template (17A) is transported by a security architec-
ture for transportation of templates between financial insti-
tutions and the ATMs of the Company “X”, where this
architecture is resumed in a biometric key (27A), (27B) and
(27C) defined between the financial institution (16A), (16B)
e (16C) and Host of the Company “X” and a key (28A) and
(28B) for each ATM between the Host of the Company “X”
and ATMs (1A) and (1B), considering that the ATM bio-
metric key (28A) e (28B) must be periodically changed;
financial institutions (16A), (16B) and (16C) submit
encrypted templates (17A) by the biometric key (27A),
(27B) or (27C) defined between the Host of financial insti-
tution (16A), (16B) or (16C) and the Company “X” and the
templates encrypted by the Company-bank key are trans-
lated into the Host of Company “X” for the ATM key (28A)
or (28B), considering that templates (15A), (15B) or (15C)
translated for templates with ATM key (28A) or (28B) are
submitted by Host of the Company “X” for the ATM (1A)
or (1B) that requested the templates (17).
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13. “MULTIBANK BIOMETRIC AUTHENTICATION
SYSTEM APPLIED IN AUTOMATIC TELLER
MACHINES WITH BIOMETRIC SENSORS” according to
claim 1, wherein a solution is provided for operational
functions that enable technicians of the Company “X” to
diagnose and correct problems on biometric sensors; said
operational functions comprise the sensor error diagnostic,
biometric sensor tests and synchronization of biometric
keys, where the sensor error diagnostic, provides in its turn,
the diagnostic function of operator menu for flagging the
biometric sensor error and automatic call for execution of
problem correction function;

and the alteration of diagnostic function of operator menu

to flag update error of biometric keys on ATM and
automatic call to force the update of keys (28A) or
(28B); a second operational function are the biometric
sensors tests, which are performed by biometric data
capture of finger or hand palm image of the Operator/
Technician and validation execution; the biometric
sensor validation test can only be performed locally;
unable to perform validation remotely; and even fur-
ther, one last operational function is the synchroniza-
tion of biometric keys that forces the exchange of
biometric keys with the server of the Company “X” and
it can be performed automatically or by remote opera-
tion or with the presence of the operator on the ATM
running the operational function of key synchronism.

#* #* #* #* #*
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