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(57) ABSTRACT

A network device receives credentials of a user of a client
device, and receives an enrollment request from the client
device, wherein the enrollment request includes a network
address of the client device. The network device generates a
token comprising the network address and an identifier of
the user, encrypts the token, and sends the encrypted token
to the client device. The network device receives, when the
client device attempts to access a protected resource or a
network service, the encrypted token from the client device
for authenticating the client device without further requiring
the credentials of the user.
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SYSTEM RECEIVEs, FROM A CLIENT DEVICE, USER ID AND
USER PASSWORD ASSOCIATED WITH AN ACCOUNT

l

SYSTEM RETRIEVES IP ADDRESS FROM HEADER AND
COMPARES TO KNOWN HOME/APPROVED LOCATION IP
SUBNET(s)

V\[ SYSTEM VERIFIES RETRIEVED 1P ADDRESS CORRESPONDS }

TO USER'S ACCOUNT

'

SYSTEM RECEIVES ADDITIONAL USER 1Ds TO ASSOCIATE ]

WITH THE ACCOUNT

l

SYSTEM PROVIDES ENROLLMENT/DISENROLLMENT OPTIONS ]

TO USER AT CLIENT DEVICE

ENROLL/
DISENROLL?

ENROLL————-P@

TO
FIG. 6B

DISENROLL

630 SYSTEM DISABLES AUTO-AUTHENTICATION FOR CLIENT
DEVICE IN TOKEN DB

FIG. 6A
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FROM
FIG. 6A

SYSTEM CREATES, AND ENCRYPTS, A UNIQUE TOKEN THAT
635 — INCLUDES CLIENT DEVICE [P ADDRESS, USER ID, AND
TIMESTAMP

'

SYSTEM MAPS THE TOKEN TO THE USER'S ACCOUNT, AND
STORES IN TOKEN DB

:

645 SYSTEM ENABLES AUTO-AUTHENTICATION FOR CLIENT
DEVICE IN TOKEN DB

'

vﬁ[ SYSTEM SENDS ENCRYPTED TOKEN TO USER’S CLIENT
650

640 —

DEVICE

FIG. 6B
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900"

OBTAIN TOKEN DATA ITEMS, INCLUDING CLIENT DEVICE 1P
ADDRESS, USER ID, AND TIMESTAMP

l

905

APPEND DATA ITEMS TO CREATE SERIALIZED STRING ARRAY

l

910 —

ENCRYPT, USING SECRET KEY AND ENCRYPTION ALGORITHM,
SERIALIZED STRING ARRAY TO PRODUCE ENCRYPTED STRING
ARRAY

l

915\/~l

OBTAIN HASH OF ENCRYPTED STRING ARRAY, USING HMAC
ALGORITHM AND HMAC KEY, TO PRODUCE HASH DIGEST

l

920 /{

APPEND HASH DIGEST TO ENCRYPTED STRING ARRAY TO
CREATE TOKEN STRING

l

925 \»[

ENCODE TOKEN STRING TO CREATE AUTO-AUTHENTICATION
USER TOKEN

FIG. 9

US 2018/0332016 A1l




US 2018/0332016 A1l

Nov. 15,2018 Sheet 16 of 19

Patent Application Publication

01-0€0}
6-0€01

8-0€0}

1-0€01
9-0e01
§-0E01
y-0€01
€-0€01
¢-0e01

1-0€0L

e .

Buipped

S

18961 yseH

S

dwieisou; ysaioy

dweisawi|

e

SSUIPPY di 801neg

.

@i ddy

e

gl Bsn

S .

adA ] usyoy

N

Gt usyoy

e

UOISIBA USNO L

0col

L

’

-

~
- -
bt -
..--.-.-...‘ .---...--'-
._-

0L "Old

» = (701

0ot

.
)
3
s,
3

ONIHLS NIMOL

H3AV3aH

000}



Patent Application Publication  Nov. 15,2018 Sheet 17 of 19  US 2018/0332016 A1

SYSTEM RECEIVES, FROM REQUESTING CLIENT DEVICE,
1100 —~ REQUEST TO ACCESS PROTECTED RESOURCE, INCLUDING
ENCRYPTED TOKEN

Y

[ SYSTEM PROCESSES AND DECRYPTS TOKEN AND RETRIEVES |
1105 —~ CLIENT IP ADDRESS, USER 1D, AND TIMESTAMP FROM
DECRYPTED TOKEN

!

1110 SYSTEM COMPARES TOKEN CLIENT IP ADDRESS WITH IP ]

ADDRESS RETRIEVED FROM RESOURCE REQUEST

1115

P ADDRESSES

YES
MATCH? ‘l 1120
~
NO AUTHENTICATION HAS

SUCCEEDED —~ SYSTEM
GRANTS CLIENT DEVICE
ACCESS TO PROTECTED

RESOURCE

|

1125 SYSTEM USES USER ID FROM TOKEN TO VERIFY IF NEW IP
ADDRESS IS ASSOCIATED WITH THE USER

1130

P ADDRESS
VALIDATION
SUCCESSFUL?

YES

NO

'

1135 CLIENT DEVICE IS SUSPENDED FROM ACCESS FOR
CONFIGURABLE PERIOD QF TIME

FIG. 11
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1300—

DECODE TOKEN TO CREATE TOKEN STRING

l

1305

REMOVE HASH DIGEST FROM TOKEN STRING TO OBTAIN
ENCRYPTED STRING ARRAY

'

1310 —

OBTAIN HASH OF ENCRYPTED STRING ARRAY, USING HMAC
ALGORITHM AND HMAC KEY, TO PRODUCE VALIDATION HASH
DIGEST

l 1

1315 —

COMPARE HASH DIGEST FROM TOKEN STRING WITH VALIDATION
HASH DIGEST

1320

TOKEN
HASH DIGEST
= VALIDATION HASH
DIGEST?

NO—$ ,5325

TOKEN VALIDATION
FAILS

YES

'

1330~

a

DECRYPT, USING SECRET KEY AND DECRYPTION ALGORITHM,
ENCRYPTED STRING ARRAY TO PRODUCE DECRYPTED STRING
ARRAY

!

1335 —~

EXTRACT TOKEN DATA ITEMS FROM DECRYPTED STRING
ARRAY, INCLUDING CLIENT DEVICE IP ADDRESS, USER D, AND
TIMESTAMP

FIG. 13
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TOKEN AND DEVICE LOCATION-BASED
AUTOMATIC CLIENT DEVICE
AUTHENTICATION

BACKGROUND

[0001] Various network services require users to create an
account to be granted access to the network services or to a
protected resource. Creating an account typically involves
the user creating credentials, such as an alphanumeric log-
in/password combination, that permit the user access to a
given network service. The use of an alphanumeric log-in/
password combination for network service, or protected
resource, access can be vulnerable to attack for a few
different reasons, such as, for example, password re-use,
weak passwords, vulnerable password databases, and cre-
dentials being exchanged in the clear. Additionally, requiring
the use of a log-in/password combination, or other user
credentials, each time that a user desires to access network
services, or a protected resource, can be a tedious and time
consuming exercise for the user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] FIG. 1 depicts an overview of token and location-
based client device auto-authentication, for protected
resource access, according to exemplary embodiments of the
invention;

[0003] FIG. 2A illustrates an exemplary network environ-
ment in which the token and location-based auto-authenti-
cation may be implemented;

[0004] FIG. 2B depicts an example of the network envi-
ronment of FIG. 2A where a single user uses client devices
and access nodes located at a particular location, such as a
home residence location;

[0005] FIG. 3 is a diagram that depicts exemplary com-
ponents of the authentication system of FIGS. 1 and 2A;
[0006] FIG. 4 depicts an exemplary implementation of the
account database of FIG. 2A;

[0007] FIG. 5 depicts an exemplary implementation of the
token database of FIG. 2A;

[0008] FIGS. 6A and 6B are flow diagrams that illustrate
an exemplary process for a user to enroll a particular client
device in the token and location-based auto-authentication
service described herein;

[0009] FIG. 7A depicts an exemplary user interface,
implemented by a client device, that permits selection of one
or more additional users that may engage in auto-authenti-
cation using a same client device;

[0010] FIGS. 7B-7E depict exemplary user interfaces,
implemented by a client device, and associated with the
exemplary process of FIG. 6;

[0011] FIG. 8 is an exemplary messaging and activity
diagram associated with the process of FIG. 6;

[0012] FIG. 9 is a flow diagram that describes an exem-
plary implementation of block 635 of the process of FIGS.
6A and 6B;

[0013] FIG. 10 is a diagram that depicts exemplary con-
tents and structure of a token used in the processes of FIGS.
6A and 6B, 9, 11, and 13;

[0014] FIG. 11 is a flow diagram that illustrates an exem-
plary process for performing token and location-based auto-
authentication for granting or denying access to a protected
resource; and

Nov. 15, 2018

[0015] FIG. 12 is an exemplary messaging and activity
diagram associated with the process of FIG. 11;

[0016] FIG. 13 is a flow diagram that describes an exem-
plary implementation of block 1105 of the process of FIG.
11.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0017] The following detailed description refers to the
accompanying drawings. The same reference numbers in
different drawings may identify the same or similar ele-
ments. The following detailed description does not limit the
invention.

[0018] FIG. 1 depicts an overview of token and device
location-based automatic client device authentication, for
protected resource access, according to exemplary embodi-
ments of the invention. A “protected resource,” as referred to
herein includes any type of network service access requiring
user authentication, or any type of network device access
(e.g., for stored files, video, etc.) that requires user authen-
tication. A user 110 of a client device 110 may initially, as
shown on the left side of FIG. 1, enroll in the automatic
client device authentication service described herein. The
enrollment process includes user 110 sending, via client
device 100 that user 110 intends to use to access a protected
resource(s), user credentials to an authentication system 120.
The user credentials may include, for example, a log-in
identifier and a password of user 110. User 110 at client
device 100 may also initiate an enrollment request, in
conjunction with, or subsequent to, providing the user
credentials. The enrollment request may be sent, for
example, from a home network access location associated
with user 110. In one example, the home network access
location may include network access at user 110°s home. For
example, if user 110 subscribes to a network service pro-
vider’s network access services (e.g., Verizon FiOS) at user
110’s residence, then any access by client device 100 at the
residence would be considered access via the home network
access location. The enrollment request may include a
network address (e.g., an Internet Protocol (IP) address)
assigned to client device 100 at the time of the home
network access.

[0019] Upon receipt of the enrollment request, including
the network address of client device 100, authentication
system 120 retrieves a user 1D that is associated with user
110, and obtains a current timestamp. The user ID may have
been previously stored in an account database in association
with an established account of user 110. Authentication
system 120 then generates a token, for user 110 and client
device 100, which includes the network address of client
device 100, the user identifier (ID) associated with user 110,
and the timestamp. The generated token may include other
types of data items, in addition to or instead of the client
device network address, user 1D, and timestamp, such as, for
example, a unique token ID, a token version indicator, a
token type, and/or padding associated with maintaining a
fixed length of the generated token. Additional exemplary
details of the generated token are described below, particu-
larly with respect to FIG. 10. Authentication system 120
may encrypt the generated token, using an encryption tech-
nique, and may store the generated token in a token database
(DB) 130, and may also send an enrollment grant message
to client device 100 via the home network access. The
enrollment grant message may include the generated token.
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Client device 100 may subsequently use the received token
for automatic authentication when user 110 attempts to
access a protected resource(s) from the home network access
location.

[0020] After the enrollment process, shown in the left-
hand portion of FIG. 1, the user 110 of client device 100 may
attempt to access a protected resource(s) via a network
location access that may, or may not, be the home network
access location at which the enrollment process was previ-
ously performed. As shown in the right-hand side of FIG. 1,
during the attempt to access a protected resource(s) via the
network location access, client device 100 may send a
resource request to authentication system 120. The resource
request may include, for example, the token generated
during the enrollment process, and the current network
address (e.g., current IP address) assigned to client device
100. Upon receipt of the resource request, authentication
system 120 retrieves the token and current network address
from the request, decrypts the retrieved token, and then
performs an automatic authentication process that does not
further require user 110 of client device 100 to provide any
type of user credentials. The automatic authentication pro-
cess may include authentication system 120 authenticating
client device 100 based on contents of the retrieved token
and based on the current network address associated with the
location of client device 100. Details of one exemplary
implementation of this auto-authentication process are
described below with respect to FIG. 9. If the auto-authen-
tication process is successful, then authentication system
120 sends a grant of access to the protected resource to client
device 100.

[0021] FIG. 2A illustrates an exemplary network environ-
ment 200 in which token and device location-based auto-
authentication may be implemented. Network environment
200 includes client devices 100-1 through 100-7, access
nodes 205-1 through 205-m, network(s) 210, an account DB
220, authentication system 120, and a token DB 130.
[0022] Client devices 100-1 through 100-» (generically
referred to herein as “client device 100” or “client devices
100;” n may include any positive integer greater than or
equal to one) may each include any type of digital comput-
ing device that has a capability to communicate via network
(s) 210 to access one or more protected resources. Client
devices 100 may each include, for example, a cellular
telephone (e.g., smart phone); a wired or wireless laptop,
desktop, palmtop or tablet computer; a set-top box (STB); a
wearable computer device (e.g., a wrist watch, glasses, etc.);
a media playing device; a game playing device; a digital
camera device; a vehicle mounted wireless telephone; or a
personal digital assistant (PDA). Access nodes 200-1
through 200-m (generically referred to herein as “access
node 200” or “access nodes 200;” m may include any
positive integer greater than or equal to one) may include
any type of access device, or node, that provides a wired or
wireless connection to client device 100, and which further
connects to network(s) 210. Access nodes 200 may include,
for example, a modem, a Wi-Fi access point, a router, a
Wi-Fi/router, etc.

[0023] Network(s) 210 may include one or more networks
of various types including, for example, a public land mobile
network (PLMN) (e.g., a Code Division Multiple Access
(CDMA) 2000 PLMN, a Global System for Mobile Com-
munications (GSM) PLMN; a Long Term Evolution (LTE)
PLMN and/or other types of PLMNs), a satellite mobile
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network, a telecommunications network (e.g., Public
Switched Telephone Networks (PSTNs)), a local area net-
work (LAN), a wide area network (WAN), a metropolitan
area network (MAN), an intranet, the Internet, or a cable
network (e.g., an optical cable network).

[0024] Account DB 220 includes one or more network
devices that store a data structure that includes account
information associated with users 110. Such account infor-
mation may include, for example, user 1Ds, user credentials,
device network addresses, etc. An exemplary implementa-
tion of account DB 220 is described below with respect to
FIG. 4.

[0025] Authentication system 120 includes one or more
network devices that permit a user 110 to enroll a particular
client device 100 in the token and location-based auto-
authentication service described herein. Authentication sys-
tem 120 further implements token and location-based auto-
authentication when a user 110 attempts to access a
protected resource via a client device 100.

[0026] Token DB 130 includes one or more network
devices that store a data structure that includes information
associated with a user 110 that is enrolled in the token and
location-based automatic authentication service. Token DB
130 may store, for example, a network address (e.g., IP
address) of an enrolled client device 100, a user ID of the
user 110, an encrypted token, and a timestamp associated
with the token. An exemplary implementation of token DB
130 is described below with respect to FIG. 5.

[0027] The configuration of the components of network
environment 200 depicted in FIG. 2A is for illustrative
purposes only, and other configurations may be imple-
mented. Therefore, network environment 200 may include
additional, fewer and/or different components, that may be
configured differently, than depicted in FIG. 2A.

[0028] FIG. 2B depicts an example of the network envi-
ronment 200 of FIG. 2A where a single user 110 uses client
devices 110 and access nodes 200 located at a particular
location, such as, for example, a home residence location. In
the example of FIG. 2B, the user 110’s client devices 100
include a STB 100-1, a smart phone 100-2, a tablet computer
100-3, and a desktop computer 100-4, and the access nodes
200 include a modem 200-1 and a Wi-Fi/router 200-2. As
shown in FIG. 2B, STB 100-1 may have a wired connection
(e.g., a coaxial connection) to modem 200-1, which further
has a wired connection to network(s) 210. As further shown,
smart phone 100-2 and tablet 100-3 may each have a
wireless connection (e.g., a Wi-Fi or Bluetooth connection)
to Wi-Fi/router 200-2, and desktop computer 100-4 may
have a wired connection (e.g., a local area network (LAN)
connection) to Wi-Fi/router 200-2. In the example of FIG.
2B, user 110 may use STB 100-1 to enroll in the auto-
authentication service described herein, and to further send
resource access requests, via modem 200-1. Additionally,
user 110 may use smart phone 100-2, tablet 100-3, and/or
desktop computer 100-4 to enroll in the auto-authentication
service described herein, and to further send resource access
requests, via Wi-Fi/router 200-2.

[0029] FIG. 3 is a diagram that depicts exemplary com-
ponents of authentication system 120. Client devices 100,
access nodes 200, account DB 220, and token DB 130 may
each be configured the same as, or similar to, authentication
system 120 shown in FIG. 3. Authentication system 120 may
include a bus 310, a processing unit 320, a main memory
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330, a read only memory (ROM) 340, a storage device 350,
an input device 360, an output device 370, and a commu-
nication interface 380.

[0030] Bus 310 may include a path that permits commu-
nication among the components of authentication system
120. Processing unit 320 may include one or more proces-
sors or microprocessors, or processing logic, which may
interpret and execute instructions. Main memory 330 may
include a random access memory (RAM) or another type of
dynamic storage device that may store information and
instructions for execution by processing unit 320. ROM 340
may include a ROM device or another type of static storage
device that may store static information and instructions for
use by processing unit 320. Storage device 350 may include
a magnetic and/or optical recording medium. Main memory
330, ROM 340 and storage device 350 may each be referred
to herein as a “tangible non-transitory computer-readable
medium.”

[0031] Inputdevice 360 may include one or more different
mechanisms/devices that permit a user/operator to input
information to authentication system 120, such as, for
example, a keypad or a keyboard, a mouse, a display with a
touch sensitive panel, voice recognition and/or biometric
mechanisms, etc. Output device 370 may include one or
more different mechanisms/devices that output information
to the user/operator, including a display, a speaker, etc. Input
device 360 and output device 370 may, in some implemen-
tations, be implemented as a graphical user interface (GUI)
(e.g., a touch screen display) that displays GUI information
and which receives user input via the GUI. Communication
interface 380 may include one or more transceivers that
enable authentication system 120 to communicate with other
devices and/or systems. For example, communication inter-
face(s) 380 may include wired and/or wireless transceivers
for communicating via network(s) 210.

[0032] The configuration of components of authentication
system 120 shown in FIG. 3 is for illustrative purposes.
Other configurations may be implemented. Therefore,
authentication system 120 may include additional, fewer
and/or different components, arranged in a different con-
figuration, than depicted in FIG. 3.

[0033] FIG. 4 depicts an exemplary implementation of
account DB 220. As shown, a data structure of account DB
220 may include multiple entries 400, with each entry 400
including multiple fields, such as a user identifier (ID) field
410, a user credential(s) field 420, a home/approval location
IP subnet range(s) field 430, an IP address field 440, an
account information field 450, a token DB pointer field 460,
and an associated user ID(s) field 470.

[0034] User identifier (ID) field 410 stores data that
includes a unique identifier (e.g., numeric, alphanumeric,
etc.) that identifies a particular user 110 that owns and/or
operates the client device 100 assigned the network address
identified in field 440. User credential(s) field 420 stores the
credentials (e.g., username and password) of the user iden-
tified in field 410 that the user must use to access the user’s
account, and to enroll a client device 100 in the auto-
authentication service described herein.

[0035] Home/approval location IP subnet range(s) field
430 stores data that identifies a subnet range associated with
a user 110°s home network access location, and/or with the
user 110°s approved network access location(s), at which the
user 110 may be auto-authenticated for protected resource
access. Other than a home network access location, the user
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110 may additionally approve other specific network access
locations (e.g., a work location) for auto-authentication. IP
address field 440 stores data that identifies a network address
(e.g., an IP address) assigned to a particular client device 100
of the user 110 that is enrolled in the auto-authentication
service.

[0036] Account information field 450 stores data associ-
ated with the user 110’s account. The data may include, for
example, a residence address of user 110, a telephone
number of user 110, etc. Token DB pointer field 460 stores
a pointer to an entry 500 of token DB 130 that stores an
encrypted token associated with a client device 100 having
the network address identified in field 440 of account DB
220. The pointer stored in field 460 may be used to retrieve
data from the entry 500 in token DB 130 to which the pointer
points.

[0037] Associated user ID(s) field 470 stores one or more
user IDs of other users 110 associated with the user 110
identified in user ID field 410, or associated with the
home/approved location IP subnet range(s) identified in field
430. The user 110 identified in user ID field 410 may, when
establishing an account (or at the time user 110 enrolls in
auto-authentication, as described below with respect to
FIGS. 6A and 6B), identify one or more other users to be
associated with the account who may also engage in auto-
authentication via the client device 100 having the IP
address identified in field 440.

[0038] To locate a particular entry 400 of account DB 220,
DB 220 may be indexed with, for example, a user ID to
locate an entry 400 having a matching user ID stored in field
410. When such an entry 400 is located, data may be stored
in one or more fields 410, 420, 430, 440, 450, 460, or 470
of the entry 400, or retrieved from one or more fields 410,
420, 430, 440, 450, 460, or 470 of the entry 400. Other fields
of an entry 400, instead of user ID field 410, may addition-
ally, or alternatively, be used for indexing account DB 220
to locate a particular entry 400 of account DB 220.

[0039] FIG. 5 depicts an exemplary implementation of
token DB 130. As shown, a data structure of token DB 130
may include multiple entries 500, with each entry 500
including multiple fields, such as a device IP address field
510, an auto-authentication enable flag field 520, a user ID
field 530, a token timestamp field 540, a refresh timestamp
field 550, and an encrypted token field 560.

[0040] Device IP address field 510 stores data that iden-
tifies a network address (e.g., an IP address) assigned to a
particular client device 100 that is enrolled in the auto-
authentication service. Auto-authentication enable flag field
520 stores a flag that indicates whether the client device 100
identified by the network address in field 510 is currently
enrolled in, or disenrolled from, the auto-authentication
service. User ID(s) field 530 stores data that includes a
unique identifier (e.g., numeric, alphanumeric, etc.) that
identifies a particular user 110 that owns and/or operates the
client device 100 assigned the network address identified in
field 510. Field 530 may additionally store unique identifiers
of other users that have been identified as being authorized
for auto-authentication via the client device 100 having the
IP address identified in field 510. In some implementations,
the unique identifiers of these other users may be provided
by user 110 at, for example, the time that user 110 enrolls in
auto-authentication (e.g., as described below with respect to
the process of FIGS. 6A and 6B).
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[0041] Token timestamp ficld 540 stores a timestamp
associated with the token stored in token field 560. The
timestamp identifies a time (e.g., hour, minute, day, year) at
which the token was generated by authentication system 120
and assigned to the client device 100 having the network
address indicated in field 510. The timestamp may be used
by authentication system 120 to determine an “age” of the
token, and to, for example, determine whether to require the
user 110 of the client device 100 to manually re-authenticate
such as, for example, via explicit provision of user creden-
tials by user 110. Refresh timestamp field 550 stores a
second timestamp associated with the token stored in token
field 560. The timestamp identifies a time (e.g., hour, min-
ute, day, year) at which the generated token is to expire, and
required to be refreshed by, for example, having the user 110
of the client device 100 manually re-authenticate. Encrypted
token field 560 stores the encrypted token generated by
authentication system 120 for the client device 100 assigned
the network address identified in field 510.

[0042] To locate a particular entry 500 of token DB 130,
DB 130 may be indexed with, for example, a device IP
address 510 to locate an entry 500 having a matching IP
address stored in field 510. When such an entry 500 is
located, data may be stored in one or more fields 510, 520,
530, 540, 550, or 560 of the entry 500, or retrieved from one
or more fields 510, 520, 530, 540, 550, or 560. Other fields
of an entry 500, instead of device IP address field 510 (e.g.,
user ID field 530), may additionally, or alternatively, be used
for indexing token DB 130 to locate an entry 500 of token
DB 130.

[0043] Account DB 220 and token DB 130 are depicted in
FIGS. 4 and 5 as including tabular data structures with
certain numbers of fields having certain content. The tabular
data structures of DBs 220 and 130 shown in FIGS. 4 and
5, however, are for illustrative purposes. Other types of data
structures may alternatively be used. The number, types, and
content of the entries and/or fields in the data structures of
DBs 220 and 130 illustrated in FIGS. 4 and 5 are also for
illustrative purposes. Other data structures having different
numbers of, types of and/or content of, the entries and/or the
fields may be implemented. Therefore, DBs 220 and 130
may include additional, fewer and/or different entries and/or
fields than those depicted in FIGS. 4 and 5.

[0044] FIGS. 6A and 6B are flow diagrams that illustrate
an exemplary process for a user 110 to enroll a particular
client device 100 in the token and location-based auto-
authentication service. The exemplary process of FIGS. 6A
and 6B may be implemented by authentication system 120
(e.g., processing unit 320 of authentication system 120). The
exemplary process of FIGS. 6A and 6B is described below
with reference to the diagrams of FIGS. 7A-7E and 8.

[0045] The exemplary process may include authentication
system 120 receiving, from a client device 100, a user 1D
and a user password (block 600). The user ID and user
password may be chosen by user 110 for access to a general
network service provider account (e.g., the user’s My Veri-
zon account), or may be chosen by user 110 specifically for
the token and location-based auto-authentication service. As
one example, the user ID may include user 110’s email
address, and the user password may include a sequence of
alphanumeric characters. Client device 100, upon receipt of
the user ID and the user password from the user 110 (e.g.,
via input device 360 of client device 100), sends a data unit
(e.g., a packet) containing the user credentials to authenti-
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cation system 120. The data unit, in the data unit header,
additionally includes a network address (e.g., IP address)
currently assigned to client device 100. Referring to the
messaging diagram of FIG. 8, client device 100 is depicted
sending user credentials 805 (e.g., a user name and pass-
word) to authentication system 120.

[0046] Authentication system 120 retrieves an IP address
from the header of the data unit associated with the user
credentials, and compares the IP address to a known home,
or approved location, IP subnet(s) (block 605). A particular
IP subnet range may be associated with a known home
network access location, or an approved network access
location, of user 110. For example, the network service
provider (e.g., Verizon) may allocate a particular IP subnet
range to the user’s 110 network access, via one or more
client devices 110, from user 110’s home residence. Addi-
tionally, or alternatively, the user 110 may designate a
location, which is different from the home residence, as an
“approved location” for network access. The network ser-
vice provider may allocate a particular IP subnet range to the
user 110’s network access, via one or more client devices
110, from this approved location. An example of an
approved location may, for example, include the user 110°s
network access at a work location (e.g., via Wi-Fi at an
employer’s physical address). The home residence IP subnet
range and/or approved location IP subnet range may be
retrieved, for the user 110, from field 430 of account DB 220
after user 110 successfully supplies their credentials.
Authentication system 120 uses the user ID of the user 110
to retrieve one or more IP subnet ranges stored in field 430
of account DB 220. Authentication system 120 then com-
pares the IP address of client device 100, retrieved from the
header of the data unit, to determine if the IP address falls
within any of the one or more IP subnet ranges retrieved
from field 430. If the comparison indicates that the IP
address does not fall within any of the one or more IP subnet
ranges, then the exemplary process of FIGS. 6 A and 6B ends
without permitting the user 110 to enroll in, or disenroll
from, the auto-authentication service. If the comparison
indicates that the IP address does fall within any of the one
or more IP subnet ranges, then the exemplary process
continues at block 610. FI1G. 8 depicts authentication system
120 retrieving 810 a known home location and/or approved
location IP subnet range(s)) from account DB 220 (e.g., from
field 430 of an entry 400 of DB 220), and retrieving 815 an
IP address assigned to client device 100 from account DB
220 (e.g., from field 440 of an entry of DB 220). As further
shown in FIG. 8, authentication system 120 retrieves 820 the
IP address for client device 100 from the header of the
message containing the user credentials, and compares the
header IP address to the known home network access
location IP subnet range(s), and/or an approved network
access location IP subnet range(s), retrieved from account
DB 220.

[0047] Authentication system 120 verifies the retrieved IP
address as corresponding to the user’s account (block 610).
Authentication system 120 uses the user ID supplied by user
110 to locate every entry 400 in account DB 220 having a
matching user ID stored in user ID field 410. For every
located entry 400, authentication system 120 retrieves a
network address (e.g., [P address) from IP address field 440,
and compares the retrieved network address with the IP
address retrieved from the data unit header. If a match
between the network address(es) retrieved from account DB



US 2018/0332016 Al

220, and the network address retrieved from the data unit
header is not found, then the exemplary process of FIGS. 6A
and 6B ends without permitting the user 110 to enroll in, or
disenroll from, the auto-authentication service. If a match
between the network address(es) retrieved from account DB
220, and the network address retrieved from the data unit
header is found, then the exemplary process continues at
block 615. FIG. 8 depicts authentication system 120 veri-
fying 825 that the IP address retrieved from the message
containing the user credentials corresponds to user 110’s
user account.

[0048] Authentication system 120 receives additional user
IDs to be associated with the user account (block 615).
Block 615 may be optionally executed (e.g., skipped in some
implementations), and serves to enable the user 110 to
supply the user IDs of one or more other users that are
authorized to use the auto-authentication service via the
current client device 100. FIG. 7A depicts an example of a
user interface implemented at client device 100 that permits
the user 110 to select from one or more users from a list of
multiple other users. As shown, icons 710-1 through 710-4
(four icons shown by way of example) associated with a list
of other users may be presented via the user interface 700,
with each icon 710 being further associated with a unique
user ID 720 of a particular user. The user 110 may, via the
user interface 700, select one or more of the icons 710-1
through 710-4, and the corresponding user IDs 720 can be
stored in field 470 of the appropriate entry 400 of DB 220
such that the users identified by the user IDs are authorized
for auto-authentication when using the client device 100.

[0049] Authentication system 120 provides enrollment/
disenrollment options to the user at client device 100 (block
620). Provision of enrollment/disenrollment options to user
110 at client device 100 may include, for example, provid-
ing, as shown in FIG. 7B, a description 740 of the auto-
authentication service as shown in the exemplary user
interface 730. The description 740, provided to client device
100 via user interface 730, informs the user 110 of the nature
of the auto-authentication service such that the user 110 can
decide to enroll or not enroll in the service. Subsequent to
providing the description 740, authentication system 120
may further provide, as depicted in FIG. 7C, enrollment/
disenrollment options 7450 via user interface 730 at client
device 100. The options 745 may include a first selectable
button 750, “enable on this device,” that enables auto-
authentication on the client device 100 currently being used,
or a second selectable button 755, “No thanks,” that disables
auto-authentication of the client device 100 currently being
used. FIG. 8 depicts authentication system 120 providing
830 enrollment/disenrollment options to user 110 at client
device 100.

[0050] Authentication system 120 determines if the user
has enrolled or disenrolled (block 625). Referring to user
interface 700 depicted in FIG. 7C, if the user 110 selects the
“enable on this device” button 750, then authentication
system 120 enrolls the user 110’s current client device 100
in the auto-authentication service. If, however, the user 110
instead selects the “No thanks” button 755, then authenti-
cation system 120 disenrolls the user 110’s current client
device 100 from the auto-authentication service. If disen-
rolled (“disenroll”—block 625), then authentication system
120 disables auto-authentication for client device 100 in
token DB 130 (block 630). Disabling auto-authentication for
the client device 100 includes indexing token DB 130 with
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the user 110°s user ID and the network address of the client
device 100 to identify an entry 500 having matching con-
tents in field 530 and field 510. Upon locating an entry 500
in token DB 130, authentication system 120 clears (i.e., sets
to zero) a flag in the auto-authentication enable field 520 of
the entry 500. Prior to disenrolling the client device 100
from the auto-authentication service, and subsequent to the
user 110 selecting the “No thanks” button 755, user interface
730 at client device 100 may present, as shown in FIG. 7D,
a verification window 760 that enables the user 110 to verify
that user 110 wants to disenroll client device 100 from the
auto-authentication service. As depicted in FIG. 7D, window
760 of user interface 730 presents a “no” option 765 that, if
selected, stops disenrollment of client device 100 from the
auto-authentication service, and a “yes” option 770 that, if
selected, results in auto-authentication being disabled from
the client device 100. If the “yes” option 765 is selected, user
interface 730 presents, as further shown in FIG. 7E, a
window 775 with a message verifying that auto-authentica-
tion has been disabled for client device 100. FIG. 8 depicts
client device 100, based on input of user 110, sending an
indication of auto-authentication enrollment/disenrollment
840 to authentication system 120. If the user 110 has
selected disenrollment, authentication system 120, as shown
in FIG. 8, disables 835 auto-authentication for client device
100 in token DB 130.

[0051] If enrolled (“enrolled”—block 625), then authen-
tication system 120 creates, and encrypts, a unique token
that includes, for example, the client device IP address, the
user ID, and a timestamp (block 635). The timestamp may
include, for example, a day, year, hour, minute and second
associated with a current time at which the token is created.
In addition to the timestamp, authentication system 120 may
obtain a “refresh” timestamp that indicates a time at which
the created token expires. Creation of the token involves
appending the client device 100’s IP address to the user ID,
and to the timestamp. Alternatively, creation of the token
may involve appending the client device 100°s IP address to
the user 1D, the timestamp, and the refresh timestamp. Other
types of data items, in addition to, or instead of, the client
device IP address, the user ID, and the timestamp, may be
included within the unique token, as described further
below. One exemplary implementation of block 635 is
described in further detail below with respect to FIGS. 9 and
10. After appending the IP address, the user ID, and the
timestamp to one another, authentication system 120 applies
an encryption algorithm to the block of appended data to
create an encrypted token. Various types of known encryp-
tion algorithms may be used. The encrypted token is stored
in a token field 560 of an entry 500 indexed by the IP address
of the client device 100 and the user 110’s user ID. Authen-
tication system 120 maps the token to the user’s account and
stores the token in token DB 130 (block 640). Mapping the
token to the user’s account includes authentication system
120 identifying a pointer (i.e., in memory) to the entry 500
that stores the encrypted token in field 560, and storing the
pointer in token DB pointer field 460 of an entry 400 of
account DB 220 that corresponds to the user 110’s user ID
(e.g., the user ID matches a content of field 410). FIG. 8
depicts authentication system 120, subsequent to receiving
an indication of enrollment from user 110 at client device
100, creating 850 a unique token that includes the client
device 100’s IP address appended to the user ID of user 110,
and a timestamp generated by authentication system 120. As
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further shown in FIG. 8, authentication system 120 encrypts
845 the created token, stores 855 the token in token DB 130,
and maps the token to user 110’s account.

[0052] Authentication system 120 enables auto-authenti-
cation for client device 100 in token DB 130 (block 645).
Enabling auto-authentication for the client device 100
includes indexing token DB 130 with the user 110°s user ID
and the network address of the client device 100 to identify
an entry 500 having matching contents in field 530 and field
510. Upon locating an entry 500 in token DB 130, authen-
tication system 120 sets (i.e., sets to one) a flag in the
auto-authentication enable field 520 of the entry to enable
auto-authentication for client device 100. FIG. 8 depicts
authentication system 120 enabling 860 auto-authentication
for client device 100 in token DB 130. Authentication
system 120 sends the encrypted token to the user’s client
device 100 (block 650). As shown in the messaging diagram
of FIG. 8, authentication system 120 returns an encrypted
token 865 to client device 100 in an enrollment grant
message. Upon receipt of the encrypted token, client device
100 stores the token in local memory. Client device 100 may
subsequently use, as described with respect to the process of
FIG. 11 below, the encrypted token for auto-authentication
when user 110 requests access to a protected resource via
client device 100.

[0053] The blocks of FIGS. 6A and 6B may be selectively
repeated each time a user 110 of a client device 100 desires
to enroll the client device 100 in, or disenroll the client
device 100 from, the auto-authentication service described
herein.

[0054] FIG. 9 is a flow diagram that describes one exem-
plary implementation of block 635 of the process of FIGS.
6A and 6B. The exemplary process of FIG. 9 may be
implemented by authentication system 120 (e.g., processing
unit 320 of authentication system 120). The exemplary
process of FIG. 9 is described below with reference to the
exemplary token content and structure diagram of FIG. 10.
The exemplary process of FIG. 9 may be repeated each time
block 635 is executed within the overall process of FIGS. 6A
and 6B.

[0055] Execution of block 635 of FIG. 6B may include
authentication system 120 obtaining token data items,
including, for example, the client device IP address, the user
1D, and the timestamp (block 900). Various different token
data items, in addition to and/or instead of the client device
IP address, the user ID and/or the timestamp, may be
obtained by authentication system 120 for placement in a
token 1000. For example, referring to FIG. 10, a token
version 1030-1, a token ID 1030-2, a token type 1030-3, an
app ID 1030-5, and a refresh timestamp 1030-8 may be
obtained, in addition to a user ID 1030-4, a device IP address
1030-6, and a timestamp 1030-7. The token version 1030-1
includes data that indicates a particular version of a token
(e.g., version 1.0, 2.0). Identification of the particular ver-
sion of the token may be necessary if the content and/or
structure of the token is changed between versions. The
token ID 1030-2 includes data that uniquely identifies the
particular token 1000 relative to any other token. The token
type 1030-3 includes data that identifies a particular type, of
multiple different types, of tokens of the token 1000 being
generated. Different tokens may be used for different pur-
poses and the token type 1030-3 provides an indication of
the type of function and/or purpose of the token 1000. The
app 1D 1030-5 may identify a particular application that is
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to be used to access a protected resource. The app 1D 1030-5
enables the auto-authentication to be application specific
when authentication system 120 authenticates the contents
of the token 1000. The refresh timestamp 1030-8 includes
timestamp data that identifies a time (e.g., hour, minute, day,
year) at which the token 1000 is to expire, and is required to
be refreshed by, for example, having the user 110 of the
client device 100 manually re-authenticate.

[0056] Authentication system 120 may append the data
items to create a serialized string array (block 905). For
example, referring to FIG. 10, the token data items, such as,
for example, the token version 1030-1, the token ID 1030-2,
the token type 1030-3, the user ID 1030-4, the app ID
1030-5, the device IP address 1030-6, the timestamp 1030-7,
and the refresh timestamp 1030-8 may be appended to one
another to create a serialized token string 1020. Authenti-
cation system 120 may encrypt, using a secret key and an
encryption algorithm, the serialized string array to produce
an encrypted string array (block 910). If the encryption
algorithm is a symmetric encryption algorithm, the secret
key may be a key that is used for both encryption and
decryption. The encryption algorithm may include any type
of existing encryption algorithm that may produce ciphertext
from the plaintext of the serialized token string 1020. In one
implementation, for example, the encryption algorithm may
include 256-bit Advanced Encryption Standard (AES)
encryption.

[0057] Authentication system 120 obtains a hash of the
encrypted string array, using a hash-based message authen-
tication code (HMAC) algorithm and a HMAC key, to
produce a hash digest (block 915). The HMAC algorithm
may use a same secret key, or a different secret key, as that
used in block 905 to encrypt the serialized token string 1020.
The HMAC algorithm takes the encrypted token string 1020
and generates, using known techniques, a hash digest.
Authentication system 120 appends the hash digest to the
encrypted string array to create the token string (block 920).
Referring to FIG. 10, the hash digest 1030-9 is appended to
the encrypted token string 1020, and additional data padding
1030-10 may also be appended to the encrypted token string
1020 to produce a fixed length token. Additionally, as shown
in FIG. 10, a token header 1010 may be appended to the
token 1000. The token header 1010 may include overhead
token information that may be passed unencrypted in con-
junction with the encrypted contents of the token 1000.
Authentication system 120 encodes the token string to create
the auto-authentication user token (block 925). Any type of
encoding technique may be applied to encrypted token string
1020, header 1010, hash digest 1030-9, and padding 1030-
10 to create the final user token. For example, in one
implementation, encoding may include using Base 64
encoding to encode the data of token 1000.

[0058] FIG. 11 is a flow diagram that illustrates an exem-
plary process for performing token and device location-
based auto-authentication for granting or denying access to
a protected resource. The exemplary process of FIG. 11 may
be implemented by authentication system 120 (e.g., process-
ing unit 320 of authentication system 120). The exemplary
process of FIG. 11 is described below with reference to the
exemplary messaging and activity diagram of FIG. 12. The
exemplary process of FIG. 11 may be repeated each time a
client device 100 requests access to a protected resource.
[0059] The exemplary process includes authentication
system 120 receiving, from a requesting client device 100,
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a request to access a protected resource, where the request
includes an encrypted token (block 1100). When user 110
attempts to access a protected resource, client device 100
automatically retrieves the previously stored, encrypted
token from local memory and includes the encrypted token
in the request to access the protected resource. The request
may be sent directly from client device 100 to authentication
system 120 or, alternatively, may be sent an intervening
network device (e.g., a server that provides a particular
protected resource) and the intervening network device
passes the request to authentication system 120. FIG. 12
depicts client device 100 sending a request 1200 to access a
protected resource to authentication system 120, where the
request 1000 includes the IP address of client device 100 and
the encrypted token retrieved from local memory at client
device 100.

[0060] Authentication system 120 processes and decrypts
the token, and retrieves, for example, a client IP address,
user 1D, and timestamp from the decrypted token (block
1105), and compares the token’s client IP address with the
1P address retrieved from the resource request (block 1110).
Authentication system 120 uses a decryption algorithm, that
is a counterpart to the encryption algorithm used in block
635 of FIG. 6B, to decrypt the token and recover the client
device IP address, user 1D, and timestamp. In an implemen-
tation in which a refresh timestamp was appended to the
token, the refresh timestamp may additionally be recovered
from the decrypted token. Authentication system 120 takes
the client device IP address obtained from the decrypted
token, and then compares it with the IP address of client
device 100 contained in the header of the resource request
sent from client device 100. As shown in FIG. 12, authen-
tication system 120 obtains the token from the request 1200,
and decrypts 1205 the token to obtain the unencrypted token.
As further shown, authentication system 120 retrieves 1210
the IP address of client device 100, the user ID, and the
timestamp from the decrypted token, and compares 1215 the
token client IP address with the IP address included with the
resource request 1000.

[0061] If the comparison indicates that the IP addresses
match (YES—block 1115), then authentication has suc-
ceeded and authentication system 120 grants the client
device access to the protected resource (block 1120). If a
comparison, by authentication system 120, of the client
device IP address obtained from the decrypted token, and the
1P address of client device 100 contained in the header of the
resource request sent from client device 100, indicates a
match between the two, then authentication system 120 may
properly conclude that client device 100, which sent the
resource request, has been auto-authenticated, and authen-
tication system 120 may grant the client device 100 access
to the protected resource. FIG. 12 depicts authentication
system 120 granting 1220 client device 100 access to the
requested protected resource if the comparison indicated that
the IP addresses match.

[0062] Ifthe comparison indicates that the IP addresses do
not match (NO—block 1115), then authentication system
uses the user ID from the decrypted token to verify if a new
1P address is possibly associated with the user of the client
device 100 (block 1125). Authentication system 120 may
obtain the user ID from the decrypted token and use it to
index token DB 130 to locate an entry 500 having a user ID
in field 530 that matches the user ID from the decrypted
token. Upon location of the entry 500, authentication system
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120 retrieves a device IP address from field 510 of the
located entry 500, and compares the retrieved IP address to
the IP address obtained from the resource request. If the IP
addresses match, then a new IP address has been assigned to
client device 100, and authentication system 120 determines
that the IP address contained in the resource request has been
successfully validated. If the IP address validation of block
1125 is not successful (NO—block 1130), then authentica-
tion system 120 suspends the client device 100 from access
to the protected resource for a configurable period of time
(block 1135). FIG. 12 depicts authentication system sus-
pending 1230 client device 100 from protected resource
access for a configurable period of time, if the IP address
validation fails. If the IP address validation of block 1125 is
successful (YES—Dblock 1130), then authentication system
120 proceeds to block 1120 and sends a grant of access to the
protected resource to the requesting client device 100. FIG.
12 further depicts authentication system granting 1235
access to the protected resource, if the IP address validation
succeeds.

[0063] In addition to validating the IP address of the client
device 100 that sent the resource request (i.e., block 1115
above), authentication system 120 may compare the time-
stamp retrieved from the token in block 1105 with a speci-
fied maximum “token life” parameter. If the time period
extending from the retrieved timestamp to a current time
exceeds the maximum “token life” parameter, then authen-
tication may be considered to have failed and authentication
system 120 may require the user 110 to manually supply user
credentials (e.g., performs blocks of FIGS. 6A and 6B).
Authentication system 120 may additionally disable auto-
authentication for client device 100 in token DB 130.
Alternatively, authentication system 120 may compare a
refresh timestamp retrieved from the decrypted token and
compare the refresh timestamp with a current time. If the
current time exceeds the refresh timestamp, then authenti-
cation may be considered to have failed and authentication
system 120 may require the user 110 to manually supply user
credentials (e.g., performs blocks of FIGS. 6A and 6B).
Authentication system 120 may additionally disable auto-
authentication for client device 100 in token DB 130.

[0064] FIG. 13 is a flow diagram that describes an exem-
plary implementation of block 1105 of the process of FIG.
11. The exemplary process of FIG. 13 may be implemented
by authentication system 120 (e.g., processing unit 320 of
authentication system 120). The exemplary process of FIG.
13 is described below with reference to the exemplary token
content and structure diagram of FIG. 10. The exemplary
process of FIG. 13 may be repeated each time block 1105 is
executed within the overall process of FIG. 11.

[0065] Execution of block 1105 of FIG. 11 may include
authentication system 120 decoding the user token to create
a token string (block 1300). The counterpart decoding
technique, to the encoding technique used in block 925 of
FIG. 9, may be used to decode the token data. For example,
in one implementation, decoding may include using Base 64
decoding to decode token 1000. Authentication system 120
removes the hash digest from the token string to obtain an
encrypted string array (block 1305). Once token 1000 is
decoded, system 120 extracts the hash digest 1030-9 from
token 1000, where hash digest 1030-9 was generated in
block 915 of FIG. 9.

[0066] Authentication system 120 obtains a hash of the
encrypted string array, using the HMAC algorithm and
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HMAC key used in block 915 of FIG. 9, to produce a
validation hash digest (block 1310). Similarly to block 915
of FIG. 9, the HMAC algorithm may use the same secret
key, or a different secret key, as that used in block 905 of
FIG. 9 to encrypt the serialized token string 1020. The
HMAC algorithm takes the encrypted token string 1020 and
generates, using known techniques, the validation hash
digest. Authentication system 120 then compares the hash
digest 1030-9 from the token 1000 with the generated
validation hash digest (block 1315). If the comparison
indicates that the token hash digest is not equal to (i.e., is not
the same as) the validation hash digest (NO—block 1320),
then the token validation fails (block 1325). Authentication
system 120 may, for example, return an error message
indicating that authentication has failed and that the user is
denied access to the protected resource. If the comparison
indicates that the token hash digest is equal to (i.e., is the
same as) the validation hash digest (YES—block 1320),
then authentication system 120 decrypts, using a secret key
and decryption algorithm, the encrypted string array to
produce a decrypted string array (block 1330). Authentica-
tion system 120 decrypts the string array of token 1000 using
a counterpart decryption algorithm to the encryption algo-
rithm used in block 910 of FIG. 9. For example, if 256-bit
AES encryption was used in block 910, then 256-bit AES
decryption is used to decrypt the token string.

[0067] Authentication system 120 extracts token data
items from the decrypted string array, including, for
example, the client device IP address, the user ID, and the
timestamp (block 1335). Referring to FIG. 10, system 120
may extract all token data items from the decrypted token
string, including device IP address 1030-6, user 1D 1030-4,
and timestamp 1030-7 and any other token data items
included in the token string, such as, for example, token
version 1030-1, token ID 1030-2, token type 1030-3, app ID
1030-5, and/or refresh timestamp 1030-9. Once the token
data items have been extracted from the decrypted string
array, authentication system 120 can continue with the
auto-authentication as described above with respect to FIG.
11 (i.e., blocks 1110-1135).

[0068] The foregoing description of implementations pro-
vides illustration and description, but is not intended to be
exhaustive or to limit the invention to the precise form
disclosed. Modifications and variations are possible in light
of the above teachings or may be acquired from practice of
the invention. For example, while series of blocks have been
described with respect to FIGS. 6A, 6B, 9, 11, and 13, and
message/activity flows with respect to FIGS. 8 and 12, the
order of the blocks and/or message/activity flows may be
varied in other implementations. Moreover, non-dependent
blocks may be performed in parallel.

[0069] To the extent the aforementioned embodiments
collect, store or employ personal information provided by
individuals, it should be understood that such information
shall be used in accordance with all applicable laws con-
cerning protection of personal information. Additionally, the
collection, storage and use of such information may be
subject to consent of the individual to such activity, for
example, through well known “opt-in” or “opt-out” pro-
cesses as may be appropriate for the situation and the type
of'information. Storage and use of personal information may
be in an appropriately secure manner reflective of the type
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of information, for example, through various encryption and
anonymization techniques for particularly sensitive infor-
mation.

[0070] Certain features described above may be imple-
mented as “logic” or a “unit” that performs one or more
functions. This logic or unit may include hardware, such as
one or more processors, microprocessors, application spe-
cific integrated circuits, or field programmable gate arrays,
software, or a combination of hardware and software.
[0071] No element, act, or instruction used in the descrip-
tion of the present application should be construed as critical
or essential to the invention unless explicitly described as
such. Also, as used herein, the article “a” is intended to
include one or more items. Further, the phrase “based on” is
intended to mean “based, at least in part, on” unless explic-
itly stated otherwise.

[0072] In the preceding specification, various preferred
embodiments have been described with reference to the
accompanying drawings. It will, however, be evident that
various modifications and changes may be made thereto, and
additional embodiments may be implemented, without
departing from the broader scope of the invention as set forth
in the claims that follow. The specification and drawings are
accordingly to be regarded in an illustrative rather than
restrictive sense.

What is claimed is:

1. A method, comprising:

receiving credentials of a user of a client device;

receiving an enrollment request from the client device,

wherein the enrollment request includes a network
address of the client device;

generating a token comprising the network address and an

identifier of the user;

encrypting the token;

sending the encrypted token to the client device; and

receiving, when the client device attempts to access a

protected resource or a network service, the encrypted
token from the client device for authenticating the
client device without further requiring the credentials
of the user.

2. The method of claim 1, further comprising:

generating a timestamp that indicates a time at which the

token is being generated,

wherein the token further comprises the generated time-

stamp.

3. The method of claim 2, further comprising:

appending the timestamp, the identifier of the user, and

the network address to one another to generate the
token.

4. The method of claim 1, wherein the token further
comprises a refresh timestamp that indicates a time at which
the token expires.

5. The method of claim 4, further comprising:

appending the refresh timestamp, the identifier of the user,

and the network address to one another to generate the
token.

6. The method of claim 1, further comprising:

receiving a request to access the protected resource or the

network service, wherein the request includes a current
network address of the client device and the encrypted
token.

7. The method of claim 6, further comprising:

decrypting the encrypted token to produce a decrypted

token;
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extracting the network address from the decrypted token;

comparing the extracted network address with the current
network address; and

authenticating the client device based on the comparison
without requiring the credentials of the user.

8. The method of claim 7, further comprising:

extracting the identifier of the user from the decrypted
token; and

using, if the comparison indicates that the current network
address and the extracted network address do not
match, the identifier of the user to perform a database
lookup to determine if the current network address
belongs to the user.

9. The method of claim 8, further comprising:

granting, if the comparison indicates that the current
network address and the extracted network match, the
client device access to the protected resource or net-
work service.

10. A network device, comprising:

a communication interface connected to a network that:
receives credentials of a user of a client device, and
receives an enrollment request from the client device,

wherein the enrollment request includes a network
address of the client device;

a processing unit that:
generates a token comprising the network address and

an identifier of the user, and
encrypts the token,

wherein the communication interface further:
sends the encrypted token to the client device, and
receives, when the client device attempts to access a

protected resource or a network service, the
encrypted token from the client device for authenti-
cating the client device without further requiring the
credentials of the user.

11. The network device of claim 10, wherein the process-

ing unit further:

generates a timestamp that indicates a time at which the
token is being generated, and

appends the timestamp, the identifier of the user, and the
network address to one another to generate the token.

12. The network device of claim 10 wherein the token

further comprises a refresh timestamp that indicates a time
at which the token expires, and wherein the processing unit
further:

appends the refresh timestamp, the identifier of the user,
and the network address to one another to generate the
token.

13. The network device of claim 10, wherein the com-

munication interface further:

receives a request to access the protected resource or the
network service, wherein the request includes a current
network address of the client device and the encrypted
token.

14. The network device of claim 13, wherein the process-

ing unit further:

decrypts the encrypted token to produce a decrypted
token;

extracts the network address from the decrypted token;

compares the extracted network address with the current
network address; and

authenticates the client device based on the comparison
without requiring the credentials of the user.

Nov. 15, 2018

15. The network device of claim 14, wherein the process-
ing unit further:

extracts the identifier of the user from the decrypted

token,

using, if the comparison indicates that the current network

address and the extracted network address do not
match, the identifier of the user to perform a database
lookup to determine if the current network address
belongs to the user, and

granting, if the comparison indicates that the current

network address and the extracted network match, the
client device access to the protected resource or net-
work service.

16. A non-transitory storage medium storing instructions
executable by a computational device, wherein the instruc-
tions comprise instructions to cause the computational
device to:

receive credentials of a user of a client device;

receive an enrollment request from the client device,

wherein the enrollment request includes a network
address of the client device;

generate a token comprising the network address and an

identifier of the user;

encrypt the token;

send the encrypted token to the client device; and

receive, when the client device attempts to access a

protected resource or a network service, the encrypted
token from the client device for authenticating the
client device without further requiring the credentials
of the user.

17. The non-transitory storage medium of claim 16,
wherein the instructions further comprise instructions to
cause the computational device to:

generate a timestamp that indicates a time at which the

token is being generated, and

append the timestamp, the identifier of the user, and the

network address to one another to generate the token.

18. The non-transitory storage medium of claim 16,
wherein the token further comprises a refresh timestamp that
indicates a time at which the token expires, and wherein the
instructions further comprise instructions to cause the com-
putational device to:

appends the refresh timestamp, the identifier of the user,

and the network address to one another to generate the
token.

19. The non-transitory storage medium of claim 16,
wherein the instructions further comprise instructions to
cause the computational device to:

receive a request to access the protected resource or the

network service, wherein the request includes a current
network address of the client device and the encrypted
token;

decrypt the encrypted token to produce a decrypted token;

extract the network address from the decrypted token;

compare the extracted network address with the current
network address; and

authenticate the client device based on the comparison

without requiring the credentials of the user.

20. The non-transitory storage medium of claim 19,
wherein the instructions further comprise instructions to
cause the computational device to:

extract the identifier of the user from the decrypted token,

use, if the comparison indicates that the current network

address and the extracted network address do not
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match, the identifier of the user to perform a database
lookup to determine if the current network address
belongs to the user, and

grant, if the comparison indicates that the current network
address and the extracted network match, the client
device access to the protected resource or network
service.



