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RELATING DATA WHILE PREVENTING
INTER-ENTITY DATA SHARING

TECHNICAL FIELD

[0001] The subject matter disclosed herein relates to cryp-
tography. In particular, example embodiments may relate to
computing a relationship between features of members
stored by a first data storage entity and numerical data of
members stored by a second data storage entity, while
preserving privacy and preventing inter-entity data sharing
between the first data storage entity and the second data
storage entity.

BACKGROUND

[0002] Payroll providers store salary data of members, and
professional networking services store features of members,
which may be used to predict their salaries. Correlating the
features of the members with their salaries may be interest-
ing and may provide valuable insights. However, the pro-
fessional networking service and the payroll provider may
be reluctant to share data with one another. As the foregoing
illustrates, techniques may be desirable for computing a
relationship between features of members stored by a pro-
fessional networking service and salaries of members stored
by a payroll provider, while preserving privacy and prevent-
ing inter-entity data sharing between the professional net-
working service and the payroll provider.

SUMMARY

[0003] In one aspect, the disclosed subject matter can be
embodied in a method. The method includes determining, at
a server, a representation of an intersection of a member list
of a professional networking service and a member list of a
payroll provider, without accessing the member list of the
professional networking service or the member list of the
payroll provider.

[0004] The method includes causing, at the server, com-
putation, using information associated with the intersection
of the member list of the professional networking service
and the member list of the payroll provider, of coefficients
of a numeric relationship between features of members
stored by the professional networking service and numeric
data of members stored by the payroll provider, without
accessing the features and the numeric data at the server. The
numeric data includes a salary. The method includes pro-
viding a digital transmission representing the coefficients of
the numeric relationship.

[0005] In one aspect, the disclosed subject matter can be
embodied in a non-transitory machine-readable medium
including instructions. The instructions include code for
determining a representation of an intersection of a member
list of a professional networking service and a member list
of a payroll provider, without accessing the member list of
the professional networking service or the member list of the
payroll provider. The instructions include code for causing
computation, using information associated with the inter-
section of the member list of the professional networking
service and the member list of the payroll provider, of
coeflicients of a numeric relationship between features of
members stored by the professional networking service and
numeric data of members stored by the payroll provider,
without accessing the features and the numeric data at the
machine. The numeric data includes a salary. The instruc-
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tions include code for providing a digital transmission
representing the coefficients of the numeric relationship.
[0006] In one aspect, the disclosed subject matter can be
embodied in a server. The server includes one or more
processors and a memory. The memory stores instructions
for execution by the one or more processors. The instruc-
tions include code for determining, at the server, a repre-
sentation of an intersection of a member list of a professional
networking service and a member list of a payroll provider,
without accessing the member list of the professional net-
working service or the member list of the payroll provider.
The instructions include code for causing, at the server,
computation, using information associated with the inter-
section of the member list of the professional networking
service and the member list of the payroll provider, of
coeflicients of a numeric relationship between features of
members stored by the professional networking service and
numeric data of members stored by the payroll provider,
without accessing the features and the numeric data at the
server. The numeric data includes a salary. The instructions
include code for providing a digital transmission represent-
ing the coefficients of the numeric relationship.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Various ones of the appended drawings merely
illustrate example embodiments of the present inventive
subject matter and cannot be considered as limiting its
scope.

[0008] FIG. 1 is a diagram of an example system in which
relating private data of different entities may be imple-
mented.

[0009] FIG. 2 is a data flow diagram of an example
method of computing common members of two entities.
[0010] FIGS. 3A-3B are a data flow diagram of an
example method of computing model coefficients for a
model relating data of a first entity to data of a second entity.
[0011] FIG. 4 is a block diagram of an example of the
server of FIG. 1.

[0012] FIG. 5 is a flow chart of an example method for
relating private data of different entities.

[0013] FIG. 6 conceptually illustrates an example elec-
tronic system with which some implementations of the
subject technology can be implemented.

DETAILED DESCRIPTION

[0014] Reference will now be made in detail to specific
example embodiments for carrying out the inventive subject
matter. Examples of these specific embodiments are illus-
trated in the accompanying drawings, and specific details are
set forth in the following description in order to provide a
thorough understanding of the subject matter. It will be
understood that these examples are not intended to limit the
scope of the claims to the illustrated embodiments. On the
contrary, they are intended to cover such alternatives, modi-
fications, and equivalents as may be included within the
scope of the disclosure. Examples merely typify possible
variations. Unless explicitly stated otherwise, components
and functions are optional and may be combined or subdi-
vided, and operations may vary in sequence or be combined
or subdivided. In the following description, for purposes of
explanation, numerous specific details are set forth to pro-
vide a thorough understanding of example embodiments. It
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will be evident to one skilled in the art, however, that the
present subject matter may be practiced without these spe-
cific details.

[0015] As noted above techniques may be desirable for
computing a relationship between private data of a first
entity and private data of a second entity, while preserving
privacy of the entities and preventing inter-entity data shar-
ing beyond the coeflicients of the computed relationship.
The entities may include companies that have customers or
users. The companies may not wish to share the data of their
customers or users to protect the privacy of the customers or
users, and to protect themselves from liability for breaches
of data stored on machines that they do not control (e.g.,
machines controlled by the other entity). Some aspects of the
subject technology provide techniques for computing such
relationships.

[0016] According to one implementation, each of two
entities has data about members. For example, a high school
has data about its students, and an examination company has
test scores of test takers. Some of the students are test takers,
while other students are not test takers.

[0017] Similarly, some of the test takers are students at the
high school and other test takers are not (e.g., other test
takers attend other high schools or do not attend high
school). The high school stores the identity numbers (e.g.,
social security numbers) of its students, and the examination
company stores the identity numbers of the test takers.
However, the high school cannot release the identity num-
bers of its students to machines outside the high school, and
the examination company cannot release the identity num-
bers of its test takers to machines outside the examination
company, for example, due to concerns about privacy and
liability if the data is breached.

[0018] The high school and the examination company may
be interested in how grades in the high school (e.g., average
grade, represented as a number, in English, average grade in
math, average grade in science, and average grade in his-
tory) relate to test scores. In other words, the high school and
the examination company may wish to determine the struc-
ture and coefficients of an equation b=f(M), where b a
vector of test scores (one score per member), and M is a
matrix of member features known to the high school, with
rows representing members and columns representing fea-
tures, such as average grades in English, math, science, and
history courses, respectively. The equation b=f(M) may
include one of a linear equation, a quadratic equation, a
cubic equation, a logarithmic equation, an exponential equa-
tion, and the like.

[0019] In order to do this, the high school and the exami-
nation company determine a list (or other data structure) of
common members who are both students of the high school
and test takers of the examination company. After determin-
ing the list of common members, the high school and the
examination company apply regression analysis to deter-
mine the structure and coefficients of the equation b=f(M).
In an ideal world, the high school and the examination
company would both reveal their data to a trusted third party,
which would be able to compute the list of common mem-
bers and the regression. However, in many cases, no such
trusted third party exists and both the high school and the
examination company are unwilling to release their data
outside of their respective computer systems.

[0020] To compute the list of common members, the high
school and the examination company agree on a member
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identifier ui (e.g., identity number, such as social security
number) that they both have in common. The high school
and the examination company agree on a one-way hash
function h(ui) that is computationally impossible (e.g., pro-
hibitively expensive or not feasible using available comput-
ers) to invert. The high school and the examination company
compute the one-way hash function of each member iden-
tifier in their respective sets of members and reveal the
computed values to a third party. For example if the high
school has students/member identifiers ul, u2, u3, and u4,
and the examination company has test takers/member iden-
tifiers u3, ud, u5, and ué, the high school reveals to the third
party h(ul), h(u2), h(u3), and h(ud), and the examination
company reveals to the third party h(u3), h(ud), h(u5), and
h(u6). The third party then computes the intersection of the
two lists that were revealed—h(u3), and h(ud)—and pro-
vides this intersection to the high school and the examina-
tion company. Based on the provided intersection, the high
school and the examination company determine their com-
mon members u3 and u4.

[0021] Upon completion of the above, the high school and
the examination company both have access to a common set
of members, call it U, which has n members. (In the simple
example above, n=2. However, in some cases, n may be
much larger. For instance, thousands of students in a large
high school may take a college entrance exam, such as the
SAT® administered by the College Board of New York,
N.Y)

[0022] F(M,b) represents a function that takes as input the
private data from the high school M, and the private data
from the examination company b, and outputs a set of model
(e.g., regression) coeflicients of the equation b=Ff(M). The
equation b=f(M) is encoded, at a third party or at a machine
of'the high school or the examination company, as a Boolean
circuit, as described in greater detail below. After encoding,
the high school hard codes the features of M into the
function F(M,b), resulting in a Boolean circuit for F'(b),
which is a function of b and not of M. The high school
garbles the Boolean circuit with pseudorandom (e.g., using
a computerized random number generator) keys K, with a
different key representing an input of 0 or 1 for each input
wire of the Boolean circuit. The high school provides the
Boolean circuit the keys K that are used for each wire of the
Boolean circuit to the examination company, without speci-
fying whether the keys represent 0 or 1. The examination
company then computes the coefficients from F'(b) using the
provided keys K, and provides the computed coefficients to
the high school or the third party. The equation b=F(M) can
now be written using the computed coefficients.

[0023] According to some examples, a professional net-
working service and a payroll provider wish to collaborate
to determine a numeric relationship between features of
members stored by the professional networking service and
numeric data (e.g., an hourly, weekly, monthly, or yearly
salary or other compensation data) of members stored by the
payroll provider. The numeric data may include any com-
pensation data, including but not limited to base salary,
different types of additional compensation, total compensa-
tion, quantification of the monetary value associated with
health and other benefits, and the like. A server (which may
belong to the professional networking service, the payroll
provider, or a third party) determines an intersection of a
member list of the professional networking service and a
member list of the payroll provider, without accessing the
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member list of the professional networking service or the
member list of the payroll provider. The server causes
computation, using information associated with the inter-
section of the member list of the professional networking
service and the member list of the payroll provider, of
coefficients of a numeric relationship (e.g., regression)
between features of members stored by the professional
networking service and numeric data of members stored by
the payroll provider. The server provides a digital transmis-
sion representing the coefficients of the numeric relation-
ship.

[0024] The member list of the professional networking
service may include members identified by one or more of
a last name, a first name, a company name, and an office
location. Similarly, the member list of the payroll provider
may include members identified by one or more of a last
name, a first name, a company name, and an office location.
The office location may be a street address (e.g., 123 Main
Street, City, State, and Zip) or a tax jurisdiction (e.g.,
Pennsylvania).

[0025] The features of members stored by the professional
networking service, which may be used to determine the
numeric relationship, may include one or more of a ranking
of an educational institution, a ranking of an educational
degree, a number of years of professional experience, a
ranking of a quality of the professional experience, a ranking
of one or more professional skills, a current position title, a
past position title, a seniority level of the current or the past
position title, a current employer, a past employer, a publi-
cation or patent held by the member, or a project completed
by the member. The ranking of the educational institution
may correspond to a ranking of the educational institution by
a journal that ranks educational institutions (e.g., US News
and World Report college rankings). The ranking of the
educational degree may be based on a number of years of
post-high school typically required to obtain the educational
degree (e.g., a law degree requires seven years; three years
of'law school and four years of college). The ranking of the
quality of the professional experience may account for the
fact that employees with some types of professional expe-
rience can command higher salaries than others. For
example, an attorney who has five years of experience at a
large, international law firm in New York City can likely
command a higher salary than an attorney who has five years
of experience at a family law and trusts/estates practice in
rural Texas. The ranking of professional skills can be based
on endorsements and self-provided lists of professional
skills within the professional networking service. For
example, an attorney who is a good public speaker can likely
command a higher salary than an attorney who lacks this
skill.

[0026] Implementations of the subject technology may be
useful in the real world. For example, using the techniques
of the subject technology, a member of the professional
networking service who is contemplating renegotiating his/
her salary or seeking a career change may use the generated
numeric relationship in order to predict how his/her salary is
likely to be effected by various career moves and/or to
determine how his/her salary compares with salaries of
similar professionals. Furthermore, a member of the profes-
sional networking service choosing an educational institu-
tion, a field of study, or other educational or professional
program can use the numeric relationship provided by the
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subject technology to predict what his/her salary range
would be if he/she undergoes the educational or professional
program.

[0027] FIG. 1 is a diagram of an example system 100 in
which relating private data of different entities may be
implemented. As shown, the system 100 includes client
devices 110, a machine of a first entity, Alice 120, a machine
of a second entity, Bob 130, and a server 140 connected to
a network 150. The network 150 may include one or more
of the Internet, an intranet, a local area network, a wide area
network (WAN), a cellular network, a WiFi network, a
virtual private network (VPN), a public network, a wired
network, a wireless network, and the like. Alice 120 is
connected to an Alice data repository 125, which stores
Alice’s private data. Bob 130 is connected to a Bob data
repository 135, which stores Bob’s private data.

[0028] The client device(s) 110 may include one or more
of a laptop computer, a desktop computer, a mobile phone,
a tablet computer, a personal digital assistant (PDA), a
digital music player, a smart watch, and the like. The client
device(s) 110 may be used, for example, by employees of the
entities associated with Alice 120 of Bob 130, to add data to
the data repositories 125/135, which may be accessed, by the
client device(s) 110 over the network 150, with the machines
120/130 serving as intermediaries.

[0029] Alice 120 is capable of accessing the Alice data
repository 125 and ensures that the data in the Alice data
repository 125 remains private. More details of the operation
of Alice 120 are provided in conjunction with FIGS. 2-3.
[0030] Similarly, Bob 130 is capable of accessing the Bob
data repository 135 and ensures that the data in the Bob data
repository 135 remains private. More details of the operation
of Bob 130 are provided in conjunction with FIGS. 2-3.
[0031] Each of the Alice data repository 125 and the Bob
data repository 135 may be implemented as any type of data
storage unit. According to some examples, either the Alice
data repository 125 or the Bob data repository is a database.
[0032] In one example, Alice 120 is a server of a profes-
sional networking service. The Alice data repository 125
stores features of members of the professional networking
service, including one or more of a ranking of an educational
institution, a ranking of an educational degree, a number of
years of professional experience, a ranking of a quality of
the professional experience, and a ranking of one or more
professional skills. The members of the professional net-
working service are identified by one or more of a last name,
a first name, a company name, and an office location.
[0033] In one example, Bob 130 is a server of a payroll
provider. The Bob data repository 135 stores salaries of
members. The members of the payroll provider are identified
by one or more of a last name, a first name, a company name,
and an office location.

[0034] The server 140 is a third party server that is owned
and trusted by neither the entity associated with Alice 120
nor the entity associated with Bob 130. In alternative imple-
mentations, the server 140 may be owned by either the entity
of Alice 120 or the entity of Bob 130. As described herein,
the server 140 receives encrypted data from Alice 120 and
Bob 130 and does calculations with the encrypted data.
More details of the operation of the server 140 are provided
in conjunction with FIGS. 2-4.

[0035] In one example discussed herein, the entity asso-
ciated with Alice 120 is a high school storing numeric grades
of students, and the entity associated with Bob 130 is an



US 2017/0344952 Al

examination company storing numeric test scores. However,
the subject technology may be used in other contexts also.
For instance, the entity associated with Alice 120 may be a
department of motor vehicles storing driving records, and
the entity associated with Bob 130 may be a credit reporting
agency storing credit scores. The entity associated with
Alice may be a credit card company storing spending
information, and the entity associated with Bob may be an
airline storing a frequent flier account balance. In sum, the
subject technology may be used in any context where Alice
120 stores one dataset, Bob 130 stores another dataset, and
Alice 120 and Bob 130 desire to develop a model that relates
the dataset of Alice 120 to the dataset of Bob 130, while
keeping their respective datasets private.

[0036] In another example discussed herein, the entity
associated with Alice 120 is a professional networking
service storing features of professionals, and the entity
associated with Bob 130 is a payroll provider storing
numeric data (e.g., hourly, weekly, monthly, or yearly sala-
ries) of professionals. The subject technology is used to
determine a numeric relationship between the features stored
by the professional networking service and the salaries,
without requiring the professional networking service to
disclose the features or the payroll provider to disclose the
numeric data.

[0037] FIG. 2 is a data flow diagram of an example
method 200 of computing common members of two entities.

[0038] The method 200 begins at blocks 210A and 210B.
At block 210A, Alice 120 determines (e.g., based on data in
the Alice data repository 125) that it has members with
member identifiers: ul, u2, u3, and ud. At block 2108, Bob
130 determines (e.g., based on data in the Bob data reposi-
tory 135) that it has members with member identifiers: u3,
ud, u5, and u6. The member identifiers ul-ué may represent
any identifiers of members. For example, if Alice 120 is a
high school and Bob 130 is an examination company, the
values ul-u6 may include one or more of social security
numbers of students/test takers, first and last names and
addresses of students/test takers, identity card (e.g., driver’s
license) numbers of students/test takers, and the like. If Alice
120 is a professional networking service and Bob 130 is a
payroll provider, the values ul-ué may include one or more
of a last name, a first name, a company name, and an office
location of the users/members of the professional network-
ing service or the payroll company. In order to preserver
privacy of the users/members/students/test takers, Alice 120
and Bob 130 do not share their data with one another or with
any third parties.

[0039] At block 220, Alice 120 and Bob 130 agree on a
hash function h(ui) of the user identifiers. The hash function
h(ui) has a one-to-one mapping of inputs (user identifier
values) to outputs (hash values) and has an inverse that is
impossible to compute. As used herein, the phrase “impos-
sible to compute” encompasses its plain and ordinary mean-
ing. In some cases, a value is said to be “impossible to
compute” if it is prohibitively expensive or not feasible to
compute that value using available computers. In other
words, a machine knowing the hash function h(ui), and
knowing that h(a)=, where [ is known and a is unknown,
should not be able to derive o.

[0040] At block 230A, Alice 120 computes and stores the
values in Table 1, below.
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TABLE 1

Member Identifier List Hash value List

ul h(ul)

u2 h(u2)
u3 h(u3)
ud h(u4)

[0041] At block 230B, Bob 130 computes and stores the
values in Table 2, below.

TABLE 2

Member Identifier List Hash value List

u3 h(u3)
ud h(u4)
us h(u5)
ué h(u6)

[0042] It should be noted that the hash values h(ul)-h(u6)
can safely be shared outside of the machines of Alice 120 or
Bob 130 because they cannot be used to derive the private
information of Alice 120 or Bob 130 (as h(ui) is impossible
to invert). Furthermore, Tables 1-2 refer to a member
identifier list and a hash value list. However, other data
structures (e.g., arrays or matrices) can be used in place of
the lists. After computing the hash value lists, Alice 120 and
Bob 130 transmit the hash value lists to the server 140.
[0043] At block 240, the server 140 computes an inter-
section of the hash value list received from Alice 120 and the
hash value list received from Bob 130. For example, the
server computes the intersection by searching for each value
in the hash value list from Alice 120 within the hash value
list of Bob 130, and adding the hash value to intersection
upon finding it in the hash value list of Bob 130. Based on
the computed intersection, the server 140 determines that
h(u3) and h(ud) represent common members of Alice 120
and Bob 130. The server 140 transmits, to both Alice 120
and Bob 130, the set of common hash values h(u3) and
h(u4). In an alternative implementation, the functions of the
server 140 may be carried out at the machine of Alice 120
or Bob 130. The server 140 may belong to Alice 120 or to
Bob 130. Alternatively, the server 140 may be a third party
server.

[0044] At block 250A, Alice 120 determines, based on set
of common hash values h(u3) and h(u4), and the information
of Table 1, that the set of common users U among Alice 120
and Bob 130 includes u3 and ud. Similarly, at block 250B,
Bob 130 determines, based on set of common hash values
h(u3) and h(u4), and the information of Table 2, that the set
of common members U among Alice 120 and Bob 130
includes u3 and u4. After blocks 250A and 250B, the method
200 ends.

[0045] The method 200 is described here as being applied
to four members of Alice 120 and four members of Bob 130
to determine two members common to Alice 120 and Bob
130. However, it should be noted that, in some implemen-
tations, the subject technology may be used with much
larger data sets. For example, Alice 120 may represent a high
school with 1000 students, Bob 130 may represent an
examination company with 100,000 test takers, and there
may be 900 members who are both students and test takers.
In another example, Alice 120 represents a department of
motor vehicles storing 30 million driving records, Bob 120
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represents a credit reporting agency storing 20 million credit
scores, and 15 million members have both a driving record
and a credit score. In one more example, Alice 120 repre-
sents a professional networking service with 15 million
members, Bob 130 represents a payroll provider with 20
million members, and there are 5 million common members
of Alice 120 and Bob 130.

[0046] FIGS. 3A-3B are a data flow diagram of an
example method 300 of computing model coefficients for a
model relating data of a first entity to data of a second entity.

[0047] As shown in FIG. 3A, the method 300 begins at
block 310, where Alice 120 and Bob 130 agree on a common
set of members to use for generating an equation b=f(M) for
predicting Bob’s data, represented as a vector b with one
datum per member, from Alice’s data, represented as a
matrix M with one or more datum per member. For example,
Bob’s data is test scores, and Alice’s data is average high
school grades in each of English, math, science, and history.
In this example, each member from the common set has one
test score and up to four average high school grades. In
another example, Bob’s data include salaries, and Alice’s
data include features of users stored by a professional
networking service, such as a ranking of an educational
institution, a ranking of an educational degree, a number of
years of professional experience, a ranking of a quality of
the professional experience, and a ranking of one or more
professional skills. Each member from the common set has
one salary from Bob’s data and multiple features from
Alice’s data. In some implementations, the common set of
members is the set of members associated with the common
member identifiers U generated using the method 200 of
FIG. 2.

[0048] In other implementations, in order to satisfy dif-
ferential privacy, the set of members is derived from the
common member identifiers U by determining an informa-
tion item about members that is available to both Alice 120
and Bob 130 and aggregating members from the members
identified by common member identifiers U using the infor-
mation item. Aggregating may include computing a mean
for some numeric data values. For example, if both Alice
120 and Bob 130 have access to a common definition of top
students (e.g., students who were named Rhodes Scholars®
or students who were admitted to Ivy League universities)
those students could be combined into one super-student by
averaging their numeric data (e.g., average test scores for all
students, average grade for all students in English, math,
science, and history). In this manner, personal identification
of grades or scores of top students from the combined data
(or from a publicly released version of the function b=Ff(M))
becomes impossible. In other words, the function cannot be
used to exactly determine a student’s test score if one know
the student’s grades and that he/she was a member of the
dataset.

[0049] In other implementations, some noise may be
added to either Alice’s data or Bob’s data to reduce the
identifiability of individual members in the dataset. For
example, for purposes of the computation, the grades,
scores, salaries, or numeric representations of features from
the professional networking service provided as input may
be increased by a random percentage between -3% and
+3%. The random percentage may have a flat distribution, a
Gaussian distribution (e.g., having a mean of 0 and a
standard deviation of 1%), or any other distribution.
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[0050] At block 320A, Alice 120 determines the matrix M
of common member data using the Alice data repository
125. For example, Alice 120 associates each member in the
common set of members U with the data that is to be used
in the prediction model b=f(M), such as average grades in
each of English, math, science, and history courses (up to
four grades per member). Alice 120 stores the matrix M in
the Alice data repository 125.

[0051] Similarly, at block 320B, Bob 130 determines the
vector b of common member data using the Bob data
repository 135. For example, Bob 130 associates each
member in the common set of members U with the data that
is to be used in the prediction model b=f(M), such test
scores (one score per member). Bob 130 stores the matrix b
in the Bob data repository 135.

[0052] At block 330, the server 140 encodes a model
coeflicient function, F(M, b), which has an input of M and
b and provides as output the coefficients (e.g., regression
coeflicients) of the equation b=f(M), as a Boolean circuit.
The Boolean circuit may be represented in software stored
in memory (e.g., of the server 140). The model coeflicient
function, F(M, b) could be converted into a Boolean circuit
representation, using a compiler. For example, in some
implementations, such as function can be expressed using a
high level language, which is then converted to a Boolean
circuit representation by a compiler that is part of the
system. The server 140 provides the Boolean circuit to Alice
120. (In an alternative implementation, the server 140 pro-
vides the Boolean circuit to Bob 130, and the functions of
Alice 120 and Bob 130, described below in blocks 340-370
are interchanged.) In some examples, the function F(M,b) is
a regression function for a regression, such a linear regres-
sion, a quadratic regression, a cubic regression, a logarith-
mic regression, an exponential regression, and the like.
[0053] At block 340, Alice 120 hard codes the input of
Alice’s data M into the model coefficient function Boolean
circuit, resulting in a Boolean circuit for F'(b)=F(M, b). In
some cases, this operation is performed by determining the
input bits associated with Alice’s data (from the high level
language to compiled circuit mapping), and assigning them
to true or false in the encoded Boolean circuit correspond-
ingly based on Alice’s input.

[0054] As used herein, the phrase “hard codes” encom-
passes its plain and ordinary meaning. In some cases, Alice
120 hard codes Alice’s data by adjusting wires in a physical
silicon circuit. Alternatively, the silicon circuit may be
represented in software, and Alice 120 may adjust the
software representation of the circuit (e.g., by adding addi-
tional representations of input wires or gates).

[0055] At block 350, Alice 120 garbles the Boolean circuit
with pseudorandom keys K, for each input wire where A was
inputted. Each key K represents either a 0 or a 1 input to the
input wire. Alice 120 transmits to Bob 130 the garbled
Boolean circuit. As used herein, the term pseudorandom
encompasses its plain and ordinary meaning. In some cases,
a pseudorandom value is generated using a computerized
random number generator.

[0056] As shown in FIG. 3B, at block 360, Alice 120
transmits to Bob 130 the pseudorandom keys that are used.
Importantly, while Bob 130 receives, from Alice 120, the
pseudorandom keys that are used, Bob 130 does not receive
an indication of whether each key represents 0 or 1. In this
way, Bob 130 cannot use the keys to decode the private data
of Alice 130 encoded in the garbled Boolean circuit.
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[0057] Atblock 370, Bob 130 computes the coefficients of
b=Ff(M) using the keys K, provided by Alice 130, and Bob’s
data b as input to the garbled Boolean circuit. Bob 130
provides the computed coefficients to Alice 120 and the
server 140. After block 370, the method 300 ends.

[0058] According to some aspects, the function f( ) is a
linear map. In other words, b=f(M)=X*M, for some matrix
X, In these aspects, the function X=F(M, b)=b*M™.
[0059] In one example, Bob’s data is standardized test
scores, and Alice’s data is average high school grades in
each of English, math, science, and history. After the coef-
ficients of the function b=f(M) are computed, the function
b=f(M) may be useful to students at the high school. For
example, a high school student who knows his/her grades in
English, math, science, and history may use the function
b=f(M) to estimate his/her likely score on the standardized
test. This information may be useful to the student, for
example, in gauging how well prepared he/she is for the test
and in determining a likelihood that he/she will be admitted
or rejected to a program (e.g., a college, a scholarship
program, a volunteer program, or a job) based on the test
scores. In another use case, a high school student who has
already taken the test and knows his/her scores may use
b=f(M) to determine how his/her test scores compare to
those of other students who have similar grades.

[0060] Some implementations of the subject technology
are directed to generating a numeric relationship between
features of members stored by a social networking service
and salaries of members stored by a payroll provider. Using
the techniques of the subject technology, a member of the
professional networking service who is contemplating rene-
gotiating his/her salary or seeking a career change may use
the generated numeric relationship in order to predict how
his/her salary is likely to be effected by various career moves
and/or to determine how his/her salary compares with sala-
ries of similar professionals. Furthermore, a member of the
professional networking service choosing an educational
institution, a field of study, or other educational or profes-
sional program can use the numeric relationship provided by
the subject technology to predict what his/her salary range
would be if he/she undergoes the educational or professional
program.

[0061] FIG. 4 is a block diagram of an example of the
server 140 of FIG. 1. As shown, the server 140 includes a
privacy preserving intersection computation component
410, a privacy preserving computation of prediction model
coeflicients component 420, and a noise addition component
430. The components 410, 420, and 430 may be imple-
mented using software, hardware, or a combination of
software or hardware. Software components may be stored
in a memory, while hardware components may be hard-
wired into one or more processors. (See the discussion of
FIG. 6, below.)

[0062] The privacy preserving intersection computation
component 410 implements the method 200 of FIG. 2. The
privacy preserving intersection computation component 410
implements the block 240 and signals for Alice 120 or Bob
130 to implement the blocks 210, 220, 230, and 250.
[0063] As shown, the input for the component 210 is the
hash of Alice’s member identifiers 405A and the hash of
Bob’s member identifiers 405B, provided to the server 140,
as discussed in conjunction with block 230. The output of
the component 410 is data which is used, by Alice 120 and
Bob 130, to identify the common set of members 415 (e.g.,
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common set of members U), as discussed in conjunction
with block 250. As shown, the common set of members 415
is used, by Alice, to obtain Alice’s data for the common
members 416A (M), and Bob’s data for the common mem-
bers 4168 (b).

[0064] As described above in conjunction with FIGS.
3A-3B, Alice’s data for the common members 416A (M),
and Bob’s data for the common members 4168 (b), which
are generated in block 320 of FIG. 3A, are used, without
being directly provided to the server in an unencrypted
manner, by the privacy preserving computation of prediction
model coefficients component 420. The component 420 is
configured to cause the server 140 to carry out step 330, and
to signal for Alice 120 and Bob 130 to carry out steps
340-370. Upon completion of execution of the component
420, coeflicients for the prediction model b=f(A) are gen-
erated.

[0065] The noise addition component 430 is configured to
add noise to the coefficients to ensure that differential
privacy is met, and that no individual member’s data value
stored by Bob 130 (e.g., test score) can be determined by
knowing the member’s data values stored by Alice 120 (e.g.,
grades in English, math, science, and history). In some
cases, the noise addition component 430 introduces an error
(e.g., increase or decrease by a pseudo-randomly determined
amount having a mean of zero) to the coefficients generated
by the component 420. In one example, the introduced error
has a Gaussian distribution with a mean of zero and a
standard deviation of 1%. The noise addition component 430
is configured to add noise drawn independently from such a
distribution to each of the prediction model coefficients to
prevent use of the coefficients to exactly compute the data
stored by Bob 130 of a specific member from the data stored
by Alice 120 of the specific member. The amount of noise
error to be added could be determined based on the desired
level of privacy: choosing a distribution with a larger
standard deviation results in greater level of privacy.

[0066] The noise addition component 430 outputs the
privacy preserving prediction model 435 5=f(M), including
the computed coeflicients of the model. In some cases, the
subject technology is implemented without the noise addi-
tion component 430, and the component 420 outputs the
computed coeflicients of the privacy preserving prediction
model 435 b=f(M).

[0067] As used herein, the term “configured” encompasses
its plain and ordinary meaning. A component may be con-
figured to carry out an operation by storing, in software
memory, instructions for processor(s) to carry out the opera-
tion. Alternatively, the component may be hard-wired into
the processor(s).

[0068] FIG.5 is a flow chart of an example method 500 for
relating private data of different entities. According to some
aspects, the method 500 is implemented at the server 140.

[0069] At operation 510, the server 140 (e.g., using pri-
vacy preservation intersection computation component 410)
determines an intersection of a member list of a first entity
and a member list of a second entity. The server 140 does not
access the member list of the first entity or the member list
of'the second entity, as the member lists may include private
information, such as social security numbers, which the first
entity and the second entity are not willing or able (e.g., due
to privacy requirements of the members) to share with the
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server. One example of the process by which the server 140
determines the intersection is described in conjunction with
FIG. 2.

[0070] As used herein, the term “list” encompasses its
plain and ordinary meaning. A list may include a listing or
collection of members which may be represented as a linked
list, an array, a matrix, a set, and the like. Any known data
structure may be used to represent the list, and the term “list”
does not imply a specific data structure, unless clearly stated
otherwise.

[0071] At operation 520, the server 140 (e.g., using pri-
vacy preserving computation of prediction model coeffi-
cients component 420) causes computation of coefficients of
a numeric relationship between features of members stored
by the first entity and numeric data of members stored by the
second entity. The computation is based on information
associated with the intersection of the member list of the first
entity and the member list of the second entity. The server
does not access the features stored by the first entity or the
numeric data of the second entity, as the first entity or the
second entity are not willing or able to share such data with
machines that do not belong to them, for example, to protect
the privacy of their members. The features and numeric data
may include very private information, such as grades in an
academic program or test scores on a standardize exam. One
example of the process by which the server 140 causes
computation of the coefficients is described in conjunction
with FIGS. 3A-3B.

[0072] At operation 530, the server 140 provides a digital
transmission representing the coefficients of the numeric
relationship. The digital transmission is provided to the first
entity, the second entity, and/or any other interested parties.
In some cases, prior to providing the digital transmission
representing the coefficients of the numeric relationship, the
server 140 adds noise to the coefficients to prevent use of the
coeflicients to exactly compute the numeric data of a specific
member from the features of the specific member. After
operation 530, the method 500 ends.

[0073] FIG. 6 conceptually illustrates an electronic system
600 with which some implementations of the subject tech-
nology are implemented. For example, one or more of the
client device 110, Alice 120, Bob 130, the server 140, or the
data repositories 125 and 135 may be implemented using the
arrangement of the electronic system 600. The electronic
system 600 can be a computer (e.g., a mobile phone, PDA),
or any other sort of electronic device. Such an electronic
system includes various types of computer-readable media
and interfaces for various other types of computer-readable
media. Electronic system 600 includes a bus 605, processor
(s) 610, a system memory 615, a read-only memory (ROM)
620, a permanent storage device 625, an input device
interface 630, an output device interface 635, and a network
interface 640.

[0074] The bus 605 collectively represents all system,
peripheral, and chipset buses that communicatively connect
the numerous internal devices of the electronic system 600.
For instance, the bus 605 communicatively connects the
processor(s) 610 with the read-only memory 620, the system
memory 615, and the permanent storage device 625.
[0075] From these various memory units, the processor(s)
610 retrieves instructions to execute and data to process in
order to execute the processes of the subject technology. The
processor(s) can include a single processor or a multi-core
processor in different implementations.
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[0076] The read-only-memory (ROM) 620 stores static
data and instructions that are needed by the processor(s) 610
and other modules of the electronic system. The permanent
storage device 625, on the other hand, is a read-and-write
memory device. This device 625 is a non-volatile memory
unit that stores instructions and data even when the elec-
tronic system 600 is off. Some implementations of the
subject technology use a mass-storage device (for example
a magnetic or optical disk and its corresponding disk drive)
as the permanent storage device 625. Other implementations
use a removable storage device (for example a floppy disk,
flash drive, and its corresponding disk drive) as the perma-
nent storage device 625.

[0077] Like the permanent storage device 625, the system
memory 615 is a read-and-write memory device. However,
unlike storage device 625, the system memory 615 is a
volatile read-and-write memory, such as a random access
memory. The system memory 615 stores some of the
instructions and data that the processor 610 needs at runtime.
In some implementations, the processes of the subject tech-
nology are stored in the system memory 615, the permanent
storage device 625, or the read-only memory 620. For
example, the various memory units include instructions for
relating private data of different entities in accordance with
some implementations. From these various memory units,
the processor(s) 610 retrieves instructions to execute and
data to process in order to execute the processes of some
implementations.

[0078] The bus 605 also connects to the input and output
device interfaces 630 and 635. The input device interface
630 enables the user to communicate information and select
commands to the electronic system 600. Input devices used
with input device interface 630 include, for example, alpha-
numeric keyboards and pointing devices (also called “cursor
control devices”).

[0079] Output device interfaces 635 enable, for example,
the display of images generated by the electronic system
600. Output devices used with output device interface 635
include, for example, printers and display devices, for
example cathode ray tubes (CRT) or liquid crystal displays
(LCD). Some implementations include devices, for example
a touch screen, that function as both input and output
devices.

[0080] Finally, as shown in FIG. 6, bus 605 also couples
electronic system 600 to a network (not shown) through a
network interface 640. In this manner, the electronic system
600 can be a part of a network of computers (for example a
local area network (LAN), a wide area network (WAN), or
an Intranet, or a network of networks, for example the
Internet. Any or all components of electronic system 600 can
be used in conjunction with the subject technology.

[0081] The above-described features and applications can
be implemented as software processes that are specified as
a set of instructions recorded on a computer-readable storage
medium (also referred to as computer-readable medium).
When these instructions are executed by one or more
processor(s) (which may include, for example, one or more
processors, cores of processors, or other processing units),
they cause the processor(s) to perform the actions indicated
in the instructions. Examples of computer-readable media
include, but are not limited to, CD-ROMs, flash drives,
RAM chips, hard drives, erasable programmable read-only
memory (EPROM), etc. The computer-readable media does
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not include carrier waves and electronic signals passing
wirelessly or over wired connections.

[0082] In this specification, the term “software” is meant
to include firmware residing in read-only memory or appli-
cations stored in magnetic storage or flash storage, for
example, a solid-state drive, which can be read into memory
for processing by a processor. Also, in some implementa-
tions, multiple software technologies can be implemented as
sub-parts of a larger program while remaining distinct
software technologies. In some implementations, multiple
software technologies can also be implemented as separate
programs. Finally, any combination of separate programs
that together implement a software technology described
here is within the scope of the subject technology. In some
implementations, the software programs, when installed to
operate on one or more electronic systems, define one or
more specific machine implementations that execute and
perform the operations of the software programs.

[0083] A computer program (also known as a program,
software, software application, script, or code) can be writ-
ten in any form of programming language, including com-
piled or interpreted languages, declarative or procedural
languages, and it can be deployed in any form, including as
a standalone program or as a module, component, subrou-
tine, object, or other unit suitable for use in a computing
environment. A computer program may, but need not, cor-
respond to a file in a file system. A program can be stored in
a portion of a file that holds other programs or data (e.g., one
or more scripts stored in a markup language document), in
a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or more
modules, sub programs, or portions of code). A computer
program can be deployed to be executed on one computer or
on multiple computers that are located at one site or dis-
tributed across multiple sites and interconnected by a com-
munication network.

[0084] These functions described above can be imple-
mented in digital electronic circuitry, in computer software,
firmware or hardware. The techniques can be implemented
using one or more computer program products. Program-
mable processors and computers can be included in or
packaged as mobile devices. The processes and logic flows
can be performed by one or more programmable processors
and by one or more programmable logic circuitry. General
and special purpose computing devices and storage devices
can be interconnected through communication networks.
[0085] Some implementations include electronic compo-
nents, for example microprocessors, storage and memory
that store computer program instructions in a machine-
readable or computer-readable medium (alternatively
referred to as computer-readable storage media, machine-
readable media, or machine-readable storage media). Some
examples of such computer-readable media include RAM,
ROM, read-only compact discs (CD-ROM), recordable
compact discs (CD-R), rewritable compact discs (CD-RW),
read-only digital versatile discs (e.g., DVD-ROM, dual-
layer DVD-ROM), a variety of recordable/rewritable DVDs
(e.g., DVD-RAM, DVD-RW, DVD+RW, etc.), flash
memory (e.g., SD cards, mini-SD cards, micro-SD cards,
etc.), magnetic or solid state hard drives, read-only and
recordable Blu-Ray® discs, ultra-density optical discs, any
other optical or magnetic media, and floppy disks. The
computer-readable media can store a computer program that
is executable by at least one processor and includes sets of
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instructions for performing various operations. Examples of
computer programs or computer code include machine code,
for example is produced by a compiler, and files including
higher-level code that are executed by a computer, an
electronic component, or a microprocessor using an inter-
preter.

[0086] While the above discussion primarily refers to
microprocessor or multi-core processors that execute soft-
ware, some implementations are performed by one or more
integrated circuits, for example application specific inte-
grated circuits (ASICs) or field programmable gate arrays
(FPGAs). In some implementations, such integrated circuits
execute instructions that are stored on the circuit itself.
[0087] As used in this specification and any claims of this
application, the terms “computer”, “server”, “processor”,
and “memory” all refer to electronic or other technological
devices. These terms exclude people or groups of people.
For the purposes of the specification, the terms “display” or
“displaying” mean displaying on an electronic device. As
used in this specification and any claims of this application,
the terms “computer-readable medium” and “computer-
readable media” are entirely restricted to tangible, physical
objects that store information in a form that is readable by
a computer. These terms exclude any wireless signals, wired
download signals, and any other ephemeral signals.

[0088] To provide for interaction with a user, implemen-
tations of the subject matter described in this specification
can be implemented on a computer having a display device,
e.g., a cathode ray tube (CRT) or liquid crystal display
(LCD) monitor, for displaying information to the user, and
a keyboard and a pointing device, e.g., a mouse or a
trackball, by which the user can provide input to the com-
puter. Other kinds of devices can be used to provide for
interaction with a user as well; for example, feedback
provided to the user can be any form of sensory feedback,
e.g., visual feedback, auditory feedback, or tactile feedback;
and input from the user can be received in any form,
including acoustic, speech, or tactile input. In addition, a
computer can interact with a user by sending documents to
and receiving documents from a device that is used by the
user; for example, by sending web pages to a web browser
on a user’s client device in response to requests received
from the web browser.

[0089] The subject matter described in this specification
can be implemented in a computing system that includes a
back-end component, e.g., as a data server, or that includes
a middleware component, e.g., an application server, or that
includes a front-end component, e.g., a client computer
having a graphical user interface or a Web browser through
which a user can interact with an implementation of the
subject matter described in this specification, or any com-
bination of one or more such back-end, middleware, or
front-end components. The components of the system can be
interconnected by any form or medium of digital data
communication, e.g., a communication network. Examples
of communication networks include a local area network
(LAN) and a wide area network (WAN), an inter-network
(e.g., the Internet), and peer-to-peer networks (e.g., ad hoc
peer-to-peer networks).

[0090] The computing system can include clients and
servers. A client and server are generally remote from each
other and typically interact through a communication net-
work. The relationship of client and server arises by virtue
of computer programs running on the respective computers
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and having a client-server relationship to each other. In some
aspects of the disclosed subject matter, a server transmits
data (e.g., an HTML page) to a client device (e.g., for
purposes of displaying data to and receiving user input from
a user interacting with the client device). Data generated at
the client device (e.g., a result of the user interaction) can be
received from the client device at the server.

[0091] It is understood that any specific order or hierarchy
of steps in the processes disclosed is an illustration of
example approaches. Based upon design preferences, it is
understood that the specific order or hierarchy of steps in the
processes may be rearranged, or, in some cases, one or more
of the illustrated steps may be omitted. Some of the steps
may be performed simultaneously. For example, in certain
circumstances, multitasking and parallel processing may be
implemented. Moreover, the separation of various system
components illustrated above should not be understood as
requiring such separation, and it should be understood that
the described program components and systems can gener-
ally be integrated together in a single software product or
packaged into multiple software products.

[0092] Various modifications to these aspects will be read-
ily apparent, and the generic principles defined herein may
be applied to other aspects. Thus, the claims are not intended
to be limited to the aspects shown herein, but are to be
accorded the full scope consistent with the language claims,
where reference to an element in the singular is not intended
to mean “one and only one” unless specifically so stated, but
rather “one or more.” Unless specifically stated otherwise,
the term “some” refers to one or more. Pronouns in the
masculine (e.g., his) include the feminine and neuter gender
(e.g., her and its) and vice versa. Headings and subheadings,
if any, are used for convenience only and do not limit the
subject technology.

[0093] A phrase, for example, “an aspect,” does not imply
that the aspect is essential to the subject technology or that
the aspect applies to all configurations of the subject tech-
nology. A disclosure relating to an aspect may apply to all
configurations, or one or more configurations. A phrase, for
example, “an aspect,” may refer to one or more aspects and
vice versa. A phrase, for example, “a configuration,” does
not imply that such configuration is essential to the subject
technology or that such configuration applies to all configu-
rations of the subject technology. A disclosure relating to a
configuration may apply to all configurations, or one or more
configurations. A phrase, for example, “a configuration,”
may refer to one or more configurations and vice versa.
[0094] Throughout this specification, plural instances may
implement components, operations, or structures described
as a single instance. Although individual operations of one
or more methods are illustrated and described as separate
operations, one or more of the individual operations may be
performed concurrently, and nothing requires that the opera-
tions be performed in the order illustrated. Structures and
functionality presented as separate components in example
configurations may be implemented as a combined structure
or component. Similarly, structures and functionality pre-
sented as a single component may be implemented as
separate components. These and other variations, modifica-
tions, additions, and improvements fall within the scope of
the subject matter herein.

[0095] Although an overview of the disclosed subject
matter has been described with reference to specific example
embodiments, various modifications and changes may be
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made to these embodiments without departing from the
broader scope of embodiments of the present disclosure.
[0096] The embodiments illustrated herein are described
in sufficient detail to enable those skilled in the art to
practice the teachings disclosed. Other embodiments may be
used and derived therefrom, such that structural and logical
substitutions and changes may be made without departing
from the scope of this disclosure. The Detailed Description,
therefore, is not to be taken in a limiting sense, and the scope
of various embodiments is defined only by the appended
claims, along with the full range of equivalents to which
such claims are entitled.
[0097] As used herein, the term “or” may be construed in
either an inclusive or exclusive sense. Moreover, plural
instances may be provided for resources, operations, or
structures described herein as a single instance. Additionally,
boundaries between various resources, operations, modules,
engines, and data stores are somewhat arbitrary, and par-
ticular operations are illustrated in a context of specific
illustrative configurations. Other allocations of functionality
are envisioned and may fall within a scope of various
embodiments of the present disclosure. In general, structures
and functionality presented as separate resources in the
example configurations may be implemented as a combined
structure or resource. Similarly, structures and functionality
presented as a single resource may be implemented as
separate resources. These and other variations, modifica-
tions, additions, and improvements fall within a scope of
embodiments of the present disclosure as represented by the
appended claims. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than a
restrictive sense.
[0098] In this document, the terms “a” or “an” are used, as
is common in patent documents, to include one or more than
one, independent of any other instances or usages of “at least
one” or “one or more.” In the appended claims, the terms
“including” and “in which” are used as the plain-English
equivalents of the respective terms “comprising” and
“wherein.” Also, in the following claims, the terms “includ-
ing” and “comprising” are open-ended; that is, a system,
device, article, or process that includes elements in addition
to those listed after such a term in a claim are still deemed
to fall within the scope of that claim. Moreover, in the
following claims, the terms “first,” “second,” “third,” and so
forth are used merely as labels, and are not intended to
impose numerical requirements on their objects.
What is claimed is:
1. A method comprising:
determining, at a server, a representation of an intersec-
tion of a member list of a professional networking
service and a member list of a payroll provider, without
accessing the member list of the professional network-
ing service or the member list of the payroll provider;
causing, at the server, computation, using information
associated with the intersection of the member list of
the professional networking service and the member
list of the payroll provider, of coefficients of a numeric
relationship between features of members stored by the
professional networking service and numeric data of
members stored by the payroll provider, without
accessing the features or the numeric data at the server,
wherein the numeric data comprises a salary;
providing a digital transmission representing the coeffi-
cients of the numeric relationship.
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2. The method of claim 1, wherein the features comprises
one or more of a ranking of an educational institution, a
ranking of an educational degree, a number of years of
professional experience, a ranking of a quality of the pro-
fessional experience, a ranking of one or more professional
skills, a current position title, a past position title, a seniority
level of the current or the past position title, a current
employer, a past employer, a publication or patent held by
the member, or a project completed by the member.

3. The method of claim 1, wherein each of the member list
of the professional networking service and the member list
of'the payroll provider comprises one or more of a last name,
a first name, a company name, and an office location.

4. The method of claim 1, wherein determining the
intersection of the member list of the professional network-
ing service and the member list of the payroll provider
comprises:

receiving, at the server and from the professional net-
working service, a first list of values, the first list of
values representing a first hash function of member
identifiers of the professional networking service,
wherein an inverse of the first hash function cannot be
computed;

receiving, at the server and from the payroll provider, a
second list of values, the second list of values repre-
senting the first hash function of member identifiers of
second professional networking service;

computing an intersection of the first list of values and the
second list of values; and

providing a digital transmission, to the professional net-
working service and to the payroll provider, of the
computed intersection to cause computation, at each of
the professional networking service and the payroll
provider, of a list of common member identifiers of the
professional networking service and the payroll pro-
vider.

5. The method of claim 1, wherein causing computation
of the coefficients of the numeric relationship comprises:

encoding, as a Boolean circuit, a model coefficient func-
tion, wherein an input of the model coefficient function
includes the features of the members from the profes-
sional networking service and the numeric data of the
members from the payroll provider, and an output of
the model coeflicient function includes a set of coeffi-
cients of an equation for computing an estimate of the
numeric data using the features;

signaling for the professional networking service to hard-
code the features of the members from the professional
networking service into the Boolean circuit and to
garble the Boolean circuit with two pseudo-random
keys for each wire, each key representing a wire input
of 0 or 1 to the wire;

signaling for the professional networking service to pro-
vide the pseudo-random key that is used for each wire,
while foregoing providing the features of the members
of the professional networking service;

signaling for the payroll provider to compute the set of
coeflicients using the provided pseudo-random keys
and the numeric data of members from the payroll
provider; and

signaling for the payroll provider to provide the computed
set of coeflicients as a digital transmission.
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6. The method of claim 5, wherein:

signaling for the professional networking service to hard-
code the features of the members from the professional
networking service into the Boolean circuit comprises:
signaling for the professional networking service to
hard-code the features of the members from the inter-
section; and
signaling for the payroll provider to compute the set of
coeflicients using the provided pseudo-random keys
and the numeric data of members from the payroll
provider comprises: signaling for the payroll provider
to compute the set of coefficients using the provided
pseudo-random keys and the numeric data of the mem-
bers from the intersection.
7. The method of claim 1, further comprising:
prior to providing the digital transmission representing the
coeflicients of the numeric relationship, adding noise to
the coeflicients to prevent use of the coefficients to
exactly compute the numeric data of a specific member
from the features of the specific member.
8. The method of claim 1, wherein the numeric relation-
ship comprises a regression function.
9. The method of claim 1, wherein the member list of the
professional networking service comprises names, wherein
the member list of the payroll provider comprises the names,
and wherein the numeric data of members of the payroll
provider comprises compensation data.
10. A non-transitory machine-readable medium compris-
ing instructions which, when executed by one or more
processors of a machine, cause the machine to implement
operations comprising:
determining a representation of an intersection of a mem-
ber list of a professional networking service and a
member list of a payroll provider, without accessing the
member list of the professional networking service or
the member list of the payroll provider,
causing computation, using information associated with
the intersection of the member list of the professional
networking service and the member list of the payroll
provider, of coefficients of a numeric relationship
between features of members stored by the professional
networking service and numeric data of members
stored by the payroll provider, without accessing the
features or the numeric data at the machine;

providing a digital transmission representing the coeffi-
cients of the numeric relationship.

11. The machine-readable medium of claim 10, wherein
the features comprises one or more of a ranking of an
educational institution, a ranking of an educational degree,
a number of years of professional experience, a ranking of
a quality of the professional experience, a ranking of one or
more professional skills, a current position title, a past
position title, a seniority level of the current or the past
position title, a current employer, a past employer, a publi-
cation or patent held by the member, or a project completed
by the member.

12. The machine-readable medium of claim 10, wherein
each of the member list of the professional networking
service and the member list of the payroll provider com-
prises one or more of a last name, a first name, a company
name, and an office location.

13. The machine-readable medium of claim 10, wherein
determining the intersection of the member list of the
professional networking service and the member list of the
payroll provider comprises:
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receiving, at the machine and from the professional net-
working service, a first list of values, the first list of
values representing a first hash function of member
identifiers of the professional networking service,
wherein an inverse of the first hash function cannot be
computed;

receiving, at the machine and from the payroll provider, a

second list of values, the second list of values repre-
senting the first hash function of member identifiers of
second professional networking service;

computing an intersection of the first list of values and the

second list of values; and

providing a digital transmission, to the professional net-

working service and to the payroll provider, of the
computed intersection to cause computation, at each of
the professional networking service and the payroll
provider, of a list of common member identifiers of the
professional networking service and the payroll pro-
vider.

14. The machine-readable medium of claim 10, wherein
causing computation of the coefficients of the numeric
relationship comprises:

encoding, as a Boolean circuit, a model coefficient func-

tion, wherein an input of the model coefficient function
includes the features of the members from the profes-
sional networking service and the numeric data of the
members from the payroll provider, and an output of
the model coeflicient function includes a set of coeffi-
cients of an equation for computing an estimate of the
numeric data using the features;

signaling for the professional networking service to hard-

code the features of the members from the professional
networking service into the Boolean circuit and to
garble the Boolean circuit with two pseudo-random
keys for each wire, each key representing a wire input
of 0 or 1 to the wire;

signaling for the professional networking service to pro-

vide the pseudo-random key that is used for each wire,
while foregoing providing the features of the members
of the professional networking service;

signaling for the payroll provider to compute the set of

coeflicients using the provided pseudo-random keys
and the numeric data of members from the payroll
provider; and

signaling for the payroll provider to provide the computed

set of coeflicients as a digital transmission.

15. The machine-readable medium of claim 14, wherein:

signaling for the professional networking service to hard-

code the features of the members from the professional
networking service into the Boolean circuit comprises:
signaling for the professional networking service to
hard-code the features of the members from the inter-
section; and

signaling for the payroll provider to compute the set of

coeflicients using the provided pseudo-random keys
and the numeric data of members from the payroll
provider comprises: signaling for the payroll provider
to compute the set of coeflicients using the provided
pseudo-random keys and the numeric data of the mem-
bers from the intersection.

11

Nov. 30, 2017

16. The machine-readable medium of claim 10, the opera-
tions further comprising:

prior to providing the digital transmission representing the

coeflicients of the numeric relationship, adding noise to
the coeflicients to prevent use of the coefficients to
exactly compute the numeric data of a specific member
from the features of the specific member.

17. The machine-readable medium of claim 10, wherein
the numeric relationship comprises a regression function.

18. The machine-readable medium of claim 10 The
method of claim 1, wherein the member list of the profes-
sional networking service comprises names, wherein the
member list of the payroll provider comprises the names,
and wherein the numeric data of members of the payroll
provider comprises compensation data.

19. A server comprising:

one or more processors; and

a memory comprising instructions which, when executed

by the one or more processors, cause the one or more

processors to implement operations comprising:

determining, at the server, a representation of an inter-
section of a member list of a professional networking
service and a member list of a payroll provider,
without accessing the member list of the professional
networking service or the member list of the payroll
provider;

causing, at the server, computation, using information
associated with the intersection of the member list of
the professional networking service and the member
list of the payroll provider, of coefficients of a
numeric relationship between features of members
stored by the professional networking service and
numeric data of members stored by the payroll
provider, without accessing the features or the
numeric data at the server;

providing a digital transmission representing the coef-
ficients of the numeric relationship.

20. The server of claim 19, wherein determining the
intersection of the member list of the professional network-
ing service and the member list of the payroll provider
comprises:

receiving, at the server and from the professional net-

working service, a first list of values, the first list of
values representing a first hash function of member
identifiers of the professional networking service,
wherein an inverse of the first hash function cannot be
computed;

receiving, at the server and from the payroll provider, a

second list of values, the second list of values repre-
senting the first hash function of member identifiers of
second professional networking service;

computing an intersection of the first list of values and the

second list of values; and

providing a digital transmission, to the professional net-

working service and to the payroll provider, of the
computed intersection to cause computation, at each of
the professional networking service and the payroll
provider, of a list of common member identifiers of the
professional networking service and the payroll pro-
vider.



