US 20230362439A1

a2y Patent Application Publication o) Pub. No.: US 2023/0362439 A1

a9y United States

Fakhry

43) Pub. Date: Nov. 9, 2023

(54) VISUAL TESTING BASED ON MACHINE
LEARNING AND AUTOMATED WORKFLOW

(71) Applicant: DISH Network L.L.C., Englewood,
CO (US)

(72) Inventor: Andrew Fakhry, Englewood, CO (US)

(21) Appl. No.: 18/351,410

(22) Filed:  Jul. 12, 2023

Related U.S. Application Data

(63) Continuation of application No. 17/070,186, filed on
Oct. 14, 2020.

300

N4
302

Publication Classification

(51) Int. CL
HO4N 21/4425 (2006.01)
HO4N 21/442 (2006.01)
(52) US.CL

CPC ... HO4N 21/4425 (2013.01); HO4N 21/4424
(2013.01); GO6N 3/02 (2013.01)

(57) ABSTRACT

An example method for visual testing of programmed dis-
play of content includes obtaining a workflow of test sce-
narios for visual testing of a display controlled by a set-top
box (STB) device. The method also includes obtaining
images that capture content displayed on the display, feeding
the images to a trained machine learning model to detect
display elements, and performing visual testing based on the
detected display elements in accordance with visual expec-
tations specified by the test scenarios.
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VISUAL TESTING BASED ON MACHINE
LEARNING AND AUTOMATED WORKFLOW

BACKGROUND

Technical Field

[0001] The present disclosure relates to visual testing of
content presentation, and in particular to visual testing of the
functionality of a software or application independent of its
internal structure or design.

Description of the Related Art

[0002] Content distribution platforms, such as satellite
television service providers and cable television service
providers, interact with large numbers of hardware devices
associated with their respective consumer subscribers. As
one example, a platform may provide multimedia program-
ming to hundreds of thousands, or even millions, of set-top
boxes (“STBs” or “STB devices™).

[0003] Black box visual testing independent of the under-
lying design or code executing on the STBs is an important
step to verify the integrity of their functionality. Typical
black box testing relies heavily on manual tagging of
displayed features by testers, thus can be a lengthy and
repetitive process that goes back and forth between devel-
opers and testers. Additionally, comprehensive black box
testing in typical settings cannot even get started until
proposed code changes are reviewed and approved, yet
developers still need to spend time verifying the changes
manually prior to the testing. Thus, there remains a need for
more efficient and effective visual testing technologies.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1is an overview block diagram illustrating an
exemplary networked environment for visual testing in
accordance with some embodiments of the techniques
described herein.

[0005] FIG. 2 is a block diagram illustrating elements of
an exemplary visual testing server utilized in accordance
with some embodiments of the techniques described herein.
[0006] FIG. 3 is a flow diagram depicting an exemplary
visual testing process performed in accordance with some
embodiments of the techniques described herein.

[0007] FIG. 4A shows an example of a test scenario in
accordance with some embodiments of the techniques
described herein.

[0008] FIG. 4B shows an example of a graphical user
interface (GUI) for obtaining a workflow of test scenarios in
accordance with some embodiments of the techniques
described herein.

[0009] FIG. 4C shows an example of a GUI presenting
progress of visual testing in accordance with the testing
scenario of FIG. 4A.

DETAILED DESCRIPTION

[0010] The following description, along with the accom-
panying drawings, sets forth certain specific details in order
to provide a thorough understanding of various disclosed
embodiments. However, one skilled in the relevant art will
recognize that the disclosed embodiments may be practiced
in various combinations, without one or more of these
specific details, or with other methods, components, devices,
materials, etc. In other instances, well-known structures or

Nov. 9, 2023

components that are associated with the environment of the
present disclosure, including but not limited to the commu-
nication systems and networks and the environment, have
not been shown or described in order to avoid unnecessarily
obscuring descriptions of the embodiments. Additionally,
the various embodiments may be methods, systems, media,
or devices. Accordingly, the various embodiments may
combine software and hardware aspects.

[0011] Throughout the specification, claims, and draw-
ings, the following terms take the meaning explicitly asso-
ciated herein, unless the context clearly dictates otherwise.
The term “herein” refers to the specification, claims, and
drawings associated with the current application. The

29 ¢

phrases “in one embodiment,” “in another embodiment,” “in
various embodiments,” “in some embodiments,” “in other
embodiments,” and other variations thereof refer to one or
more features, structures, functions, limitations, or charac-
teristics of the present disclosure, and are not limited to the
same or different embodiments unless the context clearly
dictates otherwise. As used herein, the term “or” is an
inclusive “or” operator, and is equivalent to the phrases “A
or B, or both” or “A or B or C, or any combination thereof,”
and lists with additional elements are similarly treated. The
term “based on” is not exclusive and allows for being based
on additional features, functions, aspects, or limitations not
described, unless the context clearly dictates otherwise. In
addition, throughout the specification, the meaning of “a,”
“an,” and “the” include singular and plural references.
[0012] References to the term “set” (e.g., “a set of items™),
as used herein, unless otherwise noted or contradicted by
context, is to be construed as a nonempty collection com-
prising one or more members or instances.

[0013] References to the term “subset” (e.g., “a subset of
the set of items™), as used herein, unless otherwise noted or
contradicted by context, is to be construed as a nonempty
collection comprising one or more members or instances of
a set or plurality of members or instances.

[0014] Moreover, the term “subset,” as used herein, refers
to a proper subset, which is a collection of one or more
members or instances that are collectively smaller in number
than the set or plurality of which the subset is comprised. For
instance, a subset of a set of ten items will have less than ten
items and at least one item.

[0015] The presently disclosed technology enables a user
(e.g., a tester, developer, or third party) to prepare one or
more test scenarios as soon as a functional design (e.g., a
story to be programmed) is created. Test scenarios can be
integrated in one or more workflows for automated execu-
tion during or after the development of hardware and/or
software. The presently disclosed technology uses trained
machine learning model(s) to detect screen elements with
high efficiency and consistency in testing results, which
further improves the adaptability to and compatibility
among different testing targets.

[0016] In certain embodiments of the presently disclosed
technology, a visual testing server obtains a workflow of test
scenarios for visual testing of an STB controlled display
(e.g., TV, monitor, projector, or the like). A test scenario can
be represented by logical expression(s) that specify condi-
tion(s), action(s), expectation(s), or the like. The visual
testing server communicates (e.g., via Representational
State Transfer Application Programming Interfaces (REST
APIs)) with the STB under testing when the specified
condition (e.g., the STB is warmed up and running) is
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satisfied, to perform or simulate action(s) applicable to the
STB (e.g., remote control key press), and then obtains (e.g.,
by requesting screenshots via a server or application running
on the STB) image(s) that capture content displayed on the
STB display in response.

[0017] The visual testing server feeds the image(s) to a
trained machine learning model to identify and locate dis-
play elements, and performs visual testing by comparing
various information about the detected display elements
with one or more visual expectations specified by the test
scenario. Using the machine learning model, the visual
testing server can determine the classification, location, size,
color, or content of detected display elements, as well as
confidence values associated therewith. The visual expecta-
tions can indicate expected location of a display element
relative to at least another display element, expected location
of a display element relative to the STB display, expected
range of display element location, or expected distance
between at least two display elements. The visual expecta-
tions can indicate expected size of a display element relative
to at least another display element, expected size of a display
element relative to the STB display, or expected range of
display element size. Depending on the outcome of the
testing (e.g., using thresholds applicable to the associated
confidence values), the visual testing server can proceed to
another test scenario selected from the workflow (e.g., in a
temporally sequential, concurrent, or partially overlapping
manner).

[0018] In various embodiments, the presently disclosed
technology may provide various functionality to enable
presentation of one or more aspects of workflow obtaining,
workflow processing, display element detection, or the like.
As non-limiting examples, in various embodiments such
functionality may include one or more of the following:
providing a user interface—such as a command-line query
interface, a GUI, or application program interface (API)—
to allow one or more users to interact with the visual testing
server.

[0019] FIG. 1is an overview block diagram illustrating an
exemplary networked environment 100 that includes a
visual testing server 104, one or more STB devices 118 and
their associated display devices 120, and one or more user
devices 138, which are interconnected with one another via
at least some part of connections 108. For purposes of
clarity, the exemplary networked environment 100 includes
a single visual testing server 104; it will be appreciated that
in various scenarios and embodiments, multiple such entities
or functional equivalents may be communicatively con-
nected with other entities of environment 100.

[0020] In various embodiments, examples of an STB
device 118 include, but are not limited to, one or a combi-
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nation of the following: a “television converter,” “receiver,”
“set-top box,” “television receiving device,” “television
receiver,” “television,” “television recording device,” “sat-

29 < 2 <

ellite set-top box,” “satellite receiver,” “cable set-top box,”
“cable receiver,” “media player,” “digital video recorder
(DVR),” “digital versatile disk (DVD) Player,” “computer,”
“mobile device,” “tablet computer,” “smart phone,” “MP3
Player,” “handheld computer,” and/or “television tuner,” etc.
Accordingly, the STB device 118 may be any suitable
converter device or electronic equipment that is, e.g., oper-
able to receive programming via a connection to a satellite
or cable television service provider and communicate that
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programming to another device over a network. Further, the
STB device 118 may itself include user interface devices,
such as buttons or switches.

[0021] In various embodiments, examples of a display
device 120 may include, but are not limited to, one or a
combination of the following: a television (“TV”), a pro-
jector, a monitor, a personal computer (“PC”), a sound
system receiver, a digital video recorder (“DVR”), a com-
pact disk (“CD”) device, DVD Player, game system, tablet
device, smart phone, mobile device or other computing
device or media player, and the like. Each of the display
devices 120 typically employs a display, one or more
speakers, or other output devices to present at least image(s),
video, and/or audio to a user. In many implementations, one
or more display devices 120 are communicatively coupled,
directly or indirectly, to an STB device 118. Further, the STB
device 118 and the display device(s) 120 may be integrated
into a single device. Such a single device may have the
above-described functionality of the STB device 118 and the
display device 120, or may even have additional function-
ality.

[0022] In some embodiments, the STB device(s) 118 is
configured to receive and decrypt content received accord-
ing to various digital rights management and other access
control technologies and architectures by executing com-
puter codes or other executable instructions. Furthermore, in
at least some embodiments, the STB device(s) 118 may
include one or more APIs that provide programmatic access
to add, remove, or change one or more functions of the STB
device(s) 118. For example, such an API may provide a
programmatic interface to one or more functions that may be
invoked by any other program, a remote control, one or more
content providers and/or program distributors, one or more
information providers, a local and/or remote content storage
system, or some other module. In this manner, the API may
facilitate the development of third-party software, such as
various different on-demand service applications, user inter-
faces, plug-ins, adapters (e.g., for integrating functions of
the STB device 118 into desktop applications), and other
functionality. In particular, one or more APIs (e.g., REST
APIs) provide a programmatic interface to a server or
application executing on the STB device 118 that commu-
nicates with the visual testing server 104 to perform visual
testing of STB native functions or third-party software,
independent of their executable code or instructions.

[0023] In the depicted exemplary networked environment
100, the connections 108 may comprise one or more com-
puter networks, one or more wired or wireless networks,
satellite transmission media, one or more cellular networks,
or some combination thereof. The connections 108 may
include a publicly accessible network of linked networks,
possibly operated by various distinct parties, such as the
Internet. The connections 108 may include other network
types, such as one or more private networks (e.g., corporate
or university networks that are wholly or partially inacces-
sible to non-privileged users), and may include combina-
tions thereof, such that (for example) one or more of the
private networks have access to and/or from one or more of
the public networks. Furthermore, the connections 108 may
include various types of wired and/or wireless networks in
various situations, including satellite transmission. In addi-
tion, the connections 108 may include one or more commu-
nication interfaces to individual entities in the networked
environment 100, various other mobile devices, computing
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devices and media devices, including but not limited to,
radio frequency (RF) transceivers, cellular communication
interfaces and antennas, USB interfaces, ports and connec-
tions (e.g., USB Type-A, USB Type-B, USB Type-C (or
USB-C), USB mini A, USB mini B, USB micro A, USB
micro C), other RF transceivers (e.g., infrared transceivers,
Zigbee® network connection interfaces based on the IEEE
802.15.4 specification, Z-Wave® connection interfaces,
wireless Ethernet (“Wi-Fi”) interfaces, short range wireless
(e.g., Bluetooth®) interfaces and the like.

[0024] In various embodiments, examples of a user device
138 include, but are not limited to, one or a combination of
the following: a “computer,” “mobile device,” “tablet com-
puter,” “smart phone,” “handheld computer,” and/or “work-
station,” etc. The user device(s) 138 may be any suitable
computing device or electronic equipment that is, e.g.,
operable to communicate with the visual testing server 104
and to interact with user(s) for obtaining and processing test
scenario(s) or workflow(s) as well as presenting visual
testing progress(es) or result(s).

[0025] In various embodiments, the visual testing server
104 can be implemented in software and/or hardware form
on one or more computing devices including a “computer,”
“mobile device,” “tablet computer,” “smart phone,” “hand-
held computer,” and/or “workstation,” etc. The interactions
of the visual testing server 104 with the STB device(s) 118
and the user device(s) 138 may occur in various ways, such
as in an interactive manner via a GUI (e.g., in the form of
Web pages) that is provided by the visual testing server 104
to users through associated user devices 138. Information
may also be provided in a programmatic manner by one or
more software applications via API(s).

[0026] Data communications among entities of the net-
worked environment 100 can be encrypted. Related encryp-
tion and decryption may be performed as applicable accord-
ing to one or more of any number of currently available or
subsequently developed encryption methods, processes,
standards, protocols, and/or algorithms, including but not
limited to: encryption processes utilizing a public-key infra-
structure (PKI), encryption processes utilizing digital cer-
tificates, the Data Encryption Standard (DES), the Advanced
Encryption Standard (AES 128, AES 192, AES 256, etc.),
the Common Scrambling Algorithm (CSA), encryption
algorithms supporting Transport Layer Security 1.0, 1.1,
and/or 1.2, encryption algorithms supporting the Extended
Validation (EV) Certificate, etc.

[0027] The above description of the exemplary networked
environment 100 and the various service providers, systems,
networks, and devices therein is intended as a broad, non-
limiting overview of an exemplary environment in which
various embodiments of the facility may be implemented.
FIG. 1 illustrates just one example of an operating environ-
ment, and the various embodiments discussed herein are not
limited to such environments. In particular, the networked
environment 100 may contain other devices, systems and/or
media not specifically described herein.

[0028] FIG. 2 is a block diagram illustrating elements of
an exemplary visual testing server 104 that is suitable for
performing at least some of the techniques described herein,
according to some embodiments.

[0029] In some embodiments, one or more general pur-
pose or special purpose computing systems or devices may
be used to implement the visual testing server 104. In
addition, in some embodiments, the visual testing server 104

2 .
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may comprise one or more distinct computing systems or
devices, and may span distributed locations. Furthermore,
each block shown in FIG. 2 may represent one or more such
blocks as appropriate to a specific embodiment or may be
combined with other blocks. Also, the visual testing man-
ager 222 may be implemented in software, hardware, firm-
ware, or in some combination to achieve the capabilities
described herein.

[0030] Inthe embodiment shown, the visual testing server
104 comprises a computer memory (“memory”) 201, a
display 202 (including, but not limited to a light emitting
diode (LED) panel, cathode ray tube (CRT) display, liquid
crystal display (LCD), touch screen display, projector, etc.),
one or more Central Processing Units (“CPU”) 203, Input/
Output (“I/O0”) devices 204 (e.g., keyboard, mouse, RF or
infrared receiver, universal serial bus (USB) ports, High-
Definition Multimedia Interface (HDMI) ports, other com-
munication ports, and the like), other computer-readable
media 205, and network connections 206. The visual testing
manager 222 is shown residing in memory 201. In other
embodiments, some portion of the contents and some, or all,
of'the components of the visual testing manager 222 may be
stored on and/or transmitted over the other computer-read-
able media 205. The components of the visual testing server
104 and visual testing manager 222 can execute on one or
more CPUs 203 and implement the processing of test
scenario(s) and test workflow(s), detecting display elements
based on machine learning model(s), and/or other functions
described herein. In some embodiments, the visual testing
manager 222 may operate as, be part of, or work in con-
junction and/or cooperation with other software applications
stored in memory 201 or on various other computing
devices. In some embodiments, the visual testing manager
222 also facilitates communication with peripheral devices
such as a remote control, via the I/O devices 204, or with
another device or system (e.g., an STB device) via the
network connections 206.

[0031] The machine learning module 224 is configured to
perform actions related to machine learning-based display
element processing. In some embodiments, the machine
learning module 224 is configured to perform model selec-
tion, model training, model validation, model deployment,
model error detection, model updating, model-based display
element detection, combinations of the same or the like. In
some embodiments, the machine learning module 224
stores, retrieves, or otherwise accesses at least some model-
related data on some portion of the testing data storage 216
or other data storage internal or external to the visual testing
server 104.

[0032] The test workflow processing module 226 is con-
figured to perform actions related to test scenario and test
workflow processing. In some embodiments, the test work-
flow processing module 226 is configured to perform test
scenario in-taking, test workflow integration, test scenario/
workflow parsing, causing and controlling communication
with STB device(s) under testing, obtaining image/video
used for visual testing, combination of the same or the like.
In some embodiments, the test workflow module 226 stores,
retrieves, or otherwise accesses at least some test-related
data on some portion of the testing data storage 216 or other
data storage internal or external to the visual testing server
104.

[0033] The interface module 228 is configured to perform
actions related to facilitating interactions with user device(s)
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138. In some embodiments, the interface module 228 is
configured to perform GUI generation, GUI processing, user
input processing, presentation of test process and result,
combination of the same or the like. In some embodiments,
the interface module 228 stores, retrieves, or otherwise
accesses at least some user interface-related data on some
portion of the testing data storage 216 or other data storage
internal or external to the visual testing server 104.

[0034] Other code or programs 230 (e.g., further audio/
video processing modules, a program guide manager mod-
ule, a Web server, and the like), and potentially other data
repositories, such as data repository 220 for storing other
data (user profiles, preferences and configuration data, etc.),
may also reside in the memory 201, and can execute on one
or more CPUs 203. Of note, one or more of the components
in FIG. 2 may or may not be present in any specific
implementation. For example, some embodiments may not
provide other computer readable media 205 or a display 202.
[0035] Insome embodiments, the visual testing server 104
and manager 222 include API(s) that provides programmatic
access to add, remove, or change one or more functions of
the visual testing server 104. One or more APIs (e.g., REST
APIs) can provide programmatic interface to allow STB
device(s) or user device(s) to communicate with the visual
testing server 104, for performing visual testing of the STB
device(s).

[0036] Insome embodiments, components/modules of the
visual testing server 104 and manager 222 are implemented
using standard programming techniques. For example, the
visual testing manager 222 may be implemented as an
executable running on the CPU 203, along with one or more
static or dynamic libraries. In other embodiments, the visual
testing server 118 and manager 222 may be implemented as
instructions processed by a virtual machine that executes as
one of the other programs 230. In general, a range of
programming languages known in the art may be employed
for implementing such example embodiments, including
representative implementations of various programming
language paradigms, including but not limited to, object-
oriented (e.g., Java, C++, C #, Visual Basic. NET, Smalltalk,
and the like), functional (e.g., ML, Lisp, Scheme, and the
like), procedural (e.g., C, Pascal, Ada, Modula, and the like),
scripting (e.g., Perl, Ruby, Python, JavaScript, VBScript,
and the like), or declarative (e.g., SQL, Prolog, and the like).
[0037] In a software or firmware implementation, instruc-
tions stored in a memory configure, when executed, one or
more processors of the visual testing server 104 to perform
the functions of the visual testing manager 222. In some
embodiments, instructions cause the CPU 203 or some other
processor, such as an I/O controller/processor, to perform at
least some functions described herein including, but are not
limited to, test scenario processing, test workflow process-
ing, machine learning based display item detection, or the
like.

[0038] The embodiments described above may also use
well-known or other synchronous or asynchronous client-
server computing techniques. However, the various compo-
nents may be implemented using more monolithic program-
ming techniques as well, for example, as an executable
running on a single CPU computer system, or alternatively
decomposed using a variety of structuring techniques known
in the art, including but not limited to, multiprogramming,
multithreading, client-server, or peer-to-peer, running on
one or more computer systems each having one or more
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CPUs or other processors. Some embodiments may execute
concurrently and asynchronously, and communicate using
message passing techniques. Equivalent synchronous
embodiments are also supported by a visual testing manager
222 implementation. Also, other functions could be imple-
mented and/or performed by each component/module, and
in different orders, and by different components/modules,
yet still achieve the functions of the visual testing server 104
and manager 222.

[0039] In addition, programming interfaces to the data
stored as part of the visual testing server 104 and manager
222, can be available by standard mechanisms such as
through C, C++, C #, and Java APIs; libraries for accessing
files, databases, or other data repositories; scripting lan-
guages such as XML; or Web servers, FTP servers, NFS file
servers, or other types of servers providing access to stored
data. The testing data storage 216 and data repository 220
may be implemented as one or more database systems, file
systems, or any other technique for storing such information,
or any combination of the above, including implementations
using distributed computing techniques.

[0040] Different configurations and locations of programs
and data are contemplated for use with techniques described
herein. A variety of distributed computing techniques are
appropriate for implementing the components of the illus-
trated embodiments in a distributed manner including but
not limited to TCP/IP sockets, RPC, RMI, HTTP, and Web
Services (XML-RPC, JAX-RPC, SOAP, and the like). Other
variations are possible. Other functionality could also be
provided by each component/module, or existing function-
ality could be distributed amongst the components/modules
in different ways, yet still achieve the functions of the visual
testing manager 222.

[0041] Furthermore, in some embodiments, some or all of
the components of the visual testing server 104 and manager
222 may be implemented or provided in other manners, such
as at least partially in firmware and/or hardware, including,
but not limited to one or more application-specific integrated
circuits (“ASICs”), standard integrated circuits, controllers
(e.g., by executing appropriate instructions, and including
microcontrollers and/or embedded controllers), field-pro-
grammable gate arrays (“FPGAs”), complex programmable
logic devices (“CPLDs”), and the like. Some or all of the
system components and/or data structures may also be
stored as contents (e.g., as executable or other machine-
readable software instructions or structured data) on a com-
puter-readable medium (e.g., as a hard disk; a memory; a
computer network, cellular wireless network or other data
transmission medium; or a portable media article to be read
by an appropriate drive or via an appropriate connection,
such as a DVD or flash memory device) so as to enable or
configure the computer-readable medium and/or one or
more associated computing systems or devices to execute or
otherwise use, or provide the contents to perform, at least
some of the described techniques.

[0042] FIG. 3 is a flow diagram showing an exemplary
process 300 for visual testing, according to some embodi-
ments. [llustratively, the process 300 is performed by the
visual testing server 104. In some embodiments, part of the
process 300 is performed by STB device(s) 118 and/or user
device(s) 138.

[0043] The process 300 begins at block 302, which
includes obtaining a workflow of test scenarios for visual
testing of one or more target displays controlled or otherwise
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associated with STB device(s). For example, the content
(e.g., dashboard, menu, playback control, etc.) displayed on
the one or more target displays is controlled, at least
partially, by an associated STB device executing a program
or application that’s native to the STB device or developed
by a third party.

[0044] In some embodiments, the workflow of test sce-
narios is obtained in a manner independent from the pro-
gram or application currently executing on the STB device
(s). For example, the workflow of test scenarios abides by
black box testing principles and is manually or automatically
generated without knowledge of the computer-executable
code or instructions currently running on the STB device(s).
[0045] In some embodiments, each test scenario defines or
otherwise indicates one or more conditions, actions, and
expectations for the visual testing. Depending on the imple-
mentation, individual test scenarios can take the form of
statement(s) that conforms to a defined grammar, a free-text
description, a graph-based illustration, combinations of the
same or the like.

[0046] FIG. 4A shows an example of a test scenario in the
form of a statement that conforms to a defined grammar. As
illustrated in FIG. 4A, a condition that should be satisfied for
executing the test scenario is specified by structured text that
follows a defined keyword “Given,” an action to be taken
when executing the test scenario is specified by structured
text that follows another defined keyword “When,” and a list
of expectations of visual display responsive to the action is
specified by structured text that follows yet another defined
keyword “Then.” In various embodiments, the expectations
can indicate a location of a display element relative to at
least another display element, a location of a display element
relative to the one or more display, a range of display
element location, or a distance between at least two display
elements. The expectations can indicate a size of a display
element relative to at least another display element, a size of
a display element relative to the one or more display, or a
range of display element size. Similarly, the expectations
can indicate visual criteria related to color, graph, text, or
any visual property associated with displayed content.
[0047] Referring back to FIG. 3, in some embodiments,
obtaining a workflow of test scenarios includes generating,
processing, or otherwise utilizing GUI(s). In some embodi-
ments, the GUI(s) can be generated by the visual testing
server 104 and displayed via user device(s) 138, where
user(s) (e.g., testers, developers, third party operators, or the
like) can input one or more test scenarios.

[0048] FIG. 4B shows an example of a GUI for obtaining
a workflow of test scenarios. As illustrated, the GUI includes
one or more dropdown menus 410 where a user can select
from defined keywords (e.g., corresponding to those
described with respect to FIG. 4A) with auto-populated
structure enabling the user to fill in, select, or otherwise
input information that follows the selected keyword. In other
words, the GUI automatically enforces grammar defined for
test scenarios, which allows a user to avoid grammatical
errors and focus on inputting the logic and substance of test
scenarios.

[0049] Referring back to FIG. 3, in some embodiments,
the test scenarios are connected to one another to form the
test workflow. Temporally, a test scenario can be subsequent,
concurrent, or partially overlapping with another. Logically,
a test scenario may or may not be executed depending on the
result of another test scenario in the workflow. In some
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embodiments, the workflow is represented as a directed
graph of test scenarios that are connected with one another.

[0050] At block 304, the process 300 includes communi-
cating with the STB device(s) based on a current test
scenario retrieved from the workflow. In some embodi-
ments, the currently test scenario is selected, parsed, and/or
analyzed to provide condition(s) to evaluate for executing
the test scenarios, action(s) to take or simulate for the
testing, and/or expectation(s) of displayed content for visual
verification. [llustratively, the communication with the STB
device(s) is based at least partially on one or more actions
specified by the current test scenario. For example, the
action(s) can specify a remote control key press, menu
selection, mouse click, keyboard keystroke, screen touch,
idling for certain amount of time, or the like. The visual
testing server 104 can communicate with an associated
server or application executing on the STB device(s) to
perform or simulate the action(s). In some embodiments, the
visual testing server 104 communicates or otherwise causes
other device(s) (e.g., a remote control of the STB device(s),
a smartphone in wireless connection with the STB device(s),
a personal computer, or the like) to perform or simulate the
action(s).

[0051] At block 306, the process 300 includes performing
machine learning-based visual testing of the STB device(s)
according to the current test scenario. In some embodiments,
the visual testing server 104 obtains one or more images or
videos that capture content displayed on the one or more
target displays that is responsive to the communication with
the STB device(s) (or responsive to the action(s) otherwise
performed or simulated). In some embodiments, the visual
testing server 104 receives the image(s) or video(s) from an
associated server or application executing on the STB device
(s). In some embodiments, the visual testing server 104 can
receive or otherwise access such image(s) or video(s) via
other device(s), such as camera(s) that capture or monitor
the content presented on the target display(s).

[0052] Insome embodiments, the visual testing server 104
feeds the image(s) or video(s) to trained machine learning
model(s) to detect (e.g., identify, locate, and/or quantify) a
set of display elements. The machine learning model(s) can
include one or more convolutional neural networks, support
vector machines, hierarchical statistical models, combina-
tions of the same of the like. The machine learning model(s)
can be trained on previous image(s) or video(s) that capture
content presented on the target display(s). Alternatively or in
addition, the machine learning model(s) can be trained on
previous image(s) or video(s) that capture content presented
on other display(s) controlled or associated with other STB
device(s). In some embodiments, individual images or vid-
eos of the training data include one or more tagged or
labeled display elements. Collectively they make up a mas-
ter collection of display elements that the trained machine
learning model(s) have learned to detect in new image(s) or
video(s).

[0053] Depending on the training and output format of the
machine learning model(s), the visual testing server 104
obtains a classification, location, size, color, and/or content
of individual display elements as detected. In some embodi-
ments, the visual testing server 104 also obtains confidence
value(s) (e.g., a percentage) associated with the detection of
individual display elements. In some embodiments, the
display element detection is performed in combination with
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other pattern recognition or feature detection methods (e.g.,
optical character recognition).

[0054] The visual testing server 104 then performs visual
testing based at least partially on the detected display
elements in accordance with the current test scenario, e.g., to
perform verification according to the expectation(s) speci-
fied by the current test scenario. Using the obtained prop-
erties and information regarding the detected display ele-
ments, the visual testing server 104 can perform relevant
computations and compare the content displayed on the
target display(s) with the expectation(s). In some embodi-
ments, the comparison can result in a “pass” or “fail”
outcome of the current test scenario. In some embodiments,
the test outcome can be undermined or need further inves-
tigation. For example, if the confidence value(s) associated
with one or more detected display elements are below a
threshold, then a user can be notified to intervene in the
visual testing process. The user can then confirm whether the
detected display element(s) exists, and feedback the confir-
mation to the visual testing server 104, for example, via a
user interface presented on an associated user device. In
some embodiments, the user feedback data is saved and
when it reaches a certain threshold (e.g., a certain threshold
number of confirmed and/or unconfirmed display elements),
the machine learning model(s) will be retrained using at
least part of the user feedback data. For example, the most
dated portion of the training data will be removed, and the
user feedback data will be added to the training data for
model retraining.

[0055] In some embodiments, the progress or result of the
visual testing can be presented to user(s). Similar to obtain-
ing a workflow of test scenarios, GUI(s) can be generated,
processed, or otherwise utilized. In some embodiments, the
GUI(s) can be generated by the visual testing server 104 and
displayed via user device(s) 138, where user(s) monitor,
intervene, or control the visual testing. FIG. 4C shows an
example of a GUI presenting progress of visual testing in
accordance with the testing scenario of FIG. 4A. As illus-
trated, the GUI includes one or more bounding boxes 420
(with associated classification labels and confidence values)
that highlight detected display items.

[0056] Referring back to FIG. 3, at block 308, the process
300 includes determining whether to transition to a next test
scenario of the workflow. The determination can be based on
the outcome of the current test scenario, the temporal or
logical relationship between the current and next test sce-
narios, user intervention or override, combination of the
same or the like. If the process 300 is to transition to the next
test scenario, it returns to block 302 to proceed with the next
test scenario. Otherwise, the process 300 ends.

[0057] Those skilled in the art will appreciate that the
various operations depicted via FIG. 3, as well as those
described elsewhere herein, may be altered in a variety of
ways. For example, the particular order of the operations
may be rearranged; some operations may be performed in
parallel; shown operations may be omitted, or other opera-
tions may be included; a shown operation may be divided
into one or more component operations, or multiple shown
operations may be combined into a single operation, etc.
[0058] The various embodiments described above can be
combined to provide further embodiments. All of the U.S.
patents, U.S. patent application publications, U.S. patent
applications, foreign patents, foreign patent applications and
non-patent publications referred to in this specification and/
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or listed in the Application Data Sheet are incorporated
herein by reference, in their entirety. Aspects of the embodi-
ments can be modified, if necessary to employ concepts of
the various patents, applications and publications to provide
yet further embodiments.

[0059] These and other changes can be made to the
embodiments in light of the above-detailed description. In
general, in the following claims, the terms used should not
be construed to limit the claims to the specific embodiments
disclosed in the specification and the claims, but should be
construed to include all possible embodiments along with
the full scope of equivalents to which such claims are
entitled. Accordingly, the claims are not limited by the
disclosure.

1-20. (canceled)

21. A computer-implemented method for visual testing of
programmed display of content, the method comprising:

obtaining a workflow of'test scenarios for visual testing of

one or more displays, wherein content displayed on the
one or more displays is controlled, at least partially, by
one or more set-top box (STB) devices executing target
instructions, wherein the workflow corresponds to a
directed graph of test scenarios connected to one
another and at least two of the test scenarios are
temporally partially overlapping;

communicating with the one or more STB devices based

at least partially on one or more actions specified by a
first test scenario in the workflow;

responsive to the communicating, identifying a first set of

display elements from content displayed on the one or
more displays; and

performing first visual testing based at least partially on

the first set of display elements in accordance with one
or more visual expectations specified by the first test
scenario.

22. The method of claim 21, wherein the workflow of test
scenarios is generated independently from the target instruc-
tions.

23. The method of claim 21, wherein identifying the first
set of display elements comprises determining at least one of
a classification, location, size, color, or content of individual
display elements of the first set of display elements.

24. The method of claim 21, wherein a trained machine
learning model is used to determine the at least one of a
classification, location, size, color, or content of individual
display elements.

25. The method of claim 21, wherein the one or more
visual expectations indicate at least one of a location of a
display element relative to at least another display element,
a location of a display element relative to the one or more
displays, a range of display element location, or a distance
between at least two display elements.

26. The method of claim 21, wherein the one or more
visual expectations indicate at least one of a size of a display
element relative to at least another display element, a size of
a display element relative to the one or more displays, or a
range of display element size.

27. The method of claim 21, further comprising obtaining
one or more confidence values associated with individual
display elements of the first set of display elements based at
least partially on a trained machine learning model.

28. The method of claim 27, further comprising deter-
mining an outcome of the first visual testing based at least
partially on the one or more confidence values.
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29. The method of claim 21, further comprising:

communicating with the one or more STB devices based
at least partially on one or more actions specified by a
second test scenario in the workflow;

responsive to the communicating, identifying a second set

of display elements from content displayed on the one
or more displays; and

performing second visual testing based at least partially

on the second set of display elements in accordance
with one or more visual expectations specified by the
second test scenario.
30. One or more non-transitory computer-readable media
collectively having contents configured to cause one or more
processors to perform actions comprising:
obtaining a workflow of test scenarios for visual testing of
one or more displays, wherein content displayed on the
one or more displays is controlled, at least partially, by
one or more set-top box (STB) devices, wherein the
workflow corresponds to a directed graph of test sce-
narios connected to one another and at least two of the
test scenarios are temporally partially overlapping;

communicating with the one or more STB devices based
at least partially on one or more actions specified by a
first test scenario in the workflow;

responsive to the communicating, identifying a first set of

display elements from content displayed on the one or
more displays; and

performing first visual testing based at least partially on

the first set of display elements in accordance with one
or more visual expectations specified by the first test
scenario.

31. The non-transitory computer-readable media of claim
30, wherein the actions further comprise:

communicating with the one or more STB devices based

at least partially on one or more actions specified by a
second test scenario in the workflow;

responsive to the communicating, identifying a second set

of display elements from content displayed on the one
or more displays; and

performing second visual testing based at least partially

on the second set of display elements in accordance
with one or more visual expectations specified by the
second test scenario.

32. The non-transitory computer-readable media of claim
31, wherein the first test scenario and the second test
scenario are temporally sequential, concurrent, or partially
overlapping with one another.

33. The non-transitory computer-readable media of claim
31, wherein the communicating with the one or more STB
devices based at least partially on one or more actions
specified by a second test scenario in the workflow is
responsive to a successful outcome of the first visual testing.
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34. The non-transitory computer-readable media of claim
30, wherein the identifying a first set of display elements is
based on a machine learning model that was trained on
content displayed on one or more displays controlled, at
least partially, by another STB device.

35. The non-transitory computer-readable media of claim
30, wherein identifying the first set of display elements
comprises determining at least one of a classification, loca-
tion, size, color, or content of individual display elements of
the first set of display elements.

36. The non-transitory computer-readable media of claim
30, wherein the actions further comprise obtaining one or
more confidence values associated with individual display
elements of the first set of display elements based at least
partially on a trained machine learning model.

37. A system, comprising:

one or more processors; and

memory storing contents that, when executed by the one

or more processors, cause the system to:
obtain a workflow of test scenarios for visual testing of
one or more displays, wherein content displayed on the
one or more displays is controlled, at least partially, by
one or more set-top box (STB) devices, wherein the
workflow corresponds to a directed graph of test sce-
narios connected to one another and at least two of the
test scenarios are temporally partially overlapping;

communicate with the one or more STB devices based at
least partially on one or more actions specified by a test
scenario selected from the workflow;

responsive to the communicating, identifying a set of

display elements from content displayed on the one or
more displays; and

perform visual testing based at least partially on the set of

display elements in accordance with one or more visual
expectations specified by the test scenario.

38. The system of claim 37, wherein the contents further
cause the system to obtain the workflow of test scenarios at
least partially via a graphical user interface.

39. The system of claim 37, wherein the one or more
visual expectations indicate at least one of a location of a
display element relative to at least another display element,
a location of a display element relative to the one or more
display, a range of display element location, or a distance
between at least two display elements.

40. The system of claim 37, wherein the one or more
visual expectations indicate at least one of a size of a display
element relative to at least another display element, a size of
a display element relative to the one or more display, or a
range of display element size.
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