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(57) ABSTRACT

A computer-implemented electronic messaging method and
system, the method comprising the steps of receiving an
electronic message at a first system, the electronic message
comprising a healthcare provider type, obtaining contextual
information associated with the electronic message at the
first system, using the healthcare provider type and the
contextual information to identify an intended recipient
address for an intended healthcare provider recipient for the
electronic message and providing the intended recipient
address to facilitate delivery of the electronic message to the
intended healthcare provider recipient.
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NETWORKED INBOX

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 14/329,222, filed Jul. 11, 2014, which is a
continuation of U.S. application Ser. 12/987,252, filed Jan.
10, 2011, which issued as U.S. Pat. No. 8,812,599 on Aug.
19, 2014, all of which are incorporated herein by reference.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

[0002] Not applicable.

BACKGROUND OF THE INVENTION

[0003] Field of the Invention

[0004] The present invention relates to electronic messag-
ing between two entities and specifically to sending mes-
sages from one entity to another that leverages information
stored by one of the entities and contextual information
associated with the message to identify an intended
unknown message recipient.

[0005] Description of the Related Art

[0006] In the medical industry it is often the case that
patients see many different physicians, medical assistants,
nurses, specialists, etc., in the course of receiving services.
Thus, for instance, a patient may initially consult a primary
care physician about an ailment, be referred out for tests and
imaging activities to one or several different institutions and
be referred to one or more specialists, for additional ser-
vices. Here, in order to provide optimal service for a patient,
all caregivers that provide services to a patient need to be
able to easily communicate amongst themselves. One way
for caregivers to communicate between themselves is via an
electronic messaging system.

[0007] Typical electronic messaging systems allow one
user to send a message to a second user by addressing the
message to a specified address associated with the second
user. For example, in an e-mail system, each individual user
has their own specific address. The e-mail address is usually
in the form of: username@domainname. Thus, a user of
GMAIL.COM with a user name of “john.smith” would have
an e-mail address of “john.smith@gmail.com”.

[0008] It is known that an administrator can establish a
single e-mail address that can be routed to a number of
different recipients by an e-mail server. For example, a
company might have a single customer service e-mail
address such as customer.service@company.com. A server
associated with the customer service e-mail address for-
wards messages received at the customer service address to
a number of different e-mail accounts of employees respon-
sible for monitoring customer service questions. The mes-
sage is thus distributed to several customer service employ-
ees indiscriminately. The company can then use the
customer service e-mail address in its product literature so
that questions from customers or the general public can be
handled without concerns about changes at the company
itself: employee turn over, vacations, etc. Furthermore, the
actual recipients of the messages can remain generally
unknown to the sender at the time the sender sends the
electronic message.

[0009] While the single e-mail address concept works well
for routing messages to a group of intended recipients,
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unfortunately there is no easy way to use a similar single
e-mail address to route a message to one of a plurality of
possible recipients. For instance, in a case where an ear, nose
and throat (ENT) specialist intends to route a message to a
patient’s primary care physician (PCP) and does not know
the PCP’s name or e-mail address, there is no easy way for
the ENT specialist to address an e-mail to a single PCP
address and have the messaging system deliver the message
to the patient’s PCP. Similarly, where a patient’s PCP
intends to route a message to the patient’s ENT specialist
and does not know who the specialist is or the specialist’s
e-mail address, currently there is no way for the PCP to
address a message to a single address and have the message
automatically delivered to the patient’s ENT specialist. This
problem is exacerbated in cases where patients are serviced
by many different physicians and across unaffiliated entities
where familiarity between all caregivers and addressing
conventions is highly unlikely.

BRIEF SUMMARY OF THE INVENTION

[0010] It has been recognized that even when a message
sender does not have enough information or access to
information usable to identify an intended recipient of a
message and/or the recipient’s e-mail address, a system can
be set up that can use a short descriptor of the recipient and
additional contextual information associated with a message
to identify an intended recipient. Here, the short recipient
descriptor alone is insufficient for the system to identify the
intended recipient address but the short recipient descriptor
along with the contextual information is sufficient to identify
the recipient address.

[0011] For instance, where an ENT specialist is working in
a patient’s medical record chart when the specialist decides
to send an e-mail to the patient’s PCP, the specialist may be
able to simply fill in PCP in the “To” field of an e-mail
template. When PCP is typed into the “To” field, a server
may be programmed to identify a PCP associated with the
patient that is associated with the currently viewed chart,
identify an electronic messaging system address for the PCP
and fill in the PCP address automatically. In this case, “PCP”
is the short recipient descriptor and the patient identifier
operates as the contextual information used along with the
recipient descriptor to automatically identify the recipient’s
address.

[0012] In other embodiments, after an e-mail targeting
PCP is composed, prior to transmission, a patient identifier
may be added to the e-mail in some fashion that identifies
the patient associated with the chart accessed when the
e-mail was composed. Here, the patient identifier again
serves as contextual information associated with the e-mail
being composed. Upon receiving the e-mail with the patient
identifier, receiving e-mail server may then use the PCP
identifier and the patient identifier to identify a PCP asso-
ciated with the patient, identify an address for the PCP and
forward the e-mail message to the intended PCP.

[0013] In still other embodiments, after PCP is entered in
a “To” e-mail field while a patient chart is being examined
by an ENT specialist and prior to transmitting the e-mail, a
pre-e-mail may automatically be transmitted to at least a
subset of servers including the PCP short recipient identifier
and a patient identifier associated with the patient’s chart
being viewed when PCP was entered in the “To” field. In
response, each receiving e-mail server may use the PCP
identifier and patient identifier to attempt to identify the
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patient’s PCP. Where a server identifies the patient’s PCP
address, the server automatically transmits the PCP address
back to the specialist’s e-mail server. The specialist’s e-mail
server then can either automatically fill in the PCP address
in the “To” field, associate the PCP address with the “To”
field or provide an option for the specialist to select the PCP
address to fill in the “To” field.

[0014] In other embodiments, where a specialist fills
“PCP” into a “To” field and then transmits an e-mail prior to
the PCP address being resolved, if a receiving e-mail server
cannot resolve a unique intended recipient using the PCP
descriptor and other contextual information, the server may
respond with either an error message or, in the case where
two or a small subset of possible intended recipients is
resolvable, may provide a list of possible intended recipients
for the specialist to choose from. When a list of possible
intended recipients is presented and one is selected, the
e-mail is then delivered to the selected recipient.

[0015] In still other embodiments it is contemplated that
contextual information may be gleaned from some part of an
e-mail as opposed to being obtained from a currently viewed
patient’s chart. For instance, it may be required practice for
a physician to enter a unique patient identifier in a “Re” line
of an e-mail when communicating with another physician
about a patient. In this case, the patient identifier (i.e., the
contextual information) required to identify a patient’s PCP
may be gleaned from the “Re” line of an e-mail and used to
resolve an intended recipient. Contextual information may
be gleaned from other locations as well. In other embodi-
ments patient information may be added to an attachment or
the like associated with and transmitted with other e-mail
information.

[0016] Some embodiments include a computer-imple-
mented electronic messaging method comprising the steps
of receiving an electronic message at a first system, the
electronic message comprising a caregiver type, obtaining
contextual information associated with the electronic mes-
sage at the first system, using the caregiver type and the
contextual information to identify an intended recipient
address for an intended caregiver recipient for the electronic
message and providing the intended recipient address to
facilitate delivery of the electronic message to the intended
caregiver recipient.

[0017] In some cases the step of obtaining contextual
information associated with the electronic message includes
obtaining a patient identifier identifying a patient associated
with the electronic message. In some cases the step of
obtaining a patient identifier includes obtaining the patient
identifier from a patient chart.

[0018] In some cases the step of obtaining the patient
identifier from a patient chart includes obtaining the patient
identifier from a patient chart most recently accessed by a
caregiver composing the electronic message. In some cases
the step of obtaining a patient identifier includes gleaning
the identifier from information in the electronic message.
[0019] In some cases the step of using the caregiver type
and the contextual information to identify an intended
recipient address for an intended caregiver recipient for the
electronic message includes the steps of associating a patient
chart with the electronic message, identifying a caregiver of
the caregiver type indicated in the patient chart and identi-
fying an electronic address for the identified caregiver. In
some cases the step of receiving an electronic message at a
first system includes composing the electronic message at a
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second system where the electronic message specifies the
caregiver type and includes the contextual information and
transmitting the electronic message to the first system. In
some cases the step of receiving an electronic message at a
first system includes receiving the electronic message as the
message is entered and prior to transmission of the elec-
tronic message. In some cases the electronic message is
composed using the first system.

[0020] In some cases the electronic message is composed
using a second system separate from the first system and
wherein the step of receiving the electronic message
includes receiving the electronic message from the second
system at the first system. In some cases the caregiver type
is selected from the group consisting of: doctor, pediatrician,
primary care physician, radiologist, specialist, pharmacist,
and surgeon. In some cases the caregiver type is a generic
type.

[0021] In some cases the step of providing the intended
recipient address includes automatically inserting the
intended recipient address in an address field in the elec-
tronic message. In some cases the step of providing the
intended recipient address includes presenting the intended
recipient address for selection as a target address for the
electronic message.

[0022] Other embodiments include a networked messag-
ing system comprising a first medical record system com-
prising patient records and caregiver records and a first
computer system communicatively linked to the first medi-
cal record system, the first computer system programmed to
perform the steps of receiving an electronic message, the
electronic message comprising a caregiver type, obtaining
contextual information associated with the electronic mes-
sage, using the caregiver type and the contextual informa-
tion to identify an intended recipient address for an intended
caregiver recipient for the electronic message and providing
the intended recipient address to facilitate delivery of the
electronic message to the intended caregiver recipient.
[0023] In some cases the system is programmed to per-
form the step of obtaining contextual information associated
with the electronic message by obtaining a patient identifier
identifying a patient associated with the electronic message.
In some cases the system is programmed to perform the step
of obtaining a patient identifier by obtaining the patient
identifier from a patient chart. In some cases the system is
programmed to perform the step of obtaining the patient
identifier from a patient chart by obtaining the patient
identifier from a patient chart most recently accessed by a
caregiver composing the electronic message.

[0024] In some cases the system is programmed to per-
form the step of obtaining a patient identifier by gleaning the
identifier from information in the electronic message. In
some cases the system is programmed to perform the step of
using the caregiver type and the contextual information to
identify an intended recipient address for an intended care-
giver recipient for the electronic message by associating a
patient chart with the electronic message, identifying a
caregiver of the caregiver type indicated in the patient chart
and identifying an electronic address for the identified
caregiver. In some cases the system is programmed to
perform the step of receiving an electronic message at a first
system by receiving the electronic message from a second
system used to compose the electronic message where the
electronic message specifies the caregiver type and includes
the contextual information.
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[0025] In some cases the system is programmed to per-
form the step of receiving an electronic message at a first
system by receiving the electronic message as the message
is entered and prior to transmission of the electronic mes-
sage. In some cases the electronic message is composed
using the first system. In some cases the electronic message
is composed using a second system separate from the first
system and wherein the step of receiving the electronic
message includes receiving the electronic message from the
second system at the first system. In some cases the care-
giver type is selected from the group consisting of: doctor,
pediatrician, primary care physician, radiologist, specialist,
pharmacist, and surgeon.

[0026] In some cases the step of providing the intended
recipient address includes automatically inserting the
intended recipient address in an address field in the elec-
tronic message. In some cases wherein the step of providing
the intended recipient address includes presenting the
intended recipient address for selection as a target address
for the electronic message.

[0027] Still other embodiments include a computer-imple-
mented electronic messaging method, the method compris-
ing the steps of receiving a general recipient descriptor at a
first system where the general recipient descriptor is asso-
ciated with an electronic message and the general recipient
descriptor is descriptive of a plurality of different possible
intended message recipients, obtaining contextual informa-
tion associated with the electronic message, using the gen-
eral recipient descriptor and the contextual information to
identify an intended message recipient address; and provid-
ing the intended message recipient address to facilitate
delivery of the electronic message to the intended message
recipient.

[0028] These and other objects, advantages and aspects of
the invention will become apparent from the following
description. In the description, reference is made to the
accompanying drawings which form a part hereof, and in
which there is shown a preferred embodiment of the inven-
tion. Such embodiment does not necessarily represent the
full scope of the invention and reference is made therefore,
to the claims herein for interpreting the scope of the inven-
tion.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0029] FIG. 1 is an exemplary embodiment of a possible
messaging system in accordance with one embodiment of
the present invention;

[0030] FIGS. 2A-C show exemplary embodiments of pos-
sible recipient descriptor addressing schemes; and

[0031] FIG. 3 is a flowchart showing one possible work-
flow for sending and receiving an electronic message in
accordance with one embodiment of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0032] The present invention is directed to a method of
communicating messages from one entity to another
wherein the first entity does not know the actual identity
and/or electronic address of an intended recipient. The
messaging may be useful in any situation in which one party
refers messages to another such as occur in medical or
healthcare, legal, insurance, shipping, inventory manage-
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ment, and other similar fields. For simplicity, the following
description uses an example of sending electronic messages
between two medical institutions including St. Mary’s Hos-
pital (“St. Mary’s”) and a local healthcare cooperative
(“LHC”).

[0033] In one embodiment, St. Mary’s Hospital and LHC
have established an inter-institution messaging network 100.
The messaging network 120 may connect two or more
electronic medical records (“EMR”) systems 102 and 108 by
a communication network 114. Each institution’s EMR
system 102 and 108 contains information regarding a patient
including contact information, patient medical histories,
schedules, visit information, doctors associated with the
patient, prescriptions, treatments, emergency contact infor-
mation, payment information, medical images, and lab
results.

[0034] The communications network 114 may be imple-
mented across an industry standard network, including the
internet, that permits electronic transmission of information
from one server to another. In the case of electronic mes-
sages between two distinct institutions, the messaging net-
work 100 may comprise at least one messaging or e-mail
server 104 and 106 at each of the institutions. The commu-
nications network 114, if implemented on the Internet, may
be implemented using a virtual private network wherein the
two messaging servers are treated as if they are on a private
network.

[0035] Referring still to FIG. 1, devices 110 and 112 are
associated with LHC’s and St. Mary’s e-mail servers 104
and 106, respectively. Devices 100 and 112 are shown as
desktop computers but may be any type of interface devices
such as laptops, wireless phones or smart palm type devices,
pad type devices, etc. Each interface device can be used to
compose and send electronic messages to other devices 110
or 112.

[0036] Where a message is sent from one device to
another device associated with the same entity (e.g., St.
Mary’s), the message is routed from the sending device to
the e-mail server associated with the entity and out to the
target device in most cases without transmission through
network 114. For instance, a message from a first device 112
to a second device 112 associated with St. Mary’s in FIG. 1
would be routed through server 104 without passing through
network 114.

[0037] Where a message is sent from one device 112
associated with St. Mary’s to another device 110 associated
with LCH, the message is routed to St. Mary’s e-mail server
104, through network 114 to server 106 which in turn routes
the message to the intended recipient address. Here, infor-
mation in the electronic message assists the sending mes-
saging server 104 to determine where and how to send the
electronic message to the receiving messaging server 106. A
messaging server 104 or 106 may act as both a sending
messaging server and a receiving messaging server.

[0038] Hereafter, unless indicated otherwise, the phrase
“internal message” will be used to refer to a message sent
from one device to another device where the sending and
receiving devices are served by a single e-mail server (e.g.,
104 or 106). Similarly, the phrase “external message” will be
used to refer to a message between devices that are served
by different e-mail servers. For instance, a message between
one device 112 and another device 110 that are served by
servers 104 and 106, respectively, would be an external
message.
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[0039] In one exemplary scenario, a physician using a
computer 112 at St. Mary’s desires to send an external
message to another physician or healthcare professional
using a computer 110 at LHC. For example, a first physician
enters information regarding a patient visit into St. Mary’s
EMR system 102 using his or her computer 112 regarding an
emergency room visit. The physician then desires to send
some or all of the information to the patient’s PCP at a local
family care clinic run by LHC. It will be appreciated that
LHC may be running a different EMR system 108 than St.
Mary’s (i.e., EMR system 102). It will be further appreciated
that even if the two institutions have an EMR system sold by
the same vendor, the particular instances and implementa-
tions may be separate with separate databases, servers, and
patient records. Accordingly, the first physician may not
have ready access to either the name of the primary care
physician or the electronic message address for the physi-
cian.

[0040] In accordance with the present invention, the phy-
sician at St. Mary’s may compose an electronic message
using St. Mary’s EMR system 102 or e-mail system 104
using computer 112. The electronic message may include an
address and a patient identifier. Additional information may
be included with an electronic message such as a subject, a
return address, a message body, certain header and routing
information, and part or all of a patient medical record. The
electronic message of the instant invention may be imple-
mented using either common electronic messaging schemes
including e-mail (e.g., smtp and imap) or a custom messag-
ing system.

[0041] With reference to FIGS. 2A, an address for an
electronic message may be in a form 202 of:
recipient@institution. For instance, if the physician knows
the name of the patient’s primary care physician is Dr. John
Smith, the physician could compose the message with an
address: john.smith@LHC. In this case, the address is
composed of the recipient designation 204 and the institu-
tion identifier 208 separated by token 206 indicated by the
6‘@”.

[0042] However, when a physician does not know the
name of a patient’s PCP or does not know the format of an
address in the LCH system, as is typically the case for
electronic messages sent between two separate institutions,
the physician using the electronic messaging system 100 of
the present invention can address the message using a
generic or general descriptor or identifier 212 and an insti-
tution identifier 208 separated by a token 206 as shown in
FIG. 2B. For instance, an exemplary descriptor of this type
may be PCP@ILHC. In this case “PCP” is short for “primary
care physician.” Similarly, if, instead of the primary care
physician, the physician wanted to send a message to the
patient’s surgeon, the physician could address the message
as: surgeon@l HC. Accordingly, the messaging system
allows the physician to address electronic messages using
one of a set of short descriptive generic “caregiver” type
identifiers.

[0043] In addition, the addressing function can also be
short-hand for intra-institution communications or internal
messages. For example, even if the physician could deter-
mine a patient’s PCP—as either provided by an EMR
system or by a patient—the physician can avoid looking up
the PCP’s address and simply address the electronic mes-
sage using either generic identifier 212 and institution iden-
tifier 208 (e.g., PCP@stmarys) or, even more simply, using
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generic identifier 212 (e.g., PCP). In the second example, the
institution identifier 208, “@stmarys”, is implied since the
physician is sending the message internally. In this case, the
address comprises only the caregiver type descriptor.
[0044] Similarly, even if a patient’s primary care physi-
cian is not part of the St. Mary’s EMR system 102, a
physician may still be able to address the electronic message
by its generic identifier 212 (e.g., as “PCP”). In this case, St.
Mary’s EMR system 102 may have previously recorded
PCP information associated with a patient. This information
may include both the name of the patient’s PCP and an
associated institution. Accordingly, if the EMR system 102
indicates that the patient has a “PCP” at LHC, messages
addressed to PCP will be rerouted to “PCP@LHC”. This
functionality is described in further detail below with respect
to the routing of electronic messages using information from
the EMR system.

[0045] In at least some embodiments, an electronic mes-
sage also includes a patient identifier. In one embodiment,
the patient identifier is simply a numeric or alpha-numeric
key that uniquely identifies a patient record in an EMR
system. However, under the scenario above, St. Mary’s
EMR system 102 and LHC’s EMR system 108 may not have
common, unique patient record identifiers. In this case, one
alternative is to create a token that can be included with the
electronic message that will be recognized by a receiving
messaging server. In this embodiment, a patient may provide
the token that can be read and stored by the sender’s EMR
system. For example, the patient may carry a card with the
token represented by a bar code or magnetic strip. The token
is read by the physician’s system and the token is stored
within the electronic message sent from St. Mary’s and will
be used to identify the patient at LHC’s messaging server
106, as further discussed below.

[0046] In the case that neither a common, unique identifier
or token is available, the patient identifier may include a
sufficient amount of contextual identifying information
within the electronic message so that the EMR system at the
receiving institution can correctly and uniquely identify the
patient. For example, the electronic message may include
one or more of the following information: first name, last
name, date of birth, last four digits of a social security
number, mother’s maiden name, number of children, and
place of birth. There are many possible combinations of
information that may be successfully used as a patient
identifier. This information can be retrieved from a sending
party’s EMR system and incorporated into the electronic
message as part of the body, the header, or as an attachment.
For instance, in at least some embodiments, when a special-
ist is using an EMR system to view a patient chart and
decides to send an e-mail to the patient’s PCP upon opening
up an e-mail application to compose the message, the system
may automatically glean patient identifier information (e.g.,
a patient identifier) from the currently opened patient chart
and add that information to an e-mail field. As another
instance, when a specialist is composing an e-mail to a PCP
as indicated by entry of “PCP” in an e-mail “To” field, the
system may automatically identify the last ten patient charts
viewed by the specialist and provide a list of ten patient
identifiers for selection by the specialist. Here, upon selec-
tion of a patient from the list, a patient identifier would be
added to an appropriate e-mail field.

[0047] The electronic message may also include a body
that contains the message to be delivered. The body can be
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free form text typed by the sender. It can also be structured
text based on a field or fields in the sender’s EMR system.
In the latter case, for example, the body of the electronic
message can be an automated report filled in using infor-
mation saved in the EMR system by the physician. For
example, an Emergency Room physician may send an
electronic message comprising a discharge report to a
patient’s PCP. The discharge report can be a template or
form document in which the information regarding the visit
can be automatically completed by using values stored in St.
Mary’s EMR system 102.

[0048] In addition, the electronic message may include
part or all of an electronic medical record. This information
may be copied as text into the body of the electronic
message. It can also be attached to the electronic message as
a file attachment. It may also be attached as an electronic
link. The electronic link provides information for a commu-
nications protocol whereby the receiving system can
remotely retrieve information from the sender’s EMR sys-
tem.

[0049] In the context of an EMR system, it is contem-
plated that the functions for sending and receiving messages
in an electronic messaging system 120 of the present inven-
tion may be incorporated directly into the EMR system. In
this case, the electronic messaging system 120 has ready
access to the patient’s medical record information while the
messaging is being prepared and before it is sent.

[0050] In at least some embodiments, when a sender
finishes an electronic message and sends it, the message is
provided to the sender’s messaging server 104. The sender’s
messaging server 104 is responsible for routing the message
to the recipient’s messaging server via the communications
network 114. The process of routing may involve obtaining
the external address of the recipient’s messaging server 106,
preparing the electronic message for transmission across the
communications network 114, encrypting the electronic
message, and actually sending the electronic message.
[0051] In the case of an “external” message, (i.e., a mes-
sage addressed to an entity outside the sender’s EMR system
102), the sender’s messaging server 104 must determine the
address of the external entity by examining the address in the
e-mail. In the above example addressed to “PCP@LHC” the
sender’s messaging server 104 must first determine where
and what institution identifier 208, “LHC,” means. The
sender’s messaging server 104 or the sender’s EMR system
102 may be programmed so that an “institution” named
“LHC” points at the server address of the local health
cooperative. This information may be indexed by the name
“LHC.” The server address may be an internet protocol
address (“IP” address) or other uniform resource indicator
(“URI”) that includes protocol, IP address, and port number
and other communication information. The server address
could also be an internet domain such as “localhealthcoop-
erative.org.” If the institution is found, the message is routed
using an appropriate communications protocol. If no insti-
tution is found, then the messaging server may return the
message to the sender. The return message may include
information that no such institution is found. Alternatively,
or in addition to returning the message to the sender, the
message could be sent to an assistant or other specialist at
the sender’s institution for proper addressing information.
[0052] Inaddition, as noted above, another embodiment of
the present invention might have a situation in which the
sender addresses a message without an institution identifier
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208 (e.g., “PCP”), where the sender’s EMR system 102 has
a record in a patient chart indicating that the generic iden-
tifier “PCP” is, in fact, an external entity. In this case, upon
retrieving the destination information for “PCP” from the
patient record for the patient matching the patient identifier,
the message is rerouted by the sending messaging server 104
using the proper institution. For example, if the EMR system
102 identifies that a PCP is at LHC, then the message is not
delivered internally, but the address is changed to
“PCP@LHC” and resent. Alternatively, if the EMR system
102 has the complete address for the primary care physician,
Dr. John Smith having an address john.smith@ localhealth-
cooperative.org, then the message can be sent directly to that
address avoiding additional processing by both the sending
EMR system 102 and receiving EMR system 108.

[0053] With respect to both internal messaging and the
situation in which a sending EMR system 102 contains some
or all of the relevant contact information, the sender user
interface can implement the appropriate addressing queries
directly. For example, as the Emergency Room physician
types “PCP” into the address field of a message composition
screen on computer 112, the user interface software can
search the EMR system 102 for any corresponding record.
As discussed above, a message may be composed in the
context of a patient record and, therefore, the messaging
system 100 may have ready access to information in the
EMR system 102. Accordingly, the user interface software
can pass both the generic identifier “PCP” and a patient
identifier directly to the EMR system 102 in order to retrieve
the corresponding results. If the EMR system 102 returns the
destination address of john.smith@localhealthcooperative.
org, for example, then the address of “PCP” can be replaced
with john.smith@localhealthcooperative.org.

[0054] In the context of an “external” message, the send-
ing messaging server 104 is responsible for sending the
electronic message across the communications network 114
to the receiving messaging server 106. Upon receiving the
message, the receiving messaging server 106 will first
determine the proper recipient of the electronic message. It
will be appreciated that “PCP” or “doctor” or “surgeon” and
other caregiver types potentially identify a large number of
users of the receiving institution’s EMR system 108, but
only a few or perhaps one will be associated with a particular
patient. Accordingly, a system of the present invention may
select from among all the possible recipients only those that
correspond to the patient identifier. In other words, the
combination of caregiver type and the patient identifier will
select a subset of all possible caregivers at a receiving
institution. As a result, a select group of all users of the
corresponding caregiver type is set as the actual intended
recipient(s). So, for example, if there are 1000 doctors that
are in the category of “primary care physician” at LHC, and
the patient has only one primary care physician, then the
electronic message addressed to PCP@LHC for this patient
will be delivered only to the one designated primary care
physician, not every primary care physician.

[0055] In one embodiment, a receiving messaging server
106 will query the EMR system 108 for the address infor-
mation of the caregiver corresponding to both the patient
identifier and the caregiver type. In the case that the patient
identifier is a token or a common, unique identifier, the
patient record may be retrieved directly from the EMR
system 108. In the case that the electronic message only
includes patient information, the receiving messaging server
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108 uses some or all of the supplied patient information in
the electronic message to identify a single patient in the
receiving messaging server’s 106 EMR system 108. In any
case, if a patient record is successfully retrieved and a
corresponding caregiver is found, then the message is
routed, by the receiving messaging server 106, to the
intended recipient’s computer 110.

[0056] Inapossible embodiment, the receiving messaging
server 106 may also return to the sending messaging server
104 an acknowledgement that the message was successfully
received. The acknowledgement may also include the
address information of the intended recipient. The sending
messaging server 104 then may use the information in the
acknowledgement to update its own EMR system 102. In
this case, any future messages to the patient’s primary care
physician, for example, can be routed directly to the PCP
without requiring additional processing by the receiving
messaging server 106. The acknowledgement itself may also
be sent directly to the sender or saved to the EMR system
102 for future reference.

[0057] If, however, the receiving messaging server 106
cannot find either a corresponding patient or a corresponding
caregiver, an undeliverable message may be returned to the
sending messaging system 104. Similarly, if the receiving
messaging server 106 is unable to identify a single patient
from the receiving messaging server’s EMR system 108, the
receiving messaging server 106 may also return an unde-
liverable message. In the latter case, it will be understood
that both the sending and receiving institutions may want to
guard a patient’s privacy and, thus, it may be inappropriate
to send a message to more than one patient. The sending
messaging server 104 can forward the undeliverable mes-
sage to the sender for additional action. In some embodi-
ments, the undeliverable message may include which infor-
mation failed: i.e., “no such patient,” “no such caregiver,”
“patient no longer member of this institution,” etc.

[0058] Alternatively, instead of or in addition to returning
an undeliverable message, the receiving messaging server
106 may also query its own EMR system 108 for additional
information. For example, if the EMR system 108 contains
a record for the patient but notes that the primary care
physician is at another institution, then the receiving mes-
saging server 106 can return such information to the sending
messaging server 106. In addition, the receiving messaging
server could reroute the electronic message to the correct
institution using the messaging system.

[0059] The system of the present invention also contem-
plates more complicated routing routines for use with
generic caregiver types. The generic caregiver types could
include things like “specialist” or “surgeon” or “nurse.” In
the case of specialist, any particular hospital or medical
system could have hundreds of types of specialists: cardiac,
pulmonary, ENT, endocrinology, anesthesiology, podiatry,
etc. Such naming conventions may be inconsistent as
between institutions and the address information may not be
readily apparent or accessible for a user attempting to send
a message. A system in accordance with the present inven-
tion can use information present in the associated medical
records to correctly select an intended message recipient
from among all of the specialists. For example, if the patient
were admitted to St. Mary’s Emergency room for compli-
cations related to a patient’s diabetes, the Emergency Room
physician may want to send a message to the patient’s
endocrinologist at LHC. However, instead of writing
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“endocrinologist@ . HC” the emergency room physician can
simply type an address such as “specialist@LHC.” In this
case, the electronic message further contains information
regarding the admission to the emergency room regarding
diabetes. Such information could include the fact of the visit,
vital medical information, the problem, and the medicine or
treatments prescribed, and other customary information. The
receiving messaging server 106 then could use the “prob-
lem,” or such other appropriate indicator, identified as
“diabetes complications” to select a patient’s diabetes spe-
cialist from among all of a patient’s specialists.

[0060] In another embodiment, the caregiver type may be
associated with more than one recipient. For example, in the
endocrinologist example above, the specialist for endocri-
nology may also be associated with the patient’s diabetes
nurse educator, nutritionist, and primary care physician. In
this case, when the receiving messaging server 106 queries
the EMR system 108 for the diabetes specialist, more than
one recipient is returned. The message may then be for-
warded to all of the recipients in at least some embodiments.
Similarly, in the case of a surgery or other similar event, a
message directed to “surgeon” or “surgery” and referencing
a particular operation may be delivered to all or a subset of
the people associated with that surgery, e..g, a surgeon, a
surgical assistant, an anesthesiologist, etc.

[0061] In still other cases, a list of possible patient specific
possible intended recipients may be automatically provided
for a physician to choose from. For instance, when “spe-
cialist” is entered in an address field, the inventive system
may identify a list of five different specialists associated with
a patient that is associated with the message being com-
posed. Here the list of five specialists is provided, and one
or more may be chosen as intended recipients. Upon selec-
tion, recipient addresses are used to replace the “specialist”
designation.

[0062] A similar result is possible for ordering labs, medi-
cal images or prescriptions. In the case of a pharmacy, a
physician can use an electronic message to deliver prescrip-
tions or instructions to the patient’s designated pharmacy. In
this case, addressing a message to “pharmacy” or
“pharmacy@LHC” can route message information to the
patient’s designated pharmacist. In some cases, if special
approval is needed, the receiving messaging system could
determine that, not only should the designated pharmacy/
pharmacist receive the message, but that the patient’s PCP
should receive a message in order to maintain the primary
care physician’s EMR system updated.

[0063] In another embodiment of the present invention,
the electronic message may also include part or all of a
patient’s electronic medical record from the sender’s EMR
system 102. The receiving messaging server 106 can then
incorporate that information into its own EMR system 108.
For example, if the Emergency Room physician attached a
visit record from the emergency room visit to an electronic
message, the receiving messaging server 106 may desire to
incorporate information regarding that visit into its own
EMR system 108. It could, for example, record information
about the fact of the visit, the date of the visit, the problems,
the doctor, the treatment and any corresponding prescrip-
tions directly into its own electronic medical records. In one
embodiment, this information will be included automati-
cally. In another embodiment, only certain portions of the
medical record will be incorporated into the receiving mes-
saging system’s 106 EMR system 108.
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[0064] Furthermore, the electronic message may include
additional attachments or documents that the receiving mes-
saging system may wish to retain in its own medical records
system. For example, if the sending institution is a radiology
clinic and the electronic message is sent to the primary care
physician, the electronic message may include copies of
x-rays or MRI scans. In one embodiment, the electronic
message could identify such attachments accordingly, and
the receiving messaging system may automatically store
such documents to the corresponding location in its own
EMR system. In addition, in order to prevent duplication of
images, the receiving messaging system could strip the
attachments from the electronic message before forwarding
the messages to the intended recipients and include, rather
than a complete image file, a link to the location in the EMR
system.

[0065] In another embodiment, the electronic message, its
contents and attachments, or any combination thereof may
be encrypted by the sending messaging server. In order to
protect patient privacy and patient medical and health infor-
mation, the electronic message may be encrypted using one
or more forms of known encryption methods. In one pos-
sible embodiment, the sending and receiving messaging
servers have a shared encryption key. If a messaging server
can send messages to more than one other messaging server,
the messaging server may store different encryption keys for
each of the messaging servers with which it can communi-
cate. The sending messaging server then, before sending the
electronic message, can encrypt the electronic message
using the shared encryption key. The information is then
transmitted to the receiving messaging server. The receiving
messaging server then can retrieve the shared encryption key
associated with the sending messaging server and decrypts
the electronic message.

[0066] FEach messaging server 104 or 106 may be a
general purpose computer server. The computer server
includes a receiving means for receiving an electronic
message and a sending means for forwarding the electronic
message to its intended recipient or recipients. The receiving
means comprises a processor and memory unit for executing
a software program or algorithm to receive an electronic
message. The receiving means may further include a net-
work connection for connecting to the communications
network. The networking connection may be a network card
that is connected to the communications network. In the
alternative, the receiving means may comprise a communi-
cative link to a database system or EMR system for receiv-
ing a message sent internally. The software is programmed
to accept incoming electronic message. The software may be
an industry standard e-mail software server running an
industry standard e-mail protocol such as SMTP or IMAP.
Alternatively, the software program may be a messaging
system integrated with the EMR system for exchanging
messages. This software program may be implemented so as
to monitor the communications network for traffic on a
specific port.

[0067] The sending means comprises a processor and
memory unit for executing a software program or algorithm
to send an electronic message. It may also further comprise
a network connection for the purpose of sending electronic
message external to the messaging system. The network
connection may be a networking card connected to the
communications network. In the alternative, the sending
means may comprise a communicative link to a database
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system or EMR system for storing a message sent internally.
The software may be an industry standard e-mail software
server running an industry standard e-mail protocol such as
SMTP or IMAP. Alternatively, the software program may be
a messaging system integrated with the EMR system for
exchanging messages. This software program may be imple-
mented so as to monitor the communications network for
traffic on a specific port.

[0068] The messaging system further comprises a patient
record retrieving means. The patient record retrieving means
comprises a processor, memory unit and a communicative
link to a disk. The disk may be located locally on the
messaging system or at a remote database or EMR system.
Accordingly, the communicative link may be a physical
connection with the messaging system, a network connec-
tion, or a high speed device connection (firewire, USB, or
similar). The disk stores one or more patient records. The
messaging system is programmed to retrieve patient records
from the disk using standard database operations or disk
operations. For instance, if the disk has a relational database,
the messaging system is programmed to query the database
using the patient identifier to retrieve the corresponding
patient record.

[0069] The messaging system further comprises a care-
giver record retrieving means. The caregiver record retriev-
ing means comprises a processor, a memory unit and a
communicative link to a disk. The disk may be located
locally on the messaging system or at a remote database or
EMR system. Accordingly, the communicative link may be
a physical connection with the messaging system, a network
connection, or a high speed device connection (firewire,
USB, or similar). The disk stores one or more caregiver
records. As with the patient record retrieving means, the
messaging system is programmed to retrieve caregiver
records from the disk using standard database operations or
disk operations. For instance, if the disk has a relational
database, the messaging system is programmed to query the
database using the patient identifier and the caregiver type to
retrieve the corresponding patient record.

[0070] Referring now to FIG. 3, an exemplary flow chart
showing one work flow for sending and receiving electronic
messages in accordance with at least one embodiment of the
present invention illustrated. Referring also to FIG. 1, at
block 302, a caregiver may compose an electronic message
using one of the messaging servers 104 in which the
caregiver addresses the intended recipient using one of the
general recipient descriptors (e.g., PCP). At block 303 the
messaging server 104 automatically adds contextual infor-
mation to the electronic message. Here, again, for example,
the contextual information may include a patient identifier or
some other type of information that may be useful in
resolving which of several PCPs to which the electronic
message should be transmitted. In the alternative, the mes-
sage may already include contextual information. At block
304 the caregiver selects a send icon or the like to send the
electronic message to a recipient.

[0071] Referring still to FIGS. 1 and 3, at decision block
306, the messaging server 104 determines whether or not the
message is targeted to an external recipient or an internal
recipient serviced by server 104. Where the message is
intended for an internal recipient, control passes to block
324 where messaging server 104 uses the general descriptor
and contextual information to identify an intended recipient
address. At block 326, if no recipient is found, control passes
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to block 330 where an error message is returned to the
physician indicating that no intended recipient address has
been identified. At block 326, when a recipient is found,
control passes to block 328 where the electronic message is
delivered to an electronic address associated with the
intended recipient.

[0072] Referring once again to decision block 306, where
the message is intended for an external recipient, control
passes to block 308 where the message is transmitted
through a communication network (see 114 in FIG. 1) to a
second messaging server 106 associated with the external
address. After the message is received at the second mes-
saging server 106 at block 310, control passes to block 312
where the receiving server uses the general descriptor and
contextual information to identify an intended recipient
address. Once an intended recipient address has been iden-
tified at block 320, control passes to block 322 where the
message is delivered to the intended recipient via the
address. Where no recipient is identified by block 320,
control passes to block 334 where an error message is
returned.

[0073] The foregoing description was primarily directed
to a preferred embodiment of the invention. Although some
attention was given to various alternatives within the scope
of the invention, it is anticipated that one skilled in the art
will likely realize additional alternatives that are now appar-
ent from disclosure of embodiments of the invention. For
example, the invention is to cover any case where a general
recipient descriptor is associated by a message composer
(e.g., a caregiver) with an electronic message and contextual
information is associated with the message where the gen-
eral recipient descriptor and contextual information are then
used to automatically resolve one or a small subset of
intended message recipients irrespective of which of several
servers in a networked system performs the resolving pro-
cess. For instance, as indicated above, a server used to
compose an e-mail may resolve an intended recipient if the
server has sufficient information. As another instance, a
messaging server receiving an electronic message including
the general recipient descriptor and contextual information
may resolve the intended recipient. EMR systems may help
resolve intended recipients as well.

[0074] As another example, in at least some embodiments
it is contemplated that a first server used to compose a
message may communicate with a second server after a
general recipient descriptor is provided (e.g., entered in an
e-mail address field) and before the electronic message is
sent or even finally composed where the second server can
resolve an intended recipient and provide the recipient’s
address back to the first server to be used during subsequent
transmission of the electronic message. Here, for instance,
after “PCP@LHC” is specified by a physician, a first server
may glean patient identifier information and send a pre-e-
mail to the LHC EMR system to retrieve an intended
recipient address. The LHC EMR system uses the general
recipient descriptor PCP and patient identifier to identify an
address for the patient’s PCP which is transmitted back to
the first server. The first server can either present the
intended recipient address to the physician for selection or
automatically replace the “PCP@LHC” descriptor with the
intended recipient address.

[0075] Moreover, in some cases an affirmation step may
be required where, after a general recipient descriptor is
entered into an address field and prior to transmitting a
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message intended for a recipient, the inventive system uses
the descriptor and contextual information associated with
the message to identify a likely intended recipient and
presents the recipient for selection by the message composer
as opposed to automatically replacing the descriptor with the
recipient’s address. Here, the affirmation requirement is an
added step which should minimize the possibility of a
message being inadvertently transmitted to an incorrect or
unintended recipient.
[0076] In still other cases, when a message composer
selects a send icon to send a message to a recipient identified
via a general descriptor (e.g., PCP), the system may first
resolve a likely intended recipient and provide a recipient
identifier (e.g., a caregiver’s name) for selection prior to
transmission, again requiring an affirmative selection of the
specific recipient prior to transmission.
[0077] As one other example, while patient identifiers or
patient information is described above as the contextual
information used to resolve an intended recipient along with
a general recipient descriptor, other embodiments may use
other types of contextual information from a patient chart or
the like. For instance, a medical facility may have a chil-
dren’s hospital that specializes in treating children under the
age of thirteen. Here, when a PCP designates ENT as a
recipient descriptor in an e-mail associated with a child, the
system may automatically glean the child status from the
patient’s chart and select an ENT specialist at the facility
that works in the children’s hospital as the intended recipient
for the message.
[0078] As still another example, contextual information
may be related to the geographic location of a system that
receives an electronic message. For instance, where a user
composes an electronic message at a first system and speci-
fies “GI 58944~ as the recipient, the system may use the
recipient indication to identify a GI specialist nearest the zip
code 58944 as the intended recipient and may therefore
complete the message address with an address targeting the
intended recipient.
[0079] As another example, an intended recipient need not
be a single individual and instead may be a group of
individuals associated with a single target or recipient
address. For instance, in the above example where a recipi-
ent indicator is “GI 58944, the recipient address may be a
general address for a GI group closest to the specified zip
code, effectively delivering the message to all of the mem-
bers of the group.
[0080] Furthermore, as indicated above, the inventive sys-
tem may be used in many other industries.
[0081] Accordingly, the scope of the invention should be
determined from the following claims and not limited by the
above disclosure.
We claim:
1. A computer-implemented electronic messaging method
comprising the steps of:
receiving an electronic message at a first system, the
electronic message comprising a patient identifier and
a general recipient descriptor indicating a healthcare
provider type of an intended healthcare provider recipi-
ent of the electronic message, the general descriptor
being different from an intended recipient address for
the intended healthcare provider recipient, and the
electronic message, as received, not including the
intended recipient address for the intended healthcare
provider recipient;
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querying an electronic medical system for address infor-
mation of a caregiver corresponding to the patient
identifier and the general recipient descriptor at the first
system,

identifying the intended recipient address for the intended

healthcare provider recipient of the electronic message,
based upon the healthcare provider type and the con-
textual information; and

after identifying the intended recipient address, delivering

the electronic message to the intended healthcare pro-
vider recipient at the intended recipient address;
wherein the healthcare provider type includes one or more
of a primary care physician, a nurse, a specialist, a
medical assistant, a pediatrician, a radiologist, a phar-
macist, a surgeon and an emergency room physician.

2. The computer-implemented electronic messaging
method of claim 1 wherein the patient identifier comprises
a token included in the electronic message.

3. The computer-implemented electronic messaging
method of claim 2 wherein the step of obtaining a patient
identifier includes obtaining the patient identifier from a
patient chart.

4. The computer-implemented electronic messaging
method of claim 3 wherein the step of obtaining the patient
identifier from a patient chart includes obtaining the patient
identifier from a patient chart most recently accessed by a
healthcare provider composing the electronic message.

5. The computer-implemented electronic messaging
method of claim 1 further comprising the step of step of
gleaning contextual information from information in the
electronic message.

6. The computer-implemented electronic messaging
method of claim 1 wherein the step of using the healthcare
provider type and the patient identifier to identify the
intended recipient address for the intended healthcare pro-
vider recipient of the electronic message includes the steps
of associating a patient chart with the electronic message,
identifying a healthcare provider of the healthcare provider
type indicated in the patient chart and identifying an elec-
tronic address for the identified healthcare provider.

7. The computer-implemented electronic messaging
method of claim 6 wherein the step of receiving an elec-
tronic message at a first system includes composing the
electronic message at a second system where the electronic
message specifies the healthcare provider type and includes
the patient identifier, and transmitting the electronic message
to the first system.

8. The computer-implemented electronic messaging
method of claim 6 wherein the step of receiving an elec-
tronic message at a first system includes receiving the
electronic message as the message is entered and prior to
transmission of the electronic message.

9. The computer-implemented electronic messaging
method of claim 1 wherein the electronic message is com-
posed using the first system.
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10. The computer-implemented electronic messaging
method of claim 1 wherein the electronic message is com-
posed using a second system separate from the first system
and wherein the step of receiving the electronic message
includes receiving the electronic message from the second
system at the first system.

11. The computer-implemented electronic messaging
method of claim 1 wherein the specialist includes one or
more of a cardiac specialist, an ear, nose, and throat spe-
cialist, a pulmonary specialist, an endocrinology specialist,
an anesthesiology specialist, and a podiatry specialist.

12. The computer-implemented electronic messaging
method of claim 1 wherein the general recipient descriptor
further indicates a healthcare location associated with the
intended healthcare provider recipient, wherein the health-
care location includes one or more of a hospital, a healthcare
cooperative, an emergency room, a surgery department, a
pharmacy, and a laboratory; and

wherein the intended recipient address for the intended

healthcare provider recipient of the electronic message
is identified based upon the healthcare location as well
as the healthcare provider type and the contextual
information.

13. The computer-implemented electronic messaging
method of claim 1 further including the step of providing the
intended recipient address to facilitate delivery of the elec-
tronic message to the intended healthcare provider recipient.

14. The computer-implemented electronic messaging
method of claim 13 wherein the step of providing the
intended recipient address includes automatically inserting
the intended recipient address in an address field in the
electronic message.

15. The computer-implemented electronic messaging
method of claim 13 wherein the step of providing the
intended recipient address includes presenting the intended
recipient address for selection as a target address for the
electronic message.

16. The computer-implemented electronic messaging
method of claim 1 wherein the step of using the healthcare
provider type and the patient identifier to identify the
intended recipient address for the intended healthcare pro-
vider recipient of the electronic message includes using the
healthcare provider type and the patient identifier to identify
at least two intended recipient addresses for intended health-
care provider recipients of the electronic message.

17. The computer-implemented electronic messaging
method of claim 1, further comprising the steps of providing
contextual information in the message and evaluating con-
textual information to identify a geographic information
associated with the location of the first system.

18. The computer-implemented electronic messaging
method of claim 2, further comprising the step of providing
a token on a card carried by the patient and reading the token
into the electronic medical records system.
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