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Description
[TECHNICAL FIELD]

[0001] The present invention relates to a secure sum-of-product computation method, a secure sum-of-product com-
putation system, a computation apparatus and programs therefor for performing data processings, particularly, a mul-
tiplication computation and a sum-of-product computation, while concealing data by secret sharing.

[BACKGROUND ART]

[0002] In the field of management and operation of so-called sensitive information, such as customer information and
management information, the information to be managed is increasing in variety, and the information processing tech-
nology such as cloud computing is changing, so that measures to ensure security and privacy are becoming more
important. Recently, the secret sharing art has become popular to prevent leakage of information by distributing the
information among plural sites. Besides, a secure functional computation (a multi-party protocol) for deriving a specified
computation result without reconstructing the distributed information is also being developed for commercialization. The
secret sharing art is effective as a measure to ensure security when storing information but has a risk of leakage of
information when using the information, because the information generally needs to be reconstructed for use. In view
ofthe presence of such arisk of leakage of information, the secure functional computation can uses distributed information
as operands for computation instead of the original input values and does not need to reconstruct the original input
values at all in the computation process. Therefore, the secure functional computation can be said to be an advanced
security art that maintains the functionality of the secret sharing art even when the information is used.

[0003] A prior art for performing a multiplication while concealing information is a multiplication protocol described in
Non-Patent literature 1. A prior art for performing a sum-of-product computation while concealing information is a com-
bination of a multiplication protocol and an addition protocol. These protocols are 3-party secure functional computation
protocols that derive a result of an arithmetic/logical operation by cooperative computation by three parties (three com-
puting entities) without reconstructing a shared input value. In the 3-party secure functional computation protocol, data
is treated as a natural number smaller than a predetermined prime number p. To conceal data, which will be denoted
as "a", the data a is divided into three fragments in such a manner that the fragments satisfy the following condition.

a=apta;+a; mod p

In practice, random numbers ay and a, are generated, and arelation holds: a,=a-ay-a4. Then, arandom number sequence
(ag, a4) is transmitted to a party X of the three parties, a random number sequence (a4, a,) is transmitted to a party Y
of the three parties, and a random number sequence (a,, a,) is transmitted to a party Z of the three parties. Since a,
and a, are random numbers, any of the parties X, Y and Z does not have information about the data a. However, any
two of the parties can cooperate to reconstruct the data a.

[0004] Since the concealment is an additive distribution, the shared value can be equally reconstructed before or after
addition of its fragments because of the interchangeability. That is, the addition and the constant multiplication of the
distributed fragments can be achieved without communications. If a multiplication can additionally be performed, a logical
circuit can be formed, and any computation can be performed. The multiplication needs communications and random
number generation and therefore is a bottleneck of the 3-party secure functional computation.

[PRIOR ART LITERATURE]
[NON-PATENT LITERATURE]

[0005] Non-patent literature 1: Koji Chida, Koki Hamada, Dai lkarashi, Katsumi Takahashi, "A Three-Party Secure
Function Evaluation with Lightweight Verifiability Revisited", CSS2010, 2010.

[SUMMARY OF THE INVENTION]
[PROBLEMS TO BE SOLVED BY THE INVENTION]

[0006] In the 3-party secure functional computation, the multiplication and the sum-of-product computation requires
communications and random number generation and therefore are a bottleneck in the computation processing.
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[0007] More specifically, the conventional multiplication protocol requires two rounds of communications. In addition,
the computation amounts and the communication amounts of the three parties are not symmetrical to each other, so
that a different program needs to be implemented in each party. As a result, the implementation cost increases. In
addition, the part where the computation amount and the communication amount are at the maximum constitutes a
bottleneck. In addition, the sum-of-product computation generally requires a large amount of communications.

[0008] An object of the present invention is to provide a secure sum-of-product computation method, a secure sum-
of-product computation system, a computation apparatus and a program therefor that can quickly perform a multiplication
and a sum-of-product computation and can be readily implemented.

[MEANS TO SOLVE THE PROBLEMS]

[0009] A secure sum-of-product computation method according to the present invention is a secure sum-of-product
computation method used for performing a sum-of-product computation of data strings Ay = (a0, ..., 80,30.1), A1 =
(alq, ..., @lyzq-¢) @and A, = (a2, ..., a2,4».1) and data strings By = (b0, ..., b0,pg.1), B4 = (b1g, ..., b1,p1-4) @and By
(b2, ..., b2,55.1) by cooperative computation by three computation apparatuses, which are a party X, a party Y and a
party Z, the sum-of-product computation being expressed as

[FORMULA 1]

Z(eOOiO,jO -a0,,-00;0) + Z(eOIiO,jO ~a0;,-b1;) + Z(elon,jo -al; b0 ,,)

i0,j0 i0, j1 i1,j0

+ D (el -al, bl + D (el2, ,-al,-b2,)+ D (21, a2, bl )
i, ji i1,j2 i2,j1

+ D(€22;; 1502, -b2,,)+ D (€20, ;- a2, -b0,0) + D (€02, ,,-a0,4-b2 ;)
i2,j2 i2,j0 i0, 2

(i10=0,..,na0-1,i1 =0, ..., nal-1,i2 =0, .., na2-1,j0=0, ..., nb0-1, j1 =

0,...,nb1-1,andj2=0, ..., nb2-1, na0, na1, na2, nb0, nb1 and nb2 represent natural numbers), and comprises a party-
Xrandom number generation step, a party-X first computation step, a party-X second computation step, a party-Y random
number generation step, a party-Y first computation step, a party-Y second computation step, a party-Z random number
generation step, a party-Z first computation step and a party-Z second computation step.

[0010] In the processing, the data strings Ag, A4, By and B4 are input to the party X, the data strings Ay, Ay, B4 and
B, are input to the party Y, and the data strings A,, A, B, and B are input to the party Z.

[0011] In the party-X random number generation step, the party X generates a number ry and transmits the number
to the party Y.

[0012] In the party-X first computation step, the party X computes a value cy according to

[FORMULA 2]
Cy = Z(emio,jl -a0, -bl,)+ Z(elow -al, b0 )+1y
10,1 il,j0

(e01jg 1 and e10; jg represent any numbers) and transmits the value to the party Z.
[0013] In the party-X second computation step, the party X receives a number r; from the party Z and a value cy from
the party Y, computes values cy and ¢4 according to
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[FORMULA 3]
Co = D, (€00;5 520y -b0jy) +cx — 17
i0,j0
C; = Z(el Ly -aly -bly)+coy —1x
iLjl

(€00;g j and e11; jy represent any numbers) and outputs the values.

[0014] In the party-Y random number generation step, the party Y generates a number ry and transmits the number
to the party Z.

[0015] In the party-Y first computation step, the party Y computes the value ¢y according to

[FORMULA 4]
Cy = Z(euﬂ,j2 caly - b2,)+ D (€21, -a2;, -bl ) +1y
il,j2 i2,j1

(e12;1 j, and e21j, ;4 represent any numbers) and transmits the value to the party X.
[0016] In the party-Y second computation step, the party Y receives the number ry from the party X and a value ¢,
from the party Z, computes values ¢4 and ¢, according to

[FORMULA 5]

c, =2 (ell;; -al; -bl)+cy — 1y
il,j1
12,52
(e22;, ;, represents any number) and outputs the values.
[0017] In the party-Z random number generation step, the party Z generates the number r; and transmits the number

to the party X.
[0018] In the party-Z first computation step, the party Z computes the value c; according to

[FORMULA 6]
c; = ) (20, -a2;, -b0,y) + D (02, -a0;y - b2 D)+,
12,30 i0,52

(e20;5 jp and €02 j, represent any numbers) and transmits the value to the party Y.
[0019] In the party-Z second computation step, the party Z receives the number ry from the party Y and the value cy
from the party X, computes the values ¢y and ¢, according to
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[FORMULA 7]
i0,]0
Cy =D (€22, ,-22,-b2,)+c, — 1y
2,2

and outputs the values.
[EFFECTS OF THE INVENTION]

[0020] The secure sum-of-product computation methods, the secure sum-of-product computation systems, the com-
putation apparatuses and the programs therefor according to the present invention can quickly perform a multiplication
and a sum-of-product computation, and the programs can be readily implemented because the processings performed
by the parties are symmetrical to each other.

[BRIEF DESCRIPTION OF THE DRAWINGS]
[0021]

Fig. 1 is a diagram showing an example of a configuration of a secure sum-of-product computation system 100;
Fig. 2is a diagram showing an example of aflow of a processing performed by the secure sum-of-product computation
system 100;

Fig. 3 is a diagram showing an example of an internal configuration of each party of the secure sum-of-product
computation systems 100 and 200;

Fig. 4 is a diagram showing an example of a configuration of a secure sum-of-product computation system 200;
Fig. 5is a diagram showing an example of aflow of a processing performed by the secure sum-of-product computation
system 200;

Fig. 6 is a diagram showing an example of a configuration of a secure sum-of-product computation system 300;
Fig. 7 is a diagram showing an example of aflow of a processing performed by the secure sum-of-product computation
system 300;

Fig. 8 is a diagram showing an example of an internal configuration of each party of the secure sum-of-product
computation systems 300, 400 and 500;

Fig. 9 is a diagram showing an example of a configuration of secure sum-of-product computation systems 400 and
500;

Fig. 10 is a diagram showing an example of a flow of a processing performed by the secure sum-of-product com-
putation systems 400 and 500;

Fig. 11 is a diagram showing an example of a configuration of a secure sum-of-product computation system 600;
Fig. 12 is a diagram showing an example of a flow of a processing performed by the secure sum-of-product com-
putation system 600;

Fig. 13 is a diagram showing an example of an internal configuration of each party of the secure sum-of-product
computation systems 600, 700 and 800;

Fig. 14 is a diagram showing an example of a configuration of secure sum-of-product computation systems 700 and
800;

Fig. 15 is a diagram showing an example of a flow of a processing performed by the secure sum-of-product com-
putation systems 700 and 800;

Fig. 16 is a diagram showing an example of a configuration of secure sum-of-product computation system 900, 910
and 920; and

Fig. 17 is a diagram showing an example of a flow of a processing performed by the secure sum-of-product com-
putation system 900, 910 and 920.

[DETAILED DESCRIPTION OF THE EMBODIMENTS]

[0022] In the following, embodiments of the present invention will be described in detail.
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[FIRST EMBODIMENT]

[0023] Fig. 1 shows an example of a configuration of a secure sum-of-product computation system 100, and Fig. 2
shows an example of a flow of a processing performed by the secure sum-of-product computation system 100. The
secure sum-of-product computation system 100 comprises a party X, a party Y and a party Z, which are computation
apparatuses that perform symmetric computation processings.

[0024] A secure sum-of-product computation according to the present invention is achieved by the three computation
apparatuses, the parties X, Y and Z, cooperating to perform sum-of-product computations of data strings Ag = (a0, ...,
a0,,50-1): Aq = (alg, ..., @l 51-¢) @and Ay = (a2, ..., @2,,0.4) and data strings By = (b0, ..., bOpp0.1), B1 = (b1g, ..., b11p1-1)
and B, = (b2, ..., b2,,,_1). Note that na0, na1, na2, nb0, nb1 and nb2 represent natural numbers.

[0025] As shown in Fig. 3, each party has random number generation means 101, first computation means 102 and
second computation means 103. In Fig. 3, a subject party is denoted as P, and other parties are denoted as P_and P,.
Specifically, when the subject party is the party X, another party P_is the party Z, and the remaining party P, is the party
Y. When the subject party is the party Y, another party P_is the party X, and the remaining party P,is the party Z. When
the subject party is the party Z, another party P_is the party Y, and the remaining party P, is the party X. In this specification,
the relationship between the subject party P and the other parties P_ and P, that does not change depending on which
of the parties serves as the subject party P is expressed as "symmetric (symmetrical)". And a processing performed by
the parties in such a relationship is referred to as a "symmetric processing" or expressed as "symmetric (symmetrical)".
[0026] In the following, details of a cooperative computation processing performed by each party will be specifically
described. First, data strings Ag, A4, Bg and B are input to the party X, data strings A4, A, B4 and B, are input to the
party Y, and data strings A,, Ay, B, and B are input to the party Z (S1).

[0027] Then, the party X performs the following processing. The random number generation means 101 first generates
a random number ry and transmits the random number to the party Y (S§2-1). Then, the first computation means 102
computes a value cy according to

[FORMULA 8]
cx = > (€01, -a0, -bl, )+ D> (€10, -al, -b0 ) +1y
10,]1 11,30
and transmits the value cy to the party Z (S2-2). Note that i0 =0, ..., na0-1,i1 =0, ..., na1-1,j0 =0, ..., nb0-1,j1 =0, ...,

nb1-1, and e01jy;; and e10;4 ;5 each represent any number. The second computation means 103 receives a random
number r, from the party Z and a value ¢y from the party Y and computes values ¢, and ¢4 according to

[FORMULA 9]
10,j0
il,)1
and outputs the values ¢, and ¢, (S3). Note that e00;y ;, and e11;4 ;; each represent any number.
[0028] The party Y performs the following processing. The random number generation means 101 first generates a

random number ry and transmits the random number to the party Z (S4-1). Then, the first computation means 102
computes the value cy according to

[FORMULA 10]

Cy = Z(euﬂ,j2 -aly - b2,)+ Z(ezhz,j, ‘a2, -bly)+ry

i1, j2 i2,jl
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and transmits the value cy to the party X (S4-2). Note thati2 =0, ..., na2-1, j2 = 0, ..., nb2-1, and e12; ;, and e21;
each represent any number. The second computation means 103 receives the random number ry from the party X and
a value ¢ from the party Z and computes values ¢4 and ¢, according to

[FORMULA 11]
¢ = Z(el Lyj-aly -bly)+ey —1x

iL,jl

C, = 21(6221-2,j2 ‘a2, -b2j2) +c, Ty

i2,j2

and outputs the values ¢, and ¢, (S5). Note that 22, ;, represents any number.

[0029] The party Z performs the following processing. The random number generation means 101 first generates the
random number r; and transmits the random number to the party X (S6-1). Then, the first computation means 102
computes the value ¢z according to

[FORMULA 12}

€z = Z(ezoi2,j0 +a2;, -b0,) + Z(eozio,jz -a0;-b2,) +1,
12,50 i0,j2 :
and transmits the value c; to the party Y (S6-2). Note that e20;, ;o and €02, j, represent any numbers. The second

computation means 103 receives the random number ry from the party Y and the value cy from the party X and computes
values ¢, and c, according to

[FORMULA 13]
cy = Z(eooio,jo -a0;p - b0j) +cx — 15

i0,j0

Cy =D (€22, ,-32,-b2,)+¢, — 1y

i2,j2

and outputs the values cq and ¢, (S7). Note that the series of steps S2-1 and S2-2, the series of steps S4-1 and S4-2
and the series of steps S6-1 and S6-2 can be performed in parallel, and the steps S3, S5 and S7 can also be performed
in parallel.

[0030] Then, the total sum of the values ¢, ¢4, and ¢, output from the parties X, Y and Z can be computed to obtain
a sum-of-product computation result as expressed by the following formula.
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[FORMULA 14]

c,t¢ +c, =

Z(eooio,jo -a0,-50,,) + Z(eOIiO,jO -a0, -b1;)+ Z(el 0i1,j0 -l -0050)

i0,50 i0, 51 il,j0

+D (el 4 -al,y -bl)+ D (el2, ,-al, -b2,,)+ D (€21, a2, -bl )
il, j1 il,j2 i2,j1

+ D (€22, ;a2 b2 )+ D (€20, -a2;, -b0,,) + D (€02, ., a0, -b2 ;)
i2,j2 i2,j0 i0,j2

In the processing described above, hash values or other values can be substituted for the random numbers.

[0031] The effect of the method according to the present invention will be compared with that of the method described
in Non-Patentliterature 1. Most of the computations in Non-Patent literature 1 are involved withrandom number generation
and encryption and decryption for communications in the case where no physical secure channels are available. The
amount of computations for encryption and decryption agrees with the amount of communications, so that the efficiency
can be evaluated by observing the number of random numbers generated and the amount of communications.

[0032] In the case where an addition is performed after repeatedly performing multiplications as described in Non-
Patent literature 1, the number of random numbers generated and the amount of communications are proportional to
the number of elements of the input data strings. In the method according to the present invention, the parties X, Y and
Z each generate only one random number and transmit only two pieces of data to the other parties. In addition, the
processings performed by the parties X, Y and Z are symmetrical to each other, so that common programs can be
implemented in all the parties, and the implementation cost can be reduced.

[SECOND EMBODIMENT]

[0033] A second embodiment is a specific example of the first embodiment, in which na0 = na1 = na2 = nb0 = nb1 =
nb2 = n (n represents an integer equal to or greater than 1), and e00 =e01=e10=e11 =e12 = e21 =22 =20 =e02
= 1. Fig. 4 shows an example of a configuration of a secure sum-of-product computation system 200 according to this
embodiment, and Fig. 5 shows an example of a flow of a processing performed by the secure sum-of-product computation
system 200. The secure sum-of-product computation system 200 comprises a party X, a party Y, a party Z, a data string
decomposition and supply part 210 and an output part 220. Each party has random number generation means 101, first
computation means 102 and second computation means 103 as in the first embodiment as shown in Fig. 3.

[0034] The secure sum-of-product computation system 200 performs a sum-of-product computation

[FORMULA 15]

for two data strings A = (a, ..., a,.q) and B = (by, ..., b,_1) comprising elements a;and b; (i =0, ..., n-1), which are natural
numbers smaller than a prime number p while concealing the contents of the data strings through cooperative computation
by the three computation apparatuses, the parties X, Y and Z (the sum-of-product computation is a multiplication of a
and b in the case where n = 1).

[0035] Specifically, the data string decomposition and supply part 210 decomposes the input data strings A and B in
such a manner that each element a; and b; satisfy conditional formulas g, = a0;+a1;+a2, mod p and b; = b0;+b1;+b2; mod
p (a0;, a1;, b0; and b1, represent random numbers, and p represents a prime number) and supplies data strings Aj =
(a0g, ..., a0,.1), Aq = (aly, ..., al,4), Bg = (bOy, ..., bO,_4) and B4 = (b1, ..., b1,4) to the party X, the data strings A, A,
= (a2, ..., @2,.q), Byand B, = (b2, ..., b2,,_4) to the party Y, and data strings A,, Ay, B, and By to the party Z (S11).
[0036] Then, the party X performs the following processing. The random number generation means 101 first generates
a random number ry and transmits the random number to the party Y (S12-1). Then, the first computation means 102
computes a value cy according to
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[FORMULA 16]

Cx =Z:(a0i -bl, +al, -b0,) +ry

and transmits the value cy to the party Z (S12-2). Then, the second computation means 103 receives a random number
r, from the party Z and a value ¢y from the party Y and computes values ¢y and ¢4 according to

[FORMULA 17]
o = Z(aoi -b0,)+cy —1,

C, =Z(a1i -bl.)+cy —1y

1
and outputs the values ¢, and ¢, (S13).
[0037] The party Y performs the following processing. The random number generation means 101 first generates a

random number ry and transmits the random number to the party Z (S14-1). Then, the first computation means 102
computes the value cy according to

[FORMULA 18]

Cy =Z(ali b2, +a2,-bl,)+r,

1

and transmits the value cy to the party X (S 14-2). Then, the second computation means 103 receives the random
number ry from the party X and a value ¢z from the party Z and computes values ¢, and ¢, according to

[FORMULA 19]
C, =Z(ali -bl.)+cy — 1y
¢, =Y (a2,-b2))+c, -1y

and outputs the values ¢4 and ¢, (S15).

[0038] The party Z performs the following processing. The random number generation means 101 first generates the
random number ry and transmits the random number to the party X (S16-1). Then, the first computation means 102
computes the value ¢, according to

[FORMULA 20]

c, =Z(azi b0, +a0, -b2.) +r,

1

10
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and transmits the value ¢ to the party Y (S16-2). Then, the second computation means 103 receives the random number
ry from the party Y and the value cy from the party X and computes values cy and ¢, according to

[FORMULA 21]
co=.(a0;-b0,)+cx — 1,

¢, =) (a2;-b2)+c, 1y

1

and outputs the values ¢y and ¢, (S17). Note that the series of steps S12-1 and S12-2, the series of steps S14-1 and
S14-2 and the series of steps S16-1 and S16-2 can be performed in parallel, and the steps S 13, S15 and S17 can also
be performed in parallel.

[0039] Then, the output part 220 computes the total sum (cy+c4+c,) of the values cg, ¢4 and ¢, output from the parties
X, Y and Z and outputs the total sum.

[0040] The following relation holds.

[FORMULA 22]

Co+C; +C, = ) (a0, -b0, +a0; -bl; +al; - b0,)

+ Y (al; -bl; +al; -b2, +a2, -bl,)
+ z:(a2i b2, +a2,-b0. +a0, -b2,)

=Y (a0, +al; +a2,)(b0; +bl; +b2,)

:Zai-bi

From the relation above, it can be seen that the sum-of-product computation (a multiplication of a and b in the case
where i = 1) has been correctly done.

[0041] In the processing described above, hash values or other values can be substituted for the random numbers.
The data string decomposition and supply part 210 and the output part 220 can be provided in an apparatus other than
the parties or provided in any one or more of the apparatuses serving as the parties.

[0042] The effect of the method according to the present invention will be compared with that of the method described
in Non-Patent literature 1. Concerning the multiplications, in the method described in Non-Patent literature 1, two rounds
of communications are required (the term "round" means the number of times that each of the parties X, Y and Z
performing parallel processing needs to wait for the other parties to complete their respective processings), and the
party X generates one random number and transmits four pieces of data, and the parties Y and Z generate no random
number and transmit one piece of data. On the other hand, according to the present invention, one round of communi-
cations is required, and all the parties X, Y and Z generate one random number and transmit two pieces of data. That
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is, the number of rounds is reduced to a half. In addition, the number of random numbers generated and the number of
pieces of data transmitted are the same as those in the method described in Non-Patent literature 1, it can be said that
the bottleneck is reduced because the processings performed by the parties X, Y and Z are symmetrical to each other.
[0043] Concerningthe sum-of-product computation, in the case of the method of performing an addition after repeatedly
performing multiplications described in Non-Patent literature 1, the number of random numbers generated and the
amount of communications are proportional to the number of elements of the input data strings. However, in the case
of the method according to the present invention, the parties X, Y and Z each generate only one random number and
transmit only two pieces of data to the other parties. Since the processings for any computations performed by the parties
X, Y and Z are symmetrical to each other, the implementation cost can be reduced.

[THIRD EMBODIMENT]

[0044] According to a third embodiment, a misuse detection function is added to the configurations for performing a
sum-of-product computation according to the first and second embodiments. Fig. 6 shows an example of a configuration
of a secure sum-of-product computation system 300, and Fig. 7 shows an example of a flow of a processing performed
by the secure sum-of-product computation system 300. The secure sum-of-product computation system 300 comprises
aparty X, aparty Y and a party Z, which are computation apparatuses that perform symmetric computation processings.
[0045] A secure sum-of-product computation according to the present invention is achieved by the three computation
apparatuses, the parties X, Y and Z, cooperating to perform a total of m sets of sum-of-product computations of data
strings Aq_0 = (a0 g, .-, @80y_nao-1): Ag—1 = (@1 g: - @lgnat-1) @nd Aq 5 = (82 o, -, @2y nap-1) @nd By ¢ = (b0 o, -,
b0y_nbo-1), Bq 1 = (b1g g, - g np1-1) @nd By 5 = (b2 o, ..., b24 npo.1) (@ =0, ..., m-1, and m represents an integer
equal to or greater than 1) (the sum-of-product computations are performed in parallel in the case where m is equal to
or greater than 2). Note that na0, na1, na2, nb0, nb1 and nb2 represent natural numbers.

[0046] As shown in Fig. 8, each party has first random number generation means 301, first computation means 302,
second computation means 303, second random number generation means 304, third computation means 305, fourth
computation means 306 and misuse detection means 307. In Fig. 8, provided that any of the apparatuses described
above is a party P, when the party P is the party X, a party P_is the party Z, and a party P, is the party Y, and subscripts
Op, 1p and 2p correspond to numerals 0, 1 and 2, respectively. When the party P is the party Y, the party P_is the party
X, and the party P, is the party Z, and the subscripts Op, 1p and 2p correspond to numerals 1, 2 and 0, respectively.
When the party P is the party Z, the party P_ is the party Y, and the party P, is the party X, and the subscripts Op, 1p
and 2p correspond to numerals 2, 0 and 1, respectively.

[0047] In the following, details of a cooperative computation processing performed by each party will be specifically
described. Steps S21to S27 correspond to the sum-of-product computation processing according to the firstembodiment,
and steps S28 to S39 are involved in a misuse detection processing. It is assumed that the parties X and Y previously
share a random number Sq 2> the parties Y and Z previously share a random number Sq x> and the parties Z and X
previously share a random number Sq_y- First, data strings Aq_o, Aq_1, Bq_0 and Bq_1 are input to the party X, data
strings Aq_ 1, Aq_ 2, Bq 1 and By , are input to the party Y, and data strings A, 5, Ay o, By 2 and By ( are input to the
party Z (S21).

[0048] Then, the party X performs the following processing. The first random number generation means 301 first
generates a random number ry x and transmits the random number to the party Y (S22-1). Then, the first computation
means 302 computes a value ¢, x according to

[FORMULA 23]
Cux = 2, (€01 00, -a0 o bl )+ D (€10, ;50 -al ;b0 o) +1, «
q_i0,q_j1 q_il,q joO

and transmits the value Cq X to the party Z (S22-2). Note thati0 =0, ..., na0-1,i1 =0, ..., na1-1,j0 =0, ..., nb0-1, and j1
=0, ...,nb1-1,ande01, jo 4 j1ande10, j; 4 jo €ach representany number. The second computation means 303 receives
arandom numberr, 7 from the party Zand a value ¢, y fromthe party Y and computes values ¢, gand ¢, ; according to
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[FORMULA 24]
q_i0,q j0
q il,q j1

and outputs the values ¢y g and cq ( (S23). Note that €00 jo 4 jo and e11, i1, 9_j; represent any numbers.

[0049] The party Y performs the following processing. The random number generation means 301 first generates a
random number ry y and transmits the random number to the party Z (S24-1). Then, the first computation means 302
computes the value c,, y according to

[FORMULA 25]

Covy ™ Z(elzq_il,qJZ 'alrLil -b2q_i2)+ Z(ezchiz,q_jl 'azq_iz 'blq_jl)+rq_y

q_il,q j2 q_i2,q_jl

and transmits the value Cq v to the party X (S24-2). Note thati2 =0, ..., na2-1and j2 =0, ..., nb2-1, and e12q_i1yq_j2 and
€214 ip,q_j1 represent any numbers. The second computation means 303 receives the random number r, yx from the

party X and a value ¢, 7 from the party Z and computes values ¢, 1 and ¢4 _, according to the following formula (S25).

[FORMULA 26]
q il,q jl
q.i2,q j2

Note that €22, j, , i, represents any number.

[0050] The party Z performs the following processing. The random number generation means 301 first generates the
random number ry 7 and transmits the random number to the party X (S26-1). Then, the first computation means 302
computes the value ¢, 7 according to

[FORMULA 27]
Coz = Z (€20 554 jo 324 1, *b0G )+ z (€02, j0q 2824 * 00 o) +1, 5
' q_i2,q jO q i0,q j2

and transmits the value cq_z to the party Y (S26-2). Note that €20, ;5 4 jo and €02 jo 4 o represent any multipliers. The
second computation means 303 receives the random number fo Y from the party Y and the value Cq X from the party X
and computes values Cq 0 and Cq 2 according to the following formula (S27).
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[FORMULA 28]
Z(eooq_lo q jo an_]O bO 0) + cq_X cLZ
q_i0,q_jo
D (€22 g ina2 b2 p)HC Ty
q i2,q j2

Note that the series of steps S22-1 and S22-2, the series of steps S24-1 and S24-2 and the series of steps S26-1 and
S26-2 can be performed in parallel, and the steps S23, S25 and S27 can also be performed in parallel.

[0051] Following the steps S21 to S27, each party performs a misuse detection processing as described below.
[0052] A processing performed by the party X will be described. First, the second random number generation means
304 generates a random number sequence (aY1q o, ..., @Y1y n51.4) @and a random number p, and transmits the random
number sequence and the random number to the party Y, and generates a random number sequence (aZOq_O,
aZ0q_nao-1) and transmits the random number sequence to the party Z (S28). Then, the third computation means 305
computes arandom number sequence (aZ0q g-Sq 7'@0q g, -, @Z0q na0-1-Sq_z"804_nao-1), transmits the random number
sequence to the party Y, receives a random number sequence (aX1 o, ..., aX1q naq.1) from the party Y and a random
number sequence (aXOy g, ..., @XOq pg.1) from the party Z, computes a random number sequence
(aY1q 08q y'alg_gs - Y 1g nat1-1-Sq_y'@1q nat-1) @nd a value vy according to

[FORMULA 29]

Z(emq_io,q_j, aX0, ,o-bl, )+ Z(eloq_ﬂ,q_w caX1, b0, o)+ Py

i0,jl,q i1,j0,q

and transmits the random number sequence and the value to the party Z (S29). Then, the fourth computation means
306 receives a random number sequence (022 g-Sq 7'82q o, - @224 nap-1-Sq_z'82q_na2-1) fromthe party Y and a value
pz from the party Z, computes a value

[FORMULA 30]

Yz = Z{CZO ing_jo (A2 1 =8 782y ) 00y _j0—Sq_2 rq—Z}+pZ

i2,j0,q

and transmits the value to the party Y (S30). Then, the misuse detection means 307 receives a value yy from the party
Y, a value vy and a random number sequence (Y2, ¢-Sq ya2q . - AY2q na2.1-Sq y'@2q nap-1) from the party Z,
computes

[FORMULA 31]

Z{eZIq_ilq_J‘l (OLY2 Sq_v 32 17) blq il T8q v Cq Y}—YY-I"Y’Y’

i2,jlq

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
valuescy  and ¢, 1 if the computation result is 0 (S31).

[0053] Next, a processing performed by the party Y will be described. First, the second random number generation
means 304 generates a random number sequence (aZ2 g, ..., 022y n42.1) @nd a random number py and transmits the
random number sequence and the random number to the party Z, and generates a random number sequence (a.X1 q 0 -
aX14_nat-1) @nd transmits the random number sequence to the party X (S32). Then, the third computation means 305
computes a random number sequence (aX1y g-8q x'alg g - 0X1y na1.1-Sq x@1q na1-1), transmits the random number
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sequence to the party Z, receives a random number sequence (Y1 g, ..., aY14 151.4) from the party X and a random
number sequence (aY2y g, ..., aY2y 44p4) from the party Z, computes a random number sequence
(aZ2y g-Sq 7824 o, -y L2 nap.1-Sq 782 _na2-1) @nd a value

[FORMULA 32]

Z(elzq_il,q_j2 oYl b2, )+ Z(e21q_i2,q_ 4 0Y2 bl ) +py

il,j2,q i2,jl,q

and transmits the random number sequence and the value to the party X (S33). Then, the fourth computation means
306 receives the random number py from the party X and a random number sequence (aX0q g-sq x'a0q g, ---,
X0 nao-1-Sq_x"80q_nao-1) from the party Z, computes a value

[FORMULA 33]

Yx = Z{e()lq_io,q_jl (aXO Sq_x a0, 10) bl Sq_x rq_x}'*'px

i0,jl,q

and transmits the value to the party Z (S34). Then, the misuse detection means 307 receives a value y'; and a random
number sequence (aZ0q g-Sq_z'a0q ¢, ---s @204 nag-1-Sq z'@0q_nao-1) from the party X and a value yz from the party Z,
computes

[FORMULA 34]

Z{eozq_io,q_j” (G’ZO q Z aO 10) b2q )2+Sq Z C Z}-YZ+Y’Z’

i0,j2,q

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, ¢ and ¢, , if the computation result is 0 (S35).

[0054] Next, a processing performed by the party Z will be described. First, the second random number generation
means 304 generates a random number sequence (X0 , ..., aX0y n40.1) @nd a random number p and transmits the
random number sequence and the random number to the party X, and generates arandom number sequence (aYZq_O,
aY2y na2.1) @nd transmits the random number sequence to the party Y (S36). Then, the third computation means 305
computes a random number sequence (Y24 g-Sq y'a2q g, .-, &Y2q na2-1-Sq_y'@2q_naz-1), transmits the random number
sequence to the party X, receives a random number sequence (aZ0y o, ..., @Z0y_nap.1) from the party X and a random
number sequence (aZ2g g, .., 0Z2q na.q) from the party Y, computes a random number sequence

(aX0q g-8q x'@0q ¢, -+ @X0g nag-1-Sq x'@04_nao-1) @nd a value yz according to

[FORMULA 35]
| Zoj(ezoq_iz’q_jo c0Z2, ;,-b0, o)+ 0Z(eozq_m’q_j2 -aZ0, 4-b2, ;,)+p;
i2,j0,q 10,j2,q

and transmits the random number sequence and the value to the party Y (S37). Then, the fourth computation means
306 receives a random number sequence (a1, g-Sq y@lg o, - &Y 1q nat-1-Sq_v'@lq_nat-1) from the party X and a
value py from the party Y, computes a value v’y according to
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[FORMULA 36]

ylﬁ( = 2{612 _il,q_j2 ((X'Yl q Y al 11) b2 q Y I.q_Y}-i-pY

il,j2,q9

and transmits the value to the party X (S38). Then, the misuse detection means 307 receives the value yy from the party
X and the value v’y and a random number sequence (aX1, o-sq x'al aX1 1-Sq_x-al from the party
Y, computes

q_0r = q_nail- q_na1-1)

[FORMULA 37]

Z{elo _il,q_j0 (G’XI q X al 11) bO 30+Sq X C X}—YX+Y;(’

i1,j0,q

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, , and cq g if the computation result is 0 (S39).

[0055] If no mlsuse detection occurs, the total sum of the values ¢ o, ¢, 1 and ¢, , output from the parties X, Y and
Z can be computed to obtain a sum-of-product computation result as expressed by the following formula.

[FORMULA 38]

CqotCi 1+tC 2 =
_OZ:(:OOq_io,qu ‘an_io 'qu_io) + ;(?O]LiO,UI -a0, 5 ’blq_jl)

qQ_19.q.) Qg j

+ ;gfloq_wo -aly ;b0 o) + Z(]el 1y it @l -blg )
qQ1L.q) qi1,9)

+ ;(SIZLiI,UZ -al, ;b2 )+ Z(le21q_i2,q_i1 -a2 ;5 bl ;)
qil,q j qQi2,qj

+ .22‘,(:22@2,“.2 -a2, b2, )+ ;(520@2,@0 -a2, b0, o)
q.12.9 ] q.1.9 )

+ Z(eozq_io,q_jz -a2g 5 -b0, )
q i0,q j2

In the processing described above, hash values or other values can be substituted for the random numbers.

[0056] The misuse detection according to the present invention is performed once for one multiplication, one sum-of-
productcomputation or a set of multiplications or sum-of-product computations performed in parallel. The values aP+0q_i0,
aP+1q_i1 and aP+2q_i2 (a=0, ..., m-1) included in the value yp, transmitted by the party P, involved with the misuse
detection function are fragments of the respective values ag i multiplied by different random numbers. Thus, if any of
the values is not correct, the party P, cannot predict the random numbers. Therefore, if the modulo is a prime number
p, the probability that any misuse can be made agree with the misuse in the sum-of-product computation processing is
only 1/(p-1).

[FOURTH EMBODIMENT]
[0057] A fourth embodiment is a specific example of the third embodiment, in which na0 = na1 = na2 = nb0 = nb1 =

nb2 = n (n represents an integer equal to or greater than 1), and e00 =e01=e10=e11=e12 = e21 = e22 =20 =e02
= 1. Fig. 9 shows an example of a configuration of a secure sum-of-product computation system 400 according to this
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embodiment, and Fig. 10 shows an example of a flow of a processing performed by the secure sum-of-product computation
system 400. The secure sum-of-product computation system 400 comprises a party X, a party Y, a party Z, a data string
decomposition and supply part 410 and an output part 420. As in the third embodiment, each party has first random
number generation means 301, first computation means 302, second computation means 303, second random number
generation means 304, third computation means 305, fourth computation means 306 and misuse detection means 307.
[0058] The secure sum-of-product computation system 400 performs a sum-of-product computation

[FORMULA 39]
n-1

Zaq_i 'bq_l

i=0

for m sets of data strings Aq = (aq g, ..., 8q_n-1) @and Bq = (bq g, ..., by_n.1) (M represents an integer equal to or greater
than 1, and q =0, ..., m-1) comprising elements a, ;and by ; (i =0, ..., n-1 (n represents an integer equal to or greater
than 1)), which are natural numbers smaller than a prime number p, through cooperative computation by the three
computation apparatuses, the parties X, Y and Z (the sum-of-product computation is a multiplication of a and b in the
case where n = 1). As in the third embodiment, it is assumed that the parties X and Y previously share a random number
Sq 2> the parties Y and Z previously share a random number Sq x> and the parties Z and X previously share a random
number s y.

[0059] Specifically, the data string decomposition and supply part 410 first decomposes the m sets of input data strings
Ag and Bq in such a manner that each element a4 ; and b ; satisfy conditional formulas a, ; = a0, j+alq j+a2, ; mod
pandbg ;=b0g ;+b1, +b2, modp (a0 ;, a1y ;, b0, jand b1, ; represent random numbers, and p represents a prime
number) and supplies data strings Aq o = (a0y g, ..., @0g_n.1), Aq 1 = (@lg o, - @1g 1), Bg o = (b0g o, ..., DOy 4) @nd
Bq 1= (b1g g - b1g nq) to the party X, the data strings Ay 1, Aq 5 = (a2 ¢, ..., @24 n.4), Bg 4 and By 5 = (b2, o, ...,
b2, ,.1) to the party Y, and data strings Ay 5, Aq o, Bq 2 @and By g to the party Z (S41).

[0060] Then, the party X performs the following processing. The first random number generation means 301 first
generates a random number ry x and transmits the random number to the party Y (S42-1). Then, the first computation

means 302 computes a value ¢, x according to
[FORMULA 40]

Cq x = Z:(an_i -bl, ;+al, ;-b0, )+r,

1

and transmits the value Cq xto the party Z (S42-2). Then, the second computation means 303 receives arandom number
rq_z from the party Z and a value ¢, y from the party Y and computes values ¢, ; and ¢, 4 according to the following
formula (S43).

[FORMULA 41]
Cq 0= Z:(an_i ‘b0, )+c, x -1, 5

Cq 1 = Z:(alq_i -blq_i)+cq_Y I, x

1

[0061] The party Y performs the following processing. The first random number generation means 301 first generates
arandom number oY and transmits the random number to the party Z (S44-1). Then, the first computation means 302

computes the value ¢, y according to
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[FORMULA 42]

Cqy = Z(alq_i b2, ;+a2, ;-bl, )+,

q_i

and transmits the value Cq vy to the party X (S44-2). Then, the second computation means 306 receives the random
number ry x from the party X and a value ¢, 7 from the party Z and computes values ¢, 4 and ¢, , according to the

_ q
following formula (S45).

[FORMULA 43]
Cq 1= Z(alq_i ‘bl )+eg vy -1, x

c, »=2.(a2, ;-b2, )+c, -1y

1

[0062] The party Z performs the following processing. The first random number generation means 301 first generates
the random number rq.z and transmits the random number to the party X (S46-1). Then, the first computation means
302 computes the value ¢, 7 according to

[FORMULA 44]

Cq z= Z(azq_i b0, ;+a0, ;-b2, D+r1, ,

and transmits the value Cqzto the party Y (S46-2). Then, the second computation means 303 receives the random
number ry v from the party Y and the value ¢, x from the party X and computes values ¢, o and ¢, , according to the
following formula (S47).

[FORMULA 45]

Co = (a0;-b0,) +cy — 1,

1

c, =Z:(a2i -b2,)+c, -1,

1

Note that the series of steps S42-1 and S4-2, the series of steps S44-1 S44-2 and the series of steps S46-1 and S46-2
can be performed in parallel, and the steps S43, S45 and S47 can also be performed in parallel.

[0063] Following the steps S41 to S47, each party performs a misuse detection processing as described below. A
processing performed by the party X will be described. First, the second random number generation means 3 04 generates
arandom number sequence (aY1q o, ...,aY1, ) and arandom number p, and transmits the random number sequence
and the random number to the party Y, and generates a random number sequence (aZOq_O, aZOq_n_1) and transmits
the random number sequence to the party Z (S48). Then, the third computation means 305 computes a random number
sequence (aZ0y g-Sq 7°@0q g, ..., aZ0g n.4-Sq_7z'@04_n.1), transmits the random number sequence to the party Y, receives
a random number sequence (aX1q_0, aX1q_n_1) from the party Y and a random number sequence (aXOq_O,
aX0q_p.1) from the party Z, computes a random number sequence (aY1q ¢-Sq y'a@lq o, s @Y 1q n.4-Sq_y'@lq ng) @nd a
value yyx according to
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[FORMULA 46]

Yx = 2, (aXO0, ;-bl, ;+aXl, ;-b0, ;)+py
iq

and transmits the random number sequence and the value to the party Z (S49). Then, the fourth computation means
306 receives a random number sequence (022, (-s, z'a2 5 022y n4-Sq_7'82q n.4) from the party Y and a value
pz from the party Z, computes a value y’; according to

q_O’ .

[FORMULA 47]

y'Z = Z{(azzq_i - Sq_Z ) a2q_i) ) boq_i - Sq_Z ) I'q_Z }+ pZ
iq

and transmits the value to the party Y (S50). Then, the misuse detection means 307 receives a value yy from the party
Y,avalue y'y and arandom number sequence (Y2, g-Sq y'a2q g, .-, @Y2y n.1-Sq y'@2q n.1) fromthe party Z, computes

[FORMULA 48]

2AY2 =g v a2 )bl +se v Cq v Yy +YY
L,q

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, o and ¢, 4 if the computation result is 0 (S51).

Next, a processing performed by the party Y will be described.

[0064] First, the second random number generation means 304 generates a random number sequence (aZ2, g, ...,
aZ2 ,.1) and a random number py and transmits the random number sequence and the random number to the party
Z, and generates a random number sequence (aX1q_0, aX1q_n_1 and transmits the random number sequence to the
party X (S52). Then, the third computation means 305 computes a random number sequence (aX1q_0-sq_X-a1q_0,
aX1g n-178q x'@1q n-1), transmits the random number sequence to the party Z, receives a random number sequence

(aY1g s -y aY1g ) fromthe party X and arandom number sequence (Y24 g, ..., Y24 ,.4) from the party Z, computes
a random number sequence (aZ2 g-Sq 7'@2y g, ---, 0224 1.4"Sq_z'82q_n.1) and a value yy according to

[FORMULA 49]

Yy = Z(omq_i b2, +aY2, ;-bl, )+py
1,9

and transmits the random number sequence and the value to the party X (S53). Then, the fourth computation means
306 receives the random number py from the party X and a random number sequence (aX0q g-sq x'a0q g, ---,
aX0q n.1-8q x'a04 n.1) from the party Z, computes a value v’y according to

[FORMULA 50]

Y;( = Z {(axoq_i - Sq_X ) an_i) ) blq__i - Sq_X ) I-q_X }+ pX

1,9
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and transmits the value to the party Z (S54). Then, the misuse detection means 307 receives a value y'; and a random
number sequence (aZ0y g-Sq 7'a0q o, -, 0Z0q n1-Sq z@0q n.4) from the party X and a value vz from the party Z, com-
putes

[FORMULA 51]

020, s, a0, )-D2, 484 -Cq L f=V, +7},
Lq

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, ¢ and ¢y , if the computation result is 0 (S55).

[0065] Next, a processing performed by the party Z will be described. First, the second random number generation
means 304 generates a random number sequence (aX0g g, ..., X04 ,.1) and a random number p; and transmits the
random number sequence and the random number to the party X, and generates arandom number sequence (aYZq_O,
aY2, ,.1) and transmits the random number sequence to the party Y (S56). Then, the third computation means 305
computes a random number sequence (aY2y ¢-Sq y'82q g, ---» AY2y 1.1-Sq_y'82q_n.1), transmits the random number
sequence to the party X, receives a random number sequence (aZ0q o, ..., aZ0q 1) from the party X and a random
number sequence (022, o, ..., 022 1) fromthe party Y, computes a random number sequence (aX0, o-s4 x'a0
aX0q n.1-8q x'a04 n.1) and a value y; according to

q q_O’ .

[FORMULA 52]
Y2 =D (0Z2, ;-b0, ; +0Z0, ;~b2_ )+p,
iq

and transmits the random number sequence and the value to the party Y (S57). Then, the fourth computation means
306 receives a random number sequence (aY1y ¢-Sq yaly o, -, @Y1q n.4-Sq_y'alq nq) from the party X and a value
py from the party Y, computes a value v’y according to

[FORMULA 53]
Y'Y = Z {(G'qu_i - Sq_Y ’ alq_i) ) b2q_i - Sq_Y ) I.q_Y }+ pY
iq

and transmits the value to the party X (§58). Then, the misuse detection means 307 receives the value yy from the party

X and the value v’y and a random number sequence (aX1, ¢-Sq x'@lq g, v X1g 1.4-8q x@1q n4) from the party Y,
computes
[FORMULA 54]
'
i,q

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, , and cq g if the computation result is 0 (S59).

[0066] Then, the output part 420 computes the total sum (¢, g+c, 1+Cq ) of the values ¢ o, ¢, 4 and ¢, , output from
the parties X, Y and Z and outputs the total sum (S60).

[0067] The following relation holds.
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[FORMULA 55]

C +cq_1+cq_2=Z(a0q_i-b0q_i+a0qi-bl +alg ;b0 )

q_©0

From the relation above, it can be seen that the sum-of-product computation (a multiplication of aq and bq in the case
where i = 1 (in the case where n = 1)) has been correctly done. In the processing described above, hash values or other
values can be substituted for the random numbers.

[0068] The data string decomposition and supply part 410 and the output part 420 can be provided in an apparatus
other than the parties or provided in any one or more of the apparatuses serving as the parties.

[0069] The effect of the method according to the present invention will be compared with that of the method described
in Non-Patent literature 1. Provided that m = 1, according to the present invention, the number of rounds is 2, the number
of pieces of data transmitted by each party is 10, and the number of random numbers generated by each party is 5. In
addition, since the value Sp can be repeatedly used once it is shared among the parties, the actual number of rounds
is 2, the actual number of pieces of data transmitted is 9, and the number of random numbers generated is 4. On the
other hand, according to the method described in Non-Patent literature 1, the number of rounds is 4, the number of
pieces of data transmitted by the party X is 20, the number of random numbers generated by the party X is 12, the
number of pieces of data transmitted by the parties Y and Z is 17, and the number of random numbers generated by
the parties Y and Z is 9. Therefore, the method according to the present invention is about twice as efficient as the
method described in Non-Patent literature 1.

[0070] In the case where m > 2, the efficiency is further improved. According to the present invention, the number of
rounds is 2, the number of pieces of data transmitted by each party is 6m + 3, and the number of random numbers
generated by each party is 3m + 1. On the other hand, according to the method described in Non-Patent literature 1,
the number of rounds is 4, the number of pieces of data transmitted by the party X is 20m, the number of random numbers
generated by the party X is 12m, the number of pieces of data transmitted by the parties Y and Z is 17m, and the number
of random numbers generated by the parties Y and Z is 9m. Therefore, the method according to the present invention
is about three times as efficient as the method described in Non-Patent literature 1.

[FIFTH EMBODIMENT]

[0071] While the secure sum-of-product computation system 400 according to the fourth embodiment is configured
to perform a sum-of-product computation expressed as

[FORMULA 56]

a secure sum-of-product computation system 500 according to a fifth embodiment has a configuration in which one of
the values involved in the multiplication is fixed, for example. More specifically, the secure sum-of-product computation

system 500 performs the following m sum-of-product computations of a data string Aq = (aq_o, aq_n_1) (m represents
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an integer equal to or greater than 1, and g = 0, ..., m-1) comprising elements a, ; (4 = 0, ..., m-1 (m represents an
integer equal to or greater than 1), and i = 0, ..., n-1 (n represents an integer equal to or greater than 1)), which are
natural numbers smaller than a prime number p, and a value b, which is a natural number smaller than the prime number
p, through cooperative computation by three computation apparatuses, the parties X, Y and Z.

[FORMULA 57]

The functional configuration and the process flow are the same as those in the fourth embodiment and therefore will be
described below with reference to them (that is, Fig. 9 (and Fig. 8) showing the configuration and Fig. 10 showing the
process flow). As in the fourth embodiment, it is assumed that the parties X and Y previously share a random number
Sq_z the parties Y and Z previously share a random number Sq_X: and the parties Z and X previously share a random
number s y.

[0072] Specifically, the data string decomposition and supply part 410 first decomposes the input data string Aq and
the value binsuch a mannerthateach elementa, ;ofthe data string satisfies a conditional formulaa, ;=a0, j+a1, j+a2 ;
mod p and the value satisfies a conditional formula b = bO+b1+b2 mod p (an_i, a1q_i, b0 and b 1 represent random
numbers, and p represents a prime number) and supplies data strings Aq o = (a0q_q, .-, @80q_n.q) @nd Aq 4 = (aly g, -,
alq_n-1) and values b0 and b1 to the party X, data strings A, 1 and Ay 5 = (@24 o, ..., 824 n4) and values b1 and b2 to
the party Y, and data strings A; , and A o and values b2 and b0 to the party Z (S41).

[0073] Then, the party X performs the following processing. The first random number generation means 301 first
generates a random number Mqx and transmits the random number to the party Y (S42-1). Then, the first computation

means 302 computes a value ¢, x according to

[FORMULA 58]

Cq x = Z(aoq_i -bl+al_ ;-b0)+1, 4

1

and transmits the value cq_yx to the party Z (S42-2). Then, the second computation means 303 receives a random number
rq_z from the party Z and a value ¢, vy from the party Y and computes values ¢, o and ¢, 4 according to the following
formula (S43).

[FORMULA 59]
Cq 0= Z:(an_i -b0)+ Cex~ Ty z

Cq 1 = Z:(alq_i ‘bl)+c, v -1, x

[0074] The party Y performs the following processing. The random number generation means 304 first generates a
random number ry y and transmits the random number to the party Z (S44-1). Then, the first computation means 305

computes the value ¢, y according to
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[FORMULA 60]

Cq_y =2 (aly ;-b2+a2, ;-bl)+1,

and transmits the value Cq vy to the party X (S44-2). Then, the second computation means 306 receives the random
number ry x from the party X and a value ¢, 7 from the party Z and computes values ¢, 4 and ¢, , according to the

_ q
following formula (S45).

[FORMULA 61]
Cq 1= Z:(alq_i -bl) + Cy v Ty x

Cq 2= Z(a2q_i -b2)+ Coz Ty v

[0075] The party Z performs the following processing. The first random number generation means 301 first generates
the random number rq.z and transmits the random number to the party X (S46-1). Then, the first computation means
302 computes the value ¢, 7 according to

[FORMULA 62]

Cq 2= Z(azq_i -b0+a0, ;-b2)+r, ,

1

and transmits the value ¢, 7 to the party Y (S46-2). Then, the second computation means 303 receives the random
number ry v from the party Y and the value ¢, x from the party X and computes values ¢, o and ¢, , according to the
following formula (S47).

q

[FORMULA 63]
Cq 0= Z:(an_i b0)+ec, x =T, 2

Cq 2= Z:(an_i -b2) + Cq z Ty y

1

Note that the series of steps S42-1 and S42-2, the series of steps S44-1 and S44-2 and the series of steps S46-1 and
S46-2 can be performed in parallel, and the steps S43, S45 and S47 can also be performed in parallel.

[0076] Following the steps S41 to S47, each party performs a misuse detection processing as described below. A
processing performed by the party X will be described. First, the second random number generation means 304 generates
random numbers oY1 and p, and transmits the random numbers to the party Y, and generates a random number a.Z0
and transmits the random number to the party Z (S48). Then, the third computation means 305 computes a value
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[FORMULA 64]
OLZO—Z(Sq_Z -a0, ;)
i,q

transmits the value to the party Y, receives a random number aX1 from the party Y and a random number oX0 from the
party Z, computes values

[FORMULA 65]
aYl —Z:(sq_Y -aly ;)
i,q
and
[FORMULA 66]
Y =0aX0-bl+aXl-b0+py

and transmits the values to the party Z (S49). Then, the fourth computation means 306 receives a value

[FORMULA 67]
0Z2-) (s, 7-32, ;)
1,9
from the party Y and a value p; from the party Z, computes a value

[FORMULA 68]
Yz = (OLZ2—Z(Sq_Z 'azq_i)) ' bO—ZSq_Z T, 2+ Pz
iq q .

and outputs the value to the party Y (S50).
[0077] Then, the misuse detection means 307 receives a value yy from the party Y, a value v’y and a value

[FORMULA 69]

0(Y2—Z:(sq_Y a2, ;)

i,q

from the party Z, computes
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[FORMULA 70]

(@Y2-2(s, y-a2, ))-bl+D s, v-Coy =Yy +Yy,
1,q q

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs

values c; o and ¢, 4 if the computation result is 0 (S51).

[0078] Next, a processing performed by the party Y will be described. First, the second random number generation
means 304 generates random numbers aZ2 and py and transmits the random numbers to the party Z, and generates
a random number X1 and transmits the random number to the party X (S52). Then, the third computation means 305
computes a value

[FORMULA 71]
aX1— Z(sq_X -alg ;)
1,q

transmits the value to the party Z, receives a random number oY1 from the party X and a random number aY2 from the
party Z, computes

[FORMULA 72]

0cZ2—Z:(sq_Z a2, ;)
iq

and

[FORMULA 73]
Yy =aY1l-b2+aY2-bl+p,

and transmits the values to the party X (§53). Then, the fourth computation means 306 receives the random number py
from the party X and a value

[FORMULA 74]
X0~ Z (s x-a0, ;)
i,q

from the party Z, computes a value y’, according to

[FORMULA 75]

y;( = (G’XO - Z(Sq_x ) aoq_i)) -bl - qu_X ) I.q_X +Px
iq q
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and transmits the value to the party Z (S54). Then, the misuse detection means 307 receives a value y'; and a value

[FORMULA 76]
aZ0-Y (s, ,-a0, ;)
i.q

from the party X and a value y; from the party Z, computes

[FORMULA 77]
(ocZO—Z(sq_Z -a0, ;))-b2 +qu_z Cq 2 =Yz + V5
i,q q

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, ¢ and ¢, , if the computation result is 0 (S55).

[0079] Next, a processing performed by the party Z will be described. First, the second random number generation
means 304 generates random numbers aX0 and p, and transmits the random numbers to the party X, and generates
a random number aY2 and transmits the random number to the party Y (S56). Then, the third computation means 305
computes a value

[FORMULA 78]
ocY2—Z(sq_Y a2 ;)
1q

transmits the value to the party X, receives a random number o.Z0 from the party X and a random number aZ2 from the
party Y, computes values

[FORMULA 79]
aX0—-> (s, x-a0, ;)

1,9
and

[FORMULA 80]
Y, =0aZ2-b0+0aZ0-b2+p,

and transmits the values to the party Y (S57). Then, the fourth computation means 306 receives a value

[FORMULA 81]

aYl —Z(SQ_Y -al )

i,q
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from the party X and a value py from the party Y, computes a value y’y according to

[FORMULA 82]

Yy = (aYl_Z(Sq_Y -aly ))'bz_zsq_Y Ty vy TPy
i.q q

and transmits the value to the party X (§58). Then, the misuse detection means 307 receives the value yy from the party
X and the value y’y and a value

[FORMULA 83]
aX1-Y (s, x-aly ;)
i,q
from the party Y, computes

[FORMULA 84]

(oX1— Z(sq_X -al_ ))-b0+ D8y xCq x —Vx TV
i,q q

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values c; , and ¢,  if the computation result is 0 (S59).

[0080] Then, the output part420 computes the total sum (cq_0+cq_1+cq_2) of the values c
the parties X, Y and Z and outputs the total sum (S60).

q_0» Cq_1and ¢ , output from

[FORMULA 85]

CqotCq 1+Cq 2= Z(aoq—i -b0+2a0, ;-bl+al, ;-b0)

q_0

+> (al, ;-bl+al  ;-b2+a2, ;-bl)
+> (a2, ;-b2+a2, ;-b0+a0, ;-b2)

=2.(a0, ;+al, ; +a2, ;)(b0+bl+b2)

=Zaq_i -b

From the relation above, it can be seen that the sum-of-product computation has been correctly done. In the processing
described above, hash values or other values can be substituted for the random numbers. The data string decomposition
and supply part 410 and the output part 420 can be provided in an apparatus other than the parties or provided in any
one or more of the apparatuses serving as the parties.

[0081] The effect of the method according to the present invention will be compared with that of the method described
in Non-Patent literature 1. According to the present invention, the number of rounds is 2, the number of pieces of data
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transmitted by each party is 2m, and the number of random numbers generated by each party is 3. Therefore, the method
according to the present invention is about nine times as efficient as the method described in Non-Patent literature 1.
An improvement is that the number of random numbers generated is constant and therefore does not depend on the
value m, rather than increasing with the value m.

[SIXTH EMBODIMENT]

[0082] In the multiplication protocol for a and b, the secure sum-of-product computation system 300 with a misuse
detection function shown in the third embodiment uses values opg, and app. indicating fragment values of a value sp-ag,
to compare (apgp.0pp.) b1, @nd spag, by, and uses values apq, and app, indicating fragment values of a value sp-a,
to compare (apq,-0pp+)'bgp @nd spraq b, in order to check the validity of ap,'bq,+aq,bg,. However, in the former
comparison, the multiplication protocol of the secure sum-of-product computation system 300 involves a procedure of
round-trip transmission of computed values between the parties. Specifically, the value aZ2, j,-s, ,-a2, , needs to be
transmitted from the party Y to the party X and then transmitted from the party X back to the party Y, the value
aX0q_io-Sq_x"@0q_jg Needs to be transmitted from the party Z to the party Y and then transmitted from the party Y back
to the party Z, and the value oY1, j1-sq v.alq j1 needs to be transmitted from the party X to the party Z and then
transmitted from the party Z back to the party X. Therefore, a computed value may leak during the transmission, and a
server may perform a misuse (acquisition of information concerning data to be concealed) without causing a change of
the computation result. Thatis, the third embodiment can be said to provide a configuration capable of perfect concealment
as far as the server perform no misuse.

[0083] A sixth embodiment provides a configuration capable of perfect concealment even if the server performs a
misuse. More specifically, the sixth embodiment provides a configuration whose protocol does not involve a round-trip
transmission of a computed value that can lead to a misuse. Fig. 11 shows an example of a configuration of a secure
sum-of-product computation system 600, and Fig. 12 shows an example of a flow of a processing performed by the
secure sum-of-product computation system 600. The secure sum-of-product computation system 600 comprises a party
X, a party Y and a party Z. As shown in Fig. 13, each party has first random number generation means 301, first
computation means 302 and second computation means 303, which are the same as those of the secure sum-of-product
computation system 300, as well as second random number generation means 604, third computation means 605, fourth
computation means 606 and misuse detection means 607.

[0084] In the following specific description, the functions of the first random number generation means 301, the first
computation means 302 and the second computation means 303 and the secure sum-of-product computation processing
(steps S21 to S27) implemented by these functions are the same as those of the secure sum-of-product computation
system 300 and therefore will not be further described, and the misuse detection processing, which differs from that of
the secure sum-of-product computation system 300, will be particularly described.

[0085] Following the steps S21 to S27, each party performs a misuse detection processing as described below. As
in the third embodiment, it is assumed that the parties X and Y previously share a random number Sq 7 the parties Y
and Z previously share a random number Sq_X: and the parties Z and X previously share a random number Sq_Y-
[0086] A processing performed by the party X will be described. First, the second random number generation means
604 generates a random number p, and transmits the random number to the party Y, and generates random number
sequences (aZ0y g, ..., aZ0y nag1) @and (BZ04 o, ..., BZ0g_npo.1) @nd transmits the random number sequences to the
party Z (S68). Then, the third computation means 605 computes random number sequences (aZOq_O-Sq_Z-an_O,
0Z0g nap-1-Sq z'804 nao-1)and (BZ04 o-Sq 7’004 g, .-, BZ0y npo-1-Sq_z'0qg npo-1), transmits the random number sequenc-
es to the party Y, receives random number sequences (aX1y g, ..., aX1g pat-1) @nd (BX1q g, ..., BX1y np1-1) from the
party Y, computes a value yy according to

[FORMULA 86]

Yx = Z(eloq_il,q_jo ~oXl, 5 -b0g o)+ Z(eolq_io,q_j] a0y 50 BX1, )+ px

iL,j0.q i0,jl.q

and transmits the value to the party Z (S69). Then, the fourth computation means 606 receives a random number p,
from the party Z, computes a value y’; according to
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[FORMULA 87]

Yz = Z(_Sq_z 'rq_z) +pPz
q

and transmits the value to the party Y (§70). Then, the misuse detection means 607 receives a value yy from the party
Y, a value yy and random number sequences (aY2y o-Sq y'@2q o, -v Y24 nap4-Sq y'82y napq) and
(BY24 g-5q v'b24 ¢, -y BY24 nb2_17Sq_y'P2q_nb2-1) from the party Z, computes

[FORMULA 88]

> {e21, g i (@Y2, -5, y-a2, ;) bl

iLi2,jl,j2.q ’
[
vel2, sy o (BY2, s, ¢ b2, p)-aly +s, -cq_Y}— Ty + 7Y

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values c; o and ¢, 4 if the computation result is 0 (S71).

[0087] Next, a processing performed by the party Y will be described. First, the second random number generation
means 604 generates a random number py and transmits the random number to the party Z, and generates random
number sequences (aX1y g, ..., aX1g_pa1.1) @nd (BX1g o, ..., BPX1q_np1-1) @nd transmits the random number sequences
tothe party X(S72). Then, the third computation means 605 computes random number sequences (aX1q g-sq xalq g, ---
aX1q na1-1-Sq_x'81q_nat1-1) @and (BX1Lq o-Sq x'b1q 0. - BX1q_nb1-1-Sq_x'P1q_nb1-1), transmits the random number se-
quences to the party Z, receives random number sequences (o Y2 5 0Y2 hap.q) @and (BY2 - BY24 npo-q) from
the party Z, computes a value yy according to

q_O' . q_O' .

[FORMULA 89]

Yy = Z(ezlq_iZ,q_jl aY2, jp-bly )+ Z(el2q_il,q_j2 -aly 3 BY2, ) +py

i2,j1,q il,j2,q

and transmits the value to the party X (S73). Then, the fourth computation means 606 receives the random number py
from the party X, computes a value v’y according to

[FORMULA 90]
Yx = Z(_Sq_X ‘T, x)+Px
q

and transmits the value to the party Z (S74). Then, the misuse detection means 607 receives a value y’; and random
number sequences (0Z0y g-sq z:@04 g, --- aZ04 nao-1-Sq_z'80q_nao-1) and (BZ0g_0-8q_z00q o, -
BZ0q nbo-1-Sq_z'P0q npo-1) from the party X 'and a value y; from the party Z, computes

29



($]

10

15

20

25

30

35

40

50

55

EP 2 669 878 B1

[FORMULA 91]

Z{eozq_io,q_ 2 (0Z0, o —s, -0, 10)-b2,

i0,i2,j0,j2,q >

+€20; 4 jo (ﬁZO Sq z boq_jo)'azq_iz+Sq_z'cq_z}—'Yz+V’z

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, ¢ and ¢y , if the computation result is 0 (S75).
[0088] Next, a processing performed by the party Z will be described. First, the second random number generation
means 604 generates a random number p and transmits the random number to the party X, and generates random
number sequences (aY2 g, ..., aY2q nap.1) @and (BY2q o, ..., BY2, npo.4) and transmits the random number sequences
totheparty Y (S76). Then, thethlrd computation means 605 computes random numbersequences(aYZq 07Sq_Y a2q 01 o
aY2q 1na21Sq_y'82q_na2-1) @nd (BY2y g-sq v'b2q o, ..., BY2q npo.1Sq_y'b2q npo-1), transmits the random number se-
quences to the party X, receives random number sequences (aZ04 o, ..., aZ0q nao.1) @nd (BZ0q g, ..., BZ0qy_npo-1) from
the party X, computes a value y; according to

[FORMULA 92]
Z(eozq_iO,q_J’Z 'aZOq_iO b2, o)+ Z (ezoq_iz,q_jo a2, g 'BZOq_jo) +Pz
i0,j2,9 i2,j0,q

and transmits the value to the party Y (S77). Then, the fourth computation means 606 receives a random number py
from the party Y, computes a value y'y according to

[FORMULA 93]

Y= Z(_Sq_Y ‘T, y)+Py
q

and transmits the value to the party X (S78). Then, the misuse detection means 607 receives the value yy from the party
X and the value vy and random number sequences (aX1q o-Sq x@lq g v 0X1g na1.4-Sq x@1q nat1-1) and
(BX1q_078q x'P1q_0 -+ BX1g_nb1-1Sq_x"01q_nb1-1) from the party Y, computes

[FORMULA 94]

> el0, 1 0 (0X1, =5, x-al, ;)-bO,

10,i1,10,il,q ,
!
+e01y j0q_ji- (BX1y ji =84 x- bl, ;)-a0, io+sq_x‘cq_x}“yx+yx

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values Cq 2 and Cq 0 if the computation result is 0 (S79). In the processing described above, hash values or other values
can be substltuted for the random numbers.

[0089] In the multiplication protocol for a and b, the secure sum-of-product computation system 600 described above
uses values Bpq, and Ppp.,. indicating fragment values of a value sp'b, to compare (Bpqy*ag, Bpp+) @and spraqy by, and
uses values apq, and app, indicating fragment values of a value sp-aq, to compare (op4y-appt)-bg, and sp-aq, by, in
order to check the validity of ap,'b,+a4,°bgp,. With such a configuration, the protocol involves no round-trip transmission
of computed values among the parties. Therefore, leakage of a computed value can be prevented, and therefore, the

server cannot perform a misuse. In addition, the number of processing steps is the same as that of the secure sum-of-
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product computation system 300, the secure sum-of-product computation system 600 can maintain approximately the
same level of efficiency.

[SEVENTH EMBODIMENT]

[0090] A seventh embodiment is a specific example of the sixth embodiment, in which na0 = na1 = na2 = nb0 = nb1
=nb2=n,and e00=e01=e10=e11=e12 =e21 =e22 =20 = e02 = 1. Fig. 14 shows an example of a configuration
of a secure sum-of-product computation system 700 according to this embodiment, and Fig. 15 shows an example of
a flow of a processing performed by the secure sum-of-product computation system 700. The secure sum-of-product
computation system 700 comprises a party X, a party Y, a party Z, a data string decomposition and supply part 410 and
an output part 420. The data string decomposition and supply part 410 and the output part 420 are the same as those
of the secure sum-of-product computation system 400 according to the fourth embodiment. As shown in Fig. 13, each
party has first random number generation means 301, first computation means 302 and second computation means
303, which are the same as those of the secure sum-of-product computation system 400, as well as second random
number generation means 604, third computation means 605, fourth computation means 606 and misuse detection
means 607.

[0091] As with the secure sum-of-product computation system 400 according to the fourth embodiment, the secure
sum-of-product computation system 700 performs each set of sum-of-product computations

[FORMULA 95]
n-1
Zaq_i °bq_1
1=0

for m sets of data strings Aq = (aq o, ---, 8q_n.1) @nd Bq = (by g, ..., bg_n.1) comprising elements a, ; and by, ;, which are
natural numbers smaller than a prime number p, through cooperative computation by the three computation apparatuses,
the parties X, Y and Z (the sum-of-product computation is a multiplication of aq and bq in the case where n = 1).
[0092] In the following specific description, the functions of the data string decomposition and supply part 410, the first
random number generation means 301, the first computation means 302, the second computation means 303 and the
output part 420 and the secure sum-of-product computation processing (steps S41 to S47 and S60) implemented by
these functions are the same as those of the secure sum-of-product computation system 400 according to the fourth
embodiment and therefore will not be further described, and the misuse detection processing, which differs from that of
the secure sum-of-product computation system 400, will be particularly described.

[0093] Following the steps S41 to S47, each party performs a misuse detection processing as described below. As
in the sixth embodiment, it is assumed that the parties X and Y previously share a random number Sq 2> the parties Y
and Z previously share a random number Sq x> and the parties Z and X previously share a random number Sq_v-
[0094] A processing performed by the party X will be described. First, the second random number generation means
604 generates a random number p, and transmits the random number to the party Y, and generates random number
sequences (aZ0q g, ..., aZ0q .1) and (BZ0q o, -.., BZ04_n.4) @and transmits the random number sequences to the party
Z (S88). Then, the third computation means 605 computes random number sequences (aZOq_O-sq_Z-an_O,
aZ0q n4-Sq z:@0q n.4) @and (BZ0q o-sq 7b0g o, ..., BZ0y n.4-Sq 77004 n4), transmits the random number sequences to
the party Y, receives random number sequences (aX1q_0, ocX1q_n_1) and (BX1q_O, BX1q_n_1) from the party Y,
computes a value yx according to

[FORMULA 96]

Yy = Z(ooqq_i ‘b0, ; +a0, , -BXI, ) +py
1,9

and transmits the value to the party Z (S89). Then, the fourth computation means 606 receives a random number p,
from the party Z, computes a value y’; according to
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[FORMULA 97]
Y, = Z(_Sq_z Ty z)+P2
q

and transmits the value to the party Y (S90). Then, the misuse detection means 607 receives a value yy from the party
Y, avalue y'y and random number sequences (aY2 ¢-Sq y'@2q g, -, Y24 n4-Sq y'82y nq) and (BY2, ¢-Sq y'b2 ¢, ...
BY2q n.1-Sq v'b2q 1) from the party Z, computes

[FORMULA 98]
Siar2, -s, ,-a2, )-bl, +(BY2, ,-s, ,-b2, )-al,  +s, ,-c, 4f
iq
—Vyt 7;'

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, g and cq 1 if the computation result is 0 (S91).

[0095] Next, a processing performed by the party Y will be described. First, the second random number generation
means 604 generates a random number py and transmits the random number to the party Z, and generates random
number sequences (aX1q g, ..., aX1qy nq) and (BX14 o, ..., BX1q n.4) and transmits the random number sequences to
the party X (S92). Then, the third computation means 605 computes random number sequences (aX1q g-sq xalq g, -
aX1q n1-8q_x@lq_n-1) @and (BX1y g-Sq x'b1q 0, ---s BX1q n1-Sq_xP1q_n-1), transmits the random number sequences to
the party Z, receives random number sequences (aY2q o, ..., aY2y 1) and (BY2q g, ..., BY2q_n.4) from the party Z,
computes a value yy according to

[FORMULA 99]

Yy = Z(aY2q_i bl +al, -BY2, ) +py
i,q

and transmits the value to the party X (S93). Then, the fourth computation means 606 receives the random number py
from the party X, computes a value y'y according to

[FORMULA 100]

Yx = Z(—Sq_x ‘T, x)+Px
q

and transmits the value to the party Z (S94). Then, the misuse detection means 607 receives a value y’; and random
number sequences (aZ0y ¢-Sq 7@0q o, -, @204 n.4-Sq_z"@04 n.1)and (BZ0y o-Sq 700 ¢, -, BZ0q n1-Sq_z'b0qg_n.¢) from
the party X and a value yz from the party Z, computes

[FORMULA 101]
> {@z0, s, ,-a0, )-b2, ,+(BZO, ,=s, ,-bO, )-a2, ;+5, ;-¢, |

q
i,q

”7’2'*'7,2

H
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ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, ¢ and ¢y , if the computation result is 0 (S95).

[0096] Next, a processing performed by the party Z will be described.

[0097] First, the second random number generation means 604 generates a random number p; and transmits the
random number to the party X, and generates random number sequences (aYZq_O, aY2q_n_1) and (BYZq_O,
BYZq_n_1) and transmits the random number sequences to the party Y (S96). Then, the third computation means 605
computes random number sequences (aY2y ¢-Sq y'a2q g, -y - AY24 1.4-Sq y'@2q n.q) a@nd (BY2, o-Sq y'b2 o, ...
BY2q h.1-Sq vb24y n.1), transmits the random number sequences to the party X, receives random number sequences
(aZ0q g, .-, 0Z0g n.4) @nd (BZ0g o, .., BZ0y_n.4) from the party X, computes a value y; according to

[FORMULA 102]
Yz = Z(azoq_i b2, +a2; ;-PZ0, ;) +p,
iq

and transmits the value to the party Y (S97). Then, the fourth computation means 606 receives a random number py
from the party Y, computes a value v’y according to

[FORMULA 103]
Yy = Z(_Sq_Y ‘T y)+Py
q

and transmits the value to the party X (S98). Then, the misuse detection means 607 receives the value yy from the party
X and the value vy and random number sequences (aX1y g-Sq x'@lq o, -v @X1q nq-Sq x'@1q n.1) and
(BX1q_078q x'P1q_0 -+ BX10_n.4-Sq_x'b1q n-1) from the party Y, computes

[FORMULA 104]
Y lx, -5, a1, )60, +(BX1, =5, \- bl, )-al, ,+5, x ¢, x|

iq
r
—Yx t7x

2

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values Cq 2 and Cq 0 if the computation result is 0 (S99). In the processing described above, hash values or other values
can be substituted for the random numbers.

[EIGHTH EMBODIMENT]

[0098] While the secure sum-of-product computation system 700 according to the seventh embodiment is configured
to perform a sum-of-product computation expressed as

[FORMULA 105]

as with the secure sum-of-product computation system 400 according to the fourth embodiment and apply the method
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according to the embodiment 6 to the misuse detection processing for the sum-of-product computation, a secure sum-
of-product computation system 800 according to an eighth embodiment has a configuration in which one of the values
involved in the multiplication in the sum-of-product computation is fixed. More specifically, the secure sum-of-product
computation system 800 is configured to perform the following m sum-of-product computations of a data string A, =
(aq_o, aq_n_1) comprising elements ag i which are natural numbers smaller than a prime number p, and a value b,
which is a natural number smaller than the prime number p, through cooperative computation by three computation
apparatuses, the parties X, Y and Z, as with the secure sum-of-product computation system 500 according to the fifth
embodiment and apply the misuse detection method according to the sixth embodiment to the misuse detection process-
ing for the sum-of-product computation.

[FORMULA 106]

[0099] In the following specific description, the functions of the data string decomposition and supply part 410, the first
random number generation means 301, the first computation means 302, the second computation means 303 and the
output part 420 and the secure sum-of-product computation processing (steps S41 to S47 and S60) implemented by
these functions are the same as those of the secure sum-of-product computation system 500 according to the fifth
embodiment and therefore will not be further described, and the misuse detection processing, which differs from that of
the secure sum-of-product computation system 500, will be particularly described. The functional configuration and the
process flow are the same as those in the seventh embodiment and therefore will be described below with reference to
them (that is, Fig. 14 (and Fig. 13) showing the configuration and Fig. 15 showing the process flow).

[0100] Following the steps S41 to S47, each party performs a misuse detection processing as described below. As
in the seventh embodiment, it is assumed that the parties X and Y previously share a random number Sq_z the parties
Y and Z previously share a random number Sq_X> and the parties Z and X previously share a random number Sq_Y-
[0101] A processing performed by the party X will be described. First, the second random number generation means
604 generates a random number p, and transmits the random number to the party Y, and generates random numbers
0Z0and BZOq and transmits the random numbers to the party Z (S88). Then, the third computation means 605 computes
random numbers

[FORMULA 107]

aZ0-> (s, ,-a0, ),

i,q

BZ0, —s, ;b0

transmits the random numbers to the party Y, receives random numbers aX1 and X1, from the party Y, computes a
value yy according to

[FORMULA 108]
Yx =aXI-b0+ > (a0, ;-BXI1,)+px
i,q

and transmits the value to the party Z (S89). Then, the fourth computation means 606 receives a random number p5
from the party Z, computes a value y’, according to
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[FORMULA 109]
Yy ==D (34 2T, 2)+P;
q

and transmits the value to the party Y (S90). Then, the misuse detection means 607 receives a value yy from the party
Y, a value y'y and values

[FORMULA 110]
aY2 - Z:(sq_Y a2, )
i,q
and
[FORMULA 111]

BY2, —s, y-b2

q

from the party Z, computes

[FORMULA 112]

(@Y2->(s, y-a2, )bl
i.q

+ 20 2.@1(BY2, =5, 4 b)) +s ey =y Yy
q 1

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, o and ¢, 4 if the computation result is 0 (S91).

[0102] Next, a processing performed by the party Y will be described. First, the second random number generation
means 604 generates a random number py and transmits the random number to the party Z, and generates random
numbers aX1 and X1, and transmits the random numbers to the party X (S92). Then, the third computation means
605 computes random numbers

[FORMULA 113]
aXl—Z(sq_X cal, )
i,q

BX1,—s, bl

transmits the random numbers to the party Z, receives random numbers aY2 and BY2q from the party Z, computes a
value yy according to
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[FORMULA 114]
Yy =aY2:-bl+} (al, ;-BY2))+py
1,9

and transmits the value to the party X (S93). Then, the fourth computation means 606 receives the random number py
from the party X, computes a value y'y according to

[FORMULA 115]

Yx = _Z(Sq_x Ty x)+Px
q

and transmits the value to the party Z (§94). Then, the misuse detection means 607 receives a random number y5 from
the party Z and random numbers y’z,

[FORMULA 116]
aZ0 - Z (84_z 20, ;)
1,9
and
[FORMULA 117]
BZ0, —s, , b0

from the party X, computes

[FORMULA 118]

(@Z0-) (s, ,-a0, ;))-b2

i.q
+Z Z(azq_i(ﬁzoq_sq_z'bo))+sq_z’cq_z —~Yz+Y7
q i

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢, 1 and ¢, , if the computation result is 0 (S95).

[0103] Next, a processing performed by the party Z will be described. First, the second random number generation
means 604 generates a random number p and transmits the random number to the party X, and generates random
numbers aY2 and Y2, and transmits the random numbers to the party Y (S96). Then, the third computation means
605 computes random numbers
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[FORMULA 119]

aY?2-— Z;(sq_Y -a2q_i) ,
,q

BY2, —s, y-b2

transmits the random numbers to the party X, receives random numbers oZ0 and BZ0, from the party X, computes a
value yz according to

[FORMULA 120]
Yz =0Z0-b2+ ) (a2, ;-BZ0,)+p,
1,q

and transmits the value to the party Y (S97). Then, the fourth computation means 606 receives a random number py
from the party Y, computes a valuey 'y according to

[FORMULA 121]
Yy = —Z(Sq_Y 'rq_Y)+pY
q

and transmits the value to the party X (S98). Then, the misuse detection means 607 receives the value yy from the party
X and random numbers v’

[FORMULA 122]

aXI= 265, xal, )
i,q
and

[FORMULA 123]
BX1, —s, x -bl

from the party Y, computes
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[FORMULA 124]

(@X1-) (s, x-al, ))-bO0

i,q
+Z Z(aoq_i(ﬁqu_Sq_X'bl))"'ScLX'Cq_X —Yx+t ¥y’
q i

ends the processing by outputting data indicating a misuse detection if the computation result is not 0, and outputs
values ¢,  and ¢ g if the computation result is 0 (S99). In the processing described above, hash values or other values
can be substituted for the random numbers.

[NINTH EMBODIMENT]

[0104] According to the sixth and seventh embodiments, two data strings A = (ag_q,.-., 8q_n.1) @nd B=(bg o, ..., by n.1)
are divided into three fragment data strings Ay, A and A, and By, B4 and B,, respectively, in such a manner that the
fragments satisfy conditions that A = Aj+A;+A, mod p and B = B+B4+B, mod p, the data strings Ay = (a0 o, ...,
@04 nao-1): A1 = (@lg gv --s @1g nat-1): Bo = (004 g, ..., bOG npo.4) @nd By = (b1 o, ..., b1y np1.4) are supplied to the party
X as values to be concealed, the data strings Ay, Ay = (a2 o, -.., 82 pa2.1), Byand By = (b2 o, ..., b2y ,p0.1) are supplied
to the party Y as values to be concealed, the data strings A,, Ag, B; and By are supplied to the party Z as valued to be
concealed, and thus, the secure sum-of-product of these values expressed by the following formula can be securely
computed by determining the value ¢, ytc, +c, »fromthevaluesc, jandc, 4, which are the results of the computation
performed by the party X, the values Cq 1 and Cq 2 which are the results of the computation performed by the party Y,

and the values ¢, , and ¢ which are the results of the computation performed by the party Z.

q_ q_0’

[FORMULA 125]
Z (eOOq_iO,q_jO : an_iO : qu_jO) + z (e0 1q_i0,q_j1 ' an_iO : blq_i])

q_i0,q_jo q_i0,q j1

+ D10, 50-al ;1 -b0 )+ D (el i -alyy-bl )
q il,q jo q_il,q j1

+ Z(elzq_il,q_jZ'alnLil.bzq_jz)_*- Z(ezlq_iz,q_u'azq_iz‘blq_jl)
q il,q j2 q i2,q jl

+ D (€22, o 82 b2 )+ D (€20, 1y 0324 1 - DO o)
q_i2,q_j2 q_i2,q jo

+ D (€02 1042732, ;b0 )
q_i0,q j2

[0105] Focusing on the six terms a0, jg'b1q j1, Zaly j100q jo. Zaly 102y o, a2y jo'b1y j4, Za24 jp'b0g o and
Za0q jo'b2 j in the above formula of the secure sum-of-product computation, one party has both the two fragment
values of each term, another party has one of the two fragment values, and the remaining party has the other of the two
fragment values. For example, concerning the fragment values a0, ;o and b1, ;4 of the term Za0, ;o'b1, j4, the party X
has both the fragment values a0 qi0 and b1q_J1, the party Y has only the fragment value b1q it and the party Z has only
the fragment value a0 ;,. The same holds true for the term £a1, ;4-b0 ;. A secure sum-of-product computation system
900 according to a ninth embodiment implements a method of determining a sum-of-product of two fragment values in
the case where any one of three parties has both the two fragment values, another of the three parties has one of the
two fragment values, and the remaining one of the three parties has the other of the two fragment values, that is, a sum-
of-product computation method on which the secure sum-of-product computation according to the sixth and seventh
embodiments is based.

38



10

15

20

25

30

35

40

45

50

55

EP 2 669 878 B1

[0106] In the following, an example in which the party X has both the fragment values, the party Y has one of the two
fragment values, and the party Z has the other of the two fragment values will be described. However, the computation
can also be achieved in the same manner in the cases where the party Y has both the fragment values, the party X has
one of the two fragment values, and the party Z has the other of the two fragment values and where the party Z has
both the fragment values, the party X has one of the two fragment values, and the party Y has the other of the two
fragment values.

[0107] Fig. 16 shows an example of a configuration of the secure sum-of-product computation system 900, and Fig.
17 shows an example of a flow of a processing performed by the secure sum-of-product computation system 900. The
secure sum-of-product computation system 900 comprises a party X, a party Y and a party Z, which are computation
apparatuses. The party X has party-X random number generation means 901 and party-X computation means 903, the
party Y has party-Y random number generation means 902 and party-Y computation means 904, and the party Z has
misuse detection means 905.

[0108] The secure sum-of-product computation system 900 performs a total of m sets of sum-of-product computations
of data strings Ay o =(a0q g, .-, @80y_nao-1) @nd Aq 1= (@l o, ---, @1q_1na-1) @nd data strings By o= (b0 ¢, ..., b0y npo-1)
and By 1=(b1q o, ---» D1q_np1-1) expressed as the following formula by cooperative computation by the three computation
apparatuses, the parties X, Yand Z (i0 =0, ..., na0-1,i1 =0, ..., na1-1,j0 =0, ..., nb0-1,j1 =0, ..., nb1-1, na0, na1, nb0
and nb1 represent natural numbers, €01, ;o , j1ande10g 1 4 jorepresentany numbers, q =0, ..., m-1, and m represents
an integer equal to or greater than 1) (the computations are performed in parallel in the case where m is equal to or
greater than 2).

[FORMULA 126]

Z(emq_m,q_jl -0 ;- bl )+ Z(eloumo -al_; -b0_ o)

q_i0,q_jl q_il,q jo

[0109] Data strings Ay o, Ay 1, By gand B, 1 are input to the party X, data strings Ay 1 and By, 4 are input to the party
Y, and data strings Aq  and B ¢ are input to the party Z (S101).

[0110] First, the party-X random number generation means 901 in the party X generates random numbers ¢, ; and
¥4 and random number sequences (a1q g, ..., @1q npo1) @and (B1g o, -, B1g_nao-1) @nd transmits the random numbers
and the random number sequences to the party Y (S102). In addition, the party-Y random number generation means
902 in the party Y generates a random number Sq and transmits the random number to the party Z (S103).

0111] Then, the party-X computation means 903 in the party X computes random numbers c, 4 and yy according to
q_0 0

[FORMULA 127]
Cqo ™ Z (€01 0441 -804 50 bl )+ Z(elO(Lil,q_jO -al ;b0 ) —¢y
qi0,q j1 q.ilq jo0
Yo = Z(aOcLiO Blyio +60g 5 -alyj0)— 7,

i0,j0.q

and transmits the random numbers to the party Z (S104).

[0112] In addition, the party-Y computation means 904 in the party Y receives the random numbers Cq 1 and y4 and
the random number sequences (alq o, -, @1q npo-1) @nd (B1q o, -, B1q_nao-1) from the party X, computes number
sequences (a0q o, -, a0y npo-1) @nd (B0q o, ---» POq_nao-1) @nd a value y* according to
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[FORMULA 128]
00q 5= D 54710, g jo-alyy—al

q,q_1l
Boq_iO = zsq 'eOlq_io,q_jl 'blq_jl _qu_io’

q,q_jl

y, =qu °Cq_1 _YI
q

and transmits the number sequences and the value to the party Z (S105).

[0113] Then, the misuse detection means 905 in the party Z receives the random numbers ¢,  and yq from the party
X and the random number s, the number sequences (a0 g, --., @0g_npo-1) @nd (B0q g, ---, BOy_nag-1) and the value v’
from the party Y, computes

[FORMULA 129]
> 8¢ Cao—Yo— 2,(a0 ;o BO, o +bO_ ;o -a0 o)+
q i0,j0,q

and ends the processing by outputting data indicating a misuse detection if the computation result is not 0 (S106).

[0114] Iftheresult of the computation by the misuse detection means 905 is 0, the party X outputs the random numbers
Cq 0 and Cq 1 the party Y outputs the random number Cq 1 and 0, and the party Z outputs 0 and the random number
Cq_0 (8107). In the processing described above, hash values or other values can be substituted for the random numbers.

[TENTH EMBODIMENT]

[0115] A tenth embodiment is a specific example of the ninth embodiment, in which na0 = na1 = na2 = nb0 = nb1 =
nb2 =n,and e00 =e01=e10=e11=e12 =e21 =e22 =20 = e02 = 1. The configuration and the process flow are the
same as those according to the ninth embodiment (an example of the configuration is shown in Fig. 16, and an example
of the process flow is shown in Fig. 17). A secure sum-of-product computation system 910 according to the tenth
embodiment performs a total of m sets of sum-of-product computations of data strings A o = (a0q_g, ---, @04_n.1) and
Aq 1 =(alg g, -, @lq_n4) and data stringsBg o = (b0q g, .., bOg n.q) @nd By 1 = (b14 o, ..., b1y n.1) expressed as the
following formula by cooperative computation by the three computation apparatuses, the parties X, Yand Z (i= 0, ...,
n-1,nrepresents a naturalnumber,q=0, ..., m-1, and mrepresents aninteger equal to or greaterthan 1) (the computations
are performed in parallel in the case where m is equal to or greater than 2).

[FORMULA 130]
> a0 ;-bl ; + Zalq_i b0,
qi q_i

[0116] Data strings Ay o, Ay 1, By gand B, 1 are input to the party X, data strings Ay 1 and By, 4 are input to the party
Y, and data strings Aq  and B ¢ are input to the party Z (S101).

[0117] First, the party-X random number generation means 901 in the party X generates random numbers ¢, ; and
¥4 and random number sequences (a1 o, ..., a1y nq) @nd (B1g o, ..., P14 n.1) @and transmits the random numbers and
the random number sequences to the party Y (S 102). In addition, the party-Y random number generation means 902
in the party Y generates a random number Sq and transmits the random number to the party Z (S103).

[0118] Then, the party-X computation means 903 in the party X computes random numbers ¢4  and yq according to
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[FORMULA 131]
Cqo=2.a0,; bl ;+> al ;-b0 , —c,,
qi q_i

Yo =Z:(aO(Li-[31q_i +b0q_i -ocltu)—}/1

i’q

and transmits the random numbers to the party Z (S104).

[0119] In addition, the party-Y computation means 904 in the party Y receives the random numbers ¢, 4 and y; and
the random number sequences (al1y o, -.., a1y n.q)and (B1q o, ..., B14_n.1) fromthe party X, computes number sequences
(a0q g --» @0q_n-1) @nd (BOq g, -, POy _n.1) @and a value y" according to

[FORMULA 132]
a0, =s,-al ;—al;

BOq_i =s, bl ; _Bltu 5
Y'=D.8,Ci— "
q

and transmits the number sequences and the value to the party Z (S105).
[0120] Then, the misuse detection means 905 in the party Z receives the random numbers Cq 0 and vy, from the party

X and the random number Sgp the number sequences (an_O, an_n_1) and (BOq_O, BOq_n_1) and the value y’ from
the party Y, computes
[FORMULA 133]
!
D 8y Ceo— Yo~ 2, @0 B0, +b0_;-a0, ) +7"
q iq

and ends the processing by outputting data indicating a misuse detection if the computation result is not 0 (S106).
[0121] Ifthe result of the computation by the misuse detection means 905 is 0, the party X outputs the random numbers
Cq.0 and Cq_1s the party Y outputs the random number Cq_1 and 0, and the party Z outputs 0 and the random number
Cq 0 (8107). In the processing described above, hash values or other values can be substituted for the random numbers.
[ELEVENTH EMBODIMENT]

[0122] A secure sum-of-product computation system 920 according to an eleventh embodiment is the secure sum-

of-product computation system 910 according to the tenth embodiment that is improved so as to be able to more efficiently
and securely perform the sum-of-product computation

[FORMULA 134]

Zan_i bl +Z:a1q_i -b0 ;
q q_t

with one of the multipliers in each term being fixed regardless of the values i and q, that is,
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[FORMULA 135]
> a0-bl ; + > al-bo,;-
qi qi

[0123] The configuration and the process flow of the secure sum-of-product computation system 920 are the same
as those according to the ninth and tenth embodiment (an example of the configuration is shown in Fig. 16, and an
example of the process flow is shown in Fig. 17). However, data a0 and a1 and data strings By o = (b0q o, -.., bOq_n.1)
and By 4= (b1y o, ---. b1q_n-1) @re input to the party X, the data a1 and the data string B, 4 are input to the party Y, and
the data a0 and the data string By, ¢ are input to the party Z (S 101).

[0124] First, the party-X random number generation means 901 in the party X generates random numbers ¢, ; and
Y41, @ random number sequence (oc1q_0, a1q_n-1) and a random number 1 and transmits the random numbers and
the random number sequence to the party Y (S102).

[0125] In addition, the party-Y random number generation means 902 in the party Y generates a random number s
and transmits the random number to the party Z (S103).

[0126] Then, the party-X computation means 903 in the party X computes random numbers ¢

q

q_0 and yp according to

[FORMULA 136
Cqo= Zao.blcLi +Za1-b0(u —Cy |
Q1 q1

Yo, =a0-Bl1+ E b0 ;-al ; -y,
i,q
and transmits the random numbers to the party Z (S104).
[0127] In addition, the party-Y computation means 904 in the party Y receives the random numbers ¢, 4 and y4, the

random number sequence (a1q g, ..., a1y n.1) and the random number 1 from the party X, computes a number sequence

(och_O, och_n_1) and value B0 and y’ according to

[FORMULA 137]
OLO(Li =qu -al—occhi
q
BO=>s,-bl ,—Bl -
Lq
Y= 8, Coi— Yy
q

and transmits the number sequence and the values to the party Z (S105).
[0128] Then, the misuse detection means 905 in the party Z receives the random numbers ¢,  and yq from the party
Xandthe random number sy, the numbersequence (a.0q o, ..., a0q_n.1)andthe values f0andy’ fromthe party Y, computes

42



10

15

20

25

30

35

40

45

50

55

EP 2 669 878 B1

[FORMULA 138]

qu “Cq 0~ Yo —aO-BO—Zqu_i a0, ; +vy'

q 1,q

and ends the processing by outputting data indicating a misuse detection if the computation result is not 0 (S106).
[0129] If the result of the computation by the misuse detection means 905 is 0, the party X outputs the random numbers
Cq.0 and Cq_1s the party Y outputs the random number Cq_1 and 0, and the party Z outputs 0 and the random number
Cq_0 (8107). In the processing described above, hash values or other values can be substituted for the random numbers.
[0130] The processings in the secure sum-of-product computation methods according to the present invention per-
formed by the secure sum-of-product computation systems according to the present invention described above can be
performed not only sequentially in the order described above but also in parallel with each other orindividually as required
or depending on the processing power of the apparatus that performs the processings. The functions of components of
the secure sum-of-product computation systems according to the present invention can be combined or divided as
required. Furthermore, other various modifications can be appropriately made without departing form the spirit of the
present invention. In the case where the secure sum-of-product computation systems according to the embodiments of
the present invention are implemented by computers, the specific processings of the functions of the apparatuses and
the components thereof are described in programs. The programs are stored in a hard disk drive, for example, and a
required program or data is loaded into a random access memory (RAM) for execution. The computer implements the
specific processing by the CPU executing the loaded program.

Claims

1. Acomputation apparatus thatis used in performing a sum-of-product computation by three computation apparatuses
in cooperation, the three computation apparatuses serving as a party X, a party Y and a party Z and performing
symmetric processings,
wherein provided that any of the computation apparatuses is a party P, it is assumed that the party Z is a party P_,
and the party Y is a party P, and subscripts Op, 1p and 2p are 0, 1 and 2, respectively, if the party P is the party X,
the party X is the party P_, the party Z is the party P,, and the subscripts Op, 1p and 1p are 1, 2 and 0, respectively,
if the party P is the party Y, and the party Y is the party P_, the party X is the party P, and the subscripts Op, 1p and
2p are 2, 0 and 1, respectively, if the party P is the party Z,

m represents an integer equal to or greater than 1, naOp, na1p, na2p, nbOp and nb1p represent natural numbers,
q=0, ..,m-1,i0p=0, ...,na0p-1,i1p=0, ...,nalp-1,i2p =0, ...,na2p-1,j0p=0, ...,nb0p-1,andj1p=0, ...,nb1p-1,and
€0p1pigp j1p: €1PO0P;1p jop: €0POP;op jop @Nd €1p1p represent any numbers,

characterized in that said party P comprises:

i1p,j1p

first random number generation means (101, 301) adapted to generate a number ry p and transmit the number
to the party P,;

first computation means (102, 302) adapted to receive data strings Ay o, = (@0pq o, ---, @80Pg_naop-1)s Aq_1p =
(@1pg o; --» @1Pg_natp-1): Bq_op = (b0Pq . - DOPG npop-1) @Nd By 4,= (b1pg o, ..., b1Pg np1p-1), COMpute a value
Cq_p according to

Cap= D (e0PIP jopq jtp ~a0Pg iop *D1Pg j1p)
¢ i0p.q jlp ,

+ 22(e1POPg i1 jop *21Pg i1p “DOP jop) + Ty v

q_ilp,q_jop

and transmit the value to the party P_; and
second computation means (103, 303) adapted to receive a number Mq_P- from the party P_, a value Cq_p+ from

the party P,, compute values ¢ and ¢ according to

q_0p q_1p
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Coop= Z (eopopq_iOP,q_jOp : aOPcLiOp . bopq_jOp) +CipIyp-
q_i0p,q_j0p 4 .

Conp = Z(elplpq_ilp,qjlp ) alpq_ilp ) blpq_ilp) +Cyips " Iyp
q_ilp,q jlp

The computation apparatus according to claim 1, characterized in that

the parties P_and P previously share a number Sq_P+s the parties P and P, previously share a number Sq P and
the parties P, and P_ previously share a number Sq_ps and

the party P further comprises:

second random number generation means (304) adapted to generate a number sequence (aP+1pq_0,
aP.1pg na1p-1) @and a number pp and transmit the number sequence and the number to the party P,, and
generate a number sequence (aP_0py o, ..., aP_0py naop-1) @nd transmit the number sequence to the party P_;
third computation means (305) adapted to compute a number sequence (aP_Opq_O-sq_P_-aOpq_O, ey 0P
0Pq_naop-1-Sq_P-"@80Pq_naop-1) @nd transmit the number sequence to the party P,, receive a number sequence
(oeP1pg_gv -s @P1Pg natp.1) from the party P, and a number sequence (aPOp ¢ ..., aPOpg na0p-1) from the
party P_, compute anumber sequence (aP,1pg g-Sq p+alpg o, - AP+ 1Pg natp-1-Sq_p+@1Pq natp-1) @nd avalue

Yp = Z(eoplpiOp,jlp 'aPOPq_iOp ‘blpq_jlp)

i0p, jlp.q s

+ Z(CIPOPnp,—jOp ~aPlp, 51, -bOpP, jop) +Pp

ilp,jOp.q

and transmit the number sequence and the value to the party P_;
fourth computation means (306) adapted to receive a number sequence (aP_qu_O-sq_P_-aqu_O, ey 0P
2Py _na2p-1-Sq_P"@2Pq_na2p-1) from the party P, and a value pp_ from the party P_, compute a value y'p.

Yp_ = Z{(GP— 2Pg i2p ~Sq p-"32Pq i2p)  bOPg jop =S¢ p- - rCLP-} +Pp

i2p,j0p,q

and transmit the value to the party P,; and
misuse detection means (307) adapted to receive a value yp, from the party P, and a value y'p, and a number
sequence (aP+2pq o-Sq p.'a2Pq o, s &P+2Pq nazp.1-Sq_p+'32Pq nazp-1) from the party P_, compute

Z {(OLP+ 2pq_i2p - Sq__p+ : a2p¢Li2p) : blch_jlp + Sq_P+ ‘ Cq_P+}_ Y+ + Y;)+ ’

i2p,jlp,q

end the processing by outputting data indicating a misuse detection if the result of the computation is not 0, and
output a values ¢, o, and ¢ 4, if the result of the computation is 0.

The computation apparatus according to claim 1, characterized in that

the parties P_and P previously share a number Sq_P+s the parties P and P, previously share a number Sq P and
the parties P, and P_ previously share a number Sq_ps and

the party P further comprises:
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second random number generation means (604) adapted to generate a number pp and transmit the number to
the party P,, and generate number sequences (aP_opg g, -, aP_0pq_nagp-1) @nd (BP_0pq o, ---, BP.OPq_nbop-1)
and transmit the number sequences to the party P_;

third computation means (605) adapted to compute number sequences (aP_Opq_O-sq_P__aOpq_O,
O‘F’-Opq_naOp-1'sq_P-'aOpq_naOp-1) and (BP'Opq_O'sq_P-'bOPq_O’ e BP-Opq_naOp-1'sq_P-'bOPq_naOp-1) and transmit
the number sequences to the party P, receive number sequences (aP1 Pg_0s -+ aP1 pq_na1p_1) and (pP1 Pg_0 -
BP1Pg_np1p-1) from the party P,, compute a value

YP = 2(e1p0pilp,j0p : aPlpq_ilp ' bOpq_jOp)

ilp,jOp.q s

+ Z(eoplpiOp,jlp 'aOPq_iOp 'BPlpq_J’lp *Pep

i0p,jip.q

and transmit the value to the party P_;
fourth computation means (606) adapted to receive a value pp_from the party P_, compute

Vo = Z (—=Sqp- T p-)+Pp
q

and transmit the value to the party P,; and

misuse detection means (607) adapted to receive a value yp, from the party P, and a value y'p, and number
sequences (aP+2pq g-Sq p+@2Pq 0s -+ 4P+2Pg nagp-1-Sq_p+'@2Pq nazp-1) aNd (BP+2pg o-8q p+b2pq o, -+
BP+2pg nazp-1-Sq_p+P2Pq nazp-1) from the party P_, compute

Z {(QP+ 2chi2p - sq_P+ . azchup) -bl pq_jlp + (BP+ 2pq_j2p - Sq_P+ ’ bzpq_jlp ) : alpq_ilp + Sq_P+ ' CLP+} ’
ilp,i2p,jlp.j2p.q

—Yes t Y;’+

end the processing by outputting data indicating a misuse detection if the result of the computation is not 0, and
output a values ¢, o, and ¢ 4, if the result of the computation is 0.

A secure sum-of-product computation method used for performing, in parallel, a total of m sets of sum-of-product
computations of datastrings Aq g=(a0q g, ---,@0q_nao-1): Aq_1=(@1q g, --»@1q nat-1)andAq o=(a2q o), --.,824 nas-1)
and Bq_o = (qu_O, vy qu_nb0_1), Bq_1 = (b1q_0, vy b1q_nb1-1) and Bq_2 = (b2q_0, vy b2q_nb2_1) by COOperatiVe com-
putation by three computation apparatuses, which are a party X, a party Y and a party Z, the sum-of-product
computations being expressed as
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Z(eoo(uom0 -a0, ;o -b0 )+ Z(emum, -a0, b1 ;)

q i0,q_jo q_i0,q jl

+ (€10 ;450 8l b0 )+ D (el iy -aly;-bl ;)
q il,q j0 qil,q_jl

+ D12 0 p-al b2 )+ D (€21 05182 bl )
qil,q j2 q.i2,q jl

+ Z(ezzq_iz,q_iz a2, b2 )+ Z(ezoq_iZ,q__iO -a2, 4 -b0, ;)
qi2,q j2 q.i2,q j0

+ Z(e(}zq_io,q_jZ -a2g ;b0 )
q.i0,q j2

where q=0, ..., m-1, m represents an integer equal to or greater than 1, na0, na1, na2, nb0, nb1 and nb2 represent
natural numbers, 10=0, ..., na0-1,i1=0, ..., na1-1,i2=0, .., na2-1,j0 =0, ..., nb0- 1, j1 =0, ..., nb1-1, and j2 =
0, ..., nb2-1, and 901q_i0,q_j1~ e10q_i1yq_j0, eOOq_iqu_jO, el 1q_i1,q_j1~ e12q_i1yq_j2, 921q_i2,q_j1~ e22q_i2yq_j2; e20q_i2yq_j0
and e024 jo q jo represent any numbers, and the data strings A, o, Aq_ 1, Bq_g and By 4 being input to the party X,
the data strings A 1, Aq 2, Bq 1 and By , being input to the party Y, and the data strings Ay 5, Aq o, Bq 2and By ¢
being input to the party Z,

characterized in that said secure sum-of-product computation method comprising:

a party-X first random number generation step (S2-1, S22-1) in which the party X generates a number Mg and
transmits the number to the party Y;

a party-X first computation step (S2-2, $22-2) in which the party X computes a value ¢, x according to

q

Coqx = Z (€01 joq j1+a0q - b1y ;) + Z(eloq_il,q_jo -aly y-b0, jo) + 1 x

q_i0,q j1 q il,q jo

and transmits the value to the party Z;
a party-X second computation step (S3, S23) in which the party X receives a number r, 7 from the party Z and
avalue ¢, y from the party Y, computes values ¢, o and ¢4 4 according to

q_i0,q_jo .
b
q_il,q jl
a party-Y first random number generation step (S4-1, S24-1) in which the party Y generates a number oY and

transmits the number to the party Z;
a party-Y first computation step (S4-2, S24-2) in which the party Y computes the value ¢, y according to

Cov = Z(elzq_n,q_iz -aly b2 5)+ Z(e21q_i2,q_jl a2 bl ) +rgy

qil,q j2 qi2,qj1
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and transmits the value to the party X;
a party-Y second computation step (S5, S25) in which the party Y receives the number ry yx from the party X
and a value ¢ 7 from the party Z, computes values ¢, 4 and ¢, , according to

Cq 1 = Z(el 1y ing-@lg i bl ) + ¢y — T, x
qil,q jl

Cqo= Z(ezzq_iz,q_i2 ‘a2, 5 b2 ) +e Ty
q_i2,q_j2

b

a party-Z first random number generation step (S6-1, S26-1) in which the party Z generates the number r,
and transmits the number to the party X;
a party-Z first computation step (S6-2, S26-2) in which the party Z computes the value Cqz according to

Cuz = Z(ezomm:azw-bom)ﬁu D (€02, 1002782, b0 o)1,

q.i2,q jO q i0,q j2

and transmits the value to the party Y; and
a party-Z second computation step (S7, S27) in which the party Z receives the number r;, y from the party Y

and the value ¢y x from the party X, computes the values ¢, ¢ and ¢,  according to

Coo= 2.(€00 ;5080 ;o b0 ) +Cox T, 7
q_i0,q jO

q_i2,q j2

The secure sum-of-product computation method according to claim 4, characterized in that

the parties X and Y previously sharing a number Sq 2> the parties Y and Z previously sharing a number Sg—x> and
the parties Z and X previously sharing a number Sq > and

said secure sum-of-product computation method further comprising:

a party-X second random number generation step (S28) in which the party X generates a number sequence
(0Y1g g s @Y 14 na1-1) @nd @ number p, and transmits the number sequence and the number to the party Y,
and generates a number sequence (aZ0g , ..., aZ0g n40.1) @nd transmits the number sequence to the party Z;
a party-X third computation step (S29) in which the party X computes a number sequence (aZOq_O-sq_Z-an_O,
aZ0q na0-1"Sq_z'@0q_nao-1) @nd transmits the number sequence to the party Y, receives a number sequence
(aX1g_gs -+ X1 nat-1) from the party Y and a number sequence (aX0q g, ..., aX0qy nag.1) from the party Z,
computes a number sequence (oY1, g-Sq y'aly g, - @Y1 na1.4-Sq_y'@lq na1-1) @nd a value

Yx = Z(e()lq_io,q_jl ~0X0, j-bly )+ Z(eloq_il,q_jo aXly 5 -b0g o) +px’

i0,jl,q il,j0,q

and transmits the number sequence and the value to the party Z;
a party-X fourth computation step (S30) in which the party X receives a number sequence (022, o-sq 7'a24 o, ---,
0Z2¢ na2-1-Sq 7'824 na2-1) from the party Y and a value p; from the party Z, computes a value
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Yz = Z{eZOq i2q j0 (022 i3 =8y 7-32; ;5) b0 ;=5 7T z}+Pz

i2,j0,q

and transmits the value to the party Y;
a party-X misuse detection step (S31) in which the party X receives a value yy from the party Y and a value y'y
and a number sequence (aY2, o-Sq y.82q o, - AY2q na2.1-Sq y'824 nap-1) from the party Z, computes

> {21 ing 5 (@Y2, 1y —Sq v 182_2)-blq_i+Sq_v S v}~ Yy +7Y

i2,jl,q

ends the processing by outputting data indicating a misuse detection if the result of the computation is not 0,
and outputting the values ¢, o and c, 4 if the result of the computation is 0;

a party-Y second random number generation step (S32) in which the party Y generates a number sequence
(0224 g, ..., 0224 nzp.1) @nd a number py and transmits the number sequence and the number to the party Z,
and generates the number sequence (aX1g g, ..., aX1q_na1.1) @nd transmits the number sequence to the party X;
a party-Y third computation step (S33) in which the party Y computes a number sequence (aX1q_0-sq_X-a1 q 01 o
oX1y nat-1-Sq_x"@1q_na1-1) @nd transmits the number sequence to the party Z, receives the number sequence
(aY1g gy s &Y 1q nat-q) from the party X and a number sequence (aY2 g, ..., aY2y a0.4) from the party Z,
computes the number sequence (022 -Sq 7'82 ¢, ---» 022 na2-1-Sq_7'82q_na2-1) @nd the value

Yy = Z(elzq_i,,q_jz-aqu_i,-bzq_ﬂ)+ D (€21, g 1 Y2, ;p-bly ) +py’

il,j2,q i2,jl,q

and transmits the number sequence and the value to the party X;
a party-Y fourth computation step (S34) in which the party Y receives the number py from the party X and a
number sequence (aX0q ¢-Sq_x'@0q g ---» @X0q_nao-1-Sq_x'80q_nao-1) from the party Z, computes a value

YrX: Z{eolq_io,q_jl (a’XO q X aO 10) bl q X rq_X}+pX’

i0,jl,q

and transmits the value to the party Z;
a party-Y misuse detection step (S35) in which the party Y receives the value y’; and the number sequence
(0Z0q_g-8q_z'@0q g, -, Z0y nag-1-Sq_z'@0q_nao-1) from the party X and a value y from the party Z, computes

Z{eozq_io,q_jz (Z0, o —5q_z-30g j0) b2y j, +5, 2 ‘Cq_z}_Yz +Yy

i0,j2,q

ends the processing by outputting data indicating a misuse detection if the result of the computation is not 0,
and outputs the values ¢,  and ¢, , if the result of the computation is 0;

a party-Z second random number generation step (S36) in which the party Z generates the number sequence
(0X0q g, --s 0X0g pg0-1) @nd the number p; and transmits the number sequence and the number to the party
X, and generates the number sequence (aY2q g, ..., aY2y 14p.4) @and transmits the number sequence to the
party Y;

a party-Z third computation step (S37) in which the party Z computes the number sequence
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(Y24 g-Sq_y'@2g 0, - Y24 1ap1-Sq_y'82_nap-1) @nd transmits the number sequence to the party X, receives
the number sequence (aZ0g g, ..., @Z0y na0.1) from the party X and the number sequence (aZ2 o, ...,
aZ2 hap-1) fromthe party Y, computes the number sequence (aX0qy ¢-Sq x'a@0q 0, --s 8X0q_nap-1-Sq_x'@0q_nao-1)
and the value

Yz = Z(e2oq_i2,q_j0 'azzq_iz "boq_j0)+ Z(eozq_io,q_jz 'a’ZOq_iO 'b2q_j2)+Pz’

i2,j0,q i0,j2,q

and transmits the number sequence and the value to the party Y;

a party-Z fourth computation step (S38) in which the party Z receives the number sequence
(0Y1q 07Sq_y@lq 0s -+ 0Y 1 na1.1-Sq_y'a@lg na1.1) fromthe party Xand the number py fromthe party Y, computes
a value

= Z {elZLiLq_j2 -(ochq_il -S4 v 'alq_“) . b2q_j2 —Sq v Tg vy }+ Py’

il,j2,q

and transmits the value to the party X; and
a party-Z misuse detection step (S39) in which the party Z receives a value yy from the party X and a value y'yx
and the number sequence (aX1q g-Sq x@1q gs - aX1q na1-17Sq_x'81q_na1-1) from the party Y, computes

Z{eloq_il,q_jo (aX1, -8y x-aly ) b0, jo +5, x 'cq_x}—Yx +Y%?

il,j0,q

ends the processing by outputting data indicating a misuse detection if the result of the computation is not 0,

and outputs the values ¢, , and cq ) if the result of the computation is 0.

The secure sum-of-product computation method according to claim 4, characterized in that

the parties X and Y previously sharing a number Sq 7> the parties Y and Z previously sharing a number Sq x> and
the parties Z and X previously sharing a number Sq > and

said secure sum-of-product computation method further comprising:

a party-X second random number generation step (S68) in which the party X generates a number p, and
transmits the number to the party Y, and generates number sequences (a.Z0 ., aZ0 )and (BZ0
BZ0q_npo-1) @and transmits the number sequences to the party Z;

a party-X third computation step (S69) in which the party X computes number sequences (aZOq_O-sq_Z-an_O,
aZ0q na0-1"Sq_z'@0q_nao-1) @nd (BZ0q_g-Sq z'b0q g, ---, BZ0g_nbo-1-Sq_z'P0q_nbo-1) @nd transmits the number se-
quences to the party Y, receives number sequences (aX1q g, ..., aX1q nat-1) and (BX1g g, ..., BX1g_pp1-1) from
the party Y, computes a value

q_ 0 - g_na0-1 q_0s =

Yx = 2,(€10; o -aX1, ;-b0, ;) + D (01, -a0, o -BX1, ;) +px’

il,j0.q . i0,jl,q

and transmits the value to the party Z;
a party-Xfourth computation step (§70) in which the party X receives a value p from the party Z, computes a value
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= Z(‘Sq_z 'rq_z) + Pz
q

and transmits the value to the party Y;

a party-X misuse detection step (S71) in which the party X receives a value yy from the party Y and a value y'y
and number sequences (aY2y g-Sq y'a2q ¢, -, Y24 nan4-Sq y'82g nap1) and (BY2y ¢S4 y'b2g o, ..
BY24 nb2-1-8q_y 024 _npo-1) from the party Z, computes

S 21, g i (@Y2, =5, y-a2 )bl
iL,i2,il,j2.9 ’
+el2 4 i (BY2 Sq_Y b2q_j2)'a1q_i]+Sq_Y'Cq_Y}_’YY+Y(Y

ends the processing by outputting data indicating a misuse detection if the result of the computation is not 0,
and outputting the values ¢, g and c, 1 if the result of the computation is 0;

a party-Y second random number generation step (S72) in which the party Y generates a number py and
transmits the number to the party Z, and generates the number sequences (aX1 - aX1y na1.1) and
(BX1g_o» --» BX1g_np1-1) and transmits the number sequences to the party X;

aparty-Y third computation step (S73) in which the party Y computes number sequences (aX1q_0-sq_X-a1 q 0 -
aX1g_nat1-1-Sq_x'@1q_na1-1) @and (BX1q_g-sq_x'b1q 0, - BX1q nb1-1-Sq_x'b1q_nb1-1) @nd transmits the number se-
quences to the party Z, receives number sequences (aY2q o, ..., @Y2y nao4) @nd (BY2q g, ..., BY2q ppo.1) from
the party Z, computes a value

q_O’ .

D (€21, o Y2, 5-bly )+ Do(e12g o p-aly y BY2 p)+py’

i2,j1,q il,j2,q

and transmits the value to the party X;
a party-Y fourth computation step (S74) in which the party Y receives the number py from the party X, computes
a value

= z (_Sq_X ) I.q_X ) +pPxo
q

and transmits the value to the party Z;

a party-Y misuse detection step (S75) in which the party Y receives a value y'; and the number sequences
(aZOq_O-sq_Z'an_O, aeny O(ZOq_nao_»]-Sq_z'aoq_nao_1) and (BZOq_O-Sq_Z'qu_O, aeny BZOq_nb0_1-Sq_z'qu_nb0_1) from
the party X and a value yz from the party Z, computes

> {02, 00 2 (@Z0, so -5, z-20, o) b2,
i0,i2,j0,j2.q >
+€20, 14 0 (BZO, j—S, 2 boq_jo)-azq_izJrsq_z-cq_z}—yz+y'Z

ends the processing by outputting data indicating a misuse detection if the result of the computation is not 0,

50



10

15

20

25

30

35

40

45

50

55

EP 2 669 878 B1

and outputs the values ¢, 4 and ¢, , if the result of the computation is 0;

a party-Z second random number generation step (S76) in which the party Z generates the number p; and
transmits the number to the party X, and generates the number sequences (aY2, g, ..., Y2y na2.4) and
(BY2q g, -, BY2q_npp-1) @nd transmits the number sequences to the party Y;

a party-Z third computation step (S77) in which the party Z computes the number sequences
(Y24 g-Sq_y'32q 0, - AY24 nap1-Sq y'824 nap-1) @nd (BY24 g-Sq v'b24 o, -.s BY2q npo.1-Sq v'D2q np2.1) @nd
transmits the number sequences to the party X, receives the number sequences (a.Z0 , aZ0 ) and
(BZ0g_o, ---» BZ0q_npo-1) from the party X, computes the value

q—0 -+ q_na0-1

Yz = Z(eozq_io,q_jz 'O‘ZOq_io 'b2q_jo)+ Z(ezoq_iZ,q_jO a2, 'BZOq_jo)'*‘Pz ’

i0,j2,q i2,j0,q

and transmits the value to the party Y;
a party-Z fourth computation step (S78) in which the party Z receives the number py from the party Y, computes
a value

Yy = Z(_Sq_y "Iy y)+ Py
q

and transmits the value to the party X; and

a party-Z misuse detection step (S79) in which the party Z receives a value yy from the party X and a value y'yx
and the number sequences (aX1, g-Sq x'@ly g, - aX1g naq1.1-Sq x@l and (BX1, o-sq x.b1
BX1q_nb1-1-8q_x'01q_np1-1) from the party Y, computes

q_na1-1) q_07 =+

Z{eloq_il,q_jo . (OLqu_“ —Sqg x° alq_“) : qu__jO}

i0,i1,j0, ji,.q >

+e01; 00 ji-(BX1, -84 x ‘bl j1)-a0 ;0 +58¢ x ‘Cq_x}' Yx +¥x

ends the processing by outputting data indicating a misuse detection if the result of the computation is not 0,
and outputs the values ¢, , and cq_ if the result of the computation is 0.

A secure sum-of-product computation method used for performing, in parallel, a total of m sets of sum-of-product
computations of data strings Ay o = (a0g o, ..., @804 nag1) @nd Ay 1 = (@l1q g, .-, @lg pat.1) @nd By o = (b04 o, -,
b0y npo-1) @nd By 1 = (b4 o, ..., b1y np1.1) by cooperative computation by three computation apparatuses, which
are a party X, a party Y and a party Z, the sum-of-product computations being expressed as

Z(emq_m,q_il +a0 bl ;) + Z(equ_“’UO -al ;; -b0, ;o)

qi0,q_jl qil,q_jo

where q = 0, ..., m-1, m represents an integer equal to or greater than 1, na0, na1, nb0 and nb1 represent natural
numbers, i0 =0, ..., na0-1,i1=0, ..., na1-1,j0 =0, ..., nb0-1, and j1 =0, ..., nb1-1, and e01q_iqu_j1 and e10q_i1yq_j0
represent any numbers, and the data strings Ag o, Aq 1, By g and By 1 being input to the party X, the data strings
Aq 1 and By 4 being input to the party Y, and the data strings A, o and B, ) being input to the party Z,
characterized in that the secure sum-of-product computation method comprising:
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a party-X random number generation step (S102) in which the party X generates numbers Cq 1 and v, and
number sequences (alq g, -, @1q_npo-1) @nd (B1q_os -, B1q_nao-1) @nd transmits the numbers and the number
sequences to the party Y;

a party-Y random number generation step (S103) in which the party Y generates a number s, and transmits
the number to the party Z;

a party-X computation step (S104) in which the party X computes values Cq 0 and y, according to

Cao ™ Z (eOIq_iO,q_jl 'aoq_io : blq_jl) + Z(eloq_il,q_io 'alLil : qu_jO) —Cq1

qi0q ji ailq jo
Yo = Z(aoq__io "Bl +b0 50-alg 0)— v,
0,0,

and transmits the values to the party Z;

a party-Y computation step (S105) in which the party Y receives the numbers ¢, 4 and y4 and the number
sequences(aly g, -, a1y npo-1) @nd (B1q o, - P nao-1) from the party X, computes number sequences
(20q s --» @0q_nbo-1) @nd (BOq o, --., BOg_nao-1) @nd a value y" according to

q.q_il

Boq_io = qu 'eOIq_iO,q_jl 'blq_jl —qu_io ’

q,9_jl
EOURHE
Y = Sq Cq_l Y1
q

and transmits the number sequences and the value to the party Z; and

a misuse detection step (S106) in which the party Z receives the values ¢, o and y, from the party X and the
number s, the number sequences (a0q g, .., @0g_npg-1) @nd (BOq o, --., BOy_nao-1) @and the value v’ from the
party Y, computes

qu "Cqo~ Yo~ Z (aoq_iO 'Boq_io + qu_io 'O‘Oq_io) +v"
q

i0,j0,q

and ends the processing by outputting data indicating a misuse detection if the result of the computation is not 0,
wherein if the result of the computation in the misuse detection step is 0, the party X outputs the values Cq 0
and Cq_1» the party Y outputs the value Cq 1 and 0, and the party Z outputs 0 and the value Cq 0-

A secure sum-of-product computation method used for performing, in parallel, a total of m sets of sum-of-product
computations of data a0 and a1 and data strings B, g = (b0g o, .., bOg_npo-1) @nd Bq 4 = (b1 g, ..., b1y np1-1) bY
cooperative computation by three computation apparatuses, which are a party X, a party Y and a party Z, the sum-
of-product computations being expressed as
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> a0-bl ;+ > al-b0_,
qi qi

where q = 0, ..., m-1, m represents an integer equal to or greater than 1, n represents a natural number, and i =
0, ..., n-1, and the data a0 and a1 and the data strings Bq_o) and Bq_1 being input to the party X, the data a1 and
the data string Bq_1 being input to the party Y, and the data a0 and the data string Bq_O) being input to the party Z,
characterized in that the secure sum-of-product computation method comprising:

a party-X random number generation step (S102) in which the party X generates numbers ¢, 4 andy4, a number
sequence (aly g, ..., a1q n.4) @and a number 1 and transmits the numbers and the number sequence to the
party Y;

a party-Y random number generation step (S103) in which the party Y generates a number Sq and transmits
the number to the party Z;

a party-X computation step (S104) in which the party X computes values ¢, o and y, according to

q

Cqo=2,a0-bl ;+> al-b0 ;—c,,
q1 q1

Yo =a0-Bl+Z:qu_i alg -7,

iq \

and transmits the values to the party Z;

a party-Y computation step (S 105) in which the party Y receives the numbers ¢, 4 and y4, the number sequence
(a1q_0, a1q_n-1) and the numberf 1 from the party X, computes a number sequence (a0 ,00 and
numbers B0 and y’ according to

q 0 - q_n_1)

a0, ; = qu -al—al;
q
BO=>s,-bl ;—Pp1 -
i,q

Y= qu R
q

and transmits the number sequence and the values to the party Z; and
a misuse detection step (S106) in which the party Z receives the values ¢, o and y, from the party X and the

number Sgp the number sequence (an_O, an_n_1) and the values 0 and y’ from the party Y, computes

ZSq -cq_o—';((,—aO-ﬁO—Zqu_i a0y ; +v"
q

i,q

and ends the processing by outputting data indicating a misuse detection if the result of the computation is not 0,
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wherein if the result of the computation in the misuse detection step is 0, the party X outputs the values ¢
and ¢, the party Y outputs the value ¢, 4 and 0, and the party Z outputs 0 and the value Cq_0-

q_0

q_1 q

A secure sum-of-product computation system using three said computation apparatuses according to claim 1 as a
party X, a party Y and a party Z.

A secure sum-of-product computation system using three said computation apparatuses according to claim 2 as a
party X, a party Y and a party Z.

The secure sum-of-product computation system using three said computation apparatuses according to claim 3 as
a party X, a party Y and a party Z.

A secure sum-of-product computation system used for performing, in parallel, a total of m sets of sum-of-product
computations of data strings Aq o = (a0y g, .-, @0q_nao-1) @nd Aq 4 = (alq g, -, @lg_nat-1) @nd By g = (004 o, -,
b0y nbo-1) @nd By 4 = (b1 o, ---, b1q_np1-1) by cooperative computation by three computation apparatuses, which
are a party X, a party Y and a party Z, the sum-of-product computations being expressed as

Z(eohuo,cu.1 -a0, ;o -bl ;) + Z(equ_n,q_jo -al, ; -b0_ ;)

q_i0,q jl : qilq_jo

where q = 0, ..., m-1, m represents an integer equal to or greater than 1, na0, na1, nb0 and nb1 represent natural
numbers, i0 =0, ..., na0-1,i1=0, ..., na1-1,j0 =0, ..., nb0-1, and j1 =0, ..., nb1-1, and eO1q_iO,q_j1 and e10q_i1yq_j0
represent any numbers, and the data strings Aq_o, Aq_1, Bq_O) and Bq_1 being input to the party X, the data strings
Aq_1 and Bq_1 being input to the party Y, and the data strings Aq_O and Bq_0 being _1input to the party Z,
characterized in that the party X comprises party-X random number generation means (901) and party-X compu-
tation means (903),

the party-X random number generation means (901) adapted to generate numbers ¢, 4 and y; and number se-
quences (aly o, ... @1g npo-1) @nd (B1g g ... B1q_nao-1) @nd transmit the numbers and the number sequences to
the party Y,

the party-X computation means (903) adapted to compute values Cq 0 and y, according to

Coo= D, (€0l 045 -a0, ;o bl )+ D (€10, 5-aly ;b0 )¢,

q.i0,q j1 qilq j0
Yo = Z(an_io Bl + qu_iO alg o) -7,
i0,j0,q :

and transmit the values to the party Z,

the party Y comprises party-Y random number generation means (902) and party-Y computation means (904),
the party-Y random number generation means (902) adapted to generate a number Sq and transmit the number to
the party Z,

the party-Y computation means (904) adapted to receive the numbers c, 4 and y; and the number
sequences(aly g, -, alg npo-1) @nd (B1q o, -, B1g_nao-1) from the party X, compute number sequences (a0, o, --.,
a0q_npo-1) @nd (BOq o, ---, BOg_nao-1) @nd a value y" according to

q,q_il
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B qio — ZS COI _i0,q_jl blq_jl_BchiO,

q,q_jt
'—
Y _zsq'cq_l —T
q

and transmit the number sequences and the value to the party Z,

the party Z comprises misuse detection means (905) adapted to receive the values ¢4 o and y, from the party X and
the number s, the number sequences (a0 g, ..., @04 npo-1) @nd (B0q_g, ---» BOy_nao-1) @nd the value y' from the party
Y, compute

z Sq°Cqo~Yo— Z (an_iO ’ BOq_iO + qu_jO ) aoq_jo) +v"
q

i0,j0.q

and end the processing by outputting data indicating a misuse detection if the result of the computation is not 0, and
the party X outputs the values Cq 0 and Cq_1» the party Y outputs the value Cq 1 and 0, and the party Z outputs 0 and
the value ¢, , if the result of the computation by the misuse detection means is 0.

A secure sum-of-product computation system used four performing, in parallel, a total of m sets of sum-of-product
computations of data a0 and a1 and data strings B, g = (b0q o, .., bOg_npo-1) @nd Bq 4 = (b1 o, ..., b1y np1-1) bY
cooperative computation by three computation apparatuses, which are a party X, a party Y and a party Z, the sum-
of-product computations being expressed as

D a0-bl_;+ > al-b0_,
qi qi

where q = 0, ..., m-1, m represents an integer equal to or greater than 1, n represents a natural number, and i =
0,..,n-1,and the data a0 and a1 and the data strings B o and Bq 4 being input to the party X, the data a1 and the
data string Bq 4 being input to the party Y, and the data aO and the data string Bq o) being input to the party Z,
characterized in that the party X comprises party-X random number generation means (901) and party-X compu-
tation means (903),

the party-X random number generation means (901) adapted to generate numbers ¢, 4 and y4, a number sequence
(a1q gs - @1q nq) @nd @ number B1 and transmit the numbers and the number sequence to the party Y,

the party-X computation means (903) adapted to compute values Cq-o) and y, according to

=2.a0-bl ; + 2 al-b0,; —¢c,,
q q1

o =a0.[31+2b0(Li cal -y,

iq

and transmit the values to the party Z,
the party Y comprises party-Y random number generation means (902) and party-Y computation means (904),
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the party-Y random number generation means (902) adapted to generate a number Sq and transmit the number to
the party Z,

the party-Y computation means (904) adapted to receive the numbers c, 4 and y4, the number sequence (a14 o, ...,
a1y n1) and the number 31 from the party X, compute a number sequence (a0 g, ..., @04_,.1) and numbers B0 and
¥ according to

a0 ;=>s, -al—al,
q
BO=>s,-bl ,—Pp1 -
i,q

r— —
Y _qu'cq_l Y1
q

and transmit the number sequence and the values to the party Z,
the party Z comprises misuse detection means (905) adapted to receive the values ¢4 o and y, from the party X and

the number Sq» the number sequence (och_O, och_n_1) and the values 0 and y’ from the party Y, compute

qu 'cq_o_'Yo—aO'B()—Z:boq_-l -(7.0q_i +7v'
q

i,q

and end the processing by outputting data indicating a misuse detection if the result of the computation is not 0, and
the party X outputs the values Cq 0 and Cq_1» the party Y outputs the value Cq 1 and 0, and the party Z outputs 0 and
the value ¢, , if the result of the computation by the misuse detection means is 0.

A program that makes a computer function as a computation apparatus according to any one of claims 1to 3 ora
secure sum-of-product computation system according to any one of claims 9 to 13.

Patentanspriiche

1.

Rechenvorrichtung, die bei der Ausfiihrung einer Produktsummenberechnung durch drei Rechenvorrichtungen in
Zusammenarbeit verwendet wird, wobei die drei Rechenvorrichtungen als eine Partei X, eine Partei Y und eine
Partei Z dienen und symmetrische Verarbeitungen ausfiihren,

wobei unter der Voraussetzung, dass jede der Rechenvorrichtungen eine Partei P ist, angenommen wird, dass die
Partei Z eine Partei P_ist und die Partei Y eine Partei P, ist, und Indices Op, 1p und 2p 0, 1 bzw. 2 sind, wenn die
Partei P die Partei X ist, die Partei X die Partei P_ist, die Partei Z die Partei P, ist, und die Indices Op, 1pund 1p 1,
2 bzw. 0 sind, wenn die Partei P die Partei Y ist und die Partei Y die Partei P_ist, die Partei X die Partei P, ist, und
die Indices Op, 1p und 2p 2, 0 bzw. 1 sind, wenn die Partei P die Partei Z ist,

m eine ganze Zahl gleich oder grofer 1 darstellt, naOp, na1p, na2p, nbOp und nb1p natirliche Zahlen darstellen, q
=0, ...,m-1,i0p=0, ...,na0p-1,i1p=0, ...,na1p-1,i2p=0, ...,na2p-1,j0p =0, ...,nb0p-1,undj1p =0, ..., nb1p-1, und
€0p1pigp j1p: €1PO0P;1p jop: €0POPIop jop UND €1P 1Py, i1, beliebige Zahlen darstellen,

dadurch gekennzeichnet, dass die Partei P umfasst:

eine erste Zufallszahlerzeugungseinrichtung (101, 301), die dafiir ausgebildet ist, eine Zahl ry p zu erzeugen
und die Zahl an die Partei P, zu senden;
eine erste Recheneinrichtung (102, 302), die daflir ausgebildet ist, Daten-Strings Aq_op = (aOpq_O,

aOpq_naop_1), Aq_1p = (a1pq_0,..., a1pq_na1p_1), Bq_op = (bOpq_O, bOpq_nbop_1) und Bq_1p (b1pq_0,
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b1pg np1p-1) ZU empfangen, einen Wert ¢, p gemaf

Cqpr ™ Z(eoplpq_iOp,q_jlp 'aOPq_iOp 'blpq_jlp) :
q_i0p,q_jlp
+ Z (e1p0Py i1p.q jop ~@L1P4 i1p - POPG jop) + g p

q ilp,q jOp

zu berechnen und den Wert an die Partei P_ zu senden: und
eine zweite Recheneinrichtung (103, 303), die dafiir ausgebildet ist, eine Zahl fq_p- von der Partei P_, einen

Wert Cq p+ VON der Partei P, zu empfangen, Werte ¢ und ¢ geman

q_0p q_1p

Cq_Op - Z(eopochiOp,q_jOp ) aOpq_iOp ) bOpq_JOp) + Cq_ll’ - rq_p-
q_i0p,q_jop

Cotp™ Z(elplchilp,q_jlp ralpy i, B1pg i) +Cq pr — Iy p

q_ilp,q jlp

zu berechnen.

Rechenvorrichtung nach Anspruch 1, dadurch gekennzeichnet, dass

die Parteien P_und P zuvor eine Zahl Sq P+ teilen, die Parteien P und P, zuvor eine Zahl Sq_p- teilen und die Parteien
P, und P_zuvor eine Zahl s, p teilen, und

die Partei P ferner umfasst:

q

eine zweite Zufallszahlerzeugungseinrichtung (304), die dafir ausgebildet ist, eine Zahlenfolge (aP.1pq o, --.,
aP+1Pg_natp-1) Und eine Zahl pp zu erzeugen und die Zahlenfolge und die Zahl an die Partei P, zu senden und
eine Zahlenfolge (aP_Opq_O, aP_Opq_naop_1) zu erzeugen und die Zahlenfolge an die Partei P_ zu senden;
eine dritte Recheneinrichtung (305), die dafiir ausgebildet ist, eine Zahlenfolge (aP_Opq_O-sq_P_-aOpq_O, ..., 0P
0Pq_naop-1-Sq_P-"80Pq_naop-1) 2U berechnen und die Zahlenfolge an die Partei P, zu senden, eine Zahlenfolge
(aP1pg_ g --s @P1Pg_pal p-1) von der Partei P, und eine Zahlenfolge (aP0pq o, --., aPOPq_naop-1) von der Partei
P- zu empfangen, eine Zahlenfolge (aP.1pq g-Sq_p+@1Pq os - AP*+1Pg na1p-1-Sq_p+@1Pg_natp-1) und einen
Wert

Te = Z(eoplpiOp,jlp 'aPOpq_iOp 'blpq_ﬂp)

i0p, jlp,q

+ Z(CIPOPnp,J‘Op -aPlp, 4, bOp, j0,) +Pp

ilp,j0p.q

zu berechnen und die Zahlenfolge und den Wert an die Partei P_zu senden;
eine vierte Recheneinrichtung (306), die daflir ausgebildet ist, eine Zahlenfolge (aP_qu_O-sq_P_-aqu_O, ..., oP_
2pPy_na2p-1-Sq_P-"82Pq_nazp-1) vonder Partei P, und einen Wert pp_von der Partei P_zuempfangen, einen Werty'p-

Y'[>— = Z {(G‘P— 2pq_i2p - Sq_P— ) a'qu_in) ' bopq_jop - S‘LP‘ ) I'CLP_ }+ Pp-

i2p,jop.q
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zu berechnen und den Wert an die Partei P, zu senden; und

eine Missbrauchsdetektionseinrichtung (307), die daflr ausgebildet ist, einen Wert yp,. von der Partei P, und
einen Werty'p, und eine Zahlenfolge (aP.2pq o-Sq p+'a2pq g, - 8P+2Pg na2p-1-Sq_p+@2Py_nazp-1) Yon der Par-
tei P_zu empfangen,

Z {(O(‘P+ 2pq_i2p o Sq_P+ ) a2pq_in) ) blpq_jlp + Sq_P+ ) Cq_P+}- Vp+ + y,E’+

i2p,jlp,q

zu berechnen,

die Verarbeitung zu beenden durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben, wenn das
Ergebnis der Berechnung nicht Oist, und Werte ¢ undc auszugeben, wenn das Ergebnis der Berechnung
0 ist.

q_0p q_1p

3. Rechenvorrichtung nach Anspruch 1, dadurch gekennzeichnet, dass
die Parteien P_und P zuvor eine Zahl s, p, teilen, die Parteien P und P, zuvor eine Zahl s, p._teilen und die Parteien
P, und P_ zuvor eine Zahl Sq_P teilen, und
die Partei P ferner umfasst:

eine zweite Zufallszahlerzeugungseinrichtung (604), die dafiir ausgebildet ist, eine Zahl pp zu erzeugen und
die Zahl an die Partei P, zu senden und Zahlenfolgen (aP-Op o, ..., @P.0pg nagp-1) und (BP0 o, ..., PP.
0Pq_nbop-1) ZU erzeugen und die Zahlenfolgen an die Partei P_zu senden;

eine dritte Recheneinrichtung (605), die daflir ausgebildet ist, Zahlenfolgen (aP_Opq_O-sq_P_-aOpq_O, ..., 0P

0Pq_na0p-1-Sq_P-"@0Pg_naop-1) Und (BP_0p, g-Sq p.b0yq 0, - BP.OPy naop-1-Sq_p-"POPq nagp-1) ZU berechnen und
die Zahlenfolgen an die Partei P, zu senden, Zahlenfolgen (ocP‘lpq_O, aP1pq_na,p_1) und (BP1pq_0,
BP1pq_nb1p-1) von der Partei P, zu empfangen, einen Wert

Yp = Z(GIPOPnp,J’Op 'aPlpq_up ‘bOPq_jop)

ilp,j0p,q

+ Z(eoplpiOp,jlp ) aOpq_iOp ) BPlpq_jlp + pP

i0p,jlp,q

zu berechnen und den Wert an die Partei P_ zu senden;
eine vierte Recheneinrichtung (606), die daflir ausgebildet ist, einen Wert pp_ von der Partei P_ zu empfangen,

Yo = Z (—Sq p-"Ig p-) + Pp-
q

zu berechnen und den Wert an die Partei P, zu senden; und
eine Missbrauchsdetektionseinrichtung (607), die dafiir ausgebildet ist, einen Wert yp, von der Partei P, und einen

Wert y'p, und Zahlenfolgen (aP.2pq ¢-Sq p+'@2Pq s - 0P+2Pg nazp-1-Sq_p+@2p_nazp-1) Und (BP+2q g-8q p+b2pg g, ---,
BP+2py nazp-1-Sq_p+P2Pq na2p-1) von der Partei P. zu empfangen,

Z{(G‘P+ 2pq_i2p _Sq_P+ 'azpq_iZP) 'blpU1p + (BP+2pq__j2p _Sq_P+ ' b2pq_j2p)'a1pq_ilp +sq_P+ : Cq_P+} -

ilp,i2p,jlp,j2p.q
Yp++ Y+

zu berechnen, die Verarbeitung zu beenden durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,

wenn das Ergebnis der Berechnung nicht 0 ist, und Werte ¢ und ¢ auszugeben, wenn das Ergebnis der

q_0p q_1p
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Berechnung 0 ist.

Sicheres Produktsummenberechnungsverfahren, das zur parallelen Ausfiihrung einer Gesamtmenge von m Satzen
von Produktsummenberechnungen von Daten-Strings Ay g =(a0q o, ---, @80y _nao-1): Aq_1=(a1q o, -+ @1g_na1-1) und
Aq 2 = (@24 g, -y @2y napq) Und By o = (b0g g, ..., DOy npo1), By 1 =(01g g, -y P1g peog) und By 5 = (02 o, -,
b2, np2-1) durch gemeinsame Berechnung durch drei Rechenvorrichtungen verwendet wird, die eine Partei X, eine
Partei Y und eine Partei Z sind, wobei die Produktsummenberechnungen ausgedriickt werden als

Z(eoomw +a0 ;- b0y ) + Z(eo 1 i0.q i1 ~@0g o - b1 ;1)

q_i0,q_j0 qi0,q_jl
+ Z(eloan,q_jo -aly b0 o) + D (el Ly gt alq bl )
q il,q jo qil,q jl ,
+ Z(elzq_il,q_jz raly b2y )+ Z(ezlq__iZ,q_jl a2 bl ;)
qilq_j2 iz jl
+ Z(ezzq_iZ,q__jZ ra2 b2 )+ Z(ezoq_iz,q_jo -2, b0 o)
qi2,q j2 q_i2,qjO
+ Z(eochiO,q_jZ -a2g 'boq_io)
q_i0,q_j2

wobei q =0, ..., m-1, m eine ganze Zahl gleich oder gréRer 1 darstellt, na0, na1, na2, nb0, nb1 und nb2 naturliche
Zahlen darstellen, i0 =0, ..., na0-1,i1 =0, ..., na1-1,i2 =0, ..., na2-1,j0 =0, ..., nb0-1, j1 =0, ..., nb1-1, und j2 =
0, ey nb2-1, Und eO1q_i0yq_j1, e10q_i1yq_j0, eOOq_iqu_jo, e1 1q_i1,q_j1* e12q_i1yq_j2, eZ‘lq_izyq_”, ezzq_izyq_jz, ezoq_izyq_jo
und e02 jo 4 o beliebige Zahlen darstellen, und die Daten-Strings A, o, Ay 1, By g und B, 4 in die Partei X einge-
geben werden, die Daten-Strings Aq_1 , Aq_z, Bq_1 und Bq_2 in die Partei Y eingegeben werden und die Daten-Strings
Aq 2. Aq 0, Bg o und By in die Partei Z eingegeben werden,

dadurch gekennzeichnet, dass das sichere Produktsummenberechnungsverfahren umfasst:

einen Partei-X ersten Zufallszahlerzeugungsschritt (52-1, $22-1), in dem die Partei X eine Zahl ry_yx erzeugt
und die Zahl an die Partei Y sendet;
einen Partei-X ersten Berechnungsschritt (S2-2, S22-2), in dem die Partei X einen Wert Cq x geman

Cqx = > (€01 10,4 51-304 - b1, )+ D (€10, 1 o 2l ;b0 ) +1, «

q i0,q ji q_il,q jO

berechnet und den Wert an die Partei Z sendet;
einen Partei-X zweiten Berechnungsschritt (S3, S23), in dem die Partei X eine Zahl r,
einen Wert ¢, y von der Partei Y empfangt, Werte ¢, o und ¢, 4 gemai

q_z von der Partei Z und

Cyo= Z:(eOOq_iO’CU.0 . an_iO . quJO) +Cyx ~ Ty z
q.i0,q_jo

Cq 1= Z(el Iy itq it @l i bl )+ y — I, x
q_il,q_jl
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berechnet;

einen Partei-Y ersten Zufallszahlerzeugungsschritt (S4-1, S24-1), in dem die Partei Y eine Zahl ry y erzeugt
und die Zahl an die Partei Z sendet;

einen Partei-Y ersten Berechnungsschritt (S4-2, S24-2), in dem die Partei Y den Wert ¢, y gemaf

Coy = D (12 4 apn-al b2 )+ D (€21 o182, 5 bl )+, y

q il,q j2 q.i2,q jl

berechnet und den Wert an die Partei X sendet;
einen Partei-Y zweiten Berechnungsschritt (S5, S25), in dem die Partei Y die Zahl ry x von der Partei X und
einen Wert ¢,_, von der Partei Z empfangt, Werte ¢, 4 und ¢, , gemaf

Cy i = Z:(ellcul’qJI -al(Lil 'blq_jl)—*—cq_Y — 1 x
q_il,q jl

q_i2,q j2

berechnet;

einen Partei-Z ersten Zufallszahlerzeugungsschritt (S6-1, S26-1), in dem die Partei Z die Zahl r, 7 erzeugt und
die Zahl an die Partei X sendet;

einen Partei-Z ersten Berechnungsschritt (S6-2, S26-2), in dem die Partei Z den Wert Cq z geman

Coz= D.(€20 o i0-82 ;b0 o)+ D (€02, g 224 1 b0y )+, 2

q i2,q j0 q 0, j2

berechnet und den Wert an die Partei Y sendet; und
einen Partei-Z zweiten Berechnungsschritt (S7, S27), in dem die Partei Z die Zahl r, y von der Partei Y und
den Wert ¢, x von der Partei X empfangt, die Werte ¢, o und ¢, , gemai

q_i0,q_j0

q i2,q j2

berechnet.

Sicheres Produktsummenberechnungsverfahren nach Anspruch 4, dadurch gekennzeichnet, dass
die Parteien X und Y zuvor eine Zahl s
Z und X zuvor eine Zahl SqY teilen, und

das sichere Produktsummenberechnungsverfahren ferner umfasst:

q z teilen, die Parteien Y und Z zuvor eine Zahl s 4 teilen und die Parteien

einen Partei-X zweiten Zufallszahlerzeugungsschritt (S28), in dem die Partei X eine Zahlenfolge (Y1 o), ...,
oY1y na1-1) und eine Zahlp, erzeugtund die Zahlenfolge und die Zahl an die Partei Y sendet und eine Zahlenfolge
(0Z0g ¢, .., Z0y pa0.1) €rzeugt und die Zahlenfolge an die Partei Z sendet;
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einen Partei-X dritten Berechnungsschritt (S29), in dem die Partei X eine Zahlenfolge (aZOq_O-sq_Z-an_O,
aZ0q na0-1-Sq_z'@0q_nao-1) berechnet und die Zahlenfolge an die Partei Y sendet, eine Zahlenfolge (aX14 o, ...,
aX14_nat-1) von der Partei Y und eine Zahlenfolge (aX0y ¢, ..., aX0q_nao.1) von der Partei Z empfangt, eine
Zahlenfolge (aY1q ¢-Sq_Y-alq g, - @Y1 na1.1-Sq_y'@1q na1-1) und einen Wert

Tx = Z(eO lq_iO,q_jl 'O‘XOq_io 'blq_jl) + Z(eloq_il,q_jo 'O('qu_il 'boq_jo) +Px

10,jl.q i1,j0.q

berechnet und die Zahlenfolge und den Wert an die Partei Z sendet;
einen Partei-X vierten Berechnungsschritt (S30), in dem die Partei X eine Zahlenfolge (022, o-sq 7'a24 o, ---,
0224 na2-1-Sq 7824 nap-1) von der Partei Y und einen Wert p, von der Partei Z empféangt, einen Wert

Yy = Z{ezoq_iz,q_jo ‘(azzq_iz =S4 z 'azq_iz) ' qu_jO —S4 z 'rq_z}+ Pz

i2,j0.q

berechnet und den Wert an die Partei Y sendet;
einen Partei-X Missbrauchsdetektionsschritt (S31), in dem die Partei X einen Wert yy, von der Partei Y und einen
Wert y'y und eine Zahlenfolge (aY2, g-Sq y@2 o, ---» @Y24 na2-1-Sq_y'82q_na2-1) von der Partei Z empfangt,

Z{e2lq_i2’q~j1 -(ocYZq_i2 —Sq v -a2q_12)-blq_jl +8 v -cq_Y}—yY + 75

i2,jl,q

Yx

berechnet, die Verarbeitung beendet durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist, und die Werte ¢, o und ¢, ¢ ausgibt, wenn das Ergebnis der
Berechnung 0 ist;

einen Partei-Y zweiten Zufallszahlerzeugungsschritt (S32), in dem die Partei Y eine Zahlenfolge (aZ2, o, ...,
aZ2 nap-1) undeine Zahl py erzeugt und die Zahlenfolge und die Zahl an die Partei Z sendet und die Zahlenfolge
(0X1q gv s 0X1g nat1-1) €rzeugt und die Zahlenfolge an die Partei X sendet;

einen Partei-Y dritten Berechnungsschritt (S33), in dem die Partei Y eine Zahlenfolge (aX1q_0-sq_x-a1q_0,
aX1g_na1-1-Sq_x'@1q_na1-1) berechnet und die Zahlenfolge an die Partei Z sendet, die Zahlenfolge (aY14 o, ...,
aY1q nat1-1) von der Partei X und eine Zahlenfolge (Y2 o, ..., aY24 nzp.1) von der Partei Z empféangt, die
Zahlenfolge (022, g-sq_7'82q 0, ---s 022 nap1-Sq_7'82q na2-1) Und den Wert

Ty = Z(elzq_il,q_ﬂ oYl b2 )+ 2(62 1y inq_ji Y2 ip-blg ) +py

il,j2.q i2,jl.q

berechnet und die Zahlenfolge und den Wert an die Partei X sendet;
einen Partei-Y vierten Berechnungsschritt (S34), in dem die Partei Y die Zahl py von der Partei X und eine
Zahlenfolge (aX0y ¢-Sqx"@0q g, ---s @X0q nao-1-Sq_x'@0q_nao-1) von der Partei Z empfangt, einen Wert

= Z{GOIq_iO,q_jl '(O‘X()Lm —S4 x 'an_io) 'blq_jl —S4 x 'rq_X}+px

i0,jl,q

berechnet und den Wert an die Partei Z sendet;
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einen Partei-Y Missbrauchsdetektionsschritt (§35), in dem die Partei Y den Wert y’, und die Zahlenfolge
(0204 _g-8q_z'@0q g, -+, @Z0g nap-1-Sq_z@0q_nao-1) von der Partei X und einen Werty; von der Partei Z empfangt,

Z{eozq_io,q_jz (0Z0, i =34 z 'aoq“iO)'bzq_jZ +35, 2 'Cq_z}_yz +7)

10,j2,q

Yz

Ty

berechnet, die Verarbeitung beendet durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist, und die Werte ¢, 4 und ¢, , ausgibt, wenn das Ergebnis der
Berechnung 0 ist;

einen Partei-Z zweiten Zufallszahlerzeugungsschritt (S36), in dem die Partei Z die Zahlenfolge (aX0q g, --.,
aX0q na0-1) und die Zahl p; erzeugt und die Zahlenfolge und die Zahl an die Partei X sendet, und die Zahlenfolge
(Y24 g, - @Y24 nap4) €rzeugt und die Zahlenfolge an die Partei Y sendet;

einen Partei-Z dritten Berechnungsschritt (S37), in dem die Partei Z die Zahlenfolge (aY2, ¢-sq y'a2q o, ---,
Y24 na2-1-Sq-y'@2q_na2-1) berechnet und die Zahlenfolge an die Partei X sendet, die Zahlenfolge (220 o, ...,
aZ0q_na0-1) von der Partei X und die Zahlenfolge (022, g, ..., @22 ,47.1) von der Partei Y empfangt, die Zah-
lenfolge (aX0q g-sq x-80q 0, --» @X0g_nap-1-Sq_x"804_nao-1) und den Wert

= Z(ezoq_iz,q_ 0°0Z2, b0 )+ Z(eozq_iogq_ 2°0Z0g o b2, ) +p;

i2,j0,q i0,j2,q

berechnet und die Zahlenfolge und den Wert an die Partei Y sendet;
einen Partei-Z vierten Berechnungsschritt (S38), in dem die Partei Z die Zahlenfolge (aY1q_0-sq_Y-a1q_0,

oY1 yal ) von der Partei X und die Zahl py von der Partei Y empféangt, einen Wert

q_na1-1'sq q_nal-1

= Z {elzq_il,q_ﬂ '(aqu_il —S4 v 'alq_n)'bzq_jz —Sg v Iy }+pY

il,j2,q

berechnet und den Wert an die Partei X sendet; und
einen Partei-Z Missbrauchsdetektionsschritt (S39), in dem die Partei Z einen Wert yy von der Partei X und einen
Wert v’y und die Zahlenfolge (aX1y g-Sq x'@1q g -+ 0X1g_nat1-1Sq_x"@1q_nat-1) von der Partei Y empfangt,

Z {equ_“’q_jO -(ochq_il —S4 x -alq_“)-qu_jo +8, x "€ x }—yx + 7%

il,j0,q

berechnet, die Verarbeitung beendet durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist, und die Werte ¢, , und ¢, o ausgibt, wenn das Ergebnis der
Berechnung 0 ist.

Sicheres Produktsummenberechnungsverfahren nach Anspruch 4, dadurch gekennzeichnet, dass

die Parteien X und Y zuvor eine Zahl Sq 7z teilen, die Parteien Y und Z zuvor eine Zahl Sg—x teilen und die Parteien
Z und X zuvor eine Zahl s, y teilen und

das sichere Produktsummenberechnungsverfahren ferner beinhaltet:

einen Partei-X zweiten Zufallszahlerzeugungsschritt (S68), in dem die Partei X eine Zahl p, erzeugt und die
Zahl an die Partei Y sendet und Zahlenfolgen (a.Z0q , ..., aZ0q na0.1) Und (BZ0q g, ..., BZ0q npo.1) €rzeugt und
die Zahlenfolgen an die Partei Z sendet;
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einen Partei-X dritten Berechnungsschritt (S69), in dem die Partei X Zahlenfolgen (aZOq_Osq_Z-an_O,
aZ0q nao-1"Sq_z'@0q_nao-1) UNd (BZ0q o-Sq 7'bq 0. ---» BZ0q nbo-1-Sq_z"00q_nbo-1) berechnet und die Zahlenfolgen
an die Partei Y sendet, Zahlenfolgen (aX1y g, ..., aX1q na1-1) und (BX1g g, ..., BX1g pp1-1) von der Partei Y
empfangt, einen Wert

Z(el 0;1,50 - 0X1g ;-bOg j0) + Z(eOIiO,jl a0, ;0 -BX1, ;1) +px

i1,j0,q i0,jL.q

berechnet und den Wert an die Partei Z sendet;
einen Partei-X vierten Berechnungsschritt (S70), in dem die Partei X einen Wert p; von der Partei Z empfangt,
einen Wert

= Z(_Sq_z T, 7) TPz
q

berechnet und den Wert an die Partei Y sendet;

einen Partei-X Missbrauchsdetektionsschritt (S71), in dem die Partei X einen Wert yy, von der Partei Y und einen
Wert v'y und Zahlenfolgen (aY2, g-Sq v@2q o, ---» Y24 nap-1-Sq v'@2q naz-1) und (BY24 ¢-Sq y'b2q o, -,
BY2q nb2-1-Sq_y'b2q np2-1) von der Partei Z empfangt,

SHe21, o 1 (@Y2 5 s, v a2, ) bl

iL,i2,jl,j2.q

Yy =

+el2 1, 0 BY2, p—s, v-b2, ,)-al i1+Sq_Y'Cq_Y}_YY+y,\(

berechnet, die Verarbeitung beendet durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist, und die Werte Cq 0 und Cq 1 ausgibt, wenn das Ergebnis der
Berechnung 0 ist;

einen Partei-Y zweiten Zufallszahlerzeugungsschritt (§72), in dem die Partei Y eine Zahl py erzeugt und die
Zahl an die Partei Z sendet und die Zahlenfolgen (aX14 o, ..., @X1q nat4) und (BX1g g, ..., X1 np1.1) erzeugt
und die Zahlenfolgen an die Partei X sendet;

einen Partei-Y dritten Berechnungsschritt (S73), in dem die Partei Y Zahlenfolgen (aX1y ¢-sq x'a@lq s -
X1y nat-1-Sq_x"@1q_na1-1) Und (BX1g o-sq xb1q g, s BXTg np1-1-Sq_x"P1q_np1-1) berechnet und die Zahlenfol-
gen an die Partei Z sendet, Zahlenfolgen (aY2 » Y24 hao-1) Und (BY2 BY24 np2-1) von der Partei
Z empfangt, einen Wert

q_O’ q_O’ aeny

Z(eZIq_iZ,q_jl 'O‘Yzq_iz 'blq_ﬂ) + Z(elzq_il,q_jz 'alq_n 'BYzq_jz) TPy
i2,jl,q il,j2,q

berechnet und den Wert an die Partei X sendet;
einen Partei-Y vierten Berechnungsschritt (S74), in dem die Partei Y die Zahl py von der Partei X empféangt,
einen Wert
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= Z (=S4 x "Iy x)+Px
q

berechnet und den Wert an die Partei Z sendet;

einen Partei-Y Missbrauchsdetektionsschritt (S75), in dem die Partei Y einen Wert y'; und die Zahlenfolgen
(aZOq_O-Sq_Z'an_O, aeny aZOq_naO_1-Sq_z'an_naO_1) und (Bzoq_o'sq_zboq_o, ey BZOq_nb0_1 'Sq_z'boq_nb0_1) vonder
Partei X und einen Wert y, von der Partei Z empfangt,

Z {eozq_io,q_jz '(azoq_io —S4 z 'aoq_io) ‘ bzq_JZ

q_

i0,i2,j0,j2,q

+€20, 4 o -(BZo, Sq z b0, 0) a2 .2+sq_z-cq_z}—yz+y'Z

berechnet, die Verarbeitung beendet durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist, und die Werte ¢, 4 und ¢, , ausgibt, wenn das Ergebnis der
Berechnung 0 ist;

einen Partei-Z zweiten Zufallszahlerzeugungsschritt (S76), in dem die Partei Z die Zahl p, erzeugt und die Zahl
an die Partei X sendet und die Zahlenfolgen (aY2q g, ..., aY24 nap.1) und (BY2q o, ..., BY2q npo.1) erzeugt und
die Zahlenfolgen an die Partei Y sendet;

einen Partei-Z dritten Berechnungsschritt (S77), in dem die Partei Z die Zahlenfolgen (aY2, .54 y'a2q o, ---,
Y24 na2-1Sq_y'82q na2-1) Und (BY2y g-Sq y'b2q o, --s BY2q np2-1-Sq_y'P2q_nbo-1) berechnet und die Zahlenfol-
gen an die Partei X sendet, die Zahlenfolgen (a.Z0 aZ0q nao-1) Und (BZ0q g, ... BZOg npo-1) von der Partei
X empfangt, den Wert

q_0 -

Z(eozq_io,q_ﬂ aZ0g o°b2g o)+ Z(ezoq_iz,q_jo a2, 5 -BZ0, ) +py

i0,j2,9 2,0,

berechnet und den Wert an die Partei Y sendet;
einen Partei-Z vierten Berechnungsschritt (S78), in dem die Partei Z die Zahl py von der Partei Y empféangt,
einen Wert

= Z(_Sq_Y 'rq_Y) + Py
q

berechnet und den Wert an die Partei X sendet; und

einen Partei-Z Missbrauchsdetektionsschritt (S79), in dem die Partei Z einen Wert yy von der Partei X und einen
Wert v’y und die Zahlenfolgen (aX1q o-sq x'a@lq 0. -+ @X1g nat1-1-Sq_x"@1q_nat-1) und (BX14 o-Sq x'b1q 05 -
BX1q_nb1-17Sq_x'P1q_nb1-1) von der Partei Y empfangt,

S0, 1o 00X, =5, x-al, )-bO, o

i0,i1,0,jl,q

+e01 -BX1, sy x- bl, ;)-a0, i0+sq_X-cq_X}—yX+y'X

q_i0,q_jl
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berechnet, die Verarbeitung beendet durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist, und die Werte ¢, , und ¢, o ausgibt, wenn das Ergebnis der
Berechnung 0 ist.

Sicheres Produktsummenberechnungsverfahren, das zur parallelen Ausfiihrung einer Gesamtmenge von m Satzen
von Produktsummenberechnungen von Daten-Strings A, o =(a0q o, ..., @0q_nag1) Und Ay 4, = (a1 o, - @1g nat-1)
und By ¢ = (bOg ¢, .., POg npo-1) Und By 4 = (b1 o, ..., b1g 1p1-4) durch gemeinsame Berechnung durch drei Re-
chenvorrichtungen verwendet wird, die eine Partei X, eine Partei Y und eine Partei Z sind, wobei die Produktsum-
menberechnungen ausgedriickt werden als

Z(e()lq_io,q_jl 'an_iO 'blq_i1)+ Z(eloq__il,q_jo 'alq_n 'qu__jO)’

q_i0,q_j1 q_il,q_jo

wobei q = 0, ..., m-1, m eine ganze Zahl gleich oder gréRer 1 darstellt, na0, na1, nb0 und nb1 natiirliche Zahlen
darstellen, i0 =0, ..., na0-1,i1=0, ..., na1-1,j0=0, ..., nb0-1,und j1 =0, ..., nb1-1, und eO1q_i0yq_J-1 und e10q_i1yq_j0
jegliche Zahlen darstellen, und die Daten-Strings Aq_O, Aq_1, Bq_o und Bq_1 in die Partei X eingegeben werden, die
Daten-Strings A, 4 und By, 4 in die Partei Y eingegeben werden und die Daten-Strings A, , und B, g in die Partei
Z eingegeben werden,

dadurch gekennzeichnet, dass das sichere

Produktsummenberechnungsverfahren umfasst:

einen Partei-X Zufallszahlerzeugungsschritt (S 102), in dem die Partei X Zahlen Cq 1 und v, und Zahlenfolgen
(01g o)y -+ @1 npo-1) UNd (B1g o, -, B1g nag-1) €rzeugt und die Zahlen und die Zahlenfolgen an die Partei Y
sendet;

einen Partei-Y Zufallszahlerzeugungsschritt (5103), in dem die Partei Y eine Zahl s, erzeugt und die Zahl an
die Partei Z sendet;

einen Partei-X Berechnungsschritt (S 104), in dem die Partei X Werte ¢, o und yq gemai

Cqo0 ™= Z (€01, i041-804 10 bl )+ Z(elO(Ln,q_jo -alg b0, 0)—Cq

q_i0,q_j1 q il,q jO
i0,j0,q

berechnet und die Werte an die Partei Z sendet;

einen Partei-Y Berechnungsschritt (S 105), in dem die Partei Y die Zahlen Cq 1 und y4 und die Zahlenfolgen
(g gr -+ @1q_npo-1) Und (B1g o, - B1g_nao-1) von der Partei X empfangt, Zahlenfolgen (a4 o, ..., @0q_npo-1)
und (B0q_o, ---, BOg_nao-1) und einen Wert y’ gemaf

q,q_il
Boq_iO = qu 'eOlq_io,q_jl 'blq_jl ”‘qu_io
q,q_Jl

'Y’:ZSq "Coi ™M
q

berechnet und die Zahlenfolgen und den Wert an die Partei Z sendet; und
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einen Missbrauchsdetektionsschritt (S106), in dem die Partei Z die Werte Cq 0 und yg von der Partei X und die
Zahl s, die Zahlenfolgen (a0q g, ---, @0g_npo-1) Und (BOq o, -, BOg_nap-1) und den Wert v’ von der Partei Y
empfangt,

qu "Cao ™Yo~ Z(aocuo 'BOq_io +b0q_j0 'anJo) +y'

q i0,j0,q

berechnet und die Verarbeitung beendet durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist,

wobei, wenn das Ergebnis der Berechnung in dem Missbrauchsdetektionsschritt O ist, die Partei X die Werte
Cq_ound ¢y 4 ausgibt, die Partei Y die Werte ¢, 4 und 0 ausgibt und die Partei Z 0 und den Wert ¢,  ausgibt.

Sicheres Produktsummenberechnungsverfahren, das zur parallelen Ausfiihrung einer Gesamtmenge von m Satzen
von Produktsummenberechnungen von Daten a0 und a1 und Daten-Strings By o = (b0 g, ..., b0y npo-1) und By 4
=(b1q g, -, b1g_np1-1) durch gemeinsame Berechnung durch drei Rechenvorrichtungen verwendet wird, die eine
Partei X, eine Partei Y und eine Partei Z sind, wobei die Produktsummenberechnungen ausgedriickt werden als

> a0-bl ;+ > al-b0,
qi qi

wobei q =0, ..., m-1, m eine ganze Zahl gleich oder gréRer 1 darstellt, n eine natirliche Zahl darstellt, undi =0, ...,
n-1, und die Daten a0 und a1 und die Daten-Strings Bq_0 und Bq_1 in die Partei X eingegeben werden, die Daten
a1l und der Daten-String Bq_1 in die Partei Y eingegeben werden und die Daten a0 und der Daten-String Bq_0 in die
Partei Z eingegeben werden,

dadurch gekennzeichnet, dass das sichere Produktsummenberechnungsverfahren umfasst:

einen Partei-X Zufallszahlerzeugungsschritt (S 102), in dem die Partei X Zahlen ¢, 4, und v4, eine Zahlenfolge
(oc‘lq_o, oc1q_n_1) und eine Zahl 1 erzeugt und die Zahlen und die Zahlenfolge an die Partei Y sendet;
einen Partei-Y Zufallszahlerzeugungsschritt (S103), in dem die Partei Y eine Zahl s, erzeugt und die Zahl an
die Partei Z sendet;

einen Partei-X Berechnungsschritt (S104), in dem die Partei X Werte ¢, o und yo gemaf

Cqo = Z:aO-blCLi JrZal-bO(Li —=Cy
qi qi

Yo =2a0-Bl+> b0 ;-al ; -7,
iq

berechnet und die Werte an die Partei Z sendet;

einen Partei-Y Berechnungsschritt (S 105), in dem die Partei Y die Zahlen Cq 1 undy,, die Zahlenfolge (oc1q_0,
oc1q_n_1) und die Zahl $1 von der Partei X empfangt, eine Zahlenfolge (0.0 ., 00 und Zahlen 0 undy’
geman

q 0 - q_n-1)
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0(0(Li = qu -al — 0‘1@
q
BO=>s, -bl ,—Pl
i,q
Y'=D.8,C1— N
q

berechnet und die Zahlenfolge und die Werte an die Partei Z sendet; und
einen Missbrauchsdetektionsschritt (S 106), in dem die Partei Z die Werte Cq 0 und yg von der Partei X und die
Zahl s, die Zahlenfolge (.04 g, ..., 004 ,.1) und die Werte 80 und v’ von der Partei Y empfangt,

qu “Cq 0~ Yo —aO-BOmZ:bOCLi a0y +Y'
q

i,q

berechnet und die Verarbeitung beendet durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist,

wobei, wenn das Ergebnis der Berechnung in dem Missbrauchsdetektionsschritt O ist, die Partei X die Werte
Cq_o und ¢y 1 ausgibt, die Partei Y den Wert ¢, 1 und 0 ausgibt, und die Partei Z 0 und den Wert ¢, o ausgibt.

Sicheres Produktsummenberechnungssystem, das die drei Rechenvorrichtungen nach Anspruch 1 als eine Partei
X, eine Partei Y und eine Partei Z verwendet.

Sicheres Produktsummenberechnungssystem, das die drei Rechenvorrichtungen nach Anspruch 2 als eine Partei
X, eine Partei Y und eine Partei Z verwendet.

Sicheres Produktsummenberechnungssystem, das die drei Rechenvorrichtungen nach Anspruch 3 als eine Partei
X, eine Partei Y und eine Partei Z verwendet.

Sicheres Produkisummenberechnungssystem, das zur parallelen Ausfiihrung einer Gesamtmenge von m Satzen
von Produktsummenberechnungen von Daten-Strings Ay g = (@0q_g, .-, @80g_nao-1) Und Aq 1 =(alq o, ---, @14 nat-1)
und By g = (b0g g, -, bOg npo-1) und By 1 = (b1q o, .-, b1y np1-1) durch gemeinsame Berechnung durch drei Re-
chenvorrichtungen verwendet wird, die eine Partei X, eine Partei Y und eine Partei Z sind, wobei die Produktsum-
menberechnungen ausgedriickt werden als

Z(eOIq_iO,q_jl +a0, ;- bl ;) + Z(eloq_il,q_jo -al, ;b0 )

q i0,q_j1 q_il,q_jo

wobei q = 0, ..., m-1, m eine ganze Zahl gleich oder gréRer 1 darstellt, na0, na1, nb0 und nb1 natiirliche Zahlen
darstellen, i0 =0, ..., na0-1,i1=0, ..., na1-1,j0=0, ..., nb1-1,und j1 =0, ..., nb1-1, und eO1q_i0yq_J-1 und e10q_i1yq_j0
beliebige Zahlen darstellen und die Daten-Strings A, o, Ay 1, Bq_o und B, 4 in die Partei X eingegeben werden, die
Daten-Strings A, 1 und B 4 in die Partei Y eingegeben werden und die Daten-Strings Ay o und B  in die Partei
Z eingegeben werden,

dadurch gekennzeichnet, dass die Partei X eine Partei-X Zufallszahlerzeugungseinrichtung (901) und eine Partei-
X Recheneinrichtung (903) umfasst,

die Partei-X Zufallszahlerzeugungseinrichtung (901) dafiir ausgebildet ist, Zahlen Cq 1 und v, und Zahlenfolgen
(a1q o 7 alg_npo-1) und (B1g g, .-, B1q_nao-1) Zu erzeugen und die Zahlen und die Zahlenfolgen an die Partei Y zu
senden,
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die Partei-X Recheneinrichtung (903) dafiir ausgebildet ist, Werte Cq 0 und v, geman

Coo0= Z (€014 10,451 ~@0q o " blg i) + Z(eloan,q_io -alg 3 -b0g ) —¢q

q i0,q_jl q_il,q jo
Yo = Z(aoq_io Bly o +00g 50 -0l 0)— 7
0,j0,

zu berechnen und die Werte an die Partei Z zu senden,

die Partei Y eine Partei-Y Zufallszahlerzeugungseinrichtung (902) und eine Partei-Y Recheneinrichtung (904) um-
fasst,

die Partei-Y Zufallszahlerzeugungseinrichtung (902) dafiir ausgebildet ist, eine Zahl Sq ZU erzeugen und die Zahl
an die Partei Z zu senden,

die Partei-Y Recheneinrichtung (904) daflr ausgebildet ist, die Zahlen ¢, 1 und y; und die Zahlenfolgen (a1 o, ",
alq nbo-1)Und(B1q o, .- B1q_nao-1) vonder ParteiXzu empfangen, Zahlenfolgen (a.0, o, ..., @0q_npo-1) und(BOq g, ...,
BOq_nao-1) und einen Wert v’ gemaf

q,q_1il
Boq_io = qu 'emq_io,q_ﬂ 'blq_jl "qu_io

q,q_Jjl

y' :qu 'Cq_l —V1
q

zu berechnen und die Zahlenfolgen und den Wert an die Partei Z zu senden,

die Partei Z eine Missbrauchsdetektionseinrichtung (905) umfasst, die dafiir ausgebildet ist, die Werte Cq 0 und v,
von der Partei X und die Zahl s, die Zahlenfolgen (a0 o, ..., @0q npg.1) Und (B0q g, .., BOg_nao-1) Und den Wert y’
von der Partei Y zu empfangen,

qu Cqo7 Yo Z(aoq_io PO 1 +b0 500, ) +v'

q i0,j0,q

zuberechnen unddie Verarbeitung zu beenden durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist, und

die Partei X die Werte ¢, o und ¢, ¢ ausgibt, die Partei Y die Werte ¢, 1 und 0 ausgibt und die Partei Z 0 und den
Wert ¢, o ausgibt, wenn das Ergebnis der Berechnung durch die Missbrauchsdetektionseinrichtung 0 ist.

Sicheres Produktsummenberechnungssystem, das zur parallelen Ausfiihrung einer Gesamtmenge von m Satzen
von Produktsummenberechnungen von Daten a0 und a1 und Daten-Strings B, = (b0, o, ..., bOg npo.1) und By 4=

(b1 0, --» b1g np1-1) durch gemeinsame Berechnung durch drei Rechenvorrichtungen verwendet wird, die eine
Partei X, eine Partei Y und eine Partei Z sind, wobei die Produktsummenberechnungen ausgedriickt werden als

Z:aO-bl(Li +Za1-bO(Li:
q_i qi
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wobei q =0, ..., m-1, m eine ganze Zahl gleich oder gréRer 1 darstellt, n eine natirliche Zahl darstellt, undi =0, ...,
n-1, und die Daten a0 und a1 und die Daten-Strings B, ; und B, 4 in die Partei X eingegeben werden, die Daten
a1l und der Daten-String B, 4 in die Partei Y eingegeben werden, und die Daten a0 und der Daten-String B  in
die Partei Z eingegeben werden,

dadurch gekennzeichnet, dass die Partei X eine Partei-X Zufallszahlerzeugungseinrichtung (901) und eine Partei-
X Recheneinrichtung (903) umfasst,

die Partei-X Zufallszahlerzeugungseinrichtung (901) dafiir ausgebildet ist, Zahlen Cq 1 und v4, eine Zahlenfolge
(a1q s - @1q nq) und eine Zahl 1 zu erzeugen und die Zahlen und die Zahlenfolge an die Partei Y zu senden,
die Partei-X Recheneinrichtung (903) dafiir ausgebildet ist, Werte ¢, o und yo gemaf

Cqo=2,20-bl ;+> al-b0,; —c,,
q1 q1

Yo = ao-BHZbQLi cal, -y,
i,q

zu berechnen und die Werte an die Partei Z zu senden,
die Partei Y eine Partei-Y Zufallszahlerzeugungseinrichtung (902) und eine Partei-Y Recheneinrichtung (904) um-
fasst,

die Partei-Y Zufallszahlerzeugungseinrichtung (902) dafir ausgebildet ist, eine Zahl s, zu erzeugen und die Zahl
an die Partei Z zu senden,

die Partei-Y Recheneinrichtung (904) dafiir ausgebildet ist, die Zahlen Cq_1 undy,, die Zahlenfolge (oc1q 0r e 01

_ q_n-1)
und die Zahl 1 von der Partei X zu empfangen, eine Zahlenfolge (0.0 ey 00

9.0 o n1) und Zahlen B0 und v’ gemaR

()LOq_i = qu -al — oclq_i
q
BO=>s, -bl ;—Pl
iq
Y, = qu .Cq_l _’Yl
q

zu berechnen und die Zahlenfolge und die Werte an die Partei Z zu senden,

die Partei Z eine Missbrauchsdetektionseinrichtung (905) umfasst, die dafiir ausgebildet ist, die Werte Cq 0 und v,
von der Partei X und die Zahl s,, die Zahlenfolge (a0 g, ..., 204 n.4) und die Werte B0 und y" von der Partei Y zu
empfangen,

D 8, Cq0—Yo—20-BO—> b0, ;a0 +7y'
q

i,q

zuberechnen unddie Verarbeitung zu beenden durch Ausgeben von Daten, die eine Missbrauchsdetektion angeben,
wenn das Ergebnis der Berechnung nicht 0 ist, und

die Partei X die Werte ¢, o und ¢, ¢ ausgibt, die Partei Y die Werte ¢, 1 und 0 ausgibt und die Partei Z 0 und den
Wert Cq 0 ausgibt, wenn das Ergebnis der Berechnung durch die Missbrauchsdetektionseinrichtung 0 ist.

Programm, das eine Rechenfunktion als eine Rechenvorrichtung nach einem der Anspriiche 1 bis 3 oder ein sicheres
Produktsummenberechnungssystem nach einem der Anspriiche 9 bis 13 schafft.
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Revendications

Appareil de calcul qui est utilisé pour effectuer un calcul de somme de produits a I'aide de trois appareils de calcul
qui coopérent, les trois appareils de calcul servant de partie X, de partie Y et de partie Z, et pour effectuer des
traitements symétriques,

dans lequel, a condition qu’un quelconque des appareils de calcul soit une partie P, il est supposé que la partie Z
est une partie P_, et la partie Y est une partie P, et les indices Op, 1p et 2p sont 0, 1 et 2, respectivement, si la
partie P est la partie X, la partie X est la partie P_, |la partie Z est la partie P., et les indices Op, 1p et 2p sont 1, 2,
et 0, respectivement, si la partie P est la partie Y, et la partie Y est la partie P_, la partie X est la partie P,, et les
indices Op, 1p et 2p sont 2, 0 et 1, respectivement, si la partie P est la partie Z,

m représente un entier égal ou supérieur a 1, naOp, na1p, na2p, nbOp et nb1p représentent des nombres naturels,
q=0,..,m-1,i0p=0, ..., nalp-1,i1p =0, ..., nalp-1,i2p =0, ..., na2p-1,j0p =0, ..., nbOp-1, etj1p =0, ..., nb1p-1, et
€0p1Pigpi1p: €1POP;1pj0p: €OPOPjgpjop €t €1P1Pj1pj1 représentent n'importe quel nombre,

caractérisé en ce que ladite partie P comprend :

un premier moyen de génération de nombre aléatoire (101, 301) adapté pour générer un nombre r, p et trans-
mettre le nombre a la partie P, ;

un premier moyen de calcul (102, 302) adapté pour recevoir des chaines de données Aq_op = (aOpq_O,
a0pg naop-1): Aq 1p = (@1Pg 0, v @1Pg natp-1): Bg op = (00Pg g, -, bOPG npop-1) €t By 15 = (B1Pg 05 -
b1Pgy_nb1p-1) » calculer une valeur C, , selon

Cor = Z(eOPlchiOp,q_jxp +a0pg i0p *b1Pg j1p)
q_i0p,q jlp ,

+ Z(elpopq_ilp,q_jﬂp ) alpq_ilp : bopq_loli’) + rq_P
q_ilp,q_jop

et transmettre la valeur a la partie P_; et
un second moyen de calcul (103, 303) adapté pour recevoir un nombre Mo P de la part de la partie P_, une

valeur Cq_er de la part de la partie P, pour calculer des valeurs Cq_Op et Cq_1p selon
Coop = Z(eopopq_iOP,q_jOp +a0P j0p - DOPG jop) +Cq p — Ty p-
q_i0p,q_jOp _ .
Cqtp = Z(elplpq_ilp,q_ilp *alpg ip - BIPg jip) + € py — Ty p
qilp,q jlp

2. Appareil de calcul selon la revendication 1, caractérisé en ce que

les parties P_et P partagent préalablementun nombre S, P, les parties P et P, partagent préalablement un nombre
Sq_P-, et les parties P, et P-partagent préalablement un nombre Sq_p, et
la partie P comprend en outre :

un second moyen de génération de nombre aléatoire (304) adapté pour générer une séquence de nombres
(aP+1pg_ g, -, aP+1pgy naqp.1) €t un nombre pp, et pour transmettre la séquence de nombres et le nombre a
la partie P, et générer une séquence de nombres (ocP.Opq_O, s aP.Opq_naop_1) et transmettre la séquence de
nombres a la partie P_;

un troisiéme moyen de calcul (305) adapté pour calculer une séquence de nombres (aP_04 -Sq p--a0pq o, ---
oP_0Pgy naop-1-Sq_p~-80Pq_nagp-1) €t pour transmettre la séquence de nombres a la partie P,, recevoir une se-
quence de nombres (aP1pq_0, s aP1pq_na1p_1) de la part de la partie P, et une séquence de nombres
(aPOpg g, -, @POPg paop.1) de la part de la partie P, calculer une séquence de nombres
(aP+1pg_o-Sq_p+-@1Pq 0s -+ P +1Pg_na1p-1-Sq_p+-81Pq_natp-1) €t une valeur
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Y = Z(eoplpiOp,jlp 'aPOPq_mp ‘blpq_jlp)

iop,jlp.q ’

+ Z(CIPOPnp,'jOp -aPlp, 4, ‘bOPq_jOp) +Pp

ilp,jOp.q

et transmettre la séquence de nombres et la valeur a la partie P_;

un quatrieme moyen de calcul (306) adapté pour recevoir une séquence de nombres (aP_qu_O-sq_P_.aqu_O,
aP-2pg na2p-1-Sq_p~-82Pq_na2p-1) de la part de la partie P, et une valeur pp_de la part de la partie P_, calculer
une valeur y'p

Yp_ = Z {(OLP- 2P izp = Sq p- " 32Pq i) DOPg jop —Sq p- "Tq p- } +Pp’
i2p,j0p.q

et transmettre la valeur a la partie P, ; et

un moyen de détection de mauvaise utilisation (307) adapté pour recevoir une valeur yp, de la part de la partie
P, et une valeur y’p+ et une séquence de nombres (ocp+2pq_0-sq_P+. a2pq_0, s
oP+2P na2p-1-Sq_p+-82Pq na2p-1) de la part de la partie P_, calculer

> 40P, 2D, 2y —Sq s - 82Pg i2p) DL jp +Sq pr *Co e f = You + Vou?
i2p,jlp.q

mettre fin au traitement en délivrant des données qui indiquent la détection d’'une mauvaise utilisation si le
résultat du calcul est différent de 0, et en délivrant des valeurs C o, et C 4, si le résultat du calcul est 0.
Appareil de calcul selon la revendication 1, caractérisé en ce que

les parties P_ et P partagent préalablement un nombre Sq_P+, les parties P et P, partagent préalablement un nombre
Sq_P-, et les parties P, et P_ partagent préalablement un nombre Sq_p, et

la partie P comprend en outre :

un second moyen de génération de nombre aléatoire (604) adapté pour générer un nombre pp et transmettre
le nombre a la partie P, et générer des séquences de nombres (aP-Opq_O, aP_Opq_naop_1) et (BP_Opq_O,
BP_oPq_nbop-1) et transmettre les séquences de nombres a la partie P_;

untroisieme moyen de calcul (605) adapté pour calculer des séquences de nombres (aP_Opq_O-Sq_P-.aOpq_O, s
aP_0Pg_naop-1-Sq_p~-80Pq_naop-1) €L (BP_0pq_9-Sq_p=-b0Pq o, -, BP.OPq_naop-1-Sq_p--POPq_naop-1) €t transmettre
les séquences de nombres a la partie P,, recevoir des séquences de nombres (aPpq o, .., @P1Py na1p-1) €t
(BP1Pg_g: -~ BP1Py_nb1p-1) de la part de la partie P, calculer une valeur

Y = Z(elpopilp,jOp 'aplpq_ilp 'bopq__jOp)

ilp,j0p,q s

+ Z (e0plp;g, ;1p - 20D, 0p BPIp, i, +Pp

i0p,jlp.q

et transmettre la valeur a la partie P_;
un quatriéme moyen de calcul (606) adapté pour recevoir une valeur pp_de la part de la partie P_, calculer
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Ye- = Z (=Sqp- Ty p-)+Pp
q

et transmettre la valeur a la partie P, ; et

un moyen de détection de mauvaise utilisation (607) adapté pour recevoir une valeur yp, de la part de la partie
P, et wune valeur yp, et des séquences de nombres (aP+2pq_0-Sq_P+. a2pq_0, s
oP42Pg na2p-1-Sq_p+:82Pq nazp-1) €t (BP+2Py 0.Sq p+b2Pg 0. - BP42Pg nagp-1-Sq_p+-b2Pg naop-1) de la partde
la partie P_, calculer

Z{(ap+ 2pq_i2p —Sg P+ 'azchin)' blpq_jlp +(ﬂP+ 2pq_j2p ~Sq_p+” bzpq_ij)'alpq_ilp +Sq__P+ 'cq_P+} ’
ilp,i2p,j1p.j2p.q

~Yps+ +7;’+

mettre fin au traitement en délivrant des données qui indiquent la détection d’'une mauvaise utilisation si le
résultat du calcul est différent de 0, et en délivrant des valeurs C o, et Cy 4, si le résultat du calcul est 0.
Procédé de calcul sécurisé de somme de produits utilisé pour effectuer, en parallele, un total de m groupes de
calculs de somme de produits de chaines de données A, o = (a0 o, ..., @80y nao.1), Aq 1 =(a1g o, -, @1 nat-1) €t
Aq 2= (A0q g, ..., 82y nao.1) €t By o= (bOg o, .., BOg npo.q) €8 By 5= (b2 g, ..., b2y po.4) @ I'aide d'un calcul coo-
pératif par trois appareils de calcul, qui sont une partie X, une partie Y et une partie Z, les calculs de somme de
produits étant exprimés comme suit

Z(eOOLiO,q_jO : aoq__iO 'qu_jo) + Z(eO ltLiO,q__jl 'aO:LiO ‘blq_jn)

q_i0,q_j0 q_i0,q jl

+ Z(eloq_il,q__jo -aly ; -b0g o) + Z (€11 i1, 51 @l - blg )
qil,g i0 qilqj!

+ Z(elzq_il,q_i2 -aly -b2 p)+ Z (€21 154 51 - 82¢ " blg 51)
qil,q i2 € izq_jl

+ Z(ezzq_i2,q__i2 ra2, b2 )+ (€20 15,4 5022 2 5O 5o)
q.i2.q j2 q_i2,q j0

+ Z(eoch_iO,q_jZ 'achiz 'bOcLio)
q.i0,q.j2

ouq=0, .. m-1, mreprésente un entier égal ou supérieur a 1, na0, na1, na2, nb0, nb1 et nb2 représentent des
nombres naturels, i0 =0, ..., na0-1,i1 =0, ...,na1-1,i2=0, ..., na2-1,j0 =0, ..., nb0-1,j1 =0, ..., nb1-1,etj2=0, ...,
nb2-1, et eO1q_i0yq_j1, e10q_i1yq_j0, eOOq_iqu_jo, e11q_i1,q_j1, e12q_i1,q_j2, 621q_i2,q_j1, ezzq_iz,q_jz, ezoq_iz,q_jo et
€02, jo,q_jo représentent n'importe quel nombre, et les chaines de données A, o, Aq 1, By o et By 4 sont fournies
a la partie X, les chaines de données Aq_1, Aq_z, Bq_1 et Bq_2 sont fournies a la partie Y, et les chaines de données
Aq 2. Aq 0, By 2 et By g sont fournies a la partie Z,

caractérisé en ce que ledit procédé de calcul sécurisé de somme de produits comprend :

une premiére étape de génération de nombre aléatoire de partie X (S2-1, S22-1), au cours de laquelle la partie
X génére un nombre Mq_x et transmet le nombre a la partie Y ;
une premiére étape de calcul de partie X (S2-2, S22-2), au cours de laquelle la partie X calcule une valeur ¢

selon

q_Xx
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Cox ™ Z (€01, 40q;1°a0 0° bl )+ Z(eloq_il,q_io -al ;;1-b0, o)+ 1 «

qi0,q j1 qilq jo

et transmet la valeur a la partie Z ;
une seconde étape de calcul de partie X (S3, S23) au cours de laquelle la partie X regoit un nombre foz dela
part de la partie Z et une valeur Cq_Y de la part de la partie Y, calcule des valeurs Cq o et Cq_1 selon

q i0,q_jo .
qil,q jl

une premiére étape de génération de nombre aléatoire de partie Y (S4-1, S24-1), au cours de laquelle la partie

Y génére un nombre oy et transmet le nombre a la partie Z ;

une premiére étapede calcul de partie Y (S4-2, S24-2), au cours de laquelle la partie Y calcule la valeur Cqy selon

Cavy ™= Z(elzq_il,q_jZ -aly ;b2 )+ Z(ez]‘q_iZ,q_jl a2 bl ) +rgy
Qilq j2 ai2q il

et transmet la valeur a la partie X ;
une seconde étape de calcul de partie Y (S5, S25), au cours de laquelle la partie Y regoit le nombre Mg x dela
part de la partie X et une valeur Cq_Z de la part de la partie Z, calcule des valeurs Cq 1€ty 5 selon

Cqy = D(ell a1 -alg bl )+ y — T x
q_il,q jl

C2 = Z(ezzq_iZ.q_jZ 'azq_iz ) bzq_iz)’*' Coz Iy
q i2,q j2

b

une premiére étape de génération de nombre aléatoire de partie Z (S6-1, S26-1), au cours de laquelle la partie
Z génére le nombre r, 7 et transmet le nombre a la partie X ;

une premiére étape de calcul de partie Z (S6-2, S26-2), au cours de laquelle la partie Z calcule la vaIeuqu_Z selon

Cqz = Z(ezomm:azm-bom)wu Z(eOZq_io’U-z-a2q_i2-b0q_i0)+rLz

q i2,q jO q i0,q j2

et transmet la valeur a la partie Y ; et
une seconde étape de calcul de partie Z (S7, S27), au cours de laquelle la partie Z regoit le nombre fo Y dela
part de la partie Y et une valeur Cq_x de la part de la partie X, calcule des valeurs Cq_o etcy » selon
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Coo= 2.(€00 . 5080, o-bO ;o) +C x —T, ;
q_i0,9_j0
a_iz.q j2

5. Procédé de calcul sécurisé de somme de produits selon la revendication 4, caractérisé en ce que
les parties X et Y partagent préalablement un nombre Sq_z, les parties Y et Z partagent préalablement un nombre
Sq_x, et les parties Z et X partagent préalablement un nombre Sq_Y, et
ledit procédé sécurisé de calcul de somme de produits comprend en outre :

une seconde étape de génération de nombre aléatoire de partie X (S28), au cours de laquelle la partie X génére
une séquence de nombres (oY 1y g, ..., @Y1q na1.1) €t un nombre p,, et transmet la séquence de nombres et
le nombre a la partie Y, et génére une séquence de nombres (aZ0y o, ..., aZ04 n50.1) €t transmet la séquence
de nombres a la partie Z ;

une troisieme étape de calcul de partie X (S29), au cours de laquelle la partie X calcule une séquence de
nombres (0Z0g ¢-Sy 7@0q g, ---s aZ04 1a0-1-Sq_7z'804_nao-1) €t transmet la séquence de nombres a la partie Y,
recoit une séquence de nombres (aX1y g, ..., aX1y na1.1) de la partde la partie Y et une séquence de nombres
(aX0q g, --s aX0y nao-1) de la part de la partie Z, calcule une séquence de nombres (aY1, g-Syy'alqo, -
aY1q na1-1-Sq y'@lq na1-1) €t une valeur

Tx = D.(€0L o0 ;i X0y ;o-bly )+ D(el0y o s X1, ;b0 ) +py’

i0,jl.q9 il,j0.q

et transmet la séquence de nombres et la valeur a la partie Z ;

une quatrieme étape de calcul de partie X (S30), au cours de laquelle la partie X recoit une séquence de
nombres (aZ24 -Sq 782 ¢, -, 0224 nap-1-Sq_7-824 naz-1) de la part de la partie Y et une valeur p; de la part
de la partie Z, calcule une valeur

.

Yz Z {ezoq_iz,q_jo (@Z2, 8¢ 72824 )00 jo—8, 2- rq_z}'*' Pz’

i2,it.q

et transmet la valeur a la partie Y ;

une étape de détection de mauvaise utilisation de partie X (S31), au cours de laquelle la partie X recoit une
valeur vy de la part de la partie Y et une valeur y'y et une séquence de nombres (aY2, -S, yaZ, o, ...,
Y2 na2-1-Sqy'@2qna2-1) de la part de la partie Z, calcule

: '
Z{BZ]Q“iz_q_jl ‘(aYquiz ""Sq-Y 'azq‘iz)‘blq”jl ‘*“Sq_w‘r 'Cq_y}""‘yy +Yy’
i2,jlq

met fin au traitement en délivrant des données qui indiquent la détection d’'une mauvaise utilisation si le résultat
du calcul est différent de 0, et en délivrant les valeurs Cq 0 et Cq_1 si le résultat du calcul est 0 ;

une seconde étape de génération de nombre aléatoire de partie Y (S32), au cours de laquelle la partie Y génére
une séquence de nombres (aZ2 g, ..., aZ2y ap.1) €t Un nombre py et transmet la séquence de nombres et le
nombre a la partie Z, et génére la séquence de nombres (aX1y o, ..., aX1qy na1-1) €t transmet la séquence de
nombres a la partie X ;

une troisieme étape de calcul de partie Y (S33), au cours de laquelle la partie Y calcule une séquence de

nombres (aX1, o-Sq x-alq os s 0X1g na1-1-Sq x-81q nat-1) et transmet la séquence de nombres a la partie Z,
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recoit la séquence de nombres (aY1, o, ..., @Y1, n54.1) de la part de la partie X et une séquence de nombres
(Y24 g, ...y @Y2q nao.1) de la part de la partie Z, calcule la séquence de nombres (aZ2; ¢-Sy 7.824 g, .-
0Z2 1a2-1-Sq 782 na2-1) €t la valeur

v = 212 Lo neaYl b2, p)+ D (€21, g 5 Y2 ;5 -bly ) +py’

il,i2.q i2,jl.q

et transmet la séquence de nombres et la valeur a la partie X ;

une quatriéme étape de calcul de partie Y (S34), au cours de laquelle la partie Y regoit le nombre py de la part
de la partie X et une séquence de nombres (aX0qy ¢-Sy x-@0q g, - » @X0q_na0-1-Sq_x-804_nao-1) de la part de la
partie Z, calcule une valeur

Y;(': z{eOIQJO,q_n (G-XO Sq_x 30 :0) blq T __X'rq__x}*' Px?

i0,jl,q

et transmet la valeur a la partie Z ;

une étape de détection de mauvaise utilisation de partie Y (S35), au cours de laquelle la partie Y recoit la valeur
Y'z et la séquence de nombres (a.Z0y ¢-Sq 7.a0q g, -, @Z0g_nag-1-Sq_z-80q nao-1) de la part de la partie X et
une valeur vy, de la part de la partie Z, calcule

31602, 10 2 -(GZ0, 0 =84 280 o) b2 j+Sq zCq 2}~ V2 +V2’

i0,j2,q

met fin au traitement en délivrant des données qui indiquent une détection de mauvaise utilisation si le résultat
du calcul est différent de 0, et en délivrant les valeurs Cq_1 et Cq 2 si le résultat du calcul est 0 ;

une seconde étape de génération de nombre aléatoire de partie Z (S36), au cours de laquelle la partie Z génére
la séquence de nombres (X0 ¢, ..., X0y h40.1) €t le nombre p; et transmet la séquence de nombres et le
nombre & la partie X, et génére la séquence de nombres (aY2y o, ..., aY2y a2.4) €t transmet la séquence de
nombres a la partie Y ;

une troisiéme étape de calcul de partie Z (S37), au cours de laquelle la partie Z calcule la séquence de nombres
(Y24 0-Sq v-82 gr s 0Y2( 1ng2.1-Sq_y-823 nap-1) €t transmet la séquence de nombres a la partie X, regoit la
séquence de nombres (aZ0y g, ..., aZ0y n40.1) de la part de la partie X et la séquence de nombres (aZ2
0Z2g nap.) de la part de la partie Y, calcule la séquence de nombres (aXO, o-S,x-a0
aX0q_nao0-1-Sq_x-80q_nao-1) €t 1a valeur

q_O’ aeny
q_O’ aeny

z= Z(eéoq”u,q;jo 022, b0, o)+ Z(eozq_io,q_jz -0Z0g ;o b2, )+p2’

i2,j0,q i0,j2,9

et transmet la séquence de nombres et la valeur a la partie Y ;

une quatrieme étape de calcul de partie Z (S38), au cours de laquelle la partie Z regoit la séquence de nombres
(aY1q 0-Sq v-alg o -+ @Y1g nat-1-Sq_y-81q_na1-1) de la partde la partie X et le nombre py de la part de la partie
Y, calcule une valeur

Yy = 21012 i o (AY1y y=Sq_y -2l u)- b2 TSy Fa_ vipy

il,j2,9

et transmet la valeur a la partie X ; et

une étape de détection de mauvaise utilisation de partie Z (S39), au cours de laquelle la partie Z recoit une
valeur vy de la part de la partie X et une valeur y'x et la séquence de nombres (aX1, g-Sq x-a1q 0 -
aX1q na1-1-Sq_x-81q_nat-1) de la part de la partie Y, calcule
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Z{eloq ilq_jo ((X.Xl q X a] 11) boq _|0+sq X C x}“YX'*"Y'X’

i1,j0,q

met fin au traitement en délivrant des données qui indiquent la détection d’'une mauvaise utilisation si le résultat
du calcul est différent de 0, et en délivrant les valeurs ¢, , et Cy g si le résultat du calcul est 0.

Procédé de calcul sécurisé de somme de produits selon la revendication 4, caractérisé en ce que

les parties X et Y partagent préalablement un nombre Sq_z, les parties Y et Z partagent préalablement un nombre
Sq_x, et les parties Z et X partagent préalablement un nombre Sq_Y, et

ledit procédé sécurisé de calcul de somme de produits comprend en outre :

une seconde étape de génération de nombre aléatoire de partie X (S68), au cours de laquelle la partie X génére
un nombre py et transmet le nombre a la partie Y, et génére des séquences de nombres (aZ0g o, ..., 0Z0g nz0.1)
et (BZ0qy_o, ---» BZ0q_npo-1) €t transmet les séquences de nombres & la partie Z ;

une troisieme étape de calcul de partie X (S69), au cours de laquelle la partie X calcule des séquences de
nombres (aZOq_O-Sq_Z.an_O, aeey ocZOq_naO_1-Sq_z.an_naO_1) et (BZOq_O-Sq_Z.qu_O, aeny
BZ0g_nbo-1-Sq_z-b0q_nbo-1) €ttransmet les séquences de nombres a la partie Y, recoit les séquences de nombres

(X1 aX1 ) et (BX1 . BX1q nb1-1) de la part de la partie Y, calcule une valeur

q_0r = g_nal-1 q_ 0 -

z(ew“,jo*axh b0, o)+ (0L -al, o -BXI, JI,)-Q-pX

i1,30,q i0,jl.q

et transmet la valeur a la partie Z ;
une quatriéme étape de calcul de partie X (§70) au cours de laquelle la partie X regoit une valeur p5 de la part
de la partie Z, calcule une valeur

Yz—Z( Sq_z'Tq_z)+ Pz

et transmet la valeur a la partie Y ;

une étape de détection de mauvaise utilisation de partie X (S71), au cours de laquelle la partie X recgoit une
valeur yy de la part de la partie Y, et une valeur y'y et des séquences de nombres (aY2, =S, y.a2, ¢, ...,
Y24 na2-1-Sq_v-82_naz-1) €1 (BY24 0-Sq_v-b2q g, - BY24 nb2-1-Sq_v-b2q npo-1) de la partde la partie Z, calcule

S{e21, o i (0Y2, -5, y-a2, ;)-bl

il,i2,jl,j2,q9 >
1 (4
+el2, 4 2 -(BYIZ‘]_j2 8y v -b2q_32)-aquil +8, v -cqﬂ}-—yY + vy

met fin au traitement en délivrant des données qui indiquent la détection d’'une mauvaise utilisation si le résultat
du calcul est différent de 0, et en délivrant les valeurs Cq_o et Cq_1 si le résultat du calcul est O ;

une seconde étape de génération de nombre aléatoire de partie Y (S72), au cours de laquelle la partie Y génére
un nombre py et transmet le nombre a la partie Z, et génére les séquences de nombres (aX1y o, -.., aX1g na1-1)
et (BX1y o, --» BX1g np1-1) et transmet les séquences de nombres a la partie X ;

une troisieme étape de calcul de partie Y (S73), au cours de laquelle la partie Y calcule des séquences de
nombres (ax1q_0-sq_x.a1q_0, aeey G,X1q_na1_1-sq_x.a1q_na1_1) et (Bx1q_0-sq_x.b1q_0, aeny
BX1q_nb1-1-Sq_x-b1q_nb1-1) ettransmetles séquences de nombres a la partie Z, recoit les séquences de nombres
(Y2 g, s AY24 nap.q) €8 (BY2q o, -, BY2q np2-1) de la part de la partie Z, calcule une valeur
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Yy = Z(BZIq_iz,q_jl 'aYzq_n 'blq‘_‘j]) + Z(elzq_il,q“jz 'aqu‘n : ByzqujZ) + Py’

i2,j1,q il,j2.9

et transmet la valeur a la partie X ;
une quatrieme étape de calcul de partie Y (S74), au cours de laquelle la partie Y recgoit le nombre Px de la part
de la partie X, calcule une valeur

Yx = Z(—Sq_}( Ty x )+pxs
q

et transmet la valeur a la partie Z ;

une étape de détection de mauvaise utilisation de partie Y (S75), au cours de laquelle la partie Y recoit une
valeur vy et les séquences de nombres (aZ0y ¢-Sq 7.@04 ¢, ..., @204 1a0.1-Sq 7.804 nao-1) et
(BZ0q 0-Sq 7:b04 ¢, - BZ0g npo-1-Sq 7:b0g_npo-1) d€ la part de la partie X, et une valeur y; de la part de la partie
Z, calcule

Z {eozq_io’q“jz . (azoq“io - sq_z . aoq”io) . b2q_j|2

i0,i2,j0,j2,q ?
r
+€20, 24 jo- (3ZOq_jo =842 bO, _jo) : azq_iz +84 2 cq_Z}_ Yz +7Yz

met fin au traitement en délivrant des données qui indiquent la détection d’'une mauvaise utilisation si le résultat
du calcul est différent de 0, et en délivrant les valeurs Cq_1 et Cq 2 si le résultat du calcul est 0 ;

une seconde étape de génération de partie Z (S76), au cours de laquelle la partie Z génére le nombre p, et
transmet le nombre a la partie X, et génére les séquences de nombres (aY2 vy Y2 ) et (BY2
BY24 np2-1) et transmet les séquences de nombres a la partie Y ;

une troisieme étape de calcul de partie Z (S77), au cours de laquelle la partie Z calcule les séquences de
nombres (aY24 ¢-Sq v-a2q g, --- Y24 na2-1-Sq_v-82q_naz-1) et (BY24 9-Sq_v-b2q ¢, -,
BY2q nb2-1-Sq_v-b24_npo-1) ettransmetles séquences de nombres ala partie X, recoit les séquences de nombres
(0204 g, -, 0Z0g_nap-1) €t (BZ0q g, -, BZOq_npo-1) de la part de la partie X, calcule la valeur

q_0 q_na2-1 q_07 =+

YZ - Z(eo2q_io_q_j2 . azoq_io - bzq_jo) -+ Z(ezoq‘iz’q—jo . azq__l,_ * BZOq_io) “+ pz !
i0,j2,q i2,j0,q

et transmet la valeur a la partie Y ;
une quatrieme étape de calcul de partie Z (S78) au cours de laquelle la partie Z regoit le nombre py de la part
de la partie Y, calcule une valeur

i ‘
Yy = z I,(‘S'LY T, y)+Ppye
q
et transmet la valeur a la partie X ; et
une étape de détection de mauvaise utilisation de partie Z (S79), au cours de laquelle la partie Z recoit une

valeur yx de la part de la partie X et une valeur y'y et les séquences de nombres (aX1, g-Sq x-a1q o -
oX1 q_na1_1-Sq_X.a1q_na1_1) et (pX1 q_O'Sq_X'b1 q 01 o BX1q_nb1_1-Sq_X.b1 q_nb1_1) delapartdelapartie, calcule
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2 {el Oq _inq_jo - (@Xq it =8q_x -2l _u)- boq_jo}

i0,il,j0,jl,q k4
4
+€01, g0 5 (BXIy_y~Sq_x by )80, jo+So_x "Sq_x}—Tx *+ Y

met fin au traitement en délivrant des données qui indiquent une détection de mauvaise utilisation si le résultat
du calcul est différent de 0, et en délivrant les valeurs ¢, ; et C, g si le résultat du calcul est 0.
Procédé de calcul sécurisé de somme de produits utilisé pour effectuer, en parallele, un total de m groupes de
calculs de somme de produits de chaines de données Ay o= (a0 o, -, @0q_nao-1) €1 Aq 1= (@1q 0, -, @lg nat-1 €t
Bg_0=(b0q g, ---, bOg_npo-1) €1Bq 1= (b1 0, -, D14 np1-1) @ I'aide d’'un calcul coopératif par trois appareils de calcul,
qui sont une partie X, une partie Y et une partie Z, les calculs de somme de produits étant exprimés comme suit

Z(emq_io,q_il -8l bl )+ Z(eloquil,CLJG raly ;b0 o)

q_i0,q_jl q il,q j0

ouq=0, .., m-1, m représente un entier égal ou supérieur a 1, na0, na1, nb0 et nb1 représentent des nombres
naturels, i0 = 0, ..., na0-1, i1 = 0, ..., na1-1, j0 = 0, ..., nb0-1, et 1 = 0, ..., nb1-1, et e01q_iqu_j1 et e10q_i1yq_j0
représentent n'importe quel nombre, et les chaines de données Aq_o, Aq_1, Bq_0 et Bq_1 sont fournies a la partie X,
les chaines de données A, ; et B, ; sontfournies a la partie Y, et les chaines de données A, et B,  sont fournies
a la partie Z,

caractérisé en ce que ledit procédé de calcul sécurisé de somme de produits comprend :

une étape de génération de nombre aléatoire de partie X (S102), au cours de laquelle la partie X génére des
nombres ¢, 4 ety et les séquences de nombres (alq g, ..., a1q npo-1) €t (B1g 0. - B1g nao-1) €t transmet les
nombres et les séquences de nombres a la partie Y ;

une étape de génération de nombre aléatoire de partie Y (S103), au cours de laquelle la partie Y génére un
nombre Sy, et transmet le nombre a la partie Z ;

une étape de calcul de partie X (S104), au cours de laquelle la partie X calcule des valeurs Cq_o et yy selon

Coo= 2, (€01 50,5180, ;o bl )+ D (el0y 450 2l ;4 b0y ) —Cq
q_i0,q j! ' q.il,q_jo

Yo = z(aoqz_io Bl o+ b0 o alyi0)— 7y
i0,j0.q

et transmet les valeurs a la partie Z ;

une étape de calcul de partie Y (S105), au cours de laquelle la partie Y recoit les nombres Cq_1 ety etles
séquences de nombres (alg g, ..., @1q npo-1) € (B1g 0. - B1g nao-1) de la part de la partie X, calcule les se-
quences de nombres (a0 o, ..., @0qy npo-1) €t (BOq 0. -, BOg nag-1) €t une valeur y’ selon

q,q_i
Bﬂq”io = ZS eOl _i0,q_jl " qu_m

ZS "Ca 1Y
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et transmet les séquences de nombres et la valeur a la partie Z ; et

une étape de détection de mauvaise utilisation (S106), au cours de laquelle la partie Z recoit les valeurs Cq_o
et yo de la part de la partie X et le nombre S, les séquences de nombres (a0 o, .-, @0q_npo-1) €t (BOq_os ---
BOq_nao-1) et la valeur y’ de la part de la partie Y, calcule

Sq"Cq0~ Yo Z (a0 i+ B0y i + b0 ;o @0 ;o) + 7"

q i0,i0q

et metfin au traitement en délivrant des données quiindiquent une détection de mauvaise utilisation si le résultat
du calcul est différent de 0,

ou, si le résultat du calcul a I'étape de détection de mauvaise utilisation est 0, la partie X délivre les valeurs
Cq o etcq 4, lapartie Y délivre la valeur ¢, 4 et 0, et la partie Z délivre 0 et la valeur C .

Procédé de calcul sécurisé de somme de produits utilisé pour effectuer, en parallele, un total de m groupes de
calculs de somme de produits de données a0 et a1 et de chaines de données B ¢ = (b0q o, --., bOq npo-1) €1 By 1
= (b1q_0, b1q_nb1_1) a I'aide d’un calcul coopératif par trois appareils de calcul, qui sont une partie X, une partie
Y et une partie Z, les calculs de somme de produits étant exprimés comme suit

e e — — = -

Z a0-bl , + Zal b0,
QL Qi

ouq=0, ..., m-1, m représente un entier égal ou supérieur a 1, n représente un nombre naturel, eti =0, ..., n-1, et
les données a0 et a1 etles chaines de données B o et By 4 sont fournies a la partie X, les données a1 et la chaine
de données Bq_1 sontfournies alapartie Y, etles données a0 et la chaine de données Bq_0 sontfournies a la partie Z,
caractérisé en ce que ledit procédé de calcul sécurisé de somme de produits comprend :

une étape de génération de nombre aléatoire de partie X (S102), au cours de laquelle la partie X génére des
nombres ¢, 1 ety; et une séquence de nombres (al1q g, ..., &1y n.1) €t un nombre 31, et transmet les nombres
et la séquence de nombre a la partie Y,

une étape de génération de nombre aléatoire de partie Y (S103), au cours de laquelle la partie Y génére un
nombre Sq et transmet le nombre a la partie Z ;

une étape de calcul de partie X (S104), au cours de laquelle la partie X calcule des valeurs Cq_o et yy selon

.o =p.a0-bl ;+> al-b0_, —c_,
qi qi

Yo =a0-[31+Z:qu_i -onlq_i'—yl

iq

et transmet la valeur a la partie Z ;
une étape de calcul de partie Y (S105), au cours de laquelle la partie Y regoit les nombres Cq 1 €tyq et la
séquence de nombres (a1q_0, a1q_n-1) et le nombre B1 de la part de la partie X, calcule une séquence de

nombres (anO, an n-1) €t des nombres B0 ety selon
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q
BO=s,-bl ;—Ppl -
iq |
Ylfzsq .CLI WY}
q

et transmet la séquence de nombres et les valeurs a la partie Z ; et

une étape de détection de mauvaise utilisation (S106), au cours de laquelle la partie Z recoit les valeurs Cq 0
et yy de la part de la partie X et le nombre S, la séquence de nombres (o g, ..., @0y _n.1) €t les valeurs 0 et
Y de la part de la partie Y, calcule

et metfin au traitement en délivrant des données qui indiquent une détection de mauvaise utilisation si le résultat
du calcul est différent de 0,

ou, si le résultat du calcul au cours de I'étape de détection de mauvaise utilisation est 0, la partie X délivre les
valeurs C q et ¢, 4, la partie Y délivre la valeur ¢, 4 et 0, et la partie Z délivre 0 et la valeur Cq .

Systeme de calcul sécurisé de somme de produits qui utilise trois appareils de calcul selon la revendication 1,
comme partie X, partie Y et partie Z.

Systeme de calcul sécurisé de somme de produits qui utilise trois appareils de calcul selon la revendication 2,
comme partie X, partie Y et partie Z.

Systeme de calcul sécurisé de somme de produits qui utilise trois appareils de calcul selon la revendication 3,
comme partie X, partie Y et partie Z.

Systeéme de calcul sécurisé de somme de produits utilisé pour effectuer, en parallele, un total de m groupes de
calculs de somme de produits de chaines de données Ay o = (a0 g, .., @0y nao-1) et Aq_1 = (@1q o, - @14 nat-1)
et By g = (b0g ¢, - bOg npo-1) €t By 1 = (b1g g, ... D1y npe.4) @ 'aide d'un calcul coopératif par trois appareils de
calcul, quisontune partie X, une partie Y et une partie Z, les calculs de somme de produits étant exprimés comme suit

D.(e0 1y i0,q.51"@0q 0 " b1y 50 + Z(EIOLir,q_jo +aly ;; +b0y 55)

q_i0,q jl q il _jo

ouq=0, .., m-1, m représente un entier égal ou supérieur a 1, na0, na1, nb0 et nb1 représentent des nombres
naturels, 10 = 0, ..., na0-1, i1 =0, ..., na1-1,j0 = 0, ..., nb0-1, et j1 =0, ..., nb1-1, et eO1q_iO,q_j1 et e10q_i1yq_j0
représentent n'importe quel nombre, et les chaines de données Aq_o, Aq_1, Bq_0 et Bq_1 sont fournies a la partie X,
les chaines de données A 1 et B 4 sont fournies a la partie Y, et les chaines de données A, ¢ et B, g sont fournies
a la partie Z,

caractérisé en ce que la partie X comprend un moyen de génération de nombre aléatoire de partie X (901) et un
moyen de calcul de partie X (903),

le moyen de génération de nombre aléatoire de partie X (901) étant adapté pour générer des nombres Cq_1 ety,
et des séquences de nombres (aly o, ..., alq npo1) €t (B1g o, - B1g_nao-1) €t transmettent les nombres et les
séquences de nombres a la partie Y,

le moyen de calcul de partie X (903) étant adapté pour calculer des valeurs C, g et vy selon
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Cq0 ™ Z (€01 o451 ° al ;- blq_,:)+ Z(eloqﬁil,q___fo’alqjl‘boq__io)“cq_

a_ifha 1 Q il jo
Z(aoq_.o Blg o + b0 alq_.o) 1
i0,j0,q

et transmettre les valeurs a la partie Z,

la partie Y comprend un moyen de génération de nombre aléatoire de partie Y (902) et un moyen de calcul de partie
Y (904),

le moyen de génération de nombre aléatoire de partie Y (902) étant adapté pour générer un nombre Sq et transmettre
le nombre a la partie Z,

le moyen de calcul de partie Y (904) étant adapté pour recevoir les nombres C,, 4 ety4 etles séquences de nombres
(01g 0 -+ @1 nbo-1) €L (B1g 0 - B1g_nao-1) de la part de la partie X, calculer des séquences de nombres (a.0
0g npo-1) €t (BOgo, ---» BOg nao-1) €t une valeur y' selon

q_ 01 s

a0y j = qu "‘EIOq_il,q_jo'alq_n““al ;

4.q_
ﬁoqﬂjﬁg ZS eOl _i0,q_jt * qu_no
@q_Jjl

Y = qu Cei ™
q

et transmettre les séquences de nombres et la valeur a la partie Z,

la partie Z comprend un moyen de détection de mauvaise utilisation (905), adapté pour recevoir les valeurs Cq o &t
Yo de la part de la partie X et le nombre Sq, les séquences de nombres (a0 g, .., @0g_npo-1) €t (BOq_os -+ BOg_nao-1)
et la valeur y’ de la part de la partie Y, calculer

Z‘S‘q ‘Coo~ Yo Z U PO o + bo‘uo 1004 o)+ 7"
q

i0,j0.q

et mettre fin au traitement en délivrant des données qui indiquent une détection de mauvaise utilisation si le résultat
du calcul est différent de 0, et

la partie X délivre les valeurs ¢, ¢ et ¢, 4, la partie Y délivre la valeur c, 4 et 0, et la partie Z délivre 0 et la valeur
Cq o Si le résultat du calcul par le moyen de détection de mauvaise utilisation est 0.

Systéme de calcul sécurisé de somme de produits utilisé pour effectuer, en parallele, un total de m groupes de
calculs de somme de produits de données a0 et a1 et de chaines de données B ¢ = (b0q o, --., bOq_npo-1) €1 By 1
= (b1q_0, b1q_nb1_1) a I'aide d’un calcul coopératif par trois appareils de calcul, qui sont une partie X, une partie
Y et une partie Z, les calculs de somme de produits étant exprimés comme suit

Z_aﬂ-blq‘i +Zal-b0‘L
Qi Qi

ouq=0, ..., m-1, mreprésente un entier égal ou supérieur a 1, n représente un nombre naturel, eti =0, ..., n-1, et
les données a0 et a1 etles chaines de données B o et By 4 sont fournies a la partie X, les données a1 et la chaine
dedonnées B, ;sontfourniesalapartie Y, etles données a0 etla chaine de données B,  sontfournies a la partie Z,
caractérisé en ce que la partie X comprend un moyen de génération de nombre aléatoire de partie X (901) et un
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moyen de calcul de partie X (903),

le moyen de génération de nombre aléatoire de partie X (901) étant adapté pour générer des nombres ¢4 1 et v,
une séquence de nombres (a1q_0, a1q_n_1) et un nombre B1, et transmettre les nombres et la séquence de
nombres a la partie Y,

le moyen de calcul de partie X (903) étant adapté pour calculer des valeurs Cq_0 et y, selon

ﬁZaO ‘bl +Zal bO i —Cq_

Yo —aO»Bl+Zb0 al ; —v,

et transmettre les valeurs a la partie Z,

la partie Y comprend un moyen de génération de nombre aléatoire de partie Y (902) et un moyen de calcul de partie
Y (904),

le moyen de génération de nombre aléatoire de partie Y (902) étant adapté pour générer un nombre sq et transmettre
le nombre a la partie Z,

le moyen de calcul de partie Y (904) étant adapté pour recevoir les nombres Cq_1 et y4, la séquence de nombres
(a1q gs -+ @1g 1) etle nombre B1 de la part de la partie X, calculer une séquence de nombres (a0 o, ..., @0q 1)

ot s nombréa 70 ot - seor
=ZS -al-al_,
BO = zs b1, ~B1 >
Y= Zs Cor =)

et transmettre la séquence de nombres et la valeur a la partie Z,

la partie Z comprend un moyen de détection de mauvaise utilisation (905) adapté pour recevoir les valeurs Cq_o et
Yo de la part de la partie X et le nombre Sq, la séquence de nombres (a0 00 ) et les valeurs B0 et y’' de
la part de la partie Y, calculer

z S cq_l} ’YO al- Bﬁ Z boq_l O’tLj + Y" :

hq

q_O’ ey q_n_1

et mettre fin au traitement en délivrant des données qui indiquent une détection de mauvaise utilisation si le résultat
du calcul est différent de 0, et

la partie X délivre les valeurs C, g et C
C

Q1 la partie Y délivre la valeur Cq 4 et 0, et la partie Z délivre 0 et la valeur
q_o Si le résultat du calcul par le moyen de détection de mauvaise utilisation est 0.

Programme qui exécute une fonction informatique en guise d’appareil de calcul selon I'une quelconque des reven-
dications 1 a 3, ou systéme sécurisé de calcul de somme de produits selon 'une quelconque des revendications 9
a13.
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