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INFORMATION PROCESSING APPARATTUS,
INFORMATION PROCESSING METHOD,
AND RECORDING MEDIUM

TECHNICAL FIELD

[0001] This disclosure relates to technical fields of an
information processing apparatus, an information process-
ing method, and a recording medium that are configured to
determine whether or not a target who is in a person image
pretends to be another person, for example.

BACKGROUND ART

[0002] Patent Literature 1 describes an example of the
information processing apparatus that is configured to deter-
mine whether or not a target who is in a person image is
another person. Patent Literature 1 describes an information
processing apparatus that calculates a feature quantity,
which reflects a three-dimensional shape of a face of the
target and which does not depend on the color of a surface
of the face of the target on the basis of a luminance value of
a face part in a first image frame including the face of the
target when light is emitted by a light emitting apparatus,
and a luminance value of the face part in a second image
frame including the face of the target when the light emitting
apparatus is turned off, and that determines whether or not
the target is pretending on the basis of the calculated feature
quantity.

[0003] In addition, as background art documents related to
this disclosure, Patent Literatures 2 to 5 are cited.

CITATION LIST

Patent Literature

[0004] Patent Literature 1: International Publication No.
W02019/163066 pamphlet

Patent Literature 2: JP2015-215876A
Patent Literature 3: JP2010-231398A
Patent Literature 4: JP2007-072861A
Patent Literature 5: JP2005-135271A
Patent Literature 6: JP2003-242491A
SUMMARY

Technical Problem

[0005] Itis an example object of this disclosure to provide
an information processing apparatus, an information pro-
cessing method, and a recording medium that aim to
improve the techniques/technologies described in Citation
List.

Solution to Problem

[0006] An information processing apparatus according to
an example aspect of this disclosure includes: an acquisition
unit that obtains a plurality of person images which are
generated by imaging a target by using a plurality of
different lighting conditions, respectively; a correction unit
that performs a correction process of correcting a luminance
value of at least one of the plurality of person images, by
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using at least one of a first index value indicating a mean of
a luminance value of at least one of the plurality of person
images, and a second index value indicating a degree of
variation in the luminance value of the at least one of the
plurality of person images; and a determination unit that
determines whether or not the target pretends to be another
person, on the basis of the person image in which the
luminance value is corrected.

[0007] An information processing method according to an
example aspect of this disclosure includes: obtaining a
plurality of person images which are generated by imaging
a target by using a plurality of different lighting conditions,
respectively; performing a correction process of correcting a
luminance value of at least one of the plurality of person
images, by using at least one of a first index value indicating
a mean of a luminance value of at least one of the plurality
of person images, and a second index value indicating a
degree of variation in the luminance value of the at least one
of the plurality of person images; and determining whether
or not the target pretends to be another person, on the basis
of the person image in which the luminance value is cor-
rected.

[0008] A recording medium according to an example
aspect of this disclosure is a recording medium on which a
computer program that allows a computer to execute an
information processing method is recorded, the information
processing method including: obtaining a plurality of person
images which are generated by imaging a target by using a
plurality of different lighting conditions, respectively; per-
forming a correction process of correcting a luminance value
of at least one of the plurality of person images, by using at
least one of a first index value indicating a mean of a
luminance value of at least one of the plurality of person
images, and a second index value indicating a degree of
variation in the luminance value of the at least one of the
plurality of person images; and determining whether or not
the target pretends to be another person, on the basis of the
person image in which the luminance value is corrected.

BRIEF DESCRIPTION OF DRAWINGS

[0009] FIG. 1 is a block diagram illustrating an overall
configuration of an information processing system accord-
ing to an example embodiment.

[0010] FIG. 2A is a diagram conceptually illustrating a
feature quantity calculated from a person image including a
target, and FIG. 2B is a diagram conceptually illustrating a
feature quantity calculated from a person image including
another person displayed on a display.

[0011] FIG. 3 is a block diagram illustrating a configura-
tion of an information processing apparatus according to the
example embodiment.

[0012] FIG. 4 is a flowchart illustrating a flow of a
spoofing determination operation performed by the infor-
mation processing apparatus according to the example
embodiment.

[0013] FIG. 5A to FIG. 5D are diagrams illustrating light-
ing conditions when a display surface of a display used as a
lighting apparatus is divided into two display areas arranged
in a horizontal direction (a lateral direction) of the display
surface.

[0014] FIG. 6 is a diagram conceptually illustrating an
example of the feature quantity calculated from the person
image obtained in a step S11 in FIG. 4, in a situation where
the target does not pretend to be another person.
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[0015] FIG. 7 is a diagram conceptually illustrating an
example of the feature quantity a corrected image generated
from the person image illustrated in FIG. 6.

DESCRIPTION OF EXAMPLE EMBODIMENT

[0016] Hereinafter, an information processing apparatus,
an information processing method, and a recording medium
according to an example embodiment will be described. The
following describes the information processing apparatus,
the information processing method, and the recording
medium according to the example embodiment by using an
information processing system SYS to which the informa-
tion processing apparatus, the information processing
method, and the recording medium according to the example
embodiment are applied.

(1) Configuration of Information Processing System
SYS

[0017] First, a configuration of the information processing
system SYS according to the example embodiment will be
described.

(1-1) Overall Structure of Information Processing
System SYS

[0018] First, an overall configuration of the information
processing system SYS in the example embodiment will be
described with reference to FIG. 1. FIG. 1 is a block diagram
illustrating the overall configuration of the information
processing system SYS according to the example embodi-
ment.

[0019] As illustrated in FIG. 1, the information processing
system SYS includes a camera 1, a lighting apparatus 2, and
an information processing apparatus 3. The information
processing system SYS may include a single camera 1 or
may include a plurality of cameras 1. When the information
processing system SYS includes a plurality of cameras 1, the
information processing system SYS may include a plurality
of lighting apparatuses 2 respectively corresponding to the
plurality of cameras 1. The camera 1 and the information
processing apparatus 3 are communicable with each other
through a communication network 4. The communication
network 4 may include a wired communication network.
The communication network 4 may include a wireless
communication network.

[0020] The camera 1 is an imaging apparatus that is
configured to image a target (i.e., a person) located in an
imaging target range of the camera 1. The camera 1 images
the target, thereby to generate a person image IMG including
the target imaged by the camera 1. In particular, the camera
1 images a face of the target, thereby to generate the person
image IMG including the face of the person. The generated
person image IMG is outputted to the information process-
ing apparatus 3. Specifically, the camera 1 transmits the
generated person image IMG to the information processing
apparatus 3 through the communication network 4.

[0021] The lighting apparatus 2 is configured to illuminate
the target with an illumination light. The lighting apparatus
2 is configured to change a lighting condition. The lighting
condition may include, for example, a condition about the
presence or absence of emission of the illumination light.
The lighting condition may include the intensity of the
illumination light. The lighting condition may include an
lighting direction of the illumination light (i.e., a direction in
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which the illumination light is applied to the target, and a
direction of an emission source of the illumination light as
viewed from the target).

[0022] The illumination light may include a light emitted
to illuminate the target. In this case, a light, a light bulb or
the like that emits a light to illuminate the target may be used
as the lighting apparatus 2. Alternatively, in addition to or in
place of the light emitted to illuminate the target, the
illumination light may include a light emitted for a different
purpose from the purpose of illuminating the target. For
example, a display emits a light to display an image
(wherein the image may mean at least one of a still image
and a video), but the light emitted by the display may be
used as the illumination light that illuminates the target. In
this case, a display of a smartphone or a tablet terminal
owned by the target may be used as the lighting apparatus 2.

[0023] When the display is used as the lighting apparatus
2, the lighting condition (especially, a condition about the
presence or absence of emission of the illumination light)
may include a condition about on/off of the display. The
lighting condition (especially, a condition about the intensity
of the illumination light) may include a condition about the
brightness (i.e., luminance) of a display surface of the
display. The lighting condition (especially, a condition about
the intensity of the illumination light) may include a con-
dition about a change in the brightness (i.e., luminance) of
the display surface of the display. The lighting condition
may include a condition about a color of the display surface
of the display. The lighting condition may include a condi-
tion about a change in the color of the display surface of the
display.

[0024] The lighting condition may include a condition
about a display aspect of each display area when the display
surface of the display is divided into a plurality of display
areas. The display aspect of the display area may include the
brightness (i.e., luminance) of the display area and the color
of the display area. The display aspect of the display area
may include at least one of the change in the brightness (i.e.,
luminance) of the display area and the change in the color of
the display area. The lighting condition may be set such that
the display aspects of the plurality of display areas are all the
same. Alternatively, the illumination may be set such that at
least of two display aspects of the plurality of display areas
are differ from each other. As an example, the lighting
apparatus 2 may change the lighting condition such that the
plurality of display areas display predetermined colors in a
predetermined order. As another example, the lighting appa-
ratus 2 may change the lighting condition such that the
plurality of display areas display screens of predetermined
colors in a random order. As another example, the lighting
apparatus 2 may change the lighting condition such that at
least one color of the plurality of display areas changes in
accordance with a predetermined color order. As another
example, the lighting apparatus 2 may change the lighting
condition such that at least one color of the plurality of
display areas changes in a random color order. At this time,
a duration in which each display area displays the screen of
a certain color may be fixed or may be changed. For
example, the lighting apparatus 2 may change the lighting
condition such that at least one display area displays a screen
of a first color (e.g., red) for a first time (e.g., for two
seconds) and then displays a screen of a second color (e.g.,
blue) that is different from the first color for a second time
(e.g., for a second) that is different from the first time.
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[0025] The information processing apparatus 3 is config-
ured to perform a spoofing determination operation. Spe-
cifically, the information processing apparatus 3 is config-
ured to receive the person image IMG transmitted from the
camera 1 through the communication network 4. In addition,
the information processing apparatus 3 is configured to
determine whether or not the target in front of the camera 1
pretends to be another person who is different from the
target, on the basis of the received person image IMG.
[0026] In this example embodiment, the information pro-
cessing apparatus 3 is configured to determine whether or
not the target pretends to be another person, by having the
camera 1 image the display that displays another person
pretended by the target (or a photograph including another
person, and the same shall apply hereinafter). In this case,
the information processing apparatus 3 determines whether
or not the target pretends to be another person, by using
properties of diffuse reflection in which properties of a
reflected light from a three-dimensional face of a genuine
person (e.g., a reflected light of at least one of the illumi-
nation light and an ambient light, and the same shall apply
hereinafter) are different from properties of a reflected light
from a planar human face displayed on the display.

[0027] Specifically, the information processing apparatus
3 calculates a feature quantity that reflects a three-dimen-
sional shape of the face of an imaged subject who is in the
person image IMG, on the basis of the person image IMG.
When the target does not pretend to be another person, the
person image IMG includes the target because the camera 1
images the target. For this reason, in this case, the informa-
tion processing apparatus 3 calculates the feature quantity
corresponding to the three-dimensional shape (e.g., the
feature quantity indicating three-dimensional features), as
illustrated in FIG. 2A conceptually illustrating the feature
quantity calculated from the person image IMG including
the target. On the other hand, when target pretends to be
another person, the person image IMG includes another
person displayed on the display because the camera 1
images another person displayed on the display. For this
reason, in this case, the information processing apparatus 3
calculates the feature quantity corresponding to a planar
shape (e.g., the feature quantity indicating planar features),
as illustrated in FIG. 2B conceptually illustrating the feature
quantity calculated from the person image IMG including
another person displayed on the display. Therefore, the
information processing apparatus 3 is allowed to determine
whether or not the target pretends to be another person, on
the basis of the calculated feature quantity.

[0028] The information processing apparatus 3 may use an
existing method as a method of calculating the feature
quantity. For example, the information processing apparatus
3 may use a method described in at least one of Patent
Literatures 1 to 6, as the method of calculating the feature
quantity.

[0029] In the use of the properties of diffuse reflection,
however, there may be a problem of color dependence. The
problem of color dependence is a problem that the properties
of a reflected light from the face of a person varies depend-
ing on the color of the face of the person. Specifically, the
properties of a reflected light from the face of a first person
whose skin color is a first color may be different from the
properties of a reflected light from the face of a second
person whose skin color is a second color that is different
from the first color. Consequently, in a situation where
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neither the first person nor the second person pretends to be
another person (i.e., the first person or the second person is
in the person image IMG), it may be correctly determined
that the first person does not pretend to be another person,
but it may be erroneously determined that the second person
pretends to be another person. Similarly, in a situation where
the target pretends to be the first person (i.e., the first person
displayed on the display is in the person image IMG), it may
be correctly determined that the target pretends to be the first
person, but in a situation where the target pretends to be the
second person (i.e., the second person displayed on the
display is in the person image IMG), it may be erroneously
determined that the target does not pretend to be the second
person. Thus, the method of determining whether or not the
target pretends to be another person by using the properties
of diffuse reflection, has such a technical problem that the
accuracy of the determination may be reduced due to the
problem of color dependence.

[0030] Therefore, in the example embodiment, the infor-
mation processing apparatus 3 that is allowed to solve the
above-described technical problem will be described. That
is, in the example embodiment, a description will be given
to the information processing apparatus 3 that is allowed to
reduce an influence of color dependence when determining
whether or not the target pretends to be another person, by
using the properties of diffuse reflection.

[0031] Incidentally, the spoofing determination system
SYS may include the camera 1, the lighting apparatus 2, and
the information processing apparatus 3, as separate appara-
tuses. Alternatively, the information processing system SYS
may be provided with a single apparatus including the
camera 1, the lighting apparatus 2, and the information
processing apparatus 3. For example, the information pro-
cessing system SYS may include a smartphone or a tablet
terminal including the camera 1, the lighting apparatus 2,
and the information processing apparatus 3.

(1-2) Configuration of Information Processing
Apparatus 3

[0032] Subsequently, a configuration of the information
processing apparatus 3 in the example embodiment will be
described with reference to FIG. 3. FIG. 3 is a block diagram
illustrating the configuration of the information processing
apparatus 3 according to the example embodiment.

[0033] As illustrated in FIG. 3, the information processing
apparatus 3 includes an arithmetic apparatus 31, a storage
apparatus 32, and a communication apparatus 33. Further-
more, the information processing apparatus 3 may include
an input apparatus 34 and an output apparatus 35. The
information processing apparatus 3, however, may not
include at least one of the input apparatus 34 and the output
apparatus 35. The arithmetic apparatus 31, the storage
apparatus 32, the communication apparatus 33, the input
apparatus 34, and the output apparatus 35 may be connected
through a data bus 36.

[0034] The arithmetic apparatus 31 includes at least one
of, for example, a CPU (Central Processing Unit), a GPU
(Graphics Processing Unit), and a FPGA (Field Program-
mable Gate Array). The arithmetic apparatus 31 reads a
computer program. For example, arithmetic apparatus 31
may read a computer program stored in the storage appara-
tus 32. For example, the arithmetic apparatus 31 may read a
computer program stored in a computer-readable, non-tran-
sitory recording medium, by using a not-illustrated record-
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ing medium reading apparatus provided by the information
processing apparatus 3. The arithmetic apparatus 31 may
obtain (i.e., download or read) a computer program from a
not-illustrated apparatus disposed outside the information
processing apparatus 3, through the communication appa-
ratus 33 (or another communication apparatus). The arith-
metic apparatus 31 executes the read computer program.
Consequently, a logical functional block for performing an
operation to be performed by the information processing
apparatus 3 (e.g., the above-described spoofing determina-
tion operation) is implemented in the arithmetic apparatus
31. That is, the arithmetic apparatus 31 is allowed to
function as a controller for implementing the logical func-
tion block for performing the operation (in other words,
process) to be performed by information processing appa-
ratus 3.

[0035] FIG. 3 illustrates an example of the logical func-
tional block for performing the spoofing determination
operation, implemented in the arithmetic apparatus 31. As
illustrated in FIG. 3, an image acquisition unit 311 that is a
specific example of an “acquisition unit”, a luminance
correction unit 312 that is a specific example of a “correction
unit”, and a spoofing determination unit 313 that is a specific
example of a “determination unit” are implemented in the
arithmetic apparatus 31. The image acquisition unit 311 is
configured to obtain the person image IMG from the camera
1. The luminance correction unit 312 is configured to correct
a luminance value of the person image IMG obtained by the
image acquisition unit 311. Consequently, the luminance
correction unit 312 is allowed to generate a corrected image
IMG_mod corresponding to the person image IMG in which
the luminance value is corrected. The spoofing determina-
tion unit 313 is configured to determine whether or not the
target in the person image IMG (i.e., the target in front of the
camera 1) pretends to be another person who is different
from the target, on the basis of the corrected image IMG_
mod generated by the luminance correction unit 312.
[0036] As described in detail later, in the example embodi-
ment, the luminance correction unit 312 corrects the lumi-
nance value of the person image IMG, by which the influ-
ence of color dependence is reduced. That is, the luminance
correction unit 312 corrects the luminance value of the
person image IMG to reduce the influence of color depen-
dence. Consequently, the determination accuracy of the
spoofing determination unit 313 when the corrected image
IMG_mod is used, is higher than the determination accuracy
of the spoofing determination unit 313 when the corrected
image IMG_mod is not used.

[0037] The storage apparatus 32 is configured to store
desired data. For example, the storage apparatus 32 may
temporarily store a computer program to be executed by the
arithmetic apparatus 31. The storage apparatus 32 may
temporarily store the data that are temporarily used by the
arithmetic apparatus 31 when the arithmetic apparatus 31
executes the computer program. The storage apparatus 32
may store the data that are stored by the information
processing apparatus 3 for a long time. The storage appa-
ratus 32 may include at least one of a RAM (Random Access
Memory), a ROM (Read Only Memory, a hard disk appa-
ratus, a magneto-optical disk apparatus, and a SSD (Solid
State Drive). That is, the storage apparatus 32 may include
a non-transitory recording medium.

[0038] The communication apparatus 33 is configured to
communicate with the camera 1 through the communication
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network 4. In the first example embodiment, the communi-
cation apparatus 33 receives (i.e., obtains) the person image
IMG from the camera 1 through the communication network
4.

[0039] The input apparatus 34 is an apparatus that receives
an input of information to the information processing appa-
ratus 3, from outside the information processing apparatus 3.
For example, the input apparatus 34 may include an oper-
ating apparatus (e.g., at least one of a keyboard, a mouse,
and a touch panel) that is operable by an operator of the
information processing apparatus 3. For example, the input
apparatus 34 may include a reading apparatus that is con-
figured to read information recorded as data in a recording
medium that is externally attachable to the information
processing apparatus 3.

[0040] The output apparatus 35 is an apparatus that out-
puts information to the outside of the information processing
apparatus 3. For example, the output apparatus 35 may
output the information as an image. That is, the output
apparatus 35 may include a display apparatus (so-called
display) that is configured to display an image indicating
desired information to be outputted. For example, the output
apparatus 35 may output information as audio. That is, the
output apparatus 35 may include an audio apparatus (so-
called speaker) that is configured to output audio. For
example, the output apparatus 35 may output information to
a paper surface. That is, the output apparatus 35 may include
a print apparatus (so-called printer) that is configured to
print desired information on the paper surface.

(2) Spoofing Determination Operation Performed
by Information Processing Apparatus 3

[0041] Next, the spoofing determination operation per-
formed by the information processing apparatus 3 will be
described.

(2-1) Flow of Spoofing Determination Operation

[0042] First, a flow of the spoofing determination opera-
tion performed by the information processing apparatus 3
will be described with reference to FIG. 4. FIG. 4 is a
flowchart illustrating the flow of the spoofing determination
operation performed by the information processing appara-
tus 3.

[0043] As illustrated in FIG. 4, the image acquisition unit
311 obtains the person image IMG from the camera 1 by
using the communication apparatus 33 (step S11).

[0044] In the example embodiment, the image acquisition
unit 311 obtains a plurality of person images IMG respec-
tively generated by imaging the target by using a plurality of
different lighting conditions. For this reason, the lighting
apparatus 2 changes the lighting condition at least once,
while the camera 1 images the target. As an example, the
lighting apparatus 2 may change the lighting condition
between an OFF condition in which the target is not illu-
minated with the illumination light and an ON condition in
which the target is illuminated with the illumination light.
When the lighting apparatus 2 includes a first lighting unit
that is configured to apply an illumination light toward the
target from a first lighting direction, and a second lighting
unit that is configured to apply an illumination light toward
the target from a second lighting direction that is different
from the first lighting direction, the lighting apparatus 2 may
change the lighting condition among a first condition in
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which both the first and second lighting units do not illu-
minate the target with the illumination light, a second
condition in which both the first and second lighting units
illuminate the target with the illumination light, a third
condition in which the first lighting unit illuminates the
target with the illumination light, while the second lighting
unit does not illuminate the target with the illumination light,
and a fourth condition in which the second lighting unit
illuminates the target with illumination light, while the first
lighting unit does not illuminate the target with the illumi-
nation light. The first lighting direction may be, for example,
a direction in which the target is illuminated with the
illumination light from the right front of the target. The
second lighting direction may be, for example, a direction in
which the target is illuminated with the illumination light
from the left front of the target.

[0045] For example, the display may be used as the
lighting apparatus 2 as described above. In this case, the
display used as the lighting apparatus 2 may change the
lighting condition between an OFF condition in which the
display does not emit a light (i.e., the display is turned off)
and a ON condition in which the display emits a light (i.e.,
the display is turned on). The display used as the lighting
apparatus 2 may change the lighting condition between a
condition in which the color of the display surface of the
display is a first color (i.e., a light of a wavelength presenting
the first color is emitted from the display surface of the
display) and a condition in which the color of the display
surface of the display is a second color that is different from
the first color (i.e., a light of a wavelength presenting the
second color is emitted from the display surface of the
display).

[0046] In addition, when the condition about the display
aspect of each display area when the display surface of the
display is divided into a plurality of display areas is used as
the lighting condition, the display used as the lighting
apparatus 2 may change the lighting condition between a
first display condition in which a combination of the display
aspects of the plurality of display areas is set to a first
combination and a second display condition in which the
combination of the display aspects of the plurality of display
areas is set to a second combination that is different from the
first combination. For example, the display used as the
lighting apparatus 2 may change the lighting condition
between a first display condition in which the luminance of
a part of the plurality of display areas (e.g., a right half of the
display surface of the display) is set to ae first luminance and
the luminance of another part of the plurality of display areas
(e.g., a right half of the display surface of the display) is set
to a second luminance that is darker than the first luminance,
and a second display condition in which the luminance of a
part of the plurality of display areas (e.g., the right half of the
display surface of the display) is set to the second luminance
and the luminance of another part of the plurality of display
area (e.g., the right half of the display surface of the display)
is set to the first luminance. As a specific example, FIGS. 5§
A to 5 D illustrate the lighting conditions when the display
surface of a display 21 used as the lighting apparatus 2 is
divided into two display areas 22 and 23 arranged in in a
horizontal direction (a lateral direction) of the display sur-
face. FIG. 5A illustrates a lighting condition in which both
the two display areas 22 and 23 emit a light (or the
luminance of both the two display areas 22 and 23 are set to
a first luminance that is relatively bright). FIG. 5B illustrates
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a lighting condition in which both the two display areas 22
and 23 do not emit a light (or the luminance of both the two
display areas 22 and 23 is set to a second luminance that is
relatively dark). FIG. 5C illustrates a lighting condition in
which the display area 22 emits a light (or the luminance of
the display area 22 is set to the first luminance that is
relatively bright), while the display area 23 does not emit a
light (or the luminance of the display area 23 is set to the
second luminance that is relatively dark). FIG. 5D illustrates
a lighting condition in which the display area 23 emits a light
(or the luminance of the display area 23 is set to the first
luminance that is relatively bright), while the display area 22
does not emit a light (or the luminance of the display area 22
is set to the second luminance that is relatively dark).
[0047] In the following description, for convenience of
explanation, an example in which the lighting apparatus 2
changes the lighting condition among the first condition and
the fourth condition will be described. In this case, the image
acquisition unit 311 obtains a person image IMG generated
when the lighting condition is set to the first condition
(hereinafter referred to as a “person image IMG1”), a person
image IMG generated when the lighting condition is set to
the second condition (hereinafter referred to as a “person
image IMG2”), a person image IMG generated when the
lighting condition is set to the third condition (hereinafter
referred to as a “person image IMG3”), and a person image
IMG generated when the lighting condition is set to the
fourth condition (hereinafter referred to as a “person image
IMG4”).

[0048] Then, the luminance correction unit 312 corrects
the luminance value of at least one of the person images
IMG1 to IMG4 obtained in the step S11 (i.e., a plurality of
person images IMG, and the same shall apply hereinafter)
(step S12). Specifically, the luminance correction unit 312
selects at least one of the person images IMG1 to IMG4
obtained in the step S11 (i.e., the plurality of person images
IMQG), as a correction target image IMG_target for correct-
ing the luminance value. For example, the luminance cor-
rection unit 312 may randomly select at least one of the
person images IMG1 to IMG4m as the correction target
image IMG_target. For example, the luminance correction
unit 312 may select at least one of the person images IMG1
to IMG4 that satisfies a predetermined correction target
image selection condition, as the correction target image
IMG _target. Then, the luminance correction unit 312 cor-
rects the luminance value of the selected correction target
image IMG_target. Consequently, the luminance correction
unit 312 generates the corrected image IMG_mod corre-
sponding to the correction target image IMG_target in which
the luminance value is corrected (step S12).

[0049] The luminance correction unit 312 may select all
the person images IMG1 to IMG4, as the correction target
image IMG_target. In this case, the luminance correction
unit 312 generates a corrected image IMG_modl corre-
sponding to the person image IMG1 in which the luminance
value is corrected, a corrected image IMG_mod2 corre-
sponding to the person image IMG2 in which the luminance
value is corrected, a corrected image IMG_mod3 corre-
sponding to the person image IMG3 in which the luminance
value is corrected, and a corrected image IMG_mod4 cor-
responding to the person image IMG4 in which the lumi-
nance value is corrected.

[0050] Alternatively, the luminance correction unit 312
may select at least one of the person images IMG1 to IMG4
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as the correction target image IMG_target, but may not
select at least another of the person images IMG1 to IMG4
as the correction target image IMG_target. In this case, the
Iuminance correction unit 312 corrects the luminance value
of the person image IMG selected as the correction target
image IMG_target, thereby to generate the corrected image
IMG_mod corresponding to the corrected person image
IMG in which the luminance value is corrected. On the other
hand, the luminance correction unit 312 may not correct the
Iuminance vqalue of the person image IMG that is not
selected as the correction target image IMG_target. In this
case, the person image IMG that is not selected as the
correction target image IMG_target, may be used as the
corrected image IMG_mod actually used by the spoofing
determination unit 313 to determine whether or not the target
pretends to be another person.

[0051] In the example embodiment, in order to correct the
Iuminance value of the correction target image IMG_target,
the luminance correction unit 312 selects at least one of the
person images IMG1 to IMG4, as a base image IMG_base.
For example, the luminance correction unit 312 may ran-
domly select at least one of the person images IMG1 to
IMG4, as the base image IMG_base. For example, the
Iuminance correction unit 312 may select at least one of the
person images IMG1 to IMG 4 that satisfies a predetermined
base image selection condition, as the base image IMG_
base. Then, the luminance correction unit 312 corrects the
Iuminance value of the correction target image IMG_target,
by using the base image IMG_base. Specifically, the lumi-
nance correction unit 312 corrects the luminance value of
the correction target image IMG_target, by using at least one
of a mean value p_base and a variance v_base of the
Iuminance value of the base image IMG_base.

[0052] The “mean value of the luminance value of an
image” in the example embodiment may mean a mean value
of the luminance values of a plurality of pixels that consti-
tute the image. Specifically, the “mean value of the lumi-
nance value of the image” may mean a median value of the
sum of the luminance values of the plurality of pixels that
constitute the image.

[0053] A detailed description of a specific correction
method for correcting the luminance value of the correction
target image IMG_target by using the base image IMG_base
will be described in detail later and thus will be omitted here.
[0054] After that, the spoofing determination unit 313
determines whether or not the target in the person image
IMG pretends to be another person, on the basis of the
corrected image IMG_mod generated in the step S13 (step
S$13). For example, when four person images IMG are
obtained in the step S11, four corrected images IMG_mod
are generated in the step S12. As described above, at least
one of the four corrected images IMG_mod may be the
person image IMG in which the luminance value is not
corrected. In this case, the spoofing determination unit 313
may calculate the above-described feature quantity by using
at least one of the four corrected images IMG_mod, and may
determine whether or not the target pretends to be another
person on the basis of the calculated feature quantity.

(2-2) Specific Example of Correction Method for
Correcting Luminance Value of Correction Target
Image IMG_target

[0055] Next, a specific example of the correction method
for correcting the luminance value of the correction target
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image IMG_target by using the base image IMG_base will
be described. In the following, a first correction method to
a third correction method will be described as the correction
method for correcting the luminance value of the correction
target image IMG_target by using the base image IMG_
base. In this case, the luminance correction unit 312 may
select any one of the first correction method to the third
correction method, as the correction method actually used
for correcting the luminance value of the correction target
image IMG_target. For example, the luminance correction
unit 312 may randomly select any one of the first correction
method to the third correction method. For example, the
Iuminance correction unit 312 may select any one of the first
correction method and the third correction method that
satisfies a predetermined method selection condition.

(2-2-1) First Correction Method for Correcting
Luminance Value of Correction Target Image
IMG_target

[0056] First, the first correction method for correcting the
Iuminance value of the correction target image IMG_target
by using the base image IMG_base will be described. The
first correction method is a method of selecting any one of
the person images IMG 1 to IMG4 as the base image
IMG_base, selecting each of the remaining three of the
person images IMG1 to IMG4 other than the base image
IMG_base as the correction target image IMG_target, and
correcting the respective luminance values of the three
correction target images IMG_target by using the mean
value p_base of the luminance value of the base image
IMG_base.

[0057] In this case, the luminance correction unit 312
calculates the mean value p_base of the luminance value of
the base image IMG_base. For example, the luminance
correction unit 312 may calculate the mean value p_base of
the luminance value of the base image IMG_base by using
Equation 1. “Hb” in Equation 1 indicates the number of
pixels in a vertical or longitudinal direction of the base
image IMG_base. “Wb” in Equation 1 indicates the number
of pixel in a horizontal or lateral direction of the base image
IMG_base. “Pb(i, j)” in Equation 1 indicates the luminance
value of a pixel that constitutes the base image IMG_base
and that have a coordinate value of i in the vertical direction
and a coordinate value of j in the horizontal direction.
Accordingly, Equation 1 indicates a mathematical expres-
sion for calculating an arithmetical mean (in other words, a
simple average or arithmetic mean) calculated by dividing
the sum of the luminance values of HbxWb pixels that
constitute the base image IMG_base by the total number of
the pixels that constitute the base image IMG_base, as the
mean value p_base of the luminance value of the base image
IMG_base.

Hb Wb [Equation 1]
base = ———— b(i, j
ji_base beWb;;p (i, /)

[0058] Then, the luminance correction unit 312 corrects
the respective luminance values of the three correction target
images IMG_target, by using the mean value p_base of the
Iuminance value of the base image IMG_base. Specifically,
the luminance correction unit 312 calculates a mean value
p_target of the luminance value of each of the three correc-



US 2024/0071043 Al

tion target images IMG_target. For example, the luminance
correction unit 312 may calculate the mean value p_target of
the Iuminance value of the correction target image IMG_
target by using Equation 2. “Ht” in Equation 2 indicates the
number of pixels in a vertical or longitudinal direction of the
correction target image IMG_target. “Wt” in Equation 2
indicates the number of pixels in a horizontal or lateral
direction of the correction target image IMG_target. “Pt(i,
j)” in Equation 2 illustrates the luminance value of a pixel
that constitutes the correction target image IMG_ target and
that has a coordinate value of i in the vertical direction and
a coordinate value of j in the horizontal direction. Accord-
ingly, similarly to Equation 1, Equation 2 indicates a math-
ematical expression for calculating an arithmetical mean
calculated by dividing the sum of the luminance values of
HtxWt pixels that constitute the correction target image
IMG_target by the total number of the pixels that constitute
the correction target image IMG_ target. Then, the luminance
correction unit 312 corrects the luminance value of each
correction target image, by using the mean value p_base of
the luminance value of the base image IMG_base and the
mean value p_target of the luminance value of each correc-
tion target image IMG_target. For example, the luminance
correction unit 312 may correct the luminance value of each
correction target image IMG_target by using Equation 3.
Incidentally, “pt_mod (i, j)” in Equation 3 indicates the
Iuminance value after the correction of the pixel that con-
stitutes the correction target image IMG_target and that has
a coordinate value of i in the vertical direction and a
coordinate value of j in the horizontal direction. That is,
Equation 3 indicates a mathematical expression for correct-
ing the luminance value of the correction target image
IMG_target (i.e., generating the corrected image IMG_mod
in which the pixel with a coordinate value of i in the vertical
direction and a coordinate value of j in the horizontal
direction has a luminance value of pt_mod (i, j)), by sub-
tracting the mean value p_target of the luminance value of
each correction target image IMG_target from and by adding
the mean value p_base of the luminance value of the base
image IMG_base to the luminance value pt(i, j) of each pixel
of the correction target image IMG_target.

Ht Wt [Equation 2]
p_target = ———— E E ptl, j
Hthti e @.n

pt_mod(, /) = pt(, j) — pu_target + u_base [Equation 3]

[0059] Such a first correction method generates three
corrected images IMG_mod corresponding to three correc-
tion target images IMG_target (i.e., person images IMG) in
which the luminance value is corrected. On the other hand,
the luminance value of one person image IMG selected as
the base image IMG_base may not be corrected. In this case,
the one person image IMG selected as the base image
IMG_base may be used as the corrected image IMG_mod
actually used by the spoofing determination unit 313 to
determine whether or not the target pretends to be another
person.

(2-2-2) Second Correction Method for Correcting
Luminance Value of Correction Target Image
IMG_target
[0060] Next, asecond correction method for correcting the
Iuminance value of the correction target image IMG_target
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by using the base image IMG_base will be described. The
second correction method is a correction method of selecting
any one of the person images IMG1 to IMG4 as the base
image IMG_base, selecting each of the remaining three of
the person images IMG1 to IMG4 other than the base image
IMG_base as the correction target image IMG_target, and
correcting the respective luminance values of the three
correction target images IMG_target by using the mean
value p_base and the variance v_base of the luminance value
of the base image IMG_base.

[0061] In this case, the luminance correction unit 312
calculates the mean value p_base of the luminance value of
the base image IMG_base. The method of calculating the
mean value p_base is already described. Furthermore, the
luminance correction unit 312 calculates the variance v_base
of the luminance value of of the base image IMG_base. For
example, the luminance correction unit 312 may calculate
the variance v_base of the luminance value of the base
image IMG_base by using Equation 4.

Hb Wb [Equation 4]
v_base = Hb X Wb ;;(pb(z, /) — u_base)

[0062] Then, the luminance correction unit 312 corrects
the respective luminance values of the three correction target
images IMG_target, by using the mean value p_base and the
variance v_base of the luminance value of the base image
IMG_base. Specifically, the luminance correction unit 312
calculates the mean value p_target of the luminance value of
each of the three correction target images IMG_target. The
method of calculating the mean value p_target is already
described. Furthermore, the luminance correction unit 312
calculates a variance v_target of the luminance value of each
of the three correction target images IMG_target. For
example, the luminance correction unit 312 may calculate
the variance v_target of the luminance value of the correc-
tion target image IMG_target, by using Equation 5. Then,
the luminance correction unit 312 corrects the luminance
value of each correction target image IMG_target, by using
the mean value p_base and the variance v_base of the
Iuminance value of the base image IMG_base and the mean
value p_target and the variance v_target of the luminance
value of each correction target image IMG_target. For
example, the luminance correction unit 312 may correct the
Iuminance value of each correction target image IMG_target
by using Equation 6. Equation 6 a mathematical expression
for collecting the luminance value of the correction target
image IMG_target (i.e., generating the corrected image
IMG_mod), (i) by performing a first calculation of subtract-
ing the mean value p_target of the luminance value of each
correction target image IMG_target from the luminance
value pt(i, j) of each pixel of each correction target image
IMG_target, (ii) by performing a second calculation of
dividing a result of the first calculation by the variance
v_target of the luminance value of each correction target
image IMG_target and multiplying a result thereof by the
variance v_base of the luminance value of the base image
IMG_base, and (iii) by performing a third calculation of
adding the mean value p_base of the luminance values of the
base image IMG_base to a result of the second calculation.
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H Wi [Equation 5]
v_target = Y7 Wt;;(pt(z, J) — u_target)
ptl, j)— p_target [Equation 6]

" 4G, j) =
pt_mod(, /) v_target

Xv_base + u_base

[0063] Such a second correction method generates three
corrected images IMG_mod corresponding to the three
correction target images IMG_target (i.e., the person images
IMG) in which the luminance value is corrected. On the
other hand, the luminance value of one person image IMG
selected as the base image IMG_base may not be corrected.
In this case, one person image IMG selected as the base
image IMG_base may be used as the corrected image
IMG_mod actually used by the spoofing determination unit
313 to determine whether or not the target pretends to be
another person.

(2-2-3) Third Correction Method for Correcting
Luminance Value of Correction Target Image
IMG_target
[0064] Next, a third correction method for correcting the
Iuminance value of the correction target image IMG_target
by using the base image IMG_base will be described. The
third correction method is a correction method of selecting
each of the person images IMG1 to IMG4 as the base image
IMG_base, selecting each of the person images IMG1 to
IMG4 as the correction target image IMG_target, and cor-
recting the luminance value of each of four correction target
images IMG_target by using the mean value p_base and the
variance v_base of the luminance values of the four base

images IMG_base.

[0065] In this case, the luminance correction unit 312
calculates a mean value p_all of the luminance values of the
four base images IMG_base (i.e., all the base images IMG_
base). For example, the luminance correction unit 312 may
calculate the mean value p_all of the luminance values of the
four base images IMG_base by using Equation 7. “Nb” in
Equation 7 indicates the total number of the base images
IMG_base. Accordingly, Equation 7 indicates a mathemati-
cal expression for calculating an arithmetical mean calcu-
lated by dividing the sum of the luminance values of
NbxHbxWb pixels that constitute the four base images
IMG_base by the total number of pixels that constitute the
four base images IMG_base, as the mean value p_all of the
Iuminance values of the four base images IMG_base.

Nb Hb Wb

1
p_all = m;;;pb(l} bl

[Equation 7]

[0066] In addition, the luminance correction unit 312
calculates a variance v_all of the luminance values of the
four base images IMG_base (i.e., all the base images IMG_
base). For example, the luminance correction unit 312 may
calculate the variance v_all of the luminance values of the
four base images IMG_base by using Equation 8.

1 Nb Hb Wb [Equation 8]
v_all = Vox b %< Wb ; ;;(pb(z, N —p_all)
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[0067] Then, the luminance correction unit 312 corrects
the Iuminance value of each of the four correction target
images IMG_target by using the mean value p_all and the
variance v_all of the luminance values of the four base
images IMG_base. Specifically, the luminance correction
unit 312 calculates the mean value p_target and the variance
v_target of the luminance value of each of the four correc-
tion target images IMG_target. The method of calculating
the mean value p_target and the variance v_target is already
described. Then, the luminance correction unit 312 corrects
the luminance value of each correction target image IMG_
target, by using the mean value p_all and the variance v_all
of the luminance values of the four base images IMG_base,
and the mean value p_target and the variance v_target of the
Iuminance value of each correction target image IMG_
target. For example, the luminance correction unit 312 may
correct the luminance value of each correction target image
IMG_target by using Equation 9. Equation 9 indicates a
mathematical expression for correcting the luminance value
of the correction target image IMG_target correcting (i.e.,
generating the corrected image IMG_mod), (i) by perform-
ing a fourth calculation of subtracting the mean value
p_target of each correction target image IMG_target from
the luminance value pt(i, j) of each pixel of each correction
target image IMG_target, (ii) by performing a fifth calcula-
tion of dividing a result of the fourth calculation by the
variance v_target of the luminance value of each correction
target image IMG_target and multiplying a result thereof by
the variance v_all of the luminance values of all the base
images IMG_base, and (iii) by performing a sixth calcula-
tion of adding the mean value p_all of the luminance values
of all the base images IMG_base to a result of the fifth
calculation. The formula for is illustrated.

pt(i, i) — p_target [Equation 9]

" 4G, j) =
pt_mod(, /) v_target

xv_all+p_all

[0068] Such a third correction method generates four
corrected images IMG_mod corresponding to the four cor-
rection target images IMG_target (i.e., the person images
IMG) in which the luminance value is corrected.

(3) Technical Effect of Information Processing
Apparatus 3

[0069] As described above, in the example embodiment,
the information processing apparatus 3 generates the cor-
rected image IMG_mod, by correcting the luminance value
of the correction target image IMG_target by using at least
one of the mean value p_base and the variance v_base of the
Iuminance value of the base image IMG_base. Furthermore,
the information processing apparatus 3 determines whether
or not the target pretends to be another person on the basis
of the corrected image IMG_mod. That is, instead of deter-
mining whether or not the target pretends to be another
person on the basis of the plurality of person images IMG,
the information processing apparatus 3 determines whether
or not the target pretends to be another person on the basis
of the corrected image IMG_mod. Consequently, the deter-
mination accuracy of the spoofing determination unit 313
when the corrected image IMG_mod is used is higher than
the determination accuracy of the spoofing determination
unit 313 when the corrected image IMG_mod is not used.
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That is, the information processing apparatus 3 is allowed to
reduce the influence of color dependence, when determining
whether or not the target pretends to be another person by
using the properties of diffuse reflection.

[0070] Specifically, FIG. 6 conceptually illustrates an
example of the feature quantity calculated from the four
person images IMG1 to IMG4 obtained in the step S11 in
FIG. 4, in a situation where the target does not pretend to be
another person. FIG. 6 illustrates an example in which the
feature quantity corresponding to the three-dimensional
shape (e.g., the feature quantity indicating three-dimensional
features) should be calculated, but the feature quantity
corresponding to the planar shape (e.g., the feature quantity
representing planar features) is calculated due to the influ-
ence of color dependence (i.e., due to a skin color of the
target). In this case, although the spoofing determination unit
313 should determine that the target does not pretend to be
another person, it may erroneously determine that the target
pretends to be another person on the basis of the feature
quantity illustrated in FIG. 6.

[0071] On the other hand, FIG. 7 conceptually illustrates
an example of the feature quantity calculated from the four
corrected images IMG_mod respectively generated from the
person images IMG1 to IMG4 illustrated in FIG. 6. As
illustrated in FIG. 7, even in a situation where the feature
quantity corresponding to the planar shape (e.g., the feature
quantity indicating planar features) is calculated from the
person images IMG1 to IMG4, the feature quantity calcu-
lated from the corrected images IMG_mod is the feature
quantity corresponding to the three-dimensional shape (e.g.,
the feature quantity indicating three-dimensional features).
This is because at least one of the mean value p_base and the
variance v_base of the luminance value of the base image
IMG _base is reflected in all the corrected images IMG_
mods, and thus, the influence of color dependence included
in each of the person images IMG1 to IMG4 is reduced
(typically, canceled). From another point of view, it is
because at least one of the mean value p_base and the
variance v_base of the luminance value of the base image
IMG _base is reflected in all the corrected images IMG_mod,
and thus, a difference in brightness (i.e., the luminance
value) between the plurality of corrected images IMG_mod
in which the luminance value is corrected, is less than a
difference in brightness between the plurality of person
images IMG in which the luminance value is not corrected.
From a further point of view, it is because at least one of the
mean value |_base and the variance v_base of the luminance
value of the base image IMG_base is reflected in all the
corrected images IMG_mod, and thus, a difference in con-
trast (i.e., variation in the luminance value) between the
plurality of corrected images IMG_mod in which the lumi-
nance value is corrected, is less than a difference in contrast
between the plurality of person images IMG in which the
luminance value is not corrected. Especially, since the
brightness and the contrast vary depending on the skin color
of the target in the person image IMG, it is significantly
beneficial that the difference in the brightness and the
contrast is reduced by correcting the luminance value. As a
result, the spoofing determination unit 313 is allowed to
correctly determine that the target does not pretend to be
another person, on the basis of the feature quantity illus-
trated in FIG. 7, in a situation where it should determine that
the target does not pretend to be another person. That is, by
using the corrected image IMG_mod, it is less likely that the
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determination unit 313 erroneously determines that the
target pretends to be another person in a situation where it
should determine that the target does not pretend to be
another person.

[0072] Although this is not illustrated in the drawings to
avoid duplicate explanations, the same shall apply in a
situation where the target pretends to be another person. That
is, when the feature quantity is calculated from the person
images IMG1 to IMG4, the spoofing determination unit 313
may erroneously determine that the target does not pretend
to be another person even though it should determine that the
target pretends to be another person. On the other hand,
when the feature quantity is calculated from the corrected
image IMG_mod, the spoofing determination unit 313 is
allowed to correctly determine that the target pretends to be
another person in a situation where it should determine that
the target pretends to be another person.

[0073] As described above, the information processing
apparatus 3 may correct the luminance value of the correc-
tion target image IMG_target, by using the first correction
method of subtracting the mean value p1_target of the lumi-
nance value of each correction target image IMG_target
from and adding the mean value p_base of the luminance
value of the base image IMG_base to the luminance value
pt(i, j) of each pixel of each correction target image IMG_
target. In this case, a luminance value pt_mod(i, j) of each
pixel of each corrected image IMG_mod is a value obtained
by adding a difference (=pt(i, j)-p_target) between the
luminance value pt(i, j) the mean value p_target of each
pixel of each correction target image IMG_target, to the
mean value _base of the luminance value of the base image
IMG_base. Consequently, the luminance value pt_mod(i, j)
of each pixel of each corrected image IMG_mod is a value
that depends on the difference between the luminance value
pt(i, j) and the mean value p_target. Here, although the
influence of color dependence is included in both the lumi-
nance value pt(i, j) and the mean value p_target, the influ-
ence of color dependence is eliminated from the difference
between the luminance value pt(i, j) and the mean value
_target because the difference between the luminance value
pt(i, j) and the mean value p_target is calculated. As a
consequence, the luminance value pt_mod(i, j) of each pixel
of each corrected image IMG_mod is substantially a value
in which the influence of color dependence is eliminated.
For this reason, the information processing apparatus 3 is
allowed to reduce the influence of color dependence when
determining whether or not the target pretends to be another
person by using the properties of diffuse reflection.

[0074] Similarly, even when the luminance value of the
correction target image IMG_target is corrected by using
each of the second and third correction methods described
above, the luminance value pt_mod(i, j) of each pixel of
each corrected image IMG_mod is a value obtained by
adding the difference (=pt(i, j)-p_target) between the lumi-
nance value _base and the mean value p _target of each
pixel of each correction target image IMG_target, to the
mean value _base of the luminance value of the base image
IMG_base. Consequently, the luminance value pt_mod(i, j)
of each pixel of each corrected image IMG_mod is a value
that depends on the difference between the luminance value
pt(i, j) and the mean value p_target. Since the influence of
color dependence is eliminated from the difference between
the luminance value pt(i, j) and the mean value p_target as
described above, the luminance value pt_mod(i, j) of each
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pixel of each corrected image IMG_mod is substantially a
value in which the influence of color dependence is elimi-
nated. Therefore, even when each of the second and third
correction methods is used, as in the case where the first
correction method is used, the information processing appa-
ratus 3 is allowed to reduce the influence of color depen-
dence when determining whether or not the target pretends
to be another person by using the properties of diffuse
reflection.

[0075] The operation of correcting the luminance value of
the correction target image IMG_target is an operation of
correcting the luminance value of the correction target
image IMG_target on the basis of a certain rule. That is, it
can be said that the operation of correcting the luminance
value of the correction target image IMG_target is an
operation of transforming the correction target image IMG_
target such that the determination unit 313 is allowed to
determine whether or not the target pretends to be another
person with high accuracy. For this reason, the operation of
correcting the luminance value of the correction target
image IMG_target may be regarded as an operation of
normalizing the correction target image IMG_target (espe-
cially, normalizing the luminance value of the correction
IMG _target). That is, “correcting the luminance value of the
correction target image IMG_target” in the example
embodiment may be referred to as “normalizing the lumi-
nance value of the correction target image IMG_target”.

(4) Modified Example

(4-1) First Modification

[0076] In the above description, the arithmetical mean is
used as each of the mean value p_base of the luminance
value of the base image IMG_base and the mean value
p_target of the luminance value of the correction target
image IMG_target. As each of the mean value 1_base of the
luminance value of the base image IMG_base and the mean
value p_target of the luminance value of the correction target
image IMG_target, however, a different type of mean from
the arithmetical mean may be used. For example, at least one
of a geometric mean (in other words, a geometrical mean),
a harmonic mean, a logarithmic mean, and a weighted mean
may be used as each of the mean value _base of the
luminance value of the base image IMG_base and the mean
value p_target of the luminance value of the correction target
image IMG_target. That is, any index value that indicates
any type of mean of the luminance value of the base image
IMG_base may be used as the mean value p_base of the
luminance value of the base image IMG_base. In any case,
the “mean value of the luminance value of the image” in the
example embodiment means the mean value (ie., the
median value) of the luminance values of the plurality of
pixels that constitute the image.

(4-2) Second Modified Example

[0077] In the above description, each of the variance
v_base of the luminance value of the base image IMG_base
and the variance v_target of the luminance value of the
correction target image IMG_target is used. Instead of the
variance v_base of the luminance value of the base image
IMG_base, however, a standard deviation abase of the
luminance value of the base image IMG_base (i.e., non-
negative square root of the variance v_base) may be used.
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Similarly, instead of the variance v_target of the luminance
value of the correction target image IMG_target, a standard
deviation o_target of the luminance value of the correction
target image IMG_target (i.e., non-negative square root of
the variance v_target) may be used. Both the variance and
the standard deviation indicate a degree of variation in the
luminance value. Therefore, instead of the variance v_base
of the luminance value of the base image IMG_base, any
index value indicating the degree of variation in the lumi-
nance value of the base image IMG_base may be used.
Similarly, instead of the variance v_target of the luminance
value of the correction target image IMG_target, any index
value indicating the degree of variation in the luminance
value of the correction target image IMG_target may be
used. In the example embodiment, the “variation in the
luminance value of the image” may mean the degree of
variation in the luminance value between the plurality of
pixels that constitute the image (i.e., the degree of irregu-
larity, and the luminance value that allows quantitative
evaluation of whether or not the luminance values are even
among the plurality of pixels). In any case, it means the
mean value (i.e., the median value)

(4-3) Third Modified Example

[0078] The correction method for correcting the lumi-
nance value of the correction target image IMG_target by
using the base image IMG_base, is not limited to the
above-described first to third correction method. The lumi-
nance correction unit 312 may correct the luminance value
of the correction target image IMG_target, by using a
correction method that is different from the first correction
method to the third correction method.

[0079] For example, the luminance correction unit 312
may correct the luminance value of the correction target
image IMG_target by using a fourth correction method
described below. The fourth correction method is a correc-
tion method of selecting any one of the person images IMG1
to IMG4 as the base image IMG_base, selecting each of the
remaining three of the person images IMG1 to IMG4 other
than the base image IMG_base as the correction target image
IMG _target, and correcting the luminance value of each of
the three correction target images IMG_target by using the
variance v_base of the luminance value of the base image
IMG _base.

[0080] In this case, the luminance correction unit 312
calculates the variance v_base of the luminance value of the
base image IMG_base. Then, the luminance correction unit
312 corrects the luminance value of each of the three
correction target images IMG_target by using the variance
v_base of the luminance value of the base image IMG_base.
Specifically, the luminance correction unit 312 calculates the
variance v_target of the luminance value of each of the three
correction target images IMG_target. Then, the luminance
correction unit 312 corrects the luminance value of each
correction target image, by using the variance v_base of the
luminance value of the base image IMG_base and the
variance v_target of the luminance value of each correction
target image IMG_target. For example, the luminance cor-
rection unit 312 may correct the luminance value of each
correction target image IMG_target by using Equation 10.
Equation 10 indicates a mathematical expression for cor-
recting the luminance value of the correction target image
IMG _target (i.e., generating the corrected image IMG_
mod), by dividing the luminance value pt(i, j) of each pixel
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of each correction target image IMG_target by the variance
v_target of the luminance value of each correction target
image IMG_target and multiplying a result thereof by the
variance v_base of the luminance value of the base image
IMG_base.

i, j) [Equation 10]

X v_base
v_target

pt_mod(, j) =

(5) Supplementary Notes

[0081] With respect to the example embodiments
described above, the following Supplementary Notes are
further disclosed.

Supplementary Note 1

[0082] An information processing apparatus including:

[0083] an acquisition unit that obtains a plurality of
person images which are generated by imaging a target
by using a plurality of different lighting conditions,
respectively;

[0084] a correction unit that performs a correction pro-
cess of correcting a luminance value of at least one of
the plurality of person images, by using at least one of
a first index value indicating a mean of a luminance
value of at least one of the plurality of person images,
and a second index value indicating a degree of varia-
tion in the luminance value of the at least one of the
plurality of person images; and

[0085] a determination unit that determines whether or
not the target pretends to be another person, on the basis
of the person image in which the luminance value is
corrected.

Supplementary Note 2

[0086] The information processing apparatus according to
Supplementary Note 1, wherein
[0087] the first index value indicates the mean of the
Iuminance value of a first person image of the plurality
of person images, and
[0088] the correction process includes a process of
subtracting the mean of the luminance value of a
second person image of the plurality of person images
that is different from the first person image from and
adding the first index value to the luminance value of
the second person image.

Supplementary Note 3

[0089] The information processing apparatus according to
Supplementary Note 1 or 2, wherein

[0090] the first index value indicates the mean of the
Iuminance value of a first person image of the plurality
of person images,

[0091] the second index value indicates the degree of
variation in the luminance value of the first person
image, and

[0092] the correction process includes a process of: (i)
performing a first calculation of subtracting the mean of
the luminance value of a second person image of the
plurality of person images that is different from the first
person image, from the luminance value of the second
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person image, (ii) performing a second calculation of
dividing a result of the first calculation by a third index
value indicating a degree of variation in the luminance
value of the second person image and multiplying a
result thereof by the second index value, and (iii)
performing a third calculation of adding the first index
value to a result of the second calculation.

Supplementary Note 4

[0093] The information processing apparatus according to
any one of Supplementary Notes 1 to 3, wherein
[0094] the first index value indicates the mean of the
Iuminance values of the plurality of person images,
[0095] the second index value indicates the degree of
variation in the luminance values of the plurality of
people images, and
[0096] the correction process includes a process of: (i)
performing a fourth calculation of subtracting the mean
of the luminance value of one person image that is each
of the plurality of person images, from the luminance
value of the one person image, (i) performing a fifth
calculation of dividing a result of the fourth calculation
by a fourth index value indicating a variation in the
Iuminance value of the one person image and multi-
plying a result thereof by the second index value, and
(iii) performing a sixth calculation of adding the first
index value to a result of the fifth calculation.

Supplementary Note 5

[0097] An information processing method including:

[0098] obtaining a plurality of person images which are
generated by imaging a target by using a plurality of
different lighting conditions, respectively;

[0099] performing a correction process of correcting a
Iuminance value of at least one of the plurality of
person images, by using at least one of a first index
value indicating a mean of a luminance value of at least
one of the plurality of person images, and a second
index value indicating a degree of variation in the
Iuminance value of the at least one of the plurality of
person images; and

[0100] determining whether or not the target pretends to
be another person, on the basis of the person image in
which the luminance value is corrected.

Supplementary Note 6

[0101] A recording medium on which a computer program
that allows a computer to execute an information processing
method is recorded, the information processing method
including:

[0102] obtaining a plurality of person images which are
generated by imaging a target by using a plurality of
different lighting conditions, respectively;

[0103] performing a correction process of correcting a
Iuminance value of at least one of the plurality of
person images, by using at least one of a first index
value indicating a mean of a luminance value of at least
one of the plurality of person images, and a second
index value indicating a degree of variation in the
Iuminance value of the at least one of the plurality of
person images; and
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[0104] determining whether or not the target pretends to
be another person, on the basis of the person image in
which the luminance value is corrected.

[0105] At least a part of the constituent components of the
above-described example embodiments can be combined
with at least another part of the constituent components of
the above-described example embodiments, as appropriate.
A part of the constituent components of the above-described
example embodiments may not be used. Furthermore, to the
extent permitted by law, all the references (e.g., publica-
tions) cited in this disclosure are incorporate by reference as
a part of the description of this disclosure.

[0106] This disclosure is not limited to the examples
described above and is allowed to be changed, if desired,
without departing from the essence or spirit of this disclo-
sure which can be read from the claims and the entire
specification. An information processing apparatus, an infor-
mation processing method, a computer program and a
recording medium with such changes are also intended to be
within the technical scope of this disclosure.

DESCRIPTION OF REFERENCE CODES

[0107] 1 Camera

[0108] 3 Information processing apparatus
[0109] 31 Arithmetic apparatus

[0110] 311 Image acquisition unit

[0111] 312 Luminance correction unit
[0112] 313 Spoofing determination unit
[0113] 4 Communication network

[0114] SYS information processing system
[0115] IMG Person image

[0116] IMG_base Base image

[0117] IMG_target Correction target image
[0118] IMG_mod Corrected image

What is claimed is:

1. An information processing apparatus comprising:

at least one memory configured to store instructions; and

at least one processor configured to execute the instruc-
tions to:

obtain a plurality of person images which are generated
by imaging a target by using a plurality of different
lighting conditions, respectively;

perform a correction process of correcting a luminance
value of at least one of the plurality of person images,
by using at least one of a first index value indicating a
mean of a luminance value of at least one of the
plurality of person images, and a second index value
indicating a degree of variation in the luminance value
of' the at least one of the plurality of person images; and

determine whether or not the target pretends to be another
person, on the basis of the person image in which the
luminance value is corrected.

2. The information processing apparatus according to

claim 1, wherein

the first index value indicates the mean of the luminance
value of a first person image of the plurality of person
images, and

the correction process includes a process of subtracting
the mean of the luminance value of a second person
image of the plurality of person images that is different
from the first person image from and adding the first
index value to the luminance value of the second
person image.
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3. The information processing apparatus according to
claim 1, wherein

the first index value indicates the mean of the luminance

value of a first person image of the plurality of person
images,
the second index value indicates the degree of variation in
the luminance value of the first person image, and

the correction process includes a process of: (i) perform-
ing a first calculation of subtracting the mean of the
luminance value of a second person image of the
plurality of person images that is different from the first
person image, from the luminance value of the second
person image, (ii) performing a second calculation of
dividing a result of the first calculation by a third index
value indicating a degree of variation in the luminance
value of the second person image and multiplying a
result thereof by the second index value, and (iii)
performing a third calculation of adding the first index
value to a result of the second calculation.

4. The information processing apparatus according to
claim 1, wherein

the first index value indicates the mean of the luminance

values of the plurality of person images,

the second index value indicates the degree of variation in

the luminance values of the plurality of people images,
and

the correction process includes a process of: (i) perform-

ing a fourth calculation of subtracting the mean of the
luminance value of one person image that is each of the
plurality of person images, from the luminance value of
the one person image, (ii) performing a fifth calculation
of dividing a result of the fourth calculation by a fourth
index value indicating a variation in the luminance
value of the one person image and multiplying a result
thereof by the second index value, and (iii) performing
a sixth calculation of adding the first index value to a
result of the fifth calculation.

5. An information processing method comprising:

obtaining a plurality of person images which are gener-

ated by imaging a target by using a plurality of different
lighting conditions, respectively;
performing a correction process of correcting a luminance
value of at least one of the plurality of person images,
by using at least one of a first index value indicating a
mean of a luminance value of at least one of the
plurality of person images, and a second index value
indicating a degree of variation in the luminance value
of the at least one of the plurality of person images; and

determining whether or not the target pretends to be
another person, on the basis of the person image in
which the luminance value is corrected.

6. A non-transitory recording medium on which a com-
puter program that allows a computer to execute an infor-
mation processing method is recorded, the information
processing method including:

obtaining a plurality of person images which are gener-

ated by imaging a target by using a plurality of different
lighting conditions, respectively;

performing a correction process of correcting a luminance

value of at least one of the plurality of person images,
by using at least one of a first index value indicating a
mean of a luminance value of at least one of the
plurality of person images, and a second index value
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indicating a degree of variation in the luminance value
of' the at least one of the plurality of person images; and

determining whether or not the target pretends to be
another person, on the basis of the person image in
which the luminance value is corrected.
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