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TECHNIQUES FOR DYNAMIC CACHE USE
BY AN INPUT/OUTPUT DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 62/353,051 filed on Jun. 22, 2016, the
contents of which are hereby incorporated by reference.

TECHNICAL FIELD

[0002] The present disclosure relates generally to access-
ing remote storage devices, and more particularly to effi-
ciently accessing Remote Direct Memory Access devices.

BACKGROUND

[0003] Network accessible storages have and continue to
become increasingly prevalent. Network accessible storages
provide access to files and data without requiring local
storage. A particular method for providing access to storages
available over a network is remote direct memory access.
Remote direct memory access allows for direct access of the
memory of one computer by the memory of another directly
and without involving either computer’s operating system.
This direct access permits high-throughput, low-latency
networking as compared to less direct methods of remote
access, especially when utilized in massively parallel com-
puter clusters.

[0004] A challenge faced by network accessible storage
devices is that such devices are typically slower to access
than local storages. Further, aggregations of slowed accesses
can result in severe underperformance when utilizing remote
storage access than for local storage access, particularly
when scaling up to incorporate a high number of computers
accessible over a network. Thus, even when remote direct
memory access is utilized, remote access may be signifi-
cantly less efficient than local access.

[0005] It would therefore be advantageous to provide a
solution that would overcome the challenges noted above by
improving communications with network accessible storage
devices.

SUMMARY

[0006] A summary of several example embodiments of the
disclosure follows. This summary is provided for the con-
venience of the reader to provide a basic understanding of
such embodiments and does not wholly define the breadth of
the disclosure. This summary is not an extensive overview
of all contemplated embodiments, and is intended to neither
identify key or critical elements of all embodiments nor to
delineate the scope of any or all aspects. Its sole purpose is
to present some concepts of one or more embodiments in a
simplified form as a prelude to the more detailed description
that is presented later. For convenience, the term “some
embodiments” or “certain embodiments” may be used
herein to refer to a single embodiment or multiple embodi-
ments of the disclosure.

[0007] Certain embodiments disclosed herein also include
a system for dynamic caching by a client device having
remote memory access to a server. The system includes: a
processing circuitry; and at least one memory, the at least
one memory containing instructions that, when executed by
the processing circuitry, configure the system to: configure
a network interface of the client device to: request a memory
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allocation of at least a portion of a storage of the client
device; receive, in real-time, the requested memory alloca-
tion of the client device storage; and store, in the allocated
at least a portion of the client device storage, at least a first
portion of cached metadata, wherein the cached metadata
corresponds to at least an access operation between the
client device and the server.

[0008] Certain embodiments disclosed herein also include
a non-transitory computer readable medium having stored
thereon causing a processing circuitry to execute a process,
the process comprising: configuring a network interface of
the client device to: request a memory allocation of at least
a portion of a storage of the client device; receive, in
real-time, the requested memory allocation of the client
device storage; and store, in the allocated at least a portion
of the client device storage, at least a first portion of cached
metadata, wherein the cached metadata corresponds to at
least an access operation between the client device and the
server.

[0009] Certain embodiments disclosed herein also include
a method for dynamic caching by a client device having
remote memory access to a server. The method comprises:
configuring a network interface of the client device to:
request a memory allocation of at least a portion of a storage
of the client device; receive, in real-time, the requested
memory allocation of the client device storage; and store, in
the allocated at least a portion of the client device storage,
at least a first portion of cached metadata, wherein the
cached metadata corresponds to at least an access operation
between the client device and the server.

[0010] Certain embodiments disclosed herein also include
a system for dynamic caching by a client device having
remote memory access to a server. The system includes: a
processing circuitry; and at least one memory, the at least
one memory containing instructions that, when executed by
the processing circuitry, configure the system to: configure
a network interface of the client device to: request a memory
allocation of at least a portion of a storage of the client
device from a driver agent of the client device, wherein the
driver agent is configured to: dynamically allocate at least a
portion of a storage of the client device and to the network
interface; and store, in the allocated at least a portion of the
client device storage, at least a first portion of cached
metadata, wherein the cached metadata corresponds to at
least an access operation between the client device and the
server.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The subject matter disclosed herein is particularly
pointed out and distinctly claimed in the claims at the
conclusion of the specification. The foregoing and other
objects, features, and advantages of the disclosed embodi-
ments will be apparent from the following detailed descrip-
tion taken in conjunction with the accompanying drawings.
[0012] FIG. 1 is a schematic diagram of a server for
providing remote direct memory access storage to a client
device.

[0013] FIG. 2 is a schematic diagram of a client device
configured for remote direct memory access.

[0014] FIG. 3 is a schematic diagram of a dynamic cach-
ing system according to an embodiment.

[0015] FIG. 4 is a method for dynamic caching by a client
device having remote memory access to a server according
to an embodiment.
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DETAILED DESCRIPTION

[0016] It is important to note that the embodiments dis-
closed herein are only examples of the many advantageous
uses of the innovative teachings herein. In general, state-
ments made in the specification of the present application do
not necessarily limit any of the various claimed embodi-
ments. Moreover, some statements may apply to some
inventive features but not to others. In general, unless
otherwise indicated, singular elements may be in plural and
vice versa with no loss of generality. In the drawings, like
numerals refer to like parts through several views.

[0017] The various disclosed embodiments include a
method and system for dynamic caching by a client device
having remote memory access to a server. A memory allo-
cation is requested from a storage of the client device. A
dynamic allocation of at least a portion of memory of the
client device storage is received. At least a first portion of
cached metadata is stored in the dynamically allocated
portion of memory. The cached metadata corresponds at
least to an access operation between the client device and the
server. A second portion of the cached metadata may be
stored in a storage of an input/output device of the client
device.

[0018] The embodiments disclosed herein may provide
increased efficiency of remote memory access and, in par-
ticular, remote direct memory access, as compared to, for
example, remote direct memory access without dynamic
caching of metadata. Specifically, the disclosed embodi-
ments may be utilized to improve access times and com-
munications for remote direct memory access.

[0019] FIG. 1 shows an example schematic diagram illus-
trating a server 100 for providing remote direct memory
access storage to a client device (e.g., the client device 200,
FIG. 2). The server 100 includes a processing circuitry 110,
a memory 120, a storage 130, and an input/output (I/O)
device such as a remote network interface controller (fNIC)
140. In an embodiment, the components of the server 100
may be communicatively connected via a bus 105.

[0020] The processing circuitry 110 may be realized as
one or more hardware logic components and circuits. For
example, and without limitation, illustrative types of hard-
ware logic components that can be used include field pro-
grammable gate arrays (FPGAs), application-specific inte-
grated circuits (ASICs), Application-specific standard
products (ASSPs), system-on-a-chip systems (SOCs), gen-
eral-purpose microprocessors, microcontrollers, digital sig-
nal processors (DSPs), and the like, or any other hardware
logic components that can perform calculations or other
manipulations of information.

[0021] The memory 120 may be volatile (e.g., RAM, etc.),
non-volatile (e.g., ROM, flash memory, etc.), or a combi-
nation thereof. In one configuration, computer readable
instructions to implement one or more embodiments dis-
closed herein may be stored in the storage 140.

[0022] Alternatively or collectively, the memory 120 may
be configured to store software.

[0023] Software shall be construed broadly to mean any
type of instructions, whether referred to as software, firm-
ware, middleware, microcode, hardware description lan-
guage, or otherwise. Instructions may include code (e.g., in
source code format, binary code format, executable code
format, or any other suitable format of code). The instruc-
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tions, when executed by the one or more processors, cause
the processing circuitry 110 to provide remote direct
memory access.

[0024] The memory 120 may further include a memory
portion 122 containing the instructions for causing the
processing circuitry 110 to provide remote direct memory
access. The storage 140 may be magnetic storage, optical
storage, and the like, and may be realized, for example, as
flash memory or other memory technology, CD-ROM, Digi-
tal Versatile Disks (DVDs), or any other medium which can
be used to store the desired information. The storage 140
may store instructions for executing the methods as
described herein.

[0025] The remote network interface controller 130 allows
the server 100 to communicate with a network (not shown)
for purposes such as, but not limited to, receiving data to be
stored in the storage 140, providing access to data stored in
the storage 140 and the like. The communications via the
network may therefore be utilized to provide remote direct
memory access to data stored in the storage 140 by a client
device (e.g., the client device 200, FIG. 2).

[0026] FIG. 2 shows an example schematic diagram illus-
trating a client device 200 configured for remote direct
memory access storage. In an example implementation, the
client device 200 is configured to communicate with the
server 100, FIG. 1, over a network (not shown) to store and
retrieve data via remote direct memory access. The client
device 200 includes a processing circuitry 210, a memory
220, a second memory 230, and an input/output (I/O) device
such as a remote network interface controller (rNIC) 240. In
an embodiment, the components of the client device 200
may be communicatively connected via a bus 205.

[0027] The processing circuitry 210 may be realized as
one or more hardware logic components and circuits. For
example, and without limitation, illustrative types of hard-
ware logic components that can be used include field pro-
grammable gate arrays (FPGAs), application-specific inte-
grated circuits (ASICs), Application-specific standard
products (ASSPs), general-purpose microprocessors, micro-
controllers, digital signal processors (DSPs), and the like, or
any other hardware logic components that can perform
calculations or other manipulations of information.

[0028] Each of the first memory 220 and the second
memory 230 may be volatile (e.g., RAM, etc.), non-volatile
(e.g., ROM, flash memory, etc.), or a combination thereof.
The first memory 220 may store, e.g., instructions. The
second memory 230 may be utilized by the client device 200
to store a buffer cache.

[0029] The first memory 220 may be configured to store
software. Software shall be construed broadly to mean any
type of instructions, whether referred to as software, firm-
ware, middleware, microcode, hardware description lan-
guage, or otherwise. Instructions may include code (e.g., in
source code format, binary code format, executable code
format, or any other suitable format of code). The instruc-
tions, when executed by the one or more processors, cause
the processing circuitry 210 to perform remote direct
memory access.

[0030] The first memory 220 may further include a
memory portion 222 containing the instructions for causing
the processing circuitry 210 to perform remote direct
memory access. In some implementations, the first memory
220 may further include a second memory portion (not
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shown) allocated for use by an input/output device such as,
but not limited to, the remote network interface controller
240.

[0031] The remote network interface controller 240 allows
the client device 200 to communicate with a network (not
shown) for purposes such as, but not limited to, retrieving
data stored via remote direct memory access, sending data to
be stored via remote direct memory access, and the like. The
remote network interface controller may be configured to
perform remote direct memory access and to cache data in,
e.g., the second memory 230. To this end, in an embodiment,
the remote network interface controller 240 may include or
have disposed thereon a system for dynamic caching (e.g.,
the dynamic caching system 300, FIG. 3). In an example
implementation, the caching system may be a system-on-
chip included in the remote network interface controller 240.
[0032] It should be noted that the embodiments described
herein with respect to FIG. 2 are discussed as featuring a first
memory 220 and a second memory 230 merely for simplic-
ity purposes and without limiting the disclosed embodi-
ments. The first memory 220 and the second memory 230
may be equally implemented as first and second portions of
the same memory (not shown) without departing from the
scope of the disclosure.

[0033] FIG. 3 is an example schematic diagram of a
dynamic caching system 300 according to an embodiment.
In the example schematic diagram shown in FIG. 3, the
dynamic caching system 300 is implemented as a system-
on-a-chip (SoC) included in the remote network interface
controller 240, FIG. 2.

[0034] Inthe example schematic diagram shown in FIG. 3,
the dynamic caching system 300 includes a dynamic caching
system (DCS) processing circuitry 310 and a DCS memory
320. The DCS processing circuitry 310 may be realized as
one or more hardware logic components and circuits. The
DCS memory 320 may be volatile (e.g., RAM, etc.), non-
volatile (e.g., ROM, flash memory, etc.), or a combination
thereof.

[0035] The DCS memory 322 may include a memory
portion 322 containing cached metadata of remote direct
memory access instructions sent between the client device
200 and the server 100. In an embodiment, the cached
metadata may be virtual block metadata including a map of
a plurality of virtual addresses, each virtual address corre-
sponding to either a unique secondary virtual address or to
a unique physical address of a storage device.

[0036] In some implementations, the DCS memory 320
may not be sufficiently large to contain the require metadata.
To this end, in some implementations, a driver agent (not
shown) may be installed on a memory accessible to, e.g., an
operating system of the client device 200 such as, for
example, the second memory 230 of the client device 200.
The agent is configured to dynamically allocate the portions
of the second memory 230 as required to store the cached
metadata. The agent may be configured to release portions of
the second memory 230 according to the needs of the client
device 200 and the remote network interface controller 240.
[0037] It should be noted that the dynamic caching system
300 is described herein as being implemented in the client
device 200 merely for example purposes and without lim-
iting the disclosed embodiments. In some implementations,
the dynamic caching system may be implemented in, e.g., a
remote server (not shown). In such implementations, the
dynamic caching system 300 is not configured to cache
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metadata in the DCS memory 322, and may cause caching
of metadata by the client device 200 using, for example, the
driver agent described herein above.

[0038] FIG. 4 is an example flowchart 400 illustrating a
method for dynamic caching by a client device having
remote memory access to a server according to an embodi-
ment. In an embodiment, the method is for dynamically
allocating memory of a cache to an input/output (I/O)
interface such as a network interface controller (e.g., the
remote network interface controller 240, FIG. 2) of a client
device (e.g., the client device 200, FIG. 2) having access to
a server (e.g., the server 100, FIG. 1). In an embodiment, the
method is performed by the dynamic caching system 300,
FIG. 3.

[0039] At S410, an allocation of at least a portion of
memory of the client device is requested.

[0040] In an embodiment, S410 may include sending a
request for allocation of system memory to an agent
installed on the client device that is configured to dynami-
cally allocate memory.

[0041] At S420, the requested allocation of memory is
received. In an embodiment, S420 includes receiving a
block of addresses, each block corresponding to a portion of
the allocated memory. The requested allocation may be
performed by the agent installed on the client device.

[0042] At S430, at least a portion of metadata is stored in
the allocated memory. In an embodiment, a first portion of
the metadata may be stored in the allocated memory, and a
second portion of the metadata may be stored in a secondary
memory (e.g., a memory of the dynamic caching system
300).

[0043] At S440, it is determined if additional memory is
required and, if so, execution continues with S410; other-
wise, execution continues with S450.

[0044] At S450, it is determined if at least a portion of the
allocated memory should be released and, if so, execution
continues with S460; otherwise, execution terminates. In an
embodiment, if it is not determined that at least a portion of
the allocated memory should be released, execution may
continue with S450, thereby allowing for periodic or other-
wise repeated checking whether the allocated memory
should be released.

[0045] In an embodiment, S450 may include determining
whether a sufficient storage of the dynamic caching system
is available for storing the cached metadata. In a further
embodiment, when sufficient memory (e.g., of the DCS
memory portion 322) is available in the dynamic caching
system for storing the cached metadata, the cached metadata
may be stored therein and the corresponding allocated
memory may be released for other use. In an embodiment,
it is determined that there is sufficient memory when an
amount of memory required to store the cached metadata is
less than a combined total amount of memory of the
dynamic caching system and the allocated memory.

[0046] In another embodiment, S450 may include receiv-
ing a release instruction from a driver agent of the client
device and, upon receiving the release instruction, releasing
the allocated memory. In yet another embodiment, the
allocated memory may be released when it is determined
that requirements of the client device storage are prioritized
over the cached metadata, thereby freeing the allocated
memory for more important or otherwise higher priority
tasks.
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[0047] At S460, at least a portion of the allocated memory
is released, thereby freeing the allocated memory for other
storage. In an embodiment, S460 may include synchronizing
metadata between the allocated memory and a portion of a
locally accessible storage. To this end, in a further embodi-
ment, S460 may include sending a request for metadata
synchronization to the system hosting the remotely acces-
sible storage in which the allocated memory is located. In
yet a further embodiment, S460 may include determining
whether the cached metadata and the remotely accessible
metadata match and, if not, synchronizing the metadata.
[0048] It should be noted that various embodiments are
described herein as a system implemented (e.g., as a system-
on-a-chip) in or on a network interface controller merely for
example purposes and without limiting the disclosed
embodiments. The embodiments disclosed herein are
equally applicable to systems included in or on any other
input/output (I/O) devices configured to perform direct
memory access without departing from the scope of the
disclosure. Such [/O devices may include a controller con-
figured to request memory allocations from a processing
circuitry of, e.g., a server configured for direct memory
access.

[0049] The various embodiments disclosed herein can be
implemented as hardware, firmware, software, or any com-
bination thereof. Moreover, the software is preferably imple-
mented as an application program tangibly embodied on a
program storage unit or computer readable medium consist-
ing of parts, or of certain devices and/or a combination of
devices. The application program may be uploaded to, and
executed by, a machine comprising any suitable architecture.
Preferably, the machine is implemented on a computer
platform having hardware such as one or more central
processing units (“CPUs”), a memory, and input/output
interfaces. The computer platform may also include an
operating system and microinstruction code. The various
processes and functions described herein may be either part
of the microinstruction code or part of the application
program, or any combination thereof, which may be
executed by a CPU, whether or not such a computer or
processor is explicitly shown. In addition, various other
peripheral units may be connected to the computer platform
such as an additional data storage unit and a printing unit.
Furthermore, a non-transitory computer readable medium is
any computer readable medium except for a transitory
propagating signal.

[0050] All examples and conditional language recited
herein are intended for pedagogical purposes to aid the
reader in understanding the principles of the disclosed
embodiment and the concepts contributed by the inventor to
furthering the art, and are to be construed as being without
limitation to such specifically recited examples and condi-
tions. Moreover, all statements herein reciting principles,
aspects, and embodiments of the disclosed embodiments, as
well as specific examples thereof, are intended to encompass
both structural and functional equivalents thereof. Addition-
ally, it is intended that such equivalents include both cur-
rently known equivalents as well as equivalents developed
in the future, i.e., any elements developed that perform the
same function, regardless of structure.

[0051] It should be understood that any reference to an
element herein using a designation such as “first,” “second,”
and so forth does not generally limit the quantity or order of
those elements. Rather, these designations are generally
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used herein as a convenient method of distinguishing
between two or more elements or instances of an element.
Thus, a reference to first and second elements does not mean
that only two elements may be employed there or that the
first element must precede the second element in some
manner. Also, unless stated otherwise, a set of elements
comprises one or more elements.
[0052] As used herein, the phrase “at least one of” fol-
lowed by a listing of items means that any of the listed items
can be utilized individually, or any combination of two or
more of the listed items can be utilized. For example, if a
system is described as including “at least one of A, B, and
C,” the system can include A alone; B alone; C alone; A and
B in combination; B and C in combination; A and C in
combination; or A, B, and C in combination.
What is claimed is:
1. A system for dynamic caching for a client device
having remote memory access to a server, comprising:
a processing circuitry; and
at least one memory, the at least one memory containing
instructions that, when executed by the processing
circuitry, configure the system to:
configure a network interface of the client device to:
request a memory allocation of at least a portion of a
storage of the client device;
receive, in real-time, the requested memory allocation of
the client device storage; and
store, in the allocated at least a portion of the client device
storage, at least a first portion of cached metadata,
wherein the cached metadata corresponds to at least an
access operation between the client device and the
server.
2. The system of claim 1, wherein the system is included
in the network interface.
3. The system of claim 2, wherein the network interface
is a network interface controller, wherein the system is a
system-on-a-chip deployed on the network interface con-
troller.
4. The system of claim 1, wherein the network interface
is further configured to:
store a second portion of the cached metadata in at least
a portion of the at least one memory.
5. The system of claim 1, wherein the network interface
is further configured to:
release at least a portion of the allocated client device
storage, when a release instruction is received from a
driver agent installed on the client device.
6. The system of claim 1, wherein the network interface
is further configured to:
release at least a portion of the allocated client device
storage, when it is determined that an amount of
memory required to store the cached metadata is less
than a combined total amount of memory of the system
and the allocated client device storage.
7. The system of claim 1, wherein the network interface
is further configured to:
release the allocated client device storage, when it is
determined that requirements of the client device stor-
age are prioritized over the cached metadata.
8. The system of claim 1, wherein the network interface
is further configured to:
synchronize the cached metadata stored in the client
device and metadata stored in the server, when it is
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determined that the cached metadata and the metadata
stored in the server do not match.

9. The system of claim 1, wherein the requested memory
allocation is received as a plurality of block addresses
corresponding to a plurality of respective portions of the
client device storage.

10. A non-transitory computer readable medium having
stored thereon instructions for causing a processing circuitry
to execute a process, the process comprising:

configuring a network interface of the client device to:

request a memory allocation of at least a portion of a

storage of the client device;

receive, in real-time, the requested memory allocation of

the client device storage; and

store, in the allocated at least a portion of the client device

storage, at least a first portion of cached metadata,
wherein the cached metadata corresponds to at least an
access operation between the client device and the
server.

11. A method for dynamic caching by a client device
having remote memory access to a server, comprising:

configuring a network interface of the client device to:

request a memory allocation of at least a portion of a

storage of the client device;

receive, in real-time, the requested memory allocation of

the client device storage; and

store, in the allocated at least a portion of the client device

storage, at least a first portion of cached metadata,
wherein the cached metadata corresponds to at least an
access operation between the client device and the
server.

12. The method of claim 11, wherein the network inter-
face is a network interface controller, wherein the network
interface controller is configured by a system-on-a-chip
deployed on the network interface controller.

13. The method of claim 11, further comprising:

configuring the network interface to:

store a second portion of the cached metadata in at least

a portion of at least one memory of the network
interface.

14. The method of claim 11, further comprising:

configuring the network interface to:

release at least a portion of the allocated client device

storage, when a release instruction is received from a
driver agent installed on the client device.
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15. The method of claim 11, further comprising:

configuring the network interface to:

release at least a portion of the allocated client device

storage, when it is determined that an amount of
memory required to store the cached metadata is less
than a combined total amount of memory of the system
and the allocated client device storage.

16. The method of claim 11, further comprising:

configuring the network interface to:

release the allocated client device storage, when it is

determined that requirements of the client device stor-
age are prioritized over the cached metadata.

17. The method of claim 11, further comprising:

configuring the network interface to:

synchronize the cached metadata stored in the client

device and metadata stored in the server, when it is
determined that the cached metadata and the metadata
stored in the server do not match.

18. The method of claim 11, wherein the requested
memory allocation is received as a plurality of block
addresses corresponding to a plurality of respective portions
of the client device storage.

19. A system for dynamic caching by a client device
having remote memory access to a server, comprising:

a processing circuitry; and

at least one memory, the at least one memory containing

instructions that, when executed by the processing
circuitry, configure the system to:
configure a network interface of the client device to:
request a memory allocation of at least a portion of a
storage of the client device from a driver agent of the
client device, wherein the driver agent is configured to:

dynamically allocate at least a portion of a storage of the
client device and to the network interface; and

store, in the allocated at least a portion of the client device

storage, at least a first portion of cached metadata,
wherein the cached metadata corresponds to at least an
access operation between the client device and the
server.

20. The system of claim 19, wherein the network interface
is further configured to:

release at least a portion of the allocated at least a portion

of the client device storage, when a release instruction
is received from the driver agent.
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