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(57) Abstract: A computing system is provided, including a processor and memory storing instructions that cause the processor to
execute a domain name service (DNS) log analyzer configured to identify a container identifier associated with a DNS request and a
destination IP address associated with a DNS response to the DNS request, using one or more DNS logs, a fleet management system
record analyzer configured to identify a first service associated with the container identifier and a second service associated with the
destination [P address, using one or more fleet management system logs, and a dependency map generator configured to generate a
service-to-service dependency map between the identified first service and the identified second service.
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GENERATING SERVICE-TO-SERVICE DEPENDENCY MAP FROM DNS AND
FLEET MANAGEMENT SYSTEM LOGS

BACKGROUND
Modern distributed compuling systems include large numbers of servers localed at data centers
arcund the world, which communicate with cach other across computer networks. Such distributed
computing systeins offer a plethora of software services that cnable developers to develop,
configure, deploy and maintain cloud applications in virtualized environments. A program
execuled on a particular server can communicate with various of these services exccuted on other
servers, and those services in turm may communicate with other services on yet different servers,
and so on. Such commumcations create dependencies among these services. A failure in one
service can affect all services that depend on it The web ol dependencies between such services,
and the attendant risks of potential faulls due to dependency lattures, are exceedingly large in
modern distributed computing systems.
SUMMARY
A computing system is provided, including a processor and memory storing instructions that cause
the processor to execute a domain name service {DNS) log analyzer configured to identify a
container identifier associated with a DNS request and a destination IP address associated with a
DNS response to the DNS request, using one or more DNS logs, a flect management system record
analyzer configured to identify a first service associated with the container identifier and a second
service associated with the dostination IP address, using one or more fleet management system
{ogs, and a dependency map generator configured to generaie a service-to-service dependency
map between the identificd first service and the ideniilied second service.
This Summary is provided (o introduce a selection of concepls i a simplified forny that are further
described below in the Detailed Desceription. This Summary is not intended to identify key features
or essential features of the claimed subject matter, nor is it intended (o be used to limit the scope
of the claimed subject matter. Furthermore, the claimed subject maiter is not limited to
impiementations that selve any or all disadvantages noted in any part of this disclosure.
BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 shows a schematic view of a distributed computing system for use in creating a serviee-to-
service dependency map from domain name server (DNS) logs and fleet management system logs,
according to one example implementation that utilizes servers with containerized architectures,
FIG. 2 shows a server with a hypervisor architectuee, which may be used as an alternative to the
containerized architecture of FIG. 1.

FIG. 3 shows geographic regions in which servers of the distributed computing system of FIG. 1
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are deployed, in one example,
FIG. 4 shows example DNS log records and fleet management system records utilized to ereate
the service-to~service dependency niap by the distributed computing system of FIG. 1.
FIG. 5 shows an example service-lo~serviee dependency map created by the compuling system of
FIG. 1.
FIG. 6 shows an example multi-level service-to-service dependency map created by the compating
syslens of FIG. 1, with a fault diagnosis created based on the service-to-service dependency map.
FIG. 7 shows an example multi-level service-to-service dependency map created by the computing
systen of FIG. 1, with a recovery schedule ereated based on the service-to-service dependency
niap.
FIG. § shows an example of a geographic scope of dependent services ereated based on a service-
to~service dependency nrap by the computing system of FIG. 1.
FIG. 9 is a flowchart of a method for use in creating a service-to-service dependency map from
domain name server {DNS) logs and {leet management system logs, according lo one example
intplemeniation.
FIG. 10 is a continuation of the flowchart of the method of FIG. 9.
FIG. 11 shows a schematic view of an example computing environment in which the computing
systen of FIG. | may be enacted.

DETAILED DESCRIPTION
In a modern globally distributed computing system, milfions of servers positioned in data centers
distributed throughout various geographic regions may gencrate billions of service-lo-service
communications per hour, These communications represent dependencies between the requesting
service and the service responding o the vequest. As discussed above, challenges exist to
defermining service-to-service dependencies. These dependencies vary over time, and their
ephemeral existence makes them difficult to track, The sheer volume of such requests also malkes
them difficuit to track. Privacy and sccurity measures also make it difficult to track such
dependencies, Further complicating matters, virtualization through contatner architectures or
hypervisor architectures as described herein, also niakes it difficult to track such dependencies.
Without an accurate service-io-service dependency map, lunctions of the platform can be
compromised. For example, the true cause of a service outage may remain undiagnosed, crashed
services may be brought back online in an incorrect order generating dependency failures, or
legally or contractually determined obligations to house data and services in delined geographic
regions can be difficult to meet and verifiable compliance reports can prove difficult to generate.
To address these issues, with reference to FIG. 1, a distributed computing system 1€ is provided

for use in creating a service-to-service dependency map frons domain name server {DNS) logs and
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fleet management system logs, according to one example inplementation. Compuiing systen: 10
includes an analysis server 12 configured to communicate over one or more computer networks
with managed servers 14 implementing virtual machines (VMs) 16, and with a development and
operations {Dev/Ops) server 18, The virtyal machines 16 implemented by cach server 14 may be
implemented using a containerized architecture 20, as shown in FIG. I, or a hypervisor
architecture 22 as shown in FIG. 2. Continuing with FIG. 1, in the containerized architecture 20,
a host operating systew 26 is executed on host hardware 24 (e.g., processor, accelerator hardware,
non-volatile storage memory, and volatile memory}, along with an instance of a container engine
28. The container engine 28 provides a software interface between the host OS and one or more
containers 30, Each container 38 includes respective application programs 32 and libraries 34 and
binaries and other data used by the applications. In this way, cach container 30 implements a
contlainerized virtual machine {6 within the container,

Turning briefly to FIG. 2, alternatively, server 14 may implement virtualization using a hypervisor
architecture 22, which includes a hypervisor 28A execuled on a host OS 26A, which in lar 1
executed on host hardware 24A including a processor and memory. The hypervisor 28A provides
a software interface between the host OS 26A and external hypervisor control plane servers, as
well as individual virtual machines 16A. Each virtual machine 16A includes a guest OS Instance
35A, as well as libraries 344, binartes, and other data used by applications 32A execuied within
the hypervised virtual machine 16A. In some implementations host OS 26 A may be omisted,
When applications are executed in such virtualized environments as the containerized architeciure
20 or the hypervisor architecture 22, various services 36 of the distributed computed system can
be called, illustrated schematically as first service 36A, second service 36B and third service 36C.
These services 36 can be called by the applications, libraries, or binaries execuled in the virtual
machines 16, 16A, or by the container engine 28 / hypervisor 28A and/or by the host O8 26, 26A
in response o requests by software components in the virtual machines 16, 16A. It will be
appreciated that for each of first through third services 36A, 368, 36C, a corresponding service
mstance 36A1, 36B1, 36C1 is instantiated on the scrvers 14, in response (o the requests by the
virtyal machines 16, 16A. Further, service instances 36A1-36C1 communicate with each other
and other service instances wilhin the distributed computing system 10, over compaier neiworks.
As thustrated by second service 368 shown in dashed lings, each service 36 can include a plurality
of service instances executed on servers across the distributed computing network.

In a large deployment of a distributed computing system 18, millions of servers 14 may be
provided, and bitlions of requests per hour may flow between service instances 36A. With such a
targe and complicated flow of communications, a significant technical challenge exists to monitor

dependencies among services, Further, as shown in FIG. 3, the servers 14 of compuling system

Ly



LA

18

20

143
1

WO 2024/129203 PCT/US2023/036832

10 may be located in data centers 70 located in different geographic regions 72. Each of the
geographie regions may be subject to different regulatory requirements for the processing and
storage of data, including restrictions on the geographic location of data processing and storage of
such data. Since data may flow along the dependencies between services, determining that
procassing of such data 1s compliant with regulations that restrict geographic scope of data
processing and storage in this manner presenis a fechnical challenge. Further, the technical
challenge of diagnosing the truc origin of a fault in a particular service, and generating a recovery
schedule for bringing services that depend on each other back online is complicaled in such
complex distributed systems.

To address these technical challenges, the compulting system 10 includes an analysis server 12,
The analysis server 12 includes a processor 38 and memory 40 stoning instructions that cause the
processor 32 Lo execute a domain name service (DNS) log analyzer 42 conligured to identify a
source ideniifier, such as a source confainer identiiler 58 or source virtual machine identifier S8A
{see FIG. 2), associated with a DNS request 44 sent 1o 2 IINS server 48, In one example, within
ihe environment of ihe disiributed computing system 10, the soorce container identifier 58, like
all container identifiers, is a globally unigue identifier (GUID) that uniquely identifies a virtual
machine 16, Thus there is a 1:1 relationship between container idertifiers and virtual machines
16. The DNS request also includes a fully qualified domain name (FQDN) 59 for a service
execuled at a destination server 14, In one embodiment, the DNS server 48 may be configured to
be a recursive resobver that resolves a FQDN to an 1P address. The [P address Tor the destinalion
may be cither an IPv4 or IPv6 address, tor example. The DNS server 48 can fully resolve the
FQDN 39 into a destination IP address 60, which is retarned to the requesting server {4 in a DNS
response 46, The DNS log analyzer 42 s also configured to identily the destination IP address 60
associaied with a DNS response 46 to the DNS request 44, using one or more DNS logs 50 of the
DNS server 48. It will be appreciated that in addition to the DNS requests 44 and DNS responses
46 themselves, metadata such as the souwrce container identifier 58 or virtual machine identifier
SBA {see FIG. 2) are typically logged in the DNS logs 50, as explained in more detail below with
reference to FIG, 4.

Continuing with FIG. 1, distributed computing svstem 10 further includes a fleet management
sysltem: 52, which is a sofiware application typically excculed on a dedicated fleet management
server 53 or set of fleet management servers 53 and conlfigured to gather telemetry information
regarding a [leet of virtual machines implemented on cach of the managed servers 14, In one
particutar exaniple, the [leet management system 52 may be the AZURE®R Fleet Insights and
Management system offered by MICROSOFTR Corporation. Other similar systems may also be

adopted for other distributed computing system environments. A log analytics agent program
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execuled on each server 14 is configured to upload information regarding VM usage on cach
server 14 to the fleet management system 52, This information is logged by the fleet management
system 52 in flect management system fogs 54,

Distributed computing system 10 further includes a fleet management system record analyzer 56
execuled by the analysis server 12, and conligured 1o analyze data records in the fleet management
sysiem logs 54. The [llect management system record analyzer 56 is a sofiware application
configured to identily a first service 36A associated with the source identifier {e.g., coniainer
wdentifier 58 or virfual machine identifler 38A) and a second service 36A associated with the
destination [P address 60, using one or more of the [leet management system logs 34, The analysis
server 12 is further configured to execute a dependency map generator 62, which is a software
application configured to generate a service-lo-service dependency map 64 between the identified
first service 36A1 and the identified second service 36A2,

The dependency map generator 62 is conligured to ouiput the service-to-service dependency map
64 to & downsiream compuling progran 66 executed on Dev/Ops server 18 (or other server) for a
processing operation. The downstream computing program 06 can be a fault diagnosis program
66A, recovery program 6613, or a geographic compliance program 66C, for example. Other types
of downstream computing programs 66 are alse contemplated. The downsiream computing
program 66 is configured to process the service-to-service dependency map 64 via a processing
operation to thereby generate and ouiput a processing result 68, The fault diagnosis program 66A
can be configured to generate a fault diagnosis 68A based on the service-to-service dependency
map 64 as the processing result 68, The recovery program 641 can be confligured to compute a
recovery schedule 608 for restarting services based on the service-to-service dependency map 64
as the processing result. The geographic compliance program 64C can be configured 1o deterniine
a geographic scope 66 of a location of servers excculing the first service 36A1 and the second
service 36A2 as the processing result. Additional orders of dependency, discussed below, may
also be mcluded in the processing result 68, Examples of the fault diagnosis 68A, recovery
schedule 68B and geographic scope of services 68C are tHustrated in FIGS. 6-8, discussed below.
Turning now to FIG. 4, a data relationship diagram is shown, illustrating in detail the steps
underiaken by the analysis server 12 1o process the DNS logs 30 and fleet management systens
logs 54 to generate the server-lo-service dependency 64, when the source wdentifier s a source
contatner identifier S8, The DNS log analyzer 42 is configured to exiract DNS records 74, which
include a3 IINS request log record S0A L from the DNS request log S0A and one to N DNS response
log records 50B1 associated with the DNS request fog record 50A1. The DNS log analyzer 42 is
configured to identify the source container identifier 58 at least in part by identifying, within the

DNS request log S0A of the one or more DNS logs 50, the DNS request log record 30A1 for the
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DNS request 44 (shown in FIG. 1), the DNS log record 50A1 including the source container
identifier S&, a source internet protocol (IF) address 76, and a destination {ully qualified domain
name (FQDN) 59, As describe above in relation to FIG. 1, the source container identifier 38 is
associated with a source container 30 implementing a VM 16 on a computer, such as server 14,
that has been assigned the source 1P address 76.

Continuing with FIG. 4, the DNS log analyzer 42 {of FIG. ) is further conligured to identify the
source conlainer identifier 58§ at least in part by identifving within records from a DNS response
log 508 of the one or more DNS logs 50, a DNS response log record 30B1 for a DNS response
46 (See FIG. 1) to the DNS request 44, the DNS response log record 50B1 including the source
container identifier 76, and a destination 1P address 60 included in the DNS response 46,
Continuing with FIG, 4, the fleet management system record analyzer 56 {of FIG. 1) s configured
to identify the first service 30A and the second service 36B al least in part by wdentifying, via an
IP inventory database of the fleet management systen: 52, an IP inventory record 78 including the
destination [P address 38 and an IP subscription identitier 84, The IP mvenlory record 78 may
also nclude an resource identifier 82, The resource identifier is unique to the virtual machine that
has been assigned the 1P address, and may be encede a GUID for the virleal machive,
subscriptions associated with the resource, as well as resource groups that the resource is
associated with.

Continuing with FIG, 4, the [leet management system record analyzer 56 (of FIG. 1} is further
confligured io identify the first service 36A and the sccond service 36B at least in part by
wdentitying, via a VM inventory database of the fleet management system 52, a VM inventory
record 84 including the comtainer identifier 58 and a VM subscription wdentifier 86, The VM
inventory record 84 may further include a VM resource identificr 88 and a VM location 90, The
VM subscription D 86 indicates the owning service of the service instance 36A1 that made a
particufar DNS request 44, Simitarly, the [P subseription ID 80 indicates the owning serviee of
the service instance 36B1 that has been assigned and is active at the destination [P address,
Within the distributed computing system 10 cach service is represented by a globally unique
identifier (GUID), referred to as the service identifier. A database is maintained of these GUIDs,
and within ihe database is stored a respective service tree for each service. The service iree for
cach service includes branching entries for GUIDs of other services that are called by that service.
In FIG. 4 the records of this dalabase are shown as service tree records 92, Continuing with FIG.
4, the fleet management system record analyzer 56 {of FIG. 1) is Tarther configured to identify the
first service 36A and the sceond service 36B at least in part by identilying, using a first service
tree of service tree records 92, a first service 36A assoctated with the VM subseription identiller

86 within a timefranie of the DNS request 44 and DNS response 46. Here, a timelrame refers to a
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time range that ensures that the service tree records 92 are valid at the time which the DNS request
44 and DNS response 46 occurred. The fleet management system record analyzer 36 is further
configured to identify the first service 360A and the second service 36B at least mn part by
identifying, using a second service tree of the service tree data record 92, a second service 36B
associated with the 1P subscription identificr 80 duoring the timelrame. To do so, the fleet
nanagement system record analyzer 56 may be conligured to first identify the first service
instance 36A1 linked by the first service tree of the service tree records 92 to the VM subscription
ID 86, and then dentify the [irst service 36A linked to the first service nstance 36A 1. Likewise,
the fleet management system record analyzer 56 may be confligured to first identify the second
service instance 36B1 linked by the second service tree of the service free records 92 to the IP
subseription ID 80, and then identify the second service 36B linked to the second service Instance
36B1. Accordingly, as shown in dashed lines, a service-instance~to-service-instance dependency
map is lormed, and as indicaied in dotted lines, a service-to-service dependency map 64 is formed.
As depicted, Tor each of VM subscription identificr 86 and the 1P subscription identificr 80, a
plurality of service msilances and services may be linked. within the service tree records 92,

In one embodiment, the extracted DNS records 74 and VM inventory records 84 and IP inventory
records 78 may be extracted ito a data analytics workspace to inplement the above-described
processing functions. For example, relevant fields from the DNS request log record 30A1 and
DNS regponse records 50B1 may be joined together in a table and indexed by container 1D 38 in
an initial step, and then relevant [lelds from the VM inventory record 84 and [P inventory record
78 may be joined Lo the result, to thereby produce a table from which the VM subscription 1D 86
and P sabscription 1D 80 may be identified. Thus, the analysis server 12 can use the VM inveniory
record 84 and the IP inventory record 78, by joining the two data sets with cach other to delermine
ihe particular VM that made a DNS requesi that was resolved to the destination IP address.

FIG. 3 illusirates an example service-lo-serviee dependency map 64 created by the compuling
system 10 of FIG. 1. Although in the examples described above a first service 36A was linked to
a second service 36B, in the example of FIG. 3, for a particular target service as the first service
36A, a plurality of second services 36B are identified by the techniques deseribed above as being
dependent on ihe first service 36A.

FIG. 6 illustrates a mudti-level service-to-service dependency map 64A, with a faclt diagnosis.
Heretofore, lirst order dependencies have been discussed. First order dependences are illusivated
in FIG. 6 at felt, and are similar {0 the dependencies identified in FIG. 5. In addition, each of the
first order dependent services is checked for its dependent services using the techaigues described
above, to thereby produce second order dependent services. In turn, each of the second order

dependent services can be analyzed to determine its dependent services, which are third order
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dependent services relative to the farget service. In this way, & multi-level service-to-service
dependency map 64A including a plurality of orders of dependency can be generated. Such a map
can be useful for diagnosing the true cause ol service outages. For example, an example faull
diagnosis 68A is illustrated in dotted lines, showing how an error detected in the target service
can be traced using lhe service dependency map through the first order dependent service
“Container Mgmt Srve”, and through the second order dependent service “Service D7, to the third
order dependent services “Service G, As Service (& has no dependent services, this service can
be determined to be the origin of ihe fauli thai caused the error experienced by the targel service.
FIG. 7 illustrates a multi-level service-to-service dependency map 64A similar to FIG, 6, and
shows how it ¢can be used to generate a recovery schedule 68B. To correct the fault discussed
above in relation to FIG. 6, the serviees can be scheduled for restart in reverse order of
dependency. Thus, the third order dependency services that show an error {i.¢., Service G) can be
scheduled for restarting first, second order dependent services showing an error (i.¢., Service D)
can be scheduled for restart next, {irst order dependent services showing an ervor {i.e., Conlainey
Mgmt Srve) can be restaried next, and finally the target service can be restarted. In this way, at
the time of restart, cach service will have its dependent services available to it, and post-restart
crrors will be redugced,

FIG. 8 iftustrates an exanple ol a chart indicating a geographic scope of dependent services 68C
that can be output by the computing system of FIG. 1. Dependent services of a first service are
listed at left in FIG. &, followed by an indication of the geographic region in which the servers
instantiating the server instances implementing the dependent services arc located. The locations
of the dependent services may be ascertained from the IP nventory record, which can include
geographic location information for each destination IP 39, The geographic scope of dependent
services 68C may be used lo ensure compliance with regulations goverming the geographic

vstem 16,

v

location of processing and storage of certain data by the computing s
Turning now to FIG. 9, a fowchart of a method 100 according to one example implementation of
the present disclosure 1s shown. Method 100 can be implemenied using the hardware and software
described above, or using other suitable hardware and software, as desired. At 102, the method
100 includes tdenlifying a source identiller associated with a DNS request and & destination 1P
address associated with a DNS response to the DINS request, using one or more DNS logs. At 104,
the method 100 includes identifving a first service associated with the source identilier and a
second service associated with the destination [P address, using one or more flest management
gystem ogs of a fleet management systent. Step 104 may be accomplished at Ieast in part by
implementing the substeps 106-114. It will be appreciated that the source identifier may be a

source cortainer identifier or a virtual machine identifier as described above. Substeps 106-114
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deseribe an implementation of method 100 in which the source container identifier is used as the
source identilier.

At 106, method 100 further inctudes, idertifying, within a DNS request log of the one or more
DNS logs, a DNS request {og record for a DNS request. The DNS log record includes a source
container identifier as the source identifier, a source internet protocel (IP) address, and a
destiration fully qualitied domain name (FQDN). The source contamer identifier is associated
with a source container impiementing a virtual machine on a computer, such as a server, that has
been assigned the source IP address.

Al 108, method 100 farther includes identitving, within records from a DNS response log of the
one or more DNS logs, a DNS response log record for a DNS response to the DNS request. The
DNS response log record includes the source container identifier, and the destination [P address
included in the DNS response.

At 110, method 100 further includes identifying, via an IP inventory database of the [leet
management system, an 1P invenlory record including the destination [P address and an 1P
subscription identifier.

At 112, method 100 further includes identifying, via 8 VM inventory database of the flect
management system, a VM inventory record including the source container identifier and a VM
subscription identifier.

Al 114, method 100 further includes identilying, using one or more service tree data records, a
first service associated with the VM subscription dentifier within a timeframe of the DNS request
and DNS response,

At 116, meihod 100 includes identifying, using the one or more service free data records, a second
service assoctated with the IP subscription identifier during the timelrame.

At 118, method 100 includes generating a service-to-service dependency map between the
identified first service and the identified second service.

Continuing to FIG. 10, at 120 method 100 includes outputting the service-to-service dependency
map o a downstream computing program for processing. The downstream computing program
cant be a fault diagrosis program, recovery program, or a geographic compliance program, lor
example. At 122, the method further includes recetving ihe service-to-service dependency map as
input at the downstream program, and perfornung a processing operation based on the service-to-
service dependency map. As discussed above, the downstream program can be a recovery program
configured to compute a recovery schedule for restarting services based on the service-to-service
dependency map as the processing result, a fault diagnosis program configured to gencrate & {auls
diagnosis based on the service-to-service dependency map as the processing result, or a

geographic compliance program configured to determine a geographic scope of a location of
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servers executing the first service and the second service as the processing result, for example,
Other types of downstream program may also be utitized.

The systems and methods described above can be used to programmatically and clficiently
generate a service-to~service dependency map for services implemented across distributed
computing systems with virtualized environments having container or hypervisor architectures. A
programsnatically generated service-to-service dependency map can be generated for cach phase
in the hifecycle of an application, such as at build, development, testing, deployment, and
retirement phases. Farther, the service-io-service dependency map can be kept up to date through
periodic automatic updating, to aid m time sensitive fault diagrosis and recovery scheduling.
Further, the timing of the service-of-service dependency map can be re-computed with sufficient
frequency to aid in regulatory compliance, for example, to geographic restrictions on data storage
and processing in certain jurisdictions,

fn some embodiments, the methods and processes described herein may be tied {o a computing
system of one or more computing devices. In particular, such methods and processes may be
intplemenied as a computer-application program or service, an application-programyming interface
{APD, a library, and/or other computer-program product,

FIG. 11 schematically shows a non-limiting embodiment of a computing system 1100 that can
enact one or more of the methods and processes deseribed above. Computing system 1100 s
shown in simplified form. Conputing system 1100 may embody any of the servers in distributed
computing system 10 described above and illustrated in FIGS, T and 2.

Computing systemy 1100 includes a logic processor 1102, volatile memory 1104, and a non-
volatile siorage device 1106, Computing systen: § 100 may optionally include a display subsystem
1108, input subsystem 1116, conununication subsystem 1112, and/or other components not shown
in FIG, 11,

Logic processor 1102 includes one or more physical devices configured to execute instructions.
For example, the logic processor may be conligured to execute instructions that are part of one or
more applications, programs, routines, libraries, objects, components, data structures, or other
togical constructs. Such instructions may be implemented to perform a task, implement a data
iype, transform the staie of one or more componenis, achieve a technical effect, or otherwise arrive
at a desired result.

The logic processor may include one or more physical processors (hardware) configured to
execule soflware instructions, Additionally or allernatively, lhe logic processor may include one
ot more hardware logic circuits or firmware devices configured to execute hardware-implemented
logic or firmware instructions. Processors of the logic processor 1102 may be singie~core or mulfti-

core, and the instructions executed thereon may be configured for sequentisl, parallel, andfor
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distributed processing. Individual components of the logic processor optionally may be distributed
among two or nore separate devices, which may be remotely located and/or configured for
coordinated processing. Aspects of the logic processor may be virtualized and executed by
remotely  accessible, networked computing  devices configured in a  cloud-computing
conliguration. In such a case, these virtualized aspects are run on different physical logic
processors of various different machines, it will be understood.

Non-volatile storage device 1106 includes one or more physical deviees configured 1o hold
instructions executable by the logic processors to implement the methods and processes described
kerein. When such methods and processes are implemented, the state of non-volatile storage
device 1106 may be wransformed-e.g., to hold dilferent data.

Non-volatile storage device 1106 may include physical deviees that are removable and/or built in.
Non-volatile storage device 1106 may include optical memory (e.z., CD, DVD, HD-DVD, Blu-
Ray Disc, etc.}, senviconductor memory {(¢.g., ROM, EPROM, EEPROM, FLASH memory, ¢tc.),
and‘or magnetic memeory {e.g., hard-disk drive, loppy-disk drive, tape drive, MRAM, elc.), or
other mass storage device technology. Non-volatile storage device 1106 may include nonvolatile,
dyvnamic, static, read/write, read-only, sequential-access, location-addressable, file-addressable,
and/or content-addressable devices. It will be appreciated that non-volatile storage device 1106 s
configured to hold instructions even when power is cut to the non-volatile storage device 1106,
Volatile memory 1104 may include physical devices that include random access memory. Volatile
memory 1104 is typically utilized by fogic processor 1102 to temporarily store information during
processing of soflware instructions. It will be appreciated that volatile memory 1104 typically
does not continue to siore instructions when power is cui to the volatile memory 1104,

Aspects of logic processor 1102, volatile memory 1104, and non-volatile storage device 1106 may
be integrated together into one or more hardware-logic components. Such hardware-logic
components may include field-programmable gate arrays (FPGAS), program- and application-
specific integrated cireuits {PASIC Y ASICs), prograns and application-specific standard products
{PSSP  ASSPs), system-on-a~chip (SOC), and complex programmable logic devices (CPLDs),
for example.

The terms “module,” “program,” and “engine” may be used (o describe an aspect of compuiing
systenz 1100 typically implemenied in software by a processor to perform a particular function
using portions of volatile memory, which function involves transformative processing that
specially configures lthe processor to perform the function. Thus, & module, program, or engine
may be instantiated via logic processor 1102 executing instructions held by non-volatile storage
device 1106, using portions of volatile memory 1104, It will be understood that different moduales,

programs, and/or engines may be instantiated from the same application, service, code block,
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object, library, routine, APl function, ete. Likewise, the same module, program, sndror engine
may be instantiated by different applications, services, code blocks, objects, routines, APls,

LEN TS

functions, ete. The ternis “module,” “program,” and “engine” may encompass individual or groups
of exceutable files, data fifes, libraries, drivers, seripts, database records, etc.

When included, display subsystem 1108 may be used to present a visual reprosentation of data
held by non-volatile storage device 1106, The visual representation may take the form of a
graphical user interface (GUI).

When included, inpol subsystem 1110 may comprise or interface wilh one or more user-input
devices such as a keyboard, mouse, touch sereen, camera, and microphone,

When included, communication subsystem 1112 may be configured to conwnunicatively couple
various computing devices described herein with each other, and with other devices.
Communication subsystem 1112 may include wired and/or wircless communication devices
compatible with one or more different communication protocols, As non-himiting examples, the
commuunication subsystem may be configured for communication via a wired or wireless local- or
wide-area network. In some embodiments, the comnmnication subsystem may allow compuiing
syslenz 1108 to send and/or receive messages to and/or [rom other devices via a network such as
the Internet,

The following paragraphs provide additional deseription of aspects of the present disclosure. One
aspect provides a computing system. The computing system niay comprise a processor and
menery storing instructions that cause the processor to execute a domain name service {DNS) log
analyzer configured to identify a source identifier associated with a DNS request and & destination
internet protocol (IP) address associated with a DNS response to the DNS request, using one or
more DNS logs; a fleet management system record analyzer configured 1o identify a first service
associaled with the source identifier and a sccond service associated with the destination 1P
address, using one or more system logs of a fleet management system; and a dependency map
generator configured to generate & service-to-service dependency map between the identified first
service and the identified second service.

In this aspect, additionally or alternatively, the source identifier niay be a source container
identifier, and the DNS log analyzer mayv be conligured to identify the source container identilier
at lcast in part by identitying within a DNS reguest log of the one or more DNS logs a DNS request
fog record Tor a DNS request, the DNS log record including the source container identifier, a
source IP address, and a destination fully qualified domain name, wherein the source container
identifier may be associated with a source container implementing a virtual machine (VM) on a
compuler that has been assigned the source [P address.

Iy this aspect, additionally or alternatively, the DNS {og analvzer may be further configured to
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identify the source container identifier at feast in part by identifying within records from a DNS
response log of the one or more DNS logs, a DNS response log record for a DNS response to the
DNS request, the DNS response log record including the destination IP address included in the
DNS response.

In this aspect, additionally or alternatively, the fleet managenment system record analvzer may be
conligared to identily the [irst service and the second service at least in part by identifying, via an
IP inventory database of the fleet management sysiem, an [P inventory record including the
destination IP address, an IP subscripiion ideniifier, and a resource identifier.

Int this aspeet, additionally or alternatively, the fleet management system record analyzer may be
further conligured to identify the first service and the second service at least in part by identifying,
vig a VM inventory database of the flect management system, a VM inventory record including
the container identifier and a VM subseription identifier.

n this aspect, additionally or aliernatively, the fleet management system record analyzer may be
further conligured to identify the first service and the second service at least in part by identifying,
using one or more service {ree data records, a first sexvice associated with the VM subscription
identifier within a timetrame of the DNS request and DNS response.

It this aspect, additionally or alternatively, the {leet management system record analyzer may be
further conligured to identify the first service and the second service at least in part by identifying,
using the one or more service wee data records, a second service associated with the 1P
subseription 1dentifier duning the timeframe, and identifving, using the one or more serviee tree
data records, a location of service and a service name for the second serviee.

In this aspect, additionally or aliernatively, the service-to-service dependency map may be output
to a downslream compuling program for processing. In this aspect, additionally or aliernstively,
ihe downstream computing program may be sclected from the group consisting of a fault diagnosis
program, recovery program, and a geographic compliance program.

Another aspect provides a computing methoed, The computing niethod may coniprise identifying
a source identificr associaled with a domain name server (DNS) reguest and a destination infernet
protocol (IP) address associated with a DNS response to the DNS regquest, using one or more DNS
logs; identilving a first service associated with the source identifier and a second service
associated with the destination 1P address, using onc or more flect management system logs of a
fleet management system; and generating a service-io-service dependency map between the
identified irst service and the identified secound service,

In this aspect, additionally or alternatively, the source identifier may be a source container
identifier, and identifying the source container identifier may be accomplished at {east in part by

identifying withinn a DNS request log of the one or more DNS logs a DNS request log record for
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a DNS request, the DNS log record including the source container identifier, a source IP address,
and a destination fully qualified domain name, wherein the source container identifier may be
associated with a source container implementing a virtual machine (VM) on a computer that has
been assigned the source IP address.

In this aspect, additionally or alternatively, dentifying the source conlamer ideatifier may be
accomplished at least in part by identifying within a DNS response log of the one or more DNS
fogs a DNS response log record for a DNS response to the DNS request, the DNS response log
record including the destination 1P address included in the DNS response.

I this aspect, additionally or allernatively, identifying the first service and the second service may
be accomplished at least in part by identifving, via an IP inventory database of the fleet
management system, an P inventory record including the destination 1P address, an 1P
subseription identifier, and a resource wdentifier,

T this aspect, additionally or allematively, identilying the first service and the second service may
be accomplished at least in part by identifying, via a VM inventory database of the flest
management system, a VM inverdory record including the source container identiflier and a VM
subseription identifier.

fis this aspect, additionally or alternatively, identifying the first service and the sccond service may
be accomplished at least in part by identifying, using a service tree data record, a first service
associated with the VM subscription identifier within a timeframe of the DNS reguest and DNS
FESPONSE.

In this aspect, additionally or allematively, the {ilc integrity monitoring system record analyzer
may be further configured to identify the first service and the second service at least in part by
dentifying, using a service tree data record, a second service associated with the [P subscription
identifier during the timeframe, and dentifying, using ihe one or more service tree data records, a
location of service and a service name for the second serviee.

I this aspeet, additionmally or alternatively, the method may further comprise outputiing the
service-to~service dependency map to a downstream computing program for processing. In this
aspeet, additionally or altermatively, the downstream computing program may be selected from
ihe group consisting of a fault diagnosis prograny, recovery program, and a geographic compliance
program,

Another aspect provides a computing sysiem, The computing sysiem may comprise a processor
and memory storing instractions that cause the processor lo execute a domain name service {PDNS)
tog analyzer, a fleet management record analyzer, a dependency map generator, and a downstrean
program, The domain name service (DNS) log analyzer confligured to identify within a DNS

request fog a DNS request log record for a DNS reguest, the DNS log record including a sowce
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container identifier, & source internet protocol (IP) address, and a destination fully qualified
domain name, wherein the source container identifier may be associated with a source virtual
machine (VM) on a computer that has been assigned the source 1P address; and identify within
records from a DNS response log a DNS response log record for a DNS response to the DNS
request, the IDNS response log record mcluding the source container idenlifier, and a deslination
[P address included in the DNS response. The [leet management record analyzer may be
configured to identify, via an IP inventory database of a {leet management system, an IP inventory
record including the desiination [P address and an IP subscription ideniifier; dentily, via an VM
inventory database of the flect management system, an VM inventory record including the source
container identifier and a VM subscription identifier; identify, using a service tree data record, &
first service associated with the VM subscription identifier within a timeframe of the DNS request
and DNS response; and identify, using a service tree data record, a second service associated with
the IP subscription identiller during the timeframe. The dependency map gencrator may be
conligured to generate a service-to-service dependency map between the sdentilied fivst service
and the idenlified second scrvice. The downsiream program may be configured to receive the
service-to-service dependency map as input, perform a processing operation based on the service-
to~service dependency map, and output a processing result of the processing operation.

In this aspect, additionally or altematively, the downstream program may be selected from the
group consisting of a recovery program configured to compute a recovery schedule for restarting
services based on the service-to-service dependency map as the processing result, a fault diagnosis
program configured to generate a faull diagnosis based on the service-to-service dependency map
as the processing resuit, and a geographic compliance program: configared to determine a
geographic scope of a location of servers executing the first service and the second service as the
processing result,

It wilf be understood that the configurations and/or approaches described herein are exemplary in
nature, and that these specific embodiments or examples are not to be considered in a limiting
sense, because numereus variations are possible. The specific routines or methods deseribed
herein may represent one or more of any number of processing strategies. As such, various acts
tHustrated andf/or described may be performed in the sequence illostraied and/or described, in other
sequences, in parallel, or omitted. Likewise, the order of the above-described processes may be
changed.

The subject matter of the present disclosure includes all novel and non-obvious combinations and
sub-combinations of the various processes, systems and configurations, and other features,

functions, acts, and/or properties disclosed herein, as well as any and all equivalents thereof.
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CLAIMS
i, A computing systenl, comprising:
a processor and memory  storing instructions that cause the processor to execute:

a domain name serviee {DNS) log analyzer configured to identify a source identifier
associated wilth a DNS request and a destination inlernet prolocol {IP) address associated with a
DNS response to the DNS request , using one or more DNS logs ;

a (Ject management system record analyzer configured to identify a first service associaled
with the source identifier and a second service associated with the desiination [P address , using
one or more systent logs of a flect management syslem ; and

a dependency map generator contigured to generale & service-to~service dependency map
between the identified first service and the identilied second service.

2. The compuling system of claim 1, wherein

the sonrce identifier is a source contatner identifier; and

the DNS log analvzer 18 conligared 1o identify the source container identifier al least in
part by:

wdentilying within a DNS request log of the one or more DNS logs a DNS request
log record for a DNS request, the DNS log record including the source container identifier, a
source 1P address, and a destination fully qualified domain name, wherein the source container
identifier is associated with a source container implementing a virtual machine (VM) on a
computer that has been assigned the source IP address.
3 The computing system of clainy 2, wherein the DNS log analyzer is turther configured to
wdentify the source container identifier at feast in part by:

wdentifying within records [rom a DNS response og of the one or more DNS logs, a DNS
response log record for a DNS response io the DNS request, the DNS response log record
including the destination 1P address included in the DNS response.

4. The computing system of claim 3, wherein the fleet management system record analyzer
1s configured to wdentify the first service and the second service at least in part by:

identifying, via an IP inventory database of the fleet management system, an 1P inventory
record including the destination IP address, an IP subscripiion ideniifier, and a resource ideniifier,
3. The computing system of claim 4, wherein the fleet management system record analyzer
ts further configured to identity the [lrst service and the second service at least in part by:

wdentifying, via a VM invenlory database of the (eet management system, a VM inventory
record including the container identifier and a VM subscription identifier.

6. The computing system of claim 5, wherein the fleet management system record analyzer

is [urther configured to identify the first service and the second service at least in part by:
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identifying, using one or more service tree data records, a first service associated with the
VM subscription identifier within a timeframe of the DNS request and DNS response.
7. The computing system of claim 6, wherein the fleet management system record analyzer
is further configured to identify the first service and the second serviee at least in part by

wdentifying, using the one or more scrvice ree data records, a second service associated
with the IP subscription identifier during the timelrame; and

identifying, using the one or more service tree data records, a location of serviee and a
service name [or the second service.
8. The computing system of any one ol claims 1 to 7, wherein

the service-to-service dependency map is output 1o a downstream computing program for
processing.
9. The computing system of claim 8, wherein the downstream computing program is selected
from the group consisting of a fault diagnosis program, recovery program, and a geographic
compliance program.
10. A computing method, comprising:

identifying a source identifter associated with a DNS request and a destinalion internet
protoco! (IP) address assoctated with a DNS response  to the DNS request , using one or more
DNS logs ;

identifying a first service associated with the source identifier and a second service
associated with the destination 1P address , using one or more system logs ot a fleet management
syslent ; and

generating a service-io-service dependency map between the identified first service and
the identified second service .
11, The compuoting method of claim 10, wherein

the source identifier is a source container identifier; and

wdentifying the source container identifier is accomphished at least in part by:

wdentifying within a DNS request log of the one or more DNS logs a DNS request

log record for a DNS request, the DNS log record including the source container identifier, a
source IP address, and a destination fully qualified domain name, wherein the scurce container
wdentifier is associated with a source container implomenting a virtual machine (VM) on a
computer that las been assigned ihe source IP address.
12, The computing method of clamy 11, wherein identifving the source container identifier is
accomplished at feast in part by:

identifying within a DNS response log of the one or more DNS {ogs a DNS response log

record for a DNS response to the DNS request, the DNS response log record including the
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destination IP address included in the DNS regponse.
13, The computing method of claim 12, wherein identifying the first service and the second
service 1s accomplished at feast in part by:

identifying, via an [P inventory database of the fleet management system, an 1P inventory
record including the destination IP address, an IP subscription identifier, and a resource identifier.
4. The computing method of claim 13, wherein identifying the first service and the second
service is accomplished at least in part by:

ideniifving, viaa VM invenlory database of the lTeel management system, a VM inventory
record including the source container identifier and a VM subscription identifier.
15, The computing methed of claim 14, wherein identifving the first service and the second
service 1s accomplished at teast i part by:

identifying, using a service tree data record, a first service associated with the VM
subscription identifier within a timetranie of the DNS request and DNS response,
16, The computing method of claim 135, wherein the [le integrity moniloring system record
analvzer 1s further configured io identify the first service and the sccond service at feast in part by:

identifying, using a service treg data record, a second service associated with the [P
subscription 1dentifier during the timelrame; and

wdenlifying, using the one or more service tree data records, a location of service and a
service name lor the secord service,
17, The compuling method of any one of clums 10 o 16, further comprising:

outpulting the service-to-service dependency map to a downstream computing program
for processing.
18, The computing method of claim 17, wherein the downstrean: computing program is
sclected from the group consisting of a fault diagnosis program, recovery program, and a
geographic compliance program.
19, A computing system , comprising:
aprocessor and memory storing instructions that cause the processor to exccute:

a domain name service (DNS) log analyzer configured to:

wdentily within a DNS request log a DNS request log record lor a DNS request ,
the IINS log record including & source container identificr , a source internet protocol (IP) address
, and a destination lolly qualified domain name , wherein the source conlamner identifier is
associated wilh a source virtual machine (VM3 on a computer that has been assigned the source
IP address ; and
identify within records from a DNS response log a DNS response log record for a

DNS response te the DNS request | the DNS response log record including the source container
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identilier , and a destination [P address included in the DNS response ;
a fleet management record analyzer configored to:
tdentify, via an 1P inventory database of a Reet management system , an 1P
inventory record including the destination 1P address and an IP subscription identifier
wdentity, via an VM invenlory database of the flest management system , an VM
inventory record including the source container identifier and a VM subscription identifier ;
identily, using a service tree data record , a first service associated with the VM
subscription wdentifier within a timeframe of the DNS requesi and DNS response ; and
identity, using a service tree data record, a second service associated with the 1P
subseription identifier during the timeframe;
a dependency map generator configured to:
generale a service-to-service dependency map between the identified first service
and ihe ideniified second service ; and
a downstream program configured to:
receive the service-to-service dependency map as input;
perform a processing operation based on the service-to-service dependency map ;
and
output a processing result of the processing operation,
20, The computing system of claim 19, wherein the downstreanm program is selected from the
group consisting of a recovery program configured to compute a recovery schedule for restariing
services based on the service-to-service dependency map as the processing result, a fault diagnosis
program contigured to generate a lault diagnosis based on ihe service-io-service dependency map
as the processing result, and a geographic compliance program configured to delermine a
geographic scope of a location of servers executing the first service and the second service as the

processing result,
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