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METHOD AND SYSTEM FOR AUTOMATED
DYNAMIC NETWORK SLICE
DEPLOYMENT USING ARTIFICIAL
INTELLIGENCE

BACKGROUND

Field

[0001] Example embodiments relate generally to a method
and a system for an automated dynamic network slice
deployment using artificial intelligence in a communication
network, where the network may be a packet-switched or
circuit-switched network, including a 5% generation wireless
communication network (5G network).

Related Art

[0002] Currently, physical and virtual network instantia-
tion and deployment is a manual process heavily involving
human operators. The process is static, not associated with
any live event, and usually involves network deployment for
a very long term service use (with service lifespan of weeks
and months rather than tens of minutes or hours). The
resource configuration selection for the network deployment
is not in real-time, but instead usually involves hours or days
of off-line planning. Due to the long lead-time in configuring
and providing services, there is no resource dimensioning
for real-time network needs. Instead, static “one shoe fits
all” resource allocation is performed, that is engineered for
network traffic peaks and valleys.

SUMMARY

[0003] At least one example embodiment is directed
toward a method of automated dynamic network slice
deployment using artificial intelligence in a communication
network.

[0004] Inone embodiment, the method includes receiving,
by at least one first processor of a central node, first video
data and network performance information from at least one
first agent node associated with at least one first camera;
determining, by the at least one first processor, event detec-
tion information based on the first video data and the
network performance information; determining, by the at
least one first processor, a slice configuration for at least one
network slice based upon the first video data, network
performance information and the event detection informa-
tion; and controlling, by the at least one first processor, an
operation of the communication network by instantiating the
at least one network slice based on the slice configuration
information.

[0005] In one embodiment, the determining of the event
detection information includes, determining video anomaly
information by performing video anomaly detection on the
first video data, and determining network anomaly informa-
tion by performing network anomaly detection on the net-
work performance information, and the determining of the
event detection information further being based on the video
anomaly information and the network anomaly information.

[0006] In one embodiment, the method further includes
determining event dimension information based on the event
detection information, the event dimension information indi-
cating a scope of an event anomaly associated with the event
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detection information, the determining of the slice configu-
ration further being based on the event dimension informa-
tion.

[0007] In one embodiment, the method further includes
accessing a database that includes metadata information for
the at least one first camera, the determining of the slice
configuration further being based on the metadata informa-
tion.

[0008] In one embodiment, the metadata information
includes, a geographic location of the at least one first
camera, an angle of view of the at least one first camera, and
environmental information related to objects in a field of
view of the at least one first camera.

[0009] In one embodiment, the instantiating of the at least
one network slice includes instantiating public service emer-
gency slices.

[0010] Inone embodiment, the determining of the network
anomaly information further includes, performing based on
at least one of unusual mobility patterns caused by a number
and a direction of handovers of user equipments between
serving cells in one or more geographic areas.

[0011] Inone embodiment, the determining of the network
anomaly information further includes at least one of, per-
forming analysis based on at least one unusual pattern
including number of voice calls and mobility of user equip-
ment performing voice calls in one or more geographic
areas, and performing analysis based on at least one unusual
pattern in application behavior including a number of video
uploads and posts to social networks using the user equip-
ments in one or more geographic areas.

[0012] Inone embodiment, the method is performed auto-
matically in real-time without the use of human intervention.
[0013] At least another example embodiment is directed
toward a method of automated dynamic network slice
deployment using artificial intelligence.

[0014] Inone embodiment, the method includes obtaining,
by at least one first processor of a network node, first video
data and network performance information from at least one
first agent node associated with at least one first camera;
determining, by the at least one first processor, event detec-
tion information based on the first video data and the
network performance information; determining, by the at
least one first processor, a slice configuration for at least one
network slice based upon the first video data, network
performance information and the event detection informa-
tion; and controlling, by the at least one first processor, an
operation of the communication network by instantiating the
at least one network slice based on the slice configuration
information.

[0015] In one embodiment, the determining of the event
detection information includes, determining video anomaly
information by performing video anomaly detection on the
first video data, and determining network anomaly informa-
tion by performing network anomaly detection on the net-
work performance information, and the determining of the
event detection information further being based on the video
anomaly information and the network anomaly information.
[0016] In one embodiment, the method further includes
determining event dimension information based on the event
detection information, the event dimension information indi-
cating a scope of an event anomaly associated with the event
detection information, the determining of the slice configu-
ration further being based on the event dimension informa-
tion.



US 2020/0396645 Al

[0017] In one embodiment, the method further includes
accessing a database that includes metadata information for
the at least one first camera, the determining of the slice
configuration further being based on the metadata informa-
tion.

[0018] In one embodiment, the metadata information
includes, a geographic location of the at least one first
camera, an angle of view of the at least one first camera, and
environmental information related to objects in a field of
view of the at least one first camera.

[0019] In one embodiment, the instantiating of the at least
one network slice includes instantiating public service emer-
gency slices.

[0020] Inone embodiment, the determining of the network
anomaly information further includes, performing based on
at least one of unusual mobility patterns caused by a number
and a direction of handovers of user equipments between
serving cells in one or more geographic areas.

[0021] Inone embodiment, the determining of the network
anomaly information further includes at least one of, per-
forming analysis based on at least one unusual pattern
including number of voice calls and mobility of user equip-
ment performing voice calls in one or more geographic
areas, and performing analysis based on at least one unusual
pattern in application behavior including a number of video
uploads and posts to social networks using the user equip-
ments in one or more geographic areas.

[0022] In one embodiment, the method is performed auto-
matically in real-time without the use of human intervention.
[0023] At least another example embodiment is directed
toward a network node.

[0024] In one embodiment, the network node includes a
memory storing computer-readable instructions; and at least
one first processor configured to execute the computer-
readable instructions such that the at least one first processor
is configured to, receive first video data and network per-
formance information from at least one first agent node
associated with at least one first camera, determine event
detection information based on the first video data and the
network performance information, determine a slice con-
figuration for at least one network slice based upon the first
video data, network performance information and the event
detection information, and control an operation of the com-
munication network by instantiating the at least one network
slice based on the slice configuration information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] FIG. 1 illustrates a system for an automated
dynamic network slice deployment using artificial intelli-
gence, in accordance with an example embodiment;

[0026] FIG. 2 illustrates a node for the system, in accor-
dance with an example embodiment; and

[0027] FIG. 3 illustrates a method for the automated
dynamic network slice deployment, in accordance with an
example embodiment.

DETAILED DESCRIPTION

[0028] While example embodiments are capable of vari-
ous modifications and alternative forms, embodiments
thereof are shown by way of example in the drawings and
will herein be described in detail. It should be understood,
however, that there is no intent to limit example embodi-
ments to the particular forms disclosed, but on the contrary,
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example embodiments are to cover all modifications,
equivalents, and alternatives falling within the scope of the
claims. Like numbers refer to like elements throughout the
description of the figures.

[0029] Before discussing example embodiments in more
detail, it is noted that some example embodiments are
described as processes or methods depicted as flowcharts.
Although the flowcharts describe the operations as sequen-
tial processes, many of the operations may be performed in
parallel, concurrently or simultaneously. In addition, the
order of operations may be re-arranged. The processes may
be terminated when their operations are completed, but may
also have additional steps not included in the figure. The
processes may correspond to methods, functions, proce-
dures, subroutines, subprograms, etc.

[0030] Methods discussed below, some of which are illus-
trated by the flow charts, may be implemented by hardware,
software, firmware, middleware, microcode, hardware
description languages, or any combination thereof. When
implemented in software, firmware, middleware or micro-
code, the program code or code segments to perform the
necessary tasks may be stored in a machine or computer
readable medium such as a storage medium, such as a
non-transitory storage medium. A processor(s) may perform
the necessary tasks.

[0031] Specific structural and functional details disclosed
herein are merely representative for purposes of describing
example embodiments. This invention may, however, be
embodied in many alternate forms and should not be con-
strued as limited to only the embodiments set forth herein.
[0032] It will be understood that, although the terms first,
second, etc. may be used herein to describe various ele-
ments, these elements should not be limited by these terms.
These terms are only used to distinguish one element from
another. For example, a first element could be termed a
second element, and, similarly, a second element could be
termed a first element, without departing from the scope of
example embodiments. As used herein, the term “and/or”
includes any and all combinations of one or more of the
associated listed items.

[0033] It will be understood that when an element is
referred to as being “connected” or “coupled” to another
element, it can be directly connected or coupled to the other
element or intervening elements may be present. In contrast,
when an element is referred to as being “directly connected”
or “directly coupled” to another element, there are no
intervening elements present. Other words used to describe
the relationship between elements should be interpreted in a
like fashion (e.g., “between” versus “directly between,”
“adjacent” versus “directly adjacent,” etc.).

[0034] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting of example embodiments. As used herein, the
singular forms “a,” “an” and “the” are intended to include
the plural forms as well, unless the context clearly indicates
otherwise. It will be further understood that the terms
“comprises,” “comprising,” “includes” and/or “including,”
when used herein, specify the presence of stated features,
integers, steps, operations, elements and/or components, but
do not preclude the presence or addition of one or more other
features, integers, steps, operations, elements, components
and/or groups thereof.

[0035] It should also be noted that in some alternative
implementations, the functions/acts noted may occur out of
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the order noted in the figures. For example, two figures
shown in succession may in fact be executed concurrently or
may sometimes be executed in the reverse order, depending
upon the functionality/acts involved.

[0036] Unless otherwise defined, all terms (including tech-
nical and scientific terms) used herein have the same mean-
ing as commonly understood by one of ordinary skill in the
art to which example embodiments belong. It will be further
understood that terms, e.g., those defined in commonly used
dictionaries, should be interpreted as having a meaning that
is consistent with their meaning in the context of the relevant
art and will not be interpreted in an idealized or overly
formal sense unless expressly so defined herein.

[0037] Portions of the example embodiments and corre-
sponding detailed description are presented in terms of
software, or algorithms and symbolic representations of
operation on data bits within a computer memory. These
descriptions and representations are the ones by which those
of ordinary skill in the art effectively convey the substance
of their work to others of ordinary skill in the art. An
algorithm, as the term is used here, and as it is used
generally, is conceived to be a self-consistent sequence of
steps leading to a desired result. The steps are those requir-
ing physical manipulations of physical quantities. Usually,
though not necessarily, these quantities take the form of
optical, electrical, or magnetic signals capable of being
stored, transferred, combined, compared, and otherwise
manipulated. It has proven convenient at times, principally
for reasons of common usage, to refer to these signals as
bits, values, elements, symbols, characters, terms, numbers,
or the like.

[0038] In the following description, illustrative embodi-
ments will be described with reference to acts and symbolic
representations of operations (e.g., in the form of flowcharts)
that may be implemented as program modules or functional
processes include routines, programs, objects, components,
data structures, etc., that perform particular tasks or imple-
ment particular abstract data types and may be implemented
using existing hardware at existing network elements. Such
existing hardware may include one or more Central Pro-
cessing Units (CPUs), digital signal processors (DSPs),
application-specific-integrated-circuits, field programmable
gate arrays (FPGAs) computers or the like.

[0039] It should be borne in mind, however, that all of
these and similar terms are to be associated with the appro-
priate physical quantities and are merely convenient labels
applied to these quantities. Unless specifically stated other-
wise, or as is apparent from the discussion, terms such as
“processing” or “computing” or “calculating” or “determin-
ing” of “displaying” or the like, refer to the action and
processes of a computer system, or similar electronic com-
puting device, that manipulates and transforms data repre-
sented as physical, electronic quantities within the computer
system’s registers and memories into other data similarly
represented as physical quantities within the computer sys-
tem memories or registers or other such information storage,
transmission or display devices.

[0040] Note also that the software implemented aspects of
the example embodiments are typically encoded on some
form of program storage medium or implemented over some
type of transmission medium. The program storage medium
may be any non-transitory storage medium such as mag-
netic, optical, or flash memory, etc. Similarly, the transmis-
sion medium may be twisted wire pairs, coaxial cable,

Dec. 17,2020

optical fiber, or some other suitable transmission medium
known to the art. The example embodiments not limited by
these aspects of any given implementation.

[0041] Dynamic Slices/Dynamic Network Services:
[0042] The example embodiments are directed toward an
area of automated networking and service management
within communications networks, where the communication
network may be a 5% generation (5G) mobile network. It is
expected that services within vertical markets, such as
healthcare, manufacturing, automotive industries, machine-
to-machine communications, gaming, entertainment, etc.,
shall be enabled by dedicated, secure, customized end-to-
end network slices.

[0043] A network slice is a complete end-to-end virtual
network with associated service level guarantees such as
session reliability, available network throughput, end-to-end
latency, simultaneous number of sessions, etc. Large num-
bers of network slices are also expected within individual
vertical markets, providing traffic separation and service
level guarantees for individual tenants. For example, major
automakers are expected to have one or more slices dedi-
cated to their individual service needs within automotive
vertical market. A comprehensive definition of a ‘network
slice’ is included in “Dynamic end-to-end network slicing
for 5G—addressing 5G requirements for diverse services,
use cases, and business models,” Nokia White Paper, pub-
lished December 2016, which is incorporated herein by
reference in its entirety.

[0044] Dynamic slices with heavy resource utilization can
present significant challenge in terms of configuration and
deployment.

[0045] One example of a “dynamic slice” is associated
with public Safety Emergency service where dynamic Radio
Access Network resources need to be allocated to aid
recovery procedures following unexpected public safety
events. The associated service may require significant band-
width to provide high resolution uplink video from drones,
stationary surveillance cameras and cameras mounted on
vehicles, bi-directional video, audio and messaging between
first responders, emergency vehicles, and command and
control centers.

[0046] Another example where dynamic network services
would be useful involves any of a variety of sporting, social
and entertainment events where large number of people may
gather in a relatively small areas (parks, stadiums, concert
halls). Managing and orchestrating dynamic network slices
requires solving real-time optimization problems to satisfy
several requirements. Due to limited amounts of shared
wireless spectrum, deployment of such resources consume
network slices which will have a negative impact on other
services, and therefore cannot be permanent. Rather,
deployed/activated resources should be dynamic, and on-
demand, where the resources can then be un-deployed/de-
activated once the resource is no longer needed. In addition,
the dynamic network service should use correctly dimen-
sioned amounts of allocated wireless resources (cells par-
ticipating in the slice, amount of resources in each cell, use
of dynamic antenna arrays with MIMO, etc.). Too many
resources allocated to such a dynamic slice may lead to
unnecessary degradation of other network services in the
area, while too few resources may jeopardize network
service for emergency responders, as an example. Finally,
deployment of dynamic slices for Public Safety emergency
services has to be fast (within tens of seconds to a couple of
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minutes). As a result, manual (such as by a human operator)
activation/deployment of “dynamic network slices” is
impractical, and likely impossible.

[0047] General Methodology:

[0048] The proposed system and method allow for the
following:

[0049] 1. Fully automatic and autonomous network slice

deployment without human intervention when event requir-
ing extra network resources occurs (as opposed to current
network activation that involves heavily human operations)
[0050] II. Fast (tens of seconds to minutes) deployment of
dynamic network slice (as opposed to current deployments
involving hours of planning, configuration, and sequential
activation of network elements).

[0051] III. Exact dimensioning of network resources
needed to handle the event resources, so that sufficient
network resources are allocated for the event, and unneces-
sary resources are not used, so that disruption to other
services in the area is minimal (as opposed to a conventional
‘one shoe fits all” allocation of network resources leading to
waste of resources when network is idle and significant
service degradation during network congestion periods).

Specific Example Embodiments

[0052] FIG. 1 illustrates a system 100 for an automated
dynamic network slice deployment using artificial intelli-
gence, in accordance with an example embodiment. The
system 100 dynamically instantiates/deploys network slice
resources based upon an Artificial Intelligence (Al) Engine,
or central node, without any human involvement. The sys-
tem provides the following.

[0053] 1. Automatic network slice deployment without
human intervention when event requiring extra network
resources OCcurs.

[0054] 2. Fast (tens of seconds to minutes) deployment of
dynamic network slice.

[0055] 3. Exact dimensioning of network resources
needed to handle the event needs, so that sufficient network
resources are allocated for the event, and unnecessary
resources are not used therefore disruption to other services
in the area is minimal.

[0056] As an example, the example embodiments can be
used for automatic public safety emergency network slice
deployment in an area affected by a public safety event. This
would allow priority network resources to quickly be given
to first responders in the area. Exact dimensioning of radio
access network resources involved in the slice (e.g., which
cells/sectors, how many per cell resources, antenna arrays
dedicated, network cloud resources) will be performed. For
example, a simple two-car accident would require far less
network resources allocated for emergency than large fire
involving an apartment building or city block.

[0057] Autonomic and automatic Al engine functions con-
sist of:
[0058] 1. Dynamically in real time detecting public event

that requires deployment of a new dynamic slice, using a
combination of video anomaly analysis (live video streams
from static video surveillance cameras as well as optional
dashboard cameras of the vehicles) and Network anomaly
analysis (using cell, flow, slice, and device data exposed for
analysis by analytics agents).

[0059] II. Dimensioning the scope of the event using
Video Anomaly and Network Anomaly Analysis.
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[0060] III. Identifying network resources needed for the
new slice, based upon the identified in (a) type of the event
and identified in (b) scope of the event.

[0061] IV. Sending to a slice manager a trigger to create a
new slice together with the identified RAN and Core
resources to be utilized.

[0062] The brief list of functions is described below in
more detail.

[0063] 1. Dynamically in Real Time Detecting Public
Event:

[0064] The event detection consists of a combination of

Video Anomaly detection (e.g. from static video cameras
20a/205 covering the area) and Network Anomaly detection
(cell data for each cell in the area, per flow data, per existing
slice data. Video anomaly detection in individual camera
20a/205 feeds may be based upon Deep Neural Network
analysis of video feeds from individual cameras. Input data
may be in the form of Scene Activity Vectors (Dwell,
Density, Direction, Velocity) computed for individual pixels
and averaged over one or more selected cropped areas of the
video frame. Network Anomaly detection may be based
upon Deep Neural Network analysis identifying unusual
mobility patterns in the area (identified for example via
handovers between serving cells), number of voice calls in
the area, and application patters (e.g. number of video
uploads and posts to social networks originating in the area).
[0065] II. Dimensioning the Scope of the Event Using
Video Anomaly and Network Anomaly Analysis:

[0066] Combining views from multiple cameras 20a/205,
a knowledge of exact camera locations and time-of-day,
metadata regarding the streets/buildings in the camera view,
with the data from multiple network cells in the area—
allows to pinpoint the event location geographically, as well
as to dimension the scope of the event. Such dimensioning
for a public safety event, for example, involves determining
whether the event is a small two-car accident, or a fire in a
large apartment building, or an event involving a city block,
etc.

[0067] III. Identifying Network Resources Needed for the
New Slice, Based Upon the Identified in (a) Type of the
Event and Identified in (b) Scope of the Event:

[0068] Based upon the event location and scope, Al engine
10 performs assessment of exact network resources in the
area that would be needed to handle the event. This assess-
ment may include: which 4G LTE or 5G cells/sectors and
which wifi access points would be included in the new
dynamic slice (determined based upon capacity, geographic
locations of the respective cells, known coverage maps of
the area), specific amount of cell resources (spectrum) to be
allocated for the slice, core network cloud resources to
support the slice, etc.

[0069] IV. Sending to Slice Manager 50 the Trigger to
Create a New Slice Together with the Identified RAN and
Core Resources to be Utilized:

[0070] AI 10 then sends to Slice Manager 50 Proposed
SliceTemplate with the resources computed in (II1) to trigger
slice creation.

[0071] FIG. 2 illustrates a node 200 for the system, in
accordance with an example embodiment. The node 200
may be the artificial intelligence (AI) engine 10 of the
system 100 of FIG. 1. In an alternative embodiment, the
node 200 may be the Al engine 10 and network data analysis
agents 40 of FIG. 1. In another alternative embodiment, the
node 200 may be the A engine 10, the network data analysis
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agents and the video analysis agents 40 of FIG. 1. The node
200 may or may not also include the slice manager 50.
Furthermore, the system of FIG. 1 may include separate
nodes for each of the Al engine 10, the video analysis agents
30, the network data analysis agents 40 and the slice
manager 50, where each of these nodes has a same structure
as node 200 of FIG. 2.

[0072] The node 200 includes network interfaces 212 (that
may be wireless, or alternatively wireline) to communicate
with other nodes of the system 100, signaling interfaces 216
(that may be considered a “backhaul”) and a memory
storage 214. The node 210 also includes a processor 210 that
may control the operations of the node 200. Some of these
operations of the node 200 include: saving and retrieving
information/data to and from the memory 214, transmitting
signaling and information to other nodes in the system 100
using the interfaces 212/216, and performing processing
based at least in part on computer-readable instructions that
are saved in the automated network slice deployment mod-
ule (ANSDM) 210a¢ within the processor 210. The com-
puter-readable instructions in the ANSDM 210a may pro-
vide instructions that cause the processor 210 to perform
method steps for node 200 that are commensurate with the
steps that are described by the method of the example
embodiments in this document. It should be understood that
the processor 210 also may include a physical (PHY) layer
(with different configuration modes), a media access control
(MAC) layer (with different configuration modes), a packet
data convergence protocol (PDCP) layer (with different
configuration modes), a user plane layer (with different
configuration modes), a schedule and a radio link control
(RLC) buffer, where these elements of the processor 300 are
not shown in the drawings. Furthermore, it should be
understood that the processor 210 can be more than one
processor (many processor cores).

[0073] The ANSDM 210¢ may include specialized
instructions and/or databases for sub-functions of the
example embodiments, where these specialized instructions
and/or databases may include, for instance, a video anomaly
analysis unit 10a, an event detection unit 105, a network
anomaly analysis unit 10¢ and a dynamic dimensioning unit
10d (as shown in the Al engine 10 of FIG. 1).

[0074] FIG. 3 illustrates a method for the automated
dynamic network slice deployment using the system 100 of
FIG. 1, in accordance with an example embodiment. While
this description is premised on node 200 being the Al engine
10, and the video analysis agents 30, the network data
analysis agents 40 and the slice manager 50 are separate
standalone nodes with a same structure as node 200, it
should be understood that this same description applies
equally to a system 100 hierarchy where all of the system
nodes 10, 30, 40 and 50 may be the node 200, or a system
100 hierarchy where some of the nodes 30, 40 and 50 are
combined along with the Al engine 10 in order to collec-
tively comprise the node 200.

[0075] In step (1), the processor 210 of node (Al engine)
200 receives data from the processors of two types of
analytics agents: Video analysis agents 30 and Network Data
analysis agents 40.

[0076] The processor of the Video Analysis (VA) agents
30 receive and preprocess data from cameras 20a/205 (see
FIG. 1), where the cameras 204/205 may include a street
video surveillance camera, a mobile camera mounted on car
dashboard, a mobile camera mounted on drone, a body
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camera of law enforcement officers, etc., and send the
preprocessed data to the processor 210 to be processed using
instructions in the Al Video Anomaly Detection module 10a
within ANSDM 210a. VA agents 30 may be located in the
communication network that includes node 200, or the VA
agents 30 may be collocated with the respective cameras
20a/205. Each VA agent 30 receives raw video data from the
camera, decodes it and computes Scene Activity Vectors
(Dwell, Density, Direction, Velocity) for individual pixels
and averaged over one or more cropped areas of the video
frame. In Step (1) periodically (as a result of ongoing
learning process), the processor 210 may send instructions
to the agents 30 by configuring the crop areas of the video
frames and optionally controlling zoom and angle of view of
the cameras. In step (2) the processor of the VA agents 30
periodically (e.g. every 1 second) send the respective com-
puted data to the processor 210 of node 200 together with an
agent identifier. The processor 210 may save this informa-
tion to a database in the video anomaly detection module
10a. The processor 210 may therefore compile an agent 1D
in the database mapping to the camera metadata, including
geographic location of the camera, angle of view, metadata
information about the objects that camera is facing (e.g.
apartment building vs shopping mall vs road intersection,
etc.), number of people within the building as a discrete
function of time, etc.).

[0077] Network Data Analysis (NDA) agents 40 are
coupled with the Radio Access and Core network functions.
NDA agents 40 extract the Key Performance Indicator data
on a:

[0078] per cell basis e.g. cell id coupled with geo-
graphic location, overall cell traffic volume, overall
number of active sessions, cell congestion level number
of handovers to/from the cell/sector coupled with the
respective flow ids,

[0079] per flow, e.g. flow ids together with wireless flow
characteristics, application type and behavioral charac-
teristics that can be derived from such flow character-
istics (e.g. see U.S. Pat. No. 9,780,997 by one of the
authors), traffic volume

[0080] per slice data for the existing slices, including
respective flows of the slice,

[0081] per mobile device data (e.g. mobility informa-
tion and running application data) the processor of the
NDA agents 40 process this data by applying pro-
grammed filters and send (Step 2) the processed data
digests together with the respective NDA agent 1D to
the processor 210 to be saved in the Network Anomaly
Detection Module 10c. Periodically (as a result of
ongoing learning process) the instructions of the Net-
work Anomaly Detection Module may cause the pro-
cessor 210 to program NDA agent filters (step 1).

[0082] Upon receiving digests from the agents 30, the
instructions of the Video Anomaly Detection module 10a
may cause the processor 210 to process the received data,
and store it the learning database of the module 10a. The
processor 210 applies pattern recognition and clustering
technique to the received averaged Scene Activity Vector
values to detect video anomaly in each VA agent 30 report.
The processor 210 then combines processed data from
multiple VA agents 30 to determine if Video Anomaly is
detected. Upon video anomaly detection the processor 210
sends video anomaly trigger (step 3) to the Event Detection
Module 105 within the ANSDM 210a.
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[0083] Upon receiving digests from the NDA agents 40,
the processor 210 processes the data using instructions from
the Network Anomaly Detection module 10¢ of ANSDM
210a and stores it in the ML database. The processor 210
also performs network anomaly detection, based upon
unusual patterns in traffic volume, mobility (e.g. may be
large number of people running away from the burning
stadium instead of moving towards it), high number of voice
calls, unusual number of video uploads and social network
chatting. Upon network anomaly detection the processor
210 sends network anomaly trigger (step 3) to the Event
Detection Module 105 of ANSDM 210a.

[0084] The processor 210 reacts to the triggers for both
Video and Network Anomaly in the same geographic area
unit. A granularity of a geographic area of a detected event
is determined by the processor 210 using instructions in the
dynamic slice dimensioning unit 104, where the processor
210 determines granularity of slice resource allocation and
is programmable based upon the operator policy. The granu-
larity of the event depends upon a size of a cell coverage area
and a number of video cameras, as an example. Triggers for
both Video and Network Anomaly allows to significantly
reduce a number of False Positive events. When the event
requiring dynamic Network Slice instantiation is detected by
the processor 210 using instructions from the Event Detec-
tion Module 105, the processor 210 sends a trigger with an
area unit identifier and event type identifier to the Slice
Dimensioning Module 104 of ANSDM 210a.

[0085] Upon a determination of the trigger (step 4), the
processor 210 requests data about an affected and surround-
ing area based on instructions from the Slice Dimensioning
Module 10d, and the processor 210 requests (accesses) the
data from the Network Anomaly Detection 10¢ and Video
Anomaly Detection modules 10a (in step 5). Using this data
the processor of the Slice Dimensioning Module (6), the
processor determines the scope of the Public Safety Event
(e.g. small (car accident) vs medium (building fire), vs
bigger event (affecting multiple streets or city block) vs even
bigger (affecting multiple city blocks). The processor then
utilizes the information about affected geographic area units
and the scope of the event to determine the network
resources to be allocated for the Public Safety Emergency
slice needed for recovery operations, including affected
Radio Access Network cells involved, amount of RAN
resources to be allocated in each cell, Quality of service
requirements for each cell involved, amount of Core cloud
network resources. The processor uses instructions from the
Slice Dimensioning Module 50 then creates a slice template
with the computed resources and sends this template to Slice
Manager (step 7) to trigger instantiation/activation of the
Public Safety Emergency slice.

[0086] It should be understood that the nodes of the
example embodiments described herein can be routers,
switches, 4G wireless eNodeBs, SGW, PGW, MME, 5G
wireless nodes (gNodeB, UPE,), gateways, or other struc-
tural elements that are capable of fulfilling the functions and
method steps outline in this document.

[0087] Although depicted and described herein with
respect to embodiments in which, for example, programs
and logic are stored within the data storage and the memory
is communicatively connected to the processor, it should be
appreciated that such information may be stored in any other
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suitable manner (e.g., using any suitable number of memo-
ries, storages or databases); using any suitable arrangement
of memories, storages or databases communicatively con-
nected to any suitable arrangement of devices; storing
information in any suitable combination of memory(s),
storage(s) or internal or external database(s); or using any
suitable number of accessible external memories, storages or
databases. As such, the term data storage referred to herein
is meant to encompass all suitable combinations of memory
(s), storage(s), and database(s).

[0088] The description and drawings merely illustrate the
principles of the example embodiments. It will thus be
appreciated that those skilled in the art will be able to devise
various arrangements that, although not explicitly described
or shown herein, embody the principles of the invention and
are included within its spirit and scope. Furthermore, all
examples recited herein are principally intended expressly to
be only for pedagogical purposes to aid the reader in
understanding the principles of the invention and the con-
cepts contributed by the inventor(s) to furthering the art, and
are to be construed as being without limitation to such
specifically recited examples and conditions. Moreover, all
statements herein reciting principles, aspects, and embodi-
ments of the invention, as well as specific examples thereof,
are intended to encompass equivalents thereof.

[0089] The functions of the various elements shown in the
example embodiments, including any functional blocks
labeled as “processors,” may be provided through the use of
dedicated hardware as well as hardware capable of execut-
ing software in association with appropriate software. When
provided by a processor, the functions may be provided by
a single dedicated processor, by a single shared processor, or
by a plurality of individual processors, some of which may
be shared. Moreover, explicit use of the term “processor” or
“controller” should not be construed to refer exclusively to
hardware capable of executing software, and may implicitly
include, without limitation, digital signal processor (DSP)
hardware, network processor, application specific integrated
circuit (ASIC), field programmable gate array (FPGA), read
only memory (ROM) for storing software, random access
memory (RAM), and non-volatile storage. Other hardware,
conventional or custom, may also be included.

[0090] Example embodiments may be utilized in conjunc-
tion with various telecommunication networks and systems,
such as the following (where this is only an example list):
Universal Mobile Telecommunications System (UMTS);
Global System for Mobile communications (GSM);
Advance Mobile Phone Service (AMPS) system; the Nar-
rowband AMPS system (NAMPS); the Total Access Com-
munications System (TACS); the Personal Digital Cellular
(PDC) system; the United States Digital Cellular (USDC)
system; the code division multiple access (CDMA) system
described in EIA/TIA IS-95; a High Rate Packet Data
(HRPD) system, Worldwide Interoperability for Microwave
Access (WiMAX); Ultra Mobile Broadband (UMB); 3¢
Generation Partnership Project LTE (3GPP LTE); and 5G
networks.

[0091] Example embodiments having thus been described,
it will be obvious that the same may be varied in many ways.
Such variations are not to be regarded as a departure from
the intended spirit and scope of example embodiments, and
all such modifications as would be obvious to one skilled in
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the art are intended to be included within the scope of the
following claims.

1. A method of automated dynamic network slice deploy-
ment using artificial intelligence in a communication net-
work, comprising:

receiving, by at least one first processor of a central node,

first video data and network performance information
from at least one first agent node associated with at
least one first camera;

determining, by the at least one first processor, event

detection information based on the first video data and
the network performance information;

determining, by the at least one first processor, a slice

configuration for at least one network slice based upon
the first video data, network performance information
and the event detection information; and

controlling, by the at least one first processor, an operation

of the communication network by instantiating the at
least one network slice based on the slice configuration
information.
2. The method of claim 1, wherein the determining of the
event detection information includes,
determining video anomaly information by performing
video anomaly detection on the first video data, and

determining network anomaly information by performing
network anomaly detection on the network perfor-
mance information, and

the determining of the event detection information further

being based on the video anomaly information and the
network anomaly information.

3. The method of claim 2, further comprising:

determining event dimension information based on the

event detection information, the event dimension infor-
mation indicating a scope of an event anomaly associ-
ated with the event detection information,

the determining of the slice configuration further being

based on the event dimension information.

4. The method of claim 3, further comprising:

accessing a database that includes metadata information

for the at least one first camera,

the determining of the slice configuration further being

based on the metadata information.

5. The method of claim 4, wherein the metadata infor-
mation includes,

a geographic location of the at least one first camera,

an angle of view of the at least one first camera, and

environmental information related to objects in a field of
view of the at least one first camera.

6. The method of claim 3, wherein the instantiating of the
at least one network slice includes instantiating public
service emergency slices.

7. The method of claim 2, wherein the determining of the
network anomaly information further includes,

performing based on at least one of unusual mobility

patterns caused by a number and a direction of han-
dovers of user equipments between serving cells in one
or more geographic areas.

8. The method of claim 2, wherein the determining of the
network anomaly information further includes at least one
of,

performing analysis based on at least one unusual pattern

including number of voice calls and mobility of user
equipment performing voice calls in one or more
geographic areas, and
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performing analysis based on at least one unusual pattern
in application behavior including a number of video
uploads and posts to social networks using the user
equipments in one or more geographic areas.

9. The method of claim 2, wherein the method is per-
formed automatically in real-time without the use of human
intervention.

10. A method of automated dynamic network slice
deployment using artificial intelligence, comprising:

obtaining, by at least one first processor of a network

node, first video data and network performance infor-
mation from at least one first agent node associated
with at least one first camera;

determining, by the at least one first processor, event

detection information based on the first video data and
the network performance information;

determining, by the at least one first processor, a slice

configuration for at least one network slice based upon
the first video data, network performance information
and the event detection information; and

controlling, by the at least one first processor, an operation

of the communication network by instantiating the at
least one network slice based on the slice configuration
information.
11. The method of claim 10, wherein the determining of
the event detection information includes,
determining video anomaly information by performing
video anomaly detection on the first video data, and

determining network anomaly information by performing
network anomaly detection on the network perfor-
mance information, and

the determining of the event detection information further

being based on the video anomaly information and the
network anomaly information.

12. The method of claim 11, further comprising:

determining event dimension information based on the

event detection information, the event dimension infor-
mation indicating a scope of an event anomaly associ-
ated with the event detection information,

the determining of the slice configuration further being

based on the event dimension information.

13. The method of claim 12, further comprising:

accessing a database that includes metadata information

for the at least one first camera,

the determining of the slice configuration further being

based on the metadata information.

14. The method of claim 13, wherein the metadata infor-
mation includes,

a geographic location of the at least one first camera,

an angle of view of the at least one first camera, and

environmental information related to objects in a field of
view of the at least one first camera.

15. The method of claim 12, wherein the instantiating of
the at least one network slice includes instantiating public
service emergency slices.

16. The method of claim 11, wherein the determining of
the network anomaly information further includes,

performing based on at least one of unusual mobility

patterns caused by a number and a direction of han-
dovers of user equipments between serving cells in one
or more geographic areas.

17. The method of claim 11, wherein the determining of
the network anomaly information further includes at least
one of,
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performing analysis based on at least one unusual pattern
including number of voice calls and mobility of user
equipment performing voice calls in one or more
geographic areas, and

performing analysis based on at least one unusual pattern

in application behavior including a number of video
uploads and posts to social networks using the user
equipments in one or more geographic areas.

18. The method of claim 11, wherein the method is
performed automatically in real-time without the use of
human intervention.

19. A network node, comprising:

a memory storing computer-readable instructions; and

at least one first processor configured to execute the

computer-readable instructions such that the at least

one first processor is configured to,

receive first video data and network performance infor-
mation from at least one first agent node associated
with at least one first camera,

determine event detection information based on the first
video data and the network performance informa-
tion,

determine a slice configuration for at least one network
slice based upon the first video data, network per-
formance information and the event detection infor-
mation, and

control an operation of the communication network by
instantiating the at least one network slice based on
the slice configuration information.

#* #* #* #* #*
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