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METHOD FOR ERROR MANAGEMENT IN
BUS COMMUNICATION AND BUS
COMMUNICATION SYSTEM

TECHNICAL FIELD

[0001] The invention relates to a method for error man-
agement in bus communication according to a bus protocol
between a first bus subscriber and a second bus subscriber.
The bus protocol for this method defines at least one bus
error code for an error and bus messages with a bus data
area. If the error is detected by the first bus subscriber, the
following is executed. A first bus message is generated by
the first bus subscriber and the bus error code is written into
the bus data area of the first bus message. The first bus
message is transmitted from the first bus subscriber to the
second bus subscriber. The error is identified by the second
bus subscriber by evaluating the bus error code. The inven-
tion also relates to a bus communication system with a first
bus subscriber, a second bus subscriber and a bus. The first
bus subscriber and the second bus subscriber are designed
for bus communication between one another via the bus
according to a bus protocol. The bus protocol defines at least
one bus error code for an error and bus messages with a bus
data area, as in the method. The first bus subscriber is
designed to detect the error and is triggered by the detection
of the error to generate a first bus message and to write the
bus error code into the bus data area of the first bus message.
The second bus subscriber is designed to identify the error
by evaluating the bus error code.

BACKGROUND

[0002] Bus communication systems with bus subscribers
are used, for example, in process automation. Process auto-
mation deals with the automation of industrial processes,
such as manufacturing processes. Industrial processes are
influenced by actuators and monitored by sensors. Actuators
are, for example, control elements and valves and sensors
are, for example, flow, level, temperature, pressure, analysis,
gas or steam measuring devices. Flowmeters are, for
example, electromagnetic flowmeters for measuring the flow
of'a medium through a measuring tube. Industrial processes
are controlled by control and/or guidance systems using
actuators and sensors. Only the central controllability of
actuators and sensors by control and/or guidance systems
makes process automation meaningfully possible.

[0003] Communication between the sensors and actuators,
on the one hand, and the control and/or guidance systems, on
the other hand, is required for control. Communication
between sensors and actuators is often necessary. For this
reason, the sensors, actuators and control and/or guidance
systems of an industrial system are usually designed as bus
subscribers that communicate with each other via a bus and
thus form a bus communication system. A bus requires a
transmission medium that is preferably wire-bound, i.e. has
electrical conductors. Communication is the transmission of
data, i.e. information. This data can be user data, such as
measured values and parameter values, or instructions, such
as instructions to perform a measurement to determine a
measured value, to set a parameter value to calibrate a
measuring instrument or to transmit a bus message. Prefer-
ably, the sensors and actuators are also designed as field
devices. Bus subscribers have a bus interface for connection
and communication via the bus.
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[0004] Bus communication between bus subscribers is
carried out according to a bus protocol. The bus protocol
defines bus messages with a bus data area. In the bus data
area, any data is transmitted between bus subscribers. The
data in the bus data area are, for example, user data or
instructions. For example, the first bus subscriber writes data
into the bus data area of a bus message, if the bus message
is then transmitted from the first bus subscriber to the second
bus subscriber, the second bus subscriber reads the data from
the bus data area and processes it. The writing, transmission
and reading of bus messages is defined in the bus protocol.
The processing of the read data is, for example, left to the
design of the bus subscriber.

[0005] Since errors occur during the transmission of bus
messages and also during the processing of bus messages,
error management is necessary, including, in particular, the
identification of errors. For this, the bus protocol defines at
least one bus error code. According to this definition, errors
are assigned bus error codes. If a bus subscriber detects an
error, this bus subscriber writes the error code assigned to
this error into the bus data area of a bus message. The bus
subscriber is designed to detect errors and to write the bus
error code belonging to the detected error into the bus data
area of a bus message. After the transmission of such a bus
message to another bus subscriber, this other bus subscriber
identifies the error by evaluating the bus error code in the
bus data area of the bus message. An error is an unwanted
deviation and occurs, for example, when a bus message is
transmitted via the bus in the bus message or when a bus
message is processed in a bus subscriber.

[0006] However, bus protocols known from the prior art
assign the same bus error code to different errors and/or do
not even assign a bus error code to all errors. If the same bus
error code is assigned to different errors, then the identifi-
cation of the error by means of the bus error code is not clear,
i.e. inaccurate. If no bus error code is assigned to an error,
then this error cannot be identified by means of a bus error
code. Consequently, the error detected by the bus subscriber
cannot be identified clearly or not at all by the other bus
subscriber by evaluating the bus error code, which impairs
error management. Adding further bus error codes to the bus
protocol is often not possible in order not to impair the
compatibility of the bus protocol.

SUMMARY

[0007] The object of this invention is therefore to provide
a method for error management in bus communication and
a bus communication system in which error management is
improved compared to the prior art and which is compatible
with the bus protocol. An improvement is given, in particu-
lar, when the identification of errors is improved. The
identification of errors is improved, for example, when
further errors can be identified and/or errors can be identified
more precisely.

[0008] The object is achieved by a method of the type
described by the teaching according to the present invention.
According to the teaching, the following method steps are
carried out if the first bus subscriber detects the error
mentioned at the beginning:

[0009] In a first method step, the first bus subscriber stores
an error identification of the error in the first bus subscriber
amending the bus error code, generates a first bus message
and writes the bus error code into the bus data area of the
first bus message.
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[0010] In a second method step, the first bus message is
transmitted from the first bus subscriber to the second bus
subscriber.

[0011] In a third method step, a second bus message with
a request for transmission of the error identification is
generated by the second bus subscriber triggered by the bus
error code.

[0012] In a fourth method step, the second bus message is
transmitted from the second bus subscriber to the first bus
subscriber.

[0013] In a fifth method step, a third bus message is
generated by the first bus subscriber triggered by the request
and the stored error identification is written into the bus data
area of the third bus message.

[0014] In a sixth method step, the third bus message is
transmitted from the first bus subscriber to the second bus
subscriber.

[0015] Inaseventh method step, the second bus subscriber
identifies the error by evaluating the bus error code and the
error identification.

[0016] The method steps use the existing bus protocol. All
bus messages, in particular the first, second and third bus
message, are bus messages according to the bus protocol.
When, i.e. after, the error has been detected by the first bus
subscriber, the described process steps are executed. The
chronological sequence of the process steps results from the
respective prerequisites of the respective method step.
[0017] The method according to the invention has various
advantages over the methods for error management known
from the prior art. Error identification is not limited by the
bus protocol. The method is based on the existing bus
protocol and is compatible with it. Changes and/or amend-
ments to the bus protocol are not necessary. The method
enables error identification of errors that are not provided for
in the bus protocol. It also enables more precise error
identification than is provided for in the bus protocol.
[0018] Even if only one bus error code and one error are
discussed, the method is not limited to these. Rather, the
method is also suitable for several bus error codes and
errors. For example, the first bus subscriber detects various
errors one after the other. The corresponding bus error code
is then assigned to each error and the corresponding error
identifications are stored. Each of the errors triggers the
described method.

[0019] It is provided in one design of the method accord-
ing to the invention that the error is caused by a request bus
message that is transmitted from the second bus subscriber
to the first bus subscriber. In terms of time, the request bus
message is before the first bus message. The request bus
message is another bus message according to the bus pro-
tocol. The request bus message causes the error, for
example, because the bus data area contains data that
contains incorrect user data for the first bus subscriber or
incorrect instructions.

[0020] In a further design it is provided that the stored
error identification is deleted after the transmission of the
third bus message. In a further configuration it is provided
that the stored error identification is deleted if the bus
message immediately following the first bus message does
not contain a request for transmission of the error identifi-
cation. The two above designs ensure, especially in combi-
nation with one another, that the error identification associ-
ated with an error that has occurred is always stored.
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[0021] In a further design, it is provided that the error
identification is signaled within the scope of the evaluation.
The error identification is signaled, for example, by display-
ing the error identification on a display device such as a light
source or a display.

[0022] In a further design, it is provided that measures to
compensate for the error are carried out by the second bus
subscriber. The measures for compensation take place
within the scope of the evaluation and follow the identifi-
cation of the error. Preferably, the measures are adapted to
the identified error. If the error identification indicates, for
example, that the error occurred during the transmission of
a bus message, this bus message is transmitted again accord-
ing to a first measure.

[0023] In a further design, it is provided that the first bus
subscriber and/or the second bus subscriber is/are brought
into a secure state if an error impairing the proper function-
ing of the first and/or the second bus subscriber is identified
during evaluation. Since the second bus subscriber evaluates
the error identification, the second bus subscriber also iden-
tifies an error that impairs the proper functioning of the first
and/or second bus subscriber. The proper functioning of the
bus subscribers is no longer given, for example, if the bus
protocol is no longer implemented by one of the bus
subscribers. In particular, a secure state of a bus subscriber
is an energy-free state, i.e. a switched-off state.

[0024] In a further design, it is provided that when the
third bus message is generated, a first bus data field and a
second bus data field are arranged in the bus data area, that
a first part of the error identification is stored in the first bus
data field and a second part of the error identification is
stored in the second bus data field, and that the second part
of' the error identification determines the first part of the error
identification more precisely. The division of the error
identification into the first and the second part is advanta-
geous, as this provides an efficient evaluation of the error
identification. For a first rough error identification, only the
first bus data field is evaluated and, if a more precise error
identification is necessary, the second bus data field is also
evaluated.

[0025] Often the error relates to access to data in a
memory. The memory, for example, is a memory in the first
bus subscriber. In a further design it is thus provided that
when the third bus message is generated, an address bus data
field is arranged in the bus data area of the third bus message
and an address of the data in the memory is stored in the
address bus data field. If the error now relates to access to
data in a memory and a corresponding error identification is
assigned to the error, the address bus data field is also
evaluated when the error identification is evaluated in the
bus data area. In this manner, a simple identification of errors
is possible if they relate to the memory.

[0026] It is provided in a further design that a Modbus
protocol is implemented as the bus protocol. The Modbus
protocol is predestined as the bus protocol, since the Modbus
protocol defines only a small number of bus error codes. In
particular, the bus error code 0x04 “Server Device Failure”
of the Modbus protocol is useful as the bus error code that
causes the second bus subscriber to generate the second bus
message. This is because this bus error code is provided
according to the Modbus protocol for a large number of
errors, which impairs the identification of these errors.



US 2019/0391894 Al

[0027] The object is also achieved with a bus communi-
cation system of the type described by the teaching accord-
ing to the present invention.

[0028] According to this teaching, the first bus subscriber
is designed, on the one hand, triggered by the identification
of the error to store an error identification of the error in the
first bus subscriber amending the bus error code, and
designed, on the other hand, triggered by receiving a request
in a second bus message to generate a third bus message and
to write the error identification in the bus data area of the
third bus message. Furthermore, the second bus subscriber is
formed, on the one hand, to generate the second bus message
with the request for transmission of the error identification
triggered by receiving the bus error code in the first bus
message, and, on the other hand, to identify the error for
error management by evaluation of the bus error code and
the error identification.

[0029] In one design of the bus communication system
according to the invention, it is provided that the bus
communication system is designed to carry out one of the
methods described above.

[0030] The explanations in respect to the method apply
accordingly for the bus communication system and vice
versa.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] In detail, there is a large number of possibilities for
designing and further developing the method for error
management and the bus communication system. Reference
is made to the following description of a preferred embodi-
ment in conjunction with the drawings.

[0032] FIG. 1 illustrates an embodiment of a bus commu-
nication system.

[0033] FIG. 2 illustrates bus messages according to a bus

protocol.

[0034] FIG. 3 illustrates a flow chart of a method.
DETAILED DESCRIPTION

[0035] FIG. 1 shows an embodiment of a bus communi-

cation system 1 used in process automation. It has a first bus
subscriber 2, a second bus subscriber 3 and a wire-bound bus
4. The first bus subscriber 2 is an electromagnetic flowmeter,
designed as a field device and has a memory 5. The second
bus subscriber 3 is a control system and has a display 6. The
second bus subscriber 3 controls the first bus subscriber 2.
[0036] The first bus subscriber 2 and the second bus
subscriber 3 are designed for bus communication with each
other via the bus 4 according to a Modbus protocol. Accord-
ing to the Modbus protocol, the first bus subscriber 2 is a
server and the second bus subscriber 3 is a client. The
Modbus protocol defines both bus error codes and bus
messages. A bus error code according to the Modbus pro-
tocol is the bus error code 0x04 “Server Device Failure”.
This bus error code is assigned to various errors, which is
why the identification of an error is not clear for error
management based only on the bus error code. This impairs
error management. Each bus message 7 has a bus data area
8, see FIG. 2. In the bus data area 8, arbitrary data is
transmitted between the first bus subscriber 2 and the second
bus subscriber 3. The data in the bus data area 8 is, for
example, user data or instructions.

[0037] The first bus subscriber 2 is designed to detect
errors and is triggered by the detection of an error to
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generate a first bus message 9, see FIG. 2, and to write the
bus error code belonging to the detected error in the bus data
area 8 of the first bus message 9. For example, it is an error
to which the bus error code 0x04 is assigned according to the
Modbus protocol. The second bus subscriber 3 is designed
to identify the error by evaluating the bus error code as far
as possible according to the Modbus protocol.

[0038] Furthermore, the first bus subscriber 2 is designed,
triggered by the identification of the error, to store an error
identification of the error amending the bus error code in the
first bus subscriber 2, and is designed, triggered by receiving
a request in a second bus message 10, see FIG. 2, to generate
a third bus message 11, see FIG. 2, and to write the error
identification in the bus data area 8 of the third bus message
11. The first, second and third bus messages are bus mes-
sages according to the Modbus protocol.

[0039] Furthermore, the second bus subscriber 3 is
designed, triggered by receiving the bus error code in the
first bus message 9, to generate the second bus message 10
with the request for transmission of the error identification,
and is designed to identify the error for error management by
evaluating the bus error code and the error identification.
Due to further identification by means of error identification,
the error is identified more accurately than with the bus error
code alone.

[0040] During operation of the bus communication system
1, a request bus message 12, see FIG. 2, is first transmitted
from the second bus subscriber 3 to the first bus subscriber
2 in this embodiment. The request bus message 12 is another
bus message according to the Modbus protocol. In the bus
data area 8, it contains the instruction from the second bus
subscriber 3 to the first bus subscriber 2 to transmit the
measured value at an address in the memory 5 of the first bus
subscriber 2 to the second bus subscriber 3. However, no
measured value is stored at this address, which is why the
request bus message 12 causes an error in the first bus
subscriber 2. According to the Modbus protocol, the bus
error code 0x04 is assigned to this error.

[0041] During operation, the bus communication system 1
carries out an error management method with the following
method steps, see FIG. 3:

[0042] Inafirst method step 17, the error is detected by the
first bus subscriber 2. The detection includes the assignment
of the bus error code 0x04 to this error.

[0043] Ina second method step 18, the first bus subscriber
2 again stores an error identification of the error in the first
bus subscriber 2 amending the bus error code, generates a
first bus message 9, see FIG. 2, and writes the bus error code
in the bus data area 8 of the first bus message 9.

[0044] In a third method step 19, the first bus message 9
is transmitted from the first bus subscriber 2 to the second
bus subscriber 3.

[0045] In a fourth method step 20, a second bus message
10, see FIG. 2, with a request for transmission of the error
identification is generated by the second bus subscriber 3 as
a result of the bus error code.

[0046] In a fifth method step 21, the second bus message
10 is transmitted from the second bus subscriber 3 to the first
bus subscriber 2.

[0047] In a sixth method step 22, a third bus message 11,
see FIG. 2, is generated by the first bus subscriber 2 as a
result of the request, and the stored error identification is
written to the bus data area 8 of the third bus message 10.
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[0048] The error identification has a first and a second
part, wherein the second part defines the first part more
precisely. Accordingly, when generating the third bus mes-
sage 11, see FIG. 2, a first bus data field 13 and a second bus
data field 14 are arranged in the bus data area 8. The first part
of the error identification is stored in the first bus data field
13 and the second part of the error identification in the
second bus data field 14. Since the error relates to access to
data in a memory 5, an address bus data field 15 is also
arranged in the bus data area 8 when the third bus message
11 is generated and an address of the data in the memory 5
is stored in the address bus data field 13.

[0049] In a seventh method step 23, the third bus message
11 is transmitted from the first bus subscriber 2 to the second
bus subscriber 3.

[0050] In an eighth method step 24, the previously stored
error identification is deleted by the first bus subscriber 2
after the transmission of the third bus message 11.

[0051] In a ninth method step 25, the second bus sub-
scriber 3 identifies the error by evaluating the bus error code
and the error identification. The division of the error iden-
tification into the first and the second part is advantageous,
as this provides an efficient evaluation of the error identifi-
cation. A rough error identification is already possible after
the evaluation of the first bus data field 13. A more precise
error identification then results after evaluation of the second
bus data field 14. When evaluating the error identification in
the bus data area 8, the address bus data field 15 is also
evaluated. In this manner, a simple identification of the error
is possible, since the address is known. This error identifi-
cation in the bus data area 8 is not subject to the limitations
of the Modbus protocol. Therefore, a more precise error
identification of errors is possible than provided for in the
Modbus protocol. The method is based on the existing
Modbus protocol and is compatible with it. Changes or
amendments to the Modbus protocol are not necessary. The
bus messages are transmitted according to the Modbus
protocol.

[0052] In a tenth method step 26, the second bus sub-
scriber 3 takes measures to compensate for the error. The
measures for compensation are carried out within the scope
of'the evaluation. In this case, a further request bus message
16, see FIG. 2, is transmitted from the second bus subscriber
3 to the first bus subscriber 2, which has a corrected address.
[0053] In an eleventh method step 27, the error identifi-
cation and the address are signaled within the scope of the
evaluation by a display device in the form of the display 6.
This is used to inform a user.

[0054] In atwelfth method step 28, the first bus subscriber
2 is brought into a secure state by the second bus subscriber
3 if the measures for compensating the error remain unsuc-
cessful. This is because the second bus subscriber 3 evalu-
ates the error in such a way that a proper functioning of the
first bus subscriber 2 is impaired by the error. The secure
state is achieved by switching off the first bus subscriber 2.

1. A method for error management in bus communication
according to a bus protocol between a first bus subscriber
and a second bus subscriber, wherein the bus protocol
defines at least one bus error code for error and bus messages
with a bus data area, the method comprising:

detecting an error by the first bus subscriber;

the first bus subscriber storing an error identification of
the error in the first bus subscriber amending the bus
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error code, generating a first bus message and writing
the bus error code into the bus data area of the first bus
message;

transmitting the first bus message from the first bus

subscriber to the second bus subscriber;
the second bus subscriber generating a second bus mes-
sage with a request for transmission of the error iden-
tification triggered by the bus error code;

transmitting the second bus message from the second bus
subscriber to the first bus subscriber;

the first bus subscriber generating a third bus message

triggered by the request and writing the stored error
identification into the bus data area of the third bus
message;

transmitting the third bus message from the first bus

subscriber to the second bus subscriber; and

the second bus subscriber identifying the errors by evalu-

ating the bus error code and the error identification.

2. The method of claim 1, wherein the error is caused by
a request bus message transmitted from the second bus
subscriber to the first bus subscriber.

3. The method of claim 1, further comprising deleting the
stored error identification after the transmission of the third
bus message.

4. The method of claims 1, further comprising deleting the
stored error identification if the bus message immediately
following the first bus message does not contain a request for
transmission of the error identification.

5. The method of claims 1, further comprising signaling
the error identification within the scope of the evaluation.

6. The method of claim 1, wherein measures for compen-
sating the error are carried out by the second bus subscriber.

7. The method of claims 1, further comprising bringing
the first bus subscriber and/or the second bus subscriber into
a secure state if, during evaluation, an error that impairs the
proper functioning of the first bus subscriber and/or the
second bus subscriber is identified.

8. The method of claims 1,

wherein when the third bus message is generated, a first

bus data field and a second bus data field are arranged
in the bus data area;

wherein a first part of the error identification is stored in

the first bus data field and a second part of the error

identification is stored in the second bus data field; and
wherein the second part of the error identification further

specifies the first part of the error identification.

9. The method of claim 1, wherein the error relates to
access to data in a memory, wherein, when the third bus
message is generated, an address bus data field is arranged
in the bus data area and an address of the data in the memory
is stored in the address bus data field.

10. The method of claim 1, wherein a Modbus protocol is
implemented as the bus protocol.

11. A bus communication system, comprising:

a first bus subscriber;

a second bus subscriber; and

a bus;

wherein the first bus subscriber and the second bus

subscriber are designed for bus communication with
one another via the bus according to a bus protocol;
wherein the bus protocol defines at least one bus error
code for an error and bus messages with a bus data area;
wherein the first bus subscriber is designed to identify the
error and is designed to generate a first bus message and
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to write the bus error code into the bus data area of the
first bus message triggered by the detection of the error;

wherein the second bus subscriber is designed to identify
the error by evaluating the bus error code;

wherein, triggered by the identification of the error, the

first bus subscriber is designed to store an error iden-
tification of the error in the first bus subscriber amend-
ing the bus error code, and, triggered by receiving a
request in a second bus message, is designed to gen-
erate a third bus message and to write the error iden-
tification in the bus data area of the third bus message;
wherein, triggered by receiving the bus error code in the
first bus message, the second bus subscriber is designed
to generate the second bus message with the request for
transmission of the error identification, and is designed
to identify the error for error management by evaluat-
ing the bus error code and the error identification.

12. The bus communication system according to claim 11,
wherein the bus communication system is designed to carry
out a method including the steps:

detecting an error by the first bus subscriber;

the first bus subscriber storing an error identification of

the error in the first bus subscriber amending the bus
error code, generating a first bus message and writing
the bus error code into the bus data area of the first bus
message;

transmitting the first bus message from the first bus

subscriber to the second bus subscriber;

the second bus subscriber generating a second bus mes-

sage with a request for transmission of the error iden-
tification triggered by the bus error code;

transmitting the second bus message from the second bus

subscriber to the first bus subscriber;

the first bus subscriber generating a third bus message

triggered by the request and writing the stored error
identification into the bus data area of the third bus
message;
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transmitting the third bus message from the first bus

subscriber to the second bus subscriber; and

the second bus subscriber identifying the errors by evalu-

ating the bus error code and the error identification.

13. The method of claim 2, further comprising deleting
the stored error identification after the transmission of the
third bus message.

14. The method of claim 2, further comprising deleting
the stored error identification if the bus message immedi-
ately following the first bus message does not contain a
request for transmission of the error identification.

15. The method of claim 2, further comprising signaling
the error identification within the scope of the evaluation.

16. The method of claim 2, wherein measures for com-
pensating the error are carried out by the second bus
subscriber.

17. The method of claim 2, further comprising bringing
the first bus subscriber and/or the second bus subscriber into
a secure state if, during evaluation, an error that impairs the
proper functioning of the first bus subscriber and/or the
second bus subscriber is identified.

18. The method of claim 2, wherein when the third bus
message is generated, a first bus data field and a second bus
data field are arranged in the bus data area;

wherein a first part of the error identification is stored in

the first bus data field and a second part of the error

identification is stored in the second bus data field; and
wherein the second part of the error identification further

specifies the first part of the error identification.

19. The method of claim 2, wherein the error relates to
access to data in a memory, wherein, when the third bus
message is generated, an address bus data field is arranged
in the bus data area and an address of the data in the memory
is stored in the address bus data field.
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