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57 ABSTRACT

A method and system are provided for sharing data amongst
a group of a plurality of mobile devices without requiring a
database or server to centrally store the shared data. The
shared data is instead stored by each group member indi-
vidually while controlling the manner in which the shared
data is updated. The shared data can be used to manage tasks
in a group project. To manage updates, the shared data is
atomized such that individual databases in the shared data
are separated or otherwise delineated into one or more
records, each record having associated therewith, a value. To
maintain a common copy of the shared data at each device,
any update is sent to all group members using an interme-
diate message exchange service that is capable of transmit-
ting a sent message to more than one recipient if necessary.
In this way, the updates are multicast to the group. To
manage the content of the shared data, each update com-
prises one or more changes to a current copy of a corre-
sponding record.
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SYSTEM AND METHOD FOR MANAGING
ITEMS IN A LIST SHARED BY A GROUP OF
MOBILE DEVICES

[0001] This application claims priority from U.S. patent
application Ser. No. 12/756,463 filed on Apr. 8, 2010, which
claims priority from U.S. patent application Ser. No. 12/420,
562 filed on Apr. 8, 2009; and 61/249,487 filed on Oct. 7,
2009; the contents of these applications being incorporated
herein by reference.

TECHNICAL FIELD

[0002] The following relates to systems and methods for
managing tasks in a project shared by a group of mobile
devices.

DESCRIPTION OF THE RELATED ART

[0003] Sharing data between a plurality of entities is
typically accomplished by providing a set of shared data in
a database on a centrally accessible server. Any changes,
updates, edits, etc. can be managed by a document or version
management system on the central server.

[0004] Implementing a database or otherwise sharing data
on a server may have disadvantages. For example, providing
a dedicated server and database service typically requires
additional hardware, administration, infrastructure and cor-
responding overhead. There are also privacy concerns with
regards to who has access to data and the susceptibility of
such data to hackers or other adversaries. Furthermore,
maintaining a master copy of the data on the server requires
that version control be strictly monitored and typically
requires some mechanism to update those having access to
the data of any edits that are entered. Depending on the size
of the group of users having access to the data, and the
amount of data being stored, such tasks can add further
administrative overhead. When allowing wireless access to
a central database, low bandwidth and high latency can also
put constraints on the system that can affect the consistency
of the data and access thereto.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Embodiments will now be described by way of
example only with reference to the appended drawings
wherein:

[0006] FIG. 1(a) is a schematic diagram illustrating a
group of mobile devices sharing a common set of data.
[0007] FIG. 1(b) is a schematic diagram illustrating man-
agement of a group list using the group shown in FIG. 1(a).
[0008] FIG. 2 is a schematic diagram illustrating a data-
base storage hierarchy for the shared data shown in FIG. 1.
[0009] FIG. 3 is a system diagram illustrating the envi-
ronment in which data items are pushed from a host system
to a mobile device.

[0010] FIG. 4 is a block diagram of an example embodi-
ment of a mobile device.

[0011] FIG. 5 is a block diagram illustrating example ones
of the other software applications and components shown in
FIG. 4.

[0012] FIG. 6 is a system diagram illustrating an example
configuration for peer-to-peer (P2P) messaging between a
group of mobile devices.

[0013] FIG. 7 is an example block diagram of the group
sharing application shown in FIG. 5.
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[0014] FIG. 8 is a flow diagram illustrating delivery of a
group message to a group of mobile devices according to an
update made at one of the mobile devices.

[0015] FIGS. 9(a) to 9(c) are a series of flow diagrams
illustrating acknowledgement of delivery of a group mes-
sage and illustrating holding a message for an “out of
coverage” scenario.

[0016] FIGS. 10(a) to 10(c) are a series of flow diagrams
illustrating forwarding held messages in a “back in cover-
age” scenario and subsequent delivery of a new group
message by the back in coverage mobile device.

[0017] FIGS. 11(a) to 11(f) are a series of flow diagrams
illustrating an example collision resolution scenario for
updates to the same record in the shared data.

[0018] FIG. 12 is an example graphical user interface
(GUI) for the group sharing application shown in FIG. 5.
[0019] FIGS. 13(a) to 13(e) are example GUIs illustrating
the use of lists maintained using the group sharing applica-
tion.

[0020] FIGS. 14(a) to 14(d) are example GUIs illustrating
the use of lists maintained using the group sharing applica-
tion for managing tasks in a group project.

[0021] FIG. 15 is a flow chart illustrating example com-
puter executable instructions for updating the shared data
based on a change made by one mobile device in the group
of mobile devices.

[0022] FIG. 16 is a flow chart illustrating example com-
puter executable instructions for one embodiment for deter-
mining if a collision exists between record updates and
resolving any such collisions.

[0023] FIG. 17 is a block diagram illustrating an example
group member hierarchy.

[0024] FIG. 18 is a block diagram illustrating an example
family group according to the hierarchy of FIG. 17.
[0025] FIG. 19 is a flow chart illustrating example com-
puter executable instructions for another embodiment for
determining if a collision exists between record updates and
resolving any such collisions.

[0026] FIG. 20 is a flow chart illustrating example com-
puter executable instructions for resolving a collision
between record updates according to the example group
member hierarchy shown in FIG. 17.

[0027] FIGS. 21(a) and 21(b) are schematic diagrams
illustrating an example alternative embodiment wherein
undelivered group messages are cached at the mobile
devices.

[0028] FIG. 22 is a block diagram illustrating an example
alternative embodiment for the peer-to-peer server config-
ured to track device coverage and send in and out of
coverage messages.

[0029] FIG. 23 is a flow chart illustrating example com-
puter executable instructions for having the peer-to-peer
server of FIG. 22 track device coverage by monitoring
acknowledgement messages and send in and out of coverage
messages.

[0030] FIGS. 24(a) to 24(c) are schematic diagrams illus-
trating an example provisioning process for adding a new
member to a group.

[0031] FIG. 25 is a flow chart illustrating example com-
puter executable instructions for adding a new member to a
group.
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DETAILED DESCRIPTION

[0032] It will be appreciated that for simplicity and clarity
of illustration, where considered appropriate, reference
numerals may be repeated among the figures to indicate
corresponding or analogous elements. In addition, numerous
specific details are set forth in order to provide a thorough
understanding of the embodiments described herein. How-
ever, it will be understood by those of ordinary skill in the
art that the embodiments described herein may be practiced
without these specific details. In other instances, well-known
methods, procedures and components have not been
described in detail so as not to obscure the embodiments
described herein. Also, the description is not to be consid-
ered as limiting the scope of the embodiments described
herein.

[0033] A method and system are provided for managing
lists comprising a plurality of items, e.g. for managing tasks
within a project. In order to share a project and manage tasks
associated with such a project, an underlying system and
method for sharing data amongst a group comprising a
plurality of mobile devices can be used which does not
require a database or server to centrally store the shared data.
The shared data is instead stored by each group member
individually while controlling the manner in which the
shared data is updated. To manage such updates, the shared
data is atomized such that individual databases in the shared
data are separated or otherwise delineated into one or more
records, each record having associated therewith, a value.
[0034] The value for a record can represent a user defin-
able/customizable field or can be one of a finite set of
alternatives, e.g. yes/no, time of day, etc. To maintain a
common copy of the shared data at each device, any update
is sent to all group members using an intermediate message
exchange service that is capable of transmitting a sent
message to more than one recipient if necessary. In this way,
the updates are multicast to the group via a common
message. To manage the content of the shared data, each
update comprises one or more changes to a current copy of
a corresponding record.

[0035] At the receiving end, each record may then be
evaluated and replaced in its entirety (according to certain
criteria) to simplify the resolution of collisions between
updates to similar records and to inhibit propagation of
changes throughout the shared data. In other words, atomic
changes can be used such that only the data, information,
selection or other value associated with a single record is
affected for each addition, change or update. By managing
the shared data in this way, updates to the shared data are
also more tolerant of out-of-coverage situations. While
devices are out-of-coverage, messages containing updates
can be held until the device comes back into coverage or the
messages may be resent on a periodic basis or both.
[0036] FIG. 1(a) illustrates an example group 10 of four
members, A, B, C, D having amongst them, a set of shared
data 11. The members A, B, C, and D may be any data
communication device capable of sending, receiving, exam-
ining, storing and otherwise processing or handling data and
in the following illustrative examples comprise mobile com-
munication devices 100 (see also FIG. 3). The group 10 may
be of any size but for the following examples is a small static
set of members or users having the same relation to everyone
else, e.g. family, sports team, co-workers, small business,
club or organization, etc. As noted above, the shared data 11
exists without requiring a master copy controlled by a
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central entity but rather a copy of the shared data 11 is
maintained at each member by exchanging multicast mes-
sages comprising updates via a message exchange service
capable of such exchanges.

[0037] Although not shown, a private sub-group may also
be formed within and amongst a sub-set of the members of
the group 10 for sharing a set of private shared data. This
allows certain members to share some specific data and
information while excluding other members from accessing
such data. For example, if the group 10 is a family, the
parents may form a sub-group for sharing gift ideas for their
children or other information such as disciplinary tactics or
subjects of a sensitive nature. This avoids the need for
forming an entirely separate group 10 simply to share some
select information. It can be appreciated that the shared data
11 and any private shared data may be separate databases or
separate portions of a common database. It can also be
appreciated that FIG. 1(a) shows one group 10 but members
may also belong to multiple groups each having a different
set of shared data 11 exclusive to that group 10 (not shown).
[0038] FIG. 1(b) illustrates an implementation of the
group 10 shown in FIG. 1(a) for sharing a group list 11' and
managing items within that group list 11'. The group list 11'
may represent, as shown in this example, a project compris-
ing a plurality of tasks. By utilizing the principles discussed
herein, group tasks can be managed within a group project
and by maintaining the group project 11' by exchanging
group task messages 8, each member of the group 10 can see
an up-to-date view of the status of the project. Similarly,
tasks can be assigned and messages associated with the
group project 11', which can both be seen by the members
of the group through the distribution of data as herein
described. This can be particularly advantageous for corpo-
rate project teams to establish groups and use the mecha-
nisms employed herein to manage one or more projects.
[0039] FIG. 2 illustrates the structure of the shared data 11
in one embodiment. The shared data 11 in this embodiment
comprises one or more databases 90. Each database 90 can
have associated therewith, one or more records 92, which
enables each database 90 to be comprised of various com-
ponents. Each record 92 has associated therewith, a value
94, which represents the portion of the database 90 associ-
ated with that particular record name. For example, a
calendar program or applet can be represented in the shared
data 11 as a database 90 which has a record 92 for each one
hour block on each day in each month. Each record 92 can
contain an appointment for the respective day, which is
represented by the value 94, e.g. an alphanumeric string. As
such, it can be seen from FIG. 2 that the shared data 11 can
be given a tiered structure to provide granularity down to the
record level such that when a new record 92 is added, or an
existing record 92 is modified, the record 92 can simply be
added or overwritten in the corresponding database 90
without necessarily disrupting the other components of the
shared data 11. It can be appreciated that more than one
database 90 can be associated with a particular application
or applet. For example, an application for picture sharing
may have a database 90 for the pictures and another database
90 for conversations or comments associated with the pic-
tures.

[0040] It can be appreciated that the granularity and num-
ber of tiers shown in FIG. 2 is for illustrative purposes only
and that other structures may be used. For example, another,
higher level tier can be used to separate objects (not shown)
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within each database. Turning back to the calendar example,
the calendar, being a database 90 can comprise an object for
each day in the calendar with a record 92 for each hour and
the value 94 contains anything that may be written in for that
hour. Alternatively, as noted above, the calendar application
could instead have multiple databases 90, each database
representing a month, week, day, etc. A tiered structure such
as that shown in FIG. 2 enables the shared data 11 to be
updated through a simple replacement at a particular tier,
typically that tier which includes the actual value that
contains the information relevant to the group 10 (e.g. by
replacing a record 92 and its value 94 at the lowest tier). If
a new database 90 is created by one member, such a new
database 90 can be created at each other member through the
distribution of a group message 8. Similarly, for an existing
database 90, if a new record 92 is created at one member,
such new record 92 can be added to the shared data 11 at
each other member by distributing a group message 8. In
either case, using the structure shown in FIG. 2, a new record
92 and its associated value 94 would be added and placed in
a new or existing database 90. It may be noted that the
message 8 shown in FIG. 2 is for illustrative purposes only
and would typically include other information in addition to
the value 94, e.g. to identify the sender and recipient,
identify the database 90 and record 92, etc. as will be
explained in greater detail below.

[0041] As discussed, the shared data 11 is maintained by
each member of the group 10 rather than being managed and
maintained by a central entity such as a server or central
database. In order to communicate any changes that are
made locally at any one of the members, messages 8 are sent
from the member making the change to each other member
via a message exchange service. Such a message exchange
service thus provides a multicast message service to the
group 10. There are many suitable configurations for pro-
viding the message exchange but for the sake of illustration,
the following examples are provided for a group 10 of
mobile devices 100 that normally communicate through a
wireless network 200 as shown by way of example in FIG.
3.

[0042] Examples of applicable communication devices
include pagers, cellular phones, cellular smart-phones, wire-
less organizers, personal digital assistants, computers, lap-
tops, handheld wireless communication devices, wirelessly
enabled notebook computers and the like. Such devices will
hereinafter be commonly referred to as “mobile devices™ for
the sake of clarity.

[0043] In atypical embodiment, the mobile device may be
a two-way communication device with advanced data com-
munication capabilities including the capability to commu-
nicate with other mobile devices or computer systems
through a network of transceiver stations. The mobile device
may also have the capability to allow voice communication.
Depending on the functionality provided by the mobile
device, it may be referred to as a data messaging device, a
two-way pager, a cellular telephone with data messaging
capabilities, a wireless Internet appliance, or a data com-
munication device (with or without telephony capabilities).

[0044] The mobile device may be one that is used in a
system that is configured for continuously routing all forms
of pushed information from a host system to the mobile
device. One example of such a system will now be
described.
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[0045] Referring now to the drawings, FIG. 3 is an
example system diagram showing the redirection of user
data items (such as message A or C) from a corporate
enterprise computer system (host system) 250 to the user’s
mobile device 100 via a wireless router 26. The wireless
router 26 provides the wireless connectivity functionality as
it acts to both abstract most of the wireless network’s 200
complexities, and it also implements features necessary to
support pushing data to the mobile device 100. Although not
shown, a plurality of mobile devices may access data from
the host system 250. In this example, message A in FIG. 3
represents an internal message sent from, e.g. a desktop
computer 262 within the host system 250 (see FIG. 11), to
any number of server computers in the corporate network
260 (e.g. LAN), which may, in general, include a database
server, a calendar server, an E-mail server or a voice-mail
server.

[0046] Message C in FIG. 3 represents an external mes-
sage from a sender that is not directly connected to the host
system 250, such as the user’s mobile device 100, some
other user’s mobile device (not shown), or any user con-
nected to the public or private network 224 (e.g. the Inter-
net). Message C could be e-mail, voice-mail, calendar
information, database updates, web-page updates or could
even represent a command message from the user’s mobile
device 100 to the host system 250. The host system 250 may
comprise, along with the typical communication links, hard-
ware and software associated with a corporate enterprise
computer network system, one or more wireless mobility
agents, a TCP/IP connection, a collection of data stores, (for
example a data store for e-mail could be an off-the-shelf mail
server like Microsoft Exchange® Server or Lotus Notes®
Server), all within and behind a corporate firewall as will be
explained further below.

[0047] The mobile device 100 may be adapted for com-
munication within wireless network 200 via wireless links,
as required by each wireless network 200 being used. As an
illustrative example of the operation for a wireless router 26
shown in FIG. 3, consider a data item A, repackaged in outer
envelope B (the packaged data item A now referred to as
“data item (A)”) and sent to the mobile device 100 from an
Application Service Provider (ASP) in the host system 250.
Within the ASP is a computer program, similar to a wireless
mobility agent, running on any computer in the ASP’s
environment that is sending requested data items from a data
store to a mobile device 100. The mobile-destined data item
(A) is routed through the network 224, and through the
wireless router’s 26 firewall 27 protecting the wireless router
26 (see also FIG. 12).

[0048] Although the above describes the host system 250
as being used within a corporate enterprise network envi-
ronment, this is just one embodiment of one type of host
service that offers push-based messages for a handheld
wireless device that is capable of notifying and preferably
presenting the data to the user in real-time at the mobile
device when data arrives at the host system.

[0049] By offering a wireless router 26 (sometimes
referred to as a “relay”), there are a number of major
advantages to both the host system 250 and the wireless
network 200. The host system 250 in general runs a host
service that is considered to be any computer program that
is running on one or more computer systems. The host
service is said to be running on a host system 250, and one
host system 250 can support any number of host services. A
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host service may or may not be aware of the fact that
information is being channelled to mobile devices 100. For
example an e-mail or message program 138 (see FIG. 4)
might be receiving and processing e-mail while an associ-
ated program (e.g. an e-mail wireless mobility agent) is also
monitoring the mailbox for the user and forwarding or
pushing the same e-mail to a wireless device 100. A host
service might also be modified to prepared and exchange
information with mobile devices 100 via the wireless router
26, like customer relationship management software. In a
third example, there might be a common access to a range
of host services. For example a mobility agent might offer a
Wireless Access Protocol (WAP) connection to several data-
bases.

[0050] As discussed above, a mobile device 100 may be a
hand-held two-way wireless computing device as exempli-
fied in FIGS. 4 and 5, a wirelessly enabled palm-top com-
puter, a mobile telephone with data messaging capabilities,
a PDA with mobile phone capabilities, a wirelessly enabled
laptop computer, a vending machine with an associated
OEM radio modem, a wirelessly-enabled heart-monitoring
system or, alternatively, it could be other types of mobile
data communication devices capable of sending and receiv-
ing messages via a network connection. Although the system
is exemplified as operating in a two-way communications
mode, certain aspects of the system could be used in a “one
and one-half” or acknowledgment paging environment, or
even with a one-way paging system. In such limited data
messaging environments, the wireless router 26 still could
abstract the mobile device 100 and wireless network 200,
offer push services to standard web-based server systems
and allow a host service in a host system 250 to reach the
mobile device 100 in many countries.

[0051] The host system 250 shown herein has many
methods when establishing a communication link to the
wireless router 26. For one skilled in the art of data com-
munications the host system 250 could use connection
protocols like TCP/IP, X.25, Frame Relay, ISDN, ATM or
many other protocols to establish a point-to-point connec-
tion. Over this connection there are several tunnelling meth-
ods available to package and send the data, some of these
include: HTTP/HTML, HTTP/XML, HTTP/Proprietary,
FTP, SMTP or some other proprietary data exchange pro-
tocol. The type of host systems 250 that might employ the
wireless router 26 to perform push could include: field
service applications, e-mail services, stock quote services,
banking services, stock trading services, field sales applica-
tions, advertising messages and many others. This wireless
network 200 abstraction is made possible by the wireless
router 26, which implements this routing and push function-
ality. The type of user-selected data items being exchanged
by the host could include: E-mail messages, calendar events,
meeting notifications, address entries, journal entries, per-
sonal alerts, alarms, warnings, stock quotes, news bulletins,
bank account transactions, field service updates, stock
trades, heart-monitoring information, vending machine
stock levels, meter reading data, GPS data, etc., but could,
alternatively, include any other type of message that is
transmitted to the host system 250, or that the host system
250 acquires through the use of intelligent agents, such as
data that is received after the host system 250 initiates a
search of a database or a website or a bulletin board.

[0052] The wireless router 26 provides a range of services
to make creating a push-based host service possible. These
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networks may comprise: (1) the Code Division Multiple
Access (CDMA) network, (2) the Groupe Special Mobile or
the Global System for Mobile Communications (GSM) and
the General Packet Radio Service (GPRS), and (3) the
existing and upcoming third-generation (3G) and fourth
generation (4G) networks like EDGE, UMTS and HSDPA,
LTE, Wi-Max etc. Some older examples of data-centric
networks include, but are not limited to: (1) the Mobitex
Radio Network (“Mobitex”) and (2) the DataTAC Radio
Network (“DataTAC”).

[0053] To be effective in providing push services for host
systems 250, the wireless router 26 may implement a set of
defined functions. It can be appreciated that one could select
many different hardware configurations for the wireless
router 26, however, many of the same or similar set of
features would likely be present in the different configura-
tions.

[0054] To aid the reader in understanding the structure of
the mobile device 100 and how it communicates with the
wireless network 200, reference will now be made to FIGS.
4 and 5.

[0055] Referring first to FIG. 4, shown therein is a block
diagram of an example embodiment of a mobile device 100.
The mobile device 100 comprises a number of components
such as a main processor 102 that controls the overall
operation of the mobile device 100. Communication func-
tions, including data and voice communications, are per-
formed through a communication subsystem 104. The com-
munication subsystem 104 receives messages from and
sends messages to a wireless network 200. In this example
embodiment of the mobile device 100, the communication
subsystem 104 is configured in accordance with the Global
System for Mobile Communication (GSM) and General
Packet Radio Services (GPRS) standards, which is used
worldwide. Other communication configurations that are
equally applicable are the 3G and 4G networks such as
EDGE, UMTS and HSDPA, LTE, Wi-Max etc. New stan-
dards are still being defined, but it is believed that they will
have similarities to the network behaviour described herein,
and it will also be understood by persons skilled in the art
that the embodiments described herein are intended to use
any other suitable standards that are developed in the future.
The wireless link connecting the communication subsystem
104 with the wireless network 200 represents one or more
different Radio Frequency (RF) channels, operating accord-
ing to defined protocols specified for GSM/GPRS commu-
nications.

[0056] The main processor 102 also interacts with addi-
tional subsystems such as a Random Access Memory
(RAM) 106, a flash memory 108, a display 110, an auxiliary
input/output (I/0) subsystem 112, a data port 114, a key-
board 116, a speaker 118, a microphone 120, a GPS receiver
121, short-range communications 122, and other device
subsystems 124.

[0057] Some of the subsystems of the mobile device 100
perform communication-related functions, whereas other
subsystems may provide “resident” or on-device functions.
By way of example, the display 110 and the keyboard 116
may be used for both communication-related functions, such
as entering a text message for transmission over the network
200, and device-resident functions such as a calculator or
task list.

[0058] The mobile device 100 can send and receive com-
munication signals over the wireless network 200 after
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required network registration or activation procedures have
been completed. Network access is associated with a sub-
scriber or user of the mobile device 100. To identify a
subscriber, the mobile device 100 may use a subscriber
module component or “smart card” 126, such as a Sub-
scriber Identity Module (SIM), a Removable User Identity
Module (RUIM) and a Universal Subscriber Identity Mod-
ule (USIM). In the example shown, a SIM/RUIM/USIM 126
is to be inserted into a SIM/RUIM/USIM interface 128 in
order to communicate with a network. Without the compo-
nent 126, the mobile device 100 is not fully operational for
communication with the wireless network 200. Once the
SIM/RUIM/USIM 126 is inserted into the SIM/RUIM/
USIM interface 128, it is coupled to the main processor 102.

[0059] The mobile device 100 is a battery-powered device
and includes a battery interface 132 for receiving one or
more rechargeable batteries 130. In at least some embodi-
ments, the battery 130 can be a smart battery with an
embedded microprocessor. The battery interface 132 is
coupled to a regulator (not shown), which assists the battery
130 in providing power V+ to the mobile device 100.
Although current technology makes use of a battery, future
technologies such as micro fuel cells may provide the power
to the mobile device 100.

[0060] The mobile device 100 also includes an operating
system 134 and software components 136 to 146 which are
described in more detail below. The operating system 134
and the software components 136 to 146 that are executed by
the main processor 102 are typically stored in a persistent
store such as the flash memory 108, which may alternatively
be a read-only memory (ROM) or similar storage element
(not shown). Those skilled in the art will appreciate that
portions of the operating system 134 and the software
components 136 to 146, such as specific device applications,
or parts thereof, may be temporarily loaded into a volatile
store such as the RAM 106. Other software components can
also be included, as is well known to those skilled in the art.

[0061] The subset of software applications 136 that con-
trol basic device operations, including data and voice com-
munication applications, may be installed on the mobile
device 100 during its manufacture. Software applications
may include a message application 138, a device state
module 140, a Personal Information Manager (PIM) 142, a
connect module 144 and an IT policy module 146. A
message application 138 can be any suitable software pro-
gram that allows a user of the mobile device 100 to send and
receive electronic messages, wherein messages are typically
stored in the flash memory 108 of the mobile device 100. A
device state module 140 provides persistence, i.e. the device
state module 140 ensures that important device data is stored
in persistent memory, such as the flash memory 108, so that
the data is not lost when the mobile device 100 is turned off
or loses power. A PIM 142 includes functionality for orga-
nizing and managing data items of interest to the user, such
as, but not limited to, e-mail, text messages, instant mes-
sages, contacts, calendar events, and voice mails, and may
interact with the wireless network 200. A connect module
144 implements the communication protocols that are
required for the mobile device 100 to communicate with the
wireless infrastructure and any host system 250, such as an
enterprise system, that the mobile device 100 is authorized
to interface with. An IT policy module 146 receives IT
policy data that encodes the IT policy, and may be respon-
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sible for organizing and securing rules such as the “Set
Maximum Password Attempts” IT policy.

[0062] Other types of software applications or compo-
nents 139 can also be installed on the mobile device 100.
These software applications 139 can be pre-installed appli-
cations (i.e. other than message application 138) or third
party applications, which are added after the manufacture of
the mobile device 100. Examples of third party applications
include games, calculators, utilities, etc.

[0063] The additional applications 139 can be loaded onto
the mobile device 100 through at least one of the wireless
network 200, the auxiliary 1/O subsystem 112, the data port
114, the short-range communications subsystem 122, or any
other suitable device subsystem 124.

[0064] The data port 114 can be any suitable port that
enables data communication between the mobile device 100
and another computing device. The data port 114 can be a
serial or a parallel port. In some instances, the data port 114
can be a USB port that includes data lines for data transfer
and a supply line that can provide a charging current to
charge the battery 130 of the mobile device 100.

[0065] For voice communications, received signals are
output to the speaker 118, and signals for transmission are
generated by the microphone 120. Although voice or audio
signal output is accomplished primarily through the speaker
118, the display 110 can also be used to provide additional
information such as the identity of a calling party, duration
of a voice call, or other voice call related information.
[0066] For composing data items, such as e-mail mes-
sages, for example, a user or subscriber could use a touch-
sensitive overlay as part of a touch screen display (not
shown), in addition to possibly the auxiliary /O subsystem
122. The auxiliary /O subsystem 112 may include devices
such as: a mouse, track ball, infrared fingerprint detector, or
a roller wheel with dynamic button pressing capability. A
composed item may be transmitted over the wireless net-
work 200 through the communication subsystem 104.
[0067] FIG. 5 shows an example of the other software
applications and components 139 that may be stored on and
used with the mobile device 100. Only examples are shown
in FIG. 5 and such examples are not to be considered
exhaustive. In this example, the group application 54, inter-
net browser 56, group projects and task management (mgmt)
58, address book 60 and a profiles application 62 are shown
to illustrate the various features that may be provided by the
mobile device 100. Also shown in FIG. 5 is the message
application 138, which in the following will be referred to as
an email application 138 for clarity. It will be appreciated
that the various applications may operate independently or
may utilize features of other applications. For example, the
phone application 62 and email application 138 may use the
address book 60 for contact details obtained from a list of
contacts 64. Group application 54 manages a mobile device
user’s groups and the applets therefor using a group sharing
module 298. Data for the graphical user interfaces (GUIs) of
the group application 54 and the associated applets may be
stored in a group application and applet database 63. It can
be appreciated that a user may belong to multiple groups, as
well as any number of subgroups for sharing private infor-
mation with certain one or more other group members as
discussed above. Group application 54 also comprises or
otherwise has access to its current, local version of the
shared data 11'. In the following examples, the suffix (') is
used to indicate that the specific local version of the shared
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data 11' may not necessarily be completely up to date when
compared to the conceptual set of shared data 11 to be
maintained by the wider group 10, due to out of coverage
and other situations. The shared data 11' may comprise data
pertaining to one or multiple groups and thus multiple sets
of shared data 11' may exist and may be included in one or
more separate databases.

[0068] The group projects and task mgmt application 58
enables the user to create a new project or participate in a
project created by another in the group 10. Each project
comprises one or more tasks as noted above, which can be
assigned to different users in the group 10 and the manage-
ment of these tasks controlled through the group projects
and task mgmt application 58 as will be explained in greater
detail below.

[0069] Turning now to FIG. 6, a configuration suitable for
users of mobile device A, B, C, and D; hereafter referred to
as mobile devices 100a, 1005, 100¢, and 1004 to exchange
group messages 8 through a message exchange service
already being used by such devices, in this example through
the wireless router 26. It can be seen in FIG. 6 the wireless
router 26 in this example hosts a peer-to-peer messaging
server 80, which utilizes a PIN-to-PIN protocol 82 and a
message cache 316, all of which can be considered compo-
nents of a peer-to-peer messaging component. In the
embodiment illustrated in FIG. 6, personal identification
numbers (PINs) are used to address the group messages 8.
Such a PIN-based messaging system is implemented using
a server-based communication infrastructure, such as one
that provides email, SMS, voice, Internet and other com-
munications. Particularly suitable for hosting a peer-to-peer
messaging server 80, is the wireless router 26 used in
systems such as those shown in FIG. 3. In FIG. 6, the
wireless router 26 also facilitates communications such as
instant messaging between mobile devices 1004, 1005, 100¢
and 100d. It will be appreciated that the number of users
participating in the example shown in FIG. 6 is for illustra-
tive purposes only. The sharing of group data 11 is provided
by the group application 54 stored on each mobile device
100a-1004, which can be initiated by selecting an appropri-
ate icon from the display screen (not shown). The wireless
router 26 routes group messages 8 between the mobile
devices 100a-100d according to the PIN-to-PIN protocol 82.

[0070] A PIN-to-PIN based group message is generally
denoted by numeral 8 in FIG. 6, and illustrates an example
of a complete structure for the group messages 8 shown in
FIG. 1. It will be appreciated that a similar structure can be
used for private messages 8a. In a PIN-based messaging
protocol 82, each message 8 has associated therewith a PIN
corresponding to the mobile device 100 which has sent the
message 8 (source) and includes a destination PIN identi-
fying each intended recipient (destination(s)). Further detail
of an example structure for the group messages 8 is also
shown in FIG. 6. Each group message 8 generally comprises
a body 75, which contains the value 94 for the record 92
being updated (payload), and a header 69, which contains
various fields used for transmitting and processing each
group message 8. In this example, the header 69 includes a
source (src) and destination (dest) field 70 comprising the
PIN for the sender and PIN(s) for the recipient(s), a database
name field 71 to specify the database 90 into which the
record 92 is to be inserted, a record name field 72 to specify
the name of the record 92 which is being created or updated,
a record author field 73 to identify the author or “owner” of
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the change or addition being made, and a record timestamp
field 74 to indicate the time (and if desired, the date) at
which the record 92 being sent was added, updated,
changed, modified, etc. It may be noted that the record
author field 73 can be used to establish who made what
changes and additions to the shared data 11 such that if a new
member joins the group 10, the responsibility for sending
records 92 to the new member can be split amongst all the
of group members according to author (exemplified later,
see also FIGS. 24 and 25).

[0071] In general, in a PIN based messaging protocol 82,
the sender of the group message 8 knows the PIN of the
intended recipient(s) and there are various mechanisms that
can be employed to determine PIN messages for other
members, e.g. through the host system 250, via email
exchange, etc. According to the configuration shown in FIG.
6, mobile device 100a can communicate directly with any of
the mobile devices 10056-1004 either individually or collec-
tively, through the peer-to-peer messaging server 80. When
conducting a PIN-to-PIN exchange according to the embodi-
ment shown in FIG. 6, the mobile devices 100a-100d4 can
communicate directly with the wireless router 26 in a client
based exchange where, similar to other peer-to-peer pro-
grams, an intermediate server is not required. A group
message 8 sent by one mobile device 100 is received by the
wireless router 26, which obtains the PIN number for the
intended recipient(s) from information associated with the
group message 8 (e.g. a data log) or from the group message
8 itself. Upon obtaining the recipients” PINs according to the
PIN-to-PIN protocol 82, the wireless router 26 then routes
the group message 8 to all intended recipients associated
having such PINs. The wireless router 26 typically also
provides a delivery confirmation to the original sender,
which may or may not be displayed to the user, and the
mobile device 100 can use an exchange of messages per-
taining to in and out of coverage situations to update
presence information on the mobile device 100. The desti-
nation device can also provide such delivery information.
The wireless router 26 should be capable of routing group
messages 8 reliably and hold onto the group messages 8 until
they are successfully delivered. Alternatively, if delivery
cannot be made after a certain timeout period, the wireless
router 26 may provide a response indicating a failed deliv-
ery. The wireless router 26 may choose to expire a group
message 8 if a certain waiting period lapses. In such cases,
the mobile device 100 may then choose whether or not to
resend the group message 8.

[0072] It will be appreciated that the principles discussed
below are equally applicable to both PIN-to-PIN messaging
and other Internet service-based instant messaging systems
hosted by 3" parties.

[0073] One example configuration for the group sharing
module 298 is shown in FIG. 7. The group sharing module
298 comprises or otherwise has access to the mobile
device’s locally stored copy of the shared data 11', and
comprises or otherwise has access to the mobile device’s
group application and applet database 63. As noted above,
the group application and applet database 63 comprises any
information, settings, or other data that is relevant to the way
in which the records 92 are used in the corresponding applet
provided by the group application 54. It can be appreciated
that the applet database 63 is shown as a separate database
for illustrative purposes only and may instead be maintained
within the shared data 11' or elsewhere. The group sharing
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module 298 comprises a data updater module 300 for
receiving or obtaining new group messages 8 and new
private messages 8a (if applicable), examining the new
messages 8, 8a for collisions with other recent updates, and
updating the shared data 11' by replacing the currently stored
record 92 with a new record 92' when appropriate. The data
updater module 300 in this example also enables the mobile
device 100 on which it resides to generate its own group
messages 8 and private messages 8a (if applicable) when
updates are made locally. The data updater module 300 may
send, receive or otherwise obtain or provide messages 8, 8a
using a communication interface 302, which in this example
is configured to access and utilize the communication sub-
system 104.

[0074] The data updater module 300 comprises a new
message generator 306, which is a sub-routine, sub-module,
or feature for generating new messages 8, 8a; and comprises
a message comparator 308, which is a subroutine, sub-
module, or feature for processing incoming messages 8, 8a
and resolving collisions between locally generated updates
and recently received updates generated by other members
of the group. The data updater module 300 in this example
runs in the background to maintain the most up-to-date copy
of the shared data 11' and to resolve collisions between
record 92 updates as they arise. The message generator 306
may also be used to generate in and out of coverage
messages and process acknowledgements from other mem-
bers to determine delivery success. The group sharing mod-
ule 298 comprises a graphical user interface (GUI) module
310 for displaying various ones of the applets available
through the group application 54 using the group application
and applet data 63 and by populating such applets using the
shared data 11'. The GUI module 310 enables a user to select
a desired one of the applets, which then instructs the
processor 102 to initiate and display a GUI for that particular
applet, in part by communicating with the display 110.
Various ones of the input devices described above (e.g.
trackball 14a, 145, keyboard 12, touchscreen 28, etc.) can be
used to view, edit, update and otherwise interact with the
group application applets and thus the shared data 11', and
may hereinafter be commonly denoted by reference numeral
304.

[0075] The group sharing module 298 may therefore be
used by the group application 54 to initiate and display
applet GUISs, to process and handle incoming and outgoing
messages 8, 8a, and to handle incoming and outgoing in and
out of coverage messages (to be explained below). Several
example scenarios for handling the exchange of group
messages 8 and private messages 8a are shown in FIGS. 8
to 10.

[0076] FIG. 8 illustrates a single update for the entire
group 10 shown in FIG. 1(a). In the following examples,
each member A, B, C, D is associated with a respective
mobile device 100a, 1005, 100c, and 100d. In the scenario
shown in Figure, mobile device 100a processes a locally
generated update, e.g. adding an appointment to a group
calendar, by generating a common group message 8 using
the new message generator 306. The group message 8
identifies either a group number or in this example, the PIN
number for each other member in the group (members B, C,
and D in this example) and sends the group message 8 to the
other mobile devices 1005, 100¢, and 1004 via the message
exchange service which in this example is provided by the
peer-to-peer server 80. The peer-to-peer server 80 is able to
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then send copies of message 8 to each of members B, C, and
D as it would normally do for other PIN-to-PIN type
messages, i.e. provides a multicast to the group 10. At this
point in time, the update made to the shared data 11' at
mobile device 100q is repeated at each of the other members
since each mobile device 1005, 100c, 1004 comprises a data
updater module 300 having a message comparator 308 to
process the new incoming message 8 and to update their
local copy of the shared data 11' by writing a new record 92'
thereto.

[0077] FIGS. 9(a) to 9(c) illustrate another scenario,
which deals with an out-of-coverage situation for one of the
members, and also illustrates the use of acknowledgement
(Ack) messages 312 to broadcast out-of-coverage update
messages 314 to other members of the group 10 without
requiring the peer-to-peer server 80 to necessarily track or be
responsible for such information. In the scenario illustrated
in FIG. 9(a), group member A again generates an update to
the shared data 11a' and sends Group Msg 1 to the group 10,
i.e. by addressing the message 8 to members B, C, and D.
The peer-to-peer server 80 determines which of the mobile
devices 100 for the intended recipients are in coverage. In
this example, the peer-to-peer server 80 determines that
members B and C are in coverage but that group member D,
i.e. mobile device 1004 is out-of-coverage as indicated in
FIG. 9(a) by the dashed lines. In this case, Group Msg 1 can
be sent to both mobile device 1005 and mobile device 100c¢
but, since mobile device 1004 is out-of-coverage, the peer-
to-peer server 80 stores or “holds™ a copy of Group Msg 1
for member D in message cache 316. As will be shown in
FIG. 10, upon mobile device 100d coming back into cov-
erage, the peer-to-peer server 80 is then able to forward the
stored message 8 to mobile device 1004. In other words, the
existence of the peer-to-peer server 80, which in this
example already exists for communications between mobile
devices 100 via the wireless network 200, can be taken
advantage of to “store-and-forward” the group messages 8 to
enable the group 10 to tolerate out-of-coverage situations
such as that shown in FIG. 9.

[0078] In some embodiments, the peer-to-peer server 80
and mobile devices 100 are configured to require Ack
messages 312 upon successful delivery of the group mes-
sages 8. In the example shown in FIG. 9(5), the peer-to-peer
server 80 would relay Ack messages 312 generated and sent
by member B and member C, wherein the absence of an Ack
message from member D would provide an indication to
mobile device 100aq that mobile device 1004 is out-of-
coverage. In this case, as shown in FIG. 9(c), an out of
coverage message 314 can be generated and sent back to
mobile device 1005, mobile device 100c¢, and mobile device
100d, wherein if mobile device 1004 is still out of coverage
as shown in FIG. 9(c), the peer-to-peer server 80 holds the
out of coverage message 314 for mobile device 1004 until
they come back into coverage. The out of coverage infor-
mation can be used by the mobile devices 100 to track
presence, e.g., to update the Ul to show that member D is not
in coverage and thus will not receive a message, e.g. in a
messaging conversation.

[0079] Turning now to FIG. 10(a), at this time, the peer-
to-peer server 80 has determined that mobile device 1004 is
back in coverage and thus is able to forward Group Msg 1
and the out of coverage message 314 being held in the
message cache 316 to mobile device 1004. In this example,
upon detecting receipt of the Out of Coverage message 314,
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the mobile device 1004 determines that some other user had
at some point determined that they were out of coverage.
Mobile device 1004 may then generate and send a back in
coverage message 315 addressed to the other members of
the group 10, which would be relayed to the respective
mobile devices 100 as shown in FIG. 10(b). In this way,
mobile device 1004 is able to notify the group that 10 that
they are back in coverage, e.g. for updating presence iden-
tifiers, etc. Mobile device 1004 would then process and
update the shared data 11' and GUIs taking into account the
new messages. FIG. 10(c¢) illustrates a further update gen-
erated by mobile device 1004 and sent as Group Msg 2,
which is possible now that mobile device 1004 is back in
coverage. When out of coverage situations arise, the chance
of a collision occurring may rise since there is a higher
likelihood that group messages 8 are sent but not delivered
to the mobile device 100 while it is out of coverage. If a
collision occurs, the mobile device 100 can utilize a collision
resolution scheme, to be described below, to overwrite the
corresponding record 92 with a preferred one of the updates,
determined according to certain criteria.

[0080] FIGS. 11(a) to 11(f) illustrate an example of a
collision resolution. Turning first to FIG. 11(a), in this
scenario at T, while mobile device 1004 is out of coverage,
member D generates or modifies a record Y 382, which may
comprise generation of a new record Y or modification of a
new record Y. However, this change cannot be distributed to
the rest of the group 10 at this time due to mobile device
1004 being out of coverage. In FIG. 11(5), at T,, member A
makes a modification X 380 to their local copy of the shared
data 11', which may comprise generation of a new record X
or modification of a new record X and which would collide
with modification Y 382. For example, wherein modification
X is an appointment at 9:00 am on May 4% set by member
A, and modification Y comprises a different appointment at
the same time. A group message 8 comprising the modifi-
cation X 380 is then sent to the peer-to-peer server 80 and
the group message 8 is relayed to member B and member C
but held for member D since in this case mobile device 1004
is determined to be out of coverage. In FIG. 11(5), members
A, B, and C have modification X 380 residing on their
respective mobile devices 100, e.g. in the shared data 11',
while member D has modification Y 382.

[0081] Turning now to FIG. 11(c), at T, when mobile
device 100d comes back into coverage, they will both
receive the group message 8 with modification X 380 being
held in the message cache 316, and send a group message 8
with modification Y 382 to members A, B, and C. As shown
in FIG. 11(d), at T, each device has both modification X 380
and modification Y 382, which are in a collision. It can be
seen that in this case, member D is currently holding
modification Y 382 and resolving this with modification X
380 whereas the reverse is true for members A, B, and C. In
this example, the collision is resolved, as shown in FIG.
11(e) at Ts, by discarding modification Y 382 and keeping
modification X 380 at T as shown in FIG. 11(f). There are
many suitable collision resolution schemes that can be used.
For the purpose of this illustration, the latest record time-
stamp 74 is kept while the other is discarded. Since mobile
device 1004 actually made modification Y earlier than
modification X, which was distributed first, the change made
by member D is superseded by that modification made by
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member A. It can be appreciated that choosing the latest
timestamp is only one example and, as will be shown below,
others may exist.

[0082] It may be noted that the time sequence shown in
FIG. 11 assumes for clarity that all mobile devices 100 in the
group 10 have substantially identical or otherwise reason-
ably synchronized clocks. In some embodiments, this may
be difficult to maintain, however, in many cases, the data
updater module 300 can be tolerant of minor discrepancies
in the clocks. However, some of the shared data 11' could
become out of sync due to time skews and thus measures can
be taken to alleviate this. For example, the new message
generator 306 could be programmed to look at the record
timestamp 74 for the most recently received group message
8 and, to ensure that their update will have a later timestamp
74, add an increment of time to that indicated in the most
recently received group message 8, in particular if such
message 8 has a later timestamp 74 than the current clock on
the mobile device 100. In this way, even if one of the
members has a significant time skew, once he or she sends
an update, the group messages 8 going forward would be
synchronized with respect to that timestamp 74 and even-
tually the shared data 11' would be sorted out. Alternatively,
a more complicated scheme could be used such as reliance
on a global clock or a periodic exchange of messages to
override any user-modified time settings. Addressing time
skew can also inhibit members of the group 8 from pur-
posely setting their clock ahead to ensure that their updates
are always chosen. Of course, some of these considerations
can be ignored if other, non-time-related collision resolution
schemes such as a hierarchy or user preferences are used.

[0083] As discussed above, the group application 54 may
include one or more applets each having associate therewith,
one or more databases 90, which are updated as exemplified
above. Turning now to FIG. 12, an example group applica-
tion GUI 320 is shown. The group application GUI 320 can
be initiated and displayed on the mobile device display 12 by
highlighting and selecting the appropriate icon from the
display. The group application GUI 320 comprises a group
name 322 and notification area 324 along the top of the
screen to identify the group 10 currently being shown in the
group application GUI 320. As noted, each member may
belong to more than one group and thus the group applica-
tion GUI 320 may display information for various groups
10. A number of available global applets 326 are also shown,
which enables the member to select and utilize a desired
applet 326, examples of which are shown in FIGS. 13 and
14 and will be described later. The group application GUI
320 also comprises a status bar 328 to indicate the member’s
name and the member status 338. In this example, User A is
at home. The group application GUI 320 also comprises a
member listing 330 for each member in the group 10
indicated by the group name 322. In this example, Users B,
C, and D are given listings 330 with a corresponding
member status 340. Each listing in this example comprises
member applet icons 332, which indicate the various applets
326 common to the user and the other member. The applet
icons 332 may comprise public or global applet indicators
336 as well as private applet indicators 334 such as private
lists or conversations. In this example, User A has a private
applet in progress with User B, e.g. a list of gifts as discussed
above.

[0084] By highlighting and selecting one of the global
applets 326 or a private applet (e.g. through a private applet
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indicator 334), a GUI for the desired applet may be initiated
and displayed as shown in FIGS. 13 to 14.

[0085] FIG. 13(a) illustrates a list GUI 342, which has an
applet name 344, a category entry box 346, an item entry
box 348, and a current list of items 350. The current list of
items 350 comprises one or more categories 352, each of
which comprises zero or more items (i.e. a category can be
awaiting population). In FIG. 13(a), two examples of
updates to the list are shown, namely adding a new category
or updating (i.e. selecting) a currently listed item 354. Such
examples illustrate modifications to the shared data 11. In
this example, if the items 354 are shopping list items, and
User A checks off Item 1 as shown in the figure, a record 92
for that item can be changed to reflect the real-world
situation: “Apples—need”; to the current situation:
“Apples—purchased”; for example by appending or chang-
ing a tag or flag internally or through any other modification
of a value in the record 92. This new record 92 would then
be sent in a group message 8 to enable the other group
members to replace the previous record 92 indicating
“Apples—need” to “Apples—purchased”, indicating that
the item 354 is no longer needed. To update this change in
the list GUI 342, the group application and applet data 63
can provide rules or instructions for providing a check mark
or modified text to indicate in the list of items 350 that Item
1 has been purchased.

[0086] FIGS. 13(b) to 13(e) illustrate another embodiment
of the list GUI 342 shown in FIG. 13(a). In FIG. 13(5), a
discuss list option 388 is included which enables a user to
engage in a chat or post messages concerning the list 344. In
this example, the category 352 “Food” comprises a number
of items 354, and each item 354 has a user assignment 353
that is included to indicate who is to be obtaining or
completing that item 354. FIG. 13(c) illustrates completion
of an item 354 labelled “Cheese” and the updating of the list
344 to show that the “Cheese” has been picked up by Ryan
Smith.

[0087] FIG. 13(d) illustrates a group applet list GUI 390,
which comprises a list 392 of applets, including an expand-
able group updates entry 394. The group updates 394, when
expanded can display a list 396 one or more updates for the
group. llustrated by way of example only in FIG. 13(d) is
a particular update 398 associated with completion of the
“Cheese” item 354 as shown in FIG. 13(c¢). In this way, the
user can become aware of list updates by viewing the list
342 itself or by referencing the updates similar to referenc-
ing a new incoming message. FIG. 13(e) illustrates another
way in which to advise the user of group updates, namely by
including a group update message 397 amongst a list of
messages 395.

[0088] The principles for managing a list amongst the
group 10 can also be extended to more particularly manage
tasks within a project as discussed above. Turning now to
FIGS. 14(a) through 14(d), example screen shots for man-
aging a group project are shown. In FIG. 14(a), a project
GUI 342' is shown, which displays an applet name 344",
enables a new sub-project 346' to be added, and allows new
tasks to be added 348', similar to the addition of categories
346 and items 348 shown in FIG. 13. The GUI 342
comprises a current list of tasks 350", organized into one or
more categories 352", each of which comprises zero or more
tasks 354' (i.e. wherein a sub-project 352' is awaiting popu-
lation). In the example shown in FIG. 14(a), sub-projects
352' can be shown in expanded or contracted forms to
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facilitate navigation amongst the sub-projects 352'. The task
1.1 comprises a task name 355, an assignment “A” indicator
356 for showing whether or not a task 354" has been assigned
to a group member, a completion “C” indicator 357 to show
whether or not a task 354' has been completed, an assignee
name 358, and a due date 359. It can be appreciated that the
data pertaining to the task 354' can vary depending on the
project type, user preferences, or based on different appli-
cations, and thus the data shown in FIG. 14(a) is for
illustrative purposes only.

[0089] By providing the data as shown in FIG. 14(a),
when a task is assigned, e.g. by selecting an Edit button 361
and applying changes to the entry (not shown), the shared
data 11 is updated to reflect the changes such that the other
group members are aware of the new assignment and any
other data associated therewith. For example, if Task 1.1 is
assigned to User A as shown, a record 92 for that task 354'
can be changed and the new record 92 would then be sent in
a group message 8 to enable the other group members to
replace the previous record 92 with one that shows the new
assignee 358 information and indicates by checking the
indicator 355 that the task 354' has been assigned.

[0090] The GUI 342' may also comprise a comments
portion 360 which in this example shows a contracted list of
comments (i.e. comments not shown until expanded). By
selecting the ‘+” associated with the comments portion 360,
various comments 370 may be displayed within the com-
ments portion as shown in FIG. 14(5). Each comment 370
may illustrate associated information such as who the poster
368 was and to which project (or sub-project) 372 the
comment pertains. This allows the user to obtain a complete
list of comments for all sub-projects 352" and tasks 354'
without having to navigate to a particular task 354'. In
addition to or alternatively, a comment 370 and the poster
368 can be revealed in a pop-up balloon 369 or other
message container as shown in FIG. 14(c¢), e.g. by high-
lighting the associated task 354' using a selection bar 367 (as
illustrated). This can allow comments 370 to be viewed
directly with the associated sub-project 352' and task 354" as
the user navigates through the current list 350'.

[0091] In order to add comments and have them shared
amongst the group 10, the GUI 342' in this example also
comprises an Add New Comment portion 362, which com-
prises a comment entry box 364 for entering the comment
370 and a Post button 366 for effecting the posting of the
comment 370. If comments are simply to be associated with
the project in general, the Post button 366 can be selected
and the comment 370 posted directly within the comments
portion 360. In addition, or alternatively, as shown in FIG.
14(d), the comment 370 can be previewed and further
categorization of the comment 370 made by displaying a
pop-up window 380. The pop-up window 380 in this
example previews the comment 370 and enables the com-
ment 370 to be edited by detecting selection of an edit option
82. The pop-up window 380 also comprises a sub-project
selection option 374 to enable the user to assign the com-
ment 370 to a particular one or more sub-projects 354'. If
selected as shown in FIG. 14(d), a selection mechanism such
as a pull-down menu 376 can be used to select such one or
more sub-projects 354'. A Confirm Post button 376 may then
be selected to effect posting of the comment 370, e.g. in the
comments portion 360, in a pop-up balloon 369, or both.
[0092] FIG. 15 illustrates an example set of computer
executable instructions executed by a first device, device 1,
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the peer-to-peer (P2P) server 80, and a second device, device
2, to illustrate an update to a record 92 in the shared data 11
and the handling of acknowledgement messages 312 and
detecting out of coverage situations. At 400, device 1
requests a change to a record 92 in the shared data 11, e.g.
by adding to a list. At 402, the data updater module 300
would add a new value 94' to the shared data 11' by adding
a new record 92 or replacing an existing record 92 with a
new record 92 containing the new value 94'. At 404, the new
message generator 306 determines whether or not the update
is associated with a private database 90 or a global, group-
wide or “public” database 90. If private, the new message
generator 306 determines which members in the group 10
are permitted to be recipients at 406. If not private, all group
members are determined to be recipients at 408. The new
message generator 306 then generates a group message 8 at
410 and sends the group message 8 at 412, which is received
by the peer-to-peer server 80.

[0093] At 414, the peer-to-peer server 80 determines the
connectivity of the group 10. At 416, where applicable,
messages 8 are sent to the connected members and, if
necessary, messages 8 are held for those devices not in
coverage at 417. In this example, device 2 receives the new
group message 8 through the communication interface 302
at 418 and the message comparator 308 examines the shared
data 11' at 426, looks for an existing record 92 corresponding
to the record name 72 indicated in the message 8 and, at 428,
determines if a collision exists. If there is an existing record
92 in the shared data 11", i.e. a collision exists, the collision
is resolved at 430 using an appropriate collision resolution
scheme. If an existing record 92 cannot be found, i.e. no
collision exists, no collision resolution scheme is necessary.
At 432, either a new record will be added or an existing
record kept or overwritten depending on the outcome of the
collision resolution.

[0094] While the data updater module 300 is processing
the incoming group message 8, at 420 a receipt acknowl-
edgement (ACK) message 312 is sent back to device 1,
which is relayed by the peer-to-peer server 80 at 422 and
received by device 1 at 424. At the time device 1 initially
sends the group message 8 (at 412), typically a timeout
begins wherein after a predetermined amount of time, device
1 determines how many if any ACK messages 312 have been
returned, e.g. as at 424. At 434, after the timeout expires,
device 1 may then determine if any devices in the group 10
are out of coverage and if necessary, at 436, send an out of
coverage update via the peer-to-peer server 80. This enables
other devices to be aware of the out of coverage status for
any device which is out of coverage to enable, e.g. the group
application GUI 320 to be updated to “grey out” or other-
wise indicate which members are unavailable.

[0095] Turning now to FIG. 16, one example for perform-
ing steps 418 to 432 in FIG. 15 is shown in greater detail. At
440, a new group message 8 is received and from the header
69, the database name 71 is determined at 442. If no
database 90 can be found at 444 in the shared data 11', a new
database 90 can be created at 446 (e.g. a new conversation,
new list, etc.) and the new record 92 transported in the group
message 8 is added to the new database at 448 and the update
is done at 450. If a database 90 can be found in the shared
data 11', the message comparator 308 then determines the
record name 72 as indicated in the header 69 of the message
8. If no record 92 can be found at 454, a new record is added
to the existing database 90 at 448 and the process finished at
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450. If a record 92 matching the record name 72 exists, the
message comparator 308 compares the record timestamps 74
in both records 92 at 456. If at 458 the timestamps 74 are
deemed to be equal, then a secondary criterion may be used
to break the tie at 462. Examples of a secondary criterion
include PIN number (e.g. choose lower PIN number), alpha-
betical by record author 73, a collision hierarchy, etc. If the
timestamps 74 are deemed to be different at 458, the later
record is kept at 460 and the process is completed at 450.

[0096] It can be appreciated that the comparison of time-
stamps 74 is only one example of a collision resolution
technique and others may equally apply. For example, as
shown in FIG. 17, a collision hierarchy comprising a plu-
rality of tiers can be used. In this example, one of the
members is designated a master member 466 at the highest
or “master” tier. One or more members may then be desig-
nated as deputy members 468, which are in a lower deputy
tier. One or more other members (typically the remaining
members) are then designated dependent members 470 in a
dependent tier, which is the lowest tier in this example. It can
be appreciated that greater or fewer tiers can be used. For
example, with only three members, a master member 466
and only two deputy members 468 or two dependent mem-
bers 470 being designated. Alternatively, the same three
members could be spread over all three tiers. FIG. 18
illustrates an example of a family group hierarchy for
resolving family collisions in a family group 10. In this case,
one of the spouses in the family, spouse 1, is designated the
master member 466, the other spouse, spouse 2 is designated
a deputy member 468, and the two children, child 1 and
child 2, are designated dependent members 470 at the lowest
tier. By designating a master member 466, any updates made
by the master member 466 that find a collision are kept,
regardless of the timing. This allows a group veto to be
exercised if desired.

[0097] FIG. 19 illustrates a collision resolution technique
that utilizes a collision hierarchy such as the only shown in
FIG. 17. It can be appreciated that steps 474 through 488 are
the same as steps 440 through 454 in FIG. 16 and thus details
thereof need not be reiterated. When resolving collisions
using a hierarchy, at 490, the collision hierarchy is refer-
enced to determine if any of the members supersede the
others and in what order. The collision is then resolved
according to the hierarchy at 492 and the process completed
at 484. It may be noted that collision hierarchy may include
any hierarchy determined according to any criteria or rules,
such as numerical, alphabetical, relative importance or any
other way to distinguish one record 92 over others.

[0098] FIG. 20 illustrates an example of performing steps
490 and 492 according to the hierarchy shown in FIG. 19. At
500, the message comparator 308 determines which users or
members are associated with the records 92 in the collision,
e.g. by referencing PIN numbers or record author 73 fields.
If the master member 466 is determined at 502, the master’s
update is chosen at 504 and the collision is resolved at 506.
However, if the master member 466 is not determined at
502, the message comparator 308 then determines at 508 if
a deputy member 468 is involved in the collision. If no
deputy member 468 is involved, indicating only dependent
members 470 were involved in the collision, the update with
the latest timestamp may be chosen at 510. It can be
appreciated than any other secondary criterion can be used
at 510 and the selection based on timestamps 74 is made for
illustrative purposes only. If a deputy member 468 is
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involved, at 512, it is determined whether or not both records
92 were authored by deputy members 468. If not, only one
deputy member 468 is involved and that update is chosen at
516. However, if more than one deputy member 468 is
involved in the collision, the record with the latest time-
stamp 74 (or other secondary criterion) is chosen as the new
record 94' at 514 and the collision is resolved at 506.

[0099] Another embodiment is shown in FIGS. 21(a) and
21(b), wherein a message cache 316' is maintained on the
mobile device 100 rather than in a peer-to-peer server 80 or
similar device. This embodiment may be implemented
where a different type of message exchange service is used
via the wireless network 200, i.e. other than a peer-to-peer
or PIN-to-PIN exchange are herein exemplified. As shown
in FIG. 21(b), in the same out of coverage situation for
mobile device 1004 that was illustrated in FIG. 9 or FIG. 11,
a message 8 sent to members B, C, D would in some suitable
way communicate an acknowledgement of receipt back to
mobile device 100a such that mobile device 100a would
know to hold the group Msg 3 and retry later. In this way,
the mobile device 100 is responsible for delivery retries and
caching messages 8 that have not been received. It can be
appreciated that the principles described herein may equally
apply to the embodiment shown in FIG. 21, only without
relying on the peer-to-peer server 80 for relaying messages.
It can also be appreciated that in such an embodiment, the
mobile device 100 would need to be capable of sending
multi-cast messages either via a locally stored program or a
program running on the available message exchange service.

[0100] Another embodiment is shown in FIG. 22, wherein
the tracking of ACK messages 312 and determining in and
out of coverage situations are offloaded from the mobile
devices 100 to the peer-to-peer server 80. In this example,
the peer-to-peer server 80 comprises a coverage message
generator 390 for generating out of coverage messages 314
and back in coverage messages 315; and a group message
tracker 392 for tracking the members of a group 10 associ-
ated with each message 8 relayed by the peer-to-peer server
80. In addition to the message cache 316, the peer-to-peer
server 80 comprises or otherwise has access to coverage data
386 for recording which members are in and out of cover-
age, and group data 388 for tracking which messages are
associated with what members.

[0101] FIG. 23 illustrates an example set of computer
executable instructions that may be executed by the peer-
to-peer server 80 in offloading the above-noted tasks from
the mobile devices 100. At 520 a group message 8 is
received, at 522 is sent to all available members, and at 524
is held for all unavailable members. At 526 the group
message tracker 392 records the group data, e.g. by storing
in a message log, an identifier for the message and each
member that was listed in the Dest PIN field 70. At 528, the
peer-to-peer server 80 records the coverage data based on
who is currently in and out of coverage and at 530, typically
after some time has elapsed, the coverage message generator
390 determines which if any ACK messages 312 have been
received. By comparing the ACK messages 312 to the
members associated with the message 8, the coverage mes-
sage generator 390 may determine at 532, which group
members have acknowledged receipt and those which have
not. Using this information, the coverage message generator
390 may, at 534 send out of coverage messages 314 to the
group members and hold those for members not in coverage.
Typically after some time has elapsed, the coverage message

Jun. 20, 2024

generator 390 then determines which if any of the mobile
devices 100 have come back into coverage at 536, e.g. by
receiving a new message 8 or through some other available
information. The group message tracker 392 can then be
used to determine the group members associated with the
original message 8 at 538, and a back in coverage message
315 can be sent to the members at 540 and the coverage data
386 updated at 542. This process may be repeated for each
new group message received 520 or on a periodic basis, or
both, to provide up to date coverage information to the
mobile devices 100, e.g. to enable them to update GUIs,
without requiring additional messages to be generated at the
device. In this way, message transfer is optimized by moving
tasks from the mobile device 100 to the peer-to-peer server
80 at the expense of increased intelligence and overhead at
the peer-to-peer server 80.

[0102] As discussed above, by associating a record author
field 73 with each message 8, when new members join a
group 8, the new member can be provisioned with an
up-to-date set of shared data 11 by having each member
contribute messages 8 that include records 92 created by
them. Another embodiment is shown in FIGS. 24 and 25 to
illustrate such a provisioning scheme. Turning first to FIG.
24(a), a new member E, having mobile device 100e in this
example requests to join the group 10 by sending a group
join request 550, which is relayed to each of the members.
In this example, it is assumed that the new member E
ascertains the group membership by first receiving an invi-
tation from a group member or elsewhere but it can be
appreciated that other methods may be employed. As shown
in FIG. 24(b), each group member may reply to the request
550 with a member accept message 552, which are then used
by the group application 54 residing on the new member’s
mobile device 100¢ to confirm acceptance into the group 10.
Upon accepting member E, each existing member may then
send the portions 554 of the shared data 11 which they
authored to enable the new member to build their own
up-to-date version of the shared data 11, as shown in FIG.
24(c).

[0103] Turning to FIG. 25, a provisioning procedure for
permitting member E to join the group is shown. At 560, the
new mobile device 100e receives or otherwise obtains a
group invite, e.g. provided by one of the existing members
or an intermediary (e.g. book club organizer). At 562, the
new mobile device 100e uses an existing or newly installed
group application 54 to generate a group join request 550
and, at 564, sends the group join request 550 to each group
member. It can be appreciated that where hierarchies exist in
the group 10, the new member may be able to simply send
a message to the master member 466 who governs the
membership. Each existing member in this example receives
a group join request 550 at 566 and through some auxiliary
process (e.g. by prompting a user) permits or denies entry
into the membership at 568. The new member in this
example then waits for receipt of member accept messages
552 at 570 to determine acceptance and at 572, assuming
acceptance is granted, the existing members would begin
sending their portions of the shared data, which are received
at 574. The new member would then be provisioned and the
process completed at 576.

[0104] A method and system are therefore provided for
sharing data amongst a group of a plurality of mobile
devices without requiring a database or server to centrally
store the shared data. The shared data is instead stored by
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each group member individually while controlling the man-
ner in which the shared data is updated. To manage updates,
the shared data is atomized such that individual databases in
the shared data are separated or otherwise delineated into
one or more records, each record having associated there-
with, a value.

[0105] To maintain a common copy of the shared data at
each device, any update is sent to all group members using
an intermediate message exchange service that is capable of
transmitting a sent message to more than one recipient if
necessary. In this way, the updates are multicast to the group.
To manage the content of the shared data, each update
comprises one or more changes to a current copy of a
corresponding record.

[0106] At the receiving end, each record may then be
evaluated and replaced in its entirety (according to certain
criteria) to simplify the resolution of collisions between
updates to similar records and to inhibit propagation of
changes throughout the shared data. In other words, atomic
changes can be used such that only the data, information,
selection or other value associated with a single record is
affected for each addition, change or update. By managing
the shared data in this way, updates to the shared data are
also more tolerant of out-of-coverage situations. While
devices are out-of-coverage, messages containing updates
can be held until the device comes back into coverage or the
messages may be resent on a periodic basis or both.
[0107] Accordingly, there may be provided a method of
operating a mobile device, the method comprising: obtain-
ing a list of shared data items; obtaining a common message
having a desired change to a value for an item in the list; and
determining if the desired change to the value has already
been made and if not, updating the list with the desired
change.

[0108] There may also be provided a mobile device com-
prising a processor, and a computer readable medium com-
prising computer executable instructions for operating the
mobile device, the computer executable instructions com-
prising instructions for: obtaining a list of shared data items;
obtaining a common message having a desired change to a
value for an item in the list; and determining if the desired
change to the value has already been made and if not,
updating the list with the desired change.

[0109] There may also be provided a method of operating
a mobile device, the method comprising: obtaining a list of
shared data items; generating a common message having a
desired change to a value for an item in the list; and sending
the common message to one or more other mobile devices.
[0110] There may also be provided a mobile device com-
prising a processor, and a computer readable medium com-
prising computer executable instructions for operating the
mobile device, the computer executable instructions com-
prising instructions for: obtaining a list of shared data items;
generating a common message having a desired change to a
value for an item in the list; and sending the common
message to one or more other mobile devices.

[0111] There may also be provided a method of operating
amobile device, the method comprising: generating a list for
shared data items; sharing the list with one or more mobile
devices; and sending a common message to at least one of
the one or more mobile devices to update the list.

[0112] There may also be provided a mobile device com-
prising a processor, and a computer readable medium com-
prising computer executable instructions for operating the
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mobile device, the computer executable instructions com-
prising instructions for: generating a list for shared data
items; sharing the list with one or more mobile devices; and
sending a common message to at least one of the one or more
mobile devices to update the list.
[0113] It will be appreciated that the particular options,
outcomes, applications, screen shots and icons shown in the
figures and described above are for illustrative purposes only
and many other variations can be used according to the
principles described.
[0114] It will be also be appreciated that any module or
component exemplified herein that executes instructions
may include or otherwise have access to computer readable
media such as storage media, computer storage media, or
data storage devices (removable and/or non-removable)
such as, for example, magnetic disks, optical disks, or tape.
Computer storage media may include volatile and non-
volatile, removable and non-removable media implemented
in any method or technology for storage of information, such
as computer readable instructions, data structures, program
modules, or other data. Examples of computer storage media
include RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the
desired information and which can be accessed by an
application, module, or both. Any such computer storage
media may be part of the mobile device 100 (or devices 12,
14, 16, 18) or accessible or connectable thereto. Any appli-
cation or module herein described may be implemented
using computer readable/executable instructions that may be
stored or otherwise held by such computer readable media.
[0115] Although the above has been described with refer-
ence to certain specific embodiments, various modifications
thereof will be apparent to those skilled in the art as outlined
in the appended claims.
1. A method of operating a mobile device, the method
comprising the mobile device:
obtaining a list of shared data items, each data item
representing a task to be completed, the list being
shared amongst a group comprising a plurality of
mobile devices including the mobile device;
receiving a common message prepared by one of the
mobile devices in the group, the common message
comprising a first modified task of at least one of the
shared data items or a first new task of a new shared
data item to be added to the list of shared data items;
independently determining, based on the first modified
task or the first new task in the common message, if the
first new task or the first modified task should be used
for updating the list instead of a second new task or a
second modified task independently performed on the
mobile device, without communicating with others of
the plurality of mobile devices, the common message
having been sent to all of the plurality of mobile
devices in the group to enable all mobile devices in the
group to independently update a locally stored version
of the list; and
updating the list according to the determining and without
further communication with at least the one of the
mobile devices in association with the updating,
wherein if the first task is added to the list or the first
modified task replaces an existing item in the list, the
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list of shared data items is updated without disrupting
other task in the shared data items.

2. The method according to claim 1, further comprising:

transmitting, in response to receiving the common mes-

sage, an acknowledgement message to the one of the
mobile devices, wherein the acknowledgement mes-
sage comprises an indication that the common message
was received from the mobile device.

3. The method according to claim 1, wherein the common
message is obtained from a message exchange service.

4. The method according to claim 1, wherein the at least
one shared data item in the list has a user assignment to
indicate who is to be completing that shared data item.

5. The method according to claim 1, further comprising
generating an updated list to reflect changes made by the
other mobile devices in the group.

6. The method according to claim 1, wherein the first new
task or first modified task represents a task in a group
project, and wherein the task comprises a plurality of values
associated therewith indicative of status information for the
task.

7. The method according to claim 1, further comprising
posting a comment pertaining to a selected one or more of
the shared data items.

8. A mobile device comprising:

a wireless communication system; and

a processor operably coupled to the wireless transceiver

and configured to:

obtain a list of shared data items, each data item
representing a task to be completed, the list being
shared amongst a group comprising a plurality of
mobile devices including the mobile device;

receive a common message prepared by one of the
mobile devices in the group, the common message
comprising a first modified task of at least one of the
shared data items or a first new task of a new shared
data item to be added to the list of shared data items;

independently determine, based on the first modified
task or the first new task in the common message, if
the first new task or the first modified task should be
used for updating the list instead of a second new
task or a second modified task independently per-
formed on the mobile device, without communicat-
ing with others of the plurality of mobile devices, the
common message having been sent to all of the
plurality of mobile devices in the group to enable all
mobile devices in the group to independently update
a locally stored version of the list; and
update the list according to the determining and without
further communication with at least the one of the
mobile devices in association with the updating,
wherein if the first task is added to the list or the first
modified task replaces an existing item in the list, the
list of shared data items is updated without disrupt-
ing other task in the shared data items.
9. The mobile device according to claim 8, wherein the
processor is further configured to:
transmit, in response to the common message being
received, an acknowledgement message to the one of
the mobile devices, wherein the acknowledgement
message comprises an indication that the common
message was received from the mobile device.
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10. The mobile device according to claim 8, wherein the
common message is obtained from a message exchange
service.

11. The mobile device according to claim 8, wherein the
at least one shared data item in the list has a user assignment
to indicate who is to be completing that shared data item.

12. The mobile device according to claim 8, wherein the
processor is further configured to:

generate an updated list to reflect changes made by the

other mobile devices in the group.

13. The mobile device according to claim 8, wherein the
first new task or first modified task represents a task in a
group project, and wherein the task comprises a plurality of
values associated therewith indicative of status information
for the task.

14. The mobile device according to claim 8, wherein the
processor is further configured to:

post a comment pertaining to a selected one or more of the

shared data items.

15. A mobile device comprising:
a wireless communication system; and

a processor operably coupled to the wireless transceiver
and configured to:

obtain a list of shared data items, each data item
representing a task to be completed, the list being
shared amongst a group comprising a plurality of
mobile devices including the mobile device;

generate a common message to be sent to the other
members of the group to enable all mobile devices in
the group to update a locally stored version of the
list, the common message comprising a first modi-
fied task of at least one of the shared data items or a
first new task of a new shared data item to be added
to the list of shared data items for enabling the other
mobile devices in the group to independently deter-
mine using information in the common message if
the first new task or the first modified task should be
used for updating the list instead of a second new
task or a second modified task independently gener-
ated on the other mobile devices, without commu-
nicating with others of the plurality of mobile
devices;

send the common message to the other mobile devices
in the group to enable the other mobile devices to
independently update the locally stored version of
the list according to a determination made by the
other mobile devices using the information in the
common message without further communication
with at least the mobile device in association with
updating the locally stored version of the list,
wherein if the first task is added to the list or the first
modified task replaces an existing item in the list, the
list of shared data items is updated without disrupt-
ing other values in the shared data items; and
in response to sending the common message to the
other mobile devices, determining if each of the
other mobile devices are in coverage or out-of-
coverage based on receiving or failing to receive an
acknowledgement message from the other mobile
devices.
16. The mobile device according to claim 15, wherein the
common message is sent via a message exchange service.
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17. The mobile device according to claim 16, wherein the
at least one shared data item in the list has a user assignment
to indicate who is to be completing that shared data item.

18. The mobile device according to claim 16, wherein the
first new task represents a task in a group project, and
wherein the task comprises a plurality of values associated
therewith indicative of status information for the task.

19. The mobile device according to claim 16, wherein the
sharing comprises sending the list via a message exchange
service.

20. The mobile device according to claim 16, wherein the
list is shared amongst only a subset of the group of mobile
devices.



