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METHOD OF DIAGNOSIS OF DEGRADATION IN A HETEROGENEOUS
NETWORK USING A NEIGHBOUR NETWORK

FIELD OF THE INVENTION

The present invention generally relates to heterogeneous networks comprising, for instance, a
home network and an access network.

More particularly, the invention deals with the diagnosis of such networks performance.

Thus, the invention concems a method and a device of diagnosis of a network degradation. It

also concerns a computer program implementing the method of the invention.

BACKGROUND OF THE INVENTION

The approaches described in this section could be pursued, but are not necessarily approaches
that have been previously conceived or pursued. Therefore, unless otherwise indicated herein,
the approaches described in this section are not prior art to the claims in this application and are
not admitted to be prior art by inclusion in this section.

Hundreds of millions of homes today connect to the Internet using a broadband access. Within
these homes, numerous devices interconnect via a home network using technologies such as
Ethernet, Powerline, MoCa (Multimedia over Coax alliance), or WiFi. These home networks, in
turn, connect to the larger Internet via access networks including DSL (Digital Subscriber

Line), cable, and wireless.

This network heterogeneity and complexity causes difficulties for diagnosing network
performance degradation and variability, and pinpointing the source of a problem at the
network’s edge.

While many tools exist for diagnosing a network backbone, much fewer tools exist for

diagnosing performance problems within the home network or within the access network.

An example of network degradation is latency. The latency, also called delay, expresses how
much time it takes for a data packet to get from one point to another of the network.
Conventionally, latency is measured by sending a packet that is returned to the sender and the

round-trip time is considered as the latency.

If the latency is too high, the user experiences congestion and he has to wait in order to access
a requested content, for example when browsing the Internet. In this case, said user is

interested in where the delay occurs. For example, is the delay in the home network or in the
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access network, and does this delay occur in the upstream or downstream direction? The
user’s ISP (Internet Service Provider) is also interested in this information, particularly when
the user calls the ISP to report a poor performance and requests a diagnosis.

Typically, the only existing recourse is to employ generic tools such as ping, traceroute, and
pathchar These tools are not sufficient as they don’'t enable an accurate diagnosis of the
degradation location, particular of the direction, i.e. downstream or upstream, of the link in which
the degradation occurs. Besides, the existing tools often require a remote cooperation host.

This lack of tools and techniques is particularly acute when it comes to diagnosing and
pinpointing latency variations at the network’s edge.

SUMMARY OF THE INVENTION
The present invention proposes a solution for improving the situation.

Accordingly, the present invention provides a method of diagnosis of a heterogeneous network
degradation, said heterogeneous network connecting a user terminal and a server through a
plurality of links, each of them having a given direction, and comprising at least one home
network, one access network and one neighboring network, wherein said method comprises a
step of using the neighboring network to determine at least one link of the heterogeneous
network in which the degradation occurs and the direction of said link.

By direction of the link, it is meant here the direction of transmission on the link. For example, if
the link supports a transmission from the user terminal to the server, it is an upstream link
whereas, if it supports a transmission from the server to the user terminal, it is a downstream
link.

An heterogeneous network here means a network involving different types of devices, such as
laptops, smartphones, printers, etc., and/or different technologies, such as Ethernet, WiFi, etc.
Typically, the heterogeneous network comprises a plurality of home networks, each home
network interconnecting devices within a user home and an access network connecting the
home networks to the larger Internet.

The server is, for instance, an Internet server providing access to an Internet service.

Furthermore, it is assumed here, that the user may access the Internet server, using a

neighboring network, such as the home network of a neighbor, called here neighbor network,
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and/or a community network, like a WiFi community, where customers of an ISP receive
credentials to connect to WiFi access points of other customers of that ISP.

This assumption of availability of at least one neighboring network is generally achieved
nowadays in most of the world’s countries. For example, it has been shown that 60% of the

French homes have access to at least one community network.

By using the neighboring network, the method of the present invention provides an efficient
diagnosis tool permitting to determine accurately the source of degradation in the
heterogeneous network. For example, if the neighboring network has a different ISP than the
home network, it is possible, using the method of the invention, to detect if the degradation is
limited to a single ISP or not.

Advantageously, the home network is a wired network and the neighboring network is a wireless
network.

For example, the home network is a Local Area Network (LAN) and the neighboring network is a
WiFi network.

According to a first embodiment, the neighboring network is used to determine a latency of each
link of the home network and of the access network.

This determination enables to infer accurately the direction of the link, for instance upstream or
downstream, in which a high latency occurs and causes a network congestion.

Advantageously, the method of diagnosis comprises the steps of :

a) sending a plurality of probe packets along paths of the heterogeneous network, in which at
least one path involves at least one link of the neighboring network;

b) measuring delays on these paths; and

¢) combining the measured delays to deduce the latency of each link of the home network and
the access network.

Advantageously, the measured delays at step b) are round trip delays.

According to a second embodiment, the neighboring network is used to determine a packet loss
on at least one link of the home network and the access network.

Advantageously, the method of diagnosis comprises the steps of :
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d) sending a plurality of probe packets along paths of the heterogeneous network, in which at
least one path involves at least one link of the neighboring network;

e) measuring loss rates on these paths; and

f) combining the measured loss rates to deduce the loss rate of each link of the home network
and the access network.

According to an embodiment, the probe packets are sent from the user terminal.
Advantageously, the probe packets comprise “ping” probes.

Depending on the network capabilities, the ping probes may contain either UDP (“User
Datagram Protocol”) or ICMP (Internet Control Message Protocol) packets .

According to an embodiment, the probe packets comprise cyclic probes.

For example, cyclic and round-trip nodes may be used, the cyclic probes containing UDP
packets and the round-trip probes containing ICMP packets.

The invention further provides a device of diagnosis of a heterogeneous network degradation,
said heterogeneous network connecting a user terminal and a server through a plurality of links,
each of them having a given direction, and comprising at least one home network, one access
network and one neighboring network, wherein said device comprises a diagnosis module able
to use the neighboring network to determine at least one link of the heterogeneous network in
which the degradation occurs.

The invention further provides a network node comprising the device of diagnosis of the

invention.
Advantageously, the network node is the user terminal or a home gateway.

The method according to the invention may be implemented in software on a programmable
apparatus. It may be implemented solely in hardware or in software, or in a combination thereof.

Since the present invention can be implemented in software, the present invention can be
embodied as computer readable code for provision to a programmable apparatus on any
suitable carrier medium. A carrier medium may comprise a storage medium such as a floppy
disk, a CD-ROM, a hard disk drive, a magnetic tape device or a solid state memory device and
the like.
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The invention thus provides a computer-readable program comprising computer-executable
instructions to enable a computer to perform the method of the invention. The diagrams of
figures 3 and 4 illustrate examples of the general algorithm for such computer program.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of examples, and not by way of limitation, in the
figures of the accompanying drawings, in which like reference numerals refer to similar

elements and in which:

Figure 1 is a schematic view of a heterogeneous network wherein the diagnosis method
of the present invention is advantageously implemented ;

- Figure 2 is a schematic view of the heterogeneous network of Figure 1 showing the links

within said heterogeneous network;

- Figure 3 is a flowchart showing the steps of a diagnosis method according to a first

embodiment of the present invention;

- Figure 4 is a flowchart showing the steps of a diagnosis method according to a second

embodiment of the present invention; and

- Figure 5 is a schematic view of a device of diagnosis according to an embodiment of the

invention.
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
Referring to Figure 1, there is shown therein a schematic view of a heterogeneous network 2.
The heterogeneous network 2 comprises a home network 4 and neighboring networks 6, 8.

The heterogeneous network 2 also comprises access networks 10, 12, connecting respectively
the home network 4 and the neighboring networks 6, 8 to the Internet network 14, particularly to

an Internet server 16 providing a service to a user.

The first access network 10 is, for instance, the network of a first ISP, called ISP-1, that
provides Internet services to the home network 4. An ISP router 17 connects the first access
network 10 to the Internet 14.
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The second access network 12 is, for instance, the network of a second ISP, called ISP-2, that
provides Internet services to the neighboring networks 6, 8.

The home network 4 comprises user terminals 18, such as, for example, a laptop, a desktop, a
connected TV, a telephone, a tablet. These terminals 18 are connected to the access network
10 and to the larger Internet network 14 through a home gateway 20.

At least one user terminal 18, for example the laptop, comprises a diagnosis module 19
implementing the method of diagnosis of the present invention.

According to an embodiment, the home gateway 20 combines a modem, a WiFi access point,

and a router.

According to another embodiment, the home gateway 20 is an IP router whereas the modem is
a distinct physical device.

In the present description, it is assumed that the home network 4 connecting the user terminals
18 to the home gateway 20 is a Local Area Network (LAN).

Besides, it is assumed that the neighboring network 6 is a wireless network, for instance a WiFi
network and that the home gateway 20 is within the range of this neighboring network 6 and is
able to connect to said neighboring network 6.

The neighboring networks 6, 8 also comprise respectively home gateways 22, 24 in order to
connect to the access network 12.

A user in the home network 4 connects to the remote service provided by the server 16, for
example, browsing video websites, and experiences the end-to-end performance. This online
experience includes the performance limitations of the home network 4. In general, a single
performance bottleneck limits the end-to-end performance. For example, the video cannot load
faster than the slowest link on the end-to-end path from the user terminal 18 to the server 16.

The method of diagnosis according to the present invention enables an accurate pinpointing of
the degradation of performance of the heterogeneous network 2. More particularly, the method
of the invention permits to identify accurately the link of the heterogeneous network where such

impairment is localized.

Figure 2 shows an example of the links of the heterogeneous network 2 that connect a user
terminal 18 to the Internet 14, and therefore to the server 16.



10

15

20

25

WO 2014/131868 PCT/EP2014/053906

An interface a on the user terminal 18 is used to connect said terminal 18 via the home network
4 to an interface b on the home gateway 20 router which then connects via an interface ¢
thereon to the first access network 10 and from there to the larger Internet 14 .

Besides, the user terminal 18 is able to connect to the neighboring network 6 via an interface f
to an interface e of the home gateway 22 of the neighboring network 6. An interface d of the
home gateway 22 of the neighboring network enables then a connection to the second access
network 12 and from there to the larger Internet 14.

In figure 2 :

- the upstream link connecting the interfaces a and b is referenced 30;

- the link connecting the interfaces ¢ and d, in the direction ¢ to d, is referenced 32;

- the downstream link connecting the interfaces e and f is referenced 34;

- the upstream link connecting the interfaces f and e is referenced 36;

- the link connecting the interfaces ¢ and d, in the direction d to c, is referenced 38; and
- the downstream link connecting the interfaces a and b is referenced 40.

According to a first embodiment, the user experiences a congestion when he tries to access the
service provided by the server 16.

The flowchart of Figure 3 details the steps of the method of diagnosis of the invention, according
to a preferred embodiment, to infer the exact link and direction in which a high latency occurs.

These steps are advantageously implemented by the diagnosis module 19, which comprises a
processor 42 and a memory 44, as represented in Figure 5.

This method of diagnosis exploits the cyclic topology of the heterogeneous network 2 with three
segments, i.e. six directional links, ab, cd, ef, fe, dc, ba, as shown in Figure 2.

At step 50, a plurality of probe packets is sent along different paths of the heterogeneous
network 2, in which at least one path involves at least one link of the neighboring network 6, i.e.
the link 34 and/or the link 36.

Then, at step 52, delays can be measured on these paths.

The cyclic topology of the heterogeneous network 2 enables a number of useful measurements
at step 52, as for example :
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- RTT estimates to local gateway interfaces b, e via an ICMP ping probe: the user terminal
18 individually pings, at step 50, interfaces b and e, respectively of its home gateway 20
and of the neighboring home gateway 22, thus obtaining, at step 52, RTT measurements
dapq €t szef;

- RTT estimates to the public interface ¢ of the local home gateway 20 via an ICMP ping
probe: the user terminal 18 pings, at step 50, via the neighboring home gateway
interface d along the path fedc, yielding, at step 52, the RTT measurement szedcdef- In
order to be able to perform this measurement, the terminal 18 discovers, in a preliminary
step (not represented), the IP address of the interface ¢;

- Clockwise and counter-clockwise full cycle probes : the user terminal 18 sends, at step
50, a probe message that traverses a cycle, either clockwise or counter-clockwise,
beginning and ending at the terminal 18 itself. For example, by sending a probe on its
outgoing interface a addressed to its own interface f, the terminal 18 can directly

measure, at step 52, the counter-clockwise cyclic one way delay c?abcdef.The clockwise

cyclic delay c?fedcba can similarly be measured.

Generally, the measurements performed at step 52 can vary even in short periods of time.
Thus, according to an embodiment, minimum delays are estimated by sending a train of probes,
at step 50, and taking, at step 52, the minimum value.

At step 54, the measured delays at step 52 are combined to deduce the delays dqg,, dpa, de, A,
der and ds of the links 30, 40, 32, 38, 34 and 36, respectively.

It is important to note that in each of the above measurements, the measured multihop delays
are composed of various combinations of the unknown per-hop delays d.p, dba, ded, dae, des @and
d«. Given the topology in Figure 2, these relationships can be represented by the following
system of linear equations:

1100 0 0\ [de ot
L1110 0) |dy Aobedeba
001111 deg d fedede
00001 1| del| | doy

0101 0} |dy Aapeder
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This system of six equations has six unknowns. Unfortunately, the rank of the above matrix is
four. In order to solve this system, it is then necessary either to reduce the number of unknowns
or to increase the number of equations. One way to do this is to assume symmetric delays in
the local networks (i.e., da = dva @and di = def ). Prior work shows that this assumption is
reasonable unless many WiFi nodes use VolP (Voice over IP) at the same time; moreover, local
network delays are typically smaller than access network delays, given link transmissions
speeds.

Assuming symmetric local network delays reduces the number of unknowns to four, yielding six

measurement equations with four unknowns.

Having more equations than unknowns provides the possibility of choosing which set of

measurement equations to use.

One reduction uses both one-way measurements (i.€., dgpcger aNd dfeqcna):

20 00 i’f(, 5 ‘ dfr?w
6 0 0
110

i g1
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dea . d fef

]
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A second reduction uses an RTT measurement to a public gateway interface instead of a one-
way cyclic delay measurement. Specifically, replacing the last equation above yields:

2.0 0 0\ [duw daba
000 2| |da| | dr
1101 das {Ecﬁﬁe%fﬁf
g 1 1 2 i’jj,@ {%fﬁ,‘{(‘dﬁf

When measurement probes allow for multiple reductions, the result accuracy may be improved

by averaging the inferred delay values of all reductions.

According to an embodiment, Network Address Translators (NATs) which significantly

complicate the measurements, are also addressed.

Indeed, the user terminal 18 generally receives a private IP address (for example, in the
192.168/16 sub-network) and connects to the Internet through a NAT. Thus, the terminal 18
must first discover the public IP addresses of the home gateways 20, 22 before probing them.
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Advantageously, the public IP addresses of the home gateways 20, 22 are gathered with the
support of a remote web server that returns the requesting-IP-address of a web client or with the
support of the home-gateway which advertises its public IP address, for example via UPnP
(Universal Plug and Play). Hence, a web client behind a NAT can retrieve its public IP address,
which can then be used in issuing the pings to the home gateways 20, 22.

NAT also introduces complications into the one-way cyclic delay measurements. Here, the
problem is that a NATed terminal must be able to receive packets on one of its interfaces. In
order for the incoming measurement packets to punch through the NAT, the NAT must support
port-mapping for incoming packets. To accomplish this, according to an embodiment, a port-
mapping is automatically configured between a port on the home gateway 20, 22 and a port on
the terminal 18 using a UPNP.

According to a second embodiment, the user experiences a loss of data packets when he tries
to access the service provided by the server 16.

The flowchart of Figure 4 details the steps of the method of diagnosis of the invention, according
to a preferred embodiment, to infer the exact link and direction in which a loss occurs.

This method of diagnosis exploits the cyclic topology of the heterogeneous network 2 with three
segments, i.e. six directional links, ab, cd, ef, fe, dc, ba, as shown in Figure 2.

At step 60, a plurality of probe packets is sent along different paths of the heterogeneous
network, in which at least one path involves at least one link of the neighboring network 6, i.e.
the link 34 and/or the link 36.

The same probe packets are used as in step 50 of the first embodiment.
Then, at step 62, packet loss rates can be measured on these paths.

Advantageously, step 62 can be carried simultaneously to step 52 of the first embodiment, so
that loss rates are measured at the same time as delays.

At step 64, the measured loss rates at step 62 are combined to deduce the loss rates of the
links 30, 32, 34, 36, 38, 40.

Advantageously, the same system of equations used at step 54 of the first embodiment is
reused by using the property that link transmission rates, i.e., the complement of loss rates,
multiply along a path of uncorrelated links while link delays cumulate.
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By noting T4, the transmission rate on the link 30 between the interfaces a and b, and T, the
overall transmission rate from a to b and back to a, we have log(T,p,) = log(Ta) + log(Ty,) for
strictly positive transmission rates. A transmission rate of zero means that there is no link
between a and b. In practice, transmission rates of zero can be observed for a perfectly-working
link if the policy of the network is to block some probes, as for example ICMP pings.

The topology of Figure 2 yields the following linear system of equations :

110000 log(Ty) 1og(T )
[T T N B L log{Tia) f{?g;{?}x§ﬂd¢¢m}
001 111 log(Te.q) 109(T tededes)
0000 1 1| |logTu)| | tog(Trer)
101010 log(T, ) 169(Trpede )

0 1 0 1 0 1 log(Ty.) I‘ug{}'}i&m)

Advantageously, it is assumed that loss rates are symmetric (or that the asymmetry is
negligible) in the home network 4 and on the neighboring network 6.

Under these assumptions, it is possible to reduce the above system of equations like in the first

embodiment.

While there has been illustrated and described what are presently considered to be the
preferred embodiments of the present invention, it will be understood by those skilled in the art
that various other modifications may be made, and equivalents may be substituted, without
departing from the true scope of the present invention. Additionally, many modifications may be
made to adapt a particular situation to the teachings of the present invention without departing
from the central inventive concept described herein. Furthermore, an embodiment of the present
invention may not include all of the features described above. Therefore, it is intended that the
present invention is not limited to the particular embodiments disclosed, but that the invention
includes all embodiments falling within the scope of the appended claims.

Expressions such as "comprise”, "include", "incorporate”, "contain”, "is" and "have" are to be
construed in a non-exclusive manner when interpreting the description and its associated claims,
namely construed to allow for other items or components which are not explicitly defined also to
be present. Reference to the singular is also to be construed to be a reference to the plural and

vice versa.
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A person skilled in the art will readily appreciate that various parameters disclosed in the
description may be modified and that various embodiments disclosed and/or claimed may be
combined without departing from the scope of the invention.

For instance, while the diagnosis module is implemented in the user terminal in the described

embodiment, it may be advantageously implemented in the home gateway 20.

Besides, while in the present invention, ISP1 and ISP2 are different ISPs, the invention is
applicable to the case where ISP1 and ISP2 are indeed a same ISP.

Besides, while in the present description, the home network is a LAN network and the
neighboring network is a WiFi network, the invention can be applied to any configuration in
which the user terminal has two means to access the Internet, for example WiFi and 3G, WiFi
and 4G, ADSL and cable, etc.
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CLAIMS

Method of diagnosis of a heterogeneous network (2) degradation, said heterogeneous
network (2) connecting a user terminal (18) and a server (16) through a plurality of links (30,
32, 34, 36, 38, 40) each of them having a given direction, and comprising at least one home
network (4) and one access network (10, 12) and one neighboring network (6), the
connection of the user terminal (18) to the server (16) being possible via each of the home
network (4) and the neighboring network (6), wherein said method comprises a step of
determining at least one link of the heterogeneous network (2) in which the degradation

occurs and the direction of said link by using the neighboring network (6).

Method of claim 1, wherein the home network (4) is a wired network and the neighboring

network (6) is a wireless network.

Method of claim 1 or 2, wherein the degradation is a latency and the neighboring network (6)
is used to determine the latency of each link of the home network (4) and of the access
network (10, 12).

Method of claim 3, comprising the steps of;

a) sending a plurality of probe packets along paths of the heterogeneous network (2), in
which at least one path involves at least one link (34, 36) of the neighboring network (6);

b) measuring delays on these paths; and

¢) combining the measured delays to deduce the latency of each link of the home network
(4) and the access network (10, 12).

Method of claim 4, wherein the measured delays at step b) are round trip delays.

Method of any of claims 1 to 5, wherein the degradation is a packet loss and the neighboring
network (6) is used to determine the packet loss on at least one link of the home network (4)
and the access network (10, 12).

Method of claim 6, comprising the steps of;
d) sending a plurality of probe packets along paths of the heterogeneous network (2), in
which at least one path involves at least one link (34, 36) of the neighboring network (6);

e) measuring loss rates on these paths; and
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f) combining the measured loss rates to deduce the loss rate of each link of the home
network (4) and the access network (10, 12).

Method of claim 4 or 7, wherein the probe packets are sent from the user terminal (18).

Method of one of claims 4, 7 or 8, wherein the probe packets comprise “ping” probes.

Method of one of claims 4, 7, 8 or 9, wherein the probe packets comprise cyclic probes.

Device (18) of diagnosis of a heterogeneous network (2) degradation, said heterogeneous
network (2) connecting a user terminal (18) and a server (16) through a plurality of links (30,
32, 34, 36, 38, 40), each of them having a given direction, and comprising at least one home
network (4) and one access network (10, 12) and one neighboring network (6), the
connection of the user terminal (18) to the server (16) being possible via each of the home
network (4) and the neighboring network (6), wherein said device (8) comprises a diagnosis
module (19) able to determine at least one link of the heterogeneous network (2) in which

the degradation occurs by using the neighboring network (6).

Device of claim 11, wherein the neighboring network (6) is used to determine a latency of
each link of the home network (4) and of the access network (10, 12).

Device of claim 11 or 12, wherein the neighboring network (6) is used to determine a packet
loss on at least one link of the home network (4) and the access network (10, 12).

Network node comprising the device (18) of diagnosis of one of claims 11 to 13.

A computer-readable program comprising computer-executable instructions to enable a
computer to perform the method of any one of claims 1 to 10.
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