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Fig. 2 
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LOGIC CIRCUIT AND METHOD THEREOF 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This U.S. non-provisional patent application 
claims priority under 35 U.S.C. S 119 of Korean Patent 
Application 2004-10975 filed on Feb. 19, 2004, the entire 
contents of which are hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0.003 Example embodiments of the present invention 
relate generally to a logic circuit and method thereof and 
more particularly to a logic circuit for performing a logic 
operation not meeting an associative law and method 
thereof. 

0004 2. Description of the Related Art 
0005 Conventional methods for processing data may 
include a key for Security. The data encoded with the key 
may be extracted by measuring a power dissipation occur 
ring during an operation of a cryptography algorithm and/or 
timing the execution of the operation. 
0006. A leakage or exposure of data during extraction 
with a cryptography algorithm may be referred to as a side 
channel and a method for receiving the Side channel may be 
referred to as a side channel attack. Side channel attacks may 
include a timing attack, a fault insertion attack, a power 
analysis attack, etc. 
0007. In an example, a smart card system with an 
installed co-processor for cryptographic processing may 
have a higher possibility of a Side channel because the Smart 
card System may execute a higher number of logic opera 
tions (e.g., AND, OR, XOR, etc. . . ). 
0008. A conventional differential power analysis (DPA) 
may measure and analyze power dissipation in logic opera 
tions of the cryptograph algorithm, thereby extracting the 
data. Thus, installing a defense against DPA may increase 
the Security for a given System. 

0009. One conventional defensive method, referred to as 
random masking, may include applying a cryptography 
algorithm after data is received and random data is included. 
If the received data is processed with a logical operation 
Satisfying an associative law, data may not be extracted by 
a side channel attack because power dissipation during the 
cryptography algorithm execution may not result in the input 
data. 

0.010 Another conventional random masking method 
may include applying an XOR operation to the input data 
and the random data as given by 

0.011 where the input data is a, the random data is r, the 
random mask data is /a, and an XOR operation is denoted by 
€D. It is well known that XOR operations satisfy the asso 
ciative law (e.g., aer=rea, (aer)6DX=aeD(rex), etc. . . . ). 
0012. The data generated during the cryptography algo 
rithm operation may be maintained in a random mask in 
order to apply a logical operation Satisfying an associative 
law (e.g., an XOR operation) to the input data while remain 
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ing unreadable with conventional DPA. In this case, the data 
included in the random mask type may include both pro 
cessed data and random data. 

0013 In another example, it may be assumed that a 
cryptography algorithm may apply an XOR operation to an 
input data 'a and a key k. To prevent the DPA from 
extracting the input data a, random data r may be generated 
in order to attain the random mask data /a as given in 
Expression 1.1. If an XOR operation is applied to the 
random mask data /a and key k, the result may be given by 

0014 Thus, a result of the XOR operation (i.e., aek) may 
be achieved without exposing data to extraction by DPA 
Since the random data r is included within Expression 1.2. 
Further, the result of the XOR operation may not be 
exposed. 
0015. In another example, the cryptography algorithm 
may not include an AND operation applied to the data a and 
the key k1 as given by 

faak=(a6Dr)ak (1.3) 
0016 where a denotes an AND operation, while remain 
ing Secure from Side channel attackS. 
0017 Referring to Expression 1.3, the AND operation 
may not satisfy the associative law, as given by 

Amkz (Aak)Gr: (1.4) 
0.018 Thus, by conventional methods, logic operations 
(e.g., AND, OR, etc. . . . ) which do not satisfy the 
asSociative law may not be included in the cryptography 
algorithm without risking exposure to DPA. 

SUMMARY OF THE INVENTION 

0019. An example embodiment of the present invention 
is a logic circuit, including a random data generator for 
generating random data, a random mask device for gener 
ating random mask databased on received input data and the 
random data, and a logic device for executing a logic 
operation including the random mask data and outputting the 
results of the execution in a random mask type, the logic 
operation not satisfying an associative law. 
0020. Another example embodiment of the present 
invention is a method of executing a logic operation, includ 
ing generating random mask data based on received input 
data and generated random data, executing at least one logic 
operation including at least one of the random mask data, the 
random data and random mask type data, the at least one 
logic operation including a logic operation not Satisfying the 
asSociative law, and outputting the result of the at least one 
logic operation applied in a random mask type. 
0021 Another example embodiment of the present 
invention is a method of executing a logic operation, includ 
ing executing at least one logic operation including a ran 
dom mask, the at least one logic operation not Satisfying an 
asSociative law, the at least one logic operation not being 
able to be monitored with a differential power analysis 
(DPA). 
0022. Another example embodiment of the present 
invention is a logic circuit for executing a logic operation not 
Satisfying an associative law, including a first logic gate for 
executing a first logic operation, the first logic operation 
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Satisfying the associative law, a Second logic gate for execut 
ing a Second logic operation, the Second logical operation 
not satisfying the associative law, a third logic gate for 
executing a third logic operation, the third logic gate receiv 
ing the outputs of the first and Second logic gates, the third 
logic operation not satisfying the associative law. 

0023. Another example embodiment of the present 
invention is a method of executing a logic operation, includ 
ing executing a first logic operation on first and Second data, 
the first logic operation Satisfying an associative law, execut 
ing a Second logic operation on first and Second random 
data, the Second logic operation not Satisfying the associa 
tive law, and executing a third logic operation on the results 
of the first and Second logic operation, the third logic 
operation not satisfying the associative law. 
0024. Another example embodiment of the present 
invention is a method of logic operation, including execut 
ing a logic operation not satisfying an associative law on first 
and Second data, the first and Second data not being able to 
be monitored with a side channel attack during the logic 
operation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.025 Example embodiments of the present invention 
will become more apparent by describing in detail exem 
plary embodiments thereof with reference to the attached 
drawings in which: 

0.026 FIG. 1 illustrates a block diagram of a logic circuit 
including a logic device according to an example embodi 
ment of the present invention. 
0027 FIG. 2 illustrates a block diagram of a NOT 
operation device as an example embodiment of the logic 
device in FIG. 1. 

0028 FIG. 3 illustrates a block diagram of an AND 
operation device as an example embodiment of the logic 
device in FIG. 1. 

0029 FIG. 4 illustrates a block diagram of an OR opera 
tion device as an example embodiment of the logic device in 
FIG. 1. 

0030 FIG. 5 illustrates a block diagram of a NAND 
operation device as an example embodiment of the logic 
device in FIG. 1. 

0031 FIG. 6 illustrates a block diagram of a NOR 
operation device as an example embodiment of the logic 
device in FIG. 1. 

DETAILED DESCRIPTION OF EXAMPLE 
EMBODIMENTS OF THE PRESENT 

INVENTION 

0.032 Hereinafter, example embodiments of the present 
invention will be described in detail with reference to the 
accompanying drawings. 

0033. In the Figures, the same reference numerals are 
used to denote the same elements throughout the drawings. 

0034 FIG. 1 illustrates a block diagram of a logic circuit 
50 including a logic device 300 according to an example 
embodiment of the present invention. 
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0035) In another example embodiment of the present 
invention, referring to FIG. 1, the logic circuit 50 may 
include a random mask device 100, a random data generat 
ing device, and/or the logic device 300. The logic circuit 50 
may execute a logic operation including input data which 
may not expose the input data to a side channel attack during 
a logic operation. The logic circuit 50 may output the result 
of the logic operation with a random mask type. 
0036) As shown in FIG. 1, the random mask device 100 
may receive input data at and random data r. The random 
mask device 100 may use the data at and random data ri to 
generate the random mask data /a, where ai, r, and fai 
indicate the ith elements between elements 1-m, m being a 
natural number. 

0037. In another example embodiment of the present 
invention, the random mask data ?a may be represented by 
one of /a=a 16Dr, fa29a20Dr. . . . /, an=a,6Dr. 
0038. In another example embodiment of the present 
invention, the random data generating device 200 may 
generate random data r1, r2, . . . , and re. 
0039. In another example embodiment of the present 
invention, the logic device 300 may receive the random 
mask data and the random data and may execute a logic 
operation. 

0040. In another example embodiment of the present 
invention, the logic device 300 may include at least one 
logic gate (e.g., NOT, AND, OR, etc. . . . ) for executing a 
logic operation. The logic device 300 may execute the logic 
operation including the random mask data, the random data 
and/or data of a random mask type. The logic device 300 
may output a result of the logic operation. 

0041 FIG. 2 illustrates a block diagram of a NOT 
operation device 300A as an example embodiment of the 
logic device 300 in FIG. 1. 
0042. As shown in FIG. 2, the NOT operation device 
300A may include a NOT logic gate 311 and first and second 
XOR logic gates 312 and 313. The NOT logic gate 311 may 
receive a random mask data /a, and the first XOR gate 312 
may receive random data r and re. The result of the NOT 
operation at the NOT logic gate 311 may be output in a mask 
type -aler. The NOT logic gate 311 may receive the 
random mask data ?a and may perform a NOT operation, 
thereby generating a first intermediate data ~/a (i.e., an 
inverse of /a). The first XOR logic gate 312 may receive the 
first and Second random data r and r- and may execute a 
XOR operation, thereby generating a Second intermediate 
data rer. The second XOR logic gate 313 may receive the 
first and Second intermediate data and may execute an XOR 
operation, thereby generating output data ~/a€D(reDr) as 
given by 

0043 Table 1 below illustrates example values based on 
Expression 2.1 as described above. 

TABLE 1. 

a1 r1 fa1 ~fa1 fa1 €9 r1 ~a1 

O O O 1. 1. 1. 
O 1. 1. O 1. 1. 
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TABLE 1-continued 

a1 r1 fa1 ~fa1 fa1 €9 r1 ~a1 

1. O 1. O O O 
1. 1. O 1. O O 

0044) Referring to Table 1, since (~/a16Dr1)=-a1, the 
output of the NOT operation device 300A may be ~a16Dr2 
as illustrated in FIG. 2. 

0.045. In another example embodiment of the present 
invention, the NOT operation device 300A may reduce a 
Side channel attack based on a differential power analysis 
(DPA). 
0046. In another example embodiment of the present 
invention, the NOT operation device 300A may execute a 
logical operation using the random mask data /a1 and at least 
one of the random data r and r- and may output a result of 
the NOT operation applied to the input data a1 in a random 
mask type (e.g., -a1€Dr2). 
0047. In another example embodiment of the present 
invention, if each of the random mask data and the first and 
Second random data is n-bit data, n being a natural number, 
the NOT operation may be applied at corresponding bits. For 
example, when 4-bit random mask data/A=(/as, /a2, /a, ?ao), 
4-bit random data R=(rs/r/r/ro), and R=(S/S/S/So), and 
output data of the NOT operation may be given as 

0048 FIG. 3 illustrates a block diagram of an AND 
operation device 300B as an example embodiment of the 
logic device 300 in FIG. 1. 
0049. In another example embodiment of the present 
invention, referring to FIG. 3, the AND operation device 
300B may include logic gates 321/322/323/324 and XOR 
gates 325/326/327/328. 
0050 Referring to FIG. 3, the AND operation device 
300B may receive random mask data/a1 and/a2 and random 
data r/r/ra and may output results of an AND operation 
executed to the input data a1 and a2 in a random mask type 

0051. In another example embodiment of the present 
invention, referring to FIG. 3, the first AND logic gate 321 
may receive the random mask data /a1 and fa2 to execute an 
AND operation and may generate first intermediate data /a1 
A/a2. The Second AND logic gate 322 may receive first 
mask data/a1 and Second random data r2 to execute an AND 
operation and may generate a Second intermediate data /a1 
Ar2. The third AND logic gate 323 may receive the second 
random mask data /a2 and the first random data r1 to execute 
an AND operation to generate a third intermediate data /a2 
Ar1. The fourth AND logic gate 324 may receive the first 
and Second random data r1 and r2 to execute an AND 
operation to generate a fourth intermediate data r1 ar2. 
0052. The first XOR logic gate 325 may receive the 
Second intermediate data (/a1ar2) and the third intermediate 
data (/a2ar1) to execute an XOR operation and may generate 
a fifth intermediate data given by 
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0053. The second XOR logic gate 326 may receive a 
fourth intermediate data (r1Ar2) and the fifth intermediate 
data given in Expression 2.3 to execute an XOR operation 
to generate a Sixth intermediate data as given by 

0054) The third XOR logic gate 327 may receive the sixth 
intermediate data as given by Expression 2.4 and the third 
random data r3 to execute an XOR operation to generate a 
Seventh intermediate data as given by 

0055. The fourth XOR logic gate 328 may receive the 
first intermediate data (/a1a/a2) and the Seventh intermediate 
data as given in Expression 2.6 to execute an XOR operation 
to generate output data as given by 

(a1a/a2)6 (a1a2)6D(a2ar1)6D(r1 ar2)Gr3. (2.6) 
0056 Thus, the following relationships may be deter 
mined as given by 

(/a2a/a2)€D{(/a2ar1)€D(/r1ar2)€Dr3}={(/a1 
fa2)€D(a1a2)€D(/a2ar1)€D(r1ar2)6D(r1 

^2)}(Br3-((a1a2)(Br3) (2.11) 
0.058 Thus, when the Expressions 2.8, 2.9 and 2.10 are 
Substituted in the Expression 2.11 the same output data (a1 
Aa2)éDr3 may be achieved. 
0059. In another example embodiment of the present 
invention, the AND operation device 300B may include the 
random mask data/a1 and fa2 and the random data r1, r2 and 
r3 and may perform a logic operation. The AND operation 
device 300B may output the result of the AND operation 
applied to the input data a1 and a2 in a random mask type. 
0060. In another example embodiment of the present 
invention, when the random mask data and the random data 
are n-bit data, n being a natural number, the AND operation 
may be applied at corresponding bits. For example, when 
4-bit random mask data /A=(/as, /a, /a, /ao), 4-bit random 
data R=(r/r2/r/ro), and R=(s/s/s/so), the output data of 
the NOT operation given as shown in Expression 2.2. 
0061 FIG. 4 illustrates a block diagram of an OR opera 
tion device 300C as an example embodiment of the logic 
device 300 in FIG. 1. 

0062) Referring to FIG. 4, the OR operation device 300C 
may receive random mask data /a1 and fa2 and random mask 
data r1, r2 and r3. The result (a1v V a2) of an OR operation 
applied to the input data a1 and a2 may be output in a 
random mask type (a1va72)éDr3). The OR operation device 
300C may include first and second OR logic gates 331 and 
334, first and second AND logic gates 332 and 333, and/or 
XOR logic gates 335/336/337/338. 
0063. In another example embodiment, the OR operation 
device 300C may function similar to the above-described 
AND operation device 300B of FIG. 2 except for the 
inclusion of OR logic gates 331 and 334 in place of AND 
logic gates 321 and 324 in FIG. 3. Thus, the OR operation 
device may generate output data as given by 300C. 
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0064. The OR operation device 300C may execute logic 
operations using the random mask data /a1 and fa2 and the 
random data r1, r2 and/or r3, and may output the result (a1 
va2) in a random mask type (a1va72)6Dr3. 
0065. In another example embodiment of the present 
invention, when the random mask data and the random data 
are n-bit data, n being a natural number, an OR operation 
may be applied to the random mask data and the random 
data at corresponding bits. 
0.066 FIG. 5 illustrates a block diagram of an NAND 
operation device 300D as an example embodiment of the 
logic device 300 in FIG. 1. 
0067 Referring to FIG. 5, the NAND operation device 
340 may receive two random mask data /a1 and /a2 and 
random data r1, r2, r3 and/or ra. The output of the NAND 
operation device 300D ~(a1aa2) may be applied in a random 
mask type -(a1a2)6D4. The NAND operation device 300D 
may include an AND operation device 341 and a NOT 
operation device 342. 
0068. In another example embodiment of the present 
invention, the AND operation device 341 may function as an 
AND operation device (e.g., AND operation device 300B of 
FIG. 3). The AND operation device 341 may receive 
random mask data /a1 and/or /a2 and random data r1, r2 
and/or r3 and may generate a first intermediate data (a1 
Aa2)éDr3. 
0069. In another example embodiment of the present 
invention, the NOT operation 342 may function as a NOT 
operation device (e.g., NOT operation device 300A of FIG. 
2). 
0070. In another example embodiment of the present 
invention, if (a1aa2) is equivalent to as in the first inter 
mediate data (a1aa2)éDr3, the first intermediate data may be 
a36Dr3. The first intermediate data may include a random 
mask data (e.g., /a:3=a36Dr3). The NOT operation device 342 
may receive the random mask data fa3 and random data r3 
and r1 and may generate output data ~a36Dr4. In this 
example, Since as may be equivalent to a1a2, the output 
data of the NAND operation device 300D may be -(a1 
Aa2)éDr4. 
0071. In another example embodiment of the present 
invention, the NAND operation device 300D may execute 
logic operations using the random mask data /a1 and /a2 and 
the random data r1, r2, r3 and/or ral and may output the result 
-(a1aa2) of the NAND operation in a random mask type 
-(a1aa2)6Dr4. 
0.072 In another example embodiment of the present 
invention, when the random mask data and the random data 
are n-bit data, n being a natural number, a NAND operation 
may be applied to the random mask data and the random 
data at corresponding bits. 

0073 FIG. 6 illustrates a block diagram of a NOR 
operation device 300E as an example embodiment of the 
logic device 300 in FIG. 1. 
0074) Referring to FIG. 6, the NOR operation device 
300E may receive random mask data /a1 and/or /a2 and 
random data r1, r2, r3 and/or ra. The NOR operation device 
300E may include an OR operation device 351 and a NOT 
operation device 352. 
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0075. In another example embodiment of the present 
invention, referring to FIG. 6, the NOR operation device 
300E may function similar to the above-described NAND 
operation device 300D of FIG. 5 except for the inclusion of 
the OR operation device 341 (e.g., OR operation device 
300C of FIG. 4) in place of the AND operation device 341. 
0076) The NOR operation device 300E may include the 
random mask data /a1 and/or /a2 and the random data r1, r2, 
r3 and/or r4 and may output the result -(a1va72) of the NOR 
operation in a random mask type -(a1 va2)6Dr4. 
0077. In another example embodiment of the present 
invention, when the random mask data and the random data 
are n-bit data, n being a natural number, a NOR operation 
may be applied to the random mask data and the random 
data at corresponding bits. 
0078. The example embodiments of the present invention 
being thus described, it will be obvious that the same may 
be varied in many ways. For example, above-described 
example embodiments include one of NOT, AND, OR, 
NAND and NOR operation devices. However, other 
example embodiments of the present invention may include 
any well-known arithmetic and/or logic devices (e.g., full 
adders, half adders, ripple carry adders, comparators, gen 
eral arithmetic logic units (ALU), etc. . . . ). 
0079. Further, above-described example embodiments 
include four random data (e.g., r1, r2, r3, and ra). However, 
any number and type of random data may be used in other 
example embodiments of the present invention. 
0080 Basic arithmetic and logic devices according to 
example embodiments of the present invention may be safe 
from a side channel attack (e.g., from DPA) because the 
devices may not expose data during logic operations. 
0081 Further, basic arithmetic and logic devices and 
methods according to example embodiments of the present 
invention may execute a logic operation (e.g., NOT, AND, 
OR, NAND, NOR, etc. ...) that may satisfy an associative 
law while remaining Safe from a Side channel attack. Fur 
ther, the basic arithmetic and logic devices and methods 
according to example embodiments of the present invention 
may be applied to more complex algorithms including the 
above-described logic operations (e.g., NOT, AND, OR, 
NAND, NOR, etc. . . . ) 
0082) Such variations are not to be regarded as departure 
from the Spirit and Scope of the example embodiments of the 
present invention, and all Such modifications as would be 
obvious to one skilled in the art are intended to be included 
within the Scope of the following claims. 

What is claimed is: 
1. A logic circuit, comprising: 
a random data generator for generating random data; 
a random mask device for generating random mask data 

based on received input data and the random data; and 
a logic device for executing a logic operation including 

the random mask data and outputting the results of the 
execution in a random mask type, the logic operation 
not Satisfying an associative law. 

2. The logic circuit of claim 1, wherein the logic device 
includes a NOT operation device. 
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3. The logic circuit of claim 2, wherein the NOT operation 
device includes: 

a NOT logic gate for receiving the random mask data; 

a first XOR logic gate for receiving first and Second 
random data, the first and Second random data being a 
portion of the generated random data; and 

a second XOR logic gate for receiving outputs of the NOT 
and first XOR logic gates. 

4. The logic circuit of claim 3, wherein the random mask 
data and the first and Second random data each include 
n-bits, n being a natural number. 

5. The logic circuit of claim 4, wherein the NOT operation 
is executed based on corresponding bits of the random mask 
data and the first and Second random data. 

6. The logic circuit of claim 1, wherein the logic device 
is an AND operation device. 

7. The logic circuit of claim 1, wherein the logic device 
includes a first at least one logic gate for executing a first 
logic operation Satisfying the associative law and a Second 
at least one logic gate for executing a Second logic operation 
not Satisfying the associative law. 

8. The logic circuit of claim 6, wherein the AND operation 
device includes: 

a first logic gate for receiving first and Second random 
mask data to execute a first AND operation; 

a Second logic gate for receiving the first random mask 
data and Second random data to execute a Second AND 
operation; 

a third logic gate for receiving the Second random mask 
data and first random data to execute a third AND 
operation; 

a fourth logic gate for receiving the first and Second 
random data to execute a fourth AND operation; 

a fifth logic gate for receiving outputs of the Second and 
third logic gates to execute a first XOR operation; 

a sixth logic gate for receiving outputs of the fourth and 
fifth logic gates to execute a Second XOR operation; 

a Seventh logic gate for receiving an output of the Sixth 
logic gate and third random data to execute a third XOR 
operation; and 

an eighth logic gate for receiving the first and Seventh 
logic gates to execute a fourth XOR operation, the 
result of the fourth XOR operation being an output of 
the AND operation device, 

wherein the first, Second and third random data are a 
portion of the generated random data. 

9. The logic circuit of claim 8, wherein the first random 
mask data is the result of a first input data and the first 
random data being executed with a fifth XOR operation and 
the Second random mask data is the result of a Second input 
data and the Second random data being executed with a sixth 
XOR operation. 

10. The logic circuit of claim 8, wherein the random mask 
data and the first, Second and third random data each include 
n-bits, n being a natural number. 
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11. The logic circuit of claim 10, wherein the AND 
operation is executed based on corresponding bits of the 
random mask data and the first, Second and third random 
data. 

12. The logic circuit of claim 1, wherein the logic device 
is an OR operation device. 

13. The logic device of claim 12, wherein the OR opera 
tion device includes: 

a first logic gate for receiving first and Second random 
mask data to execute a first OR operation; 

a Second logic gate for receiving the first random mask 
data and Second random data to execute a first AND 
operation; 

a third logic gate for receiving the Second random mask 
and first random data to execute a Second AND opera 
tion; 

a fourth logic gate for receiving the first and Second 
random data to execute a Second OR operation; 

a fifth logic gate for receiving outputs of the Second and 
third logic gates to execute a first XOR operation; 

a sixth logic gate for receiving outputs of the fourth and 
fifth logic gates to execute a Second XOR operation; 

a Seventh logic gate for receiving outputs of the Sixth logic 
gate and third random data to execute a third XOR 
operation; and 

an eighth logic gate for receiving outputs of the first and 
Seventh logic gates to execute a fourth XOR operation, 
the result of the fourth XOR operation being an output 
of the OR operation device, 

wherein the first, Second and third random data are a 
portion of the generated random data. 

14. The logic circuit of claim 13, wherein the first random 
mask data is the result of a first input data and the first 
random data being executed with a fifth XOR operation and 
the Second random mask data is the result of a Second input 
data and the Second random data being executed with a sixth 
XOR operation. 

15. The logic circuit of claim 14, wherein the random 
mask data and the first, Second and third random data each 
include n-bits, n being a natural number. 

16. The logic circuit of claim 15, wherein the OR opera 
tion is executed based on corresponding bits of the random 
mask data and the first, Second and third random data. 

17. The logic circuit of claim 1, wherein the logic device 
is a NAND operation device. 

18. The logic circuit of claim 17, wherein the NAND 
operation device includes an AND operation device and a 
NOT operation device. 

19. The logic circuit of claim 1, wherein the logic device 
is a NOR operation device. 

20. The logic circuit of claim 16, wherein the NOR 
operation device includes an OR operation device and a 
NOT operation device. 

21. A method of executing a logic operation, comprising: 

generating random mask data based on received input 
data and generated random data; 

executing at least one logic operation including at least 
one of the random mask data, the random data and 
random mask type data, the at least one logic operation 
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including a first logic operation Satisfying the associa 
tive law and a Second logic operation not Satisfying the 
asSociative law; and 

outputting the result of the at least one logic operation 
applied in a random mask type. 

22. The method of claim 21, wherein the at least one logic 
operation includes a first NOT operation. 

23. The method of claim 22, wherein the first NOT 
operation includes: 

executing a Second NOT operation on the random mask 
data; 

executing a first XOR operation on received first and 
Second random data, the first and Second random data 
being a portion of the generated random data; and 

executing a Second XOR operation on the outputs of the 
NOT operation and the first XOR operation. 

24. The method of claim 21, wherein the at least one logic 
operation includes a first AND operation. 

25. The method of claim 24, wherein the first AND 
operation includes: 

receiving first and Second random mask data to execute a 
Second AND operation, the first and Second random 
mask data being a portion of the generated random 
mask data; 

receiving the first random mask data and Second random 
data to execute a third AND operation; 

receiving the Second random mask data and first random 
data to execute a fourth AND operation; 

receiving the first and Second random data to execute a 
fifth AND operation; 

receiving outputs of the Second and third logic gates to 
execute a first XOR operation; 

receiving outputs of the fourth and fifth logic gates to 
execute a Second XOR operation; 

receiving an output of the Sixth logic gate and third 
random data to execute a third XOR operation; and 

receiving outputs of the first and Seventh logic gates to 
execute a fourth XOR operation, the output of the 
fourth XOR operation being the result of the first AND 
operation, 

wherein the first, Second and third random data are a 
portion of the generated random data. 

26. The method of claim 25, wherein the first and second 
random mask data and the first, Second and third random 
data each include n-bits, n being a natural number. 
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27. The method of claim 26, wherein the first AND 
operation is executed based on corresponding bits of the first 
and Second random mask data and the first, Second and third 
random data. 

28. The method of claim 21, wherein the at least one logic 
operation includes a first OR operation. 

29. The method of claim 28, wherein the first OR opera 
tion includes: 

receiving first and Second random mask data to execute a 
Second OR operation; 

receiving the first random mask data and Second random 
data to execute a first AND operation; 

receiving the Second random mask data and first random 
data to execute a Second AND operation; 

receiving the first and Second random data to execute a 
third OR operation; 

receiving outputs of the Second and third logic gates to 
execute a first XOR operation; 

receiving outputs of the third and fourth logic gates to 
execute a Second XOR operation; 

receiving an output of the Sixth logic gate and third 
random data to execute a third XOR operation; and 

receiving outputs of the first and Seventh logic gates to 
execute a fourth XOR operation, the output of the 
fourth XOR operation being the result of the first OR 
operation, 

wherein the first, Second and third random data are a 
portion of the generated random data. 

30. The method of claim 29, wherein the first and second 
random mask data and the first, Second and third random 
data each include n-bits, n being a natural number. 

31. The method of claim 28, wherein the first OR opera 
tion is executed based on corresponding bits of the first and 
Second random mask data and the first, Second and third 
random data. 

32. The method of claim 21, wherein the at least one logic 
operation includes a NAND operation. 

33. The method of claim 32, wherein the NAND operation 
includes an AND operation and a NOT operation. 

34. The method of claim 21, wherein the at least one logic 
operation includes a NOR operation. 

35. The method of claim 34, wherein the NOR operation 
includes an OR operation and a NOT operation. 
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