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( 57 ) ABSTRACT 
The present disclosure is directed to embodiments for 
securely reconfiguring a media playback device . For 
example , a method may include determining whether a 
media playback device is being controlled by a user . In 
response to determining that the media playback device is 
not being controlled by the user , the method may further 
include : causing display of a pictograph that includes an 
encrypted payload with information for wirelessly connect 
ing to the media playback device and is configured to be 
scanned by a client device ; determining whether a request 
from the client device to wirelessly connect to the media 
playback device is a valid request ; in response to the request 
being valid , wirelessly connecting the client device to the 
media playback device via a soft access point ; and receiving , 
at the media playback device , information for reconfiguring 
the media playback device . 
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SECURE REMOTE - LESS CONFIGURATION 
OF A MEDIA PLAYBACK DEVICE 

RELATED APPLICATION 

[ 0001 ] The present application is a continuation of U.S. 
patent application Ser . No. 16 / 934,210 , filed Jul . 21 , 2020 , 
which is herein incorporated by reference in its entirety . a 

BACKGROUND 

[ 0002 ] Media playback devices may be operated by a user 
using a remote control . However , in some instances , a media 
playback device may not be able to be operated using the 
remote control . For example , the media playback device 
may have been factory reset or never setup , such that the 
remote control is not available for use . As another example , 
the media playback device may have been previously set up 
and associated with a user account for a provider of the 
media playback device , and the remote control may have 
been lost or damaged , such that the remote control can no 
longer be used to operate the media playback device . In this 
example , though , a user may continue operating the media 
playback device using alternative means ( such as a mobile 
application of the provider on a client device ) , which may 
control the media playback device over a common wireless 
network shared by the client device and the media playback 
device . Even in this situation , however , the user may lose the 
ability to control the media playback device using the 
mobile application if the network identification and / or pass 
word has changed for any reason , e.g. , changing service 
providers , relocation , changing physical hardware , such as 
the router , and / or the user changing the network settings . 

a soft access point ; and receive information for reconfigur 
ing the media playback device 
[ 0005 ] According to some aspects , an example embodi 
ment is directed to a non - transitory , tangible computer 
readable device having instructions stored thereon that , 
when executed by at least one computing device , causes the 
at least one computing device to perform operations . The 
operations may include determining whether a media play 
back device is being controlled by a user . In response to 
determining that the media playback device is not being 
controlled by the user , the operations may further include : 
causing display of a pictograph that includes an encrypted 
payload with information for wirelessly connecting to the 
media playback device and is configured to be scanned by a 
client device ; determining whether a request from the client 
device to wirelessly connect to the media playback device is 
a valid request ; in response to the request being valid , 
wirelessly connecting the client device to the media play 
back device via a soft access point ; and receiving , at the 
media playback device , information for reconfiguring the 
media playback device . 
[ 0006 ] Further features and advantages of the embodi 
ments disclosed herein , as well as the structure and operation 
of various embodiments , are described in details below with 
reference to the accompanying drawings . It is noted that this 
disclosure is not limited to the specific embodiments 
described herein . Such embodiments are presented herein 
for illustrative purposes only . Additional embodiments will 
be apparent to a person skilled in the relevant art based on 
the teachings contained herein . 

BRIEF DESCRIPTION OF THE 
DRAWINGS / FIGURES 

BRIEF SUMMARY 

a 

[ 0007 ] The accompanying drawings are incorporated 
herein and form a part of the specification . 
[ 0008 ] FIG . 1 is a block diagram of a system , according to 
some example embodiments . 
[ 0009 ] FIGS . 2A and 2B illustrate a flowchart for securely 
reconfiguring a media playback device , according to some 
example embodiments . 
[ 0010 ] FIG . 3 is an example computer system useful for 
implementing various embodiments . 
[ 0011 ] In the drawings , like reference numbers generally 
indicate identical or similar elements . Additionally , gener 
ally , the left - most digit ( s ) of a reference number identifies 
the drawing in which the reference number first appears . a 

a DETAILED DESCRIPTION 

[ 0003 ] According to some aspects , an example embodi 
ment is directed to a method that may include determining 
whether a media playback device is being controlled by a 
user . In response to determining that the media playback 
device is not being controlled by the user , the method may 
further include : causing display of a pictograph that includes 
an encrypted payload with information for wirelessly con 
necting to the media playback device and is configured to be 
scanned by a client device ; determining whether a request 
from the client device to wirelessly connect to the media 
playback device is a valid request ; in response to the request 
being valid , wirelessly connecting the client device to the 
media playback device via a soft access point ; and receiving , 
at the media playback device , information for reconfiguring 
the media playback device . 
[ 0004 ] According to some aspects , an example embodi 
ment is directed to a system that includes a memory and a 
processor coupled to the memory . The processor may be 
configured to determine whether a media playback device is 
being controlled by a user . In response to determining that 
the media playback device is not being controlled by the 
user , the processor may be further configured to : cause 
display of a pictograph that includes an encrypted payload 
with information for wirelessly connecting to the media 
playback device and is configured to be scanned by a client 
device ; determine whether a request from the client device 
to wirelessly connect to the media playback device is a valid 
request ; in response to the request being valid , wirelessly 
connect the client device to the media playback device via 

[ 0012 ] It is to be appreciated that the Detailed Description 
section , and not the Summary and Abstract sections , is 
intended to be used to interpret the claims . The Summary 
and Abstract sections may set forth one or more but not all 
example embodiments as contemplated by the inventor ( s ) , 
and thus , are not intended to limit the appended claims in 
any way . 
[ 0013 ] FIG . 1 is a diagram of an example environment 100 
in which example systems , methods and / or computer pro 
gram products ( and combinations and sub - combinations 
thereof ) may be implemented . As shown in FIG . 1 , an 
environment 100 may include a media playback device 110 , 
a client device 115 , a server 120 , and a network 125. Devices 
of the environment 100 may interconnect via wired connec 
tions , wireless connections , or a combination of wired and 

a 

a 
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wireless connections . Devices of environment 100 may 
include a computer system 300 shown in FIG . 3 , discussed 
in greater detail below . 
[ 0014 ] In some embodiments , the media playback device 
110 may be any device that may be used to stream content . 
For example , the media playback device 110 may be , 
without limitation , a media player , television , a wireless 
device , a smartphone , a tablet computer , a laptop / mobile 
computer , a handheld computer , a server computer , an 
in - appliance device , Internet of Things ( IoT ) device , stream 
ing media player , a game console , and / or an audio / video 
receiver , to name just some examples . The media playback 
device 110 may include one or more applications 112 for 
streaming media content from a respective provider . For 
example , the one or more applications 112 may be applica 
tions that provide media content , such as , but not limited to , 
video content , audio content , or the like . In some embodi 
ments , the media playback device 110 may store account 
information associated with a user , e.g. , an email address , a 
password , payment information , or the like . Therefore , to 
protect this information , in situations where the media 
playback device 110 cannot be controlled by the user , the 
media playback device may be reconfigured using the pro 
cesses described herein . 
[ 0015 ] In some embodiments , the media playback device 
110 may include a cryptographic certificate , such as a public 
key , that can be used by the server 120 to identify the media 
playback device 110. In some embodiments , the public key 
may be encrypted , along with additional data , using , for 
example , an advanced encryption standard ( AES ) or secure 
socket layer ( SSL ) encryption techniques , as should be 
understood by those of ordinary skill in the arts . It should be 
understood by those of ordinary skill in the arts that these are 
merely examples of encryption techniques and that other 
encryption techniques are further contemplated in accor 
dance with aspects of the present disclosure . The additional 
data may include , but is not limited to , an email address 
associated with an account of the user , a service set identifier 
( SSID ) , and a passphrase . In embodiments , the media play 
back device 110 may embed this encrypted information in a 
payload of a pictograph that may be displayed using the 
media playback device . In some embodiments , the picto 
graph may be , for example , a quick response ( QR ) code . It 
should be understood by those of ordinary skill in the art that 
this is merely one example of a pictograph , and that other 
pictographs are further contemplated in accordance with 
aspects of the present disclosure . 
[ 0016 ] In some embodiments , the media playback device 
110 may provide a soft access point . In some embodiments , 
the soft access point may be used to establish a wireless 
network between the media playback device 110 and the 
client device 115. Using this wireless connection , the media 
playback device 110 and client device 115 may locally 
communicate with one another . 
[ 0017 ] In some embodiments , the client device 115 may 
include a device , such as a mobile phone ( e.g. , a smart 
phone , a radiotelephone , etc. ) , a laptop computer , a tablet 
computer , a handheld computer , a gaming device , a wear 
able communication device ( e.g. , a smart wristwatch , a pair 
of smart eyeglasses , etc. ) , or a similar type of device . The 
client device 115 may also include an image capture device 
117 , such as a camera , for scanning the pictograph . In some 
embodiments , the image capture device 117 may support 
one or more image resolutions . In some embodiments , an 

image resolution may be represented as a number of pixel 
columns ( width ) and a number of pixel rows ( height ) , such 
as 1280x720 , 1920x1080 , 2592x1458 , 3840x2160 , 4128x 
2322 , 5248x2952 , 5312x2988 , or the like , where higher 
numbers of pixel columns and higher numbers of pixel rows 
are associated with higher image resolutions . In some 
embodiments , the image capture device 117 may support a 
first image resolution that is associated with a quick capture 
mode , such as a low image resolution for capturing and 
displaying low - detail preview images on a display of the 
user device . 
[ 0018 ] In some embodiments , the image capture device 
117 may support a second image resolution that is associated 
with a full capture mode , such as a high image resolution for 
capturing a high - detail image . In some embodiments , the 
full capture mode may be associated with the highest image 
resolution supported by the image capture device 117. In 
some embodiments , by scanning the pictograph , the client 
device 115 may obtain the payload of the pictograph , and 
subsequently send the content of the payload , via the net 
work 125 , to the server 120 for processing and / or validating 
the payload . For example , the client device 115 may include 
an application 119 associated with a provider of the server 
120 , which may be used to communicate with the server 
120 , i.e. , the application 119 may be used to transmit the 
content of the payload to the server 120. In this way , the 
client device 115 provides a secure pathway for providing 
communications between the media playback device 110 
and the server 120 . 
[ 0019 ] The server 120 may include a server device ( e.g. , 
a host server , a web server , an application server , etc. ) , a data 
center device , or a similar device , capable of communicating 
with the client device 110 via the network 125. In some 
embodiments , the server 120 may store a private key of the 
cryptographic certificate of the media playback device 110 . 
Using the public key , the server 120 identify the media 
playback device 110. In some embodiments , the server 120 
may prompt the user to authentic the user account using a 
username and password associated with the account . That is , 
the server 120 may prompt the user to enter a username ( or 
email address ) and password associated with the account 
using the application 119 on the client device 115. In some 
embodiments , the user may enter the username ( or email 
address ) and password using the application 119 in order to 
transmit the payload to the server 120 , i.e. , the user is 
authenticated prior to transmitting the payload to the server 
120. Thus , in some embodiments , the server 120 may be 
used to securely identify a particular media playback device 
using the cryptographic certificate and to authenticate the 
user using the username / email address and password . 
[ 0020 ] In some embodiments , when the media playback 
device 110 is not associated with a specific user account , 
e.g. , due to an initial setup or a factory reset , the client device 
115 may scan the pictograph and transmit the payload to the 
server , and in turn , the server 120 may identify the media 
playback device 110 without the need to authenticate the 
user . 

[ 0021 ] In some embodiments , in response to identifying 
the media playback device 110 , and , in some instances , 
authenticating the user , the server 120 may decrypt the 
payload , including the SSID and passphrase , and generate a 
reconfiguration request having the SSID and passphrase . In 
some embodiments , the reconfiguration request may be 
transmitted to the application 119 of the client device 115 , 
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such that the user may enter the SSID and passphrase of the 
media playback device 110 in order to reconfigure the media 
playback device 119 . 
[ 0022 ] In some embodiments , the media playback device 
110 may be associated with an account different than the 
account of a current user . In this situation , the server 120 
may identify the discrepancy between the account associated 
with the media playback device 110 and the account trying 
to access the media playback device 110 , and to protect the 
information of the account associated with the media play 
back device 110 , the server 120 may provide the decrypted 
SSID and passphrase to the user trying to access the media 
playback device 110 with one or more conditions . For 
example , the one or more conditions may include an agree 
ment to automatically factory reset the media playback 
device 110 , such that any private information of the account 
associated with the media playback device 110 is deleted 
upon the factory reset . In some embodiments , to automati 
cally factory reset the media playback device , the applica 
tion 119 may be used to prompt the user to agree to such , and 
in response to the user accepting this agreement , the appli 
cation 119 may transmit a signal instructing the media 
playback device 110 to perform the factory reset . 
[ 0023 ] In some embodiments , to reconfigure the media 
playback device 110 , the soft access point of the media 
playback device 110 may be enabled in order to provide the 
wireless network between the media playback device 110 
and the client device 115. Using this wireless connection , the 
user may enter the SSID and passphrase of the media 
playback device 110. In some embodiments , the application 
119 of the client device 115 may automatically transmit the 
SSID and passphrase to the media playback device 110 . 
[ 0024 ] In some embodiments , in response to receiving the 
SSID and passphrase , the media playback device 110 may 
validate whether these credentials match the SSID and 
passphrase of the media playback device 110. In some 
embodiments , in response to validating the received SSID 
and passphrase , the media playback device 110 may be 
wirelessly connected to the client device 115 using the soft 
access point . 
[ 0025 ] In some embodiments , after connecting the media 
playback device 110 with the client device 115 , the media 
playback device 110 may be reconfigured using the appli 
cation 119 of the client device 115. For example , reconfig 
uring the media playback device 110 may include updating 
wireless settings of the media playback device 110 , such that 
the media playback device 110 may connect to a wireless 
network , e.g. , a home network . Additionally , in some 
embodiments , in response to validating the received SSID 
and passphrase , the media playback device 110 may drop the 
soft access point . 
[ 0026 ] The network 125 may include one or more wired 
and / or wireless networks . For example , the network 125 
may include a cellular network ( e.g. , a long - term evolution 
( LTE ) network , a code division multiple access ( CDMA ) 
network , a 3G network , a 4G network , a 5G network , 
another type of next generation network , etc. ) , a public land 
mobile network ( PLMN ) , a local area network ( LAN ) , a 
wide area network ( WAN ) , a metropolitan area network 
( MAN ) , a telephone network ( e.g. , the Public Switched 
Telephone Network ( PSTN ) ) , a private network , an ad hoc 
network , an intranet , the Internet , a fiber optic - based net 
work , a cloud computing network , and / or the like , and / or a 
combination of these or other types of networks . 

[ 0027 ] The number and arrangement of devices and net 
works shown in FIG . 1 are provided as an example . In 
practice , there may be additional devices and / or networks , 
fewer devices and / or networks , different devices and / or 
networks , or differently arranged devices and / or networks 
than those shown in FIG . 1. Furthermore , two or more 
devices shown in FIG . 1 may be implemented within a 
single device , or a single device shown in FIG . 1 may be 
implemented as multiple , distributed devices . Additionally , 
or alternatively , a set of devices ( e.g. , one or more devices ) 
of the environment 100 may perform one or more functions 
described as being performed by another set of devices of 
the environment 100 . 
[ 0028 ] FIGS . 2A and 2B illustrate a flow chart of an 
example method 200 for securely reconfiguring a media 
playback device . In some embodiments , one or more pro 
cesses described with respect to FIG . 2 may be performed by 
any combination of a media playback device , a client device , 
and a server ( e.g. , the media playback device 110 , the client 
device 115 , and the server 120 of FIG . 1 ) . 
[ 0029 ] In some embodiments , at 205 , the method 200 may 
include determining whether a media playback device ( e.g. , 
the media playback device 110 ) is being controlled by a user . 
For example , determining whether the media playback 
device 110 is being controlled by the user may include 
determining whether the media playback device 110 com 
pleted an initial setup process . In some embodiments , deter 
mining that the media playback device 110 is not being 
controlled by the user may be in response to the media 
playback device 110 not completing the initial setup process . 
[ 0030 ] In some embodiments , when the media playback 
device 110 has completed the initial setup process , deter 
mining whether the media playback device is being con 
trolled by the user may further include determining whether 
a user input was received by the media playback device 110 
within a specified period of time . For example , the media 
playback device 110 may determine whether the user con 
trolled the media playback device using a remote control 
within five ( 5 ) minutes of the media playback device 110 
being turned on . It should be understood by those of 
ordinary skill in the art that this is merely an example time 
period , and that longer or shorter periods of time are further 
contemplated in accordance with aspects of the present 
disclosure . In some embodiments , when the user has con 
trolled the media playback device 110 within the specified 
period of time , the media playback device 110 may be 
operated in accordance with standard operations . 
[ 0031 ] In some embodiments , in response to determining 
that the user input was not received within the specified 
period of time , determining whether the media playback 
device 110 device is being controlled by the user may further 
include determining whether the media playback device 110 
is connected to a wireless connection . For example , the 
media playback device 110 may determine whether the 
media playback device 110 is connected to a wireless 
connection , such that the media playback device 110 may be 
controlled using the application 119 operating on the client 
device 115. In some embodiments , at 260 when the user may 
control the media playback device 110 using the application 
119 , the media playback device 110 may be operated in 
accordance with standard operations . 
[ 0032 ] At 210 , in some embodiments , in response to 
determining that the media playback device 110 is not being 
controlled by the user , the method may include causing 

a 
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display of a pictograph . For example , in some embodiments , 
the media playback device 110 may include a display , such 
that the pictograph may be displayed directly on the media 
playback device 110. In some embodiments , the media 
playback device 110 may be coupled to an external device , 
such that the media playback device may cause the picto 
graph to be displayed on the external device . 
[ 0033 ] In some embodiments , the pictograph may include 
an encrypted payload comprising information for wirelessly 
connecting to a soft access point of the media playback 
device that may be used to establish a wireless connection 
between the media playback device 110 and the client device 
115. For example , the information for wirelessly connecting 
to the media playback device may include the SSID and 
passphrase . In some embodiments , the SSID and passphrase 
may be encrypted , as discussed herein . In some embodi 
ments , when the media playback device 110 has previously 
been setup and is associated with a specific user account , the 
encrypted payload may also include information associated 
with the specific user account , e.g. , username / email address 
and password . Thus , in some embodiments , the encrypted 
payload may include the SSID and passphrase for wirelessly 
connecting to the media playback device 110 , and in some 
instances , may further include information associated with a 
specific user account . 
[ 0034 ] At 215 , the method 200 may include scanning the 
pictograph using the client device 115. For example , the 
pictograph may be scanned using the image capture device 
117 of the client device 115. In some embodiments , the 
pictograph may be scanned by using a client device , e.g. , the 
client device 115 of FIG . 1. In some embodiments , the 
pictograph may include , but is not limited to , a quick 
response ( QR ) code , that may be scanned using the client 
device 115. For example , the QR code may scanned using an 
image capture device 117 of the client device 115 . 
[ 0035 ] At 220 , the method 200 may include transmitting 
the payload of the pictograph from the client device 115 to 
a server , e.g. , server 120 of FIG . 1. For example , the client 
device 115 may transmit the payload to the server 120 using 
the application 119 over the network 125 . 
[ 0036 ] At 225 , the method 200 may include decrypting , by 
the server 120 , the payload to identify the media playback 
device 110. In some embodiments , the server 120 may also 
authenticate the user using the information from the pay 
load . 
[ 0037 ] In response to identifying the media playback 
device 110 , and in some instances , authenticating the user , at 
230 , the method 200 may include transmitting , by the server 
120 and to the client device 115 , information for wirelessly 
connecting the client device 115 to the media playback 
device 110. For example , in some embodiments , the infor 
mation may include the SSID and passphrase of the media 
playback device . 
[ 0038 ] At 235 , the method 200 may include requesting , by 
the client device 115 , to connect to the media playback 
device 110. For example , the reconfiguration request may be 
transmitted from the client device 115 to the media playback 
device 110 using the soft access point . For example , the user 
may use the client device 115 to connect the soft access point 
of the media playback device 110 using the SSID and 
passphrase of the media playback device 110. In some 
embodiments , the client device 115 may automatically 
attempt to connect to the media playback device 110 in 
response to receiving the credentials from the server 120 . 

[ 0039 ] At 240 , the method 200 may include determining , 
by the media playback device 110 , whether the request from 
the client device to wirelessly connect to the media playback 
device 110 is a valid request . For example , the media 
playback device 110 may determine whether the SSID and 
passphrase provided by the client device 115 match the 
SSID and passphrase of the media playback device 110 . 
[ 0040 ] At 245 , in response to the request being valid , the 
method 200 may include wirelessly connecting the client 
device 115 to the media playback device 110 via the soft 
access point . In some embodiments , in response to deter 
mining that the request to wirelessly connect to the media 
playback device is not a valid request , the method may 
include iteratively repeating 210-240 until a valid request is 
received 
[ 0041 ] At 250 , the method 200 may include receiving , at 
the media playback device 110 , information for reconfigur 
ing the media playback device 110. For example , the infor 
mation for reconfiguring the media playback device 110 may 
include updated wireless settings for the media playback 
device . In this way , the media playback device 110 may be 
connected a local network . 
[ 0042 ] In some embodiments , at 255 , the method 200 may 
also include determining whether the media playback device 
110 was successfully reconfigured . For example , determin 
ing whether the media playback device 110 was successfully 
reconfigured may include testing the wireless connection of 
media playback device . 
[ 0043 ] Various embodiments can be implemented , for 
example , using one or more well - known computer systems , 
such as computer system 300 shown in FIG . 3. Computer 
system 300 can be any well - known computer capable of 
performing the functions described herein , such as comput 
ers available from International Business Machines , Apple , 
Sun , HP , Dell , Sony , Toshiba , etc. 
[ 0044 ] Computer system 300 includes one or more pro 
cessors ( also called central processing units , or CPUs ) , such 
as a processor 304. Processor 304 is connected to a com 
munication infrastructure or bus 306. Processor 304 may be 
a graphics processing unit ( GPU ) . In some embodiments , a 
GPU may be a processor that is a specialized electronic 
circuit designed to process mathematically intensive appli 
cations . The GPU may have a parallel structure that is 
efficient for parallel processing of large blocks of data , such 
as mathematically intensive data common to computer 
graphics applications , images , videos , etc. 
[ 0045 ] Computer system 300 also includes user input / 
output device ( s ) 303 , such as monitors , keyboards , pointing 
devices , etc. , which communicate with communication 
infrastructure or bus 306 through user input / output interface 
( s ) 302 . 
[ 0046 ] Computer system 300 also includes a main or 
primary memory 308 , such as random access memory 
( RAM ) . Main memory 308 may include one or more levels 
of cache . Main memory 308 has stored therein control logic 
( i.e. , computer software ) and / or data . 
[ 0047 ] Computer system 300 may also include one or 
more secondary storage devices or memory 310. Secondary 
memory 310 may include , for example , a hard disk drive 312 
and / or a removable storage device or drive 314. Removable 
storage drive 314 may be a floppy disk drive , a magnetic 
tape drive , a compact disk drive , an optical storage device , 
tape backup device , and / or any other storage device / drive . 
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[ 0048 ] Removable storage drive 314 may interact with a 
removable storage unit 318. Removable storage unit 318 
may include a computer usable or readable storage device 
having stored thereon computer software ( control logic ) 
and / or data . Removable storage unit 318 may be program 
cartridge and cartridge interface ( such as that found in video 
game devices ) , a removable memory chip ( such as an 
EPROM or PROM ) and associated socket , a memory stick 
and USB port , a memory card and associated memory card 
slot , and / or any other removable storage unit and associated 
interface . Removable storage drive 314 may read from 
and / or write to removable storage unit 318 . 
[ 0049 ] Secondary memory 310 may include other means , 
devices , components , instrumentalities or other approaches 
for allowing computer programs and / or other instructions 
and / or data to be accessed by computer system 300. Such 
means , devices , components , instrumentalities or other 
approaches may include , for example , a removable storage 
unit 322 and an interface 320. Examples of the removable 
storage unit 322 and the interface 320 may include a 
program cartridge and cartridge interface ( such as that found 
in video game devices ) , a removable memory chip ( such as 
an EPROM or PROM ) and associated socket , a memory 
stick and USB port , a memory card and associated memory 
card slot , and / or any other removable storage unit and 
associated interface . 
[ 0050 ] Computer system 300 may further include a com 
munication or network interface 324. Communication inter 
face 324 may enable computer system 300 to communicate 
and interact with any combination of external devices , 
external networks , external entities , etc. ( individually and 
collectively referenced by reference number 328 ) . For 
example , communication interface 324 may allow computer 
system 300 to communicate with external or remote devices 
328 over communications path 326 , which may be wired 
and / or wireless ( or a combination thereof ) , and which may 
include any combination of LANs , WANs , the Internet , etc. 
Control logic and / or data may be transmitted to and from 
computer system 300 via communication path 326 . 
[ 0051 ] Computer system 300 may also be any of a per 
sonal digital assistant ( PDA ) , desktop workstation , laptop or 
notebook computer , netbook , tablet , smart phone , smart 
watch or other wearable , appliance , part of the Internet - of 
Things , and / or embedded system , to name a few non 
limiting examples , or any combination thereof . 
[ 0052 ] Computer system 300 may be a client or server , 
accessing or hosting any applications and / or data through 
any delivery paradigm , including but not limited to remote 
or distributed cloud computing solutions ; local or on - prem 
ises software ( " on - premise ” cloud - based solutions ) ; “ as a 
service ” models ( e.g. , content as a service ( CaaS ) , digital 
content as a service ( DCaaS ) , software as a service ( SaaS ) , 
managed software as a service ( MSaaS ) , platform as a 
service ( PaaS ) , desktop as a service ( DaaS ) , framework as a 
service ( FaaS ) , backend as a service ( BaaS ) , mobile backend 
as a service ( MBaaS ) , infrastructure as a service ( IaaS ) , 
etc. ) ; and / or a hybrid model including any combination of 
the foregoing examples or other services or delivery para 
digms . 
[ 0053 ] Any applicable data structures , file formats , and 
schemas in computer system 300 may be derived from 
standards including but not limited to JavaScript Object 
Notation ( JSON ) , Extensible Markup Language ( XML ) , Yet 
Another Markup Language ( YAML ) , Extensible Hypertext 

Markup Language ( XHTML ) , Wireless Markup Language 
( WML ) , MessagePack , XML User Interface Language 
( XUL ) , or any other functionally similar representations 
alone or in combination . Alternatively , proprietary data 
structures , formats or schemas may be used , either exclu 
sively or in combination with known or open standards . 
[ 0054 ] In some embodiments , a tangible , non - transitory 
apparatus or article of manufacture comprising a tangible , 
non - transitory computer useable or readable medium having 
control logic ( software ) stored thereon may also be referred 
to herein as a computer program product or program storage 
device . This includes , but not limited to , computer system 
300 , main memory 308 , secondary memory 310 , and remov 
able storage units 318 and 322 , as well as tangible articles 
of manufacture embodying any combination of the forego 
ing . Such control logic , when executed by one or more data 
processing devices ( such as computer system 300 ) , may 
cause such data processing devices to operate as described 
herein . 
[ 0055 ] Embodiments of the present embodiments have 
been described above with the aid of functional building 
blocks illustrating the implementation of specified functions 
and relationships thereof . The boundaries of these functional 
building blocks have been arbitrarily defined herein for the 
convenience of the description . Alternate boundaries may be 
defined so long as the specified functions and relationships 
thereof are appropriately performed . 
[ 0056 ] Based on the teachings contained in this disclosure , 
it will be apparent to persons skilled in the relevant art ( s ) 
how to make and use embodiments of this disclosure using 
data processing devices , computer systems and / or computer 
architectures other than that shown in FIG . 3. In particular , 
embodiments can operate with software , hardware , and / or 
operating system implementations other than those 
described herein . 
[ 0057 ] While this disclosure describes example embodi 
ments for example fields and applications , it should be 
understood that the disclosure is not limited thereto . Other 
embodiments and modifications thereto are possible , and are 
within the scope and spirit of this disclosure . For example , 
and without limiting the generality of this paragraph , 
embodiments are not limited to the software , hardware , 
firmware , and / or entities illustrated in the figures and / or 
described herein . Further , embodiments ( whether or not 
explicitly described herein ) have significant utility to fields 
and applications beyond the examples described herein . 
[ 0058 ] The foregoing description of the example embodi 
ments will so fully reveal the general nature of the invention 
that others can , by applying knowledge within the skill of 
the art , readily modify and / or adapt for various applications 
such specific embodiments , without undue experimentation , 
without departing from the general concept of the disclo 
sure . Therefore , such adaptations and modifications are 
intended to be within the meaning and range of equivalents 
based on the teaching and guidance presented herein . It is to 
be understood that the phraseology or terminology herein is 
for the purpose of description and not of limitation , such that 
the terminology or phraseology of the present specification 
is to be interpreted by the skilled artisan in light of the 
teachings and guidance . 
[ 0059 ] The breadth and scope of the present disclosure 
should not be limited by any of the above - described example 
embodiments , but should be defined only in accordance with 
the following claims and their equivalents . 
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1. ( canceled ) 
2. A computing device , comprising : 
an image capture device configured to capture a picto 

graph displayed by a media playback device , wherein 
the pictograph comprises a payload comprising 
encrypted information for conn nnecting the computing 
device to the media playback device and a crypto 
graphic certificate to identify the media playback 
device by a server ; 

an application operated by a processor communicatively 
coupled to the image capture device , wherein the 
application is configured to : 
send a content of the payload via a network to the 

server for validating the payload to identify the 
media playback device ; 

receive a reconfiguration request from the server , 
wherein the reconfiguration request includes infor 
mation for connecting the computing device to the 
media playback device , wherein the information 
included in the reconfiguration request is obtained 
from the server by decrypting the encrypted infor 
mation of the payload ; 

send the reconfiguration request to the media playback 
device , wherein the information included in the 
reconfiguration request is validated by the media 
playback device ; and 

in response to a validation of the information included 
in the reconfiguration request , connect the comput 
ing device to the media playback device . 

3. The computing device of claim 2 , wherein the appli 
cation is further configured to reconfigure the media play 
back device by updating wireless settings of the media 
playback device . 

4. The computing device of claim 2 , wherein the appli 
cation is further configured to receive a username and a 
password from a user to authenticate the user by the server , 
and wherein the username and the password are for a user 
account associated with the media playback device . 

5. The computing device of claim 2 , wherein the infor 
mation included in the reconfiguration request includes a 
service set identifier ( SSID ) and a passphrase , and the 
encrypted information of the payload includes an encrypted 
SSID and an encrypted passphrase . 

6. The computing device of claim 5 , wherein the valida 
tion of the information included in the reconfiguration 
request is determined by matching the SSID and the 
passphrase contained in the reconfiguration request to a 
corresponding SSID and a corresponding passphrase stored 
in the media playback device . 

7. The computing device of claim 2 , wherein the com 
puting device is connected to the media playback device via 
a soft access point , and the payload comprises a network 
name and a passphrase for the soft access point . 

8. The computing device of claim 2 , wherein the picto 
graph comprises a quick response ( QR ) code . 

9. The computing device of claim 2 , wherein the image 
capture device includes a camera for scanning the picto 
graph . 

10. The computing device of claim 2 , wherein the image 
capture device supports one or more image resolutions . 

11. A computer - implemented method for a computing 
device , comprising : 

capturing , by an image capture device , a pictograph 
displayed by a media playback device , wherein the 

pictograph comprises a payload comprising encrypted 
information for connecting the computing device to the 
media playback device and a cryptographic certificate 
to identify the media playback device by a server ; 

sending a content of the payload via a network to the 
server for validating the payload to identify the media 
playback device ; 

receiving a reconfiguration request from the server , 
wherein the reconfiguration request includes informa 
tion for connecting the computing device to the media 
playback device , wherein the information included in 
the reconfiguration request is obtained from the server 
by decrypting the encrypted information of the pay 
load ; 

sending the reconfiguration request to the media playback 
device , wherein the information included in the recon 
figuration request is validated by the media playback 
device ; and 

in response to a validation of the information included in 
the reconfiguration request , connecting the computing 
device to the media playback device . 

12. The method of claim 11 , further comprising : 
reconfiguring the media playback device by updating 

wireless settings of the media playback device . 
13. The method of claim 11 , further comprising : 
receiving a username and a password from a user to 

authenticate the user by the server , and wherein the 
username and the password are for a user account 
associated with the media playback device . 

14. The method of claim 11 , wherein the information 
included in the reconfiguration request includes a service set 
identifier ( SSID ) and a passphrase , and the encrypted infor 
mation of the payload includes an encrypted SSID and an 
encrypted passphrase . 

15. The method of claim 14 , wherein the validation of the 
information included in the reconfiguration request is deter 
mined by matching the SSID and the passphrase contained 
in the reconfiguration request to a corresponding SSID and 
a corresponding passphrase stored in the media playback 
device . 

16. The method of claim 11 , wherein the pictograph 
comprises a quick response ( QR ) code . 

17. A non - transitory , tangible computer - readable medium 
having instructions stored thereon that , when executed by at 
least one computing device , cause the at least one computing 
device to perform operations comprising : 

capturing , by an image capture device , a pictograph 
displayed by a media playback device , wherein the 
pictograph comprises a payload comprising encrypted 
information for connecting the at least one computing 
device to the media playback device and a crypto 
graphic certificate to identify the media playback 
device by a server ; 

sending a content of the payload via a network to the 
server for validating the payload to identify the media 
playback device ; 

receiving a reconfiguration request from the server , 
wherein the reconfiguration request includes informa 
tion for connecting the at least one computing device to 
the media playback device , wherein the information 
included in the reconfiguration request is obtained from 
the server by decrypting the encrypted information of 
the payload ; 
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sending the reconfiguration request to the media playback 
device , wherein the information included in the recon 
figuration request is validated by the media playback 
device ; and 

in response to a validation of the information included in 
the reconfiguration request , connecting the at least one 
computing device to the media playback device . 

18. The non - transitory , tangible computer - readable 
medium of claim 17 , the operations further comprising : 

reconfiguring the media playback device by updating 
wireless settings of the media playback device . 

19. The non - transitory , tangible computer - readable 
medium of claim 17 , the operations further comprising : 

receiving a username and a password from a user to 
authenticate the user by the server , and wherein the 
username and the password are for a user account 
associated with the media playback device . 

20. The non - transitory , tangible computer - readable 
medium of claim 17 , wherein the information included in the 
reconfiguration request includes a service set identifier 
( SSID ) and a passphrase , and the encrypted information for 
connecting the at least one computing device includes an 
encrypted SSID and an encrypted passphrase . 

21. The non - transitory , tangible computer - readable 
medium of claim 20 , wherein the validation of the informa 
tion included in the reconfiguration request is determined by 
matching the SSID and the passphrase contained in the 
reconfiguration request to a corresponding SSID and a 
corresponding passphrase stored in the media playback 
device . 
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