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MANAGING CONTENT ITEM 
COLLECTIONS 

CROSS - REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] This application is a continuation of U.S. applica 
tion Ser . No. 16 / 052,178 , filed Aug. 1 , 2018 , which is a 
continuation - in - part of U.S. application Ser . No. 15/721 , 
158 , filed Sep. 29 , 2017 , now U.S. Pat . No. 10,592,595 , 
issued Mar. 17 , 2020 , and claims priority to U.S. Application 
Ser . No. 62 / 573,099 , filed Oct. 16 , 2017 , which are incor 
porated by reference in their entireties . 

BACKGROUND 

[ 0002 ] Generating high quality interactive media presen 
tations that have a polished look can be difficult . A mecha 
nism for managing content and presenting the content in an 
organized and aesthetically pleasing way without exposing 
unfinished work product ( e.g. , comments , edits , other meta 
data , etc. ) is needed . 

SUMMARY 

collections server . The one or more processors are config 
ured to receive , from a client device , a request for collection 
item metadata associated with a collection item . The request 
includes a collection item identifier . The one or more pro 
cessors are configured to obtain a content item identifier 
corresponding to the collection item identifier . The one or 
more processors are configured to request content item 
metadata from a content management system . The content 
item metadata corresponds to the content item identifier of 
a content item stored by the content management system . 
The one or more processors are configured to receive 
content item metadata corresponding to the content item 
identifier . The one or more processors are configured to filter 
the content item metadata to remove a portion of the content 
item metadata comprising privileged information . The one 
or more processors are configured to retrieve collection item 
metadata using the collection item identifier . The one or 
more processors are configured to add the filtered content 
item metadata to the collection item metadata . The one or 
more processors are configured to send to the client device 
the collection item metadata for the content item to be 
displayed to a user of the client device , without sending the 
portion of the metadata comprising privileged information . 
[ 0006 ] In another embodiment , a non - transitory computer 
readable medium is disclosed herein . The non - transitory 
computer readable medium includes one or more sequences 
of instructions that , when executed by one or more proces 
sors , causes the one or more processors to perform opera 
tions . The operations include requesting content item meta 
data from a content management system in response to 
receiving a request for collection item metadata . The content 
item metadata corresponding to a content item associated 
with a collection item identifier . The operations include 
receiving content item metadata corresponding to the con 
tent item . The operations include filtering the content item 
metadata to remove a portion of the content item metadata 
comprising privileged information . The operations include 
retrieving collection item metadata using the collection item 
identifier . The operations include adding the filtered content 
item metadata to the collection item metadata . The opera 
tions include sending the collection item metadata for the 
content item to be displayed to a user of the client device , 
without sending the portion of the metadata comprising 
privileged information . 

[ 0003 ] Additional features and advantages of the disclo 
sure will be set forth in the description which follows , and 
in part will be apparent from the description , or can be 
learned by practice of the herein disclosed principles . The 
features and advantages of the disclosure can be realized and 
obtained by means of the instruments and combinations 
particularly pointed out in the appended claims . These and 
other features of the disclosure will become more fully 
apparent from the following description and appended 
claims , or can be learned by the practice of the principles set 
forth herein . 
[ 0004 ] Disclosed are systems , methods , and non - transitory 
computer - readable storage media for managing content item 
collections . For example , in an embodiment , a collection 
management system receives , from a client device , a request 
for collection item metadata associated with a collection 
item . The request includ a collection em identifier he 
collection management system obtains a content item iden 
tifier corresponding to the collection item identifier . The 
collection management system requests content item meta 
data from a content management system . The content item 
metadata corresponds to the content item identifier of a 
content item stored by the content management system . The 
collection management system receives from the content 
management system content item metadata corresponding to 
the content item identifier . The collection management sys 
tem filters the content item metadata to remove a portion of 
the content item metadata comprising privileged informa 
tion . The collection management system retrieves collection 
item metadata using the collection item identifier . The 
collection management system adds the filtered content item 
metadata to the collection item metadata . The collection 
management system sends to the client device the collection 
item metadata for the content item to be displayed to a user 
of the client device , without sending the portion of the 
metadata comprising privileged information . 
[ 0005 ] In another embodiment , a computing system is 
disclosed herein . The computing system includes a collec 
tions server and one or more processors . The collections 
server configured to manage one or more collections of 
content items . The one or more processors are coupled to the 

BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0007 ] The above - recited and other advantages and fea 
tures of the disclosure will become apparent by reference to 
specific embodiments thereof which are illustrated in the 
appended drawings . Understanding that these drawings 
depict only example embodiments of the disclosure and are 
not therefore to be considered to be limiting of its scope , the 
principles herein are described and explained with additional 
specificity and detail through the use of the accompanying 
drawings in which : 
[ 0008 ] FIG . 1A shows an example configuration of 
devices and a network in accordance with some embodi 
ments ; 
[ 0009 ] FIG . 1B shows a block diagram of an example 
system for managing collaborative content items ; 
[ 0010 ] FIG . 2 shows a block diagram of an example 
system for managing content item collections ; 
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[ 0011 ] FIG . 3 illustrates an example graphical user inter 
face for viewing collections associated with a user of a 
content management system ; 
[ 0012 ] FIG . 4 illustrates an example graphical user inter 
face for adding content to a new collection ; 
[ 0013 ] FIG . 5 illustrates an example graphical user inter 
face for choosing content items to add to a collection ; 
[ 0014 ] FIG . 6 illustrates an example graphical user inter 
face presenting a collection having embedded content items ; 
[ 0015 ) FIG . 7 illustrates an example tile graphical user 
interface ; 
[ 0016 ] FIG . 8 illustrates an example graphical user inter 
face for presenting a full preview of a content item without 
caption or comments ; 
[ 0017 ] FIG . 9 illustrates an example graphical user inter 
face for presenting a full preview of a content item having 
a caption and / or comments ; 
[ 0018 ] FIG . 10 illustrates an example graphical user inter 
face for presenting collection item metadata in a collection 
view ; 
[ 0019 ] FIG . 11A shows a flow diagram of an example 
process for creating a collection ; 
[ 0020 ] FIG . 11B shows a flow diagram of an example 
process for adding a content item to a collection ; 
[ 0021 ] FIG . 12 shows a flow diagram of an example 
process for presenting a collection ; 
[ 0022 ] FIG . 13 shows a flow diagram of an example 
process for presenting a collection item preview ; 
[ 0023 ] FIG . 14 shows a flow diagram of an example 
process for presenting collection item metadata ; 
[ 0024 ] FIG . 15A shows an example possible system 
embodiment for implementing various embodiments of the 
present technology ; and 
[ 0025 ] FIG . 15B shows an example possible system 
embodiment for implementing various embodiments of the 
present technology . 

example , each of the components of system 100 in FIG . 1A 
can be implemented in a localized or distributed fashion in 
a network . 
[ 0030 ] In system 100 , a user ( e.g. , an individual , group of 
users , company , etc. ) can interact with content management 
system 106 ( e.g. , an online synchronized content manage 
ment system ) through client devices 1021 , 1022 , ... , 102 , 
( collectively “ 102 ” ) connected to network 104 by direct 
and / or indirect communication . Content management sys 
tem 106 can include a single computing device ( e.g. , a 
server ) or multiple computing devices ( e.g. , multiple serv 
ers ) that are configured to perform the functions and / or 
operations necessary to provide the services described 
herein . Content management system 106 can support con 
nections from a variety of different client devices , such as : 
desktop computers ; mobile computers ; mobile communica 
tions devices , e.g. mobile phones , smart phones , tablets ; 
smart televisions ; set - top boxes ; and / or any other network 
enabled computing devices . Client devices 102 can be of 
varying type , capabilities , operating systems , etc. Further 
more , content management system 106 can concurrently 
accept connections from and interact with multiple client 
devices 102 . 
[ 0031 ] A user can interact with content management sys 
tem 106 via a client - side application installed on client 
device 102 ;. In some embodiments , the client - side applica 
tion can include a content management system specific 
component . For example , the component can be a stand 
alone application , one or more application plug - ins , and / or 
a browser extension . However , the user can also interact 
with content management system 106 via a third - party 
application , such as a web browser , that resides on client 
device 102 ; and is configured to communicate with content 
management system 106. In either case , the client - side 
application can present a user interface ( UI ) for the user to 
interact with content management system 106. For example , 
the user can interact with the content management system 
106 via a client - side application integrated with the file 
system or via a webpage displayed using a web browser 
application . 
[ 0032 ] Content management system 106 can enable a user 
to store content items , as well as perform a variety of content 
management tasks , such as retrieve , modify , browse , and / or 
share the content items . Furthermore , content management 
system 106 can enable a user to access the content from 
multiple client devices 102. For example , client device 102 ; 
can upload content to content management system 106 via 
network 104. Later , the same client device 102 ; or some 
other client device 102 , can retrieve the content from content 
management system 106 . 
[ 0033 ] To facilitate the various content management ser 
vices , a user can create an account with content management 
system 106. User account database 150 can maintain the 
account information . User account database 150 can store 
profile information for registered users . In some cases , the 
only personal information in the user profile can be a 
username and / or email address . However , content manage 
ment system 106 can also be configured to accept additional 
user information such as birthday , address , billing informa 
tion , etc. 
[ 0034 ] User account database 150 can include account 
management information , such as account type , usage infor 
mation , ( e.g. , file access or edit history ) , storage space used , 
content storage locations , security settings , personal con 

DETAILED DESCRIPTION 

[ 0026 ] Various embodiments of the disclosure are dis 
cussed in detail below . While specific implementations are 
discussed , it should be understood that this is done for 
illustration purposes only . A person skilled in the relevant art 
will recognize that other components and configurations 
may be used without parting from the spirit and scope of the 
disclosure . 
[ 0027 ] Additional and / or alternative details and / or imple 
mentations of the technology disclosed herein can be found 
in U.S. patent application Ser . No. 15 / 721,158 , titled 
" MAINTAINING MULTIPLE VERSIONS OF ACOLLEC 
TION OF CONTENT ITEMS , ” which is hereby incorpo 
rated by reference in its entirety . 
[ 0028 ] The disclosed technology addresses the need in the 
art for presenting a collection of content items while pre 
venting end users from directly accessing the content items 
and / or content item metadata . 
[ 0029 ] With respect to implementing various embodi 
ments of the disclosed technology , an example system 
configuration 100 is shown in FIG . 1A , wherein electronic 
devices communicate via a network for purposes of 
exchanging content and other data . The system can be 
configured for use on a wide area network such as that 
illustrated in FIG . 1A . However , the present principles are 
applicable to a wide variety of network configurations that 
facilitate the intercommunication of electronic devices . For 
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figuration settings , content sharing data , etc. Account man 
agement module 124 can be configured to update and / or 
obtain user account details in user account database 150. The 
account management module 124 can be configured to 
interact with any number of other modules in content 
management system 106 . 
[ 0035 ] An account can be used to store content items , such 
as digital data , documents , collaborative content items , text 
files , audio files , image files , video files , webpages , execut 
able files , binary files , placeholder files that reference other 
content items , etc. , from one or more client devices 102 
authorized on the account . The content items can also 
include collections for grouping content items together with 
different behaviors , such as folders , playlists , albums , etc. 
For example , an account can include shared collections or 
group collections that are linked with and available to 
multiple user accounts . The permissions for multiple users 
may be different for a shared collection . 
[ 0036 ] The content items can be stored in content storage 
160. Content storage 160 can be a storage device , multiple 
storage devices , or a server . Alternatively , content storage 
160 can be a cloud storage provider or network storage 
accessible via one or more communications networks . Con 
tent management system 106 can hide the complexity and 
details from client devices 102 so that client devices 102 do 
not need to know exactly where or how the content items are 
being stored by content management system 106. In some 
embodiments , content management system 106 can store the 
content items in the same collection hierarchy as they appear 
on client device 102 ;. However , content management system 
106 can store the content items in its own order , arrange 
ment , or hierarchy . Content management system 106 can 
store the content items in a network accessible storage 
( NAS ) device , in a redundant array of independent disks 
( RAID ) , etc. Content storage 160 can store content items 
using one or more partition types , such as FAT , FAT32 , 
NTFS , EXT2 , EXT3 , EXT4 , HFS / HFS + , BTRFS , and so 
forth . 
[ 0037 ] Content storage 160 can also store metadata 
describing content items , content item types , and the rela 
tionship of content items to various accounts , collections , or 
groups . The metadata for a content item can be stored as part 
of the content item or can be stored separately . In one 
variation , each content item stored in content storage 160 
can be assigned a system - wide unique identifier . 
[ 0038 ] Content storage 160 can decrease the amount of 
storage space required by identifying duplicate content items 
or duplicate segments of content items . Instead of storing 
multiple copies , content storage 160 can store a single copy 
and then use a pointer or other mechanism to link the 
duplicates to the single copy . Similarly , content storage 160 
can store content items more efficiently , as well as provide 
the ability to undo operations , by using a content item 
version control that tracks changes to content items , different 
versions of content items ( including diverging version 
trees ) , and a change history . The change history can include 
a set of changes that , when applied to the original content 
item version , produce the changed content item version . 
[ 0039 ] Content management system 106 can be config 
ured to support automatic synchronization of content items 
from one or more client devices 102. The synchronization 
can be platform agnostic . That is , the content items can be 
synchronized across multiple client devices 102 of varying 
type , capabilities , operating systems , etc. For example , 

client device 102 ; can include client software , which syn 
chronizes , via a synchronization module 132 at content 
management system 106 , content in client device 102 ; ' s file 
system with the content in an associated user account . In 
some cases , the client software can synchronize any changes 
to content in a designated collection and its sub - collections , 
such as new , deleted , modified , copied , or moved content 
items or collections . The client software can be a separate 
software application , can integrate with an existing content 
management application in the operating system , or can be 
some combination thereof . In one example of client software 
that integrates with an existing content management appli 
cation , a user can manipulate content items directly in a local 
collection , while a background process monitors the local 
collection for changes and synchronizes those changes to 
content management system 106. Conversely , the back 
ground process can identify content items that have been 
updated at content management system 106 and synchronize 
those changes to the local collection . 
[ 0040 ] A user can view or manipulate content via web 
interface generated and served by user interface module 122 . 
For example , the user can navigate in a web browser to a 
web address provided by content management system 106 . 
Changes or updates to content in the content storage 160 
made through the web interface , such as making edits to text 
or media that are part of the content item , can be propagated 
to other client devices 102 authorized to access the content 
item . For example , multiple client devices 102 , each with 
their own client software , can be associated with a single 
account and content items in the account can be synchro 
nized between each of the multiple client devices 102 . 
[ 0041 ] Content management system 106 can include a 
communications interface 120 for interfacing with various 
client devices 102 , and can interact with other content and / or 
service providers 1091 , 109 , 109 , ( collectively “ 109 ” ) 
via an Application Program Interface ( API ) . Certain soft 
ware applications can access content storage 160 via an API 
on behalf of a user . For example , a software package , such 
as an app running on a smartphone or tablet computing 
device , can programmatically make calls directly to content 
management system 106 , when a user provides credentials , 
to read , write , create , delete , share , or otherwise manipulate 
content . Similarly , the API can allow users to access all or 
part of content storage 160 through a web site . 
[ 0042 ] Content management system 106 can also include 
authenticator module 126 , which can verify user credentials , 
security tokens , API calls , specific client devices , and so 
forth , to ensure only authorized clients and users can access 
content items . Further , content management system 106 can 
include analytics module 134 module that can track and 
report on aggregate file operations , user actions , network 
usage , total storage space used , as well as other technology , 
usage , or business metrics . A privacy and / or security policy 
can prevent unauthorized access to user data stored with 
content management system 106 . 
[ 0043 ] Content management system 106 can include shar 
ing module 130 for managing sharing content items . Sharing 
content items can include making the content item acces 
sible from any computing device in network communication 
with content management system 106. Sharing content items 
can also include linking a content item in content storage 
160 with two or more user accounts so that each user 
account has access to the content item . The sharing can be 
performed in a platform agnostic manner . That is , the 
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content can be shared across multiple client devices 102 of 
varying type , capabilities , operating systems , etc. The con 
tent can also be shared across varying types of user accounts . 
[ 0044 ] In some implementations , to share a content item , 
sharing module 130 can be configured to add a user account 
identifier to the content entry associated with the content 
item , thus granting the added user account access to the 
content item . Sharing module 130 can also be configured to 
remove user account identifiers from a content entry to 
restrict a user account's access to the content item . 
[ 0045 ] In some implementations , to share a content item , 
sharing module 130 can be configured to generate a custom 
network address , such as a uniform resource locator ( URL ) , 
which allows web browsers to access the content in content 
management system 106 , which in some implementations , 
can be allowed without any authentication . To accomplish 
this , sharing module 130 can be configured to include 
content identification data in the generated URL , which can 
later be used to properly identify and return the requested 
content item . For example , sharing module 130 can be 
configured to include the user account identifier and the 
content path in the generated URL . Upon selection of the 
URL , the content identification data included in the URL can 
be transmitted to content management system 106 which can 
use the received content identification data to identify the 
appropriate content entry and return the content item asso 
ciated with the content entry . 
[ 0046 ] In some implementations , content management 
system 106 can include collaborative content item manage 
ment module 136. Collaborative content item management 
module 136 can provide an interactive content item collabo 
ration platform whereby users can simultaneously create 
collaborative content items , comment in the collaborative 
content items , and manage tasks within the collaborative 
content items . Collaborative content item management mod 
ule 136 can be implemented as a separate subsystem of 
content management system 106. For example , in some 
implementations , the management of content items , as 
described above , can be performed by one or more servers 
of content management system 106 specifically configured 
to manage content items . The management of collaborative 
content items can be performed by one or more servers of 
content management system 106 that are separate from the 
content item management servers and that are specifically 
configured to manage collaborative content items . In some 
implementations , the same servers can be configured to 
manage both content items and collaborative content items . 
Similarly , content items and collaborative content items can 
be both be stored in content storage 160. Alternatively , 
content storage 160 may store content items while collab 
orative content items can be stored separately in collabora 
tive content item storage 165 . 
[ 0047 ] Collaborative content items can be files that users 
can create and edit using a collaborative content items editor , 
and can contain collaborative content item elements . Col 
laborative content items and / or the data defining collabora 
tive content items can be stored separately from content 
items . Collaborative content item elements may include a 
collaborative content item identifier , one or more author 
identifiers , collaborative content item text , collaborative 
content item attributes , interaction information , comments , 
sharing users , etc. Collaborative content item elements can 
be stored as database entities , which allows for searching 
and retrieving the collaborative content items . Multiple 

users may access , view , edit , and collaborate on collabora 
tive content items at the same time or at different times . In 
some embodiments this can be managed as multiple users 
access a content item through a web interface and there they 
can work on the same copy of the content item at the same 
time . 
[ 0048 ] In some implementations , portions of a collabora 
tive content item can be represented by a list of attributed 
text ( e.g. , a string of text where each character or character 
range has a set of attributes ) . An attribute can be a ( key , 
value ) pair : for example , ( “ bold ” , “ true ” ) , ( “ list ” , “ bullet1 ” ) , 
or ( “ author ” , authorID ) . Furthermore , a collaborative con 
tent item can be stored as a sequence of change sets . A 
change set represents an edit to a particular version of a 
collaborative content item . Applying a change sets can insert 
and delete characters and apply attributes to ranges . Thus , a 
given change set can be applied to a particular collaborative 
content item representation to generate another collaborative 
content item representation . For example , a collaborative 
content item representation “ abc \ n ” and a change set “ insert 
d at position 2 ” , which when applied , would yield a collab 
orative content item representation “ abdc \ n ” . Applying all of 
the change sets , in a given order , to an initial version of 
collaborative content item representation , can produce a 
current version of the collaborative content item comprising 
a list of attributed text representation . Multiple users may 
access , view , edit , and collaborate on a collaborative content 
item at the same time or at different times . In some embodi 
ments this can be managed by providing multiple users with 
access to a content item through a web interface where they 
can interact with a same copy of the content item at the same 
time . 
[ 0049 ] While content management system 106 is pre 
sented with specific components , it should be understood by 
one skilled in the art , that the architectural configuration of 
system 106 is simply one possible configuration and that 
other configurations with more or fewer components are 
possible . 
[ 0050 ] FIG . 1B shows an example collaborative content 
item management module 136 , according to some embodi 
ments . Collaborative content item management module 136 
may include collaborative content item processing interface 
module 174 , collaborative content item editor module 176 , 
user notification module 178 , and / or collaborative content 
item presentation module 180. One or more of collaborative 
content item processing interface module 174 , collaborative 
content item editor module 176 , user notification module 
178 , and collaborative content item presentation module 
180may be coupled to one another or to modules not 
explicitly shown . 
[ 0051 ] Collaborative content item processing interface 
module 174 may be configured to interface with collabora 
tive content item management module 136. In various 
embodiments , collaborative content item processing inter 
face module 174 may provide collaborative content items to 
one or more modules of collaborative content item manage 
ment module 136 , as described further herein . 
[ 0052 ] Collaborative content item editor module 176 may 
be configured to create and / or modify collaborative content 
items . A collaborative content item may be created in a 
variety of ways . In some embodiments , collaborative con 
tent item editor module 176 enables creation of the collab 
orative content item into the content management system 
106. Collaborative content item editor module 176 may 
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enable access to or be any collaborative content item editing 
application ( e.g. , Microsoft Word® , Google Docs® , or the 
like ) either in the cloud or executed locally . In one example , 
content management system 106 may provide to one of 
client devices 120 a user interface element ( e.g. , a box or a 
button ) that allows creation of a new collaborative content 
item . 
[ 0053 ] Once the user requests to create or invoke the 
collaborative content item , collaborative content item editor 
module 176 may create and / or invoke a collaborative con 
tent item . The collaborative content item may be subse 
quently edited , altered , viewed , changed , stored , and / or the 
like by an editing application ( e.g. , either stored locally on 
a client device 102 or in the cloud ) . In various embodiments , 
one or more different client devices 120 may utilize different 
editing applications to make changes to the collaborative 
content item . Collaborative content item editor module 176 
and / or other editing applications may allow for the collab 
orative content item to be changed by multiple different 
users using different client devices 120 at the same time or 
substantially at the same time ( e.g. , in real time or substan 
tially in real time ) . 
[ 0054 ] Collaborative content item editor module 176 may 
receive from users additional content for the collaborative 
content item . For example , collaborative content item editor 
module 176 may be configured to receive from the client 
devices 102 changes or edits to the collaborative content 
item . In various embodiments , the changes may include text , 
characters strings , or the like . The changes may also include 
annotations to the collaborative content item , comments to 
the collaborative content item , files to be attached to the 
collaborative content item , pictures to be attached to the 
collaborative content item , links to be attached to the col 
laborative content item , tasks related to the collaborative 
content item , or the like that can be incorporated into the 
collaborative content item . In various embodiments , edits to 
the collaborative content item are collaborative . For 
instance , collaborative content item editor module 176 may 
obtain edits ( e.g. , text changes and / or additions of audio 
files , pictures , tables , or the like ) from any number of client 
devices 102 at a given time ( or in real time ) . Collaborative 
edits may be incorporated in a variety of formats , including 
formats that provide different text attributes such as colors , 
fonts , styles , or the like for different users . 
[ 0055 ] In various embodiments , collaborative content 
item editor module 176 ( and or a security or permissions 
module associated with a server ) may establish permissions 
and / or security for the collaborative content item . For 
example , collaborative content item editor module 176 may 
enable event attendees to view and / or make edits to the 
collaborative content item while others may not have rights 
to view the collaborative content items and / or make 
changes . Permissions and / or security may be enforced in 
any number of ways . However , access to the collaborative 
content item may , in various embodiments , be provided to 
attendees of the event or a subset of attendees . 
[ 0056 ] In various embodiments , access to the collabora 
tive content item is limited based on storage access rights . 
For example , a user with access rights to cloud storage may 
access , view , and / or make changes to the collaborative 
content item . In some embodiments , a user with access 
rights assigned by the content management system 106 may 
access , view , and / or make changes to the collaborative 
content item . 

[ 0057 ] User notification module 178 may be configured to 
notify users of each of the client devices 102 of information 
related to the state and / or contents of the collaborative 
content item . Notifications may be sent , for example as an 
email notification , a chat message notification , a notification 
in a display of the collaborative content item , or in relation 
to the collaborative content item through a file system or 
other organizational system . In various embodiments , user 
notification module 178 provides notifications about 
changes to the client devices 102 . 
[ 0058 ] Collaborative content item presentation module 
180 may provide to the client devices 102 selected collab 
orative content items . The collaborative content items may 
be displayed in the client devices 102 through a native 
application , an Internet browsing window , or the like sup 
ported by the client devices 120 . 
[ 0059 ] It will be appreciated that collaborative content 
item presentation module 180 may restrict writing permis 
sions to the collaborative content items at any time . In an 
example , prior to occurrence of the event , collaborative 
content item presentation module 180 may restrict writing 
permissions to the collaborative content item ( and turn the 
collaborative content item into a read - only collaborative 
content item ) for all users except the creator or invoker of 
the collaborative content item . In some embodiments , the 
creator or invoker of the collaborative content item may 
select a subset of recipients to receive writing permissions . 
[ 0060 ] Collaborative content item presentation module 
180 may also support a collaborative content item viewing 
portal users can use to view existing collaborative content 
items . The collaborative content item viewing portal may 
order specific collaborative content items based on one or 
more ordering factors . “ Ordering factors , ” as used herein , 
may include any factors used to order collaborative content 
items . Ordering factors can include factors used to order 
collaborative content items chronologically . More specifi 
cally , in some embodiments , the collaborative content item 
viewing portal orders collaborative content items according 
to the date ( s ) and / or times the collaborative content items 
were created . The collaborative content item viewing portal 
may also order collaborative content items according to the 
date ( s ) and / or time ( s ) the collaborative content items were 
edited . In various embodiments , the collaborative content 
item viewing portal orders collaborative content items 
according to the date ( s ) and / or time ( s ) of corresponding 
events to which the collaborative content items were related . 
Ordering factors can also include factors used to order 
collaborative content items according to the preferences of 
a specific user , such as whether the user has accepted events 
to which the collaborative content items were related . 
[ 0061 ] In some embodiments , a collaborative content item 
viewing portal may be dedicated to a particular user who has 
received access to the collaborative content item because the 
particular user was related to an event . The user's collab 
orative content item viewing portal may provide access to 
any number of collaborative content items including the 
collaborative content item . The collaborative content items 
represented in the collaborative content item viewing portal 
may be ordered in any number of ways . For example , the 
collaborative content item viewing portal may order collab 
orative content items based on date and time of correspond 
ing events . 
[ 0062 ] The collaborative content item viewing portal may 
support search functions . For instance , the collaborative 



US 2021/0064773 A1 Mar. 4 , 2021 
6 

content item viewing portal may enable or allow searching 
for collaborative content items according to textual strings , 
titles , event attendees , and / or other attributes . The search 
functions may allow a specific user to search one or more 
collaborative content items for that user or for other users . 
[ 0063 ] FIG . 2 is a block diagram of an example system 
200 for managing content item collections . For example , 
system 200 can correspond to system 100 of FIG . 1A . 
[ 0064 ] In some implementations , content management 
system 106 can include collections module 204. For 
example , collections module 204 can be a standalone soft 
ware server . Collections module 204 can be a software 
module that is part of a larger software system or server . 
Collections module 204 can run on collections server 202 
( e.g. , a computing device ) that can be one of a plurality of 
servers that correspond to or comprise content management 
system 106 . 
[ 0065 ] In some implementations , collections module 204 
can manage collections of content items . For example , a 
collection can be a collaborative content item , as described 
above . However , while collaborative content items are usu 
ally freeform and relatively unrestricted with respect to 
content , layout , structure , and appearance , collections are 
structured collaborative content items that constrain the type 
of content that can be added to a collection as well as the a 
layout of the content within the collection . The collection is 
primarily constructed of embedded content items and con 
tent item metadata arranged in a grid of tiles , where each tile 
includes a single content item and associated metadata . Each 
tile can include a link to a corresponding content item 
managed by content item server 220. Thus , collections 
module 204 can work cooperatively with content item server 
220 to store and retrieve content items referenced by each of 
the tiles in a collection so that the relevant content items can 
be embedded into the tiles of a collection . 
[ 0066 ] In some implementations , content management 
system 106 can include collections storage 206. For 
example , collections storage 206 can be a repository of 
collections configuration data managed by collections mod 
ule 204. Thus , collections storage 206 can store configura 
tion data that defines the layout and content for many 
different collections . 
[ 0067 ] In some implementations , collections storage 206 
can include collections data 208. For example , collections 
data 208 can be a table or other data structure that stores a 
mapping of collection identifiers and attribute data for each 
collection stored in collections storage 206. For example , 
collections data 208 can include for each collection entry a 
collection identifier and attributes for the identified collec 
tion . The attributes for a collection can include attributes that 
specify header information for the collection . For example , 
the header information can include a header background 
image identifier ( e.g. , a link or URL to an image representing 
the collection ) . The header information can include text 
corresponding to the title for the collection . The header 
information can include a logo or other image ( e.g. , a link or 
URL to the logo image ) that represents a company , entity , 
user , product , or group associated with the collection . 
[ 0068 ] In some implementations , a collection entry in 
collections data 208 can include text corresponding to an 
introductory statement for the collection . For example , the 
introductory text can be provided by a user responsible for 
creating or editing the collection . The introductory text can 

provide an overall description or introduction to the content 
included in the corresponding collection . 
[ 0069 ] In some implementations , collection storage 206 
can include collection items 210. For example , collections 
items 210 can be a table or other data structure that includes 
entries corresponding to tiles in a collection . Each entry or 
record in collections items 210 can correspond to a single 
tile . Each entry can include data the define the attributes for 
each tile . For example , a tile entry can include a collection 
identifier corresponding to the collection in which the tile 
and / or corresponding content item is embedded . The tile 
entry can include a collection item identifier that uniquely 
identifies the tile across all collections managed by collec 
tions module 204. The collection item identifier can be used 
by collections module 204 to determine the order of tiles 
when presenting a collection . For example , collections mod 
ule 204 can arrange tiles and / or corresponding content items 
within a collection according to an order determined based 
on the collection item identifier . A tile with a collection item 
identifier of one , for example , can be presented in a top row 
at the left most position within a collection . A tile with a 
collection identifier of two can be presented in the top row 
at a middle position within the collection . Collections mod 
ule 204 can continue rendering the collection display ( e.g. , 
graphical user interface , web page , etc. ) by row by row , top 
to bottom and left to right until each tile and / or correspond 
ing content item is embedded into the collection display . 
[ 0070 ] The tile entry can include an identifier that identi 
fies the content item embedded in or linked to the corre 
sponding tile . The content item identifier can be , for 
example , a uniform resource locator ( URL ) that can be used 
to obtain metadata for the content item from content item 
server 220. For example , when embedding content item 
metadata into a tile of a collection , collections module 204 
can insert a URL that includes the corresponding collection 
item identifier for the tile . When a client ( e.g. , CMS client 
250 ) needs to obtain metadata for the content item embed 
ded in the tile , the client can use the URL to request the 
metadata for the tile from collections module 204. Collec 
tions module 204 can then use the collection item identifier 
to content item identifier mapping in collection items 210 to 
obtain the content item identifier ( e.g. , URL ) corresponding 
to the collection item identifier . Collections module 204 can 
then request the metadata for the corresponding content item 
from content item module 226 on content item server 220 
using the content item identifier . For example , content item 
module 226 provides content item management and repre 
sents one or more of the modules 120 , 122 , 124 , 126 , 130 , 
132 and / or 124 described above with reference to FIG . 1A . 
Collections module 204 can then filter the content item 
metadata to remove certain metadata ( e.g. , content item 
comments ) that should not be presented by the client and 
send the filtered metadata to the client for presentation to the 
user . Thus , by avoiding sending the content item identifier to 
the client , collections module 204 can prevent the client 
from directly accessing the content item metadata stored in 
content storage 160 and can restrict the client's access to 
content item metadata . 
[ 0071 ] The tile entry can include a protected shared link 
( PSL ) that can be used by a client to obtain the content item 
( e.g. , an image representing the content item ) corresponding 
to the tile entry from content item server 220. For example , 
a protected shared link can be an encrypted payload of data 
that can be used by a client ( e.g. , CMS client 250 ) to obtain 
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a content item ( e.g. , content item image ) without allowing 
the client direct access to the content item identifier and / or 
the content item stored in content storage 160. For example , 
the payload can include an identifier ( e.g. , URL ) for the 
content item ( e.g. , content item 222 ) stored in content 
storage 160. The payload can include a collection identifier . 
The payload can include a creation time and a time to live 
duration . For example , the creation time and time to live 
duration can be used to specify a window of time during 
which the corresponding PSL is valid . Collections module 
204 can encrypt the payload using a shared secret shared by 
collections module 204 and content item module 226. Col 
lections module 204 can then generate a link ( e.g. , URL ) that 
includes the encrypted payload and embed the link in the 
corresponding tile in a collection . By encrypting the content 
item identifier , collections module 204 can prevent the client 
from directly accessing the corresponding content item 
through content item module 226 . 
[ 0072 ] When the client needs to obtain the content item 
from content item module 226 , the client can send the 
encrypted payload to content item module 226. Content item 
module 226 can then validated the encrypted payload by 
decrypting the payload using the shared secret and confirm 
ing that the current time is within the time window specified 
in the payload . After validating the payload , content item 
module 226 can use the content item identifier in the payload 
to obtain the identified content item from content storage 
160. Content item module 226 can generate an image ( e.g. , 
a tile image , thumbnail image , full preview image , etc. ) 
corresponding to the content item and send the content item 
image to the client . The client can then present the content 
item image in the corresponding tile of the collection . 
[ 0073 ] The tile entry can include comment thread identi 
fiers and / or comment identifiers that can be used to identify 
and / or obtain collection comments from comments 212. For 
example , content management system 106 can maintain 
content item comments ( e.g. , comments 224 ) and collection 
comments ( e.g. , comments 212 ) separately . When accessing 
a content item directly through content module 226 and / or 
content stor 160 , a client may have access to the content 
item comments 224 managed by content item module 226 . 
However , when accessing a content item through a collec 
tion managed by collections module 204 , a client is 
restricted to accessing only the comments 212 associated 
with the collection and / or tiles within a collection . This 
restriction is enforced by preventing the client from receiv 
ing or otherwise directly accessing the content item identi 
fier , as described above . Thus , a tile entry can include 
comment thread identifiers and / or comment identifiers that 
identify comments and / or comment threads stored in com 
ments 212 in collections storage 206. The tile entry can 
include a caption attribute that stores text describing the 
corresponding tile and / or content item . 
[ 0074 ] In some implementations , a tile entry can include 
layout information that describes how a tile should be 
presented in a collection . For example , the layout informa 
tion can specify that a tile should be presented in a narrow 
presentation or a full width presentation . For example , the 
narrow presentation can present tiles in a smaller format that 
the full width presentation . The full width presentation can 
present tiles that span the full width of the collections 
graphical user interface , as described further below . The 
layout information can specify the orientation of tile meta 
data with respect to the tile and / or embedded content item . 

For example , the metadata orientation can specify that 
metadata ( e.g. , title , content item identifier , modified date , 
comments , and / or other graphical elements should be pre 
sented below , to the left , or to the right of the content item 
embedded in the corresponding tile , as described further 
below . The layout information can specify a portion of a 
content item to be presented in a tile . For example , a content 
item may be larger than the display area provided by a tile . 
A user can provide input to adjust the content item within the 
tile so that a specific portion of the content item is presented 
by the tile . Collections module 204 can store information 
describing the location of the specific portion of the content 
item so that the specific portion of the content item can be 
presented when the tile is displayed . 
[ 0075 ] In some implementations , content management 
system can include content item server 220. For example , 
content item server 220 can be one of many servers that 
comprise content management system 106. Content item 
server 220 can include content item module 226. As 
described above , content item module 226 can provide 
content item management and can represent one or more of 
the modules 120 , 122 , 124 , 126 , 130 , 132 and / or 124 
described above with reference to FIG . 1A . For example , 
content item module 226 can manage content item 222 and 
comments 224 in content storage 160 . 
[ 0076 ] In some implementations , system 200 can include 
client device 240. For example , client device 240 can 
correspond to client device 102 , described above with ref 
erence to FIG . 1A . Client device 240 can be a computing 
device ( e.g. , hardware and / or software ) , such as a laptop 
computer , desktop computer , tablet computer , smartphone , 
wearable device or other type of computing device . 
[ 0077 ] In some implementations , client device 240 can 
include content management system ( CMS ) daemon 242 . 
For example , CMS daemon 242 can be a background 
software process ( e.g. , part of the operating system , stand 
alone process , etc. ) that manages , in coordination with 
content management system 106 , synchronization of content 
items ( e.g. , content item 246 ) in managed content 244 with 
content items ( e.g. , content item 222 ) in content storage 160 
managed by content management system 106 , as described 
above . 
[ 0078 ] In some implementations , client device 240 can 
include content management system ( CMS ) client 250. For 
example , CMS client 250 can be a native application of 
client device 240. For example , a native software application 
can be an application that is built specifically for the 
hardware and / or software configuration of client device 240 . 
Thus , the graphical user interfaces ( and other functionality ) 
of CMS client 250 described below can be implemented 
using instructions , application programming interfaces 
( APIs ) , and other technologies native to client device 240 . 
To generate the various graphical user interfaces below 
and / or implement various features described herein , CMS 
client 250 can request data ( e.g. , content items , notifications , 
etc. ) from content management system 106 ( e.g. , user inter 
face module 122 , collaborative content item management 
module 136 , collections module 204 , etc. ) over a network 
connection ( e.g. , through network 104 ) . Content manage 
ment system 106 can obtain data from content storage 160 , 
collaborative content item storage 165 , collections storage 
206 , and / or other modules of content management system 
106 and send the data to CMS client 250. CMS client 250 
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can then present the data on various graphical user interfaces 
generated by CMS client 250 , as described further below . 
[ 0079 ] Alternatively , CMS client 250 can be a web client 
executed by a web browser running on client device 240 . 
Thus , the graphical user interfaces ( and other functionality ) 
of CMS client 250 can be implemented using instructions , 
APIs , and other technologies that are not native to client 
device 240. For example , CMS client 250 can be built as a 
web application using non - native web code or instructions 
( e.g. , HTML , JavaScript , etc. ) . Content management system 
106 can serve CMS client 250 to a web browser on client 
device 240 and the web browser can execute CMS client 250 
to present the graphical user interfaces ( and other function 
ality ) to the user , as described in detail below . To generate 
the various graphical user interfaces below and / or imple 
ment various features described herein , CMS client 250 
( e.g. , the web browser ) can request various data views ( e.g. , 
graphical user interfaces , web pages , etc. ) from content 
management system 106. Content management system 106 
can generate the data views ( e.g. , the graphical user inter 
faces described below ) for presenting content management 
system data ( e.g. , content items , notifications , comments , 
tasks , etc. ) and send the data views to CMS client 250 over 
a network connection ( e.g. , through network 104 ) . For 
example , content management system 106 can obtain data 
from content storage 160 , collaborative content item storage 
165 , collections storage 206 , and / or software modules of 
content management system 106 ( e.g. , user interface module 
122 , collaborative content item management module 136 , 
collections module 204 , etc. ) , generate the data views based 
on the data , and send the data views to CMS client 250 . 
[ 0080 ] In some implementations , when a user provides 
input selecting a collection , CMS client 250 can send the 
collection identifier corresponding to the selected collection 
to collections module 204. In response , collections module 
204 can use the collection identifier to obtain the collections 
data from collections data 208 , the collection item identifiers 
from collections items 210 , and generate the PSLs for each 
tile . Collections module 204 can then send the collections 
data ( e.g. , collection header information ) , collection item 
identifiers ( e.g. , tile identifiers ) , and PSLs to CMS client 250 
so that CMS client 250 can obtain the relevant content items , 
metadata , comments , etc. , and render the collection graphi 
cal user interface , as illustrated below . 
[ 0081 ] To avoid repeating the description of how content 
items and / or metadata are embedded into a collection , the 
reader should understand that any content item ( e.g. , image , 
text document , multimedia document , slideshow presenta 
tion , video , or other media ) added to a collection can be 
embedded into ( e.g. , linked into ) the collection using pro 
tected shared links , as described above . Thus , the header 
background image , the logo , and all tiles within a collection 
have corresponding PSLs that provide the mechanism by 
which CMS client 250 can obtain or retrieve the correspond 
ing content items from content storage 160. Collection item 
metadata ( e.g. , tile metadata , content item metadata ) pre 
sented by a collection is embedded into ( e.g. , linked into ) the 
collection using collection item identifiers , as described 
above . For example , CMS client 250 can obtain collection 
item metadata by sending the collection item identifier to 
collections module 204. Collection module 204 can use the 
collection identifier to content identifier mapping , as 
described above , to determine the content item identifier 
needed to retrieve the relevant content item metadata for a 

collection item ( e.g. , tile ) . Collection module 204 can obtain 
collection metadata ( e.g. , caption , comments , etc. ) for a tile 
using the collection item identifier , as described above . 
Collection module 204 can send the content item metadata 
and / or the collection item metadata to CMS client 250. CMS 
client 250 can present the content item metadata and / or the 
collection item metadata in the appropriate tile when pre 
senting the collection on a display of client device 240 . 
[ 0082 ] FIG . 3 illustrates an example graphical user inter 
face 300 for viewing collections associated with a user of 
content management system 106. For example , GUI 300 can 
be presented on a display of client device 240 in response to 
a user of client device 240 selecting graphical element 304 
presented on a graphical user interface that provides a view 
of a user account of content management system 106. For 
example , a user can log into the user's account with content 
management system 106 to cause CMS client 250 to present 
a graphical user interface that presents content items , fold 
ers , collections , and / or other data associated with the user's 
account . The graphical user interface can present a graphical 
element 304 in area 302 that when selected causes CMS 
client 250 to present collections associated with the user's 
account . 
[ 0083 ] In some implementations , GUI 300 can present 
collections associated with a user account . For example , 
when CMS client 250 receives a selection of graphical 
element 312 , CMS client 250 can present information 
describing collections created by the user associated with the 
user account in area 310. When CMS client 250 receives a 
selection of graphical element 314 , CMS client 250 can 
present information describing collections shared with the 
user account in area 310 . 
[ 0084 ] In some implementations , GUI 300 can present a 
collection in collection area 316. Collection area 316 can 
include information describing a single collection . Multiple 
collection areas 316 can be presented in area 310 to describe 
different collections . Collection area 316 can include col 
lection image 318. For example , collection image 318 can be 
an image selected by a collection creator or editor to 
represent the corresponding collection . In some implemen 
tations , collection image can correspond to the header back 
ground image selected for a collection , as described further 
below . Collection area 316 can include title 320 correspond 
ing to the collection . Collection area 316 can include graphi 
cal element 322 indicating the number of items ( e.g. , content 
items , collection items , tiles , etc. ) in the corresponding 
collection . Collection area 316 can include graphical ele 
ment 324 indicating when the collection was shared with the 
user and / or other users . Collection area 316 can include 
graphical elements 326 identifying the users of content 
management system 106 with whom the corresponding 
collection was shared . Alternatively , graphical elements 326 
can identify the users who have viewed the collection . 
Collection area 326 can include graphical element 328 
indicating the number of times the corresponding collection 
has been viewed by users of content management system 
106 . 
[ 0085 ] In some implementations , collection area 326 can 
include graphical element 330 for sharing the corresponding 
collection . For example , when CMS client 250 receives user 
input selecting graphical element 330 , CMS client 250 can 
present a graphical user interface for selecting other users 
with whom the corresponding collection can be shared . The 
user of client device 240 can then select one or more users 
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and CMS client 250 can cause collections module 204 to 
share the collection with the selected users . Collections 
module 204 can , for example , send a link to the collection 
to the other users and / or add the collection to the other users ' 
accounts managed by content management system 106 . 
[ 0086 ] In some implementations , GUI 300 can include 
graphical element 340 for creating a new collection . For 
example , in response to receiving user input selecting 
graphical element 340 , CMS client 250 can cause collec 
tions module 204 to generate a new collection . Collections 
module 204 can then send the new collection ( e.g. , an empty 
collection at this point ) to CMS client 250. CMS client 250 
can then present the empty collection , as illustrated by FIG . 
4 . 

[ 0087 ] FIG . 4 illustrates an example graphical user inter 
face 400 for adding content to a new collection . For 
example , GUI 400 can be presented by CMS client 250 on 
a display of client device 240 in response to receiving user 
input selecting graphical element 340 of FIG . 3. CMS client 
250 can receive an empty collection from collections mod 
ule 204 and present the empty collection on GUI 400 . 
[ 0088 ] In some implementations , GUI 400 can include 
collection header area 410. For example , area 410 can 
include graphical element 412 for adding a header back 
ground image to the collection . For example , in response to 
receiving user input selecting graphical element 412 , CMS 
client 250 can present a graphical user interface ( e.g. , similar 
to GUI 500 below ) for selecting an image to represent the 
new collection . After the user has selected an image ( e.g. , a 
content item from content storage 160 , an image from 
another source , etc. ) , client device 240 can send the image 
and / or content item identifier to collections module 204 . 
Collections module 204 can then generate a protected shared 
link ( PSL ) for the header background image , as described 
above , and store the PSL in the header information for the 
collection . CMS client 250 can then use the PSL to obtain 
the corresponding image and present the image in header 
area 410 . 
[ 0089 ] In some implementations , header area 410 can 
include graphical element 414 for adding a logo to the 
collection header information . For example , in response to 
receiving user input selecting graphical element 414 , CMS 
client 250 can present a graphical user interface ( e.g. , similar 
to GUI 500 below ) for selecting an image ( e.g. , a logo ) to 
present on the new collection . The image can represent a 
group , company , product , or some other entity , for example . 
After the user has selected an image ( e.g. , a content item 
from content storage 160 , an image from another source , 
etc. ) , client device 240 can send the image and / or content 
item identifier to collections module 204. Collections mod 
ule 204 can then generated a protected shared link ( PSL ) for 
the logo image , as described above , and store the PSL in the 
header information for the collection . CMS client 250 can 
then use the PSL to obtain the corresponding logo image and 
present the logo image in header area 410 . 
[ 0090 ] In some implementations , header area 410 can 
include graphical element 416 for specifying a title for the 
new collection . For example , a user can select graphical 
element 416 and enter text to specify a title for the new 
collection . After entering the text , CMS client 250 can send 
the text to collections module 204. Collections module 204 
can store the text as the title in the header information for the 
collection , as described above . 

[ 0091 ] In some implementations , header area 410 can 
include graphical element 418 for adding an introductory 
description to the new collection . For example , a user can 
select graphical element 418 and enter text to specify an 
introductory description for the new collection . After enter 
ing the text , CMS client 250 can send the text to collections 
module 204. Collections module 204 can store the text as the 
introduction for the collection in the header information for 
the collection , as described above . 
[ 0092 ] In some implementations , GUI 400 can include tile 
area 430. For example , tile area 430 can include tiles 
corresponding to the content items embedded in the collec 
tion . When GUI 400 presents an empty collection , tile area 
430 can present empty tiles ( e.g. , boxes with dashed lines ) 
representing a possible layout of tiles should content items 
be added to the collection later . For example , a tile can have 
a narrow format , such as tiles 432 , 434 , and 436. The narrow 
format of these tiles can allow for multiple tiles to be 
arranged in a single horizontal row . A tile can have a wide 
format , such as tile 438 , that causes the tile to be presented 
across the full width ( or nearly the full width ) of tile area 
430. Thus , when a tile has a wide format , only one tile will 
be presented in a single horizontal row , as illustrated by tile 
438 . 
[ 0093 ] In some implementations , the position of tiles 
within tile area 430 can be predefined . For example , the size 
of narrow format and wide format tiles can be predefined so 
that the tiles can be arranged within tile area 430 according 
to predefined positions and / or arrangements . Thus , a collec 
tion can be created according to a template that constrains 
the layout of tiles within tile area 430 and restricts the type 
of content allowed in the collection ( other than the header 
information ) to content items and metadata that are embed 
ded in the tiles . 
[ 0094 ] In some implementations , tile area 430 can include 
graphical element 440 for adding content items to tile area 
430. For example , in response to receiving user input 
selecting graphical element 440 , CMS client 250 can present 
a graphical user interface ( e.g. , similar to GUI 500 below ) 
for selecting one or more content items to embed in the 
collection . After the user has selected a content item ( e.g. , a 
content item from content storage 160 , a content item from 
another source , etc. ) , client device 240 can send the content 
item and / or content item identifier to collections module 
204. Collections module 204 can then generate a collection 
item identifier and a protected shared link ( PSL ) for the 
content item , as described above . Collections module 204 
can store the collection item identifier and the PSL in 
collection items 210 and send the PSL and collection item 
identifier to CMS client 250. CMS client 250 can then use 
the PSL to obtain the corresponding content item . CMS 
client 250 can use the collection item identifier to obtain the 
corresponding collection item metadata . CMS client 250 can 
then present the content item and / or the collection item 
metadata in a tile in tile area 430 . 
[ 0095 ] In some implementations , CMS client 250 can add 
a content item to the new collection in response to a drag and 
drop input received from a user of client device 240. For 
example , the user can select and drag a content item from a 
storage location on client device 240 and drop the content 
item in tile area 430 or on a tile representation ( e.g. , a dashed 
tile placeholder ) in tile area 430. In response to receiving the 
drag and drop input related to the content item , client device 
240 can send the content item and / or content item identifier 
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to collections module 204. Collections module 204 can then 
generate a collection item identifier and a protected shared 
link ( PSL ) for the content item , as described above . Collec 
tions module 204 can store the collection item identifier and 
the PSL in collection items 210 and send the PSL and 
collection item identifier to CMS client 250. CMS client 250 
can then use the PSL to obtain the corresponding content 
item . CMS client 250 can use the collection item identifier 
to obtain the corresponding collection item metadata . CMS 
client 250 can then present the content item and / or the 
collection item metadata in a tile in tile area 430 . 
[ 0096 ] In some implementations , GUI 400 can include 
options area 440. For example , options area 440 can present 
graphical element 442 identifying the user who is currently 
logged into content management system 106 on client 
device 240 . 
[ 0097 ] In some implementations , options area 440 can 
present graphical element 442 for generating a preview of 
the collection . For example , a collection can have a public 
view and a private view . The private view is presented to the 
creator and / or editor of the collection . The public view is 
presented to users with whom the collection has been shared 
but who do not have editing privileges with respect to the 
collection . The private view of the collection may present 
additional information and / or graphical elements that are not 
presented in the public view because the public view is 
intended to have a more curated look without all the extra 
information and tools needed to edit and manage a collec 
tion . For example , the public view may not include any of 
the editing features that allow a user to add or rearrange 
content in the collection . The public view may not include 
statistical information , such as the number of times the 
collection has been viewed . The public view will not include 
the tile placeholders ( e.g. , dashed lined boxes ) representing 
tiles that have no embedded content . When an editing or 
creating user selects graphical element 442 to present a 
preview of the collection , CMS client 250 can generate and 
present a public view of the collection so that the editor can 
view how the collection will look when the collection is 
shared with ( e.g. , published to ) users who do not have 
editing permissions for the collection . 
[ 0098 ] In some implementations , options area 440 can 
include graphical element 446 for sharing the collection with 
other users . For example , when CMS client 250 receives 
user input selecting graphical element 446 , CMS client 250 
can present a graphical user interface for selecting other 
users with whom the corresponding collection can be 
shared . The user of client device 240 can then select one or 
more users from the graphical user interface and CMS client 
250 can cause collections module 204 to share the collection 
with the selected users . Collections module 204 can , for 
example , send a link to the collection to the other users 
and / or add the collection to the other users ' accounts man 
aged by content management system 106 . 
[ 0099 ] FIG . 5 illustrates an example graphical user inter 
face 500 for choosing content items to add to a collection . 
For example , GUI 500 can be presented by CMS client 250 
on a display of client device 240 . 
[ 0100 ] In some implementations , GUI 500 can include 
graphical element 502 for choosing content items to add to 
a collection . For example , graphical element 502 can be 
presented in response to receiving user input selecting 
graphical element 412 , 414 , and / or 440 of FIG . 4. Graphical 
element 502 can present folders ( e.g. , folders 512 , 514 ) 

and / or content items ( e.g. , content items 522-530 ) accessible 
to the user account associated with the user who is currently 
logged in to content management system 106 from client 
device 240. The user can select a content item folder 
managed by content management system 106 to cause 
graphical element 502 to present identifiers for content items 
associated with the selected folder . The user can select one 
or more of the content item identifiers and then select 
graphical element 540 to cause CMS client 250 and / or 
collections module 204 to add the identified content items to 
the currently selected collection ( e.g. , a new collection , 
selected collection , etc. ) , as described above . 
[ 0101 ] FIG . 6 illustrates an example graphical user inter 
face 600 presenting a collection having embedded content 
items . For example , GUI 600 can be presented in response 
to the user adding content to a new collection using GUI 
500. GUI 600 can be presented in response to the user 
selecting an existing collection , such as providing input to 
GUI 300 to select the collection presented in collection area 
316. For example , the user can select the " Building Pro 
posal " collection by providing input selecting image 318 
and / or title 320 . 

[ 0102 ] In some implementations , GUI 600 can present 
collection 602. For example , when CMS client 250 receives 
input selecting a collection , CMS client 250 send a request 
including the collection identifier to collections module 204 . 
Collections module 204 can use the collection identifier to 
obtain collection header data from collections data 208 . 
Collections module 204 can use the collection identifier to 
obtain collection item identifiers from collection items 210 
for the content item metadata ( e.g. , tiles ) embedded in the 
identified collection . Collections module 204 can generate a 
PSL for each embedded content item in the identified 
collection . Collections module 204 can send the collection 
header information , collection item identifiers , and PSLs to 
CMS client 250 so that CMS client 250 can present collec 
tion 602 on GUI 600 . 

[ 0103 ] As described above , collection 602 can include a 
header background image 604 ( e.g. , collection image ) rep 
resenting collection 602. Collection 602 can include an 
image 606 ( e.g. , a logo image ) representing a business , 
product , team , or some other group or individual associated 
with the collection . CMS client 250 can obtain image 604 
and / or image 606 using PSLs provided by collections man 
ager 204. Collection 602 can include title 608 and introduc 
tion 610. The text for title 608 and introduction 610 can be 
obtained from the collection header data received from 
collections module 204 . 
[ 0104 ] In some implementations , collection 602 can 
include tiles 612 and 614 that include embedded content 
items . The embedded content items in tiles 612 and 614 can 
be represented by a tile image ( e.g. , thumbnail image ) that 
represents a portion of the embedded content item . The tile 
image can be rendered by content item module 226 when 
CMS client 250 requests the tile image from content item 
module 226 using the PSL for the corresponding tile . CMS 
client 250 can use the collection item identifier associated 
with a tile to request metadata for the tile . For example , the 
metadata for the tile can be a combination of content item 
metadata ( e.g. , content item name , content item type , etc. ) 
obtained from content item module 226 and collection item 
metadata ( e.g. , comments ) obtained from collections module 
204 , as described above . 



US 2021/0064773 A1 Mar. 4 , 2021 
11 

[ 0105 ] When a user is viewing a private , editable view of 
collection 602 , collection 602 can include an empty tile 616 
( e.g. , represented by dashed line ) that the user can interact 
with to embed additional content into collection 602. For 
example , the user can select tile 616 to cause CMS client 250 
to present graphical element 502 of FIG . 5 so that the user 
can select content items to add to collection 602. Alterna 
tively , the user can drag and drop a content item onto tile 616 
to cause CMS client 250 to add the content item into 
collection 602. When interacting with a private view of 
collection 602 , the user may select and drag tiles around to 
change the position or arrangement of embedded content 
items in collection 602. When viewing a public , non 
editable view of collection 602 , empty tile 626 can be hidden 
and the user may not be able to edit collection 602 . 
[ 0106 ] FIG . 7 illustrates an example tile graphical user 
interface 700. The features described with respect to GUI 
700 can be features of any or every tile presented in a 
collection . For example , GUI 700 may correspond to tiles 
612 and / or 614 of GUI 600 , described above . However , 
when viewing a tile in a public view of a collection ( e.g. , 
collection 602 ) , the user may not be able to access any of the 
tile editing features described with respect to GUI 700. For 
example , the user may not be able to adjust the layout of a 
tile , replace an embedded content item associated with a tile , 
or crop the image in a tile . When viewing the tile in a private , 
editable view of a collection , any or all of the described 
editing options can be made available . 
[ 0107 ] In some implementations , GUI 700 can include an 
image area 702. For example , image area 602 can present an 
image ( e.g. , tile image , thumbnail image , etc. ) representing 
the content item embedded into the tile . The image can be 
obtained from content item module 226 by CMS client 250 
using the PSL provided by collection module 204 . 
[ 0108 ] In some implementations , GUI 700 can include 
area 710 for presenting metadata and / or options for the tile . 
For example , area 710 can include graphical element 712 
( e.g. , text ) representing the name of the content item pre 
sented in area 702. Area 710 can include graphical element 
714 ( e.g. , text ) representing a caption for the content item 
presented in area 702 or representing type information for 
the content item if a caption has not been provided . This 
content item metadata ( content item name , content item 
type , collection item caption , etc. , ) can be obtained using the 
collection item identifier provided by collections module 
204 , as described above . 
[ 0109 ] In some implementations , area 710 can include 
graphical element 716 for deleting the tile . For example , 
when the collection is presented in a private , editable view , 
the user can select graphical element 716 to delete the tile 
and corresponding embedded content item from the collec 
tion . When the collection is presented in a public view , 
graphical element 716 can be hidden . 
[ 0110 ] In some implementations , area 710 can include 
graphical element 718 for presenting collection comments 
associated with the tile . For example , a user can select 
graphical element 718 to cause CMS client 250 to present a 
graphical element ( e.g. , popup window ) that presents col 
lection comments associated with the tile and / or correspond 
ing embedded content item , as illustrated by FIG . 10 below . 
Graphical element 718 can be presented in both public and 
private views of the collection because any user may add 
comments to a collection and / or collection item ( e.g. , tile ) . 

[ 0111 ] In some implementations , area 710 can include 
graphical element 720 for invoking a full preview of the 
embedded content item , as described with respect to FIG . 8 
and FIG.9 below . For example , when graphical element 720 
is selected , CMS client 250 can use a PSL corresponding to 
the content item embedded in image area 702 to request a 
full preview of the content item represented in image area 
702. In contrast to the tile image presented in image area 702 
that presents a portion of the content item ( e.g. , less than the 
entire content item ) , the full preview image of the content 
item can be a manipulable representation of the embedded 
content item that allows the user to view and / or navigate 
through the entire content item . 
[ 0112 ] In some implementations , GUI 700 can include 
graphical element 730 ( e.g. , a toolbar ) for presenting for 
matting options for a tile . For example , when a collection is 
presented in a private , editable view , the user can select a tile 
( e.g. , touch , hover a cursor over , etc. ) to cause graphical 
element 730 to be presented near the selected tile . The user 
can then select one or more of the tile formatting options 
presented on graphical element 730 to make the correspond 
ing changes to the selected tile . 
[ 0113 ] In some implementations , graphical element 730 
can include metadata orientation graphical elements 732 , 
734 , and 736. For example , the user can select graphical 
element 732 , 734 and 736 to change where area 710 is 
presented in the tile and with respect to image area 702. For 
example , when graphical element 734 is selected , CMS 
client 250 can present area 710 in a horizontal orientation 
below image area 702 , as illustrated by image area 702a . 
When graphical element 732 is selected , CMS client 250 can 
present area 710 in a vertical orientation to the right of image 
area 702 , as illustrated by image area 702b . When graphical 
element 736 is selected , CMS client 250 can present area 
710 in a vertical orientation similarly to image area 7026 but 
to the left of image area 702 . 
[ 0114 ] In some implementations , graphical element 730 
can include graphical element 738 for switching between 
narrow views and wide views of a tile . For example , if the 
tile is currently presented as a narrow tile , the user can select 
graphical element 730 to cause CMS client 250 to present 
the tile in a wide view , as described above . If the tile is 
currently presented as a wide tile , the user can select 
graphical element 730 to cause CMS client 250 to present 
the tile in a narrow view , as described above . 
[ 0115 ] In some implementations , graphical element 730 
can include graphical element 740 for replacing a content 
item in the selected tile . For example , when a user selects 
graphical element 740 , CMS client 250 can present GUI 500 
of FIG . 5 so that the user can choose a new content item to 
replace the content item currently embedded in the selected 
tile . When the user selects a new content item , CMS client 
250 can communicate with collaborations module 204 to 
modify the collection item entry for the tile in collection 
items 210 so that the collection item entry references the 
newly selected content item . 
[ 0116 ] In some implementations , graphical element 730 
can include graphical element 742 for selecting a portion of 
the content item to present in the selected tile . For example , 
in response to receiving a selection of graphical element 
742 , CMS client 250 can present an image cropping GUI 
that allows the user to specify a portion of the corresponding 
content item to present in image area 702. After the user 
specifies the portion of the content item to present in image 
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area 702 , CMS client 250 can send information identifying 
the location of the selected portion of the image to collec 
tions module 104. Collections module 104 can then store the 
image location information in collection items 210 so that 
the selected portion of the image can be presented when the 
content item is presented in the future . 
[ 0117 ] FIG . 8 illustrates an example graphical user inter 
face 800 for presenting a full preview of a content item 
without caption or comments . For example , GUI 800 can be 
presented by CMS client 250 on a display of client device 
240 in response to a user selecting graphical element 720 of 
FIG . 7. In some implementations , GUI 800 can include 
image area 802. For example , image area 802 can present a 
full preview of a content item associated with a selected tile . 
CMS client 250 can obtain the full preview of the content 
item from content item module 226 using a PSL associated 
with the content item provided by collections module 204 . 
Image area 802 can provide an interactive view of the 
content item such that a user can interact with image area 
802 to scroll , zoom , and / or otherwise interact with the 
content item so that the user can view and / or navigate 
through the entire content item . 
[ 0118 ] In some implementations , GUI 800 can include 
header area 810. For example , area 810 can include the 
display name 812 and content item name or type 814 of the 
content item presented in image area 802. Area 810 can 
include the identifier 816 ( e.g. , name ) for the currently 
selected collection . Area 810 can include graphical element 
818 , that when selected , causes CMS client 250 to close GUI 
800 and return to the collection GUI 600 . 
[ 0119 ] In some implementations , GUI 800 can include 
caption area 830. For example , a user can provide textual 
input in area 830 to provide a caption descriptive of the 
content item presented in area 802. CMS client 250 can send 
the entered caption to collections module 204. Collections 
module 204 can store the caption in association with the 
collection item identifier for the selected tile in collection 
items 210 , as described above . 
[ 0120 ] In some implementations , GUI 800 can include 
comments area 840. For example , comments area 840 can 
include element 842 for entering a new comment for the 
corresponding content item and / or collection tile . When the 
user enters a new comment , CMS client 250 can send the 
entered comment to collections module 204. Collections 
module 204 can generate a comment identifier for the 
comment and store the comment identifier in association 
with the collection item identifier for the selected tile in 
collection items 210 , as described above . Collections mod 
ule 204 can store the text of the comment in association with 
the comment identifier in comments 212 in collections 
storage 206 . 
[ 0121 ] FIG . 9 illustrates an example graphical user inter 
face 900 for presenting a full preview of a content item 
having a caption and / or comments . For example , GUI 900 
can be presented by CMS client 250 on a display of client 
device 240 in response to a user selecting graphical element 
720 of FIG . 7. Similarly to GUI 800 , GUI 900 can include 
image area 802. For example , image area 802 can present a 
full preview of a content item associated with a selected tile . 
CMS client 250 can obtain the full preview of the content 
item from content item module 226 using a PSL associated 
with the content item provided by collections module 204 . 
Image area 802 can provide an interactive view of the 
content item such that a user can interact with image area 

802 to scroll , zoom , and / or otherwise interact with the 
content item so that the user can view and / or navigate 
through the entire content item . 
[ 0122 ] Similarly to GUI 800 , GUI 900 can include header 
area 810. For example , area 810 can include the display 
name 812 and content item name or type 814 of the content 
item presented in image area 802. Area 810 can include the 
identifier 816 ( e.g. , name ) for the currently selected collec 
tion . Area 810 can include graphical element 818 , that when 
selected , causes CMS client 250 to close GUI 900 and return 
to the collection GUI 600 . 
[ 0123 ] Similarly to GUI 800 , GUI 900 can include caption 
area 830. For example , when CMS client 250 requests the 
full preview image for the content item corresponding to the 
selected tile , CMS client 250 can request collection meta 
data for the selected tile by sending the collection item 
identifier for the selected tile to collections module 204 . 
Collections module 204 can use the collection item identifier 
to obtain a caption associated with the collection item 
identifier from collection items 210 , if a caption exists . 
Collections module 204 can send the caption to CMS client 
250 and CMS client 250 can present the caption in caption 
area 830 . 
[ 0124 ] Similarly to GUI 800 , GUI 900 can include com 
ments area 840. For example , when CMS client 250 requests 
the full preview image for the content item corresponding to 
the selected tile , CMS client 250 can request collection 
metadata for the selected tile by sending the collection item 
identifier for the selected tile to collections module 204 . 
Collections module 204 can use the collection item identifier 
to obtain a comment identifiers and / or comment thread 
identifiers associated with the collection item identifier from 
collection items 210 , if a comments exists . Collections 
module 204 can obtain the comments corresponding to the 
comment identifiers and / or comment thread identifiers from 
comments 212. Collections module 204 can send the iden 
tified comments ( e.g. , comments 904 and 906 ) to CMS client 
250. CMS client 250 can present the comments in comments 
area 840 . 
[ 0125 ] FIG . 10 illustrates an example graphical user inter 
face 1000 for presenting collection item metadata in a 
collection view . For example , GUI 1000 can be presented by 
CMS client 250 on a display of client device 240. GUI 1000 
can present a view ( e.g. , public view or private view ) of a 
collection similarly to GUI 600 of FIG . 6 described above . 
[ 0126 ] As described with reference to FIG . 7 , a tile can 
include image area 702 and metadata area 710. Metadata 
area 710 can include text representing a caption associated 
with the content item presented in image area 702. However , 
in some cases , the caption may be too long ( e.g. , too many 
characters ) to fit within metadata area 710 and must be 
truncated to fit within the available space . In some imple 
mentations , a user can cause CMS client 250 to expand 
metadata area 710 by providing input to ( e.g. , selecting , 
touching , hovering over , etc. ) area 1002 corresponding to 
where the caption is presented in metadata area 710. In 
response to receiving the user input to area 1002 , CMS client 
250 can expand metadata area 710 into image area 702 ( e.g. , 
up to dashed line ) so that the entire caption can be presented 
within tile 610. When the user stops providing input to area 
1002 , CMS client 250 can reduce metadata area 710 to its 
original size . 
[ 0127 ] As described above with reference to FIG . 7 , a tile 
can include graphical element 718 for presenting comments 



US 2021/0064773 A1 Mar. 4 , 2021 
13 

associated with a tile ( e.g. , collection item ) and / or corre 
sponding content item . For example , a user can select 
graphical element 718 to cause CMS client 250 to request 
comments for the tile from collections module 204. For 
example , CMS client 250 can send the collection item 
identifier for the selected tile to collections module 204 . 
Collections module 204 can use the collection item identifier 
to obtain a comment identifiers and / or comment thread 
identifiers associated with the collection item identifier from 
collection items 210 , if a comments exists . Collections 
module 204 can obtain the comments corresponding to the 
comment identifiers and / or comment thread identifiers from 
comments 212. Collections module 204 can send the iden 
tified comments ( e.g. , comments 1014 and 1016 ) to CMS 
client 250. When CMS client 250 receives the comments 
from collections module 204 , CMS client 250 can present 
graphical element 1012 ( e.g. , a window , popup , bubble , etc. ) 
that presents the comments received from collections mod 
ule 204 . 
[ 0128 ] FIG . 11A shows a flow diagram of an example 
process 1100 for creating a collection . For example , process 
1100 can be performed cooperatively by collections server 
202 , content item server 220 , and client device 240 to create 
a new collection . 
[ 0129 ] At step 1102 , client device 240 can receive user 
input indicating that the user wishes to create a new collec 
tion . For example , CMS client 250 can receive a selection of 
graphical element 340 of FIG . 3 . 
[ 0130 ] At step 1104 , client device 240 can send a request 
for a new collection to collections server 202. For example , 
in response to receiving the user input at step 1102 , CMS 
client 250 can send a request for a new collection to 
collections module 204 . 
[ 0131 ] At step 1106 , collections server 202 can send an 
empty collection to client device 250. For example , collec 
tions module 204 can generate an empty collection and send 
the empty collection to CMS client 250 . 
[ 0132 ] At step 1108 , client device 240 can present the 
empty collection . For example , CMS client 250 can present 
the empty collection on a display of client device 240 , as 
illustrated by FIG . 4. The empty collection can include 
graphical elements illustrating possible layout of tiles in the 
collection . The empty collection can include graphical ele 
ments that the user can select to add content to the empty 
collection . 
[ 0133 ] At step 1110 , client device 240 can receive user 
input to add content to the empty collection . For example , 
the user can select one or more graphical elements presented 
with the empty collection to add a header background image , 
a logo image , and / or one or more embedded content items 
to the empty collection . 
[ 0134 ] At step 1112 , client device 240 can send a request 
to content item server 220 for content item identifiers 
representing content items managed by content item module 
22. CMS client 250 can request a list of content item 
identifiers from content item module 226 representing the 
content items for which the user has access permissions . 
[ 0135 ] At step 1114 , content item server 220 can generate 
a list of content item identifiers . For example , content item 
module 226 can generate a list of content items that the user 
for which the user has access permissions . 
[ 0136 ] At step 1116 , content item server 220 can send the 
content item identifiers to client device 240. For example , 
upon receipt of the content item identifiers , CMS client 250 

can present a graphical user interface ( e.g. , GUI 500 ) for 
choosing content items from content storage 160 , client 
device 240 , or some other storage location . 
[ 0137 ] At step 1118 , client device 240 can receive user 
input selecting one or more content item identifiers from the 
chooser graphical user interface . For example , CMS client 
250 can receive user input selecting content items for the 
header background image , a logo image , and / or one or more 
embedded content items of the collection . 
[ 0138 ] At step 1120 , client device 240 can send the 
selected content item identifiers to collections server 202 . 
For example , CMS client 250 can send a message to 
collections module 204 indicating a selected content item 
identifier and a collections attribute ( e.g. , header background 
image , a logo image , and / or one or more embedded content 
items ) with which the content item identifier is associated . 
[ 0139 ] At step 1122 , collections server 202 can generate a 
collection item identifier for the selected content item iden 
tifier . For example , in response to receiving the content item 
identifier , collections module 204 can generate a collection 
item identifier for the selected content item identifier that 
can be embedded in the collection and used to reference the 
selected content item , as described above . 
[ 0140 ] At step 1124 , collections server 202 can generate a 
content item identifier to collection item identifier mapping . 
For example , collections module 204 can create an entry 
( e.g. , record ) in collection items 210 ( e.g. , a database table ) 
in collections storage database 206 and store content item 
identifier , collection item identifier , collection identifier for 
the new collection , and additional collection item attributes , 
as described above , in the collection items entry . 
[ 0141 ] At step 1126 , collections server 202 can embed the 
selected content item in the collection using the collection 
item identifier . For example , collections module 204 can 
generate a new version of the collection ( e.g. , a web page ) 
that includes links ( e.g. , URLs ) that reference the collection 
item identifier . The collection item identifier can be used to 
generate links for the header background image , a logo 
image , and / or one or more embedded content items . 
[ 0142 ] At step 1128 , collection server 202 can send the 
collection with the embedded content to client device 240 . 
For example , collections module 204 can send the collection 
having the embedded collection item identifiers to CMS 
client 250. CMS client 250 can then present the collection , 
as described below with respect to process 1200 . 
[ 0143 ] FIG . 11B shows a flow diagram of an example 
process 1150 for adding a content item to a collection . For 
example , process 1150 can be performed cooperatively by 
collections server 202 , content item server 220 , and client 
device 240 to create a new collection . Process 1150 can be 
performed when a private , editable view of a collection ( e.g. , 
a new collection , a selected collection , etc. ) is being pre 
sented by CMS client 250 on a display of client device 240 . 
[ 0144 ] At step 1152 , client device 240 can receive user 
input identifying a content item to add to the collection . For 
example , the user input can be a drag - and - drop input where 
the user drags a representation of a content item from a 
storage location onto the collection currently presented by 
CMS client 250 . 
[ 0145 ] At step 1154 , client device 240 can send a request 
to collections server 202 to add the identified content item to 
the currently presented collection . For example , the request 
can include the collection identifier for the collection and the 
identified content item . 
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[ 0146 ] At step 1156 , collections server 202 can send the 
content item to content item server 220 for storage . For 
example , collections module 204 can send the collection 
identifier and content item to content item module 226 . 
[ 0147 ] At step 1158 , content item server 220 can store the 
content item in a storage location in content storage 160 
associated with the identified collection . For example , con 
tent item module 226 can generate a content item identifier 
for the new content item and store the content item in a 
folder ( e.g. , shared folder ) associated with the content item . 
[ 0148 ] At step 1160 , content item server 220 can send the 
content item identifier to collections Server 202. For 
example , content item module 226 can send the content item 
identifier to collections module 204 . 
[ 0149 ] At step 1162 , collections server 202 can generate a 
collection item identifier for the selected content item iden 
tifier . For example , in response to receiving the content item 
identifier , collections module 204 can generate a collection 
item identifier for the selected content item identifier that 
can be embedded in the collection and used to reference the 
selected content item , as described above . 
[ 0150 ] At step 1164 , collections server 202 can generate a 
content item identifier to collection item identifier mapping . 
For example , collections module 204 can create an entry 
( e.g. , record ) in collection items 210 ( e.g. , a database table ) 
in collections storage database 206 and store content item 
identifier , collection item identifier , collection identifier for 
the new collection , and additional collection item attributes , 
as described above , in the collection items entry . 
[ 0151 ] At step 1166 , collections server 202 can embed the 
selected content item in the collection using the collection 
item identifier . For example , collections module 204 can 
generate a new version of the collection ( e.g. , a web page ) 
that includes links ( e.g. , URLs ) that reference the collection 
item identifier . The collection item identifier can be used to 
generate links for the header background image , a logo 
image , and / or one or more embedded content items . 
[ 0152 ] At step 1168 , collection server 202 can send the 
collection with the embedded content to client device 240 . 
For example , collections module 204 can send the collection 
having the embedded collection item identifiers to CMS 
client 250. CMS client 250 can then present the collection , 
as described below with respect to process 1200 . 
[ 0153 ] FIG . 12 shows a flow diagram of an example 
process 1200 for presenting a collection . For example , 
process 12000 can be performed cooperatively by collec 
tions server 202 , content item server 220 , and client device 
240 to present a collection on client device 240 . 
[ 0154 ] At step 1202 , client device 240 can receive user 
input selecting a collection . For example , CMS client 250 
can receive user input selecting a collection from the col 
lections listed on GUI 300 of FIG . 3 , as described above . 
Alternatively , the selected collection can correspond to a 
new collection that has been modified to add content and 
where the graphical user interface presenting the collection 
needs to be updated . 
[ 0155 ] At step 1204 , client device 240 can send the 
collection identifier for the selected collection to collections 
server 202. For example , when the user selects a collection , 
CMS client 250 can determine the collection identifier for 
the collection and send the collection identifier to collections 
module 204 . 
[ 0156 ] At step 1206 , collections server 202 can generate a 
collection with embedded content . For example , collections 

module 204 can generate the collection by using the collec 
tion identifier to obtain collections data ( e.g. , attributes , 
images , text , collection item identifiers , etc. ) from collec 
tions storage 206. For example , collections module 204 can 
use the collection identifier to obtain header information 
( e.g. , header background image , logo image , title , introduc 
tion , etc. ) from collections data 208. Collections module 204 
can use the collection identifier to obtain collection item 
information ( e.g. , collection item identifiers , comment iden 
tifiers , etc. ) from collection items 210. Collections module 
204 can use the comment identifiers obtained from collec 
tion items 210 to obtain comments and / or comments threads 
for each collection item ( e.g. , tiles , embedded content items , 
etc. ) from comments 212. Collections module 204 can 
combine all of this collection information into a data struc 
ture ( e.g. , web page , collection object , etc. ) to generate the 
collection . 
[ 0157 ] At step 1208 , collections server 202 can send the 
collection to client device 240. For example , collections 
module 204 can send the collection data structure generated 
at step 1206 to CMS client 250 . 
[ 0158 ] At step 1210 , client device 250 can request a 
collection item using the collection item identifiers . For 
example , to obtain and present the content items and / or 
content item metadata corresponding to the header back 
ground image , logo image , and tiles , CMS client 250 can 
send the collection item identifiers for each of these collec 
tion attributes to collections module 204 on collections 
server 202 in a request for the corresponding content items . 
[ 0159 ] At step 1212 , collections server 202 can obtain a 
content item identifier corr orresponding to a collection item 
identifier from the content item identifier corresponding to 
collection item identifier mapping managed by collections 
module 204. For example , in response to receiving a col 
lection item identifier , collections module 204 can obtain the 
content item identifier corresponding to the received collec 
tion identifier from collection items 210 . 
( 0160 ] At step 1214 , collections server 202 can request 
content item metadata from content item server 220. For 
example , collections module 204 can use the content item 
identifier obtained at step 1216 to request content item 
metadata corresponding to the content item identifier from 
content item module 226 on content item server 220. The 
request can include parameters specifying which content 
item metadata should be included or excluded from the 
content item metadata returned to collections module 204 . 
For example , the parameters can specify that the content 
item name , the content item type , the content item size , etc. , 
should be included in the content item metadata . The param 
eters can specify that comments , edits , revisions , annota 
tions , etc. , should be excluded from the content item meta 
data . In some implementations , all available content item 
metadata can be included in the content item metadata 
returned to collections module 204 . 
[ 0161 ] At step 1216 , content item server 220 can send the 
content item metadata to collections Server 202. For 
example , if collections module 204 receives a content item 
metadata that includes all of the metadata for the identified 
content item , then collections module 204 can filter the 
content item metadata to remove comments , edits , revisions , 
annotations , etc. , in the content item metadata so that these 
types of metadata are not delivered to client device 240 . 
[ 0162 ] At step 1218 , collections Server 202 can obtain 
collection item metadata using the collection item identifier 
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received at step 1210. For example , collections module 204 
can obtain collection item metadata , such as a caption , 
comments , etc. , corresponding to the collection item iden 
tifier from collection items 210 and comments 212 in 
collections storage 206. Collections module 204 can add the 
content item metadata to the collections item metadata and 
send the collections item metadata to CMS client 250 at step 
1220 below . 
[ 0163 ] At step 1219 , collections server 202 can generate a 
protected shared link for obtaining a content item from 
content item server 220. As described above , the protected 
shared link ( PSL ) can be a URL associated with content item 
module 226 that includes an encrypted payload . The payload 
can include a URL that includes the content item identifier 
corresponding to the content item , the collection identifier 
for the requested collection , a creation time corresponding to 
the time when the PSL was generated , and a time to live 
indicating a duration of time during which the PSL is valid . 
The payload can be encrypted using a shared secret that is 
shared between content item module 226 and collections 
module 204 . 
[ 0164 ] At step 1220 , collections server 202 can send the 
collection item metadata and the PSL for the content item to 
client device 240. For example , collections module 204 can 
send the collection item metadata and the PSL for the 
content item to CMS client 250 . 
[ 0165 ] At step 1222 , client device 240 can request a 
collection item from content item server 220 using the 
protected shared link . For example , CMS client 250 can 
send a request for a content item corresponding to the 
collection item to content item module 226 on content item 
server 220. The request can include the encrypted payload 
received from collections module 204 . 
[ 0166 ] At step 1224 , content item server 220 can validate 
the protected shared link . For example , content item module 
226 can validate the protected shared link by attempting to 
decrypt the encrypted payload using the shared secret shared 
between collections server 202 and content item server 220 . 
If content item module 226 can decrypt the encrypted 
payload , then content item module 226 can determine that 
the encrypted payload is a valid payload generated by 
collections module 204. After decrypting the payload , con 
tent item module 226 can validate the protected shared link 
by determining that the time when the PSL was received is 
within the time window specified by the creation time and 
time to live duration indicated in the payload . If content item 
module 226 cannot validate the payload , 1200 
can terminate and content item module 226 can return an 
error message to CMS client 250. If content item module 
226 can validate the payload , then process 1200 can con 
tinue to step 1226 . 
[ 0167 ] At step 1226 , content item server 220 can extract a 
content item identifier from the protected shared link . For 
example , content item module 226 can obtain the content 
item identifier from the decrypted PSL payload . 
[ 0168 ] At step 1228 , content item server 220 can obtain 
the content item corresponding to the content item identifier . 
For example , content item module 226 can obtain the 
content item corresponding to the content item identifier 
from content storage 160. In some implementations , content 
item module 226 can generate an image representing the 
content item . For example , content item module can gener 
ate a tile image ( e.g. , thumbnail image ) representing the 

content item . Content item module can generate a full 
preview image representing the content item . 
[ 0169 ] At step 1230 , content item server 220 can send the 
content item to client device 240. For example , content item 
module 226 can send the content item or image of the 
content item to CMS client 250 . 
[ 0170 ] At step 1232 , client device 240 can present the 
collection . For example , after CMS client 250 receives the 
content items corresponding to the collection selected at step 
1202 , CMS client 250 can present the collection on a display 
of client device 240. For example , CMS client 250 can 
present the collection on a graphical user interface , as 
described with reference to FIG . 6 , FIG . 7 , and FIG . 10 
above . 
[ 0171 ] FIG . 13 shows a flow diagram of an example 
process 1300 for presenting a collection item preview . For 
example , process 1300 can be performed cooperatively by 
collections server 202 , content item server 220 , and client 
device 240 to present a collection item preview on client 
device 240 . 
[ 0172 ] At step 1302 , client device 240 can receive user 
input selecting a collection item . For example , CMS client 
250 can receive user input selecting a collection item from 
a collection presented by CMS client 250. For example , the 
user can select graphical element 720 associated with a 
collection item tile , as described above with reference to 
FIG . 7 . 
[ 0173 ] At step 1304 , client device 240 can send the 
collection item identifier for the selected collection item to 
collections server 202. For example , in response to receiving 
the input selecting graphical element 720 associated with a 
collection item tile , CMS client 250 can send the collection 
item identifier corresponding to the collection item tile to 
collections module 204 in a request for a full preview of the 
content item corresponding to the collection item . 
[ 0174 ] At step 1306 , collections server 202 can obtain a 
content item identifier corresponding to a collection item 
identifier from the content item identifier corresponding to 
collection item identifier mapping managed by collections 
module 204. For example , in response to receiving a col 
lection item identifier , collections module 204 can obtain the 
content item identifier corresponding to the received collec 
tion identifier from collection items 210 . 
[ 0175 ] At step 1308 , collections server 202 can request 
content item metadata from content item server 220. For 
example , collections module 204 can use the content item 
identifier obtained at step 1306 to request content item 
metadata corresponding to the content item identifier from 
content item module 226 on content item server 220. The 
request can include parameters specifying which content 
item metadata should be included or excluded from the 
content item metadata returned to collections module 204 . 
For example , the parameters can specify that the content 
item name , the content item type , the content item size , etc. , 
should be included in the content item metadata . The param 
eters can specify that comments , edits , revisions , annota 
tions , etc. , should be excluded from the content item meta 
data . In some implementations , all available content item 
metadata can be included in the content item metadata 
returned to collections module 204 . 
[ 0176 ] At step 1310 , content item server 220 can send the 
content item metadata to collections Server 202. For 
example , if collections module 204 receives a content item 
metadata that includes all of the metadata for the identified 

then process 
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content item , then collections module 204 can filter the 
content item metadata to remove comments , edits , revisions , 
annotations , etc. , in the content item metadata so that these 
types of content item metadata are not delivered to client 
device 240 . 
[ 0177 ] At step 1312 , collections server 202 can obtain 
collection item metadata using the collection item identifier 
received at step 1304. For example , collections module 204 
can obtain collection item metadata , such as a caption , 
comments , etc. , corresponding to the collection item iden 
tifier from collection items 210 and comments 212 in 
collections storage 206. Collections module 204 can add the 
content item metadata to the collections item metadata and 
send the collections item metadata to CMS client 250 at step 
1314 below . 
[ 0178 ] At step 1313 , collections server 202 can generate a 
protected shared link for obtaining a content item from 
content item server 220. As described above , the protected 
shared link ( PSL ) can be a URL associated with content item 
module 226 that includes an encrypted payload . The payload 
can include a URL that includes the content item identifier 
corresponding to the content item , the collection identifier 
for the requested collection , a creation time corresponding to 
the time when the PSL was generated , and a time to live 
indicating a duration of time during which the PSL is valid 
starting at the creation time . The payload can be encrypted 
using a shared secret that is shared between content item 
module 226 and collections module 204 . 
[ 0179 ] At step 1314 , collections server 202 can send the 
collection item metadata and the PSL for the content item to 
client device 240. For example , collections module 204 can 
send the collection item metadata and the PSL for the 
content item to CMS client 250 . 
[ 0180 ] At step 1316 , client device 240 can request a 
collection item from content item server 220 using the 
protected shared link . For example , CMS client 250 can 
send a request for a content item corresponding to the 
collection item to content item module 226 on content item 
server 220. The request can include the encrypted payload 
received from collections module 204 . 
[ 0181 ] At step 1318 , content item server 220 can validate 
the protected shared link . For example , content item module 
226 can validate the protected shared link by attempting to 
decrypt the encrypted payload using the shared secret shared 
between collections server 202 and content item server 220 . 
If content item module 226 can decrypt the encrypted 
payload , then content item module 226 can determine that 
the encrypted payload is a valid payload generated by 
collections module 204. After decrypting the payload , con 
tent item module 226 can validate the prote shared link 
by determining that the time when the PSL was received is 
within the time window specified by the creation time and 
time to live duration indicated in the payload . If content item 
module 226 cannot validate the payload , then process 1200 
can terminate and content item module 226 can return an 
error message to CMS client 250. If content item module 
226 can validate the payload , then process 1300 can con 
tinue to step 1320 . 
[ 0182 ] At step 1320 , content item server 220 can extract a 
content item identifier from the protected shared link . For 
example , content item module 226 can obtain the content 
item identifier from the decrypted PSL payload . 
[ 0183 ] At step 1322 , content item server 220 can obtain 
the content item corresponding to the content item identifier . 

For example , content item module 226 can obtain the 
content item corresponding to the content item identifier 
from content storage 160. In some implementations , content 
item module 226 can generate an image representing the 
content item . For example , content item module can gener 
ate a full preview image representing the content item . 
[ 0184 ] At step 1324 , content item server 220 can send the 
content item to client device 240. For example , content item 
module 226 can send the content item or image of the 
content item to CMS client 250 . 
[ 0185 ] At step 1232 , client device 240 can present the 
collection item and / or collection item metadata . For 
example , after CMS client 250 receives the content item 
corresponding to the collection selected at step 1302 , CMS 
client 250 can present the collection item on a display of 
client device 240. For example , CMS client 250 can present 
the collection item ( e.g. , a full preview of the corresponding 
content item ) on a graphical user interface , as described with 
reference to FIG . 8 and FIG . 9 above . 
[ 0186 ] FIG . 14 shows a flow diagram of an example 
process 1400 for presenting collection item metadata . For 
example , process 1400 can be performed cooperatively by 
collections server 202 , content item server 220 , and client 
device 240 to present a collection item metadata on client 
device 240. For example , process 1400 can be performed to 
obtain collection item comment to be presented in graphical 
element 1012 of FIG . 10 . 
[ 0187 ] At step 1402 , client device 240 can receive user 
input selecting a collection item . For example , CMS client 
250 can receive user input selecting a collection item from 
a collection presented by CMS client 250. For example , the 
user can select graphical element 718 associated with a 
collection item tile , as described above with reference to 
FIG . 7 and FIG . 10 . 
[ 0188 ] At step 1404 , client device 240 can send the 
collection item identifier for the selected collection item to 
collections server 202. For example , in response to receiving 
the input selecting graphical element 718 associated with a 
collection item tile , CMS client 250 can send the collection 
item identifier corresponding to the collection item tile to 
collections module 204 in a request for metadata associated 
with the collection item identifier . 
[ 0189 ] At step 1406 , collections server 202 can obtain a 
content item identifier corr orresponding to a collection item 
identifier from the content item identifier corresponding to 
collection item identifier mapping managed by collections 
module 204. For example , in response to receiving a col 
lection item identifier , collections module 204 can obtain the 
content item identifier corresponding to the received collec 
tion identifier from collection items 210 . 
[ 0190 ] At step 1408 , collections server 202 can request 
content item metadata from content item server 220. For 
example , collections module 204 can use the content item 
identifier obtained at step 1406 to request content item 
metadata corresponding to the content item identifier from 
content item module 226 on content item server 220. The 
request can include parameters specifying which content 
item metadata should be included or excluded from the 
content item metadata returned to collections module 204 . 
For example , the parameters can specify that the content 
item name , the content item type , the content item size , etc. , 
should be included in the content item metadata . The param 
eters can specify that comments , edits , revisions , annota 
tions , etc. , should be excluded from the content item meta 
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data . In some implementations , all available content item 
metadata can be included in the content item metadata 
returned to collections module 204 . 
[ 0191 ] At step 1410 , content item server 220 can send the 
content item metadata to collections Server 202. For 
example , if collections module 204 receives a content item 
metadata that includes all of the metadata for the identified 
content item , then collections module 204 can filter the 
content item metadata to remove comments , edits , revisions , 
annotations , etc. , in the content item metadata so that these 
types of content item metadata are not delivered to client 
device 240 . 
[ 0192 ] At step 1412 , collections server 202 can obtain 
collection item metadata using the collection item identifier 
received at step 1404. For example , collections module 204 
can obtain collection item metadata , such as a caption , 
comments , etc. , corresponding to the collection item iden 
tifier from collection items 210 and comments 212 in 
collections storage 206. Collections module 204 can add the 
content item metadata to the collections item metadata and 
send the collections item metadata to CMS client 250 at step 
1414 below . 
[ 0193 ] At step 1414 , collections server 202 can send the 
collection item metadata for the content item to client device 
240. For example , collections module 204 can send the 
collection item metadata for the content item to CMS client 
250 . 
[ 0194 ] At step 1416 , client device 240 can present the 
collection item metadata . For example , after CMS client 250 
receives the content item corresponding to the collection 
selected at step 1402 , CMS client 250 can present the 
collection item metadata on a display of client device 240 . 
For example , CMS client 250 can present the collection item 
metadata ( e.g. , collection item comments ) on graphical 
element 1012 , as described with reference to FIG . 10 above . 
[ 0195 ] FIG . 15A and FIG . 15B show example possible 
system embodiments . The more appropriate embodiment 
will be apparent to those of ordinary skill in the art when 
practicing the present technology . Persons of ordinary skill 
in the art will also readily appreciate that other system 
embodiments are possible . 
[ 0196 ] FIG . 15A illustrates a conventional system bus 
computing system architecture 1500 wherein the compo 
nents of the system are in electrical communication with 
each other using a bus 1505. Example system 1500 includes 
a processing unit ( CPU or processor ) 1510 and a system bus 
1505 that couples various system components including the 
system memory 1515 , such as read only memory ( ROM ) 
1520 and random access memory ( RAM ) 1525 , to the 
processor 1510. The system 1500 can include a cache of 
high - speed memory connected directly with , in close prox 
imity to , or integrated as part of the processor 1510. The 
system 1500 can copy data from the memory 1515 and / or 
the storage device 1530 to the cache 1512 for quick access 
by the processor 1510. In this way , the cache can provide a 
performance boost that avoids processor 1510 delays while 
waiting for data . These and other modules can control or be 
configured to control the processor 1510 to perform various 
actions . Other system memory 1515 may be available for 
use as well . The memory 1515 can include multiple different 
types of memory with different performance characteristics . 
The processor 1510 can include any general purpose pro 
cessor and a hardware module or software module , such as 
module 1 1532 , module 2 1534 , and module 3 1536 stored 

in storage device 1530 , configured to control the processor 
1510 as well as a special - purpose processor where software 
instructions are incorporated into the actual processor 
design . The processor 1510 may essentially be a completely 
self - contained computing system , containing multiple cores 
or processors , a bus , memory controller , cache , etc. A 
multi - core processor may be symmetric or asymmetric . 
[ 0197 ] To enable user interaction with the computing 
device 1500 , an input device 1545 can represent any number 
of input mechanisms , such as a microphone for speech , a 
touch - sensitive screen for gesture or graphical input , key 
board , mouse , motion input , speech and so forth . An output 
device 1535 can also be one or more of a number of output 
mechanisms known to those of skill in the art . In some 
instances , multimodal systems can enable a user to provide 
multiple types of input to communicate with the computing 
device 1500. The communications interface 1540 can gen 
erally govern and manage the user input and system output . 
There is no restriction on operating on any particular hard 
ware arrangement and therefore the basic features here may 
easily be substituted for improved hardware or firmware 
arrangements as they are developed . 
[ 0198 ] Storage device 1530 is a non - volatile memory and 
can be a hard disk or other types of computer readable media 
which can store data that are accessible by a computer , such 
as magnetic cassettes , flash memory cards , solid state 
memory devices , digital versatile disks , cartridges , random 
access memories ( RAMs ) 1525 , read only memory ( ROM ) 
1520 , and hybrids thereof . 
[ 0199 ] The storage device 1530 can include software 
modules 1532 , 1534 , 1536 for controlling the processor 
1510. Other hardware or software modules are contem 
plated . The storage device 1530 can be connected to the 
system bus 1505. In one aspect , a hardware module that 
performs a particular function can include the software 
component stored in a computer - readable medium in con 
nection with the necessary hardware components , such as 
the processor 1510 , bus 1505 , display 1535 , and so forth , to 
carry out the function . 
[ 0200 ] FIG . 15B illustrates a computer system 1550 hav 
ing a chipset architecture that can be used in executing the 
described method and generating and displaying a graphical 
user interface ( GUI ) . Computer system 1550 is an example 
of computer hardware , software , and firmware that can be 
used to implement the disclosed technology . System 1550 
can include a processor 1510 , representative of any number 
of physically and / or logically distinct resources capable of 
executing software , firmware , and hardware configured to 
perform identified computations . Processor 1510 can com 
municate with a chipset 1560 that can control input to and 
output from processor 1510. In this example , chipset 1560 
outputs information to output 1565 , such as a display , and 
can read and write information to storage device 1570 , 
which can include magnetic media , and solid state media , 
for example . Chipset 1560 can also read data from and write 
data to RAM 1575. A bridge 1580 for interfacing with a 
variety of user interface components 1585 can be provided 
for interfacing with chipset 1560. Such user interface com 
ponents 1585 can include a keyboard , a microphone , touch 
detection and processing circuitry , a pointing device , such as 
a mouse , and so on . In general , inputs to system 1550 can 
come from any of a variety of sources , machine generated 
and / or human generated . 
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functionality can also be implemented on a circuit board 
among different chips or different processes executing in a 
single device , by way of further example . 
[ 0208 ] The instructions , media for conveying such instruc 
tions , computing resources for executing them , and other 
structures for supporting such computing resources are 
means for providing the functions described in these disclo 
sures . 

a 

[ 0201 ] Chipset 1560 can also interface with one or more 
communication interfaces 1590 that can have different 
physical interfaces . Such communication interfaces can 
include interfaces for wired and wireless local area net 
works , for broadband wireless networks , as well as personal 
area networks . Some applications of the methods for gen 
erating , displaying , and using the GUI disclosed herein can 
include receiving ordered datasets over the physical inter 
face or be generated by the machine itself by processor 1510 
analyzing data stored in storage 1570 or 1575. Further , the 
machine can receive inputs from a user via user interface 
components 1585 and execute appropriate functions , such as 
browsing functions by interpreting these inputs using pro 
cessor 1510 . 
[ 0202 ] It can be appreciated that example systems 1500 
and 1550 can have more than one processor 1510 or be part 
of a group or cluster of computing devices networked 
together to provide greater processing capability . 
[ 0203 ] For clarity of explanation , in some instances the 
present technology may be presented as including individual 
functional blocks including functional blocks comprising 
devices , device components , steps or routines in a method 
embodied in software , or combinations of hardware and 
software . 
[ 0204 ] Any of the steps , operations , functions , or pro 
cesses described herein may be performed or implemented 
by a combination of hardware and software modules , alone 
or in combination with other devices . In an embodiment , 
software module can be software that resides in memory of 
a client device and / or one or more servers of a content 
management system and perform one or more functions 
when a processor executes the software associated with the 
module . The memory can be a non - transitory computer 
readable medium . 
[ 0205 ] In some embodiments the computer - readable stor 
age devices , mediums , and memories can include a cable or 
wireless signal containing a bit stream and the like . How 
ever , when mentioned , non - transitory computer - readable 
storage media expressly exclude media such as energy , 
carrier signals , electromagnetic waves , and signals per se . 
[ 0206 ] Methods according to the above - described 
examples can be implemented using computer - executable 
instructions that are stored or otherwise available from 
computer readable media . Such instructions can comprise , 
for example , instructions and data which cause or otherwise 
configure a general purpose computer , special purpose com 
puter , or special purpose processing device to perform a 
certain function or group of functions . Portions of computer 
resources used can be accessible over a network . The 
computer executable instructions may be , for example , 
binaries , intermediate format instructions such as assembly 
language , firmware , or source code . Examples of computer 
readable media that may be used to store instructions , 
information used , and / or information created during meth 
ods according to described examples include magnetic or 
optical disks , flash memory , USB devices provided with 
non - volatile memory , networked storage devices , and so on . 
[ 0207 ] Devices implementing methods according to these 
disclosures can comprise hardware , firmware and / or soft 
ware , and can take any of a variety of form factors . Typical 
examples of such form factors include laptops , smart 
phones , small form factor personal computers , personal 
digital assistants , and so on . Functionality described herein 
also can be embodied in peripherals or add - in cards . Such 

[ 0209 ] Although a variety of examples and other informa 
tion was used to explain aspects within the scope of the 
appended claims , no limitation of the claims should be 
implied based on particular features or arrangements in such 
examples , as one of ordinary skill would be able to use these 
examples to derive a wide variety of implementations . 
Further and although some subject matter may have been 
described in language specific to examples of structural 
features and / or method steps , it is to be understood that the 
subject matter defined in the appended claims is not neces 
sarily limited to these described features or acts . For 
example , such functionality can be distributed differently or 
performed in components other than those identified herein . 
Rather , the described features and steps are disclosed as 
examples of components of systems and methods within the 
scope of the appended claims . 
What is claimed is : 
1. A computer - implemented method , comprising : 
receiving , by a computing system from a client device , a 

request for collection item metadata associated with a 
collection item , the request comprising a collection 
item identifier ; 

obtaining , by the computing system , a content item iden 
tifier corresponding to the collection item identifier ; 

identifying , by the computing system , content item meta 
data corresponding to the content item identifier of a 
content item ; 

retrieving , by the computing system , the collection item 
metadata using the collection item identifier ; 

adding , by the computing system , a first portion of the 
content item metadata to the collection item metadata ; 

sending , by the computing system to the client device , the 
collection item metadata for the content item to be 
displayed to a user of the client device , without sending 
a second portion of the content item metadata , the 
second portion comprising at least one of a comment , 
an edit , a revision , or an annotation associated with the 
content item . 

2. The computer - implemented method of claim 1 , further 
comprising : 
embedding , by the computing system , the collection item 

metadata into a content item collection using the col 
lection item identifier . 

3. The computer - implemented method of claim 1 , 
wherein sending , by the computing system , the collection 
item metadata for the content item to be displayed to the user 
of the client device comprises : 

generating a protected shared link that comprises an 
encrypted payload comprising the first portion of the 
content item identifier and the collection item identifier ; 
and 

sending the protected shared link and the collection item 
metadata to the client device . 

4. The computer - implemented method of claim 3 , 
wherein the encrypted payload restricts access to the content 
item . 
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5. The computer - implemented method of claim 3 , 
wherein the encrypted payload is encrypting using a shared 
secret that is shared between components of the computing 
system . 

6. The computer - implemented method of claim 3 , 
wherein generating the protected shared link that comprises 
the encrypted payload , comprises : 

specifying a window of time during which the protected 
shared link is valid . 

7. The computer - implemented method of claim 3 , further 
comprising : 

receiving , by the computing system from the client 
device , a further request to obtain the content item , the 
request comprising the encrypted payload ; 

validating , by the computing system , the encrypted pay 
load by decrypting the encrypted payload and confirm 
ing that the user can obtain the content item . 

8. A non - transitory computer readable medium including 
one or more sequences of instructions that , when executed 
by one or more processors , causes the one or more proces 
sors to perform operations , comprising : 

identifying , by a computing system , a collection item 
identifier corresponding to a collection item ; 

obtaining , by the computing system , a content item iden 
tifier corresponding to the collection item identifier ; 

identifying , by the computing system , content item meta 
data corresponding to the content item identifier of a 
content item ; 

retrieving , by the computing system , collection item 
metadata using the collection item identifier ; 

adding , by the computing system , a first portion of the 
content item metadata to the collection item metadata ; 

sending , by the computing system to a client device , the 
collection item metadata for the content item to be 
displayed to a user of the client device , without sending 
a second portion of the content item metadata , the 
second portion comprising at least one of a comment , 
an edit , a revision , or an annotation associated with the 
content item . 

9. The non - transitory computer readable medium of claim 
8 , further comprising : 

embedding , by the computing system , the collection item 
metadata into a content item collection using the col 
lection item identifier . 

10. The non - transitory computer readable medium of 
claim 8 , wherein sending , by the computing system , the 
collection item metadata for the content item to be displayed 
to the user of the client device comprises : 

generating a protected shared link that comprises an 
encrypted payload comprising the first portion of the 
content item identifier and the collection item identifier ; 
and 

sending the protected shared link and the collection item 
metadata to the client device . 

11. The non - transitory computer readable medium of 
claim 10 , wherein the encrypted payload restricts access to 
the content item . 

12. The non - transitory computer readable medium of 
claim 10 , wherein the encrypted payload is encrypting using 
a shared secret that is shared between components of the 
computing system . 

13. The non - transitory computer readable medium of 
claim 10 , wherein generating the protected shared link that 
comprises the encrypted payload , comprises : 

specifying a window of time during which the protected 
shared link is valid . 

14. The non - transitory computer readable medium of 
claim 10 , further comprising : 

receiving , by the computing system from the client 
device , a request to obtain the content item , the request 
comprising the encrypted payload ; 

validating , by the computing system , the encrypted pay 
load by decrypting the encrypted payload and confirm 
ing that the user can obtain the content item . 

15. A system comprising : 
one or more processors ; and 
a memory having programming instructions stored 

thereon , which , when executed by the one or more 
processors , causes a computing system to perform one 
or more operations comprising : 

receiving , from a client device , a request for collection 
item metadata associated with a collection item , the 
request comprising a collection item identifier ; 

obtaining a content item identifier corresponding to the 
collection item identifier ; 

identifying content item metadata corresponding to the 
content item identifier of a content item ; 

retrieving the collection item metadata using the collec 
tion item identifier ; 

adding a first portion of the content item metadata to the 
collection item metadata ; 

sending , to the client device , the collection item metadata 
for the content item to be displayed to a user of the 
client device , without sending a second portion of the 
content item metadata , the second portion comprising 
at least one of a comment , an edit , a revision , or an 
annotation associated with the content item . 

16. The system of claim 15 , wherein the one or more 
operations further comprise : 

embedding the collection item metadata into a content 
item collection using the collection item identifier . 

17. The system of claim 15 , wherein sending the collec 
tion item metadata for the content item to be displayed to the 
user of the client device comprises : 

generating a protected shared link that comprises an 
encrypted payload comprising the first portion of the 
content item identifier and the collection item identifier ; 
and 

sending the protected shared link and the collection item 
metadata to the client device . 

18. The system of claim 17 , wherein the encrypted 
payload is encrypting using a shared secret that is shared 
between components of the computing system . 

19. The system of claim 17 , wherein generating the 
protected shared link that comprises the encrypted payload , 
comprises : 

specifying a window of time during which the protected 
shared link is valid . 

20. The system of claim 17 , wherein the one or more 
operations further comprise : 

receiving , from the client device , a further request to 
obtain the content item , the request comprising the 
encrypted payload ; 

validating the encrypted payload by decrypting the 
encrypted payload and confirming that the user can 
obtain the content item . 


