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MULTI-LINK HIBERNATION MODE FOR
WLAN

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is continuation of U.S.
patent application Ser. No. 17/324,518, filed on May 19,
2021, which claims the benefit of U.S. Provisional Patent
Application No. 63/033,486, filed on Jun. 2, 2020, both of
which are hereby incorporated by reference in their entire-
ties.

BACKGROUND

Field

[0002] The described aspects generally relate to channel
access in wireless communications, including to a multi-link
hibernation mode in multi-link wireless communication
networks, such as a wireless local area network (WLAN).

Related Art

[0003] A first multi-link device (MLD) can communicate
with a second MLD using a plurality of links/channels. For
example, the first MLLD can use a first radio to communicate
with the second MLD’s first radio using a first link. The first
MLD can also use a second radio to communicate with the
second’s MLLD’s second radio using a second link. The two
MLDs can communicate more data and/or communicate the
data faster using multiple links. However, the MLDs will use
more power when two radios are being used.

SUMMARY

[0004] Some aspects of this disclosure include apparatuses
and methods for implementing a hibernation mode for
multi-link wireless communication networks such as a wire-
less local area network (WL AN). The hibernation mode, and
operations for entering and/or exiting the hibernation mode
for multi-link WL AN, described in this disclosure can assist
the devices in the WLAN (e.g., an access point (AP), a
station (STA)) to better utilize channel resources, to save
power, and/or to enable virtual STA(s) in the multi-link
WLAN.

[0005] Some aspects relate to a multi-link device (MLD).
The MLD includes a first station (STA) associated with a
first link of a wireless network and configured to commu-
nicate with a second MLD over the first link. The MLD also
includes a second STA associated with a second link of the
wireless network. The second STA is in a hibernation mode.
The MLD also includes one or more processors communi-
catively coupled to the first and second STAs and configured
to control operations of the first and second STAs.

[0006] In some examples, the one or more processors are
further configured to transmit, using the first STA on the first
link, a message to the second MLD indicating that the
second STA is in the hibernation mode. In some examples,
the message includes an association request transmitted
during an association of the MLD and the second MLD and
the message further includes a request to map one or more
traffic identifiers (TIDs) at the second MLD to the first and
second links.

[0007] In some examples, the one or more processors are
further configured to transmit, using the first STA, a keep-
alive message within a shorter of a first time period and a

Feb. 29, 2024

second time period. The first time period can be a first idle
period associated with the first STA and the second time
period can be a second idle period associated with the
second STA.

[0008] In some examples, the one or more processors are
further configured to receive, using the first STA and from
the second MLD, at least one of an updated Group Temporal
Key (GTK) or an updated Integrity GTK (IGTK) associated
with the second STA in the hibernation mode.

[0009] In some examples, the one or more processors are
further configured to transmit, using the second STA and in
response to the second STA transitioning to an awake mode,
a frame to the second MLD indicating that the second STA
has exited the hibernation mode and control the first STA to
enter the hibernation mode. In some examples, the first STA
includes a first transceiver and the second STA includes a
second transceiver different from the first transceiver.
[0010] In some examples, the one or more processors are
further configured to transmit, using the first STA, a first
frame to the second MLD indicating that the first STA is
transitioning to the hibernation mode and transition the
second STA from the hibernation mode to an awake mode.
The one or more processors are further configured to trans-
mit, using the second STA and in response to the second
STA transitioning to the awake mode, a second frame to the
second MLD indicating that the second STA has exited the
hibernation mode.

[0011] In some examples, to transition the second STA
from the hibernation mode to the awake mode the one or
more processors are configured to control a transceiver of
the MLD associated with the first STA and the second STA
to operate at a frequency associated with the second link.
[0012] In some examples, the one or more processors are
further configured to determine that the first link is not
available and in response to the determination, control the
first STA to transition from an awake mode to the hiberna-
tion mode. The one or more processors are further config-
ured to transition the second STA from the hibernation mode
to the awake mode and transmit a frame, using the second
STA, to the second MLD indicating that the second STA has
exited the hibernation mode.

[0013] In some examples, to transition the second STA
from the hibernation mode to the awake mode the one or
more processors are configured to control a transceiver of
the MLD associated with the first STA and the second STA
to operate at a frequency associated with the second link.
[0014] In some examples. the one or more processors are
further configured to determine that the first link is not
available and in response to the determination, transmit,
using the first link, a first frame to second MLD indicating
that a link switch is occurring. The one or more processors
are further configured to control the first STA to transition
from an awake mode to the hibernation mode, transition the
second STA from the hibernation mode to the awake mode,
and transmit a frame, using the second STA, to the second
MLD indicating that the second STA has exited the hiber-
nation mode.

[0015] In some examples, to transition the second STA
from the hibernation mode to the awake mode the one or
more processors are configured to control a transceiver of
the MLD associated with the first STA and the second STA
to operate at a frequency associated with the second link.
[0016] Some aspects relate to a method. The method
includes transmitting, using a first station (STA) of a first
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multi-link device (MLD) and on a first link of a wireless
network, a first message to a second MLD. The first message
indicates that a second STA of the first MLD associated with
a second link of the wireless network is in a hibernation
mode. The method further includes communicating, using
the first STA of the first MLD and on the first link, with the
second MLD at least one of a data frame, a management
frame, or a control frame.

[0017] Some aspects relate to a non-transitory computer-
readable medium storing instructions. When the instructions
are executed by a processor of a multi-link device (MLD),
the instructions cause the processor to perform operations
including transmitting, using a first station (STA) of the
multi-link device (MLD) and on a first link of a wireless
network, a first message to a second MLD. The first message
indicates that a second STA of the first MLD associated with
a second link of the wireless network is in a hibernation
mode. The operations further include communicating, using
the first STA of the first MLD and on the first link, with the
second MLD at least one of a data frame, a management
frame, or a control frame.

[0018] This Summary is provided merely for purposes of
illustrating some aspects to provide an understanding of the
subject matter described herein. Accordingly, the above-
described features are merely examples and should not be
construed to narrow the scope or spirit of the subject matter
in this disclosure. Other features, aspects, and advantages of
this disclosure will become apparent from the following
Detailed Description, Figures, and Claims.

BRIEF DESCRIPTION OF THE FIGURES

[0019] The accompanying drawings, which are incorpo-
rated herein and form part of the specification, illustrate the
present disclosure and, together with the description, further
serve to explain the principles of the disclosure and enable
a person of skill in the relevant art(s) to make and use the
disclosure.

[0020] FIG. 1A illustrates an example system implement-
ing hibernation mode in a multi-link communication net-
work, according to some aspects of the disclosure.

[0021] FIG. 1B illustrates an example multi-link commu-
nication between two devices, according to some aspects of
the disclosure.

[0022] FIG. 2 illustrates a block diagram of an example
wireless system of an electronic device implementing the
hibernation mode and the hibernation mode’s entering and/
or exiting operations for multi-link communication network,
according to some aspects of the disclosure.

[0023] FIG. 3 illustrates an exemplary communication
between an access point (AP) multi-link device (MLD) and
a non-AP MLD, according to some aspects of the disclosure.
[0024] FIGS. 4A and 4B illustrate exemplary traffic iden-
tifier (TID) to link mappings, according to some aspects of
the disclosure.

[0025] FIG. 5 illustrates exemplary communications
between APs of an AP MLD and STAs of a non-AP MLD,
according to some aspects of the disclosure.

[0026] FIG. 6 illustrates an exemplary communication
between an AP MLD and a non-AP MLD, according to some
aspects of the disclosure.

[0027] FIG. 7 illustrates exemplary communications
between APs of an AP MLD and STAs of a non-AP MLD to
enter the hibernation mode during association, according to
some aspects of the disclosure.
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[0028] FIG. 8 illustrates exemplary communications
between AP MLD 802 and non-AP MLD 804 to communi-
cate keep-alive message(s) and GTK/IGTK update(s),
according to some aspects of the disclosure.

[0029] FIGS. 9A and 9B illustrate exemplary communi-
cations between an AP MLD and a non-AP MLD to enter
and/or exit the hibernation mode during a link transition,
according to some aspects of this disclosure.

[0030] FIG. 10 illustrates exemplary communications
between an AP MLD and a non-AP MLD to enter and/or exit
the hibernation mode during a link transition, according to
some aspects of the disclosure.

[0031] FIG. 11 illustrates exemplary communications
between an AP MLD and a non-AP MLD to enter and/or exit
the hibernation mode during a fast link switch, according to
some aspects of the disclosure.

[0032] FIG. 12 illustrates exemplary communications
between an AP MLD and non-AP MLD to enter and/or exit
the hibernation mode during a fast link switch, according to
some aspects of the disclosure.

[0033] FIG. 13 illustrates an example frame format, which
can be communicated between an AP MLD and a non-AP
MLD to communicate that a STA is entering (or has exited)
the hibernation mode, according to some aspects of the
disclosure.

[0034] FIG. 14 illustrates an example method for a wire-
less system supporting and implementing a hibernation
mode for multi-link wireless communication networks such
as a wireless local area network (WL AN), according to some
aspects of the disclosure.

[0035] FIG. 15 is an example computer system for imple-
menting some aspects or portion(s) thereof.

[0036] The present disclosure is described with reference
to the accompanying drawings. In the drawings, generally,
like reference numbers indicate identical or functionally
similar elements. Additionally, generally, the left-most digit
(s) of a reference number identifies the drawing in which the
reference number first appears.

DETAILED DESCRIPTION

[0037] Some aspects of this disclosure include apparatuses
and methods for implementing a hibernation mode for
multi-link wireless communication networks such as a wire-
less local area network (WL AN). The hibernation mode and
operations for entering and/or exiting hibernation mode for
multi-link WLAN of the aspects of this disclosure can assist
the devices in the WLAN (e.g., an access point (AP), a
station (STA)) to better utilize channel resources, to save
power, and/or to enable virtual STA(s) in the multi-link
WLAN.

[0038] According to some aspects, the hibernation mode
and the hibernation mode’s entering and/or exiting opera-
tions for multi-link WLAN can be implemented with com-
munication techniques compatible with Institute of Electri-
cal and Electronics Engineers (IEEE) 802.11 standards (such
as, but not limited to IEEE 802.11ac, IEEE 802.11ax, IEEE
802.11bc, IEEE 802.11bd, IEEE 802.11be, etc.). However,
the aspects of this disclosure can also be extended to
operations in other multi-link communication networks.
[0039] FIG. 1A illustrates an example system 100 imple-
menting a hibernation mode in a multi-link communication
network, according to some aspects of the disclosure.
Example system 100 is provided for the purpose of illus-
tration only and does not limit the disclosed aspects. System
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100 may include, but is not limited to, access point (AP)
multi-link device (MLD) 110, non-AP MLDs 120, and
network 130. Non-AP MLDs 1204-120¢ may include, but
are not limited to, Wireless Local Area Network (WLAN)
stations such as wireless communication devices, smart
phones, laptops, desktops, tablets, personal assistants, moni-
tors, televisions, wearable devices, and the like. AP MLD
110 may include but is not limited to WLAN electronic
devices such as a wireless router, a wearable device (e.g., a
smart watch), a wireless communication device (e.g., a
smart phone), or a combination thereof. Network 130 may
be the Internet and/or a WLAN. Non-MLD 120’s commu-
nications are shown as wireless communications 140. The
communication between AP MLD 110 and non-AP MLD
120 can take place using wireless communications 140a-
140c. The wireless communications 140a-140¢ can be based
on a wide variety of wireless communication techniques.
These techniques can include, but are not limited to, tech-
niques based on IEEE 802.11 (such as, but not limited to
TEEE 802.11ac, IEEE 802.11ax, IEEE 802.11bc, IEEE 802.
11bd, IEEE 802.11be, IEEE 802.11v, etc. standards).
[0040] According to some aspects, AP MLD 110 and
non-AP MLDs 120 are configured to implement a multi-link
communication. In other words, AP MLD 110 and non-AP
MLDs 120 are configured to implement and support simul-
taneous or substantially simultaneous data transfer using
multiple MAC/PHY links. For example, FIG. 1B illustrates
an example multi-link communication between two devices,
according to some aspects of the disclosure.

[0041] As illustrated in FIG. 1B, non-AP MLD 120a and
AP MLD 110 can communicate with each other using
multiple links 150a-150c. In other words, non-AP MLD
120a and AP MLD 110 can use multiple MAC/PHY links
150a-150¢ to simultaneously or substantially simultane-
ously transfer data. Although three links 150 are illustrated,
the aspects of this disclosure are not limited to this example
and any number of links 150 can be implemented. The links
150 can include different wireless channels, according to
some aspects. For example, each wireless channel/link 150
can be defined based on its respective frequency that is
different from the others. However, the aspects of this
disclosure are no limited to wireless channels and other
MAC/PHY layer links can be used as links 150 for com-
munication between non-AP MLD 1204 and AP MLD 110.

[0042] Also, although links 150a-150¢ are shown as links
between non-AP MLD 120a and AP MLD 110, the aspects
of this disclosure are not limited to this example. In some
aspects, the multi-link communication can be between two
AP MLDs. Additionally or alternatively, the multi-link com-
munication can be between two non-AP MLDs. For
example, the communication between two non-AP MILDs
(and links 150) can be direct communication (and direct
links) between these non-AP MLDs. Additionally or alter-
natively, the communication between two non-AP MLDs
(and links 150) is through AP MDL 110. In this example,
wireless communications 140a and 14056, as shown in FIG.
1A, can include links 1504-150¢ of FIG. 1B.

[0043] According to some aspects, and as discussed in
more detail below, non-AP MLD 120a can include two or
more radios for communicating with AP MLD 110 using
multiple links 150. According to some aspects, and as
discussed in more detail below, non-AP MLD 120a, to save
power and/or enable virtual stations, can be configured to
use only one of its radios to track Delivery Traffic Indication
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Map (DTIM) beacons and maintain normal communication
with AP MLD 110. In some aspects, non-AP MLD 120a can
put its other radio(s) or corresponding STAs in a hibernation
mode and only activate them when needed.

[0044] FIG. 2 illustrates a block diagram of an example
wireless system 200 of an electronic device implementing
the hibernation mode and the hibernation mode’s entering
and/or exiting operations for multi-link communication net-
work, according to some aspects of the disclosure. System
200 may be any of the electronic devices (e.g., APMLD 110,
non-AP MLD 120) of system 100. System 200 includes
processor 210, one or more transceivers 220a-220z, com-
munication infrastructure 240, memory 250, operating sys-
tem 252, application 254, and antenna 260. Illustrated sys-
tems are provided as exemplary parts of wireless system
200, and system 200 can include other circuit(s) and sub-
system(s). Also, although the systems of wireless system
200 are illustrated as separate components, the aspects of
this disclosure can include any combination of these, less, or
more components.

[0045] Memory 250 may include random access memory
(RAM) and/or cache, and may include control logic (e.g.,
computer software) and/or data. Memory 250 may include
other storage devices or memory such as, but not limited to,
a hard disk drive and/or a removable storage device/unit.
According to some examples, operating system 252 can be
stored in memory 250. Operating system 252 can manage
transfer of data from memory 250 and/or one or more
applications 254 to processor 210 and/or one or more
transceivers 220a-220z. In some examples, operating sys-
tem 252 maintains one or more network protocol stacks
(e.g., Internet protocol stack, cellular protocol stack, and the
like) that can include a number of logical layers.

[0046] At corresponding layers of the protocol stack,
operating system 252 includes control mechanism and data
structures to perform the functions associated with that
layer.

[0047] According to some examples, application 254 can
be stored in memory 250. Application 254 can include
applications (e.g., user applications) used by wireless system
200 and/or a user of wireless system 200. The applications
in application 254 can include applications such as, but not
limited to, Siri®, FaceTime®, radio streaming, video
streaming, remote control, and/or other user applications.
[0048] System 200 can also include communication infra-
structure 240. Communication infrastructure 240 provides
communication between, for example, processor 210, one or
more transceivers 220a-220r, and memory 250. In some
implementations, communication infrastructure 240 may be
a bus. Processor 210 together with instructions stored in
memory 250 performs operations enabling wireless system
200 of system 100 to implement the hibernation mode and
the hibernation mode’s entering and/or exiting operations in
the multi-link communication network as described herein.
Additionally, or alternatively, one or more transceivers
220a-220n perform operations enabling wireless system 200
of system 100 to implement the hibernation mode and the
hibernation mode’s entering and/or exiting operations in the
multi-link communication network operations as described
herein.

[0049] One or more transceivers 220a-220% transmit and
receive communications signals that support the multi-link
hibernation mode, according to some aspects, and may be
coupled to antenna 260. (Herein, transceivers can also be
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referred to as radios). Antenna 260 may include one or more
antennas that may be the same or different types. One or
more transceivers 220a-220z allow system 200 to commu-
nicate with other devices that may be wired and/or wireless.
In some examples, one or more transceivers 220a-220n can
include processors, controllers, radios, sockets, plugs, buf-
fers, and like circuits/devices used for connecting to and
communication on networks. According to some examples,
one or more transceivers 220a-220n include one or more
circuits to connect to and communicate on wired and/or
wireless networks.

[0050] According to some aspects of this disclosure, one
or more transceivers 220a-220r can include a cellular sub-
system, a WLAN subsystem, and/or a Bluetooth™ subsys-
tem, each including its own radio transceiver and protocol(s)
as will be understood by those skilled arts based on the
discussion provided herein. In some implementations, one or
more transceivers 2204-220n can include more or fewer
systems for communicating with other devices.

[0051] In some examples, one or more transceivers 220a-
220% can include one or more circuits (including a cellular
transceiver) for connecting to and communicating on cellu-
lar networks. The cellular networks can include, but are not
limited to, 3G/4G/5G networks such as Universal Mobile
Telecommunications System (UMTS), Long-Term Evolu-
tion (LTE), and the like.

[0052] Additionally, or alternatively, one or more trans-
ceivers 220a-220% can include one or more circuits (includ-
ing a Bluetooth™ transceiver) to enable connection(s) and
communication based on, for example, Bluetooth™ proto-
col, the Bluetooth™ Low Energy protocol, or the Blu-
etooth™ Low Energy Long Range protocol. For example,
transceiver 220z can include a Bluetooth™ transceiver.
[0053] Additionally, one or more transceivers 220a-220n
can include one or more circuits (including a WLAN trans-
ceiver) to enable connection(s) and communication over
WLAN networks such as, but not limited to, networks based
on standards described in IEEE 802.11 (such as, but not
limited to IEEE 802.11ac, IEEE 802.11ax, IEEE 802.11bc,
IEEE 802.11bd, IEEE 802.11be, etc.). For example, trans-
ceiver 220a can enable connection(s) and communication
over a multi-link WLAN network having a first link (e.g.,
link 1504) associated with 2.4 GHz wireless communication
channel. For example, transceiver 2205 can enable connec-
tion(s) and communication over the multi-link WLAN net-
work having a second link (e.g., link 1505) associated with
5 GHz wireless communication channel. For example, trans-
ceiver 220¢ can enable connection(s) and communication
over the multi-link WLAN network having a third link (e.g.,
link 150¢) associated with 6 GHz wireless communication
channel. However, the aspects of this disclosure are no
limited to these wireless channels and other PHY layer links
and/or other wireless channels can be used.

[0054] Additionally, or alternatively, wireless system 200
can include one WL AN transceiver configured to operate at
two or more links. Processor 210 can be configured to
control the one WLAN transceiver to switch between dif-
ferent links, according to some examples. For example,
transceiver 220a can enable connection(s) and communica-
tion over a multi-link WLAN network having a first link
(e.g., link 150a) associated with 2.4 GHz wireless commu-
nication channel. And transceiver 2205 can enable connec-
tion(s) and communication over the multi-link WLAN net-
work having a second link (e.g., link 1505) associated with
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5 GHz wireless communication channel and can enable
connection(s) and communication over the multi-link
WLAN network having a third link (e.g., link 150¢) asso-
ciated with 6 GHz wireless communication channel.
According to some aspects of the disclosure, the switching
from the first link to the second link can include using a
transceiver (e.g., transceiver 2205) associated with the sec-
ond link instead of the transceiver (e.g., transceiver 220a)
associated with the first link. Additionally, or alternatively,
the switching from the first link to the second link can
include controlling a single transceiver (e.g., transceiver
220) to operate at the frequency of the second link instead
of operating at the frequency of the first link.

[0055] According to some aspects of this disclosure, pro-
cessor 210, alone or in combination with computer instruc-
tions stored within memory 250, and/or one or more trans-
ceiver 220a-220n, implements the hibernation mode and the
hibernation mode’s entering and/or exiting operations in the
multi-link communication network as discussed herein. As
discussed in more detail below with respect to FIGS. 3-14,
processor 210 can implement the hibernation mode and the
hibernation mode’s entering and/or exiting operations in the
multi-link communication network of FIGS. 1A, 1B, and 2.
[0056] According to some aspects non-AP MLD 120 can
operate at different power management modes. In one
example, one power management mode can include a power
saving mode. The power saving mode can include a loss-less
power saving mode or a lossy power save mode, according
to some examples. In the loss-less power saving mode, for
DTIM tracking, non-AP MLD 120 can wake up before a
DTIM beacon (for example, before every DTIM beacon)
and can receive group-addressed frames, according to some
aspects. In the loss-less power saving mode, by transmitting
a Power Save Poll (PS-Poll) frame or an Unscheduled
Automatic Power Save Delivery (U-APSD) Trigger frame,
non-AP MLD 120 can solicit individual addressed frame(s)
from an AP MLD, according to some aspects.

[0057] In the lossy power saving mode, for Basic Service
Set (BSS) Max Idle, AP MLD 110 can announce the BSS
Max Idle period and AP can maintain non-AP MLD 120’s
association as far as non-AP MLD 120 sends a keep alive
message within the BSS Max Idle period (e.g., about is to
about 18 hours), according to some aspects.

[0058] In one example, another power management mode
can include a Wireless Network Management (WNM) Sleep
mode. In some examples, non-AP MLD 120 may request
entering the WNM Sleep mode with a specified WNM Sleep
Interval (e.g., less than BSS Max Idle period). After entering
the WNM Sleep mode, non-AP MLD 120 can skip DTIM
beacons and Group Temporal Key (GTK)/Integrity GTK
(IGTK) updates, according to some aspects. When existing
the WNM Sleep mode, non-AP MLD 120 can get the
updated GTK/IGTK from, for example, AP MLD 110.

[0059] In one example, another power management mode
can include the multi-link hibernation mode. According to
some aspects, in the multi-link hibernation mode, non-AP
MLD 120 does not track DTIM beacon(s). Additionally, or
alternatively, in the multi-link hibernation mode, non-AP
MLD 120 does not receive group-addressed frame(s). Addi-
tionally, or alternatively, in the multi-link hibernation mode,
non-AP MLD 120 does not solicit individual addressed
frame(s). Additionally, or alternatively, in the multi-link
hibernation mode, non-AP MLD 120 does not send the
keep-alive message. Additionally, or alternatively, in the



US 2024/0073812 Al

multi-link hibernation mode, non-AP MLD 120 does not
perform management handshakes to enter and exit the
multi-link hibernation mode.

[0060] FIG. 3 illustrates an exemplary communication
between AP MLD 302 and non-AP MLD 304, according to
some aspects of the disclosure. In this example, AP MLD
302 and non-AP MLD 304 can communicate using a multi-
link WL AN network having two or more links. For example,
AP MLD 302 and non-AP MLD 304 can communicate using
links 306a-306¢. In some examples, links 306 can be and/or
include links 150 of FIG. 1B.

[0061] According to some aspects, AP MLD 302 has a
multi-link (ML) address 308 associated with AP MLD 304.
Also, AP MLD 302 can include three radios/transceivers
310a-310c. For example, AP MLD 302 can include trans-
ceiver 310a configured to enable connection(s) and com-
munication over a multi-link WLAN network having the
first link (e.g., link 3064) associated with 2.4 GHz wireless
communication channel. For example, AP MLD 302 can
include transceiver 31056 configured to enable connection(s)
and communication over the multi-link WLAN network
having a second link (e.g., link 3065) associated with 5 GHz
wireless communication channel. For example, AP MLD
302 can include transceiver 310c¢ configured to enable
connection(s) and communication over the multi-link
WLAN network having a third link (e.g., link 306¢) asso-
ciated with 6 GHz wireless communication channel. In other
words, AP MLD 302 can include three APs operating on a
2.4 GHz channel, on a 5 GHz channel, and on a 6 GHz
channel, respectively. However, the aspects of this disclo-
sure are no limited to these wireless channels and other PHY
layer links and/or other wireless channels can be used. Also,
AP MLD 302 can include less or more radios/transceivers.
[0062] According to some examples, each transceiver 310
can include a medium access control (MAC) layer 312 and
a physical (PHY) layer 314. In some examples, each trans-
ceiver 310 (e.g., each AP) can have an associated basic
service set identifiers (BSSID) 316. In these examples, each
transceiver 310 (e.g., each AP) can operate independently
(e.g., simultaneous transmission (TX) and reception (RX)
(STR)) and each transceiver 310 (e.g., each AP) can start at
least one BSS, with different BSSIDs. However, the aspects
of this disclosure are no limited to these examples and
radios/transceivers 310 can include other structures and/or
components.

[0063] According to some aspects, non-AP MLD 304 has
a multi-link (ML) address 318 associated with non-AP MLLD
304. Also, non-AP MLD 304 can include two radios/trans-
ceivers 320a-32056. For example, non-AP MLD 304 can
include transceiver 320a configured to enable connection(s)
and communication over a multi-link WLAN network hav-
ing the first link (e.g., link 306a) associated with 2.4 GHz
wireless communication channel. For example, non-AP
MLD 304 can include transceiver 3205 configured to enable
connection(s) and communication over the multi-link
WLAN network having a second link (e.g., link 3064)
associated with 5 GHz wireless communication channel or
configured to enable connection(s) and communication over
the multi-link WLAN network having a third link (e.g., link
306¢) associated with 6 GHz wireless communication chan-
nel. However, the aspects of this disclosure are no limited to
these wireless channels and other PHY layer links and/or
other wireless channels can be used. Also, non-AP MLD 304
can include less or more radios/transceivers.
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[0064] According to some examples, each transceiver 320
can include a lower medium access control (MAC) layer 322
and a physical (PHY) layer 324. Also, each transceiver 320
can have an associated address. However, the aspects of this
disclosure are no limited to these examples and radios/
transceivers 320 can include other structures and/or compo-
nents. Each transceiver/radio 320 can also be referred to
herein as a station (STA). Additionally, or alternatively, a
station (STA) is associated with a specific communication
link/channel. For example, a first STA is associated with a
first link associated with the 2.4 GHz wireless communica-
tion channel. A second STA is associated with a second link
associated with the 5 GHz wireless communication channel.
And, a third STA is associated with a third link associated
with the 6 GHz wireless communication channel.

[0065] According to some aspects, when non-AP MLD
304 establishes a multi-link association with AP MLD 302,
non-AP MLD 304 may create up to three STAs 326a-326¢,
each of which associates to one of the APs within AP MLD
302 and each STA 326 has its associated MAC address
(different from other STAs). In some examples, non-AP
MLD 304 can initially assign the 5/6 GHz transceiver 3205
to one of the STAs associated with the 5 GHz and 6 GHz AP,
while the other STA 326¢ does not have an assigned radio,
which can be called a virtual STA. The virtual STA can have
its own MAC address.

[0066] For example, transceiver 320a of STA 326a of
non-AP MLD 304 can be associated with and communicate
with transceiver 310a (e.g., of one AP) of AP MLD 302 over
link 3064 associated with a 2.4 GHz wireless communica-
tion channel. In this example, transceiver 3205 of STA 3265
of non-AP MLD 304 can be associated with and commu-
nicate with transceiver 3106 (e.g., of another AP) of AP
MLD 302 over link 3065 associated with a 5 GHz wireless
communication channel. In this example, STA 326¢ of
non-AP MLD 304 can be a virtual STA. The virtual STA
326c¢ can be associated with and communicate with trans-
ceiver 310c¢ (e.g., of a third AP) of AP MLD 302 over link
306¢ associated with a 6 GHz wireless communication
channel. In some examples, virtual STA 326¢ can use
transceiver 3205 to communicate with transceiver 310c¢ of
AP MLD 302 over link 306c¢ associated with a 6 GHz
wireless communication channel. In this example, non-AP
MLD 304 (using, for example, one or more processors) can
control transceiver 3205 to operate at the frequency of link
306¢ instead of operating at the frequency of link 30654.
Additionally, or alternatively, STA 326c¢ can have its own
and separate transceiver (e.g., a transceiver 320c¢).

[0067] FIGS. 4A and 4B illustrate exemplary traffic iden-
tifier (TID) to link mappings, according to some aspects of
the disclosure.

[0068] FIG. 4A illustrates one exemplary TID-to-link
mapping 401 where one or more TIDs are mapped to all the
links. In this example, AP MLD 402 communicates with
non-AP MLD 404. As a non-limiting example, AP MLD 402
can include a higher MAC layer 405 and two APs. Each AP
of AP MLD 402 can include a lower MAC layer 412 and a
PHY layer 414. In this example, non-AP MLD 404 can
include a higher MAC layer 403 and two STAs. Each STA
of non-AP MLD 404 can include a lower MAC layer 422
and a PHY layer 424. In this example, each STA of non-AP
MLD 404 can be associated with one AP of AP MLD 402.
For example, a first STA of non-AP MLD 404 having lower
MAC layer 422a and PHY layer 424a can communicate
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with a first AP of non-AP MLD 402 having lower MAC
layer 412a and PHY layer 414a using link 406a. Also, a
second STA of non-AP MLD 404 having lower MAC layer
422b and PHY layer 4245 can communicate with a second
AP of non-AP MLD 402 having lower MAC layer 41256 and
PHY layer 4145 using link 4065.

[0069] According to the example TID-to-link mapping
401 of FIG. 4A, AP MLD 402 can include a first buffer 411a
for a first traffic with a first TID and a second buffer 4115 for
a second traffic with a second TID. In this example, first and
second buffers 411a and 4115 are mapped to both links 4064
and 40654. In this example, AP MLD 402 can use both links
406a and 4065 (and both APs) to transmit data and/or
information in first and second buffers 411a and 4115.
[0070] In this example, the block acknowledgment(s)
(BA) associated with the first and secondTIDs can also be
sent from non-AP MLD 404 to AP MLD 402 using both
links 406a and 4065. For example, the first STA of non-AP
MLD 404 can send BAs 4134 associated with both the first
and second TIDs to AP MLD 402 using link 406a. Also, the
second STA of non-AP MLD 404 can send BAs 4135
associated with both the first and second TIDs to AP MLD
402 using link 4065. According to some examples, higher
MAC layer 415 of non-AP MLD 404 can include reorder
buffers 415a and 4155. In this example, reorder buffer 4154
can be associated with the first TID and reorder buffer 41554
can be associated with the second TID. Reorder buffers 415
can be used to store and/or reorder the traffic that is received
from AP MLD 402 before sending the traffic to higher
layers, according to some aspects.

[0071] FIG. 4B illustrates one exemplary TID-to-link
mapping 441 where different TIDs are mapped to different
links. In this example, AP MLD 442 communicates with
non-AP MLD 444. As a non-limiting example, AP MLD 442
can include a higher MAC layer 445 and two APs. Each AP
of AP MLD 442 can include a lower MAC layer 452 and a
PHY layer 454. In this example, non-AP MLD 444 can
include a higher MAC layer 443 and two STAs. Each STA
of non-AP MLD 444 can include a lower MAC layer 462
and a PHY layer 464. In this example, each STA of non-AP
MLD 444 can be associated with one AP of AP MLD 442.
For example, a first STA of non-AP MLD 444 having lower
MAC layer 462a and PHY layer 464a can communicate
with a first AP of non-AP MLD 402 having lower MAC
layer 452a and PHY layer 454a using link 446a. Also, a
second STA of non-AP MLD 444 having lower MAC layer
462b and PHY layer 4645 can communicate with a second
AP of non-AP MLD 442 having lower MAC layer 4525 and
PHY layer 4545 using link 4465.

[0072] According to the example TID-to-link mapping
441 of FIG. 4B, AP MLD 442 can include a first buffer 451a
for a first traffic with a first TID and a second buffer 4515 for
a second traffic with a second TID. In this example, first
buffer 451a is mapped to link 4464 and second buffer 4515
is mapped to link 4465. In this example, AP MLD 442 can
use link 446a (and its associated AP) to transmit data and/or
information in first buffer 451a. AP MLD 442 can use link
4465 (and its associated AP) to transmit data and/or infor-
mation in second buffer 45154.

[0073] In this example, the block acknowledgment(s)
(BA) associated with the first and second TIDs can also be
sent from non-AP MLD 444 to AP MLD 442 using their
associated link 446a and 4465, respectively. For example,
the first STA of non-AP MLD 404 can send BAs 453a
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associated with the first TID to AP MLD 442 using link
4464. Also, the second STA of non-AP MLD 404 can send
BAs 4535 associated with the second TID to AP MLD 442
using link 4465. According to some examples, higher MAC
layer 455 of non-AP MLD 444 can include reorder buffers
4554 and 455b. In this example, reorder bufter 4554 can be
associated with the first TID and reorder buffer 4555 can be
associated with the second TID. Reorder buffers 455 can be
used to store and/or reorder the traffic that is received from
AP MLD 442 before sending the traffic to higher layers,
according to some aspects.

[0074] FIG. 5 illustrates exemplary communications
between APs of an AP MLD and STAs of a non-AP MLD,
according to some aspects of the disclosure. It is to be
appreciated that not all operations in FIG. 5 may be needed,
and the operations may not be performed in the same order
as shown in FIG. 5. As illustrated in FIG. 5, the AP MLD
(e.g., AP MLD 110, 302, 402, and/or 442) can include three
APs. A first AP 510a can operate with 2.4 GHz wireless
communication channel. A second AP 5105 can operate with
5 GHz wireless communication channel. A third second AP
510c¢ can operate with 6 GHz wireless communication
channel. The non-AP MLD (e.g., non-AP MLD 120, 304,
404, and/or 444) can include two STAs and one virtual STA.
For example, a first STA 5264 can operate with 2.4 GHz
wireless communication channel. A second STA 5265 can
operate with 5 GHz wireless communication channel. A
virtual STA 526¢ can operate with 6 GHz wireless commu-
nication channel.

[0075] According to some examples, STA 526a of the
non-AP MLD can communicate with AP 510a of the AP
MLD to associate with AP 510a. For example, STA 5264 can
send probe request 511 to AP 510a. Probe request 511 can
include a probe request frame to advertise information about
STA 5264 and/or to inquire one or more parameters asso-
ciated with AP 510q. In response, AP 510a can send probe
response 513 to STA 526a. Probe response 513 can include
one or more probe response frames including, for example,
AP 510a’s BSSID, supported data rate(s), and other related
information. Additionally, or alternatively, AP 510a can send
Beacon(s) 515 to STA 526a. According to some examples,
at 516, a Simultaneous Authentication of Equals (SAE)
handshake can be performed between STA 526a and AP
510a and STA 5264 can be associated with AP 510a.

[0076] Similarly, STA 5265 and AP 5105 can communi-
cate messages such that STA 5265 can be associated with AP
5105. For example, STA 5265 can send probe request 517 to
AP 5105. Probe request 517 can include a probe request
frame to advertise information about STA 5265 and/or to
inquire one or more parameters associated with AP 5105. In
response, AP 5105 can send probe response 519 to STA
526b. Probe response 519 can include one or more probe
response frames including, for example, AP 5105’s BSSID,
supported data rate(s), and other related information. Addi-
tionally, or alternatively, AP 5105 can send Beacon(s) 521.
According to some examples, STA 5265 can send associa-
tion request 525 to AP 5105. According to some examples,
association request 525 may also be called Multilink Asso-
ciation Request or Multilink Setup, since it is used to
establish association across all links. In one exemplary
aspect, association request 525 can include information
and/or a request to AP 5106 (and the corresponding AP
MLD) to map all TIDs to all links (including the virtual link)
as discussed in, for example, FIG. 4A. In some examples,
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mapping all the TIDs to all the link can result in more
flexible operation without re-mapping overhead. Alterna-
tively, association request 525 can include information and/
or a request to AP 5105 (and the corresponding AP MLD) to
map different TIDs to different links, as discussed in, for
example, FIG. 4B. In some examples, association request
525 can include information and/or a request to AP 5105
(and the corresponding AP MLD) for different mappings
between TIDs and the links.

[0077] In response to association request 525 and in
response to the elements of association request 525 match-
ing AP 5105°s capabilities, AP 5105 and STA 5265 can be
associated and AP 5104 can send association response 529
to STA 526b. In some examples, a 4-way handshake 531 can
be performed between AP 5105 and STA 52664.

[0078] According to some examples, in addition to Bea-
con(s) 521, AP 510c¢ can send Beacon(s) 523. In some
examples, Beacon(s) 521 and/or 523 can be transmitted in
broadcast.

[0079] Insome examples, after STA 5264 and AP 510q are
associated and/or STA 5265 and AP 5105 are associated,
data port(s) 533a-533¢ can be opened for data communica-
tion between the STAs and the APs. For example, AP 5106
can send data 535 to STA 5265. Additionally, or alterna-
tively, AP 510a can send data 537 to STA 526q. In this
example, AP 510c¢ cannot send data 539 to virtual STA 526c¢
since STA 5265 is using the radio for communicating with
AP 510b. In other words, virtual STA 526¢ does not receive
data since STA 52656 is using the radio. In some examples,
the AP MLD may start downlink transmission(s) to the
non-AP MLD on all links after the association (e.g., imme-
diately after the association). However, the non-AP MLD
may not support receiving on all the links.

[0080] FIG. 6 illustrates an exemplary communication
between AP MLD 602 and non-AP MLD 604, according to
some aspects of the disclosure. In this example, AP MLD
602 and non-AP MLD 604 can communicate using a multi-
link WL AN network having two or more links. For example,
AP MLD 602 and non-AP MLD 604 can communicate using
links 606a-606¢. In some examples, links 606 can be and/or
can include links 150 of FIG. 1B.

[0081] According to some aspects, AP MLD 602 has a
multi-link (ML) address associated with AP MLD 604. Also,
AP MLD 602 can include three radios/transceivers 610a-
610c (e.g., three APs). For example, AP MLD 602 can
include transceiver 610a (e.g., a first AP) configured to
enable connection(s) and communication over a multi-link
WLAN network having the first link (e.g., link 606a)
associated with 2.4 GHz wireless communication channel.
For example, AP MLD 602 can include transceiver 6105
(e.g., a second AP) configured to enable connection(s) and
communication over the multi-link WLAN network having
a second link (e.g., link 6065) associated with 5 GHz
wireless communication channel. For example, AP MLD
602 can include transceiver 610¢ (e.g., a third AP) config-
ured to enable connection(s) and communication over the
multi-link WLAN network having a third link (e.g., link
606¢) associated with 6 GHz wireless communication chan-
nel. In other words, AP MLD 602 can include three APs
operating on a 2.4 GHz channel, on a 5 GHz channel, and
on a 6 GHz channel, respectively. However, the aspects of
this disclosure are no limited to these wireless channels and
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other PHY layer links and/or other wireless channels can be
used. Also, AP MLD 602 can include less or more radios/
transceivers/APs.

[0082] According to some examples, each transceiver 610
can include a medium access control (MAC) layer 612 and
a physical (PHY) layer 614. In some examples, each trans-
ceiver 610 (e.g., each AP) can have an associated basic
service set identifiers (BSSID). In these examples, each
transceiver 610 (e.g., each AP) can operate independently
(e.g., simultaneous transmission (TX) and reception (RX)
(STR)) and each transceiver 610 (e.g., each AP) can start at
least one BSS, with different BSSIDs. However, the aspects
of this disclosure are no limited to these examples and
radios/transceivers 610 can include other structures and/or
components.

[0083] Also, as illustrated in FIG. 6, AP MLD 602 can
include a higher MAC layer 605. According to some aspects,
higher MAC layer 605 can be common for all three trans-
ceivers 610 (e.g., APs). In some examples, higher MAC
layer 605 can include a buffer 611 for storing data (e.g.,
packets, frames, etc.) to be transmitted to non-AP MLD 604.
Also, each lower MAC layer 612 of each transceiver 610 can
include a buffer 613 for transmitting data to associated STA
of non-AP MLD 604. For example, lower MAC layer 612a
of transceiver 610a can include buffer 613a. Lower MAC
layer 6125 of transceiver 6105 can include buffer 6135.
Lower MAC layer 612¢ of transceiver 610c¢ can include
buffer 613c.

[0084] According to some aspects, non-AP MLD 604 has
a multi-link (ML) address associated with non-AP MLD
604. Also, non-AP MLD 604 can include two radios/trans-
ceivers. For example, non-AP MLD 604 can include a first
transceiver associated with STA 6264 configured to enable
connection(s) and communication over a multi-link WLAN
network having the first link (e.g., link 606a) associated with
2.4 GHz wireless communication channel. For example,
non-AP MLD 604 can include a second transceiver associ-
ated with STA 6265 configured to enable connection(s) and
communication over the multi-link WLAN network having
a second link (e.g., link 6065) associated with 5 GHz
wireless communication channel or associated with STA
6265 configured to enable connection(s) and communication
over the multi-link WLAN network having a third link (e.g.,
link 606¢) associated with 6 GHz wireless communication
channel. However, the aspects of this disclosure are no
limited to these wireless channels and other PHY layer links
and/or other wireless channels can be used. Also, non-AP
MLD 604 can include less or more radios/transceivers.

[0085] According to some examples, each transceiver can
include a lower medium access control (MAC) layer 622
and a physical (PHY) layer 624. Also, each transceiver can
have an associated address. However, the aspects of this
disclosure are no limited to these examples and radios/
transceivers can include other structures and/or components.
Each transceiver/radio can also be referred to herein as a
station (STA). Additionally, or alternatively, a station (STA)
is associated with a specific communication link/channel.
For example, a first STA is associated with a first link
associated with the 2.4 GHz wireless communication chan-
nel. A second STA is associated with a second link associ-
ated with the 5 GHz wireless communication channel. And,
a third STA is associated with a third link associated with the
6 GHz wireless communication channel.
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[0086] According to some aspects, when non-AP MLD
604 establishes a multi-link association with AP MLD 602,
non-AP MLD 604 may create up to three STAs 626a-626¢,
each of which associates to one of the APs within AP MLLD
602 and each STA 626 has its associated MAC address
(different from other STAs). In some examples, non-AP
MLD 602 can initially assign the 5/6 GHz transceiver to one
of the STAs associated with the 5 GHz and 6 GHz AP, while
the other STA 626¢ does not have an assigned radio, which
can be called a virtual STA. The virtual STA can have its
own MAC address.

[0087] For example, the transceiver of STA 626a of non-
AP MLD 604 can be associated with and communicate with
transceiver 610a (e.g., one AP) of AP MLD 602 over link
606a associated with a 2.4 GHz wireless communication
channel. In this example, the transceiver of STA 6265 of
non-AP MLD 604 can be associated with and communicate
with transceiver 6105 (e.g., another AP) of AP MLD 602
over link 6065 associated with a 5 GHz wireless commu-
nication channel. In this example, the transceiver of STA
626¢ of non-AP MLD 604 can be a virtual STA. The virtual
STA 626¢ can be associated with and communicate with
transceiver 610c¢ (e.g., a third AP) of AP MLD 302 over link
606¢ associated with a 6 GHz wireless communication
channel.

[0088] According to some aspects, non-AP MLD 604 can
request that all TIDs (for both downlink (DL) and uplink
(UL)) be mapped to all the links. According to some
examples, in order to save power and/or to enable virtual
STA, non-AP MLD 604 can use only one of STAs 626a-
626¢ to track DTIM Beacons and maintain normal commu-
nication with AP MLD 602. Non-AP MLD 604 can put the
other STAs in a hibernation mode and activate them when
needed, according to some aspects. For example, as illus-
trated in FIG. 6, non-AP MLD 604 can put STA 626a and the
virtual STA 626¢ in the hibernation mode. In this examples
non-AP MLD 604 can use STA 6265 for tracking DTIM
Beacons and maintaining normal communication with AP
MLD 602. In this example, STA 6265 can become the
primary STA of non-AP MLD 604.

[0089] As discussed above, the hibernation mode can be
different from power saving modes and/or WNM sleep
modes. According to some aspects, in the hibernation mode
(referred to as multi-link hibernation mode too), non-AP
MLD 604 does not track DTIM beacon(s). Additionally, or
alternatively, in the multi-link hibernation mode, non-AP
MLD 604 does not receive group-addressed frame(s). Addi-
tionally, or alternatively, in the multi-link hibernation mode,
non-AP MLD 604 does not solicit individual addressed
frame(s). Additionally, or alternatively, in the multi-link
hibernation mode, non-AP MLD 604 does not send the
keep-alive message. Additionally, or alternatively, in the
multi-link hibernation mode, non-AP MLD 604 does not
perform management handshakes to enter and exit the
multi-link hibernation mode. According to some aspects,
STAs in the hibernation mode need not be waken to track
DTIM Beacons, to send keep-alive message(s), and/or to
receive updated GTK/IGTK. Also, a STA in the hibernation
mode can be able to enter and exit the hibernation mode
quickly, without suffering from management handshake
and/or processing delays.

[0090] According to some aspects, in response to non-AP
MLD 604 putting STA 626a and virtual STA 626¢ in the
hibernation mode, AP MLD 602 does not buffer data (e.g.,
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packets, frames, etc.) for the STAs that are in the hibernation
mode. For examples, as illustrated in FIG. 6, buffer 613a of
lower MAC layer 612a and buffer 613¢ of lower MAC layer
612¢ do not have data. In this example, data from buffer 611
is moved to buffer 6126 of lower MAC layer 61256 for
transmission to STA 6265 that is not in the hibernation
mode.

[0091] FIG. 7 illustrates exemplary communications
between APs of an AP MLD and STAs of a non-AP MLD to
enter the hibernation mode during association, according to
some aspects of the disclosure. It is to be appreciated that not
all operations in FIG. 7 may be needed, and the operations
may not be performed in the same order as shown in FIG.
7. As illustrated in FIG. 7, the AP MLD (e.g., AP MLD 110,
302, 402, 442, and/or 602) can include three APs. A first AP
610a can operate with 2.4 GHz wireless communication
channel. A second AP 6105 can operate with 5 GHz wireless
communication channel. A third second AP 610¢ can operate
with 6 GHz wireless communication channel. The non-AP
MLD (e.g., non-AP MLD 120, 304, 404, 444, and/or 604)
can include two STA and one virtual STA. For example, a
first STA 7264 can operate with 2.4 GHz wireless commu-
nication channel. A second STA 7265 can operate with 5
GHz wireless communication channel. A virtual STA 726¢
can operate with 6 GHz wireless communication channel.

[0092] According to some examples, STA 726a of the
non-AP MLD can communicate with AP 710a of the AP
MLD to associate with AP 710a. For example, STA 7264 can
send probe request 711 to AP 710a. Probe request 711 can
include a probe request frame to advertise information about
STA 726a and/or to inquire one or more parameters asso-
ciated with AP 710q. In response, AP 710a can send probe
response 713 to STA 726a. Probe response 713 can include
one or more probe response frames including, for example,
AP 710a’s BSSID, supported data rate(s), and other related
information. Additionally, or alternatively, AP 710a can send
Beacon(s) 715 to STA 726a. According to some examples,
at 716, a Simultaneous Authentication of Equals (SAE)
handshake can be performed between STA 726a and AP
710a and STA 7264 can be associated with AP 710a.

[0093] Similarly, STA 7265 and AP 7105 can communi-
cate messages such that STA 7265 can be associated with AP
7105. For example, STA 7265 can send probe request 717 to
AP 7105b. Probe request 717 can include a probe request
frame to advertise information about STA 726, and/or to
inquire one or more parameters associated with AP 7105. In
response, AP 7105 can send probe response 719 to STA
726b. Probe response 719 can include one or more probe
response frames including, for example, AP 7105’s BSSID,
supported data rate(s), and other related information. Addi-
tionally, or alternatively, AP 7105 can send Beacon(s) 721.
According to some examples, STA 7265 can send associa-
tion request 725 to AP 7105. According to some examples,
association request 725 may also be called Multilink Asso-
ciation Request or Multilink Setup, since it is used to
establish association across all links. In one exemplary
aspect, association request 725 can include information
and/or a request to AP 7106 (and the corresponding AP
MLD) to map all TIDs to all links (including the virtual link)
as discussed in, for example, FIG. 4A and/or FIG. 6. In some
examples, mapping all the TIDs to all the link can result in
more flexible operation without re-mapping overhead. Alter-
natively, association request 725 can include information
and/or a request to AP 7106 (and the corresponding AP
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MLD) to map different TIDs to different links, as discussed
in, for example, FIG. 4B. In some examples, association
request 725 can include information and/or a request to AP
71056 (and the corresponding AP MLD) for different map-
pings between TIDs and the links.

[0094] Additionally, or alternatively, association request
725 can further include information to indicate to AP 7104
(and the AP MLD) that STAs 726a and 726¢ have entered or
are to be entering the hibernation mode. At 727, STAs 726a
and 726¢ enter the hibernation mode. In some examples,
operation 727 can occur before association request 725.
Alternatively, operation 727 can occur after association
request 725. In some examples, operation 727 can occur
simultaneously or substantially simultaneously with asso-
ciation request 725. According to some examples, informa-
tion about the TIDs/links mapping and/or information about
association mode may also be included in protected asso-
ciation messages, such as, but not limited to 4-Way hand-
shake message(s) 731 in addition to or in alternative to
association request 725. In some examples, having these
information in the protected association message(s) can
avoid Deny of Service attack.

[0095] In response to association request 725 and in
response to the elements of association request 725 match-
ing AP 7105°s capabilities, AP 7105 and STA 7265 can be
associated and AP 7104 can send association response 729
to STA 726b. In some examples, a 4-way handshake 731 can
be performed between AP 7105 and STA 7265. In some
examples, the handshake 731 can also include delivering
GTKs/IGTKs for all APs 710a-710¢ (and/or for all the links
associated with STAs in awake and hibernation modes) to
STA 726b. According to some aspects, Group Temporal Key
(GTK) can be used by STAs to decrypt multicast and/or
broadcast traffic from, for example, APs. Integrity GTK
(IGTK) can also be used check the integrity of the multicast
and/or broadcast traffic from, for example, APs.

[0096] According to some examples, in addition to Bea-
con(s) 721, AP 710c¢ can send Beacon(s) 723. In some
examples, Beacon(s) 721 and/or 723 can be transmitted in
broadcast.

[0097] Insome examples, after STA 7265 and AP 7105 are
associated and the AP MLD is informed that STAs 7264 and
726¢ have entered the hibernation mode, AP 710a and AP
710c¢ do not buffer any downlink data at 733a and 733c.
Also, APs 710a and 710c¢ do not transmit data to STAs 726a
and 726¢. In some examples, AP 710a may transmit DTIM
Beacon(s) (743) and/or broadcast/multicast data (745) but
STAs 726a and/or 726¢ do not receive these transmissions.
Also, AP 710¢ may transmit DTIM Beacon(s) (747) and/or
broadcast/multicast data (749) but STAs 7264 and/or 726¢
do not receive these transmissions, according to some
examples.

[0098] According to some examples, STA 7265 and AP
7105 can negotiate block acknowledgment (BA) operations
and/or parameters during a BA scheme setup. The BA
scheme setup can include messages 735-741. For example,
STA 7266 can send an Add Block Acknowledgment
(ADDBA) request 735 (including an ADDBA frame) to AP
7106 and receive an ADDBA response 737 (including an
ADDBA frame). The ADDBA signaling 735 and 737 can set
up the block acknowledgment transmission scheme. Addi-
tionally, or alternatively, STA 7265 can send a frame 739 to
AP 71056 with Power Management (PM) value set to 1
(PM=1) and receive and acknowledgment (ACK) 741 from
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AP 7105. For example, STA 7265 can enter a normal power
saving mode (e.g., a lossless power saving mode) by trans-
mitting a frame 739 with the PM field set to 1. When AP
71056 receives frame 739 correctly (and sends back ACK
741), AP 7105 can pause unicast transmission to STA 7265,
until STA 72654 sends a PS-Poll frame or an U-APSD trigger
frame (step 755) to AP 71054 to solicit unicast transmission.
[0099] According to some examples, AP 7105 can trans-
mit DTIM Beacon(s) 751 and/or broadcast/multicast data
753 to STA 726b. Additionally, or alternatively, STA 7265
can transmit Power Save Poll (PS-Poll)/Trigger 755 to AP
7105. AP 7105 can transmit unicast data 757 to AP 7105,
according to some examples.

[0100] FIG. 8 illustrates exemplary communications
between AP MLD 802 and non-AP MLD 804 to communi-
cate keep-alive message(s) and GTK/IGTK update(s),
according to some aspects of the disclosure. Compared to
FIG. 6, F1G. 8 illustrates two APs 8105 and 810c of AP MLD
802 and two STAs 8265 and 826¢ (virtual STA) of non-AP
MLD 804. However, AP MLD 802 can include one or more
other APs (for example, as illustrated in FIG. 6) and non-AP
MLD 804 can include one or more other STAs (for example,
as illustrated in FIG. 6) and the aspects of the disclosure
discussed with respect to FIG. 8 can be applied to all APs of
AP MLD 802 and/or all STAs of non-AP MLD 804. In the
example of FIG. 8, STA 8265 is in an awake mode where
STA 8266 is configured to track DTIM Beacons, to send
keep-alive message(s), and/or to receive updated GTK/
IGTK. In this example, virtual STA 826c¢ is in the hiberna-
tion mode. According to some examples, all TIDs (e.g., DL
TIDs) are mapped to all the links in AP MLD 802 and/or all
TIDs (e.g. UL TIDs) are mapped to all the links in non-AP
MLD 804.

[0101] According to some aspects, AP MLD 802 can
specify different idle periods such as, but not limited to, BSS
Max Idle Periods, for different links, STAs, APs, and/or
BSSs. In some examples, BSS Max Idle Period is a maxi-
mum time that a STA can be idle (for example, AP does not
receive any frames from that STA) before the AP disasso-
ciates the STA. For example, AM MLD 802 can identity a
first BSS Max Idle Period for AP 81054, link 80654, and STA
8265 and can identify a second BSS Max Idle Period for AP
810c, link 806¢, and STA 826¢. In some examples, the first
and second BSS Max Idle Periods are different from each
other. However, the aspects of this disclosure are not limited
to this example, and the first and second BSS Max Idle
Periods can be the same.

[0102] Non-AP MLD 804 can send keep-alive message(s)
801 to AP MLD 802 to meet the BSS Max Idle Period. In
some examples, the association between AP MLD 802 and
non-AP MLD 804 is at the device level and non-AP MLD
804 is to meet the keep-alive transmission requirement on at
least one of the links in order to maintain the ML association
with AP MLD 802. According to some aspects, since STA
826¢ is in the hibernation mode, STA 8265 is configured to
transmit the keep-alive message(s) 801 on link 8065. In
some examples, STA 8265 sends the keep-alive message(s)
801 on link 8065 within the minimum (e.g., the shorter) of
the first and second BSS Max Idle Periods identified by AP
MLD 802 to maintain the association. Alternatively, STA
8265 sends the keep-alive message(s) 801 on link 8065
within the maximum of the first and second BSS Max Idle
Periods identified by AP MLD 802 to maintain the associa-
tion.
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[0103] According to some aspects, Group Temporal Key
(GTK) can be used by STAs to decrypt multicast and/or
broadcast traffic from, for example, APs. Integrity GTK
(IGTK) can also be used check the integrity of the multicast
and/or broadcast traffic from, for example, APs. In some
examples, GTK and/or IGTK can be provide to the STAs
during a handshake process (e.g., handshake 716 and/or
handshake 731 of FIG. 7.) In some examples, GTK and/or
IGTK may need to be updated due to, for example, the
expiration of one or more timers, or when one STA or
multiple STAs have disassociated from an AP. According to
some examples, ecach AP 8105 and 810c¢ can have its
GTK/IGTK and/or its updated GTK/IGTK different from
other APs. Alternatively, two or more APs of AP MLD 802
can share GTK/IGTK and/or updated GTK/IGTK.

[0104] According to some aspects, when one AP of AP
MLD 802 is to update its GTK/IGTK, AP MLD 802 may
convey the new/updated GTK/IGTK to any available STA of
associated non-AP MLD 804, which may operate on a
different link from the AP that updates its GTK/IGTK. For
example, when AP 810¢ updates its GTK/IGTK, AP 810c¢
does not directly transmit the updated GTK/IGTK through
link 806¢ since STA 826c¢ is in the hibernation mode. In this
example, AP 810c¢ conveys its updated GTK/IGTK 803 to
AP 8105. AP 8105 can send the updated GTK/IGTK 803
through link 8065 to STA 8265. After receiving the updated
GTK/IGTK, non-AP MLD 806 can update the GTK/IGTK
for STA 826¢.

[0105] Although some examples are discussed with
respect to updated GTK/IGTK, the aspects of this disclosure
are not limited to these examples. The cross-link update
discussed with respect to updated GTK/IGTK can also be
applied to other BSS operation parameter updates that are
unicast transmitted from an AP to each associated STA.
[0106] FIGS. 9A and 9B illustrate exemplary communi-
cations between AP MLD 902 and non-AP MLD 904 to
enter and/or exit the hibernation mode during a link transi-
tion, according to some aspects of the disclosure. Compared
to FIG. 6, FIG. 9 illustrates two APs 910a and 9105 of AP
MLD 902 and two STAs 926a and 9265 of non-AP MLD
904. However, AP MLD 902 can include one or more APs
(for example, as illustrated in FIG. 6) and non-AP MLD 904
can include one or more STAs (for example, as illustrated in
FIG. 6) and the aspects of the disclosure discussed with
respect to FIG. 9 can be applied to all APs of AP MLD 902
and/or all STAs of non-AP MLD 904. In the example of FIG.
9A, STA 926a is in an awake mode where STA 926a is
configured to track DTIM Beacons, to send keep-alive
message(s), and/or to receive updated GTK/IGTK. In this
example, STA 9265 is in the hibernation mode. According to
some examples, all TIDs (e.g., DL TIDs) are mapped to all
the links in AP MLD 902 and/or all TIDs (e.g. UL TIDs) are
mapped to all the links in non-AP MLD 904.

[0107] According to some examples, non-AP MLD 904
can change the link non-AP MLD 904 uses to communicate
with AP MLD 902. As a non-limiting example, as illustrated
in FIGS. 9A and 9B, non-AP MLD 904 can first commu-
nicate with AP MLD 902 using link 906a (e.g., the 2.4 GHz
link) since, for example, link 9064 has a longer range. In this
non-limiting example, when non-AP MLD 904 gets closer to
AP MLD 902, non-AP MLD 904 can decide to transition to
link 9065 (e.g., the 5 GHz link) since, for example, link 9065
has better quality. In this example, non-AP MLD 904 (using,
for example, one or more processors) can control its STAs
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to transition STA 9264 from the awake mode to the hiber-
nation mode and to transition STA 9265 from the hibernation
mode to the awake mode. In this example, STA 9264 has its
associated transceiver/radio (e.g., transceiver 220a of FIG.
2) and STA 9265 has its associated transceiver/radio (e.g.,
transceiver 22056 of FIG. 2) different from STA 926a.
[0108] FIGS. 9A and 9B illustrate one exemplary opera-
tion where STA 9264 transitions from the awake mode to the
hibernation mode and STA 9265 transitions from the hiber-
nation mode to the awake mode. As illustrated in FIG. 9A,
AP 9104 is communicating with STA 9264 using link 906a.
In this example, buffer 9134 (for example in the lower MAC
layer of AP 9104) includes data (e.g., packets, frames, etc.)
to be sent to STA 926a. In this example, buffer 9135 (for
example in the lower MAC layer of AP 9104) does not
include any data since STA 9265 is in the hibernation mode.
[0109] According to some examples, as one exemplary
step in the link transition (e.g., a first step in the link
transition and/or before the link transition), STA 9265 can
transition from the hibernation mode to the awake mode and
transmit a frame 901 such as, but not limited to, PS-Poll
frame and/or U-APSD Trigger frame to AP 91056 to indicate
that STA 9265 has exited the hibernation mode.

[0110] According to some examples, as another exemplary
step in the link transition, and after receiving frame 901, AP
MLD 902 can stop buffering new data in, for example, buffer
913a, as illustrated in FIG. 9B. In this example, AP MLD
902 can stop moving new packets from buffer 911 to buffer
913a. As another exemplary step, AP MLD 902 using AP
9104 can clear buffered data in buffer 9134, as illustrated in
FIG. 9B. For example, AP 910a can complete transmission
of buffered data using AP 9104 and link 9064 until no more
data is in buffer 913a (e.g., More Data=0).

[0111] As illustrated in FIG. 9B, STA 92654 has transi-
tioned to the awake mode and as another exemplary step in
the link transition, STA 926a is transitioning to the hiber-
nation mode. In some examples, before transitioning to the
hibernation mode, STA 9264 can send a message and/or a
frame 903 to AP 9104 to indicate that STA 9264 is transi-
tioning to the hibernation mode. In some examples, STA
926a can use an A-Control field in a MAC header of frame
903 to indicate that STA 9264 is transitioning to the hiber-
nation mode. However, the aspects of this disclosure are not
limited to this example and frame 903 can include other
information to indicate that the STA is transitioning to the
hibernation mode. According to some examples, as another
exemplary step in the link transition, and after receiving
frame 903, AP MLD 902 can stop buffering new data in, for
example, buffer 913a, as illustrated in FIG. 9B. In this
example, AP MLD 902 can stop moving new packets from
buffer 911 to buffer 913a. As another exemplary step, AP
MLD 902 using AP 910a can clear buffered data in buffer
913a, as illustrated in FIG. 9B. For example, AP 910a can
complete transmission of buffered data using AP 910a and
link 9064 until no more data is in buffer 913a (e.g., More
Data=0).

[0112] FIG. 10 illustrates exemplary communications
between AP MLD 1002 and non-AP MLD 1004 to enter
and/or exit the hibernation mode during a link transition,
according to some aspects of the disclosure. Compared to
FIG. 6, FIG. 10 illustrates two APs 10105 and 1010¢ of AP
MLD 1002 and two STAs 10265 and 1026¢ (virtual STA) of
non-AP MLD 1004. However, AP MLD 1002 can include
one or more APs (for example, as illustrated in FIG. 6) and
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non-AP MLD 1004 can include one or more STAs (for
example, as illustrated in FIG. 6) and the aspects of the
disclosure discussed with respect to FIG. 10 can be applied
to all APs of AP MLD 1002 and/or all STAs of non-AP MLD
1004. In the example of FIG. 10, STA 10265 is in an awake
mode where STA 102656 is configured to track DTIM Bea-
cons, to send keep-alive message(s), and/or to receive
updated GTK/IGTK. In this example, virtual STA 1026¢ is
in the hibernation mode. According to some examples, all
TIDs (e.g., DL TIDs) are mapped to all the links in AP MLLD
1002 and/or all TIDs (e.g. UL TIDs) are mapped to all the
links in non-AP MLD 1004.

[0113] According to some examples, non-AP MLD 1004
can change the link non-AP MLD 1004 uses to communicate
with AP MLD 1002. As a non-limiting example, as illus-
trated in FIG. 10, non-AP MLD 1004 can first communicate
with AP MLD 1002 using link 10065 (e.g., the 5 GHz link).
In this non-limiting example, non-AP MLD 1004 can decide
to transition to link 1006¢ (e.g., the 6 GHz link) since, for
example, link 1006¢ has better quality. In this example,
non-AP MLD 1004 (using, for example, one or more pro-
cessors) can control its STAs to transition STA 10265 from
the awake mode to the hibernation mode and to transition
virtual STA 1026¢ from the hibernation mode to the awake
mode. In this example, STAs 10265 and 1026¢ can share the
same transceiver/radio (e.g., transceiver 2206 of FIG. 2) and
non-AP MLD 1004 (using, for example, one or more pro-
cessors) can control the shared transceiver to operate at the
frequency of the second link (e.g., link 1006¢) instead of
operating at the frequency of the first link (e.g., link 10065).
[0114] FIG. 10 illustrates one exemplary operation where
STA 102654 transitions from the awake mode to the hiber-
nation mode and virtual STA 1026¢ transitions from the
hibernation mode to the awake mode. As illustrated in FIG.
10, AP 10105 is communicating with STA 10265 using link
10065. In this example, buffer 10135 (for example in the
lower MAC layer of AP 10105) includes data (e.g., packets,
frames, etc.) to be sent to STA 10265. According to some
examples, as one exemplary step in the link transition (e.g.,
as a first step in the link transition and/or before the link
transition), STA 10265 is transitioning from the awake mode
to the hibernation mode. In some examples, before transi-
tioning to the hibernation mode, STA 10265 can send a
message and/or a frame 1003 to AP 10105 to indicate that
STA 10265 is transitioning and/or has transitioned to the
hibernation mode. In some examples, STA 10265 can use an
A-Control field in a MAC header of frame 1003 to indicate
that STA 10264 is transitioning to the hibernation mode.
However, the aspects of this disclosure are not limited to this
example and frame 1003 can include other information to
indicate that the STA is transitioning to the hibernation
mode.

[0115] According to some examples, as another exemplary
step in the link transition, and after receiving frame 1003, AP
MLD 1002 can stop buffering new data in, for example,
buffer 10135. In this example, AP MLD 1002 can stop
moving new packets from buffer 1011 to buffer 10135. As
another exemplary step, AP MLD 1002 using AP 10105 can
clear buffered data in buffer 101354. For example, AP 10105
can complete transmission of buffered data using AP 1010«
and link 10065 until no more data is in buffer 101354 (e.g.,
More Data=0).

[0116] According to some examples, as another exemplary
step in the link transition (e.g., a second step in the link
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transition), non-AP MLD 1004 can switch the transceivers/
radios from STA 10265 to STA 1026¢. According to some
aspects of the disclosure, the switching from STA 10264 to
STA 1026¢ can include using a transceiver (e.g., transceiver
220c¢ of FIG. 2) associated with link 1006¢ instead of the
transceiver (e.g., transceiver 2205 of FIG. 2) associated with
link 10065. Additionally, or alternatively, the switching from
STA 10265 to STA 1026¢ can include controlling a single
transceiver (e.g., transceiver 220) to operate at the frequency
of link 1006¢ instead of operating at the frequency of link
10065.

[0117] According to some examples, as another exemplary
step in the link transition (e.g., a third step in the link
transition), STA 1026¢ can transition from the hibernation
mode to the awake mode and transmit a frame 1001 such as,
but not limited to, PS-Poll frame and/or U-APSD Trigger
frame to AP 1010c¢ to indicate that STA 1026¢ has exited the
hibernation mode. In some examples, AP MLD 1002 can
move the new packets from buffer 1011 to buffer 1013¢ of
AP 1010c¢ (e.g., in the lower MAC layer of AP 1010c¢) after
receiving frame 1001. Alternatively, AP MLD 1002 can
move the new packets from buffer 1011 to buffer 1013¢ of
AP 1010c¢ after receiving frame 1003 but before receiving
frame 1001.

[0118] FIG. 11 illustrates exemplary communications
between AP MLD 1102 and non-AP MLD 1104 to enter
and/or exit the hibernation mode during a fast link switch,
according to some aspects of the disclosure. Compared to
FIG. 6, FIG. 11 illustrates two APs 11105 and 1110¢ of AP
MLD 1102 and two STAs 11265 and 1126¢ (virtual STA) of
non-AP MLD 1104. However, AP MLD 1102 can include
one or more APs (for example, as illustrated in FIG. 6) and
non-AP MLD 1104 can include one or more STAs (for
example, as illustrated in FIG. 6) and the aspects of the
disclosure discussed with respect to FIG. 11 can be applied
to all APs of AP MLD 1102 and/or all STAs of non-AP MLD
1104. In the example of FIG. 11, STA 11265 is in an awake
mode where STA 11265 is configured to track DTIM Bea-
cons, to send keep-alive message(s), and/or to receive
updated GTK/IGTK. In this example, virtual STA 1126¢ is
in the hibernation mode. According to some examples, all
TIDs (e.g., DL TIDs) are mapped to all the links in AP MLLD
1102 and/or all TIDs (e.g., UL TIDs) are mapped to all the
links in non-AP MLD 1104.

[0119] FIG. 11 illustrates one exemplary operation where
STA 11265 transitions from the awake mode to the hiber-
nation mode and STA 1126¢ transitions from the hibernation
mode to the awake mode. In this exemplary aspect, the
transition between links 11065 and 1106c¢ is a fast link
switch. According to some examples, in the link transition
discussed above with respect to FIGS. 9A, 9B, and 10, the
old link (the link from which the transition occurs) can still
be used to convey left over data (e.g., data already buffered
for transmission or re-transmission from the old link).
According to some examples, in the fast link switch as will
be discussed with respect to FIGS. 11 and 12, the old link
(the link from which the transition occurs) may become
immediately unavailable. For example, the connection on
the old link is broken, the error and/or interferences on the
old link becomes more than an acceptable threshold, etc. In
some examples, the unavailability of the old link can last for
a long period (e.g., longer than a threshold period), which
may result in unbearable delay for low latency traffic. As
discussed in more detail below with respect to FIGS. 11 and
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12, when the old link becomes unavailable, non-AP MLD
1104 can quickly notify AP MLD 1102 to stop buffering new
data for the old link, to stop transmission on the old link, to
move the left over data (e.g., buffered data for transmission
or re-transmission on the old link) from the old link to the
new link(s) or to re-buffer the left over data from host or
higher MAC to the new link(s), and/or start transmission
from the new link(s).

[0120] As illustrated in FIG. 11, AP 111056 is communi-
cating with STA 11265 using link 11064. In this example,
buffer 111356 (for example in the lower MAC layer of AP
11105) includes data (e.g., packets, frames, etc.) to be sent
to STA 1126b. According to some examples, link 11065
becomes immediately unavailable at 1103 (e.g., the connec-
tion on link 11065 is broken, the error and/or interferences
on link 11065 becomes more than an acceptable threshold,
etc.) In some examples, STA 11265 can transition from the
awake mode to the hibernation mode.

[0121] According to some examples, as an exemplary step
in the fast link switch, non-AP MLD 1104 can switch the
transceivers/radios from STA 11265 to STA 1126¢. Accord-
ing to some aspects of the disclosure, the switching from
STA 11265 to STA 1126¢ can include using a transceiver
(e.g., transceiver 220c¢ of FIG. 2) associated with link 1106¢
instead of the transceiver (e.g., transceiver 22056 of FIG. 2)
associated with link 11065. Additionally, or alternatively, the
switching from STA 11265 to STA 1126¢ can include
controlling a single transceiver (e.g., transceiver 220) to
operate at the frequency of link 1106¢ instead of operating
at the frequency of link 110654.

[0122] According to some examples, as another exem-
plary step in the fast link switch, STA 1126¢ can transition
from the hibernation mode to the awake mode and transmit
a frame 1101 to AP 1110c¢ to indicate that STA 1126¢ has
exited the hibernation mode. In some examples, frame 1101
can include, but not limited to, PS-Poll frame and/or
U-APSD Trigger frame. In some examples, STA 11265 can
use an A-Control field in a MAC header of frame 1101 to
indicate that STA 11265 is transitioning and/or has transi-
tioned to the awake mode.

[0123] According to some aspects, after receiving frame
1101, AP MLD 1102 can stop buffering new data in, for
example, buffer 11134. In this example, AP MLD 1102 can
stop moving new packets from buffer 1111 to buffer 11135.
Additionally, or alternatively, AP MLD 1102 can stop using
AP 111056 for transmitting data on link 11065. Additionally,
or alternatively, AP MLD 1102 can move the left over data
(e.g., buffered data for transmission or re-transmission in
buffer 11135) from buffer 11135 to buffer 1113¢ (and/or
other buffer(s) of other the new link(s)). AP MLD 1102 can
also re-buffer the left over data from buffer 11135 to buffer
1113¢. AP MLD 1102 can start using AP 1110¢ and link
1106¢ for transmitting the left over data and/or new data to
STA 1126¢ of non-AP MLD 1104.

[0124] FIG. 12 illustrates exemplary communications
between AP MLD 1202 and non-AP MLD 1204 to enter
and/or exit the hibernation mode during a fast link switch,
according to some aspects of the disclosure. Compared to
FIG. 6, FIG. 12 illustrates two APs 12105 and 1210c¢ of AP
MLD 1202 and two STAs 12265 and 1226¢ (virtual STA) of
non-AP MLD 1204. However, AP MLD 1202 can include
one or more other APs (for example, as illustrated in FIG. 6
for example) and non-AP MLD 1204 can include one or
more other STAs (for example, as illustrated in FIG. 6) and
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the aspects of the disclosure discussed with respect to FIG.
12 can be applied to all APs of AP MLD 1202 and/or all
STAs of non-AP MLD 1204. In the example of FIG. 12, STA
12265 is in an awake mode where STA 12265 is configured
to track DTIM Beacons, to send keep-alive message(s),
and/or to receive updated GTK/IGTK. In this example,
virtual STA 1226¢ is in the hibernation mode. According to
some examples, all TIDs (e.g., DL TIDs) are mapped to all
the links in AP MLD 1202 and/or all TIDs (e.g., UL TIDs)
are mapped to all the links in non-AP MLD 1204.

[0125] FIG. 12 illustrates one exemplary operation where
STA 12265 transitions from the awake mode to the hiber-
nation mode and STA 1226¢ transitions from the hibernation
mode to the awake mode. In this exemplary aspect, the
transition between links 12065 and 1206¢ is a fast link
switch.

[0126] As illustrated in FIG. 12, AP 12104 is communi-
cating with STA 12265 using link 12065. In this example,
buffer 121356 (for example in the lower MAC layer of AP
12105) includes data (e.g., packets, frames, etc.) to be sent
to STA 12265. According to some examples, link 12065
becomes unavailable (e.g., the connection on link 11065 is
broken, the error and/or interferences on link 12065
becomes more than an acceptable threshold, etc.) but link
12065 is still available for a short time. In some examples,
the short time can include a time to transmit one short frame.
In the exemplary aspect of FIG. 12, before STA 12265
transitions from the awake mode to the hibernation mode
and before link 12065 becomes unavailable, STA 12265
transmits a frame 1203 to AP 12105. In some examples, STA
12265b can use an A-Control field in a MAC header of frame
1203 to indicate that STA 12265 is transitioning to the awake
mode and/or that the fast link switching is occurring. For
example, STA 12265 can use an A-Control field in a MAC
header of frame 1203 to indicate to AP 12105 that a fast link
switch between links 12065 and 1206¢ is occurring. How-
ever, the aspects of this disclosure are not limited to this
example and frame 1203 can include other information to
indicate that the STA is transitioning to the hibernation
mode.

[0127] According to some aspects, after receiving frame
1203, AP MLD 1202 can stop buffering new data in, for
example, buffer 121354. In this example, AP MLD 1202 can
stop moving new packets from buffer 1211 to buffer 12135.
Additionally, or alternatively, AP MLLD 1202 can stop using
AP 121054 for transmitting data on link 12065. Additionally,
or alternatively, AP MLLD 1202 can move the left over data
(e.g., buffered data for transmission or re-transmission in
buffer 12135) from buffer 12135 to buffer 1213¢ (and/or
other buffer(s) of other the new link(s)). AP MLD 1202 can
also re-buffer the left over data from buffer 12135 to buffer
1213c.

[0128] According to some examples, as an exemplary step
in the fast link switch, non-AP MLD 1204 can switch the
transceivers/radios from STA 12265 to STA 1226¢. Accord-
ing to some aspects of the disclosure, the switching from
STA 12265 to STA 1226c¢ can include using a transceiver
(e.g., transceiver 220c¢ of FIG. 2) associated with link 1206¢
instead of the transceiver (e.g., transceiver 22056 of FIG. 2)
associated with link 12065. Additionally, or alternatively,
the switching from STA 12265 to STA 1226c¢ can include
controlling a single transceiver (e.g., transceiver 220) to
operate at the frequency of link 1206¢ instead of operating
at the frequency of link 12065.
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[0129] According to some examples, as another exem-
plary step in the fast link switch, STA 1226¢ can transition
from the hibernation mode to the awake mode and transmit
a frame 1201 to AP 1210c¢ to indicate that STA 1226¢ has
exited the hibernation mode. In some examples, frame 1201
can include, but not limited to, PS-Poll frame and/or
U-APSD Trigger frame to indicate that STA 12265 is
transitioning and/or has transitioned to the awake mode.
[0130] According to some aspects, after receiving frame
1201, AP MLD 1202 can start using AP 1210c¢ and link
1206¢ for transmitting the left over data and/or new data to
STA 1226¢ of non-AP MLD 1204.

[0131] FIG. 13 illustrates an example frame format, which
can be communicated between an AP MLD and a non-AP
MLD to communicate that a STA is entering (or has exited)
the hibernation mode, according to some aspects of the
disclosure. For example, FIG. 13 illustrates an exemplary
format of frame 1301. The exemplary format of frame 1301
can be the exemplary format of one or more of frames 903,
1003, 1101, and/or 1203. According to some aspects, frame
1301 can include MAC header 1303, frame body (e.g., MAC
service data unit (MSDU) and/or aggregated MSDU
(A-MDSU)) 1306, and Frame Check Sequence (FCS—for,
for example, error-detection and/or additional padding)
1308. It is noted that the length information provided for
each field and/or subfield of frame 1301 is exemplary length
information and the aspects of this disclosure are not limited
to these examples.

[0132] In some examples, MAC header 1303 can include
fields such as, but not limited to, frame control, duration
field, address(es) (e.g., one or more source addresses, one or
more destination addresses, etc.), sequence control, quality
of'service (QoS) control, and HT control 1305 as understood
by a person of ordinary skill in art. In the aspects of this
disclosure, one or more fields of the MAC header 1303 (such
as, but not limited to, HT control field 1305) can be used to
communicate to an AP MLD that that a STA of a non-AP
MLD is entering (or has exited) the hibernation mode.
[0133] In some examples, MAC header 1303 can also
include QoS control field 1310. QoS control field 1310 can
include a field indicating the traffic identifier (TID). In a
non-limiting example, the TID field of QoS control field
1310 can include four bits. The TID can indicate the stream
of frames to which frame 1301 (and/or frame body 1306)
belongs.

[0134] An example format of HT control field 1305 can
include two bits VHT (Very High Throughput) 1312 and HE
(High Efficiency) 1314. Depending on the values of these
two bits, a receiver device that receives HT control field
1305 (e.g., an AP MLD) can determine the purpose and
format of HT control field 1305 and decode HT control field
1305 accordingly. For example, if the value of VHT 1312 bit
is “0”, HT control field 1305 is an HT (High Throughput)
variant. If the value of VHT 1312 bit is “1” and the value of
HE 1314 bit is “0”, HT control field 1305 is a VHT (Very
High Throughput) variant. If the value of VHT 1312 bit is
“1” and the value of HE 1314 bit is “1”, HT control field
1305 is an HE (High Efficiency) variant.

[0135] According to some aspects, when a receiver device
(e.g., AP MLD) receives the frame 1301 having MAC
header 1303 including HT control field 1305 with the value
of VHT 1312 bit being “1” and the value of HE 1314 bit
being “1”, the receiver device knows that the rest of HT
control field 1305 is A-control field 1307. Therefore, the
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receiver device can decode A-control field 1307 accordingly.
In some examples, A-control field 1307 can include 30 bits.
But the aspects of this disclosure are not limited to this
example.

[0136] In some aspects, A-control field 1307 can include
different control subfields 13094-13097 and a padding field.
In some examples, control subfields 13094-1309% can each
have variable sizes. The padding subfield can have 0 or more
bits. The non-AP MLD can be configured to use one or more
control subfields 1309 to communicate that a STA of the
non-AP MLD is entering (or has exited) the hibernation
mode, according to some aspects.

[0137] For example, a control subfield 13094 of A-control
field 1307 can include one or more of control identifier (ID)
1311 and control information 1313. According to some
aspects, control ID 1311 is set to a value not used for other
purposes to communicate that a STA of the non-AP MLD is
entering (or has exited) the hibernation mode. In some
examples, a value of “1” for control ID 1311 can signal an
operating mode of a STA of the non-AP MLD. In some
examples, values of 7-14 for control ID 1311 are reserved.
In some aspects, one or more these values can be used to
communicate to the AP-MLD that a STA of the non-AP
MLD is entering (or has exited) the hibernation mode
[0138] FIG. 14 illustrates an example method 1400 for a
wireless system supporting and implementing a hibernation
mode for multi-link wireless communication networks such
as a wireless local area network (WL AN), according to some
aspects of the disclosure. As a convenience and not a
limitation, FIG. 14 may be described with regard to elements
of FIGS. 1-13. Method 1400 may represent the operation of
an electronic device (e.g., an AP MLD and/or a non-AP
MLD as discussed in this disclosure) implementing a hiber-
nation mode for multi-link wireless communication net-
works. Method 1400 may also be performed by system 200
of FIG. 2 and/or computer system 1500 of FIG. 15. But
method 1400 is not limited to the specific aspects depicted
in those figures and other systems may be used to perform
the method as will be understood by those skilled in the art.
It is to be appreciated that not all operations may be needed,
and the operations may not be performed in the same order
as shown in FIG. 14.

[0139] At 1402, a first message can be transmitted, using
a first station (STA) of a first multi-link device (MLD) and
on a first link of a wireless network, to a second MLD.
According to some examples, the first message can indicate
that a second STA of the first MLD associated with a second
link of the wireless network is in a hibernation mode. For
example, the first MLLD can include a non-AP MLD com-
municating with an AP MLD during, for example, an
association operation that a second STA of the non-AP MLD
is in the hibernation mode. According to some examples, the
non-AP MLD can include one or more processors commu-
nicatively coupled to the first and second STAs and config-
ured to control an operation of the first and second STA. In
some examples, the one or more processors are configured
to transmit, using the first STA, the message to the second
MLD.

[0140] In some examples, the message can include an
association request transmitted during the association of the
first MLD and the second MLD. Additionally, the message
can further include a request to map one or more traffic
identifiers (TIDs) at the second MLD to the first and second
links.
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[0141] After the first and second MLDs are associated, the
first and second MLDs can communicate at least one of a
data frame, a management frame, or a control frame. For
example, at 1404, the first MLLD communicates, using the
first STA and on the first link, with the second MLD at least
one of a data frame, a management frame, or a control frame.
[0142] According to some examples, the first MLLD can be
configured to transmit keep-alive message(s) to the second
MLD as discussed above with respect to, for example, FIG.
8. For example, at 1406, a keep-alive message is transmitted
(using, for example, one or more processors and using the
first STA) within a minimum (e.g., the shorter) of a first time
period and a second time period. In some examples, the first
time period is a first idle period (e.g., a first maximum idle
period) associated with the first STA and/or the first link and
the second time period is a second idle period (e.g., a second
maximum idle period) associated with the second STA
and/or the second link.

[0143] According to some examples, the first MLLD can be
configured to receive at least one of an updated Group
Temporal Key (GTK) or an updated Integrity GTK (IGTK)
from the second MLD as discussed above with respect to,
for example, FIG. 8. For example, at 1408, at least one of an
updated Group Temporal Key (GTK) or an updated Integrity
GTK (IGTK) associated with the second STA in the hiber-
nation mode is received from the second MLD using, for
example, one or more processors and using the first STA.
[0144] At 1410, one or more operations associated with
entering and/or exiting the hibernation mode during a link
transition can be performed as discussed with respect to
FIGS. 9A, 9B, and 10.

[0145] In one example, 1410 can include transmitting,
using the second STA and in response to the second STA
transitioning to an awake mode, a frame to the second MLLD
indicating that the second STA has exited the hibernation
mode and controlling the first STA to enter the hibernation
mode. In some examples, the first STA includes a first
transceiver and the second STA includes a second trans-
ceiver different from the first transceiver.

[0146] In one example, 1410 can include transmitting,
using the first STA, a first frame to the second MLD
indicating that the first STA is transitioning to the hiberna-
tion mode and transitioning the second STA from the hiber-
nation mode to an awake mode. 1410 can further include
transmitting, using the second STA and in response to the
second STA transitioning to the awake mode, a second frame
to the second MLD indicating that the second STA has
exited the hibernation mode. In some examples, transition-
ing the second STA from the hibernation mode to the awake
mode can include controlling a transceiver of the first MLLD
associated with the first STA and the second STA to operate
at a frequency associated with the second link.

[0147] At 1412, one or more operations associated with
entering and/or exiting the hibernation mode during a fast
link switch can be performed as discussed with respect to
FIGS. 11 and 12.

[0148] In one example, 1412 can include determining that
the first link is not available (e.g., the connection on first link
is broken, the error and/or interferences on the first becomes
more than an acceptable threshold, etc.). In response to the
determination, 1412 can further include controlling the first
STA to transition from an awake mode to the hibernation
mode and transitioning the second STA from the hibernation
mode to the awake mode. 1412 can also include transmitting
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a frame, using the second STA, to the second MLD indi-
cating that the second STA has exited the hibernation mode.
In some examples, transitioning the second STA from the
hibernation mode to the awake mode can include controlling
a transceiver of the first MLD associated with the first STA
and the second STA to operate at a frequency associated with
the second link.

[0149] In one example, 1412 can include determining that
the first link is not available and in response to the deter-
mination, transmitting, using the first link, a first frame to
second MLD indicating that a link switch is occurring. 1412
can also include controlling the first STA to transition from
an awake mode to the hibernation mode and transitioning
the second STA from the hibernation mode to the awake
mode. 1412 can also include transmitting a frame, using the
second STA, to the second MLD indicating that the second
STA has exited the hibernation mode. In some examples,
transitioning the second STA from the hibernation mode to
the awake mode can include controlling a transceiver of the
first MLD associated with the first STA and the second STA
to operate at a frequency associated with the second link.
[0150] Various aspects can be implemented, for example,
using one or more computer systems, such as computer
system 1500 shown in FIG. 15. Computer system 1500 can
be any well-known computer capable of performing the
functions described herein such as devices 110, 120 of FIGS.
1A and 1B, or 200 of FIG. 2. Computer system 1500
includes one or more processors (also called central pro-
cessing units, or CPUs), such as a processor 1504. Processor
1504 is connected to a communication infrastructure 1506
(e.g., a bus.) Computer system 1500 also includes user
input/output device(s) 1503, such as monitors, keyboards,
pointing devices, etc., that communicate with communica-
tion infrastructure 1506 through user input/output interface
(s) 1502. Computer system 1500 also includes a main or
primary memory 1508, such as random access memory
(RAM). Main memory 1508 may include one or more levels
of cache. Main memory 1508 has stored therein control logic
(e.g., computer software) and/or data.

[0151] Computer system 1500 may also include one or
more secondary storage devices or memory 1510. Second-
ary memory 1510 may include, for example, a hard disk
drive 1512 and/or a removable storage device or drive 1514.
Removable storage drive 1514 may be a floppy disk drive,
a magnetic tape drive, a compact disk drive, an optical
storage device, tape backup device, and/or any other storage
device/drive.

[0152] Removable storage drive 1514 may interact with a
removable storage unit 1518. Removable storage unit 1518
includes a computer usable or readable storage device
having stored thereon computer software (control logic)
and/or data. Removable storage unit 1518 may be a floppy
disk, magnetic tape, compact disk, DVD, optical storage
disk, and/any other computer data storage device. Remov-
able storage drive 1514 reads from and/or writes to remov-
able storage unit 1518 in a well-known manner.

[0153] According to some aspects, secondary memory
1510 may include other means, instrumentalities or other
approaches for allowing computer programs and/or other
instructions and/or data to be accessed by computer system
1500. Such means, instrumentalities or other approaches
may include, for example, a removable storage unit 1522
and an interface 1520. Examples of the removable storage
unit 1522 and the interface 1520 may include a program
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cartridge and cartridge interface (such as that found in video
game devices), a removable memory chip (such as an
EPROM or PROM) and associated socket, a memory stick
and USB port, a memory card and associated memory card
slot, and/or any other removable storage unit and associated
interface.

[0154] Computer system 1500 may further include a com-
munication or network interface 1524. Communication
interface 1524 enables computer system 1500 to communi-
cate and interact with any combination of remote devices,
remote networks, remote entities, etc. (individually and
collectively referenced by reference number 1528). For
example, communication interface 1524 may allow com-
puter system 1500 to communicate with remote devices
1528 over communications path 1526, which may be wired
and/or wireless, and which may include any combination of
LANs, WANSs, the Internet, etc. Control logic and/or data
may be transmitted to and from computer system 1500 via
communication path 1526.

[0155] The operations in the preceding aspects can be
implemented in a wide variety of configurations and archi-
tectures. Therefore, some or all of the operations in the
preceding aspects may be performed in hardware, in soft-
ware or both. In some aspects, a tangible, non-transitory
apparatus or article of manufacture includes a tangible,
non-transitory computer useable or readable medium having
control logic (software) stored thereon is also referred to
herein as a computer program product or program storage
device. This includes, but is not limited to, computer system
1500, main memory 1508, secondary memory 1510 and
removable storage units 1518 and 1522, as well as tangible
articles of manufacture embodying any combination of the
foregoing. Such control logic, when executed by one or
more data processing devices (such as computer system
1500), causes such data processing devices to operate as
described herein.

[0156] Based on the teachings contained in this disclosure,
it will be apparent to persons skilled in the relevant art(s)
how to make and use aspects of the disclosure using data
processing devices, computer systems and/or computer
architectures other than that shown in FIG. 15. In particular,
aspects may operate with software, hardware, and/or oper-
ating system implementations other than those described
herein.

[0157] Itis to be appreciated that the Detailed Description
section, and not the Summary and Abstract sections, is
intended to be used to interpret the claims. The Summary
and Abstract sections may set forth one or more, but not all,
exemplary aspects of the disclosure as contemplated by the
inventor(s), and thus, are not intended to limit the disclosure
or the appended claims in any way.

[0158] While the disclosure has been described herein
with reference to exemplary aspects for exemplary fields and
applications, it should be understood that the disclosure is
not limited thereto. Other aspects and modifications thereto
are possible, and are within the scope and spirit of the
disclosure. For example, and without limiting the generality
of this paragraph, aspects are not limited to the software,
hardware, firmware, and/or entities illustrated in the figures
and/or described herein. Further, aspects (whether or not
explicitly described herein) have significant utility to fields
and applications beyond the examples described herein.
[0159] Aspects have been described herein with the aid of
functional building blocks illustrating the implementation of
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specified functions and relationships thereof. The boundar-
ies of these functional building blocks have been arbitrarily
defined herein for the convenience of the description. Alter-
nate boundaries can be defined as long as the specified
functions and relationships (or equivalents thereof) are
appropriately performed. In addition, alternative aspects
may perform functional blocks, steps, operations, methods,
etc. using orderings different from those described herein.
[0160] References herein to “one aspect,” “an aspect,”
“some aspects,” “an example,” “some examples” or similar
phrases, indicate that the aspect described may include a
particular feature, structure, or characteristic, but every
aspect may not necessarily include the particular feature,
structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same aspect. Further, when a
particular feature, structure, or characteristic is described in
connection with an aspect, it would be within the knowledge
of persons skilled in the relevant art(s) to incorporate such
feature, structure, or characteristic into other aspects
whether or not explicitly mentioned or described herein.
[0161] The breadth and scope of the disclosure should not
be limited by any of the above-described exemplary aspects,
but should be defined only in accordance with the following
claims and their equivalents.

[0162] As described above, aspects of the present tech-
nology may include the gathering and use of data available
from various sources, e.g., to improve or enhance function-
ality. The present disclosure contemplates that in some
instances, this gathered data may include personal informa-
tion data that uniquely identifies or can be used to contact or
locate a specific person. Such personal information data can
include demographic data, location-based data, telephone
numbers, email addresses, Twitter ID’s, home addresses,
data or records relating to a user’s health or level of fitness
(e.g., vital signs measurements, medication information,
exercise information), date of birth, or any other identifying
or personal information. The present disclosure recognizes
that the use of such personal information data, in the present
technology, may be used to the benefit of users.

[0163] The present disclosure contemplates that the enti-
ties responsible for the collection, analysis, disclosure, trans-
fer, storage, or other use of such personal information data
will comply with well-established privacy policies and/or
privacy practices. In particular, such entities should imple-
ment and consistently use privacy policies and practices that
are generally recognized as meeting or exceeding industry or
governmental requirements for maintaining personal infor-
mation data private and secure. Such policies should be
easily accessible by users, and should be updated as the
collection and/or use of data changes. Personal information
from users should be collected for legitimate and reasonable
uses of the entity and not shared or sold outside of those
legitimate uses. Further, such collection/sharing should only
occur after receiving the informed consent of the users.
Additionally, such entities should consider taking any
needed steps for safeguarding and securing access to such
personal information data and ensuring that others with
access to the personal information data adhere to their
privacy policies and procedures. Further, such entities can
subject themselves to evaluation by third parties to certify
their adherence to widely accepted privacy policies and
practices. In addition, policies and practices should be
adapted for the particular types of personal information data
being collected and/or accessed and adapted to applicable
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laws and standards, including jurisdiction-specific consid-
erations. For instance, in the US, collection of, or access to,
certain health data may be governed by federal and/or state
laws, such as the Health Insurance Portability and Account-
ability Act (HIPAA); whereas health data in other countries
may be subject to other regulations and policies and should
be handled accordingly. Hence different privacy practices
should be maintained for different personal data types in
each country.
[0164] Despite the foregoing, the present disclosure also
contemplates embodiments in which users selectively block
the use of, or access to, personal information data. That is,
the present disclosure contemplates that hardware and/or
software elements can be provided to prevent or block
access to such personal information data. For example, the
present technology may be configurable to allow users to
selectively “opt in” or “opt out” of participation in the
collection of personal information data, e.g., during regis-
tration for services or anytime thereafter. In addition to
providing “opt in” and “opt out” options, the present dis-
closure contemplates providing notifications relating to the
access or use of personal information. For instance, a user
may be notified upon downloading an app that their personal
information data will be accessed and then reminded again
just before personal information data is accessed by the app.
[0165] Moreover, it is the intent of the present disclosure
that personal information data should be managed and
handled in a way to minimize risks of unintentional or
unauthorized access or use. Risk can be minimized by
limiting the collection of data and deleting data once it is no
longer needed. In addition, and when applicable, including
in certain health related applications, data de-identification
can be used to protect a user’s privacy. De-identification
may be facilitated, when appropriate, by removing specific
identifiers (e.g., date of birth, etc.), controlling the amount or
specificity of data stored (e.g., collecting location data a city
level rather than at an address level), controlling how data is
stored (e.g., aggregating data across users), and/or other
methods.
[0166] Therefore, although the present disclosure may
broadly cover use of personal information data to implement
one or more various disclosed embodiments, the present
disclosure also contemplates that the various embodiments
can also be implemented without the need for accessing such
personal information data. That is, the various embodiments
of the present technology are not rendered inoperable due to
the lack of all or a portion of such personal information data.
1. (canceled)
2. A multi-link device (MLD), comprising:
a first station (STA) associated with a first link of a
wireless network and configured to communicate with
a second MLD over the first link;
a second STA associated with a second link of the wireless
network, wherein the second STA is in a first mode; and
one or more processors communicatively coupled to the
first and second STAs and configured to:
transition the first STA from a second mode to the first
mode, wherein the first mode causes the first STA to
use less power than the second mode;
transition the second STA from the first mode to the
second mode; and
transmit a frame, using the second STA, to the second
MLD indicating that the second STA has exited the
first mode.
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3. The MLD of claim 2, wherein the one or more
processors are configured to transition the first STA from the
second mode to the first mode before transitioning the
second STA from the first mode to the second mode.

4. The MLD of claim 3, wherein the one or more
processors are further configured to transmit, using the first
link, a second frame to the second MLD indicating that a
link switch is occurring before transitioning the first STA
from the second mode to the first mode.

5. The MILD of claim 2, wherein the one or more
processors are configured to:

transmit, using the first link, a second frame to the second

MLD indicating that the first STA is transitioning from
the second mode to the first mode; and

transition the first STA from the second mode to the first

mode after transitioning the second STA from the first
mode to the second mode.

6. The MILD of claim 2, wherein the one or more
processors are further configured to:

transmit, using the first STA on the first link, a message to

the second MLD indicating that the second STA is in
the first mode, wherein the message comprises an
association request transmitted during an association of
the MLD and the second MLD and wherein the mes-
sage further comprises a request for the second MLD to
map one or more traffic identifiers (TIDs) to the first
and second links.

7. The MLD of claim 2, wherein the one or more
processors are further configured to transmit, using the first
STA, a keep-alive message within a shorter of a first time
period that corresponds to a first idle period associated with
the first STA and a second time period that corresponds to a
second idle period associated with the second STA.

8. The MLD of claim 2, wherein the one or more
processors are further configured to receive, using the first
STA and from the second MLD, at least one of an updated
Group Temporal Key (GTK) or an updated Integrity GTK
(IGTK) associated with the second STA.

9. The MLD of claim 2, wherein the one or more
processors are further configured to:

in response to determining that the first link is unavail-

able, control the first STA to transition from the second
mode to the first mode.

10. The MLD of claim 2, wherein:

when in the first mode, the second STA does not rack

Delivery Traffic Indication Map (DTIM) beacons, and
when in the second mode, the second STA tracks DTIM
beacons.

11. The MLD of claim 2, wherein the one or more
processors do not perform management handshakes to enter
or exit the first mode.

12. A method, comprising:

communicating on a first link of a wireless network, using

a first station (STA) of a first multi-link device (MLD),
at least one of a data frame, a management frame, or a
control frame with a second MLD when a second STA
of the first MLD associated with a second link of the
wireless network is in a first mode;

transitioning the first STA from a second mode to the first

mode, wherein the first mode comprises a lower power
mode than the second mode;

transitioning the second STA from the first mode to the

second mode; and
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transmitting a frame, using the second STA, to the second
MLD indicating that the second STA has exited the first
mode.

13. The method of claim 12, wherein transitioning the first
STA from the second mode to the first mode occurs before
transitioning the second STA from the first mode to the
second mode.

14. The method of claim 12, wherein the method further
comprises transmitting, using the first link, a second frame
to the second MLD indicating that a link switch is occurring,
wherein the transmitting occurs before transitioning the first
STA from the second mode to the first mode.

15. The method of claim 12, wherein transitioning the first
STA from the second mode to the first mode occurs after
transitioning the second STA from the first mode to the
second mode and the method further comprises:

transmitting, using the first link, a second frame to the

second MLD indicating that the first STA is transition-
ing from the second mode to the first mode.

16. The method of claim 12, wherein:

when in the first mode, the second STA does not track

Delivery Traffic Indication Map (DTIM) beacons, and
when in the second mode, the second STA tracks the
DTIM beacons.

17. A non-transitory computer-readable medium storing
instructions that, when executed by a processor of a first
multi-link device (MLD), cause the first MLLD to perform
operations, comprising:

communicating on a first link of a wireless network, using

a first station (STA) of the first MLD, at least one of a
data frame, a management frame, or a control frame
with a second MLD, wherein a second STA of the first
MLD associated with a second link of the wireless
network is in a first mode;
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transitioning the first STA from a second mode to the first
mode, wherein the first mode comprises a lower power
mode than the second mode;

transitioning the second STA from the first mode to the
second mode; and

transmitting a frame, using the second STA, to the second
MLD indicating that the second STA has exited the first
mode.

18. The non-transitory computer-readable medium of
claim 17, wherein transitioning the first STA from the
second mode to the first mode occurs before transitioning
the second STA from the first mode to the second mode.

19. The non-transitory computer-readable medium of
claim 17, the operations further comprising transmitting,
using the first link, a second frame to the second MLD
indicating that a link switch is occurring, wherein the
transmitting occurs before transitioning the first STA from
the second mode to the first mode.

20. The non-transitory computer-readable medium of
claim 17, wherein transitioning the first STA from the
second mode to the first mode occurs after transitioning the
second STA from the first mode to the second mode, and the
operations further comprising:

transmitting, using the first link, a second frame to the

second MLD indicating that the first STA is transition-
ing from the second mode to the first mode.

21. The non-transitory computer-readable medium of
claim 17, the operations further comprising receiving, using
the first STA and from the second MLD, at least one of an
updated Group Temporal key (GTK) or an updated Integrity
GTK (IGTK) associated with the second STA

#* #* #* #* #*



