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METHOD FOR CONTROLLING ACCESS TO 
A VEHICLE 

CROSS REFERENCE 

[ 0001 ] The present application is a divisional application 
of U.S. patent application Ser . No. 15 / 524,746 , filed May 5 , 
2017 , which is a U.S. National Phase of International 
Application PCT / EP2015 / 072419 , filed Sep. 29 , 2015 , and 
claims the benefit under 35 U.S.C. $ 119 of German Patent 
Application No. DE 102014224080.8 , filed on Nov. 26 , 
2014 , all of which are hereby incorporated by reference in 
their entireties . 

FIELD 

[ 0002 ] The present invention relates to a method for 
controlling access to a vehicle . Moreover , the present inven 
tion relates to a system for controlling access to a vehicle . 
Moreover , the present invention relates to a parking system 
for vehicles and an access control system for controlling 
access to a vehicle . Moreover , the present invention relates 
to a vehicle , a user for a communication network , a method 
for operating a user for a communication network , and a 
computer program . 

BACKGROUND INFORMATION 

[ 0003 ] German Patent Application No. DE 10 2012 222 
562 A1 describes a system for managed parking lots for 
transferring a vehicle from a start position to a target 
position . 
[ 0004 ] In fully automated ( autonomous ) so - called valet 
parking , a vehicle is parked by its driver at a drop - off point , 
for example in front of a parking deck , and from there the 
vehicle drives itself into a parking position / parking space 
and back to the drop - off point . 
[ 0005 ] For autonomous valet parking , it is generally nec 
essary for an operator of a parking facility to have access to 
the vehicle in order to guide it from a drop - off position to the 
parking position , or to provide the vehicle with an appro 
priate start signal so that the vehicle autonomously drives to 
the parking position . This similarly applies for a return of the 
vehicle from the parking position to the drop - off position . 
[ 0006 ] Electronic or virtual keys which are analogous to 
physical keys are generally used to obtain remote access to 
the vehicle . Similarly as for physical keys , with virtual or 
electronic keys it must also be ensured that they are not 
misused for unauthorized access . 

[ 0010 ] According to another aspect , a system for control 
ling access to a vehicle is provided , which includes a key 
management server that is designed for deactivating an 
electronic key for accessing one or multiple vehicle com 
ponents after the vehicle is switched off in order to park the 
vehicle in a parking position , so that an attempt to access the 
one or multiple vehicle components of the parked vehicle 
with the aid of the deactivated electronic key may be 
prevented . 
[ 0011 ] According to another aspect , a parking system for 
vehicles is provided , which includes a parking facility and 
the system for controlling access to a vehicle . 
[ 0012 ] According to another aspect , an access control 
system for controlling access to a vehicle is provided , which 
includes a communication interface that is designed for 
receiving via a communication network a deactivation signal 
for deactivating , or an activation signal for activating , an 
electronic key for accessing one or multiple vehicle com 
ponents after the vehicle is switched off in order to park the 
vehicle in a parking position , so that the access control 
system may have knowledge that the electronic key has 
access , or no longer has access , to the one or multiple 
vehicle components , the access control system also being 
designed for allowing guided access , with the aid of an 
activated electronic key , to the one or multiple vehicle 
components , and for preventing guided access with the aid 
of a deactivated electronic key . 
[ 0013 ] According to another aspect , a vehicle is provided 
which includes the access control system for controlling 
access to a vehicle . 
[ 0014 ] According to yet another aspect , a user for a 
communication network is provided , which includes a pro 
cessor that is designed for ascertaining a deactivation signal 
or activation signal for an access control system of a vehicle 
for controlling the access to one or multiple vehicle com 
ponents , and a communication interface that is designed for 
transmitting the deactivation signal or activation signal to 
the access control system via a communication network , so 
that the access control system may have knowledge that the 
electronic key has access , or no longer has access , to the one 
or multiple vehicle components . 
[ 0015 ] According to another aspect , a method for operat 
ing a user for a communication network is provided , the user 
ascertaining a deactivation signal or activation signal for an 
access control system of a vehicle for controlling the access 
to one or multiple vehicle components , and transmitting the 
deactivation signal or activation signal to the access control 
system via a communication network , so that the access 
control system may have knowledge that the electronic key 
has access , or no longer has access , to the one or multiple 
vehicle components . 
[ 0016 ] According to another aspect , a computer program 
is provided , which includes program code for carrying out 
the method for controlling access to a vehicle and / or for 
controlling a method for operating a user for a communi 
cation network when the computer program is executed on 
a computer . 
[ 0017 ] The present invention thus encompasses in particu 
lar deactivating an electronic or virtual key , with the aid of 
which one or multiple vehicle components may be accessed 
after the vehicle is switched off . This means that after the 
vehicle is switched off , the electronic key may no longer be 
used to access the one or multiple vehicle components due 
to the fact that it has been deactivated , in particular invali 

SUMMARY 

[ 0007 ] An object of the present invention may therefore be 
regarded as providing an efficient way via which unauthor 
ized access to a vehicle with the aid of an electronic key may 
be prevented . 
[ 0008 ] Advantageous embodiments of the present inven 
tion are described herein . 
[ 0009 ] According to one aspect of the present invention , a 
method for controlling access to a vehicle is provided , an 
electronic key for accessing one or multiple vehicle com 
ponents being deactivated after the vehicle is switched off in 
order to park the vehicle in a parking position , so that an 
attempt to access the one or multiple vehicle components of 
the vehicle , parked in the parking position , with the aid of 
the deactivated electronic key may be prevented . 
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dated . Thus , authorizations and / or access rights have pref 
erably been advantageously withdrawn from the electronic 
key . Using the electronic key to access the one or multiple 
vehicle components after the vehicle is switched off , i.e. , 
while the vehicle is parked in the parking position , may thus 
be advantageously prevented . Thus , during the time the 
vehicle is parked , no unauthorized access to the vehicle with 
the aid of the electronic key may take place . Thus , for 
example , the electronic key may no longer be used to open 
and / or start the vehicle . Driving operations that are not 
allowed , for example illegal , for example by an employee or 
by third parties , as well as theft from the vehicle or theft of 
the vehicle , may thus be advantageously prevented . 
[ 0018 ] According to one specific embodiment , the com 
munication network includes a WLAN network and / or a 
mobile communications network . 
[ 0019 ] In one specific embodiment , a communication via 
the communication network is encrypted . 
[ 0020 ] Within the meaning of the present invention , a 
parking facility may also be referred to as a parking lot , and 
is used as a parking area for vehicles . The parking facility 
thus forms in particular a contiguous area that includes 
multiple parking spaces ( for a parking facility on private 
property ) , or parking positions ( for a parking facility on 
public property ) . According to one specific embodiment , the 
parking facility may include a parking deck . In particular , 
the parking facility includes a parking garage . 
[ 0021 ] Within the meaning of the present invention , 
“ autonomous ” means in particular that the vehicle navigates 
or drives or is guided in the parking facility independently , 
i.e. , without intervention by a driver . The vehicle thus drives 
independently in the parking facility without a driver having 
to steer the vehicle . Guiding includes in particular transverse 
and / or longitudinal guidance of the vehicle . Such an autono 
mously driving vehicle , which may automatically park and 
unpark , is referred to as an AVP vehicle , for example . AVP 
stands for “ automatic valet parking . ” Vehicles without this 
AVP functionality are referred to as normal vehicles , for 
example . 
[ 0022 ] According to one specific embodiment , the vehicle 
is guided remotely controlled . This means that a vehicle 
external remote control device is provided which guides the 
vehicle , i.e. , is appropriately designed for the remote con 
trol . 
[ 0023 ] Within the meaning of the present invention , a 
drop - off position ( also referred to as a drop - off point ) is a 
position at which a driver of the vehicle may leave his / her 
vehicle for an autonomous parking operation , and at which 
he / she may pick up the vehicle at a later point in time . 
[ 0024 ] Within the meaning of the present invention , a 
parking position is a position at which the vehicle is to 
autonomously park . 
[ 0025 ] In one specific embodiment , it is provided that the 
vehicle autonomously navigates or drives , or is guided 
remotely controlled , from the drop - off position to the park 
ing position . 
[ 0026 ] In another specific embodiment , it is provided that 
the vehicle parks autonomously in the parking position or 
parks remotely controlled . 
[ 0027 ] In another specific embodiment , it is provided that 
the vehicle autonomously unparks from the parking position 
or unparks remotely controlled . 

[ 0028 ] According to another specific embodiment , it is 
provided that the vehicle autonomously navigates or drives , 
or is guided remotely controlled , from the parking position 
to the drop - off position . 
[ 0029 ] According to one specific embodiment , it is pro 
vided that the deactivated electronic key is reactivated , so 
that the one or multiple vehicle components may be 
accessed with the aid of the activated electronic key . 
[ 0030 ] This may yield in particular the technical advan 
tage that a new electronic key for accessing the one or 
multiple vehicle components does not have to be generated 
or created . This is because the deactivated electronic key 
may now be efficiently reused , provided that it has been 
reactivated . 
[ 0031 ] Instead of or in addition to activating the deacti 
vated key , according to one specific embodiment it is 
provided that an additional electronic key is provided for the 
access . According to one specific embodiment , the addi 
tional key is transmitted or sent via the communication 
network to the key management server and / or the system 
and / or to the vehicle . The additional key may be generated 
or created anew , for example with the aid of a terminal , 
preferably with the aid of a mobile terminal . Thus , for 
example , a driver may create or generate a new electronic 
key with the aid of his / her mobile terminal , and via the 
communication network , transmit it with the aid of his / her 
terminal to other users of the communication network , for 
example to the vehicle , to the system , and / or to the key 
management server . 
[ 0032 ] In accordance with an example embodiment of the 
present invention , a new key is generated or created which 
may be used for accessing the vehicle . 
[ 0033 ] The new or additional key may , for example , 
reactivate the deactivated key . This means that the new or 
additional key is used for activating the deactivated key . The 
new or additional key may , for example , be used directly for 
accessing the vehicle , i.e. , the vehicle components . 
[ 0034 ] Access control may be carried out even more easily 
and efficiently by using an additional key . 
[ 0035 ] According to another specific embodiment , it is 
provided that for the deactivation or activation , a deactiva 
tion signal or activation signal is received , via a communi 
cation network , from an access control system of the vehicle 
for controlling the access to the one or multiple vehicle 
components , so that the access control system has knowl 
edge that the electronic key has access , or no longer has 
access , to the one or multiple vehicle components . 
[ 0036 ] This may yield in particular the technical advan 
tage that , regardless of a key management server that be 
present , the vehicle may be informed that the electronic key 
is to be deactivated or activated . The access control system 
thus advantageously has knowledge or information that the 
electronic key is to have access , or is no longer to have 
access , to the one or multiple vehicle components . This 
means that in the event of misuse of a key management 
server , which , for example , has improperly not deactivated 
an electronic key , a further security net is established in such 
a way that the access control system either accepts or blocks 
the electronic key . Thus , for example , a driver of the vehicle 
may transmit the deactivation signal or the activation signal 
via the communication network to the access control system 
of the vehicle via his / her mobile terminal , generally his / her 
terminal , for example a smart phone , for example a mobile 
telephone . The access control system thus withdraws appro 

may 
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key may , and should , remain deactivated . Activating the key 
earlier could increase the risk of misuse . 
[ 0043 ] In another specific embodiment , it is provided that 
the electronic key deactivates itself after a predefined deac 
tivation time . This yields in particular the technical advan 
tage that the electronic key deactivates itself without further 
action . An additional security net against misuse of the 
electronic key is thus advantageously established . If , for 
example , a key management server were compromised 
and / or a communication network for transmitting deactiva 
tion instructions were interfered with , the electronic key 
would still deactivate itself after the predefined deactivation 
time . 
[ 0044 ] According to another specific embodiment , it is 
provided that the switching off of the vehicle is monitored 
with the aid of a vehicle - external monitoring system , an end 
of the switching off being detected based on the monitoring . 
This yields in particular the technical advantage that an end 
of the switching off may be detected , and in this regard a 
beginning of the parking may be recognized . This means in 
particular that a point in time at which the electronic key is 
to be deactivated and then reactivated may be recognized or 
detected . 
[ 0045 ] According to one specific embodiment , the moni 
toring system includes one or multiple video cameras and / or 
one or multiple radar sensors and / or one or multiple ultra 
sonic sensors and / or one or multiple LIDAR sensors and / or 
one or multiple laser sensors and / or one or multiple photo 
electric barriers and / or one or multiple door opening sen 
sors . 

priate access rights or authorizations from the electronic key , 
or declares it to be invalid . Similarly , for an activation , the 
access control system may reassign access rights or autho 
rizations to the electronic key or once again declare it to be 
valid . This means in particular that the access control system 
blocks access with the aid of an electronic key in response 
to the deactivation signal . In response to an activation signal , 
the access control system accepts access to the one or 
multiple vehicle components with the aid of the electronic 
key . 
[ 0037 ] This means that in the case of a remote or vehicle 
external access to the one or multiple vehicle components 
with the aid of the electronic key , even when the electronic 
key is otherwise still valid or activated , the access control 
system still prevents or blocks , i.e. , does not permit , the 
access when it has received a deactivation signal . 
[ 0038 ] In another specific embodiment , it is provided that 
prior to parking , the electronic key is received by a key 
management server via a communication network , the key 
management server deactivating the key after the vehicle is 
switched off . This yields in particular the technical advan 
tage that a driver of the vehicle him / herself no longer has to 
deal with deactivating the electronic key . This takes place , 
for example , automatically by the key management server . 
The driver of the vehicle may save time in this way . Since 
the key management server is generally operated by an 
operator of the parking facility who is generally well 
informed about when the vehicle has been parked or 
switched off , a point in time at which the key is to be 
deactivated may be satisfactorily and easily determined . 
This is because the electronic key generally should not be 
deactivated before the vehicle is switched off . Thus , the 
electronic key must not be deactivated too soon . 
[ 0039 ] According to another specific embodiment , it is 
provided that the key management server receives via the 
communication network a deactivation instruction for deac 
tivating the electronic key or an activation instruction for 
activating the deactivated key , the key management server 
deactivating the electronic key in response to the deactiva 
tion instruction , and activating the electronic key in response 
to the activation instruction . 
[ 0040 ] A technical effect is thus advantageously achieved 
that the key may also be activated or deactivated via the 
communication network . This means , for example , that a 
driver of the vehicle may send the key management server 
a deactivation instruction or activation instruction in order to 
deactivate or activate the electronic key . The driver of the 
vehicle may thus advantageously maintain control of the 
activation or deactivation of his / her electronic key . In this 
way , unauthorized access to the vehicle with the aid of the 
electronic key may advantageously be prevented even more 
satisfactorily . 
[ 0041 ] In another specific embodiment , it is provided that 
a time at which the deactivated key is reactivated is ascer 
tained in such a way that sufficient time is available to start 
the vehicle with the aid of the activated key , so that the 
vehicle may drive from the parking position to a pick - up 
position at the right time , so that a person may pick up the 
vehicle at the pick - up position at a predefined pick - up time . 
[ 0042 ] The technical effect is thus advantageously 
achieved that the deactivated key remains deactivated until 
it is needed again for the automatic valet parking ( AVP ) . 
This is because the vehicle generally no longer has to be 
accessed until it has to drive to its pick - up position . Thus , the 

[ 0046 ] According to one specific embodiment , it is pro 
vided that the key management server is also designed for 
reactivating a deactivated electronic key , so that the one or 
multiple vehicle components may be accessed with the aid 
of the activated electronic key . 
[ 0047 ] According to another specific embodiment , it is 
provided that the system includes a processor that is 
designed for ascertaining a time at which the deactivated key 
is to be reactivated , in such a way that sufficient time is 
available to start the vehicle with the aid of the activated key , 
so that the vehicle may drive from the parking position to a 
pick - up position at the right time , so that a person may pick 
up the vehicle at the pick - up position at a predefined pick - up 
time , the key management server also being designed for 
activating the deactivated key at the predetermined time . 
[ 0048 ] According to yet another specific embodiment , it is 
provided that the system includes a communication interface 
that is designed for receiving via a communication network 
a deactivation instruction for deactivating the electronic key 
or an activation instruction for activating the deactivated 
key , the key management server being designed for deacti 
vating the electronic key in response to the deactivation 
instruction , and activating the electronic key in response to 
the activation instruction . 
[ 0049 ] According to yet another specific embodiment , it is 
provided that the system includes a vehicle - external moni 
toring system for monitoring the switching off of the vehicle , 
so that an end of the switching off may be detected based on 
the monitoring 
[ 0050 ] According to yet another specific embodiment , it is 
provided that the user for a communication network is 
configured or designed for carrying out or implementing the 
method for operating a user for a communication network . 
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i.e. , in particular the key management server , is aware that 
an electronic key is now no longer required , so that the key 
management server now deactivates it or may deactivate it . 
[ 0056 ] According to one specific embodiment , the user is 
a terminal , in particular a mobile terminal , for example a 
mobile telephone , for example a smart phone . According to 
one specific embodiment , the user is installed in the vehicle . 
According to one specific embodiment , the user is the 
vehicle . 
[ 0057 ] According to one specific embodiment , multiple 
users are provided , which in particular have the same design 
or preferably have different designs . 
[ 0058 ] The present invention is explained in greater detail 
below with reference to preferred exemplary embodiments . 

BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0059 ] FIG . 1 shows a flow chart of a method for control 
ling access to a vehicle . 
[ 0060 ] FIG . 2 shows a system for controlling access to a 
vehicle . 
[ 0061 ] FIG . 3 shows a parking system for vehicles . 
[ 0062 ] FIG . 4 shows an access control system for control 
ling access to a vehicle . 
[ 0063 ] FIG . 5 shows a vehicle . 
[ 0064 ] FIG . 6 shows a user for a communication network . 
[ 0065 ] FIG . 7 shows a method for operating a user for a 
communication network . 

DETAILED DESCRIPTION OF EXAMPLE 
EMBODIMENTS 

[ 0051 ] Functionalities of the method result analogously 
from functionalities of the system or the parking system or 
the access control system or the vehicle or the user , and vice 
versa . This means that device features result from their 
corresponding method features or system features , and vice 
versa . Corresponding statements made and advantages listed 
with regard to the method or the methods apply analogously 
to the system , the parking system , the access control system , 
the vehicle , and the user , and vice versa . 
[ 0052 ] According to one specific embodiment , it is pro 
vided that the one or multiple vehicle components are 
elements selected from the following group of vehicle 
components : door opening system , starting system for start 
ing a drive engine of the vehicle , lighting system of the 
vehicle , opening device of a glove compartment , electronic 
devices such as a radio or a navigation device , a steering 
wheel system , a drive system , and a gear system . 
[ 0053 ] According to one specific embodiment , it is pro 
vided that a driving operation of the vehicle on or within the 
parking facility is at least partially , in particular completely , 
monitored and / or documented . This yields in particular the 
technical advantage that suitable measures may be taken 
quickly and efficiently in the event of an error . This is 
because errors may be recognized quickly due to the moni 
toring . The recording or documenting of the driving opera 
tion of the vehicle yields in particular the technical advan 
tage that the driving operation of the vehicle may be 
reconstructed , even after the driving operation has con 
cluded . In particular , errors that occur during the driving 
operation may be reconstructed . This may be advantageous 
for possible use as evidence in the event of damage to the 
vehicle . The monitoring and / or recording and / or document 
ing is carried out in particular with the aid of the monitoring 
system . 
[ 0054 ] This means that , for example , a trip of the vehicle 
from the drop - off point or drop - off position to the parking 
position is monitored or recorded or documented . Similarly , 
this is carried out , for example , for the parking operation into 
the parking position , i.e. , parking in the parking position . 
The same applies for unparking from parking position and 
also in particular for returning to the drop - off point . Accord 
ing to one specific embodiment , the data ascertained or 
created in conjunction with the monitoring or recording or 
documenting , which generally may also be referred to as 
monitoring data , are transmitted via the communication 
network to a , or the , user of the communication network . 
The user may track the monitored or recorded or docu 
mented driving operation in this way . This is carried out in 
particular in real time , so that the driver of the vehicle may 
do live tracking , for example via his / her mobile telephone , 
of the above - mentioned operations , i.e. , the trip from the 
drop - off point to the parking position , parking in the parking 
position , unparking from the parking position , and returning 
to the drop - off point . Monitoring data include in particular 
video data , so that visual monitoring or recording or docu 
menting is provided , so that the driver may visually track the 
above - mentioned operations , for example via his / her mobile 
terminal . 
[ 0055 ] According to one specific embodiment , it is pro 
vided that after the vehicle is switched off , it communicates 
to the system or the parking system via the communication 
network that the vehicle is now parking , i.e. , that the parking 
operation has thus begun , i.e. , that the switching off has now 
ended , so that the system , in particular the parking system , 

[ 0066 ] FIG . 1 shows a flow chart of a method for control 
ling access to a vehicle . 
[ 0067 ] An electronic key for accessing one or multiple 
vehicle components after the vehicle is switched off in order 
to park the vehicle in a parking position is deactivated 
according to a step 101. As a result , an attempt to access the 
one or multiple vehicle components of the vehicle parked in 
the parking position with the aid of the deactivated elec 
tronic key may advantageously be prevented . 
[ 0068 ] According to one specific embodiment , the elec 
tronic key has been transmitted beforehand to a parking 
facility management server for managing or operating a 
parking facility , such a parking facility management server 
preferably including a key management server , in particular 
the system according to the present invention for controlling 
access to a vehicle . 
[ 0069 ] This means in particular that , within the scope of 
automatic valet parking or an automatic parking operation , 
the vehicle transmits an electronic key to the parking facility 
management server before reaching , or at , the drop - off point 
or drop - off position , so that the parking facility management 
server guides the vehicle within the scope of an automatic 
parking operation to the parking position , or provides the 
vehicle with data that are relevant for an autonomous trip to 
the parking position ( for example , a digital map of the 
parking facility ) . The driver may leave his / her vehicle at the 
drop - off position . The vehicle subsequently drives autono 
mously to the parking position and parks there , i.e. , switches 
off . This generally requires that the system according to the 
present invention or the parking facility management server 
accesses one or multiple vehicle components . This is carried 
out in particular with the aid of the electronic key . However , 
the electronic key is deactivated after the vehicle is switched 



US 2020/0189521 A1 Jun . 18 , 2020 
5 

off , so that during the parking of the vehicle , i.e. , while the 
vehicle is parking in the parking position , the key may no 
longer be used to access the vehicle , i.e. , the one or multiple 
vehicle components . 
[ 0070 ] According to one specific embodiment , after a 
predetermined parking period ends , the key is reactivated , so 
that the vehicle may be accessed with the aid of the 
electronic key , and in particular the vehicle may be started 
with the aid of the electronic key , so that the vehicle may 
then drive or be guided back to the drop - off point or drop - off 
position . 
[ 0071 ] FIG . 2 shows a system 201 for controlling access 
to a vehicle . 
[ 0072 ] System 201 includes a key management server that 
is designed for deactivating an electronic key for accessing 
one or multiple vehicle components after the vehicle is 
switched off in order to park the vehicle in a parking 
position , so that an attempt to access the one or multiple 
vehicle components of the parked vehicle with the aid of the 
deactivated electronic key may be prevented . 
[ 0073 ] FIG . 3 shows a parking system 301 for vehicles . 
Parking system 301 includes a parking facility 303 and 
system 201 of FIG . 2 . 
[ 0074 ] FIG . 4 shows an access control system 401 for 
controlling access to a vehicle , i.e. , for controlling access to 
one or multiple vehicle components of the vehicle . 
[ 0075 ] Access control system 401 includes a communica 
tion interface 403 that is designed for receiving via a 
communication network a deactivation signal for deactivat 
ing , or an activation signal for activating , an electronic key 
for accessing one or multiple vehicle components after the 
vehicle is switched off in order to park the vehicle in a 
parking position , so that access control system 401 may have 
knowledge that the electronic key has access , or no longer 
has access , to the one or multiple vehicle components . 
Access control system 401 is preferably designed for pre 
venting or permitting remote access to the vehicle , i.e. , to the 
one or multiple vehicle components , in response to a 
received deactivation signal or activation signal . 
[ 0076 ] Access control system 401 is thus also designed for 
allowing guided access to the one or multiple vehicle 
components with the aid of an activated electronic key , and 
preventing guided access with the aid of a deactivated 
electronic key . 
[ 0077 ] The access control system includes , for example , a 
processor for appropriately processing the deactivation sig . 
nal or the activation signal , and for appropriately allowing 
( permitting ) or preventing access . 
[ 0078 ] FIG . 5 shows a vehicle 501 , the vehicle 501 
including access control system 401 of FIG . 4 . 
[ 0079 ] FIG . 6 shows a user 601 for a communication 
network . 
[ 0080 ] User 601 includes a processor 603 that is designed 
for ascertaining a deactivation signal or activation signal for 
an access control system of a vehicle for controlling the 
access to one or multiple vehicle components . User 601 
includes a communication interface 605 that is designed for 
transmitting the deactivation signal or activation signal to 
the access control system via a communication network , so 
that the access control system may have knowledge that the 
electronic key has access , or no longer has access , to the one 
or multiple vehicle components . 

[ 0081 ] According to one specific embodiment , the user is 
a terminal , in particular a mobile terminal , for example a 
mobile telephone , for example a smart phone . 
[ 0082 ] FIG . 7 shows a flow chart of a method for operating 
a user for a communication network , or a user of a com 
munication network . 
[ 0083 ] According to a step 701 , the user ascertains a 
deactivation signal or activation signal for an access control 
system of a vehicle for controlling the access to one or 
multiple vehicle components . The user transmits the deac 
tivation signal or activation signal to the access control 
system via a communication network according to step 
703 , so that the access control system may advantageously 
have knowledge that the electronic key has access , or no 
longer has access , to the one or multiple vehicle compo 
nents . 

[ 0084 ] According to one specific embodiment , the user is 
user 601 according to FIG . 6 . 
[ 0085 ] In summary , the present invention provides a tech 
nical and efficient concept , with the aid of which a third 
party may be prevented from opening and / or driving the 
vehicle during the parking operation by accessing one or 
multiple vehicle components with the aid of an electronic 
key . Such an electronic key is generally transmitted to an 
operator of the parking facility prior to a parking operation . 
Due to the deactivation of the electronic key according to the 
present invention after the vehicle is switched off , it may 
advantageously be ensured that an operator of the parking 
facility does not have unauthorized access to the vehicle 
during the parking period . 
[ 0086 ] The concept here according to the present inven 
tion in particular , among others , is that , for example , a driver 
and / or an owner of the vehicle may deactivate the electronic 
key , which generally may also be referred to as a virtual key , 
online , for example via a terminal , in particular a mobile 
terminal , for example a smart phone , in particular a mobile 
telephone , after the vehicle is in the parking position , for 
example in a parking space . 
[ 0087 ] According to one specific embodiment , it is pro 
vided that prior to the end of the parking operation , the 
driver or owner reactivates the deactivated electronic key , so 
that the vehicle may advantageously drive back to the 
drop - off point or to the drop - off position . This means that an 
activation signal is transmitted to the access control system 
by the user , for example . In particular , an activation instruc 
tion is transmitted to the key management server . 
[ 0088 ] According to one specific embodiment , the proces 
sor is designed for ascertaining a deactivation instruction for 
deactivating the electronic key , or ascertaining an activation 
instruction for activating the deactivated key , the commu 
nication interface being designed for transmitting the deac 
tivation instruction or the activation instruction via the 
communication network to a key management server , in 
particular to the system for controlling access to a vehicle . 
[ 0089 ] According to one specific embodiment , the points 
in time for the activation and deactivation are triggered by 
the parking facility management system , i.e. , the parking 
facility management server , in particular the system accord 
ing to the present invention , for example the parking system . 
This takes place , for example , due to the fact that the system 
generally coordinates all of the operations within the parking 
facility , for example in the parking deck . 
[ 0090 ] According to one specific embodiment , it is pro 
vided that the driver or owner may additionally track all 
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operations during the entire trip from the drop - off point to 
the parking position , parking in the parking position , 
unparking from the parking position , and returning to the 
drop - off point , online , for example visually via a mobile 
terminal . 
What is claimed is : 
1. A parking system for vehicles , comprising : 
a parking facility ; and 
a system for controlling access to a vehicle , including a 

key management server designed for deactivating an 
electronic key for accessing one or multiple vehicle 
components after the vehicle is switched off in order to 
park the vehicle in a parking position in the parking 
facility , so that an attempt to access the one or multiple 
vehicle components of the parked vehicle with the aid 
of the deactivated electronic key may be prevented . 

2. A user for a communication network , comprising : 
a processor designed for ascertaining at least one of a 

deactivation signal or activation signal for an access 
control system of a vehicle for controlling the access to 
one or multiple vehicle components ; and 

a communication interface designed for transmitting the 
at least one of the deactivation signal or activation 
signal to the access control system via a communica 
tion network , so that the access control system may 
have knowledge that the electronic key has access , or 
no longer has access , to the one or multiple vehicle 
components . 

3. A method for operating a user for a communication 
network , comprising : 

ascertaining , by the user , at least one of a deactivation 
signal or activation signal for an access control system 
of a vehicle for controlling the access to one or multiple 
vehicle components , and transmits the at least one of 
the deactivation signal or activation signal to the access 
control system via a communication network , so that 
the access control system may have knowledge that the 
electronic key has access , or no longer has access , to 
the one or multiple vehicle components . 


