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Description

TECHNICAL FIELD

[0001] This application relates to the field of commu-
nications technologies, and in particular, to network se-
cure admission and a home network device.

BACKGROUND

[0002] A home network (home network) technology re-
fers to a technology of communication and interconnec-
tion between networks inside a home. There are abun-
dant home network mediums, and common mediums in-
clude a coaxial cable, a twisted pair, a power line, a plastic
optical fiber, and the like.
[0003] Standards including ITU-T G.hn, IEEE Home-
plug, MOCA, and the like all define home network tech-
nologies on various home network mediums. The ITU-T
G.hn supports a coaxial cable, a twisted pair, a power
line, and a plastic optical fiber. The IEEE Homeplug sup-
ports a power line. The MOCA supports a coaxial cable.
[0004] A home network user connects to a user termi-
nal downwards and connects to the internet upwards,
and a terminal interconnection service in a home network
and a service from a terminal to the internet are provided.
[0005] Most home network mediums are open. There-
fore, in a process of performing network communication
by using a medium such as a power line or a coaxial
cable, it is easy for a malicious device to perform illegal
listening. To prevent the malicious device from perform-
ing illegal listening, communications devices (referred to
as home network communications devices below) that
use these mediums to communicate may use a method
of pairing networking to implement security to some ex-
tent, thereby preventing the malicious device from per-
forming illegal listening and ensuring communication se-
curity. A typical pairing networking implementation is that
a home network communications device joins a domain
by using a secure admission method. The domain may
be understood as a private network constructed between
home network devices. The home network devices per-
form communication in the domain by using a home net-
work medium, so that a malicious node can be prevented
from joining the domain, and communication security can
be ensured.
[0006] At present, a method for performing secure ad-
mission by a home network device mainly includes the
following two manners.
[0007] Manner 1: A user needs to first perform a key
pressing operation on an EP node in end point nodes
(EP Node) located in a domain. The EP node that re-
ceives the key pressing operation sends a notification
message to a domain master (DM) node to notify a key
pressing event. The domain master node enables a pair-
ing window after receiving the notification message sent
by the EP node. The user performs, within an effective
period of the pairing window, a key pressing operation

on a new home network device that needs to join the
domain. After receiving the key pressing operation of the
user, the new home network device may send a regis-
tration request to the domain master node. After receiving
the registration request, the domain master node replies
with a registration acknowledgment message, to imple-
ment a secure admission process of the new home net-
work device.
[0008] Manner 2: A user needs to connect, by using a
television screen or a computer, to an EP node located
in a domain, and display a status of the EP node by using
the screen. The user performs, on the screen, an oper-
ation on the EP node located in the domain, to trigger
the EP node located in the domain to send a pairing re-
quest to a domain master node. After receiving the pairing
request, the domain master node enables a pairing win-
dow, and broadcasts a medium access plan (medium
access plan, MAP) message. After receiving the MAP
message, a new home network device that needs to join
the domain sends a registration request to the domain
master node within an effective period of the pairing win-
dow. The domain master node replies to the new home
network device with a registration acknowledgment mes-
sage, closes the pairing window after the pairing window
expires, and sends a pairing response to the EP node
located in the domain, where the pairing response in-
cludes a media access control (media access control,
MAC) address or other information of the new home net-
work device that sends the registration request. After re-
ceiving the pairing response, the EP node located in the
domain may display the MAC address or the other infor-
mation of the new home network device on the screen.
The user selects to admit the registration request of the
new home network device on the screen based on the
MAC or the other information. The EP node located in
the domain sends a pairing request to the domain master
node. After receiving the pairing request, the domain
master node sends a MAP message in a broadcast man-
ner, where the MAP message carries the MAC address
of the new home network device that has been authorized
by the user to join the domain. After receiving the MAP
message and detecting that the MAP message carries
the MAC address of the new home network device, the
new home network device initiates a registration request,
to implement a pairing operation process of the new
home network device.
[0009] In the foregoing two secure admission imple-
mentations, resource waste may be caused, and illegal
joining of a malicious device may occur. Consequently,
security is comparatively low.
[0010] A Chinese patent publication, numbered as
CN106559357, provides a method and system related
to how a device accesses a network.

SUMMARY

[0011] Embodiments of this application provide a net-
work secure admission method and a home network de-
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vice, to improve security of secure admission.
[0012] According to a first aspect, a network secure
admission method is provided. In the method, a domain
master node sends prompt information to a user, where
the prompt information is used to prompt that there is a
home network device that needs to join a domain for pair-
ing. The domain master node receives an authorization
operation of the user, where the authorization operation
is used to indicate that the home network device is al-
lowed to join the domain to perform a pairing operation,
and the authorization operation is performed by the user
according to the prompt information. When receiving the
authorization operation of the user, the domain master
node enables a pairing window after receiving the au-
thorization operation, and sends indication information
within an effective period of the pairing window, where
the indication information is used to indicate that the
home network device is allowed to join the domain for
pairing.
[0013] In this embodiment of this application, the user
performs the authorization operation according to the
prompt information, and the user does not need to use
a device such as a television or a computer to cooperate
the operation, so that paring networking of a home net-
work is friendlier to the user, and an operation is more
convenient. In addition, the authorization operation of the
user is used to trigger the domain master node to enable
the pairing window, so that a new device is authorized,
before the domain master node enables the pairing win-
dow, to join the domain, thereby avoiding a case in which
there is a new device that is unauthorized, after the pair-
ing window is enabled, to join the domain, avoiding re-
source waste, and improving security of secure admis-
sion (or pairing networking). Moreover, because the user
does not need to perform the authorization operation in
the pairing window, compared with that in the prior art,
the effective period of the pairing window may be set to
be comparatively short. This further reduces a possibility
of illegal joining of a malicious device, and improves the
security of secure admission.
[0014] In a possible design, the network secure admis-
sion method may be applied to a domain master node or
a domain end point node in a home network, or may be
applied to a chip in a domain master node or a domain
end point node. The domain master node is configured
to manage transmission resource allocation between the
home network and any node in the home network.
[0015] The home network is a network in which com-
munication is performed by using a home network me-
dium, and the home network medium includes at least
one of a power line, a twisted pair, a plastic optical fiber,
and a coaxial cable.
[0016] The domain master node manages a home net-
work device used as a domain end point node to access
the home network. When the domain master node re-
ceives a notification message that is sent by the home
network device and that is used to notify that there is a
home network device that needs to access the home

network, the domain master node performs the following
steps: sending the prompt information to the user, where
the prompt information is used to prompt that there is a
home network device that needs to access the home
network; receiving the authorization operation of the us-
er, where the authorization operation is used to indicate
that the home network device is allowed to access the
home network, and the authorization operation is per-
formed by the user according to the prompt information;
and enabling the pairing window, and sending the indi-
cation information within the effective period of the pairing
window, where the indication information is used to indi-
cate that the home network device is allowed to access
the home network. In this way, the user only needs to
perform a simple authorization operation according to
the prompt information sent by the domain master node,
so that the home network device can automatically ac-
cess the home network, and perform data transmission.
The operation is convenient and simple.
[0017] In a possible implementation, the prompt infor-
mation may be displayed on the domain master node
locally. For example, the prompt information may be a
light flashing prompt on the domain master node. The
authorization operation of the user may be an operation
performed by the user on the domain master node. For
example, the authorization operation of the user may be
a key pressing operation performed on the domain mas-
ter node. In this way, the user may perform the authori-
zation operation on the domain master node according
to the prompt information, and does not need to perform
a dual node/point operation on another home network
device that accesses the home network and the domain
master node. An operation process is user-friendly and
easy to understand, the operation is simple and conven-
ient, and the home network device can quickly access
the home network.
[0018] In another possible implementation, a proxy
node, as a user interface device, displays the prompt
information to the user, and directly receives the author-
ization operation of the user. For example, the domain
master node instructs the proxy node to provide a light
flashing prompt to the user. Alternatively, the authoriza-
tion operation of the user may be that the user performs
a key pressing operation on the proxy node, and the proxy
node notifies the domain master node of the key pressing
authorization operation of the user. The proxy node may
be any domain end point node.
[0019] In still another possible implementation, the
prompt information sent by the domain master node is
sent by the domain master node to a terminal, such as
a mobile phone, used by the user, and is displayed on
the terminal. For example, the prompt information may
be a push message that is sent by the domain master
node to the terminal used by the user and that is displayed
on the terminal. An application program used by the user
to perform the authorization operation is installed on the
terminal used by the user. The authorization operation
of the user may be triggered by performing an operation
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by the user on the application program installed on the
terminal. In this way, the user may perform a one-click
authorization operation on the used terminal according
to the prompt information, and does not need to perform
a dual node/point operation on another home network
device that accesses the home network and the domain
master node. The operation is simple and convenient,
and the home network device can quickly access the
home network.
[0020] In another possible design of this embodiment
of this application, when receiving a notification message
that is sent by the home network device and that is used
to notify that there is a home network device that needs
to join the domain for paring, the domain master node
may send the prompt information to the user based on
the notification message. In this embodiment of this ap-
plication, the home network device that needs to join the
domain for paring sends the notification message to trig-
ger the domain master node to perform a pairing opera-
tion, and another home network device that has ac-
cessed the home network does not need to perform trig-
gering. A processing procedure is comparatively simple.
[0021] The notification message may include an iden-
tifier of the home network device that sends the notifica-
tion message. The indication information sent by the do-
main master node also includes the identifier of the home
network device that sends the notification message. In
this embodiment of this application, the notification mes-
sage includes the identifier of the home network device
that sends the notification message, and the indication
information sent by the domain master node also in-
cludes the identifier of the home network device that
sends the notification message, so that the home network
device corresponding to the identifier can access the
home network. In this way, another home network device
is prevented from accessing the home network, thereby
improving security.
[0022] In still another possible design of this embodi-
ment of this application, the domain master node re-
ceives the authorization operation of the user, and sends
domain name configuration information of the domain
master node. As described above, the authorization op-
eration may be a key pressing operation performed di-
rectly on the domain master node; or may be a key press-
ing operation performed on the proxy node, and the proxy
node notifies the domain master node of the key pressing
operation of the user; or may be an operation performed
by using an application on an intelligent terminal. The
domain master node receives a domain name configu-
ration acknowledgment message sent by the home net-
work device, where the domain name configuration ac-
knowledgment message is used to indicate that the home
network device uses a domain name included in the do-
main name configuration information of the domain mas-
ter node as a domain name of the home network device.
In this way, the home network device can perform domain
name configuration based on the domain name config-
uration information of the domain master node. Com-

pared with a preconfiguration manner, this manner ena-
bles the domain name configuration of the home network
device to be more flexible.
[0023] According to a second aspect, a network secure
admission apparatus is provided. The network secure
admission apparatus has functions of implementing the
network secure admission method performed by the do-
main master node in the first aspect or any one of the
possible designs of the first aspect. The functions may
be implemented by hardware, or may be implemented
by hardware executing corresponding software. The
hardware or the software includes one or more units cor-
responding to the foregoing functions.
[0024] In a possible design, the network secure admis-
sion apparatus includes a sending unit, a receiving unit,
and a processing unit. The sending unit is configured to
send prompt information to a user. The receiving unit is
configured to receive an authorization operation of the
user. The processing unit is configured to enable a pairing
window when determining that the authorization opera-
tion of the user is received. The sending unit is configured
to send indication information within an effective period
of the pairing window, where the indication information
is used to indicate that the home network device is al-
lowed to join a domain for pairing.
[0025] The authorization operation of the user is used
to trigger the domain master node to enable the pairing
window, so that a new device is authorized, before the
domain master node enables the pairing window, to join
the domain, thereby avoiding a case in which there is a
new device that is unauthorized, after the pairing window
is enabled, to join the domain, avoiding resource waste,
and improving security of secure admission (or pairing
networking). Moreover, because the user does not need
to perform the authorization operation in the pairing win-
dow, compared with that in the prior art, the effective
period of the pairing window may be set to be compara-
tively short. This further reduces a possibility of illegal
joining of a malicious device, and improves the security
of secure admission.
[0026] In another possible design, the network secure
admission apparatus includes a sending unit and a re-
ceiving unit. The receiving unit is configured to receive
an authorization operation of a user. The sending unit is
configured to send domain name configuration informa-
tion of the domain master node. The receiving unit is
configured to receive a domain name configuration ac-
knowledgment message sent by a home network device,
where the domain name configuration acknowledgment
message is used to indicate that the home network device
uses a domain name included in the domain name con-
figuration information of the domain master node as a
domain name of the home network device.
[0027] The network secure admission apparatus may
also include a processing unit, where the processing unit
is configured to enable a pairing window after the receiv-
ing unit receives the domain name configuration ac-
knowledgment message sent by the home network de-
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vice. The sending unit is further configured to send indi-
cation information within an effective period of the pairing
window, where the indication information is used to indi-
cate that the home network device is allowed to join a
domain for pairing.
[0028] In this embodiment of this application, the do-
main name configuration information of the domain mas-
ter node is sent, so that the home network device can
perform domain name configuration based on the domain
name configuration information of the domain master
node. Compared with a preconfiguration manner, this
manner enables the domain name configuration of the
home network device to be more flexible.
[0029] The sending unit sends prompt information to
the user. The authorization operation received by the re-
ceiving unit is performed according to the prompt infor-
mation sent by the sending unit to the user. The prompt
information is used to prompt that there is a home network
device that needs to join the domain for pairing.
[0030] The prompt information sent by the sending unit
is displayed on the domain master node locally or dis-
played on a proxy node, and the authorization operation
received by the receiving unit is an operation performed
by the user on the domain master node or the proxy node.
For example, the prompt information displayed on the
domain master node locally or displayed on the proxy
node is a light flashing prompt, and the operation per-
formed by the user on the domain master node or the
proxy node is a key pressing operation. Alternatively, the
prompt information sent by the sending unit is sent by
the domain master node or the proxy node to a terminal
used by the user and is displayed on the terminal. For
example, the prompt information may be a push message
that is sent by the domain master node or the proxy node
to the terminal used by the user and that is displayed on
the terminal. An application program used by the user to
perform the authorization operation is installed on the
terminal, and the authorization operation received by the
receiving unit is triggered by performing an operation by
the user on the application program.
[0031] In this way, the user may perform a one-click
authorization operation on the domain master node or
the used terminal according to the prompt information,
and does not need to perform a dual node/point operation
on another home network device that accesses a home
network and the domain master node. The operation is
simple and convenient, and the home network device
can quickly access the home network.
[0032] In a possible design, the receiving unit is further
configured to receive a notification message sent by a
home network device, where the notification message is
used to notify that there is a home network device that
needs to join the domain for pairing. The sending unit
sends the prompt information to the user in the following
manner: sending the prompt information to the user
based on the notification message.
[0033] The notification message received by the re-
ceiving unit includes an identifier of the home network

device that sends the notification message. The indica-
tion information sent by the sending unit includes the
identifier of the home network device that sends the no-
tification message.
[0034] In this embodiment of this application, the noti-
fication message includes the identifier of the home net-
work device that sends the notification message, and the
indication information also includes the identifier of the
home network device that sends the notification mes-
sage, so that the home network device corresponding to
the identifier can access the home network. In this way,
another home network device is prevented from access-
ing the home network, thereby improving security.
[0035] The network secure admission apparatus pro-
vided in the third aspect of the embodiments of this ap-
plication may be a domain master node, or may be a chip
in a domain master node. The domain master node or
the chip has functions of implementing the network se-
cure admission method performed in the first aspect or
any one of the possible designs of the first aspect. The
functions may be implemented by hardware, or may be
implemented by hardware executing corresponding soft-
ware. The hardware or the software includes one or more
units corresponding to the foregoing functions.
[0036] The domain master node includes a sending
unit, a receiving unit, and a processing unit. The sending
unit may be a transmitter, the receiving unit may be a
receiver, and the receiver and the transmitter may include
a radio frequency circuit. The processing unit may be,
for example, a processor. Optionally, the domain master
node may further include a storage unit. The storage unit
may be, for example, a memory. When the domain mas-
ter node includes a storage unit, the storage unit is con-
figured to store a computer-executable instruction. The
processing unit is connected to the storage unit, and the
processing unit executes the computer-executable in-
struction stored in the storage unit, so that the domain
master node performs the network secure admission
method in the first aspect or any one of the possible de-
signs of the first aspect.
[0037] The chip includes a sending unit, a receiving
unit, and a processing unit. The sending unit and the
receiving unit may be an input/output interface, a pin, a
circuit, or the like on the chip. The processing unit may
be, for example, a processor. Optionally, the chip further
includes a storage unit. The storage unit may be, for ex-
ample, a memory. The processing unit may execute a
computer-executable instruction stored in the storage
unit, so that the chip performs the network secure admis-
sion method in the first aspect or any one of the possible
designs of the first aspect.
[0038] According to a fourth aspect, a network secure
admission apparatus is provided. The network secure
admission apparatus has functions of implementing the
network secure admission method performed by the
home network device that needs to join a domain for par-
ing in the second aspect or any one of the possible de-
signs of the second aspect. The functions may be imple-
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mented by hardware, or may be implemented by hard-
ware executing corresponding software. The hardware
or the software includes one or more units corresponding
to the foregoing functions.
[0039] In a possible design, the network secure admis-
sion apparatus includes a processing unit and a sending
unit. The processing unit is configured to determine that
the home network device needs to join a domain for par-
ing. The sending unit is configured to send a notification
message to a domain master node, where the notification
message is used to notify the domain master node that
there is a home network device that needs to join the
domain for pairing.
[0040] When detecting that the home network device
is powered on or that there is a new domain, the process-
ing unit determines that the home network device needs
to join the domain for pairing.
[0041] Optionally, the home network device that needs
to join the domain for pairing may further include a stor-
age unit. The storage unit may be, for example, a mem-
ory. When the home network device includes a storage
unit, the storage unit is configured to store a computer-
executable instruction. The processing unit is connected
to the storage unit, and the processing unit executes the
computer-executable instruction stored in the storage
unit, so that the home network device that needs to join
the domain for pairing performs the network secure ad-
mission method in the second aspect or any one of the
possible designs of the second aspect.
[0042] In another possible design, the network secure
admission apparatus includes a receiving unit, a process-
ing unit, and a sending unit. The receiving unit is config-
ured to receive domain name configuration information
of a domain master node that is sent by the domain mas-
ter node. The processing unit is configured to use a do-
main name included in the domain name configuration
information of the domain master node that is received
by the receiving unit as a domain name of the home net-
work device. The sending unit is configured to send a
domain name configuration acknowledgment message
to the domain master node.
[0043] Optionally, the network secure admission ap-
paratus may further include a storage unit. The storage
unit may be, for example, a memory. When the network
secure admission apparatus includes a storage unit, the
storage unit is configured to store a computer-executable
instruction. The processing unit is connected to the stor-
age unit, and the processing unit executes the computer-
executable instruction stored in the storage unit, so that
the home network device performs the network secure
admission method in the second aspect or any one of
the possible designs of the second aspect.
[0044] The network secure admission apparatus pro-
vided in the fourth aspect of the embodiments of this ap-
plication may be a home network device that needs to
join a domain for pairing, or may be a chip in a home
network device that needs to join a domain for pairing.
The home network device or the chip has functions of

implementing the network secure admission method per-
formed in the second aspect or any one of the possible
designs of the second aspect. The functions may be im-
plemented by hardware, or may be implemented by hard-
ware executing corresponding software. The hardware
or the software includes one or more units corresponding
to the foregoing functions.
[0045] In the network secure admission apparatus pro-
vided in the fourth aspect, the sending unit may be a
transmitter, the receiving unit may be a receiver, and the
receiver and the transmitter may include a radio frequen-
cy circuit. The processing unit may be, for example, a
processor. The storage unit may be, for example, a mem-
ory.
[0046] The chip includes a processing unit and a send-
ing unit, and may also include a receiving unit. The send-
ing unit and the receiving unit may be an input/output
interface, a pin, a circuit, or the like on the chip. The
processing unit may be, for example, a processor. Op-
tionally, the chip further includes a storage unit. The stor-
age unit may be, for example, a memory.
[0047] Optionally, the storage unit included in the chip
in the third aspect and the fourth aspect may be a storage
unit (for example, a register or a cache) in the chip; or
the storage unit may be a storage unit (for example, a
read-only memory) that is located outside the chip, an-
other type of static storage device (for example, a random
access memory) that can store static information and an
instruction, or the like.
[0048] Optionally, the processor in the third aspect and
the fourth aspect may be a central processing unit, a
microprocessor, or an application-specific integrated cir-
cuit, or may be one or more integrated circuits configured
to control to execute a program for performing the net-
work secure admission method in the foregoing aspects
or the designs of the foregoing aspects.
[0049] According to a fifth aspect, an embodiment of
this application provides a computer-readable storage
medium. The computer-readable storage medium stores
a computer instruction. When the instruction is run on a
computer, the network secure admission method per-
formed in the foregoing aspects or any one of the possible
designs of the foregoing aspects may be completed.
[0050] According to a sixth aspect, an embodiment of
this application provides a computer program product.
The computer program product includes a computer pro-
gram, and the computer program is used to perform the
network secure admission method in the foregoing as-
pects or any one of the possible designs of the foregoing
aspects.
[0051] According to the network secure admission
method and apparatus, the domain master node, and the
home network device that are provided in the embodi-
ments of this application, the authorization operation of
the user is used to trigger the domain master node to
enable the pairing window, so that a new device is au-
thorized, before the domain master node enables the
pairing window, to join the domain, thereby avoiding a
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case in which there is a new device that is unauthorized,
after the pairing window is enabled, to join the domain,
avoiding resource waste, and improving security of se-
cure admission. In addition, the user only needs to per-
form a simple authorization operation according to the
prompt information sent by the domain master node, so
that the home network device can automatically access
the home network, and perform data transmission. The
operation is convenient and simple.

BRIEF DESCRIPTION OF DRAWINGS

[0052]

FIG. 1 shows a domain network architecture accord-
ing to an embodiment of this application;
FIG. 2 is a schematic diagram of a secure admission
process of a home network device according to an
embodiment of this application;
FIG. 3 is a schematic diagram of a home power line
network architecture according to an embodiment of
this application;
FIG. 4A is a flowchart of a secure admission method
for a home network device according to an embod-
iment of this application;
FIG. 4B is a flowchart of another secure admission
method for a home network device according to an
embodiment of this application;
FIG. 5A is a flowchart of still another secure admis-
sion method for a home network device according
to an embodiment of this application;
FIG. 5B is a flowchart of yet another secure admis-
sion method for a home network device according
to an embodiment of this application;
FIG. 6A is a flowchart of still yet another secure ad-
mission method for a home network device accord-
ing to an embodiment of this application;
FIG. 6B is a flowchart of a further secure admission
method for a home network device according to an
embodiment of this application;
FIG. 7 is a schematic structural diagram of a network
secure admission apparatus according to an embod-
iment of this application;
FIG. 8 is a schematic structural diagram of a home
network device according to an embodiment of this
application;
FIG. 9 is a schematic structural diagram of another
network secure admission apparatus according to
an embodiment of this application;
FIG. 10 is a schematic structural diagram of another
home network device according to an embodiment
of this application;
FIG. 11 is a schematic structural diagram of still an-
other network secure admission apparatus accord-
ing to an embodiment of this application;
FIG. 12 is a schematic structural diagram of still an-
other home network device according to an embod-
iment of this application;

FIG. 13 is a schematic structural diagram of still yet
another network secure admission apparatus ac-
cording to an embodiment of this application; and
FIG. 14 is a schematic structural diagram of still yet
another home network device according to an em-
bodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0053] The following describes technical solutions of
embodiments in this application with reference to the ac-
companying drawings.
[0054] First, some terms in the embodiments of this
application are explained for ease of understanding.

(1) A home network device may be understood as a
device that performs communication by using a
home network medium. The home network device
may also be referred to as a communications node
or a terminal node. The home network medium may
be, for example, a coaxial cable, a twisted pair, a
power line, or a plastic optical fiber. Currently, some
examples of the home network device are as follows:
a terminal integrating a home network chip, for ex-
ample, a digital subscriber line modem (DSL mo-
dem), an optical network terminal (optical network
terminal, ONT), or a home router, where such a ter-
minal device may be connected to the internet up-
wards, and connected to a user terminal downwards
by using a home network; a wireless (wireless) or a
wired access point (access point, AP); a power line
communications device that may be used in an in-
dustrial application scenario, including a smart meter
or the like; and various internet of things (internet of
things, IoT) devices and the like that access the
home network upwards by using the foregoing home
network medium and that are connected to various
terminals, or that are terminal devices.
(2) The domain may be understood as a communi-
cations network including a plurality of home network
devices, and one domain may include a plurality of
home network devices that perform communication
by using a home network medium. For example, in
FIG. 1, a domain master node and a domain end
point node 1 to a domain end point node 4 establish
a domain.
Intra-domain communication may be encrypted or
non-encrypted, and corresponding domains may in-
clude a security domain and a non-security domain.
In the security domain, home network devices com-
municate with each other in an encryption mode. In
the non-security domain, home network devices
communicate with each other in a non-encryption
mode.
(3) A domain master node may be referred to as DM.
A domain master node may be understood as a
home network node that has a management and
control function in a domain. The domain master

11 12 



EP 3 739 817 B1

8

5

10

15

20

25

30

35

40

45

50

55

node may interact with a home network device lo-
cated outside the domain, to enable the home net-
work device located outside the domain to join the
domain.
(4) A domain end point node may be referred to as
EP node. An EP node may be understood as a home
network node other than the domain master node in
the domain.
In the embodiments of this application, a home net-
work device may perform role switching between a
domain master node and a domain end point node.
(5) A secure admission may be understood as a proc-
ess in which a home network device joins a domain
for pairing networking. The pairing networking may
be understood as a process of establishing a private
network between home network devices.
(6) A pairing window refers to a time window that
allows a home network device to perform pairing net-
working (secure admission).

[0055] Currently, security of communication between
home network devices is ensured in a secure admission
(Secure admission) manner. For example, in FIG. 2, a
domain master node and a domain end point node 1 to
a domain end point node 4 establish a domain. The do-
main master node and the domain end point node 1 to
the domain end point node 4 may perform secure com-
munication in the domain by using a home network me-
dium. If needing to perform secure communication, a
home network device 5 and a home network device 6
that are located outside the domain need to perform a
secure admission process to join the domain. In all ex-
isting secure admission methods for a home network de-
vice, a user needs to perform an operation on a paired
home network device, to trigger a domain master node
to enable a pairing window. In addition, the user needs
to determine, after the domain master node enables the
pairing window, whether to authorize a new home net-
work device to join a domain. After the pairing window is
enabled, if the user cannot authorize, within preset du-
ration of the pairing window, a new node to join the do-
main, resource waste may be caused, and a malicious
device may illegally join the domain, resulting in compar-
atively low security.
[0056] In view of this, an embodiment of this application
provides a secure admission method. The secure admis-
sion method may be applied to a home network in which
communication is performed by using a home network
medium, and certainly, may also be applied to a field that
also focuses on a security problem in addition to a home
network field. For example, the secure admission method
may also be applied to fields such as enterprise commu-
nication, industrial interworking interconnection, and the
internet of things. In application in these fields, when de-
termining that there is a home network device that needs
to join a domain for pairing, a home network device used
as a domain master node sends prompt information to a
user. The user performs an authorization operation ac-

cording to the prompt information sent by the domain
master node. The domain master node receives the au-
thorization operation of the user, enables a pairing win-
dow when determining that the authorization operation
of the user is received, and sends, within an effective
period of the pairing window, indication information used
to indicate that the device is allowed to join the domain
for pairing. After receiving the indication information sent
by the domain master node, the home network device
that needs to join the domain for pairing (or which may
be understood as a home network device used as a do-
main end point node) may initiate a registration request,
to complete a secure admission process. According to
this embodiment of this application, the user performs
the authorization operation according to the prompt in-
formation, and the user does not need to use a device
such as a television or a computer to cooperate the op-
eration, so that paring networking of a home network is
friendlier to the user, and an operation is more conven-
ient. In addition, the authorization operation of the user
is used to trigger the domain master node to enable the
pairing window, so that a new device is authorized, before
the domain master node enables the pairing window, to
join the domain, thereby avoiding a case in which there
is a new device that is unauthorized, after the pairing
window is enabled, to join the domain, avoiding resource
waste, and improving security of secure admission (or
pairing networking). Moreover, because the user does
not need to perform the authorization operation in the
pairing window, compared with that in the prior art, the
effective period of the pairing window may be set to be
comparatively short. This further reduces a possibility of
illegal joining of a malicious device, and improves the
security of secure admission.
[0057] In this embodiment of this application, the do-
main master node may directly send the prompt informa-
tion to the user, or a proxy node may send the prompt
information to the user. The proxy node may be any do-
main end point node. In a possible implementation, the
proxy node, as a user interface device, displays the
prompt information to the user. For example, the domain
master node instructs the proxy node to provide a light
flashing prompt to the user. The authorization operation
of the user may be that the user performs a key pressing
operation directly on the domain master node, or the user
performs a key pressing operation on the proxy node and
the proxy node notifies the domain master node of the
key pressing authorization operation of the user. Alter-
natively, the domain master node may directly send a
push message to a terminal used by the user, or instruct
the proxy node to send a push message to a terminal
used by the user, where the authorization operation of
the user may alternatively be a one-click authorization
operation performed by the user on an application pro-
gram installed on the used terminal.
[0058] The secure admission method provided in this
embodiment of this application may be applied to a home
power line network. The power line network may also be
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referred to as power line communication (PLC), and
means that data or information is transmitted by using
an existing power line according to a digital signal
processing method. Power lines widely and naturally cov-
er homes and corridors in residential areas, and there-
fore, a home power line network has an advantage in
application of a home network technology.
[0059] FIG. 3 is a schematic diagram of a home power
line network architecture according to an embodiment of
this application. In a typical implementation solution, as
shown in FIG. 3, a domain master node used as an ac-
cess device of a home power line network may be located
on a terminal device such as an ONT or a DSL modem,
and is connected to an operator network by using an
optical fiber, a copper line, or the like, and performs uplink
data transmission. In this case, the domain master node
may be connected to a home network device 1 (a domain
end point node 1) to a home network device 5 (a domain
end point node 5) by using a medium such as a power
line or a coaxial cable. For example, in FIG. 3, home
network devices such as a wireless fidelity (wireless fi-
delity, Wi-Fi) access point (access point, AP), a wired
AP, and a smart household appliance may be connected
by using a power line, to perform downlink data trans-
mission and manage the home power line network. In
this way, the domain master node device may implement
cross-network data transmission between the operator
network and the home power line network. A home net-
work device such as a power line communication modem
or a router may be connected to the domain master node
by using a power line, to perform uplink data transmis-
sion. The home network device such as the power line
communication modem or the router may be used as a
domain end point node to access the home power line
network; is connected, in a connection mode such as a
network cable or wireless fidelity (wireless fidelity, WI-
FI), to a terminal, such as a mobile phone, a computer,
or a television set, used by a user; and performs downlink
data transmission. The home network device used as
the domain end point node to access the home power
line network may also be understood as a home network
device used as a lower-level network distribution node.
When a secure admission method provided in this em-
bodiment of this application is applied in the home power
line network, when determining that the home network
device used as the domain end point node to access the
home power line network needs to access the home pow-
er line network, the home network device used as the
domain end point node to access the home power line
network may send a notification message to a home net-
work device used as the domain master node, where the
notification message is used to notify that there is a home
network device used as the domain end point node to
access the home power line network. When receiving
the notification message from the home network device
used as the domain end point node, the home network
device node used as the domain master node may send
prompt information to the user, where the prompt infor-

mation is used to prompt that there is a home network
device used as the domain end point node to access the
home power line network. After the user receives the
prompt information, if the home network device is allowed
to join the home power line network, the user may perform
an authorization operation. When receiving the authori-
zation operation of the user, the domain master node
may enable a pairing window, and send indication infor-
mation within an effective period of the pairing window,
to indicate that the home network device is allowed to
access the home power line network. Correspondingly,
the domain master node used as a management node
of the home network may alternatively be located on an-
other terminal device such as a Wi-Fi AP device. In this
case, the ONT, the DSL modem, or the like may be used
as a domain end point node to access the home network
downwards, is connected to another home network de-
vice by using a medium such as a power line or a coaxial
cable, and is connected to the operator network upwards
by using an optical fiber, a copper line, or the like. Fur-
thermore, the device such as the ONT or the DSL modem
is not integrated with a home network chip function, but
is directly connected to a separated home network de-
vice, and in this case, the home network device is con-
nected to another home network device by using a me-
dium such as a power line or a coaxial cable. In this case,
the domain master node may be located on any home
network device to perform functions such as manage-
ment and resource allocation. It should be noted that the
foregoing secure admission methods are all applicable
to applications in these scenarios, to ensure access and
communication security in the home network.
[0060] In this embodiment of this application, the home
network device accesses the home power line network
in the foregoing manner. The user only needs to perform
a simple authorization operation according to the prompt
information sent by the domain master node, so that the
home network device can automatically access the home
power line network, and perform data transmission. The
operation is convenient and simple.
[0061] In this embodiment of this application, an ex-
ample in which the secure admission method is applied
to the home power line network is used for description in
the following.
[0062] It may be understood that, in the home power
line network, the home network device in this embodi-
ment of this application may also be referred to as a power
line communications device. If the secure admission
method is applied to a network other than a home net-
work, a corresponding name may be changed corre-
spondingly.
[0063] Further, it may be understood that "joining a do-
main for paring" and "accessing a home power line net-
work" in the embodiments of this application may be in-
terchangeably used sometimes. It should be noted that
expressed meanings are consistent when differences
are not emphasized.
[0064] Further, a home network device in the following
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in the embodiments of this application is a home network
device located outside a domain, or may be understood
as a home network device that needs to join a domain
for paring, or may be understood as a home network
device used as a domain end point node or a lower-level
network distribution node to access a home network.
[0065] FIG. 4A is a flowchart of a secure admission
method for a home network device according to an em-
bodiment of this application. Referring to FIG. 4A, the
method includes the following steps.
[0066] S101a: A domain master node sends prompt
information to a user, where the prompt information is
used to prompt that there is a home network device that
needs to join a domain for pairing.
[0067] In a possible example, in this embodiment of
this application, the prompt information sent by the do-
main master node to the user may be prompt information
displayed on the domain master node locally. For exam-
ple, the prompt information may be a light flashing prompt
on the domain master node. The domain master node
prompts, by flashing light, the user that there is a home
network device that needs to join the domain for pairing.
[0068] In another possible example, in this embodi-
ment of this application, the prompt information sent by
the domain master node to the user may be a push mes-
sage, and the domain master node sends the push mes-
sage to a terminal used by the user. After receiving the
push message sent by the domain master node, the ter-
minal may display the push message on the terminal, so
as to prompt the user that there is a home network device
that needs to join the domain for pairing. The push mes-
sage may be implemented by using an application pro-
gram (APP) of a smartphone.
[0069] S 102a: The user performs an authorization op-
eration according to the prompt information sent by the
domain master node to the user, where the authorization
operation is used to indicate that the home network de-
vice is allowed to join the domain to perform a pairing
operation. The domain master node receives the author-
ization operation of the user.
[0070] Specifically, in this embodiment of this applica-
tion, the authorization operation performed by the user
may be implemented in different forms based on different
pieces of prompt information. For example, if the prompt
information is prompt information displayed on the do-
main master node locally, the authorization operation
may be an operation performed by the user on the master
node. The operation performed by the user on the master
node may be, for example, a key pressing operation, or
certainly, may be performed in another manner. In this
way, the user may perform the authorization operation
on the domain master node according to the prompt in-
formation, and does not need to perform a dual
node/point operation on another home network device
that accesses a home power line network and the domain
master node. The operation is simple and convenient,
and the home network device can quickly access the
home power line network.

[0071] For another example, if the prompt information
is a push message that is sent by the domain master
node to the terminal and that is displayed on the terminal,
and an application program (APP) used by the user to
perform the authorization operation is installed on the
terminal used by the user, the authorization operation of
the user may be triggered by performing an operation by
the user on the APP installed on the terminal, for exam-
ple, may be a one-click authorization operation per-
formed on the APP, or certainly, may be performed in
another operation manner. In this way, the user may per-
form a one-click authorization operation on the used ter-
minal according to the prompt information, and does not
need to perform a dual node/point operation on another
home network device that accesses the home power line
network and the domain master node. The operation is
simple and convenient, and the home network device
can quickly access the home power line network.
[0072] S103a: The domain master node enables a
pairing window when determining that the authorization
operation of the user is received.
[0073] S 104a: The domain master node sends indi-
cation information within an effective period of the pairing
window, where the indication information is used to indi-
cate that the home network device is allowed to join the
domain for pairing.
[0074] In this embodiment of this application, the indi-
cation information sent by the domain master node may
be a MAP message.
[0075] S 105a: The home network device receives the
indication information sent by the domain master node,
and sends a registration request to the domain master
node.
[0076] S 106a: The domain master node receives the
registration request sent by the home network device,
and replies to the home network device with a registration
acknowledgment message, to implement a secure ad-
mission process of the home network device.
[0077] Specifically, in this embodiment of this applica-
tion, the registration acknowledgment message with
which the domain master node replies to the home net-
work device may carry a key message, to implement
communication between the home network device and
the domain master node in a security domain.
[0078] In this embodiment of this application, that the
domain master node sends the prompt information to the
user may be implemented in the foregoing manner in
which the domain master node directly sends the prompt
information to the user, or may be implemented in a man-
ner in which the prompt information is indirectly sent to
the user by using a proxy node. FIG. 4B is a flowchart of
implementation of indirectly sending prompt information
to a user by using a proxy node according to an embod-
iment of this application. Referring to FIG. 4B, the method
includes the following steps.
[0079] S 101b: A domain master node sends a first
notification message to the proxy node, where the first
notification message is used to instruct the proxy node
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to perform a prompt operation.
[0080] S102b: The proxy node receives the first notifi-
cation message sent by the domain master node, and
sends the prompt information to the user.
[0081] An implementation process in which the proxy
node sends the prompt information to the user in this
embodiment of this application is similar to an implemen-
tation process in which the domain master node sends
the prompt information to the user, and the prompt infor-
mation may be displayed locally, or may be sent to a
terminal used by the user and may be displayed on the
terminal used by the user. For a specific implementation
process, refer to the implementation process in which
the domain master node sends the prompt information
to the user in the foregoing embodiment. Details are not
described herein.
[0082] S 103b: The proxy node receives an authoriza-
tion operation of the user.
[0083] After the user obtains the prompt information
sent by the proxy node, the user performs the authoriza-
tion operation according to the prompt information. A spe-
cific authorization operation may be a key pressing op-
eration performed by the user on the proxy node. Alter-
natively, the authorization operation of the user may be
a one-click authorization operation performed by the user
on an application program installed on the used terminal.
For a related description of the authorization operation,
refer to an implementation process of performing the au-
thorization operation according to the prompt information
sent by the domain master node in the foregoing embod-
iment. Details are not described herein.
[0084] S 104b: The proxy node sends a second notifi-
cation message to the domain master node, where the
second notification message is used to notify the domain
master node that the authorization operation of the user
has been received.
[0085] In this embodiment of this application, after re-
ceiving the authorization operation of the user, the proxy
node may send the second notification message to the
domain master node, to notify the domain master node
that the user has performed the authorization operation.
For example, the proxy node notifies the domain master
node of the key pressing authorization operation of the
user or the one-click authorization operation performed
by the user on the application program installed on the
used terminal.
[0086] Processes of performing S 105b, S 106b, S
107b, and S 108b are similar to processes of performing
S 103a, S 104a, S 105a, and S 106a in the foregoing
embodiment. Details are not described herein in this em-
bodiment of this application.
[0087] According to the network secure admission
method provided in this embodiment of this application,
the user performs, according to the prompt information
of the domain master node, the authorization operation
on the home network device that needs to join the domain
for paring, and the domain master node enables a pairing
window after receiving the authorization operation of the

user, so that the home network device is authorized, be-
fore the domain master node enables the pairing window,
to join the domain, thereby avoiding a case in which there
is no home network device that is authorized, after the
pairing window is enabled, to join the domain, and avoid-
ing resource waste. Moreover, because the user does
not need to perform the authorization operation in the
pairing window, compared with that in the prior art, the
effective period of the pairing window may be set to be
comparatively short. This may reduce a possibility of il-
legal joining of a malicious device to some extent, and
improves security of secure admission.
[0088] In a possible implementation in this embodi-
ment of this application, when there is a home network
device that needs to join the domain for pairing, the home
network device that needs to join the domain for pairing
may send a notification message to the domain master
node, to notify that there is a home network device that
needs to be paired. After receiving the notification mes-
sage sent by the home network device, the domain mas-
ter node determines prompt information, to prompt the
user that there is a home network device that needs to
join the domain for pairing.
[0089] FIG. 5A is a flowchart of implementation of a
secure admission method for a home network device ac-
cording to an embodiment of this application. Referring
to FIG. 5A, the method includes the following steps.
[0090] S201a: The home network device sends a third
notification message to a domain master node, where
the third notification message is used to notify that there
is a home network device that needs to join a domain for
pairing.
[0091] Specifically, in this embodiment of this applica-
tion, when the home network device is allowed to be used
as a domain end point node to access a home network,
the home network device may send the notification mes-
sage to a home network device used as the domain mas-
ter node. For example, the home network device may
send the third notification message to the domain master
node after the home network device is powered on, or
the home network device may send the third notification
message to the domain master node when the home
network device detects that there is a newly established
domain in the network. In a possible example, in this em-
bodiment of this application, the third notification mes-
sage sent by the home network device to the domain
master node may also be referred to as node presence
information (ADM_NodePresence.ind). A specific form
of the third notification message is not limited in this em-
bodiment of this application.
[0092] In a possible example, the third notification mes-
sage sent by the home network device to the domain
master node may include an identifier of the home net-
work device, so that the domain master node determines,
by using the identifier, the home network device that
needs to join the domain for pairing.
[0093] S202a: The domain master node receives the
third notification message sent by the home network de-
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vice, determines that there is a home network device that
needs to join the domain for pairing (there is a home
network device that is allowed to be used as the domain
end point node to access the home network), and dis-
plays prompt information locally or sends prompt infor-
mation to a terminal used by a user, to prompt the user
that there is a home network device that needs to join
the domain for pairing.
[0094] In a possible example, if the domain master
node prompts, in a manner of sending the prompt infor-
mation to the terminal used by the user, the user that
there is a home network device that needs to join the
domain for pairing, the prompt information may further
include an identifier of the home network device, so that
the user may determine, by using the identifier, the home
network device that needs to join the domain for pairing,
to determine whether to authorize the home network de-
vice corresponding to the identifier.
[0095] In another possible example, after receiving the
third notification message sent by the home network de-
vice, the domain master node may determine whether
the home network device that needs to join the domain
for pairing belongs to a home network of the domain mas-
ter node, and send the prompt information to the user on
the premise of determining that the home network device
belongs to the home network of the domain master node.
For example, signal strength (certainly, which may alter-
natively be other information) of the home network device
that sends the third notification message may be detect-
ed, and whether the home network device that sends the
third notification message belongs to the home network
of the domain master node is determined based on the
signal strength. For example, if the signal strength is less
than a specified threshold, it may be determined that the
home network device that sends the third notification
message does not belong to the home network of the
domain master node and may belong to a neighboring
home network. In this case, the prompt information may
not be sent to the user, to intelligently avoid a case of
false reporting.
[0096] Processes of performing S203a, S204a,
S205a, S206a, and S207a are similar to processes of
performing S 102a, S103a, S104a, S105a, and S 106a.
Details are not described herein in this embodiment of
this application.
[0097] It should be emphatically noted that, in this em-
bodiment of this application, indication information sent
by the domain master node to the home network device
may include the identifier of the home network device, to
implement secure admission for the home network de-
vice corresponding to the identifier.
[0098] According to the method for implementing se-
cure admission for a home network device provided in
this embodiment of this application, the home network
device that needs to join the domain for pairing sends
the third notification message to the domain master node,
to notify the domain master node that there is a home
network device that needs to join the domain for pairing,

and the user does not need to perform an operation on
a home network device located in the domain, so that an
execution process of secure admission can be simplified,
and efficiency of the secure admission can be increased.
[0099] In a possible implementation, after receiving the
third notification message, the domain master node may
send a first notification message to a proxy node, to in-
struct, by using the first notification message, the proxy
node to perform a prompt operation. After receiving the
first notification message, the proxy node sends prompt
information to the user, and receives an authorization
operation that is performed by the user according to the
prompt information sent by the proxy node. The proxy
node sends a second notification message to the domain
master node, to notify the domain master node that the
user has sent the authorization operation. After receiving
the second notification message sent by the proxy node,
the domain master node may enable a pairing window,
and perform a secure admission execution process. For
a specific implementation process, refer to FIG. 5B. A
process of performing S201b in FIG. 5B is similar to a
process of performing S201a in FIG. 5A, processes of
performing S202b, S203b, S204b, S205b, S206b,
S207b, S208b, and S209b are the same as processes
of performing S 101b, S 102b, S 103b, S 104b, S 105b,
S 106b, S 107b, and S 108b in FIG. 4B, and details are
not described herein.
[0100] A domain name needs to be configured in an
execution process of secure admission for the home net-
work device. However, the domain name is usually pre-
configured. This manner has comparatively poor flexibil-
ity. In view of this, an embodiment of this application pro-
vides a domain name configuration method in a secure
admission process of a home network device. In the do-
main name configuration method, a domain master node
may send domain name configuration information of the
domain master node after receiving an authorization op-
eration of a user; and the home network device may re-
ceive the domain name configuration information sent by
the domain master node, use a domain name included
in the domain name configuration information of the do-
main master node as a domain name of the home net-
work device, and send a domain name configuration ac-
knowledgment message to the domain master node, to
indicate, by using the domain name configuration ac-
knowledgment message, that the home network device
uses the domain name included in the domain name con-
figuration information of the domain master node as the
domain name of the home network device. In this way,
the home network device can perform domain name con-
figuration based on the domain name configuration in-
formation of the domain master node. Compared with a
preconfiguration manner, this manner enables the do-
main name configuration of the home network device to
be more flexible.
[0101] In a possible implementation, in this embodi-
ment of this application, a home network device that
needs to join a domain for pairing may also send a noti-
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fication message to the domain master node, to prompt,
by using the notification message, that there is a home
network device that needs to join the domain for pairing.
Before receiving the authorization operation of the user,
the domain master node receives the notification mes-
sage sent by the home network device, and then deter-
mines a prompt message based on the notification mes-
sage. Specifically, the notification message may include
an identifier of the home network device.
[0102] Prompt information used in a domain name con-
figuration implementation process in this embodiment of
this application is similar to the notification message in
the foregoing embodiment. Therefore, for a related ex-
planation of the notification message, refer to the descrip-
tion in the foregoing embodiment. Details are not de-
scribed herein.
[0103] The authorization operation of the user may be
performed according to prompt information sent by the
domain master node to the user, and the prompt infor-
mation is used to prompt that there is a home network
device that needs to join the domain for pairing. The
prompt information used in the domain name configura-
tion implementation process in this embodiment of this
application is similar to the prompt information in the fore-
going embodiment. Therefore, for a related explanation
of the prompt information, refer to the description in the
foregoing embodiment. Details are not described herein.
[0104] In this embodiment of this application, after
completing the domain name configuration for the home
network device, the domain master node may enable a
pairing window, and send indication information within
an effective period of the pairing window, where the in-
dication information is used to indicate that the home
network device is allowed to join the domain for pairing.
[0105] FIG. 6A is a flowchart of implementation of an-
other secure admission method for a home network de-
vice according to an embodiment of this application.
[0106] In the method shown in FIG. 6A, processes of
performing S301a, S302a, and S303a are the same as
the processes of performing S201a, S202a, and S203a,
and details are not described herein.
[0107] S304a: The domain master node receives the
authorization operation of the user, and sends domain
name configuration information of the domain master
node to the home network device. The domain name
configuration information includes a domain name of a
domain in which the domain master node is located.
[0108] S305a: The home network device receives the
domain name configuration information sent by the do-
main master node, uses the domain name included in
the domain name configuration information as a domain
name of the home network device, and sends a domain
name configuration acknowledgment message to the do-
main master node. The domain name configuration ac-
knowledgment message is used to indicate that the home
network device uses the domain name included in the
domain name configuration information of the domain
master node as the domain name of the home network

device.
[0109] In this embodiment of this application, that the
home network device uses the domain name included in
the domain name configuration information as the do-
main name of the home network device may be: directly
using the domain name included in the domain name
configuration information as the domain name of the
home network device; or may be: adding the domain
name included in the domain name configuration infor-
mation to a configured domain name list, and subse-
quently, selecting the domain name included in the do-
main name configuration information from the domain
name list as the domain name of the home network de-
vice.
[0110] S306a: The domain master node receives the
domain name configuration acknowledgment message
sent by the home network device, and enables a pairing
window.
[0111] Processes of performing S307a, S308a, and
S309a are similar to the processes of performing S 104a,
S 105a, and S 106a. Details are not described herein in
this embodiment of this application.
[0112] In a possible implementation, after receiving the
third notification message, the domain master node may
send a first notification message to a proxy node, to in-
struct, by using the first notification message, the proxy
node to perform a prompt operation. After receiving the
first notification message, the proxy node sends prompt
information to the user, and receives an authorization
operation that is performed by the user according to the
prompt information sent by the proxy node. The proxy
node sends a second notification message to the domain
master node, to notify the domain master node that the
user has sent the authorization operation. After receiving
the second notification message sent by the proxy node,
the domain master node may send domain name con-
figuration information to the home network device that
needs to join the domain for pairing, and perform an ex-
ecution process of secure admission. For a specific im-
plementation process, refer to FIG. 6B. Processes of per-
forming S301b, S302b, S303b, S304b, and S305b in FIG.
6B are the same as processes of performing S201b,
S202b, S203b, S204b, and S205b, processes of per-
forming S306b, S307b, S308b, S309b, S310b, and
S311b are the same as processes of performing S304a,
S305a, S306a, S307a, S308a, and S309a, and details
are not described herein.
[0113] It should be noted that, in the specification,
claims, and accompanying drawings of the embodiments
of this application, the terms "first", "second", "third", and
so on are intended to distinguish between similar objects
but do not necessarily indicate a specific order or se-
quence, for example, the first notification message, the
second notification message, and the third notification
message in the embodiments of this application are used
only for ease of description and distinguishing between
different notification messages, and do not constitute a
limitation on the notification messages. It should be un-

23 24 



EP 3 739 817 B1

14

5

10

15

20

25

30

35

40

45

50

55

derstood that the data used in such a way are inter-
changeable in proper circumstances so that the embod-
iments of this application described herein can be imple-
mented in other orders than the order illustrated or de-
scribed herein.
[0114] The foregoing mainly describes the solutions
provided in the embodiments of this application from a
perspective of interaction between the domain master
node and the home network device. It may be understood
that, to implement the foregoing functions, the domain
master node and the home network device include cor-
responding hardware structures and/or software mod-
ules for performing the functions. With reference to ex-
amples of units (devices and components) and algorithm
steps described in the embodiments disclosed in this ap-
plication, the embodiments of this application can be im-
plemented by hardware or a combination of hardware
and computer software. Whether a function is performed
by hardware or hardware driven by computer software
depends on particular applications and design con-
straints of the technical solutions. A person skilled in the
art may use different methods to implement the described
functions for each particular application, but it should not
be considered that the implementation falls beyond the
scope of the technical solutions in the embodiments of
this application.
[0115] In the embodiments of this application, function-
al unit (device or component) division may be performed
on the domain master node and the home network device
based on the foregoing method examples. For example,
each functional unit (device or component) may be divid-
ed corresponding to each function, or at least two of the
foregoing functions may be integrated into one process-
ing unit (device or component). The integrated unit (de-
vice or component) may be implemented in a form of
hardware, or may be implemented in a form of a software
functional unit (device or component). It should be noted
that the unit (device or component) division in the em-
bodiments of this application is an example, and is merely
logical function division. There may be another division
manner in actual implementation.
[0116] When an integrated unit (device or component)
is used, FIG. 7 is a schematic structural diagram of a
network secure admission apparatus 100 according to
an embodiment of this application. The network secure
admission apparatus 100 may be a domain master node,
or may be a component in a domain master node. Re-
ferring to FIG. 7, the network secure admission apparatus
100 includes a sending unit 101, a receiving unit 102,
and a processing unit 103.
[0117] The sending unit 101 is configured to send
prompt information to a user, where the prompt informa-
tion is used to prompt that there is a home network device
that needs to join a domain for pairing. The receiving unit
102 is configured to receive an authorization operation
of the user, where the authorization operation is per-
formed by the user according to the prompt information
sent by the sending unit 101, and the authorization op-

eration is used to indicate that the home network device
is allowed to join the domain to perform a pairing opera-
tion. The processing unit 103 enables a pairing window
when determining that the receiving unit 102 receives
the authorization operation of the user, and sends indi-
cation information within an effective period of the pairing
window, where the indication information is used to indi-
cate that the home network device is allowed to join the
domain for pairing.
[0118] In a possible example, the prompt information
sent by the sending unit 101 may be prompt information
displayed on the domain master node locally or may be
prompt information displayed on a proxy node; and the
authorization operation received by the receiving unit 102
may be an operation performed by the user on the domain
master node or the proxy node. For example, the prompt
information displayed on the domain master node locally
or the prompt information displayed on the proxy node
is a light flashing prompt, the operation performed by the
user on the master node may be a key pressing opera-
tion, and the key pressing operation may be understood
as a one-click authorization operation.
[0119] According to this embodiment of this applica-
tion, the user performs the one-click authorization oper-
ation according to the prompt information, and the user
does not need to use a device such as a television or a
computer to cooperate the operation, so that paring net-
working of a home network is friendlier to the user, and
an operation is more convenient. In addition, the author-
ization operation of the user is used to trigger the domain
master node to enable the pairing window, so that a new
device is authorized, before the domain master node en-
ables the pairing window, to join the domain, thereby
avoiding a case in which there is a new device that is
unauthorized, after the pairing window is enabled, to join
the domain, avoiding resource waste, and improving se-
curity of secure admission (or pairing networking). More-
over, because the user does not need to perform the
authorization operation in the pairing window, compared
with that in the prior art, the effective period of the pairing
window may be set to be comparatively short. This further
reduces a possibility of illegal joining of a malicious de-
vice, and improves the security of secure admission.
[0120] In another possible example, the prompt infor-
mation sent by the sending unit 101 may be prompt in-
formation that is sent by the domain master node or a
proxy node to a terminal used by the user and that is
displayed on the terminal, an application program used
by the user to perform the authorization operation is in-
stalled on the terminal, and the authorization operation
received by the receiving unit may be triggered by per-
forming an operation by the user on the application pro-
gram. For example, the prompt information that is sent
by the domain master node to the terminal used by the
user and that is displayed on the terminal may be a push
message that is sent by the domain master node to the
terminal used by the user and that is displayed on the
terminal. The operation performed by the user on the
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application program installed on the terminal may be a
one-click authorization operation.
[0121] In a possible design, the receiving unit 102 is
further configured to receive a notification message sent
by a home network device, where the notification mes-
sage is used to notify that there is a home network device
that needs to join the domain for pairing. The sending
unit 101 is configured to send the prompt information to
the user based on the notification message received by
the receiving unit 102. The notification message received
by the receiving unit 102 includes an identifier of the home
network device that sends the notification message. The
indication information sent by the sending unit 101 also
includes the identifier of the home network device that
sends the notification message.
[0122] In this embodiment of this application, the noti-
fication message includes the identifier of the home net-
work device that sends the notification message, and the
indication information also includes the identifier of the
home network device that sends the notification mes-
sage, so that the home network device corresponding to
the identifier can access the home network. In this way,
another home network device is prevented from access-
ing the home network, thereby improving security.
[0123] The network secure admission apparatus 100
may further include a storage unit 104. The storage unit
104 is configured to store a computer-executable instruc-
tion. The processing unit 103 is connected to the storage
unit 104, and the processing unit 103 executes the com-
puter-executable instruction stored in the storage unit
104, so that the network secure admission apparatus 100
performs the network secure admission method per-
formed by the domain master node in the foregoing meth-
od embodiments.
[0124] When a hardware form is used for implementa-
tion, in this embodiment of this application, the sending
unit 101 and the receiving unit 102 may be a communi-
cations interface, a transceiver, a transceiver circuit, or
the like. The communications interface is a collective
term, and may include one or more interfaces. The trans-
ceiver circuit may be a radio frequency circuit. The
processing unit 103 may be a processor or a controller.
The storage unit 104 may be a memory.
[0125] When the sending unit 101 and the receiving
unit 102 are a transceiver and the processing unit 103 is
a processor, the network secure admission apparatus
100 in this embodiment of this application may be a net-
work secure admission apparatus shown in FIG. 8, the
network secure admission apparatus shown in FIG. 8
may be applied to a home network device, and the home
network device may be a domain master node.
[0126] FIG. 8 is a schematic structural diagram of a
home network device 1000 according to an embodiment
of this application, to be specific, is another possible
schematic structural diagram of the network secure ad-
mission apparatus 100. Referring to FIG. 8, the home
network device 1000 includes a processor 1001 and a
transceiver 1002. Alternatively, the processor 1001 may

be a controller. The processor 1001 is configured to sup-
port the home network device 1000 in performing func-
tions of the domain master node in FIG. 4 and FIG. 5.
The transceiver 1002 is configured to support the home
network device 1000 in performing functions of sending
and receiving a message. The home network device
1000 may further include a memory 1003. The memory
1003 is configured to be coupled to the processor 1001,
and store a program instruction and data that are neces-
sary for the home network device 1000. The processor
1001, the transceiver 1002, and the memory 1003 are
connected. The memory 1003 is configured to store an
instruction. The processor 1001 is configured to execute
the instruction stored in the memory 1003, to control the
transceiver 1002 to send and receive a signal, and to
complete the steps of the corresponding functions per-
formed by the domain master node in the foregoing meth-
od.
[0127] In this embodiment of this application, for con-
cepts, explanations, detailed descriptions, and other
steps that are related to the network secure admission
apparatus 100 and the home network device 1000 and
related to the technical solutions provided in the embod-
iments of this application, refer to descriptions about the
content in the foregoing method embodiments or other
embodiments. Details are not described herein.
[0128] When a chip form is used for implementation,
the network secure admission apparatus 100 in this em-
bodiment of this application may be applied to a chip in
a home network device. The chip has functions of imple-
menting the network secure admission method per-
formed by the domain master node in the foregoing meth-
od embodiments. The functions may be implemented by
hardware, or may be implemented by hardware execut-
ing corresponding software. The hardware or the soft-
ware includes one or more units corresponding to the
foregoing functions. The chip includes a sending unit 101,
a receiving unit 102, and a processing unit 103. The send-
ing unit 101 and the receiving unit 102 may be an in-
put/output interface, a pin, a circuit, or the like on the chip.
The processing unit 103 may be, for example, a proces-
sor. The chip may further include a storage unit 104. The
storage unit 104 may be, for example, a memory. The
processing unit 103 may execute a computer-executable
instruction stored in the storage unit 104, so that the chip
performs the network secure admission method per-
formed by the domain master node in the foregoing meth-
od embodiments. Optionally, the storage unit 104 may
be a storage unit (for example, a register or a cache) in
the chip; or the storage unit 104 may be a storage unit
(for example, a read-only memory (read-only memory,
ROM)) that is located outside the chip and that is in the
domain master node, another type of static storage de-
vice (for example, a random access memory (random
access memory, RAM)) that can store static information
and an instruction, or the like.
[0129] When an integrated unit (device or component)
is used, FIG. 9 is a schematic structural diagram of an-
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other network secure admission apparatus according to
an embodiment of this application. A network secure ad-
mission apparatus 200 may be a domain master node,
or may be a component in a domain master node. Re-
ferring to FIG. 9, the network secure admission apparatus
200 includes a receiving unit 201 and a sending unit 202.
The receiving unit 201 is configured to receive an author-
ization operation of a user, where the authorization op-
eration is used to indicate that a home network device is
allowed to join a domain to perform a pairing operation.
The sending unit 202 is configured to send domain name
configuration information of the domain master node. The
receiving unit 201 is configured to receive a domain name
configuration acknowledgment message sent by the
home network device, where the domain name configu-
ration acknowledgment message is used to indicate that
the home network device uses a domain name included
in a domain name configuration message of the domain
master node as a domain name of the home network
device.
[0130] The authorization operation of the user is per-
formed according to prompt information sent by the send-
ing unit 202 to the user, and the prompt information is
used to prompt that there is a home network device that
needs to join the domain for pairing.
[0131] The prompt information is displayed on the do-
main master node locally or displayed on a proxy node,
and the authorization operation is a key pressing opera-
tion performed by the user on the domain master node
or the proxy node. For example, the prompt information
displayed on the domain master node locally or the
prompt information displayed on the proxy node is a light
flashing prompt, and the operation performed by the user
on the domain master node or the proxy node is a key
pressing operation. Alternatively, the prompt information
is sent by the sending unit 202 to a terminal used by the
user and is displayed on the terminal, an application pro-
gram used by the user to perform the authorization op-
eration is installed on the terminal, and the authorization
operation is triggered by performing an operation by the
user on the application program.
[0132] In a possible implementation, the receiving unit
201 is further configured to receive a notification mes-
sage sent by a home network device, where the notifica-
tion message is used to notify that there is a home net-
work device that needs to join the domain for pairing. The
sending unit 202 is configured to send the prompt infor-
mation to the user based on the notification message
received by the receiving unit 201. The notification mes-
sage sent by the home network device includes an iden-
tifier of the home network device.
[0133] The network secure admission apparatus 200
may further include a processing unit 203, where the
processing unit 203 is configured to enable a pairing win-
dow after the receiving unit 201 receives the domain
name configuration acknowledgment message sent by
the home network device. The sending unit 202 is further
configured to send indication information within an effec-

tive period of the pairing window, where the indication
information is used to indicate that the home network
device is allowed to join the domain for pairing.
[0134] The network secure admission apparatus 200
may further include a storage unit 204. The storage unit
204 is configured to store a computer-executable instruc-
tion. The processing unit 203 is connected to the storage
unit 204, and the processing unit 203 executes the com-
puter-executable instruction stored in the storage unit
204, so that the network secure admission apparatus 200
performs the network secure admission method per-
formed by the domain master node in the foregoing meth-
od embodiments.
[0135] When a hardware form is used for implementa-
tion, in this embodiment of this application, the receiving
unit 201 and the sending unit 202 may be a communica-
tions interface, a transceiver, a transceiver circuit, or the
like. The communications interface is a collective term,
and may include one or more interfaces. The transceiver
circuit may be a radio frequency circuit. The processing
unit 203 may be a processor or a controller. The storage
unit 204 may be a memory.
[0136] When the receiving unit 201 and the sending
unit 202 are a transceiver and the processing unit 203 is
a processor, the network secure admission apparatus
200 in this embodiment of this application may be a net-
work secure admission apparatus shown in FIG. 10, the
network secure admission apparatus shown in FIG. 10
may be applied to a home network device, and the home
network device may be a domain master node.
[0137] FIG. 10 is a schematic structural diagram of a
home network device 2000 according to an embodiment
of this application, to be specific, is another possible
schematic structural diagram of the network secure ad-
mission apparatus 200. Referring to FIG. 10, the home
network device 2000 includes a processor 2001 and a
transceiver 2002. Alternatively, the processor 2001 may
be a controller. The processor 2001 is configured to sup-
port the home network device 2000 in performing func-
tions of the domain master node in FIG. 6. The transceiv-
er 2002 is configured to support the home network device
2000 in performing functions of sending and receiving a
message. The home network device 2000 may further
include a memory 2003. The memory 2003 is configured
to be coupled to the processor 2001, and store a program
instruction and data that are necessary for the home net-
work device 2000. The processor 2001, the transceiver
2002, and the memory 2003 are connected. The memory
2003 is configured to store an instruction. The processor
2001 is configured to execute the instruction stored in
the memory 2003, to control the transceiver 2002 to send
and receive a signal, and to complete the steps of the
corresponding functions performed by the domain mas-
ter node in the foregoing method.
[0138] In this embodiment of this application, for con-
cepts, explanations, detailed descriptions, and other
steps that are related to the network secure admission
apparatus 200 and the home network device 2000 and
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related to the technical solutions provided in the embod-
iments of this application, refer to descriptions about the
content in the foregoing method embodiments or other
embodiments. Details are not described herein.
[0139] When a chip form is used for implementation,
the network secure admission apparatus 200 in this em-
bodiment of this application may be applied to a chip in
a home network device. The chip has functions of imple-
menting the network secure admission method per-
formed by the domain master node in the foregoing meth-
od embodiments. The functions may be implemented by
hardware, or may be implemented by hardware execut-
ing corresponding software. The hardware or the soft-
ware includes one or more units corresponding to the
foregoing functions. The chip includes a receiving unit
201 and a sending unit 202. The receiving unit 201 and
the sending unit 202 may be an input/output interface, a
pin, a circuit, or the like on the chip. The chip may further
include a processing unit 203 and a storage unit 204.
The processing unit 203 may be, for example, a proces-
sor, and the storage unit 204 may be, for example, a
memory. The processing unit 203 may execute a com-
puter-executable instruction stored in the storage unit
204, so that the chip performs the network secure ad-
mission method performed by the domain master node
in the foregoing method embodiments. Optionally, the
storage unit 204 may be a storage unit (for example, a
register or a cache) in the chip; or the storage unit 204
may be a storage unit (for example, a read-only memory
(read-only memory, ROM)) that is located outside the
chip and that is in the domain master node, another type
of static storage device (for example, a random access
memory (random access memory, RAM)) that can store
static information and an instruction, or the like.
[0140] When an integrated unit (device or component)
is used, FIG. 11 is a schematic structural diagram of a
network secure admission apparatus 300 according to
an embodiment of this application. The network secure
admission apparatus 300 may be a home network device
that needs to join a domain for pairing (a home network
device that is allowed to be used as a domain end point
node to join a domain), or may be a component in a home
network device that needs to join a domain for pairing (a
home network device that is allowed to be used as a
domain end point node to join a domain). Referring to
FIG. 11, the network secure admission apparatus 300
includes a processing unit 301 and a sending unit 302.
The processing unit 301 is configured to determine that
the home network device needs to join the domain for
pairing. When the processing unit 301 determines that
the home network device needs to join the domain for
pairing, the sending unit 302 is configured to send a no-
tification message to a domain master node, where the
notification message is used to notify the domain master
node that there is a home network device that needs to
join the domain for pairing.
[0141] When detecting that the home network device
is powered on or that there is a new domain, the process-

ing unit 301 determines that the home network device
needs to join the domain for pairing (the home network
device is allowed to be used as the domain end point
node to join the domain).
[0142] Optionally, the network secure admission ap-
paratus 300 may further include a storage unit 303. The
storage unit 303 may be, for example, a memory. When
the network secure admission apparatus 300 includes a
storage unit 303, the storage unit 303 is configured to
store a computer-executable instruction. The processing
unit 301 is connected to the storage unit 303, and the
processing unit 301 executes the computer-executable
instruction stored in the storage unit 303, so that the net-
work secure admission apparatus 300 performs the net-
work secure admission method performed by the home
network device that needs to join a domain for pairing in
the foregoing method embodiments.
[0143] In this embodiment of this application, the
processing unit 301 may be a processor. The sending
unit 302 may be a transmitter, and the transmitter may
include a radio frequency circuit. The storage unit 303
may be a memory.
[0144] When the processing unit 301 is a processor,
the sending unit 302 is a transmitter, and the storage unit
303 is a memory, the network secure admission appa-
ratus 300 in this embodiment of this application may be
a network secure admission apparatus shown in FIG. 12,
the network secure admission apparatus shown in FIG.
12 may be applied to a home network device, and the
home network device may be a home network device
that needs to join a domain for pairing.
[0145] FIG. 12 is a schematic structural diagram of a
home network device 3000 according to an embodiment
of this application, to be specific, is another possible
schematic structural diagram of the network secure ad-
mission apparatus 300. Referring to FIG. 12, the home
network device 3000 includes a processor 3001 and a
transmitter 3002. Alternatively, the processor 3001 may
be a controller. The processor 3001 is configured to sup-
port the home network device 3000 in performing func-
tions of the home network device that needs to join a
domain for pairing in FIG. 4 and FIG. 5. The transmitter
3002 is configured to support the home network device
3000 in performing functions of sending and receiving a
message. The home network device 3000 may further
include a memory 3003. The memory 3003 is configured
to be coupled to the processor 3001, and store a program
instruction and data that are necessary for the home net-
work device 3000. The processor 3001, the transmitter
3002, and the memory 3003 are connected. The memory
3003 is configured to store an instruction. The processor
3001 is configured to execute the instruction stored in
the memory 3003, to control the transmitter 3002 to send
and receive a signal, and to complete the steps of the
corresponding functions performed by the home network
device that needs to join a domain for pairing in the fore-
going method.
[0146] In this embodiment of this application, for con-
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cepts, explanations, detailed descriptions, and other
steps that are related to the network secure admission
apparatus 300 and the home network device 3000 and
related to the technical solutions provided in the embod-
iments of this application, refer to descriptions about the
content in the foregoing method embodiments or other
embodiments. Details are not described herein.
[0147] When a chip form is used for implementation,
the network secure admission apparatus 300 in this em-
bodiment of this application may be applied to a chip in
a home network device that needs to join a domain for
pairing. The chip has functions of implementing the net-
work secure admission method performed by the home
network device that needs to join a domain for pairing in
the foregoing method embodiments. The functions may
be implemented by hardware, or may be implemented
by hardware executing corresponding software. The
hardware or the software includes one or more units cor-
responding to the foregoing functions. The chip includes
a processing unit 301 and a sending unit 302. The
processing unit 301 may be, for example, a processor,
and the sending unit 302 may be an input/output inter-
face, a pin, a circuit, or the like on the chip. The chip may
further include a storage unit 303. The storage unit 303
may be, for example, a memory. The processing unit 301
may execute a computer-executable instruction stored
in the storage unit 303, so that the chip performs the
network secure admission method performed by the
home network device that needs to join a domain for pair-
ing in the foregoing method embodiments. Optionally,
the storage unit 303 may be a storage unit (for example,
a register or a cache) in the chip; or the storage unit 303
may be a storage unit (for example, a read-only memory
(read-only memory, ROM)) that is located outside the
chip and that is in the home network device that needs
to join a domain for pairing, another type of static storage
device (for example, a random access memory (random
access memory, RAM)) that can store static information
and an instruction, or the like.
[0148] When an integrated unit (device or component)
is used, FIG. 13 is a schematic structural diagram of a
network secure admission apparatus 400 according to
an embodiment of this application. The network secure
admission apparatus 400 may be a home network device
that needs to join a domain for pairing, or may be a com-
ponent in a home network device that needs to join a
domain for pairing. Referring to FIG. 13, the network se-
cure admission apparatus 400 includes a receiving unit
401 and a processing unit 402. The receiving unit 401 is
configured to receive domain name configuration infor-
mation of a domain master node that is sent by the do-
main master node. The processing unit 402 is configured
to use a domain name included in the domain name con-
figuration information of the domain master node that is
received by the receiving unit 401 as a domain name of
the home network device that needs to join a domain for
pairing (the home network device that is allowed to be
used as a domain end point node to join a domain), and

send a domain name configuration acknowledgment
message to the domain master node.
[0149] When detecting that the home network device
is powered on or that there is a new domain, the process-
ing unit 402 determines that the home network device
needs to join the domain for pairing (the home network
device is allowed to be used as the domain end point
node to join the domain).
[0150] In a possible implementation, the network se-
cure admission apparatus 400 may further include a
sending unit 403. The sending unit 403 is configured to
send a notification message to the domain master node
before the receiving unit 401 receives the domain name
configuration information of the domain master node that
is sent by the domain master node and when the process-
ing unit 402 determines that the home network device
needs to join the domain for pairing (the home network
device is allowed to be used as the domain end point
node to join the domain), where the notification message
is used to notify the domain master node that there is a
home network device that needs to join the domain for
pairing (a home network device that is allowed to be used
as the domain end point node to join the domain).
[0151] Optionally, the network secure admission ap-
paratus 400 may further include a storage unit 404. The
storage unit 404 may be, for example, a memory. When
the network secure admission apparatus 400 includes a
storage unit 404, the storage unit 404 is configured to
store a computer-executable instruction. The processing
unit 402 is connected to the storage unit 404, and the
processing unit 402 executes the computer-executable
instruction stored in the storage unit 404, so that the net-
work secure admission apparatus 400 performs the net-
work secure admission method performed by the home
network device that needs to join a domain for pairing in
the foregoing method embodiments.
[0152] In this embodiment of this application, the re-
ceiving unit 401 may be a receiver, a communications
interface, a receiver circuit, or the like. The processing
unit 402 may be, for example, a processor. The sending
unit 403 may be a transmitter, a communications inter-
face, a transmitter circuit, or the like. The communica-
tions interface is a collective term, and may include one
or more interfaces. The receiver circuit and the transmit-
ter circuit may include a radio frequency circuit. The stor-
age unit 404 may be a memory.
[0153] When the receiving unit 401 is a receiver, the
processing unit 402 is a processor, the sending unit 403
is a transmitter, and the storage unit 404 is a memory,
the network secure admission apparatus 400 in this em-
bodiment of this application may be a network secure
admission apparatus shown in FIG. 14, the network se-
cure admission apparatus shown in FIG. 14 may be ap-
plied to a home network device, and the home network
device may be a home network device that needs to join
a domain for pairing.
[0154] FIG. 14 is a schematic structural diagram of a
home network device 4000 according to an embodiment
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of this application, to be specific, is another possible
schematic structural diagram of the network secure ad-
mission apparatus 400. Referring to FIG. 14, the home
network device 4000 includes a processor 4001 and a
receiver 4002, and may further include a transmitter
4003. Alternatively, the processor 4001 may be a con-
troller. The processor 4001 is configured to support the
home network device 4000 in performing functions of the
home network device that needs to join a domain for pair-
ing in FIG. 6. The receiver 4002 and the transmitter 4003
are configured to support the home network device 4000
in performing functions of sending and receiving a mes-
sage. The home network device 4000 may further include
a memory 4004. The memory 4004 is configured to be
coupled to the processor 4001, and store a program in-
struction and data that are necessary for the home net-
work device 4000. The processor 4001, the receiver
4002, the transmitter 4003, and the memory 4004 are
connected. The memory 4004 is configured to store an
instruction. The processor 4001 is configured to execute
the instruction stored in the memory 4004, to control the
receiver 4002 and the transmitter 4003 to send and re-
ceive a signal, and to complete the steps of the corre-
sponding functions performed by the home network de-
vice that needs to join a domain for pairing in the foregoing
method.
[0155] In this embodiment of this application, for con-
cepts, explanations, detailed descriptions, and other
steps that are related to the network secure admission
apparatus 400 and the home network device 4000 and
related to the technical solutions provided in the embod-
iments of this application, refer to descriptions about the
content in the foregoing method embodiments or other
embodiments. Details are not described herein.
[0156] When a chip form is used for implementation,
the network secure admission apparatus 400 in this em-
bodiment of this application may be applied to a chip in
a home network device that needs to join a domain for
pairing. The chip has functions of implementing the net-
work secure admission method performed by the home
network device that needs to join a domain for pairing in
the foregoing method embodiments. The functions may
be implemented by hardware, or may be implemented
by hardware executing corresponding software. The
hardware or the software includes one or more units cor-
responding to the foregoing functions. The chip includes
a receiving unit 401 and a processing unit 402. The chip
may further include a sending unit 403, or may further
include a storage unit 404. The processing unit 402 may
be, for example, a processor, and the receiving unit 401
and the sending unit 403 may be an input/output inter-
face, a pin, a circuit, or the like on the chip. The storage
unit 404 may be, for example, a memory. The processing
unit 402 may execute a computer-executable instruction
stored in the storage unit 404, so that the chip performs
the network secure admission method performed by the
home network device that needs to join a domain for pair-
ing in the foregoing method embodiments. Optionally,

the storage unit 404 may be a storage unit (for example,
a register or a cache) in the chip; or the storage unit 404
may be a storage unit (for example, a read-only memory
(read-only memory, ROM)) that is located outside the
chip and that is in the home network device that needs
to join a domain for pairing, another type of static storage
device (for example, a random access memory (random
access memory, RAM)) that can store static information
and an instruction, or the like.
[0157] It should be noted that the processor in the em-
bodiments of this application may be a central processing
unit (central processing unit, CPU), a general-purpose
processor, a digital signal processor (digital signal
processing, DSP), an application-specific integrated cir-
cuit (application-specific integrated circuit, ASIC), a field
programmable gate array (field programmable gate ar-
ray, FPGA), or another programmable logical device, a
transistor logical device, a hardware component, or a
combination thereof. The processor may implement or
execute various example logical blocks, modules, and
circuits described with reference to content disclosed in
this application. Alternatively, the processor may be a
combination of processors implementing a computing
function, for example, a combination of one or more mi-
croprocessors, or a combination of the DSP and a mi-
croprocessor, or the like.
[0158] The memory may be integrated in the proces-
sor, or may be separate from the processor.
[0159] In an implementation, the transceiver may in-
clude a receiver and a transmitter. It may be considered
that functions of the receiver and the transmitter are im-
plemented by using a transceiver circuit or a dedicated
transceiver chip. It may be considered that the processor
is implemented by using a dedicated processing chip, a
processing circuit, a processor, or a general-purpose
chip.
[0160] In another implementation, program code for
implementing functions of the processor, the receiver,
and the transmitter is stored in the memory, and the gen-
eral-purpose processor implements the functions of the
processor, the receiver, and transmitter by executing the
code in the memory.
[0161] According to the method provided in the em-
bodiments of this application, an embodiment of this ap-
plication further provides a home network communica-
tions system, including the foregoing domain master
node and one or more home network devices that need
to join a domain for paring.
[0162] An embodiment of this application further pro-
vides a computer storage medium. The computer storage
medium stores some instructions. When the instructions
are executed, the network secure admission method in
the foregoing method embodiments may be completed.
[0163] An embodiment of this application further pro-
vides a computer program product. The computer pro-
gram product includes a computer program, and the com-
puter program is used to perform the network secure ad-
mission method the foregoing method embodiments.
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[0164] A person skilled in the art should understand
that the embodiments of this application may be provided
as a method, a system, or a computer program product.
Therefore, the embodiments of this application may use
a form of hardware only embodiments, software only em-
bodiments, or embodiments with a combination of soft-
ware and hardware. Moreover, the embodiments of this
application may use a form of a computer program prod-
uct that is implemented on one or more computer-usable
storage mediums (including but not limited to a disk mem-
ory, a CD-ROM, an optical memory, and the like) that
include computer-usable program code.
[0165] The embodiments of this application are de-
scribed with reference to the flowcharts and/or block di-
agrams of the method, the device (system), and the com-
puter program product according to the embodiments of
this application. It should be understood that computer
program instructions may be used to implement each
process and/or each block in the flowcharts and/or the
block diagrams and a combination of a process and/or a
block in the flowcharts and/or the block diagrams. These
computer program instructions may be provided for a
general-purpose computer, a dedicated computer, an
embedded processor, or a processor of any other pro-
grammable data processing device to generate a ma-
chine, so that the instructions executed by the computer
or the processor of the any other programmable data
processing device generate an apparatus for implement-
ing a specific function in one or more processes in the
flowcharts and/or in one or more blocks in the block di-
agrams.
[0166] These computer program instructions may be
stored in a computer-readable memory that can instruct
the computer or the any other programmable data
processing device to work in a specific manner, so that
the instructions stored in the computer-readable memory
generate an artifact that includes an instruction appara-
tus. The instruction apparatus implements a specific
function in one or more processes in the flowcharts and/or
in one or more blocks in the block diagrams.
[0167] These computer program instructions may be
loaded onto the computer or the any other programmable
data processing device, so that a series of operations
and steps are performed on the computer or the any other
programmable device, thereby generating computer-im-
plemented processing. Therefore, the instructions exe-
cuted on the computer or the any other programmable
device provide steps for implementing a specific function
in one or more processes in the flowcharts and/or in one
or more blocks in the block diagrams.

Claims

1. A network secure admission method comprising:

sending (S101a, S101b, S102b, S202a, S202b,
S203b, S302a, S302b, S303b), by a domain

master node, prompt information to a user,
wherein the prompt information is used to
prompt that there is a home network device that
needs to join a domain for pairing;
receiving (S102a, S103b, S203a, S204b,
S303a, S304b), by the domain master node, an
authorization operation of the user, wherein the
authorization operation is used to indicate that
the home network device is allowed to join the
domain to perform a pairing operation, and the
authorization operation is performed by the user
according to the prompt information; and
enabling (S103a, S105b, S204a, S206b, S306a,
S308b), by the domain master node, a pairing
window after receiving the authorization opera-
tion, and sending indication information within
an effective period of the pairing window, where-
in the indication information is used to indicate
that the home network device is allowed to join
the domain for pairing.

2. The method according to claim 1, wherein the prompt
information is displayed on the domain master node
locally or displayed on a proxy node, and the author-
ization operation is an operation performed by the
user on the domain master node or the proxy node; or
the prompt information is sent by the domain master
node or a proxy node to a terminal used by the user
and is displayed on the terminal, an application pro-
gram used by the user to perform the authorization
operation is installed on the terminal, and the author-
ization operation is triggered by performing an oper-
ation by the user on the application program.

3. The method according to claim 2, wherein the prompt
information displayed on the domain master node
locally or displayed on the proxy node is a light flash-
ing prompt, and the operation performed by the user
on the domain master node or the proxy node is a
key pressing operation.

4. The method according to any one of claims 1 to 3,
wherein the sending, by a domain master node,
prompt information to a user comprises:

receiving (S201a, S201b, S301a, S301b), by the
domain master node, a notification message
sent by the home network device, wherein the
notification message is used to notify that there
is a home network device that needs to join the
domain for pairing; and
directly sending (S101a, S202a, S302a), by the
domain master node, the prompt information to
the user based on the notification message or
indirectly sending (S102b, S203b, S303b) the
prompt information to the user by using the proxy
node based on the notification message.
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5. The method according to claim 4, wherein the noti-
fication message comprises an identifier of the home
network device that sends the notification message;
and
the indication information comprises the identifier.

6. A home network device, wherein the home network
device is used as a domain master node, and is con-
figured to manage communication transmission re-
source allocation between a home network and a
node in the home network, wherein the home net-
work is a network in which communication is per-
formed by using a home network medium, and the
home network medium comprises at least one of a
power line, a twisted pair, a plastic optical fiber, or a
coaxial cable; and
the home network device used as the domain master
node manages a home network device used as a
domain end point node to access the home network,
and when the domain master node receives a noti-
fication message that is sent by the home network
device used as the domain end point node and that
is used to notify that there is a home network device
that needs to access the home network, the domain
master node is configured to perform the following
steps:

sending prompt information to a user, wherein
the prompt information is used to prompt that
there is a home network device that needs to
access the home network;
receiving an authorization operation of the user,
wherein the authorization operation is used to
indicate that the home network device is allowed
to access the home network, and the authoriza-
tion operation is performed by the user accord-
ing to the prompt information; and
enabling a pairing window after receiving the au-
thorization operation, and sending indication in-
formation within an effective period of the pairing
window, wherein the indication information is
used to indicate that the home network device
is allowed to access the home network.

7. The home network device according to claim 6,
wherein the prompt information is a light flashing
prompt on the domain master node or on a proxy
node, and the authorization operation is a key press-
ing operation performed by the user on the domain
master node or the proxy node.

8. The home network device according to claim 6,
wherein the prompt information is a push message
that is sent by the domain master node to a terminal
used by the user or indirectly sent to a terminal used
by the user by using the proxy node and that is dis-
played on the terminal, an application program used
by the user to perform the authorization operation is

installed on the terminal, and the authorization op-
eration is triggered by performing an operation by
the user on the application program.

9. The home network device according to any one of
claims 6 to 8, wherein the notification message com-
prises an identifier of the home network device; and
the indication information comprises the identifier.

10. The home network device according to claim 6,
wherein after receiving the authorization operation
of the user, the domain master node is further con-
figured to perform the following steps:

sending domain name configuration information
of the domain master node; and
receiving a domain name configuration ac-
knowledgment message sent by the home net-
work device, wherein the domain name config-
uration acknowledgment message is used to in-
dicate that the home network device uses a do-
main name comprised in the domain name con-
figuration information of the domain master
node as a domain name of the home network
device.

11. The home network device according to claim 6,
wherein the home network device is used as an ac-
cess device of the home network and is connected
to an operator network, to implement cross-network
data transmission between the operator network and
the home network.

Patentansprüche

1. Verfahren für einen sicheren Zugang zu einem Netz-
werk, umfassend:

Senden (S101a, S101b, S102b, S202a, S202b,
S203b, S302a, S302b, S303b), durch einen Do-
mänenmasterknoten, von Hinweisinformatio-
nen an einen Benutzer, wobei die Hinweisinfor-
mationen genutzt werden, um darauf hinzuwei-
sen, dass es eine Heimnetzwerkvorrichtung
gibt, die einer Domäne für eine Paarung beitre-
ten muss;
Empfangen (S102a, S103b, S203a, S204b,
S303a, S304b), durch den Domänenmaster-
knoten, eines Autorisierungsablaufes des Be-
nutzers, wobei der Autorisierungsablauf genutzt
wird, um anzugeben, dass es der Heimnetz-
werkvorrichtung erlaubt ist, der Domäne beizu-
treten, um einen Paarungsablauf durchzufüh-
ren, und der Autorisierungsablauf durch den Be-
nutzer gemäß den Hinweisinformationen durch-
geführt wird; und
Aktivieren (S103a, S105b, S204a, S206b,
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S306a, S308b), durch den Domänenmaster-
knoten, eines Paarungsfensters nach dem
Empfangen des Autorisierungablaufes, und
Senden von Angabeinformationen innerhalb ei-
ner effektiven Zeitspanne des Paarungsfens-
ters, wobei die Angabeinformationen genutzt
werden, um anzugeben, dass es der Heimnetz-
werkvorrichtung erlaubt ist, der Domäne für die
Paarung beizutreten.

2. Verfahren nach Anspruch 1, wobei die Hinweisinfor-
mationen auf dem Domänenmasterknoten lokal an-
gezeigt oder auf einem Proxy-Knoten angezeigt wer-
den und der Autorisierungsablauf ein Ablauf ist, der
durch den Benutzer auf dem Domänenmasterkno-
ten oder dem Proxy-Knoten durchgeführt wird; oder
die Hinweisinformationen durch den Domänenmas-
terknoten oder einen Proxy-Knoten an ein Endgerät
gesendet werden, das durch den Benutzer genutzt
wird, und auf dem Endgerät angezeigt werden, ein
Anwendungsprogramm, das durch den Benutzer ge-
nutzt wird, um den Autorisierungsablauf durchzufüh-
ren, auf dem Endgerät installiert ist, und der Autori-
sierungsablauf durch Durchführen eines Ablaufes
durch den Benutzer auf dem Anwendungsprogramm
ausgelöst wird.

3. Verfahren nach Anspruch 2, wobei die Hinweisinfor-
mationen, die auf dem Domänenmasterknoten lokal
angezeigt oder auf dem Proxy-Knoten angezeigt
werden, ein Blinklichthinweis sind, und der Ablauf,
der durch den auf dem Domänenmasterknoten oder
dem Proxy-Knoten durchgeführt wird, ein Tasten-
druckablauf ist.

4. Verfahren nach einem der Ansprüche 1 bis 3, wobei
das Senden, durch einen Domänenmasterknoten,
von Hinweisinformationen an einen Benutzer um-
fasst:

Empfangen (S201a, S201b, S301a, S301b),
durch den Domänenmasterknoten, einer Be-
nachrichtigungsnachricht, die durch die Heim-
netzwerkvorrichtung gesendet wird, wobei die
Benachrichtigungsnachricht genutzt wird, um
zu benachrichtigen, dass es eine Heimnetz-
werkvorrichtung gibt, die der Domäne für die
Paarung beitreten muss; und
direktes Senden (S101a, S202a, S302a), durch
den Domänenmasterknoten, der Hinweisinfor-
mationen an den Benutzer basierend auf der Be-
nachrichtigungsnachricht, oder indirektes Sen-
den (S102b, S203b, S303b) der Hinweisinfor-
mationen an den Benutzer durch Verwenden
des Proxy-Knotens basierend auf der Benach-
richtigungsnachricht.

5. Verfahren nach Anspruch 4, wobei die Benachrich-

tigungsnachricht einen Bezeichner der Heimnetz-
werkvorrichtung umfasst, die die Benachrichti-
gungsnachricht sendet; und
die Angabeinformationen den Bezeichner umfas-
sen.

6. Heimnetzwerkvorrichtung, wobei die Heimnetz-
werkvorrichtung als ein Domänenmasterknoten ge-
nutzt wird und konfiguriert ist, um eine
Kommunikationsübertragungsressourcenzuwei-
sung zwischen einem Heimnetzwerk und einem
Knoten in dem Heimnetzwerk zu verwalten, wobei
das Heimnetzwerk ein Netzwerk ist, in dem die Kom-
munikation durch Verwenden eines Heimnetzwerk-
mediums durchgeführt wird, und das Heimnetzwerk-
medium mindestens eines von einer Stromleitung,
einem verdrillten Leitungspaar, einer polymeren op-
tischen Faser oder einem Koaxialkabel umfasst; und
die Heimnetzwerkvorrichtung, die als der Domänen-
masterknoten genutzt wird, eine Heimnetzwerkvor-
richtung verwaltet, die als ein Domänenendpunkt-
knoten genutzt wird, um auf das Heimnetzwerk zu-
zugreifen, und wenn der Domänenmasterknoten ei-
ne Benachrichtigungsnachricht empfängt, die durch
die Heimnetzwerkvorrichtung gesendet wird, die als
der Domänenendpunktknoten genutzt wird, und die
genutzt wird, um zu benachrichtigen, dass es eine
Heimnetzwerkvorrichtung gibt, die auf das Heim-
netzwerk zugreifen muss, der Domänenmasterkno-
ten konfiguriert ist, um die folgenden Schritte durch-
zuführen:

Senden von Hinweisinformationen an einen Be-
nutzer, wobei die Hinweisinformationen genutzt
werden, um darauf hinzuweisen, dass es eine
Heimnetzwerkvorrichtung gibt, die auf das
Heimnetzwerk zugreifen muss;
Empfangen eines Autorisierungsablaufes des
Benutzers, wobei der Autorisierungsablauf ge-
nutzt wird, um anzugeben, dass es der Heim-
netzwerkvorrichtung erlaubt ist, auf das Heim-
netzwerk zuzugreifen, und der Autorisierungs-
ablauf durch den Benutzer gemäß den Hinwei-
sinformationen durchgeführt wird; und
Aktivieren eines Paarungsfensters nach dem
Empfangen des Autorisierungsablaufes, und
Senden von Angabeinformationen innerhalb ei-
ner effektiven Zeitspanne des Paarungsfens-
ters, wobei die Angabeinformationen genutzt
werden, um anzugeben, dass es der Heimnetz-
werkvorrichtung erlaubt ist, auf das Heimnetz-
werk zuzugreifen.

7. Heimnetzwerkvorrichtung nach Anspruch 6, wobei
die Hinweisinformationen ein Lichtblinkhinweis auf
dem Domänenmasterknoten oder auf einem Proxy-
Knoten sind und der Autorisierungsablauf ein Tas-
tendruckablauf ist, der durch den Benutzer auf dem
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Domänenmasterknoten oder dem Proxy-Knoten
durchgeführt wird.

8. Heimnetzwerkvorrichtung nach Anspruch 6, wobei
die Hinweisinformationen eine Push-Nachricht sind,
die durch den Domänenmasterknoten an ein End-
gerät gesendet wird, das durch den Benutzer genutzt
wird, oder an ein Endgerät, das durch den Benutzer
genutzt wird, durch Verwenden des Proxy-Knotens
indirekt gesendet wird, und die auf dem Endgerät
angezeigt wird, ein Anwendungsprogramm, das
durch den Benutzer genutzt wird, um den Autorisie-
rungsablauf durchzuführen, auf dem Endgerät in-
stalliert ist, und der Autorisierungsablauf durch
Durchführen eines Ablaufes durch den Benutzer auf
dem Anwendungsprogramm ausgelöst wird.

9. Heimnetzwerkvorrichtung nach einem der Ansprü-
che 6 bis 8, wobei die Benachrichtigungsnachricht
einen Bezeichner der Heimnetzwerkvorrichtung um-
fasst; und
die Angabeinformationen den Bezeichner umfas-
sen.

10. Heimnetzwerkvorrichtung nach Anspruch 6, wobei
nach dem Empfangen des Autorisierungsablaufes
des Benutzers der Domänenmasterknoten ferner
konfiguriert ist, um die folgenden Schritte durchzu-
führen:

Senden von Domänennamenkonfigurationsin-
formationen des Domänenmasterknotens; und
Empfangen einer Domänennamenkonfigurati-
onsbestätigungsnachricht, die durch die Heim-
netzwerkvorrichtung gesendet wird, wobei die
Domänennamenkonfigurationsbestätigungs-
nachricht genutzt wird, um anzugeben, dass die
Heimnetzwerkvorrichtung einen Domänenna-
men nutzt, der in den Domänennamenkonfigu-
rationsinformationen des Domänenmasterkno-
tens als ein Domänenname der Heimnetzwerk-
vorrichtung enthalten ist.

11. Heimnetzwerkvorrichtung nach Anspruch 6, wobei
die Heimnetzwerkvorrichtung als eine Zugriffsvor-
richtung des Heimnetzwerks genutzt wird und mit
einem Betreibernetzwerk verbunden ist, um eine
netzwerkübergreifende Datenübertragung zwi-
schen dem Betreibernetzwerk und dem Heimnetz-
werk zu implementieren.

Revendications

1. Procédé d’admission sécurisé de réseau
comprenant :

l’envoi (S101a, S101b, S102b, S202a, S202b,

S203b, S302a, S302b, S303b), par un noeud
maître de domaine, d’informations d’invite à un
utilisateur, les informations d’invite étant utili-
sées pour indiquer qu’un dispositif de réseau
domestique a besoin de rejoindre un domaine
pour l’appariement ;
la réception (S102a, S103b, S203a, S204b,
S303a, S304b), par le noeud maître de domai-
ne, d’une opération d’autorisation de l’utilisa-
teur, l’opération d’autorisation étant utilisée pour
indiquer que le dispositif de réseau domestique
est autorisé à rejoindre le domaine pour effec-
tuer une opération d’appariement, et l’opération
d’autorisation étant effectuée par l’utilisateur se-
lon les informations d’invite ; et
l’activation (S103a, S105b, S204a, S206b,
S306a, S308b), par le noeud maître de domai-
ne, d’une fenêtre d’appariement après réception
de l’opération d’autorisation, et l’envoi d’infor-
mations d’indication dans une période effective
de la fenêtre d’appariement, les informations
d’indication étant utilisées pour indiquer que le
dispositif du réseau domestique est autorisé à
rejoindre le domaine pour l’appariement.

2. Procédé selon la revendication 1, les informations
d’invite étant affichées sur le noeud maître de do-
maine localement ou affichées sur un noeud man-
dataire, et l’opération d’autorisation est une opéra-
tion effectuée par l’utilisateur sur le noeud maître de
domaine ou le noeud mandataire ; ou
les informations d’invite sont envoyées par le noeud
maître de domaine ou un noeud mandataire à un
terminal utilisé par l’utilisateur et sont affichées sur
le terminal, un programme d’application utilisé par
l’utilisateur pour effectuer l’opération d’autorisation
est installé sur le terminal, et l’opération d’autorisa-
tion est déclenchée par l’exécution d’une opération
par l’utilisateur sur le programme d’application.

3. Procédé selon la revendication 2, les informations
d’invite affichées sur le noeud maître de domaine
localement ou affichées sur le noeud mandataire
sont une invite clignotante, et l’opération effectuée
par l’utilisateur sur le noeud maître de domaine ou
le noeud mandataire est une opération de pression
de touche.

4. Procédé selon l’une quelconque des revendications
1 à 3, l’envoi, par un noeud maître de domaine, d’in-
formations d’invite à un utilisateur comprenant :

la réception (S201a, S201b, S301a, S301b), par
le noeud maître de domaine, d’un message de
notification envoyé par le dispositif de réseau
domestique, le message de notification étant uti-
lisé pour notifier qu’un dispositif de réseau do-
mestique doit rejoindre le domaine pour
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l’appariement ; et
l’envoi direct (S101a, S202a, S302a), par le
noeud maître de domaine, des informations d’in-
vite à l’utilisateur sur la base du message de
notification ou l’envoi indirect (S102b, S203b,
S303b) des informations d’invite à l’utilisateur à
l’aide du noeud mandataire basé sur le message
de notification.

5. Procédé selon la revendication 4, le message de no-
tification comprenant un identifiant du dispositif de
réseau domestique qui envoie le message de
notification ; et
les informations d’indication comprennent l’identi-
fiant.

6. Dispositif de réseau domestique, le dispositif de ré-
seau domestique étant utilisé comme noeud maître
de domaine, et étant configuré pour gérer l’allocation
de ressources de transmission de communication
entre un réseau domestique et un noeud du réseau
domestique, le réseau domestique étant un réseau
dans lequel la communication est effectuée en utili-
sant un support de réseau domestique, et le support
de réseau domestique comprenant au moins l’un
parmi une ligne électrique, une paire torsadée, une
fibre optique en plastique ou un câble coaxial ; et
le dispositif de réseau domestique utilisé comme
noeud maître de domaine gère un dispositif de ré-
seau domestique utilisé comme noeud de point de
terminaison de domaine pour accéder au réseau do-
mestique, et lorsque le noeud maître de domaine
reçoit un message de notification qui est envoyé par
le dispositif de réseau domestique utilisé comme
noeud de point d’extrémité de domaine et qui est
utilisé pour notifier qu’un dispositif de réseau domes-
tique doit accéder au réseau domestique, le noeud
maître de domaine est configuré pour effectuer les
étapes suivantes :

l’envoi d’informations d’invite à un utilisateur, les
informations d’invite étant utilisées pour indiquer
qu’il existe un dispositif de réseau domestique
qui doit accéder au réseau domestique ;
la réception d’une opération d’autorisation de
l’utilisateur, l’opération d’autorisation étant utili-
sée pour indiquer que le dispositif de réseau do-
mestique est autorisé à accéder au réseau do-
mestique, et l’opération d’autorisation étant ef-
fectuée par l’utilisateur selon les informations
d’invite ; et
l’activation d’une fenêtre d’appariement après
réception de l’opération d’autorisation, et l’envoi
d’informations d’indication dans une période ef-
fective de la fenêtre d’appariement, les informa-
tions d’indication étant utilisées pour indiquer
que le dispositif de réseau domestique est auto-
risé à accéder au réseau domestique.

7. Dispositif de réseau domestique selon la revendica-
tion 6, les informations d’invite étant une invite cli-
gnotante sur le noeud maître de domaine ou sur un
noeud mandataire, et l’opération d’autorisation étant
une opération de pression de touche effectuée par
l’utilisateur sur le noeud maître de domaine ou le
noeud proxy.

8. Dispositif de réseau domestique selon la revendica-
tion 6, les informations d’invite étant un message
push qui est envoyé par le noeud maître de domaine
à un terminal utilisé par l’utilisateur ou envoyé indi-
rectement à un terminal utilisé par l’utilisateur à l’aide
du noeud mandataire et qui est affiché sur le termi-
nal, un programme d’application utilisé par l’utilisa-
teur pour effectuer l’opération d’autorisation est ins-
tallé sur le terminal, et l’opération d’autorisation est
déclenchée en effectuant une opération par l’utilisa-
teur sur le programme d’application.

9. Dispositif de réseau domestique selon l’une quel-
conque des revendications 6 à 8, le message de
notification comprenant un identifiant du dispositif de
réseau domestique ; et
les informations d’indication comprennent l’identi-
fiant.

10. Dispositif de réseau domestique selon la revendica-
tion 6, après avoir reçu l’opération d’autorisation de
l’utilisateur, le noeud maître de domaine étant en
outre configuré pour effectuer les étapes suivantes :

l’envoi d’informations de configuration de nom
de domaine du noeud maître de domaine ; et
la réception d’un message d’accusé de récep-
tion de configuration de nom de domaine envoyé
par le dispositif de réseau domestique, le mes-
sage d’accusé de réception de configuration de
nom de domaine étant utilisé pour indiquer que
le dispositif de réseau domestique utilise un nom
de domaine compris dans les informations de
configuration de nom de domaine du noeud maî-
tre de domaine comme nom de domaine du dis-
positif réseau domestique.

11. Dispositif de réseau domestique selon la revendica-
tion 6, le dispositif de réseau domestique étant utilisé
comme dispositif d’accès du réseau domestique et
étant connecté à un réseau d’opérateur, pour mettre
en oeuvre une transmission de données inter-ré-
seaux entre le réseau d’opérateur et le réseau do-
mestique.

45 46 



EP 3 739 817 B1

25



EP 3 739 817 B1

26



EP 3 739 817 B1

27



EP 3 739 817 B1

28



EP 3 739 817 B1

29



EP 3 739 817 B1

30



EP 3 739 817 B1

31



EP 3 739 817 B1

32



EP 3 739 817 B1

33



EP 3 739 817 B1

34



EP 3 739 817 B1

35



EP 3 739 817 B1

36



EP 3 739 817 B1

37



EP 3 739 817 B1

38



EP 3 739 817 B1

39



EP 3 739 817 B1

40

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

• CN 106559357 [0010]


	bibliography
	description
	claims
	drawings
	cited references

