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(57) ABSTRACT

A method for configuring a path for intercepting user data,
a method for intercepting user data, an apparatus, a system,
a control plane entity and a user plane entity, the method for
configuring the path for intercepting user data comprises:
acquiring a target to be intercepted and an intercepting
interface address; configuring data path configuration infor-
mation on a user plane entity GW-U according to the target
to be intercepted and the intercepting interface address;
sending the data path configuration information to the user
plane entity GW-U so that the GW-U establishes a path for
data transmission; initiating an establishment of an inter-
cepting connection of an intercepting interface to an inter-
cepting entity based on the intercepting interface address so
as to transmit the data of the target to be intercepted.
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information sent by a control plane entity GW-C, the data path
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METHOD FOR CONFIGURING A PATH FOR
INTERCEPTING USER DATA, METHOD FOR
INTERCEPTING, APPARATUS AND ENTITY

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 14/716,095, filed on May 19, 2015,
which is a continuation of International Patent Application
No. PCT/CN2012/084835, filed on Nov. 19, 2012, All of the
afore-mentioned patent applications are hereby incorporated
by reference in their entireties.

TECHNICAL FIELD

[0002] The present invention relates to field of communi-
cation technology, and in particular relates to a method for
configuring a path for intercepting user data, a method for
intercepting user data, an apparatus, a system, a control
plane entity and a user plane entity.

BACKGROUND

[0003] With development of communication technology,
an idea of separating a control plane of a gateway from a
user plane thereof is proposed so as to simplify design of a
hardware platform and reduce cost of the hardware platform,
which is beneficial to accelerate deployment of a mobile
packet data network. The original gateway can be separated
into: a network gateway-control (GW-C) entity of the gate-
way and a network gateway-user (GW-U) entity (i.e. for-
ward plane entity) thereof. Wherein, it is concerned that both
the GW-C entity and a mobility management entity (MME/
SGSN) adopt a general computer platform, therefore, they
can be integrated together, and also can be separately
arranged.

[0004] Before the separation, the gateway (including the
GW-C and the GW-U) is connected with a lawful intercep-
tion center (LIC) or a law enforcement agency (LEA)
through an interface X1, an interface X2 and an interface
X3, wherein, the X1 interface is configured to perform an
access authentication by the gateway for the LIC/LEA and
set monitoring information of a target to be intercepted;
wherein, the monitoring information of the target to be
intercepted includes at least one event of the following
events: activation, update and deactivation of a PDP context/
bearing context, user access report, tunnel built and tunnel
released, which need to be reported by the X2 interface. The
monitoring information can further include reporting user
data content of lawful interception content tunnel (LICT) of
the X3 interface. The monitoring information can further
include information of the target to be intercepted, which
includes an identifier of the target to be intercepted; the X3
interface is configured to report data content information of
a UE device to the LEA or the LIC; that is to say, the
gateway can report the data content information of the UE
device to the LEA or the LIC through messages.

[0005] After the separation of the control plane entity and
the user plane entity of the gateway, the intercepting inter-
face of the LEA or the LIC is provided on the control plane
entity, but uplink data of the user equipment UE are for-
warded to a PDN through the user plane entity; the downlink
user data of the PDN are forwarded to the UE through the
user plane entity. However, if the interfaces X1, X2 and X3
are all provided on the control plane entity, the user plane
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entity cannot report the data content information of the user
to the LEA or the LIC through the interface X3. If the user
plane entity forwards the data of the target to be intercepted,
the user equipment, to the control plane entity, and the data
are reported to the LEA or the LIC by the control plane entity
through the X3 interface thereon, then the control plane
entity needs to reserve a data forwarding function, which
results in a complex structure of the control plane entity and
greatly increased cost.

[0006] During research and practice with respect to the
prior art, the inventor of the present invention has found that
in the present implementing manners, how to avoid a
complex structure of the control plane entity and how to
reduce data flow of the target to be intercepted between the
control plane entity and the user plane entity are the tech-
nical problems to be solved at present.

SUMMARY

[0007] Embodiments of the present invention provide a
method for intercepting user data, an apparatus, a system for
intercepting user data, a control plane entity and a user plane
entity, in order to solve the technical problems of a complex
structure of the control plane entity and increasing cost,
which are caused by increasing data flow of the target to be
intercepted transmitted between the control plane entity and
the user plane entity, in an architecture in which the control
plane entity and the user plane entity are separated.

[0008] In order to solve the foregoing problems, the
embodiments of the present invention provide the following
technical solutions:

[0009] One aspect provides a method for configuring a
path for intercepting user data, including:

[0010] acquiring, by a control plane entity GW-C, a target
to be intercepted and an intercepting interface address;
[0011] configuring, by the GW-C, data path configuration
information on a user plane entity GW-U according to the
target to be intercepted and the intercepting interface
address;

[0012] sending, by the GW-C, the data path configuration
information to the user plane entity GW-U so that the GW-U
establishes a path for data transmission; and

[0013] initiating, by the GW-C, an establishment of an
intercepting connection of an intercepting interface to an
intercepting entity based on the intercepting interface
address so as to transmit data of the target to be intercepted.
[0014] Optionally, the acquiring, by the GW-C, the target
to be intercepted and the intercepting interface address
includes:

[0015] the GW-C receives a request of configuring the
target to be intercepted sent by the intercepting entity, the
request of configuring the target to be intercepted includes
the target to be intercepted and the intercepting interface
address; or

[0016] the GW-C receives a request of configuring the
target to be intercepted sent by the intercepting entity, the
request of configuring the target to be intercepted includes
the target to be intercepted and an identifier of the inter-
cepting entity; converts the identifier of the intercepting
entity, obtains a converted identifier, and uses the converted
identifier as the intercepting interface address.

[0017] Optionally, the sending, by the GW-C, the data path
configuration information to the user plane entity GW-U
includes:
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[0018] the GW-C sends the data path configuration infor-
mation to the user plane entity GW-U through a message of
configuring a data path; or

[0019] the GW-C sends the target to be intercepted and the
intercepting interface address in the data path configuration
information to the user plane entity GW-U through different
messages.

[0020] Optionally, after the GW-C acquires the target to be
intercepted and the intercepting interface address, the
method further includes:

[0021] the GW-C judges whether a connection of the
target to be intercepted has already been established, if not,
the GW-C executes the step of sending the data path
configuration information to the user plane entity GW-Uj; if
yes, the GW-C modifies the data path configuration infor-
mation, and sends the modified data path configuration
information to the GW-U so that the GW-U modifies the
path for data transmission which has already been estab-
lished.

[0022] Optionally, the intercepting interface address is an
address of an X3 interface on the GW-U.

[0023] Optionally, the method further includes:

[0024] the GW-C allocates a connection identifier of the
intercepting interface for the intercepting connection;
[0025] the GW-C sends the connection identifier to the
user plane entity GW-U.

[0026] Optionally, after the GW-C acquires the target to be
intercepted and the intercepting interface address, the
method further includes:

[0027] the GW-C acquires encryption information of the
intercepting connection, the encryption information is con-
figured to encrypt data of the target to be intercepted;

[0028] the GW-C sends the encryption information to the
GW-U.
[0029] A second aspect provides a method for intercepting

user data, including:

[0030] receiving, by a user plane entity GW-U, data path
configuration information sent by a control plane entity
GW-C, the data path configuration information includes: a
target to be intercepted and an intercepting interface address;
[0031] establishing, by the GW-U, a path for data trans-
mission according to the data path configuration informa-
tion;

[0032] intercepting, by the GW-U, data transmitted by the
target to be intercepted on the path, and sending the data to
an intercepting entity through the intercepting interface
address.

[0033] Optionally, the receiving, by the GW-U, data path
configuration information sent by the GW-C specifically
includes:

[0034] GW-U receives the data path configuration infor-
mation sent by the GW-C through a message of configuring
a data path; or,

[0035] the GW-U receives the target to be intercepted and
the intercepting interface address in the data path configu-
ration information sent by the GW-C through different
messages.

[0036] Optionally, after the receiving, by the GW-U, data
path configuration information sent by the GW-C, if a
connection of the target to be intercepted has already been
established, the method further includes:

[0037] the GW-U receives modified data path configura-
tion information sent by the GW-C;
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[0038] the GW-U modifies a path for data transmission
which has already been established according to the modi-
fied data path configuration information.

[0039] Optionally, the method further includes: the GW-U
receives a connection identifier of the intercepting interface,
which is allocated for an intercepting connection, sent by the
GW-C;

[0040] the GW-U sends the data to the intercepting entity
according to the connection identifier.

[0041] Optionally, the method further includes: the GW-U
allocates a connection identifier of the intercepting interface
for the intercepting connection;

[0042] the GW-U sends the connection identifier to the
GW-C.

[0043] Optionally, the method further includes:

[0044] the GW-U receives encryption information sent by
the GW-C;

[0045] the GW-U encrypts the intercepted data using the

encryption information;

[0046] the GW-U sends the encrypted data to the inter-
cepting entity through the intercepting connection.

[0047] A third aspect provides an apparatus for configur-
ing a path for intercepting user data, including:

[0048] a first acquiring unit, configured to acquire a target
to be intercepted and an intercepting interface address;
[0049] a configuring unit, configured to configure data
path configuration information on a user plane entity GW-U
according to the target to be intercepted and the intercepting
interface address;

[0050] a first sending unit, configured to send the data path
configuration information to the user plane entity GW-U so
that the GW-U establishes a path for data transmission;
[0051] an establishing unit, configured to initiate an estab-
lishment of an intercepting connection of an intercepting
interface to an intercepting entity based on the intercepting
interface address so as to transmit data of the target to be
intercepted.

[0052] Optionally, the first acquiring unit includes: a first
receiving unit; and/or includes: a second receiving unit and
a converting unit, wherein,

[0053] the first receiving unit is configured to receive a
request of configuring the target to be intercepted sent by the
intercepting entity, the request of configuring the target to be
intercepted includes the target to be intercepted and the
intercepting interface address;

[0054] the second receiving unit is configured to receive a
request of configuring the target to be intercepted sent by the
intercepting entity, the request of configuring the target to be
intercepted includes the target to be intercepted and an
identifier of the intercepting entity;

[0055] the converting unit is configured to convert the
identifier of the intercepting entity, obtain a converted iden-
tifier, and use the converted identifier as the intercepting
interface address.

[0056] Optionally, the first sending unit includes:

[0057] a first information sending unit, configured to send
the data path configuration information to the user plane
entity GW-U through a message of configuring a data path;
or

[0058] a second information sending unit, configured to
send the target to be intercepted and the intercepting inter-
face address in the data path configuration information to the
user plane entity GW-U through different messages.
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[0059] Optionally, the apparatus further includes:

[0060] a judging unit, configured to judge whether a
connection of the target to be intercepted has already been
established or not after the first acquiring unit acquires the
target to be intercepted and the intercepting interface
address, and send to the configuring unit a judging result that
no connection has been established, send to a modifying unit
a judging result that the connection has been established;
[0061] the modifying unit is configured to modify the data
path configuration information configured by the configur-
ing unit when receiving the judging result that the connec-
tion has been established sent by the judging unit; and send
the modified data path configuration information to the first
sending unit;

[0062] the configuring unit is further configured to con-
figure the data path configuration information on the user
plane entity GW-U according to the target to be intercepted
and the intercepting interface address acquired by the first
acquiring unit when receiving the judging result that no
connection has been established sent by the judging unit;
[0063] the first sending unit is further configured to send
the modified data path configuration information to the
GW-U when receiving the modified data path configuration
information sent by the modifying unit, so that the GW-U
modifies the path for data transmission which has already
been established.

[0064] Optionally, the apparatus further includes:

[0065] an allocating unit, configured to allocate a connec-
tion identifier of the intercepting interface for the intercept-
ing connection established by the establishing unit;

[0066] a second sending unit, configured to send the
connection identifier to the user plane entity GW-U.
[0067] Optionally, the apparatus further includes:

[0068] a second acquiring unit, configured to acquire the
encryption information which is configured to encrypt the
data of the target to be intercepted after the first acquiring
unit acquires the target to be intercepted and the intercepting
interface address;

[0069] a third sending unit, configured to send the encryp-
tion information to the GW-U.

[0070] A fourth aspect provides an apparatus for intercept-
ing user data, including:

[0071] a first receiving unit, configured to receive data
path configuration information sent by a control plane entity
GW-C, the data path configuration information includes: a
target to be intercepted and an intercepting interface address;
[0072] an establishing unit, configured to establish a path
for data transmission according to the data path configura-
tion information;

[0073] an intercepting unit, configured to intercept data
transmitted by the target to be intercepted on the path;
[0074] a first sending unit, configured to send the data to
an intercepting entity through the intercepting interface
address.

[0075] Optionally, the first receiving unit includes:
[0076] a first information receiving unit, configured to
receive the data path configuration information sent by the
GW-C through a message of configuring a data path; or,
[0077] a second information receiving unit, configured to
receive the target to be intercepted and the intercepting
interface address in the data path configuration information
sent by the GW-C through different messages.
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[0078] Optionally, the apparatus further includes:

[0079] a second receiving unit, configured to receive
modified data path configuration information sent by the
GW-C after the first receiving unit receives the data path
configuration information sent by the GW-C and if a con-
nection of the target to be intercepted has already been
established;

[0080] a moditying unit, configured to modify the path for
data transmission which has already been established
according to the modified data path configuration informa-
tion.

[0081] Optionally, the apparatus further includes:

[0082] a third receiving unit, configured to receive a
connection identifier of an intercepting interface, which is
allocated for an intercepting connection with the intercept-
ing entity, sent by the GW-C;

[0083] a second sending unit, configured to send the data
intercepted by the intercepting unit to the intercepting entity
according to the connection identifier.

[0084] Optionally, the apparatus further includes:

[0085] an allocating unit, configured to allocate a connec-
tion identifier of the intercepting interface for the intercept-
ing connection established with the intercepting entity;
[0086] a third sending unit, configured to send the data
intercepted by the intercepting unit 83 to the intercepting
entity according to the connection identifier;

[0087] a fourth sending unit, configured to send the con-
nection identifier to the GW-C.

[0088] Optionally, the apparatus further includes:

[0089] a fourth receiving unit, configured to receive
encryption information of the intercepting interface sent by
the GW-C;

[0090] an encrypting unit, configured to encrypt the inter-
cepted data using the encryption information;

[0091] a fifth sending unit, configured to send the
encrypted data to the intercepting entity through the inter-
cepting interface address.

[0092] A fifth aspect provides a control plane entity,
including:
[0093] a transceiver, configured to acquire a target to be

intercepted and an intercepting interface address;

[0094] a processor, configured to configure data path con-
figuration information on a user plane entity GW-U accord-
ing to the target to be intercepted and the intercepting
interface address acquired by the transceiver; and initiate an
establishment of an intercepting connection of an intercept-
ing interface to an intercepting entity based on the inter-
cepting interface address so as to transmit data of the target
to be intercepted;

[0095] the transceiver is further configured to send the
data path configuration information configured by the pro-
cessor to the user plane entity GW-U so that the GW-U
establishes a path for data transmission.

[0096] Optionally, the transceiver acquiring the target to
be intercepted and the intercepting interface address spe-
cifically includes:

[0097] the transceiver receives a request of configuring the
target to be intercepted sent by the intercepting entity, the
request of configuring the target to be intercepted includes
the target to be intercepted and the intercepting interface
address; or receives a request of configuring the target to be
intercepted sent by the intercepting entity, the request of
configuring the target to be intercepted includes the target to
be intercepted and an identifier of the intercepting entity;
converts the identifier of the intercepting entity, obtains a
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converted identifier, and uses the converted identifier as the
intercepting interface address.

[0098] Optionally, the transceiver sending the data path
configuration information configured by the processor to the
user plane entity GW-U specifically includes:

[0099] sends the data path configuration information to the
user plane entity GW-U through a message of configuring a
data path; or, sends the target to be intercepted and the
intercepting interface address in the data path configuration
information to the user plane entity GW-U through different
messages.

[0100] Optionally, the processor is further configured to
judge whether a connection of the target to be intercepted
has already been established or not after the transceiver
acquires the target to be intercepted and the intercepting
interface address, if not, send to the transceiver a judging
result that no connection has been established; if yes, modify
the data path configuration information, and send the modi-
fied data path configuration information to the transceiver;
[0101] the transceiver is further configured to send the
data path configuration information to the user plane entity
GW-U after receiving the result that no connection has been
established; or, send the modified data path configuration
information to the GW-U when receiving the modified data
path configuration information, so that the GW-U modifies
the path for data transmission which has already been
established.

[0102] Optionally, the processor is further configured to
allocate a connection identifier of the intercepting interface
for the intercepting connection;

[0103] the transceiver is further configured to send the
connection identifier allocated by the processor to the user
plane entity GW-U.

[0104] Optionally, the transceiver is further configured to
acquire encryption information of the intercepting connec-
tion after acquiring the target to be intercepted and the
intercepting interface address, the encryption information is
configured to encrypt the data of the target to be intercepted;
and send the encryption information to the GW-U.

[0105] A sixth aspect provides a user plane entity, includ-
ing:
[0106] a transceiver, configured to receive data path con-

figuration information sent by a control plane entity GW-C,
the data path configuration information includes: a target to
be intercepted and an intercepting interface address;
[0107] a processor, configured to establish a path for data
transmission according to the data path configuration infor-
mation received by the transceiver; and intercept data trans-
mitted by the target to be intercepted on the path;

[0108] the transceiver is further configured to send the
data intercepted by the processor to an intercepting entity
through the intercepting interface address.

[0109] Optionally, the transceiver receiving the data path
configuration information sent by the GW-C specifically
includes: receives the data path configuration information
sent by the GW-C through a message of configuring a data
path; or, receives the target to be intercepted and the
intercepting interface address in the data path configuration
information sent by the GW-C through different messages.
[0110] Optionally, the transceiver is further configured to
receive modified data path configuration information sent by
the GW-C after receiving the data path configuration infor-
mation sent by the GW-C and if the connection of the target
to be intercepted has already been established;
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[0111] the processor modifies the path for data transmis-
sion which has already been established according to the
modified data path configuration information received by the
transceiver.

[0112] Optionally, the transceiver is further configured to
receive a connection identifier of the intercepting interface,
which is allocated for the intercepting connection, sent by
the GW-C; and send the data to the intercepting entity
according to the connection identifier.

[0113] Optionally, the processor is further configured to
allocate a connection identifier of the intercepting interface
for the intercepting connection;

[0114] the transceiver is further configured to send the
connection identifier allocated by the processor to the
GW-C.

[0115] Optionally, the transceiver is further configured to
receive encryption information sent by the GW-C;

[0116] the processor is further configured to encrypt the
intercepted data using the encryption information received
by the transceiver;

[0117] the transceiver is further configured to send the data
encrypted by the processor to an intercepting entity through
the intercepting connection.

[0118] A seventh aspect provides a system for intercepting
user data, including: a control plane entity and a user plane
entity, the control plane entity includes: an X1/X2 interface
unit, a conversation managing unit and a data path config-
uring unit, the user plane entity includes an X3 interface
unit, a data path managing unit and a packet data forwarding
unit, wherein,

[0119] the X1/X2 interface unit is configured to acquire
trigger event information of a target to be intercepted, and
send the trigger event information to the conversation man-
aging unit; and receive event information of the target to be
intercepted sent by the conversation managing unit; and
initiate an establishment of an intercepting connection of the
X3 interface to an intercepting entity based on the X3
interface unit so as to transmit the data of the target to be
intercepted to the intercepting entity; wherein, the trigger
event information includes: the target to be intercepted and
an X3 interface address;

[0120] the conversation managing unit is configured to
send the trigger event information to the data path config-
uring unit after receiving the trigger event information sent
by the X1/X2 interface unit;

[0121] the data path configuring unit is configured to
configure data path configuration information on the GW-U
after receiving the trigger event information, and send the
data path configuration information to the data path man-
aging unit;

[0122] the data path managing unit is configured to con-
figure and establish a path for data transmission after receiv-
ing the data path configuration information, and intercept the
data transmitted by the target to be intercepted on the path,
and forward the data to the packet data forwarding unit;
[0123] the data packet forwarding unit is configured to
send the data to the X3 interface unit;

[0124] the X3 interface unit is configured to send the
received data to the intercepting entity.

[0125] It should be understood from the above technical
solutions that, in the embodiments of the present invention,
in an architecture in which the control plane entity and the
user plane entity are separated, the user plane entity supports
the function of intercepting interface (such as X3 interface),
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so as to report the data flow of the user to the intercepting
entity (such as LEA or LIC) through the intercepting inter-
face, which significantly decreases data flow of the target to
be intercepted between the control plane entity and the user
plane entity as well as avoiding the structure complication of
the control plane entity, improves performance of the GW-C
and reduces cost. Furthermore, when acquiring the target to
be intercepted, it is judged whether the connection of the
target to be intercepted has already been established or not,
s0 as to determine whether to directly configure the data path
configuration information of the target to be intercepted, or
modify the data path configuration information which has
already been configured, which significantly decreases the
data forwarding flow between the GW-C and the GW-U,
simplifies complexity of the GW-C, improves performance
of the GW-C and reduces cost.

BRIEF DESCRIPTION OF DRAWINGS

[0126] To illustrate the technical solutions of embodi-
ments of the present invention or the prior art more clearly,
the accompanying drawings used in description of the
embodiments or the prior art will be illustrated briefly as
follows. Apparently, the accompanying drawings only show
certain embodiments of the present invention, persons
skilled in the art can derive other drawings from them
without creative work.

[0127] FIG. 1 is a first flow diagram of a method for
configuring a path for intercepting user data provided by an
embodiment of the present invention;

[0128] FIG. 2 is a second flow diagram of the method for
configuring a path for intercepting user data provided by an
embodiment of the present invention;

[0129] FIG. 3 is a first flow diagram of a method for
intercepting user data provided by an embodiment of the
present invention;

[0130] FIG. 4 is a first schematic structural diagram of an
apparatus for configuring a path for intercepting user data
provided by an embodiment of the present invention;
[0131] FIG. 5 is a second schematic structural diagram of
the apparatus for configuring the path for intercepting user
data provided by an embodiment of the present invention;
[0132] FIG. 6 is a third schematic structural diagram of the
apparatus for configuring the path for intercepting user data
provided by an embodiment of the present invention;
[0133] FIG. 7 is a fourth schematic structural diagram of
the apparatus for configuring the path for intercepting user
data provided by an embodiment of the present invention;
[0134] FIG. 8 is a first schematic structural diagram of an
apparatus for intercepting user data provided by an embodi-
ment of the present invention;

[0135] FIG. 9 is a second schematic structural diagram of
the apparatus for intercepting user data provided by an
embodiment of the present invention;

[0136] FIG. 10 is a third schematic structural diagram of
the apparatus for intercepting user data provided by an
embodiment of the present invention;

[0137] FIG. 11 is a fourth schematic structural diagram of
the apparatus for intercepting user data provided by an
embodiment of the present invention;

[0138] FIG. 12 is a fifth schematic structural diagram of
the apparatus for intercepting user data provided by an
embodiment of the present invention;
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[0139] FIG. 13 is a schematic structural diagram of a
system for intercepting user data provided by an embodi-
ment of the present invention;

[0140] FIG. 14 is a flow diagram of a first application
example provided by an embodiment of the present inven-
tion;

[0141] FIG. 15 is a flow diagram of a second application
example provided by an embodiment of the present inven-
tion;

[0142] FIG. 16 is a flow diagram of a third application
example provided by an embodiment of the present inven-
tion;

[0143] FIG. 17 is a flow diagram of a fourth application
example provided by an embodiment of the present inven-
tion.

DESCRIPTION OF EMBODIMENTS

[0144] The technical solutions in embodiments of the
present invention will be clearly and completely described
below by reference to accompanying drawings in the
embodiments of the present invention. Obviously, the
embodiments described are only part of the embodiments
provided by the present invention, but not all of them. Based
on the embodiments of the present invention, all of other
embodiments obtained by those skilled in the art without
creative work are within the protection scope of the present
invention.

[0145] In the embodiments of the present invention, the
function of signaling processing and the function of user
plane data forwarding of the gateway are separated, and the
function of signaling processing of the interface is provided
on a general computer platform, so as to form a gateway
controlling node. The function of user plane data forwarding
is provided on a specialized router platform, so as to form a
gateway forwarding node. That is, the gateway controlling
node and the gateway forwarding node are separated, which
can significantly simplify design of a hardware platform and
reduce cost of the hardware platform, and thus can accel-
erate deployment of the mobile packet data network.
[0146] Wherein, in the structure wherein the control plane
of the gateway and the user plane thereof are separated, the
control plane entity (GW-C) of the gateway can be called as
a control plane gateway, and can also be called as a gateway
controller. The user plane entity (GW-U) of the gateway can
be called as a user plane gateway, and can also be called as
a packet data forwarding gateway, a forwarding node or a
switching node. Wherein, concerning that both the control
plane entity of the gateway and the mobility management
entity (MME/SGSN) adopt a general computer platform,
therefore, they can be arranged together.

[0147] Wherein, the structure wherein the control plane
and the user plane are separated can be referred to the patent
application document application No.: PCT/CN2012/
077960, in the title of: GATEWAY SYSTEM, DEVICE
AND COMMUNICATION METHOD, filed on Jun. 29,
2012.

[0148] Please refer to FIG. 1, FIG. 1 is a first flow diagram
of'a method for configuring a path for intercepting user data
provided by an embodiment of the present invention; the
method includes:

[0149] Step 101: a control plane entity GW-C acquires a
target to be intercepted and an intercepting interface address;
[0150] In the present embodiment, two acquiring modes
are taken as examples, which specifically are:
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[0151] One mode is: the GW-C receives a request of
configuring a target to be intercepted sent by an intercepting
plane entity, the request of configuring the target to be
intercepted includes: the target to be intercepted and the
intercepting interface address; wherein, the intercepting
plane entity includes: a lawful interception center (LIC) or
a law enforcement agency (LEA), but it is not limited to this,
which can also include other legal intercepting devices.
[0152] Wherein, the target to be intercepted includes iden-
tification information and a reporting mode, etc, of the target
to be intercepted, the intercepting interface address can be an
address of an X3 interface, or can be an address of other
interface which has the function of the X3 interface, which
will not be limited in the present embodiment.

[0153] The other mode is: the GW-C receives a request of
configuring a target to be intercepted sent by an intercepting
entity, the request of configuring the target to be intercepted
includes: the target to be intercepted and an identifier of the
intercepting entity; then, the GW-C converts the identifier of
the intercepting entity, obtains a converted identifier, and
uses the converted identifier as the intercepting interface
address.

[0154] That is to say, if the intercepting interface address
is not included in the request of configuring the target to be
intercepted received by the GW-C, it needs to convert the
identifier of the intercepting entity into the intercepting
interface address, and the converting procedure is: the
GW-C acquires the intercepting interface address according
to the identifier of the intercepting entity and configuration
information of the intercepting entity. The identifier of the
intercepting entity can be one of the following identifiers: an
address of an X1 interface of the intercepting entity, an
address of an X2 interface of the intercepting entity, a name
of the intercepting entity and a domain name of the inter-
cepting entity, etc. The configuration information of the
intercepting entity at least includes the identifier of the
intercepting entity and an identifier of the corresponding
intercepting interface address. The GW-C can further match
the identifier of the intercepting entity in the request of
configuring the target to be intercepted with the identifier of
the intercepting entity in the configuration information of the
intercepting entity, and acquire the corresponding intercept-
ing interface address.

[0155] Ifthere is only one intercepting entity existed in the
network, the identifier of the intercepting entity or the
intercepting interface address may not be carried in the
request of configuring the target by the intercepting entity.
The GW-C acquires the intercepting interface address
directly from the configuration information of the intercept-
ing entity.

[0156] Step 102: the GW-C configures data path configu-
ration information on a user plane entity GW-U according to
the target to be intercepted and the intercepting interface
address;

[0157] wherein, the configured data path configuration
information can include: opposite end network element
information, path identifier information of the opposite end
network element and relevant information of the data path
(such as the IP address of an UE) etc, but is not limited to
these, which can also include other parameters according to
specific situations.

[0158] The configuration procedure is a common technol-
ogy for those skilled in the art, which will not be described
here.
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[0159] Step 103: the GW-C sends the data path configu-
ration information to the user plane entity GW-U so that the
GW-U establishes a path for data transmission;

[0160] In the present embodiment, the data path configu-
ration information can be sent to the user plane entity GW-U
through a message of configuring a data path; obviously, the
target to be intercepted and the intercepting interface address
in the data path configuration information can also be sent to
the user plane entity GW-U through different messages, for
example, the GW-C sends the target to be intercepted in the
data path configuration information to the GW-U through
the message of configuring the data path, and sends the
intercepting interface address in the data path configuration
information to the GW-U through another message, which
will not be limited in the present embodiment.

[0161] Step 104: the GW-C initiates an establishment of
an intercepting connection of an intercepting interface to the
intercepting entity based on the intercepting interface
address so as to transmit data of the target to be intercepted.
[0162] That is to say, the GW-C initiates an establishment
of' the intercepting connection of the intercepting interface to
the intercepting entity through the intercepting interface
address so as to subsequently transmit data of the target to
be intercepted.

[0163] Wherein, in the present embodiment, when in an
actual implementation, there is no sequence between the
step 103 and the step 104, they can be executed simultane-
ously, which will not be limited in the present embodiment.
[0164] Alternatively, the step 104 can also be executed
between the step 101 and the step 102.

[0165] In the embodiment of the present invention, in an
architecture in which the control plane entity (i.e. the control
node) and the user plane entity (forward node) are separated,
through supporting, by the user plane entity, the function of
the intercepting interface (such as X3 interface), the data
flow of the user is reported to the intercepting entity (such
as LEA or LIC) through the intercepting interface, which
significantly decreases the data flow of the target to be
intercepted between the control plane entity and the user
plane entity as well as avoiding structure complication of the
control plane entity, improves performance of the GW-C and
reduces cost.

[0166] Please refer to FIG. 2, which is a second flow
diagram of the method for configuring a path for intercept-
ing user data provided by an embodiment of the present
invention, the method includes:

[0167] Step 201: a GW-C acquires a target to be inter-
cepted and an intercepting interface address;

[0168] Wherein, there are two acquiring modes, and the
detailed acquiring procedure thereof has been illustrated
above and will not be described here.

[0169] Step 202: the GW-C judges whether a connection
of the target to be intercepted has already been established
or not, if not, execute step 203, step 204 and step 207; if yes,
execute step 205, step 206 and step 207,

[0170] Step 203: the GW-C configures data path configu-
ration information on a user plane entity GW-U according to
the target to be intercepted and the intercepting interface
address;

[0171] Step 204: the GW-C sends the data path configu-
ration information to the user plane entity GW-U so that the
GW-U establishes a path for data transmission;
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[0172] Wherein, there are two sending modes of the data
path configuration information, and the detailed procedure
thereof has been illustrated above and will not be described
here.

[0173] Step 205: the GW-C modifies the data path con-
figuration information;

[0174] wherein, the data path configuration information
includes an identifier of the target to be intercepted.
[0175] Step 206: the GW-C sends the modified data path
configuration information to the GW-U so that the GW-U
modifies the path for data transmission which is already
established;

[0176] wherein, there are two sending modes of the modi-
fied data path configuration information:

[0177] one mode is: to send the modified data path con-
figuration information to the user plane entity GW-U
through a message of configuring a data path;

[0178] the other mode is: to send the target to be inter-
cepted and the intercepting interface address in the modified
data path configuration information to the user plane entity
GW-U through different messages.

[0179] Step 207: the GW-C initiates an establishment of
an intercepting connection of an intercepting interface to an
intercepting entity based on the intercepting interface
address so as to transmit data of the target to be intercepted.

[0180] Inanembodiment of the present invention, when in
an actual implementation, there is no sequence between the
step 204 and step 207, they can be executed simultaneously,
which is not limited in the present embodiment.

[0181] Similarly, when in an actual implementation, there
is no sequence between the step 206 and step 207, they can
be executed simultaneously, which is not limited in the
present embodiment.

[0182] In an embodiment of the present invention, when
acquiring the target to be intercepted, it is judged whether
the connection of the target to be intercepted has already
been established, so as to determine whether to directly
configure the data path configuration information of the
target to be intercepted, or modify the data path configura-
tion information which has already been configured, which
significantly decreases the data forwarding flow between the
GW-C and the GW-U, simplifies complexity of the GW-C,
improves performance of the GW-C and reduces cost.
[0183] Optionally, in all the embodiments above, the
method can further include: allocating a connection identi-
fier of the intercepting interface for the intercepting connec-
tion; and sending the connection identifier to the user plane
entity GW-U.

[0184] Optionally, in all the embodiments above, the
method can further include: after acquiring the target to be
intercepted and the intercepting interface address, acquiring
encryption information of the intercepting connection, the
encryption information is configured to encrypt the data of
the target to be intercepted; and sending the encryption
information to the GW-U.

[0185] Please refer to FIG. 3, which is a first flow diagram
of a method for intercepting user data provided by an
embodiment of the present invention; the method includes:
[0186] Step 301: a user plane entity GW-U receives data
path configuration information sent by a control plane entity
GW-C, the data path configuration information includes: a
target to be intercepted and an intercepting interface address;
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[0187] Wherein, there are two receiving modes of the data
path configuration information sent by the GW-C, which
specifically are:

[0188] One mode is: receiving the data path configuration
information sent by the GW-C through a message of con-
figuring a data path; the data path configuration information
includes: the target to be intercepted and the intercepting
interface address;

[0189] The other mode is: receiving the target to be
intercepted and the intercepting interface address in the data
path configuration information sent by the GW-C respec-
tively through different messages. For example, firstly, the
target to be intercepted is sent through the message of
configuring the data path, then the intercepting interface
address is sent through another message, such as a signaling
message, which will not be limited in the present embodi-
ment; of course, the target to be intercepted and the inter-
cepting interface address can also be sent simultaneously
through different messages, which will not be limited in the
present embodiment.

[0190] Step 302: the GW-U establishes a path for data
transmission according to the data path configuration infor-
mation;

[0191] wherein, the data path configuration information
includes: opposite end network element information, data
path identifier information of the opposite end and relevant
information of the data path (such as the IP address of an
UE) etc.

[0192] Step 303: the GW-U intercepts the data transmitted
by the target to be intercepted on the path, and sends the data
to an intercepting entity through the intercepting interface
address.

[0193] Wherein, the GW-U can recognize which one is a
data packet of the target to be intercepted according to an IP
address of the data packet, copy this data packet and report
the data packet to the intercepting entity (such LEA or LIC
etc) through a corresponding X3 connection.

[0194] In an embodiment of the present invention, in an
architecture in which the GW-C and the GW-U are sepa-
rated, the user plane entity reports the intercepted data flow
of the user to the intercepting entity (such as LEA or LIC)
through the intercepting interface (such X3 interface), which
significantly decreases the data flow of the target to be
intercepted between the control plane entity and the user
plane entity as well as simplifying structure complexity of
the control plane entity, improves performance of the GW-C
and reduces cost.

[0195] Optionally, in the above embodiment, if a connec-
tion of the target to be intercepted has already been estab-
lished after the GW-U receives the data path configuration
information sent by the GW-C, the method can further
include: the GW-U receives a modified data path configu-
ration information sent by the GW-C; and modifies the path
for data transmission, which has already been established,
according to the modified data path configuration informa-
tion.

[0196] Optionally, in the above embodiment, the method
can further include: the GW-U receives a connection iden-
tifier of the intercepting interface, which is allocated for an
intercepting connection, sent by the GW-C; and sends the
data to the intercepting entity according to the connection
identifier.

[0197] Optionally, in the above embodiment, the method
can further include: the GW-U allocates a connection iden-
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tifier of the intercepting interface for the intercepting con-
nection; and sends the connection identifier to the GW-C.
[0198] In the present embodiment, if the GW-U does not
receive the connection identifier of the intercepting connec-
tion sent by the GW-C, then the GW-U allocates a connec-
tion identifier for the intercepting connection.

[0199] Optionally, the method can further include: the
GW-U receives encryption information of the intercepting
connection sent by the GW-C; and encrypts the intercepted
data using the encryption information; and sends the
encrypted data to the intercepting entity through the inter-
cepting connection.

[0200] Based on the implementing procedure of the above
method, an embodiment of the present invention further
provides an apparatus for configuring a path for intercepting
user data, of which the structure is as shown in FIG. 4. The
apparatus includes: a first acquiring unit 41, a configuring
unit 42, a first sending unit 43 and an establishing unit 44,
wherein, the first acquiring unit 41 is configured to acquire
a target to be intercepted and an intercepting interface
address; the configuring unit 42 is configured to configure
data path configuration information on a user plane entity
GW-U according to the target to be intercepted and the
intercepting interface address; the first sending unit 43 is
configured to send the data path configuration information to
the user plane entity GW-U so that the GW-U establishes a
path for data transmission; and the establishing unit 44 is
configured to initiate an establishment of an intercepting
connection of an intercepting interface to an intercepting
entity based on the intercepting interface address so as to
transmit data of the target to be intercepted.

[0201] Wherein, there is no sequence between execution
of the first sending unit 43 and execution of the establishing
unit 44, and they can be executed simultaneously, which is
not limited in the present embodiment.

[0202] Alternatively, the establishing unit 44 can establish
the intercepting connection before execution of the config-
uring unit 42, and can also establish the intercepting con-
nection after the first sending unit 43 sends the data path
configuration information and before the intercepted data are
transmitted, and the figure takes an example of establishing
the intercepting connection after the first sending unit, but it
is not limited to this.

[0203] Optionally, the first acquiring unit can include: a
first receiving unit; and/or, the first acquiring unit can further
include a second receiving unit and a converting unit,
wherein, the first receiving unit is configured to receive a
request of configuring the target to be intercepted sent by the
intercepting entity, the request of configuring the target to be
intercepted includes the target to be intercepted and the
intercepting interface address; the second receiving unit is
configured to receive a request of configuring the target to be
intercepted sent by the intercepting entity, the request of
configuring the target to be intercepted includes the target to
be intercepted and an identifier of the intercepting entity; the
converting unit is configured to convert the identifier of the
intercepting entity, obtain a converted identifier, and use the
converted identifier as the intercepting interface address.
[0204] Optionally, the first sending unit includes: a first
information sending unit and/or a second information send-
ing unit, wherein, the first information sending unit is
configured to send the data path configuration information to
the user plane entity GW-U through a message of config-
uring a data path; the second information sending unit is
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configured to send the target to be intercepted and the
intercepting interface address in the data path configuration
information to the user plane entity GW-U through different
messages.

[0205] Optionally, the apparatus can further include: a
judging unit 51 and a modifying unit 52, of which the
structure is as shown in FIG. 5, FIG. 5 is a second schematic
structural diagram of the apparatus for configuring a path for
intercepting user data provided by an embodiment of the
present invention, wherein, the judging unit 51 is configured
to judge whether a connection of the target to be intercepted
has already been established or not after the first acquiring
unit 41 acquires the target to be intercepted and the inter-
cepting interface address, and send, to the configuring unit
42, a judging result that no connection has been established,
and send, to the modifying unit 52, a judging result that the
connection has been established; wherein,

[0206] the modifying unit 52 is configured to modify the
data path configuration information configured by the con-
figuring unit 42 when receiving the judging result that the
connection has been established sent by the judging unit 51;
and send the modified data path configuration information to
the first sending unit 43; the configuring unit 42 is further
configured to configure the data path configuration informa-
tion on the user plane entity GW-U according to the target
to be intercepted and the intercepting interface address
acquired by the first acquiring unit 41 when receiving the
judging result that no connection has been established sent
by the judging unit 51; the first sending unit is further
configured to send the modified data path configuration
information to the GW-U when receiving the modified data
path configuration information sent by the modifying unit
52, so that the GW-U modifies the path for data transmission
which has already been established.

[0207] Optionally, the apparatus can further include: an
allocating unit 61 and a second sending unit 62, of which the
structure is as shown in FIG. 6, FIG. 6 is a third schematic
structural diagram of the apparatus for configuring the path
for intercepting user data provided by an embodiment of the
present invention, wherein, the allocating unit 61 is config-
ured to allocate a connection identifier of the intercepting
interface for the intercepting connection established by the
establishing unit 44; the second sending unit 62 is config-
ured to send the connection identifier allocated by the
allocating unit 61 to the user plane entity GW-U.

[0208] Optionally, the apparatus can further include: a
second acquiring unit 71 and a third sending unit 72, of
which the structure is as shown in FIG. 7, FIG. 7 is a fourth
schematic structural diagram of the apparatus for configur-
ing the path for intercepting user data provided by an
embodiment of the present invention, wherein, the second
acquiring unit 71 is configured to acquire encryption infor-
mation which is configured to encrypt the data of the target
to be intercepted after the first acquiring unit 41 acquires the
target to be intercepted and the intercepting interface
address; the third sending unit 72 is configured to send the
encryption information acquired by the second acquiring
unit 71 to the GW-U.

[0209] Optionally, the apparatus for configuring the path
for intercepting user data can be integrated in the GW-C, or
can be deployed independently, which is not limited in the
present embodiment.

[0210] The implementation procedure of function and
effect of each unit in the apparatus can be referred to the
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implementation procedure in corresponding steps of the
method above in detail, which will not be described here.
[0211] Please refer to FIG. 8, which is a schematic struc-
tural diagram of an apparatus for intercepting user data
provided by an embodiment of the present invention, the
apparatus includes: a first receiving unit 81, an establishing
unit 82, an intercepting unit 83 and a first sending unit 84,
wherein, the first receiving unit 81 is configured to receive
data path configuration information sent by a control plane
entity GW-C, the data path configuration information
includes: a target to be intercepted and an intercepting
interface address; the establishing unit 82 is configured to
establish a path for data transmission according to the data
path configuration information; the intercepting unit 83 is
configured to intercept data transmitted by the target to be
intercepted on the path; the first sending unit 84 is config-
ured to send the data to an intercepting entity through the
intercepting interface address.

[0212] Optionally, the first receiving unit includes: a first
information receiving unit and/or a second information
receiving unit, wherein, the first information receiving unit
is configured to receive the data path configuration infor-
mation sent by the GW-C through a message of configuring
a data path; the second information receiving unit is con-
figured to receive the target to be intercepted and the
intercepting interface address in the data path configuration
information sent by the GW-C through different messages.
[0213] Optionally, the apparatus can further include: a
second receiving unit 91 and a modifying unit 92, the
structure of which is as shown in FIG. 9, FIG. 9 is a second
schematic structural diagram of the apparatus for intercept-
ing user data provided by an embodiment of the present
invention, wherein, the second receiving unit 91 is config-
ured to receive modified data path configuration information
sent by the GW-C after the first receiving unit 81 receives
the data path configuration information sent by the GW-C
and if a connection of the target to be intercepted has already
been established; the modifying unit 92 is configured to
modify the path for data transmission which has already
been established according to the modified data path con-
figuration information.

[0214] Optionally, the apparatus can further include: a
third receiving unit 10 and a second sending unit 11, of
which the structure is as shown in FIG. 10, FIG. 10 is a third
schematic structural diagram of the apparatus for intercept-
ing user data provided by an embodiment of the present
invention, wherein, the third receiving unit 10 is configured
to receive a connection identifier of an intercepting interface,
which is allocated for an intercepting connection with the
intercepting entity, sent by the GW-C; the second sending
unit is configured to send the data intercepted by the
intercepting unit 83 to the intercepting entity according to
the connection identifier.

[0215] Optionally, the apparatus can further include: an
allocating unit 112, a third sending unit 113 and a fourth
sending unit 114, the structure of which is as shown in FIG.
11, FIG. 11 is a fourth schematic structural diagram of the
apparatus for intercepting user data provided by an embodi-
ment of the present invention, wherein, the allocating unit
112 is configured to allocate a connection identifier of the
intercepting interface for the intercepting connection estab-
lished with the intercepting entity; the third sending unit 113
is configured to send the data intercepted by the intercepting
unit 83 to the intercepting entity according to the connection
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identifier; the fourth sending unit 114 is configured to send
the connection identifier to the GW-C. Wherein, there is no
sequence between execution of the third sending unit 113
and execution of the fourth unit 114, and they also can
execute simultaneously, which is not limited in the present
embodiment.

[0216] Optionally, the apparatus can further include: a
fourth receiving unit 121, an encrypting unit 122 and a fifth
sending unit 123, the structure of which is as shown in FIG.
12, FIG. 12 is a fifth schematic structural diagram of the
apparatus for intercepting user data provided by an embodi-
ment of the present invention, wherein, the fourth receiving
unit 121 is configured to receive encryption information of
the intercepting interface sent by the GW-C; the encrypting
unit 122 is configured to encrypt the data intercepted by the
intercepting unit 83 using the encryption information; the
fifth sending unit 123 is configured to send the encrypted
data to the intercepting entity through the intercepting
interface address.

[0217] Optionally, the apparatus for intercepting user data
can be integrated in the GW-U, or can be deployed sepa-
rately, which is not limited in the present embodiment.

[0218] The implementation procedure of function and
effect of each unit in the apparatus can be referred to the
implementation procedure in corresponding steps of the
method above in detail, which will not be described here.

[0219] Correspondingly, an embodiment of the present
invention further provides a control plane entity, the control
plane entity includes: a transceiver and a processor, wherein,
the transceiver is configured to acquire a target to be
intercepted and an intercepting interface address; the pro-
cessor is configured to configure data path configuration
information on a user plane entity GW-U according to the
target to be intercepted and the intercepting interface address
acquired by the transceiver; and initiate an establishment of
an intercepting connection of an intercepting interface to an
intercepting entity based on the intercepting interface
address so as to transmit data of the target to be intercepted;
the transceiver is further configured to send the data path
configuration information configured by the processor to the
user plane entity GW-U so that the GW-U establishes a path
for data transmission.

[0220] Optionally, the transceiver receives the target to be
intercepted and the intercepting interface address specifi-
cally includes: receives a request of configuring the target to
be intercepted sent by the intercepting entity, the request of
configuring the target to be intercepted includes the target to
be intercepted and the intercepting interface address; or
receives a request of configuring the target to be intercepted
sent by the intercepting entity, the request of configuring the
target to be intercepted includes the target to be intercepted
and an identifier of the intercepting entity; converts the
identifier of the intercepting entity, obtains a converted
identifier, and uses the converted identifier as the intercept-
ing interface address.

[0221] Optionally, the transceiver sending the data path
configuration information configured by the processor to the
user plane entity GW-U specifically includes: sends the data
path configuration information to the user plane entity
GW-U through a message of configuring a data path; or,
sends the target to be intercepted and the intercepting
interface address in the data path configuration information
to the user plane entity GW-U through different messages.
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[0222] Optionally, the processor is further configured to
judge whether a connection of the target to be intercepted
has already been established or not after the transceiver
acquires the target to be intercepted and the intercepting
interface address, if not, send to the transceiver a judging
result that no connection has been established; if yes, modify
the data path configuration information, and send the modi-
fied data path configuration information to the transceiver;
[0223] the transceiver is further configured to send the
data path configuration information to the user plane entity
GW-U after receiving the result that no connection has been
established; or, send the modified data path configuration
information to the GW-U when receiving the modified data
path configuration information, so that the GW-U modifies
the path for data transmission which has already been
established.

[0224] Optionally, the processor is further configured to
allocate a connection identifier of the intercepting interface
for the intercepting connection.

[0225] The transceiver is further configured to send the
connection identifier allocated by the processor to the user
plane entity GW-U.

[0226] Optionally, the transceiver is further configured to
acquire encryption information of the intercepting connec-
tion after acquiring the target to be intercepted and the
intercepting interface address, the encryption information is
configured to encrypt the data of the target to be intercepted;
and send the encryption information to the GW-U.

[0227] The implementation procedure of function and
effect of the transceiver and the processor in the control
plane entity can be referred to the implementation procedure
in corresponding steps of the method above in detail, which
will not be described here.

[0228] An embodiment of the present invention further
provides a user plane entity, the user plane entity includes:
a transceiver and a processor, wherein, the transceiver is
configured to receive data path configuration information
sent by a control plane entity GW-C, the data path configu-
ration information includes: a target to be intercepted and an
intercepting interface address; the processor is configured to
establish a path for data transmission according to the data
path configuration information received by the transceiver;
and intercept data transmitted by the target to be intercepted
on the path; the transceiver is further configured to send the
data intercepted by the processor to an intercepting entity
through the intercepting interface address.

[0229] Optionally, the transceiver receiving data path con-
figuration information sent by the GW-C specifically
includes: receives the data path configuration information
sent by the GW-C through a message of configuring a data
path; or, receives the target to be intercepted and the
intercepting interface address in the data path configuration
information sent by the GW-C through different messages.
[0230] Optionally, the transceiver is further configured to
receive modified data path configuration information sent by
the GW-C after receiving the data path configuration infor-
mation sent by the GW-C and if the connection of the target
to be intercepted has already been established;

[0231] the processor modifies the path for data transmis-
sion which has already been established according to the
modified data path configuration information received by the
transceiver.

[0232] Optionally, the transceiver is further configured to
receive a connection identifier of the intercepting interface,
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which is allocated for the intercepting connection, sent by
the GW-C; and send the data to the intercepting entity
according to the connection identifier.

[0233] Optionally, the processor is further configured to
allocate a connection identifier of the intercepting interface
for the intercepting connection;

[0234] the transceiver is further configured to send the
connection identifier allocated by the processor to the
GW-C.

[0235] Optionally, the transceiver is further configured to
receive encryption information sent by the GW-C;

[0236] the processor is further configured to encrypt the
intercepted data using the encryption information received
by the transceiver;

[0237] the transceiver is further configured to send the
data encrypted by the processor to the intercepting entity
through the intercepting connection.

[0238] The implementation procedure of function and
effect of the transceiver and the processor in the control
plane entity can be referred to the implementation procedure
in corresponding steps of the method above in detail, which
will not be described here.

[0239] Correspondingly, an embodiment of the present
invention further provides a system for intercepting user
data, of which the schematic structural diagram is as shown
in FIG. 13, which includes: a control plane entity GW-C
131, a user plane entity GW-U 132 and an intercepting entity
(LEA or LIC) 133, the control plane entity 131 includes: an
X1/X2 interface unit 1311, a conversation managing unit
1312 and a data path configuring unit 1313, the user plane
entity includes an X3 interface unit 1321, a data path
managing unit 1322 and a packet data forwarding unit 1323,
wherein,

[0240] the X1/X2 interface unit 1311 is configured to
acquire trigger event information of a target to be inter-
cepted, and send the trigger event information to the con-
versation managing unit; and receive event information of
the target to be intercepted sent by the conversation man-
aging unit; and initiate an establishment of an intercepting
connection of the X3 interface to the intercepting entity
based on the X3 interface unit so as to transmit data of the
target to be intercepted to the intercepting entity; wherein,
the trigger event information includes: the target to be
intercepted and an X3 interface address;

[0241] the conversation managing unit 1312 is configured
to send the trigger event information to the data path
configuring unit after receiving the trigger event information
sent by the X1/X2 interface unit;

[0242] the data path configuring unit 1313 is configured to
configure data path configuration information on the GW-U
after receiving the trigger event information, and send the
data path configuration information to the data path man-
aging unit;

[0243] the data path managing unit 1322 is configured to
configure and establish a path for data transmission after
receiving the data path configuration information, and inter-
cept the data transmitted by the target to be intercepted on
the path, and forward the data to the packet data forwarding
unit 1322;

[0244] the data packet forwarding unit 1323 is configured
to send the data to the X3 interface unit 1321;

[0245] the X3 interface unit 1321 is configured to send the
received data to the intercepting entity LEA or LIC 133.
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[0246] The implementation procedure of function and
effect of each unit in the system for intercepting user data
can be referred to the implementation procedure in corre-
sponding steps of the method above in detail, which will not
be described here.

[0247] In order to facilitate comprehension of those skilled
in the art, illustration is made based on the examples as
follows.

Embodiment One

[0248] Please refer to FIG. 14, which is a flow diagram of
a first application example provided by an embodiment of
the present invention, and the present embodiment illustrates
a procedure of configuring (establishing) a data path
between a control plane entity GW-C and a user plane entity
GW-U, which specifically includes:

[0249] step 141: the GW-C receives a request message of
intercepting a target sent by a lawful interception center LIC
or a lawful enforcement agency LEA;

[0250] wherein, the request message of intercepting the
target includes: identifier information of the target to be
intercepted, a reporting mode, and/or, an X3 interface
address or a network element identifier of the LEA or LIC.
Wherein, the reporting mode can include reporting commu-
nication contents etc. and the GW-C returns a response
message of configuring parameters of the target to be
intercepted to the LEA or LIC;

[0251] Step 142: the GW-C receives a request message of
establishing a connection, for example, receives a request of
establishing a conversation sent by an MME, or receives a
request of establishing a PDP sent by an SGSN, then
allocates an IP address for a user equipment UE;

[0252] Step 143: if the UE which establishes the connec-
tion is the target to be intercepted, then the GW-C issues a
message of configuring a data path to the GW-U;

[0253] wherein, the message of configuring the data path
includes: an intercepting identifier (such as an identifier of
the UE); of course, the message of configuring the data path
can also include configuration information of the X3 inter-
face. Wherein, the configuration information of the X3
interface can include an IP address of the target to be
intercepted (such as the UE), the identifier of the target to be
intercepted (UE) etc.

[0254] Alternatively, in the present embodiment, the
GW-C can issue the configuration information of the X3
interface to the GW-U through a single message.

[0255] Optionally, the GW-C can further allocate a con-
nection identifier for a connection between the GW-U and
the LEA, or a connection between the GW-U and the LIC,
and send the connection identifier to the GW-U in the
configuration information of the X3 interface, or send it to
the GW-U through a separate message, which will not be
limited in the present embodiment.

[0256] Wherein, the data path configuration information
can include opposite end network element information, path
identifier information of the opposite end network element
and relevant information of the data path (such as the IP
address of the UE) etc.

[0257] Step 144: the GW-U configures a data path accord-
ing to the received data path configuration information;
wherein, the configured data path can be a path between the
GW-U and a PDN, and can also be a path between the GW-U
and a RAN, or include the above two paths, which will not
be limited in the present embodiment.
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[0258] Optionally, if the GW-U does not receive the
connection identifier which is allocated for the X3 interface
by the GW-C, then the GW-U can further allocate a con-
nection identifier for the connection between the GW-U and
the LEA, or the connection between the GW-U and the LIC
according to the received configuration information of the
X3 interface. Of course, if the GW-U receives the connec-
tion identifier which is allocated for the X3 interface by the
GW-C, then the GW-U does not need to further allocate the
connection identifier.

[0259] Step 145: the GW-U sends the connection identifier
to the GW-C through a response message of configuring the
data path or through other separate message;

[0260] Step 146: the GW-C sends a request for establish-
ing a connection with the X3 interface to the LEA or the
LIC, which is configured to transmit data content of the
target to be intercepted;

[0261] Step 147: the LEA or the LIC sends a response
message of establishing the connection with the X3 interface
to the GW-C;

[0262] Step 148: the GW-C returns a response message of
establishing the connection for the UE;

[0263] Step 149: the GW-U intercepts uplink and down-
link data transmitted by the target (i.e. the UE);

[0264] Step 1410: the GW-U copies the uplink and down-
link data of the target to be intercepted, and reports data
content of the target to be intercepted to the LEA or the LIC
through the connection between the GW-U and the LEA or
the connection between the GW-U and the LIC.

[0265] Furthermore, in the step 141, the GW-C can
acquire encryption information of connection with the X3
interface during the interaction with the LEA or the LIC, and
issue it to the GW-U in the step 142. Moreover, in the step
1409, the GW-U can encrypt the reported data content of the
target to be intercepted, then send the data content.

[0266] Furthermore, in the step 142, the GW-C allocates
the connection identifier of the X3 interface and issues it to
the GW-U. In the step 1410, the GW-U reports the data
content of the target to be intercepted to the LEA or LIC
through the connection identifier.

[0267] Furthermore, in the step 146, the request message
of establishing the connection with the X3 interface sent by
the GW-C to the LEA or LIC includes the address of the
GW-U, the information of the target to be intercepted and the
connection identifier.

[0268] Furthermore, in the step 1410, the GW-U can
recognize which is a data packet of the target to be inter-
cepted according to the IP address of the data packet, copy
the data packet, and report the data packet to the LEA or the
LIC through the corresponding X3 interface.

[0269] In addition, in the present embodiment, the step
146 and the step 147 can also be executed before the step
145, which will not be limited in the present embodiment.

Embodiment Two

[0270] Please also refer to FIG. 15, which is a flow
diagram of a second application example provided by an
embodiment of the present invention, the difference between
Embodiment Two and Embodiment One is: when the LEA
or the LIC issues the configured parameters of the target to
be intercepted, if the target to be intercepted has accessed the
network and established a connection, then the GW-C modi-
fies the data path configuration of the target to be inter-
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cepted, and establishes a connection of the X3 interface
between the GW-U and the LEA or LIC. The process
specifically includes:

[0271] Step 151: the GW-C receives a request message of
establishing a connection, and allocates an IP address for an
UE;

[0272] Step 152: the GW-C issues a message of config-
uring a data path to the GW-U; the message of configuring
the data path includes the 1P address;

[0273] Step 153: the GW-U configures the data path
according to the received data path configuration informa-
tion; (which establishes a connection between the GW-U
and the LEA, or between the GW-U and the LIC);

[0274] Step 154: the GW-U sends a response message of
configuring the data path to the GW-C;

[0275] wherein, in the step 151 to the step 154, when
receiving the request message of establishing the connec-
tion, the GW-U allocates an IP address for the UE, and
configures (establishes) the corresponding data path on the
GW-U for the newly established connection.

[0276] Step 155: the GW-C receives a request message of
configuring the target to be intercepted from the LEA or the
LIC, the request includes the identifier of the target to be
intercepted, the reporting mode and the X3 interface address
of'the LEA or the LIC; wherein, the reporting mode includes
reporting the communication contents.

[0277] Step 156: the GW-C returns a response of config-
ured parameters of the target to be intercepted to the LEA or
the LIC.

[0278] Step 157: the GW-C issues a message of modifying
the data path to the GW-U when the GW-C detects that the
target to be intercepted has established a connection, the
message of modifying the data path includes the data path
configuration information, wherein, the data path configu-
ration information includes: the intercepting identifier.
[0279] Optionally, the data path configuration information
can further includes the configuration information of the X3
interface, the configuration information of the X3 interface
includes the IP address of the target to be intercepted (UE),
the identifier of the target to be intercepted (UE) etc.
[0280] Alternatively, the configuration information of the
X3 interface can also be issued to the GW-U through a
separate message.

[0281] Optionally, the GW-C allocates a connection iden-
tifier for the connection between the GW-U and the LEA or
the connection between the GW-U and the LIC, and the
connection identifier can be sent to the GW-U through the
configuration information of X3 interface.

[0282] Step 158: the GW-U configures the data path
according to the data path configuration information in the
received message of modifying the data path.

[0283] Optionally, the GW-U allocates an identifier for the
connection between the GW-U and the LEA or the connec-
tion between the GW-U and the LIC according to the
configuration information of the X3 interface. The GW-U
sends the connection identifier to the GW-C through a
response message of configuring the data path or through
other separate message.

[0284] Step 159: the GW-C initiates an establishment of a
connection with the X3 interface to the LEA or the LIC,
which is configured to transmit data content of the target to
be intercepted.
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[0285] Step 1510: the LEA or the LIC sends, to the GW-C,
a response message of receiving the connection with the X3
interface.

[0286] Step 1511: the GW-U intercepts the uplink and
downlink data transmitted by the target to be intercepted.
[0287] Step 1512: the GW-U copies the uplink and down-
link data of the target to be intercepted.

[0288] Step 1513: the GW-U reports the data content of
the target to be intercepted to the LEA or the LIC through the
connection between the GW-U and the LEA or the connec-
tion between the GW-U and the LIC. For example, the data
content of the target to be intercepted is reported through the
X3 interface.

[0289] Optionally, on the basis of the above embodiment,
in the step 155, the GW-C can acquire encryption informa-
tion of the connection of the X3 interface during the inter-
action with the LEA or the LIC, and in the step 156, when
issuing the message of modifying the data path, the GW-C
can issue the encryption information to the GW-U, and can
also issue the encryption information to the GW-U through
other message or separate message; in the step 1512, the
GW-U firstly encrypts the data content of the target to be
intercepted to be reported using the encryption information,
then reports the encrypted data content of the target to be
intercepted.

[0290] Optionally, on the basis of the above embodiment,
in an alternative step of the step 157, the GW-C allocates the
connection identifier of the X3 interface, and issues it to the
GW-U; in the step 1512, the GW-U reports the data content
of the target to be intercepted to the LEA or the LIC using
the connection identifier. Of course, the GW-U can also
report the encrypted data content of the target to be inter-
cepted to the LEA or the LIC using the connection identifier.
[0291] Optionally, on the basis of the above embodiment,
in the step 159, the request message of initiates an estab-
lishment of a connection with the X3 interface sent by the
GW-C to the LEA or LIC can include the address of the
GW-U, information of the target to be intercepted and the
identifier of the connection, but it is not limited to this.
[0292] Optionally, on the basis of the above embodiment,
in the step 1512, the GW-U can recognize that it is a data
packet of the target to be intercepted according to the IP
address of the data packet and copy the data packet, and
report the data packet to the LEA or the LIC through the
corresponding X3 interface.

Embodiment Three

[0293] Please refer to FIG. 16, which is a flow diagram of
a first application example of a method for intercepting user
data provided by an embodiment of the present invention,
and an example under an SAE network architecture is taken
in the present embodiment. The embodiment involves a
collection of an attachment procedure and a procedure of a
PDN connection request of the UE. Wherein the message
names corresponding to the attachment procedures in steps
161, 162, 169 and 1611 include “attachment”, and the
message names corresponding to the procedures of a PDN
connection request of the UE include “PDN connection”.
The detailed procedure of intercepting user data specifically
includes:

[0294] Step 161: the GW-C receives a request message of
configuring the target to be intercepted sent by the LEA or
the LIC, the request message of configuring the target to be
intercepted includes identifier information of the target to be
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intercepted, a reporting mode and an address of an X3
interface of the LEA or the LIC; wherein, the reporting mode
includes reporting communication content; the GW-C
returns a response message of the request message of
configuring the target to be intercepted to the LEA or the
LIC, that is, returns a response message of configuring
parameters of the target to be intercepted.

[0295] Step 162: the UE sends an attachment request
message or a PDN connection request message to an
evolved NodeB (eNodeB);

[0296] Step 163: the eNodeB sends the attachment request
message or the PDN connection request message of the UE
to an MME.

[0297] Step 164: the MME sends a request message of
establishing a conversation to the GW-C;

[0298] Step 165: the GW-C allocates an IP address for the
UE; if the GW-C determines that the conversation is estab-
lished by the target to be intercepted, then issues a message
of configuring (establishing) a data path to a GW-U;
[0299] wherein, the message of configuring the data path
includes: an interception identifier; further, the message of
configuring the data path can further include: configuration
information of the X3 interface; of course, the configuration
information of the X3 interface can be sent to the GW-U
through a separate message, which will not be limited in the
present embodiment.

[0300] Wherein, the configuration information of X3
interface includes the IP address of the target to be inter-
cepted (UE), identifier of the target to be intercepted (UE)
etc.

[0301] Optionally, the GW-C can further allocate a con-
nection identifier to the connection between the GW-U and
the LEA or the connection between the GW-U and the LIC,
and send the connection identifier to the GW-U through the
configuration information of the X3 interface; and can also
send the connection identifier to the GW-U through a
separate message, which will not be limited in the present
embodiment.

[0302] Step 166: the GW-U establishes a data path for data
transmission when receiving the message of configuring
(establishing) the data path;

[0303] when receiving the configuration information of
the X3 interface, the GW-U can use the connection identifier
in the received configuration information of the X3 inter-
face, or can allocate a connection identifier for the connec-
tion between the GW-U and the LEA or the connection
between the GW-U and the LIC; then, the GW-U sends the
connection identifier to the GW-C through a response mes-
sage of configuring the data path or through other separate
message; the GW-U returns a response message of config-
uring (establishing) the data path to the GW-C.

[0304] Step 167: the GW-C initiates a request for estab-
lishing a connection with the X3 interface to the LEA or the
LIC, and the connection is configured to transmit data
content of the target to be intercepted;

[0305] Step 168: the LEA or the LIC sends a response
message of establishing the connection with the X3 interface
to the GW-C;

[0306] Step 169: the GW-C returns to the MME a response
message of establishing a conversation of the request mes-
sage of establishing a conversation.

[0307] Step 160: the MME sends an attachment accept
message or a PDN connection accept message to the eNo-
deB;
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[0308] Step 1611: the eNodeB and the UE perform a
procedure of wireless resource control connection recon-
figuration.

[0309] Step 1612: the eNodeB sends an attachment com-
plete message or a PDN connection complete message to the
MME;

[0310] wherein, the message includes: opposite end net-
work element information (such as IP address etc) of the
eNodeB and the data path identifier information (such as
TED etc) of the opposite end of the eNodeB.

[0311] Step 1613: the MME sends a request message of
modifying a bearer to the GW-C; the request message of
modifying a bearer carries the opposite end network element
information;

[0312] Step 1614: the GW-C sends a request message of
configuring (modifying) a data path to the GW-U when
receiving the request message of modifying a bearer, the
request message of configuring a data path includes the
opposite end network element information and the data path
identifier information of the opposite end;

[0313] Step 1615: the GW-U updates the opposite end
network element information and the data path identifier
information of the opposite end in the configuration infor-
mation of the data path which has already been established
when receiving the request message of configuring (modi-
fying) the data path;

[0314] Step 1616: the GW-U returns a response message
of configuring (modifying) the data path to the GW-C;
[0315] Step 1617: the GW-C returns a response message
of modifying the bearer to the MME;

[0316] Step 1618: the GW-U intercepts uplink and down-
link data transmitted by the target to be intercepted (UE).
[0317] Step 1619: the GW-U copies the uplink and down-
link data of the target to be intercepted.

[0318] Step 1620: the GW-U reports content of the uplink
and downlink data of the target to be intercepted to the LEA
or the LIC through the connection (such as the X3 interface)
between the GW-U and the LEA or between the GW-U and
the LIC.

[0319] In the present embodiment, it is particularly noted
that, the steps 167 and 168 can be executed before the step
166, or can be executed after the step 1616 and the before
step 1617.

[0320] Ifthe steps 167 and 168 are after the step 1617, the
GW-C receives a message of configuring the target to be
intercepted and the target to be intercepted has completed
the attachment procedure or the PDN connection procedure,
then the intercepting procedure of establishing the data path
can be referred to steps 155-1513 in FIG. 15, which will not
be described here.

[0321] Please refer to FIG. 17, which is a flow diagram of
a second application example of a method for intercepting
user data provided by an embodiment of the present inven-
tion, and an example under a GPRS network architecture is
taken in the present embodiment, an intercepting procedure
of' a PDP of a target to be intercepted specifically includes:
[0322] Step 171: the GW-C receives a request message of
configuring a target to be intercepted sent by an LEA or an
LIC, the request message of configuring the target to be
intercepted includes identifier information of the target to be
intercepted, a reporting mode and an address of an X3
interface of the LEA or the LIC. Wherein, the reporting
mode includes reporting communication content. The GW-C
returns a response message of the request message of
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configuring the target to be intercepted to the LEA or the
LIC, that is, the GW-C returns a response of configuring
parameters of the target to be intercepted;

[0323] Step 172: the UE (mobile station MS) sends a
request message of activating the PDP to an SGSN;
[0324] Step 173: the SGSN sends a request message of
establishing the PDP to the GW-C;

[0325] Step 174: the GW-C allocates an IP address for the
UE when receiving the request message of establishing the
PDP;

[0326] Step 175: the GW-C sends a message of configur-
ing (establishing) a data path to the GW-U, wherein, the
message of configuring (establishing) the data path carries at
least a piece of configuration information of the data path,
the configuration information of the data path includes
information of the present network element (GW-U) (op-
tional), information of the data path (opposite end network
element information of the SGSN and an identifier of the
data path of the opposite end) and information relevant to the
data path (IP address of the UE). In general, the data path
message carries at least one piece of configuration informa-
tion of a data path which is connected to an RAN.

[0327] Inthe present step, if the GW-C determines that the
request message of establishing the PDP is a connection
established by the target to be intercepted, then issues a
message of configuring (establishing) the data path to the
GW-U; the data path message can further include the target
to be intercepted;

[0328] Further, the message of configuring the data path
can further include: configuration information of the X3
interface;

[0329] Step 176: the GW-U establishes a data path for data
transmission when receiving the message of configuring
(establishing) the data path;

[0330] Optionally, if the message of configuring (estab-
lishing) the data path received by the GW-U includes the
configuration information of the X3 interface, then the
GW-U allocates a connection identifier for the connection
between the GW-U and the LEA or the connection between
the GW-U and the LIC according to the configuration
information of the X3 interface. The GW-U sends the
connection identifier to the GW-C through a response mes-
sage of configuring the data path or through other separate
message.

[0331] Step 177: the GW-U returns a response message of
configuring (establishing) the data path to the GW-C;
[0332] Step 178: the GW-C initiates a request for estab-
lishing a connection with the X3 interface to the LEA or the
LIC, and the connection is configured to transmit data
content of the target to be intercepted;

[0333] Step 179: the LEA or the LIC sends a response
message of establishing the connection with the X3 interface
to the GW-C;

[0334] Step 1710: the GW-C sends a response message of
establishing the PDP of the request message of establishing
the PDP to the SGSN;

[0335] wherein, the response message of establishing the
PDP includes: information (IP address) of the opposite end
network element (GW-U), data path identifier information
(TEID of the GW-U) of the opposite end network element
and the IP address of the UE.

[0336] Step 1711: the SGSN sends a message of activating
PDP accepted to the UE (MS) when receiving the response
message of establishing the PDP;
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[0337] step 1712: intercepting uplink and downlink data
transmitted by the target to be intercepted (UE);

[0338] Step 1713: the GW-U copies the uplink and down-
link data of the target to be intercepted.

[0339] Step 1714: the GW-U reports content of the uplink
and downlink data of the target to be intercepted to the LEA
or the LIC through the connection between the GW-U and
the LEA or the connection between the GW-U and the LIC.

[0340] In the present embodiment, it is noted that, the
steps 178 and 179 can be executed before the step 177, or
can be executed after the step 1710 and before the step 1712.

[0341] If it is after the step 1712, the GW-C receives a
message of configuring the target to be intercepted and the
target to be intercepted has completed the PDP establishing
procedure, then the intercepting procedure can be referred to
steps 155-1513 in FIG. 15, which will not be described here.

[0342] Inan embodiment of the present invention, the data
content of the target to be intercepted is reported by the
GW-U to the LEA or the LIC, which can significantly reduce
the data forwarding flow between the GW-C and the GW-U,
simplify complexity of the GW-C, improve performance of
the GW-C and reduce cost.

[0343] In embodiments of the present invention, the UE
can be any one of the followings, which can be static or
mobile, the static UE can specifically be a terminal, a mobile
station, a subscriber unit or a station etc, the mobile UE can
specifically include a cellular phone, a personal digital
assistant (PDA), a modem, a wireless communication
device, a handheld device, a laptop computer, a cordless
phone or a wireless local loop (WLL) etc, the above UEs can
be distributed over the whole wireless network.

[0344] It should be noted that, in this paper, terms repre-
senting relationship such as “first” and “second” and so on
are only used to distinguish an entity or an operation from
another entity or another operation, rather than used to
indicate or imply that these entities or operations should
have any actual relationship or order therebetween. More-
over, terms “include”, “involve” or their equivalents are
intended to cover a non-exclusive meaning of include, so as
to let the procedure, method, product or device, which
includes a series of elements, include these series of ele-
ments as well as other elements which are not specifically
listed, or further include the inherent elements of the pro-
cedure, method, product or device. If there is no further
limit, the element defined by a sentence “includes one . . . ”
does not exclude other equivalent elements further existing
in the procedure, method, product or device which includes
the element.

[0345] Through the description of the above embodi-
ments, those skilled in the art can clearly understand that the
present disclosure may be implemented by software as well
as a necessary universal hardware platform, or, definitely,
implemented by hardware, and in many cases, the former is
more preferred. Based on this understanding, the essence of
the technical solution of the present invention or the part
contributing to the prior art may be realized in the software
product form. The computer software product can be stored
in a storage medium, such as a ROM/RAM, a floppy disk,
or an optical disk, and includes several instructions adapted
to enable a computer device (such as a personal computer,
a server, or a network device) to execute the method
according to each embodiment or certain parts of the
embodiments of the present invention.
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[0346] The above are preferred embodiments of the pres-
ent invention, and it must be pointed out that various
improvements and modifications can be made herein with-
out departing from the principle of the present invention to
those ordinary skilled in the art, and the improvements and
modifications should fall within the protection scope of the
present invention.

What is claimed is:

1. A method for intercepting user data comprising:

receiving, by a user plane entity, data path configuration
information from a control plane entity, wherein the
data path configuration information comprises identi-
fier information of a target to be intercepted and an
interface address of an intercepting entity;

establishing, by the user plane entity, a path for data
transmission according to the data path configuration
information;

intercepting, by the user plane entity, data transmitted by
the target to be intercepted on the path; and

sending the data to the intercepting entity through the
interface address.

2. The method according to claim 1, wherein the identi-
fication information of the target and the interface address of
the intercepting entity are received through different mes-
sages.

3. The method according to claim 1, further comprising:

receiving, by the user plane entity, a connection identifier
of an intercepting interface for an intercepting connec-
tion from the control plane entity;

sending, by the user plane entity, the data to the inter-
cepting entity according to the connection identifier.

4. The method according to claim 1, further comprising:

allocating, by the user plane entity, a connection identifier
of an intercepting interface for the intercepting con-
nection;

sending, by the user plane entity, the connection identifier
to the control plane entity.

5. The method according to claim 1, wherein, after
receiving the data path configuration information, if a con-
nection of the target to be intercepted has been established,
the method further comprises:

receiving, by the user plane entity, modified data path
configuration information from the control plane entity;

modifying, by the user plane entity, a path for data
transmission which has been established according to
the modified data path configuration information.

6. The method according to claim 1, further comprising:

receiving, by the user plane entity, encryption information
from the control plane entity;

encrypting, by the user plane entity, intercepted data using
the encryption information;

wherein sending the data to the intercepting entity com-
prises:

sending, by the user plane entity, the encrypted data to the
intercepting entity through the intercepting connection.

7. The method according to claim 1, wherein the interface
address is an address of an X3 interface on the user plane
entity.

8. An apparatus for intercepting user data comprising:

a receiver, configured to receive data path configuration
information from a control plane entity, wherein the
data path configuration information comprises identi-
fier information of a target to be intercepted and an
interface address of an intercepting entity;
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a processor, configured to establish a path for data trans-
mission according to the data path configuration infor-
mation; intercept data transmitted by the target to be
intercepted on the path; and

a transmitter, configured to send the data to the intercept-
ing entity through the interface address.

9. The apparatus according to claim 8, wherein the
identification information of the target and the interface
address of the intercepting entity are received through
different messages.

10. The apparatus according to claim 8, wherein the
receiver is further configured to receive a connection iden-
tifier of an intercepting interface for an intercepting connec-
tion from the control plane entity; the transmitter is further
configured to send the data to the intercepting entity accord-
ing to the connection identifier.

11. The apparatus according to claim 8, wherein the
processor is further configured to allocate a connection
identifier of an intercepting interface for the intercepting
connection; the transmitter is further configured to send the
connection identifier to the control plane entity.

12. The apparatus according to claim 8, wherein if a
connection of the target to be intercepted has been estab-
lished, after the data path configuration information is
received, the receiver is further configured to receive modi-
fied data path configuration information from the control
plane entity; the processor is further configured to modity a
path for data transmission which has been established
according to the modified data path configuration informa-
tion.

13. The apparatus according to claim 8, wherein the
receiver is further configured to receive encryption infor-
mation from the control plane entity; the processor is further
configured to encrypt intercepted data using the encryption
information; the transmitter is configured to send the
encrypted data to the intercepting entity through the inter-
cepting connection.

14. The apparatus according to claim 8, wherein the
interface address is an address of an X3 interface on the
apparatus.

15. The apparatus according to claim 8, wherein the
apparatus is a user plane entity.

16. A non-transitory computer-readable medium storing
computer instructions for execution by one or more proces-
sors, wherein the computer instructions instruct the one or
more processors to perform operations of:

receiving data path configuration information from a
control plane entity, wherein the data path configura-
tion information comprises identifier information of a
target to be intercepted and an interface address of an
intercepting entity;

establishing a path for data transmission according to the
data path configuration information;

intercepting data transmitted by the target to be inter-
cepted on the path; and

sending the data to the intercepting entity through the
interface address.

17. The non-transitory computer-readable medium
according to claim 16, wherein the identification informa-
tion of the target and the interface address of the intercepting
entity are received through different messages.

18. The method according to claim 1, wherein the user
plane entity is a user gateway (GW-U).
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19. The method according to claim 1, wherein the control
plane entity is a control gateway (GW-C).

20. The apparatus according to claim 15, wherein the user
plane entity is a user gateway (GW-U).

#* #* #* #* #*
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