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CAUSE ALERT AND CLEAR ALERT
CORRELATION

BACKGROUND

[0001] Conventional systems management solutions can
propagate alerts received from monitored devices, which
alerts can be displayed to administrative users (admins) in an
alert log view or an alert summary view. A common problem
with conventional presentation of alerts in a log or summary
view is that it can be unclear to admins if a condition
corresponding to an alert has been resolved. In this regard,
a first alert to a problem with a monitored device can be
followed at a later time with a second alert that the problem
with the monitored device has been cleared, but failure to
effectively correlate the first and second alerts can result in
the first alert persisting despite the problem having already
been cleared, e.g., there can be a failure to clear the first alert
upon receipt of the second alert, which failure can stem from
lack of effective correlation between the first and second
alerts. The conventional systems management solutions can
further become increasingly complex where there can be
multiple alert conditions contributing to an evaluation of an
overall health of a system. In an example, multiple cause
alerts, corresponding to one or more problems of one or
more monitored devices, and multiple clear alerts, corre-
sponding to resolution of one or more the problems of the
one or more monitored devices can correspond to an overall
system health condition. Where cause and clear alerts are
poorly correlated, it can be nearly impossible for an admin
to appreciate an actual health of the system. The problem can
be exacerbated where there can be significant elapsed time
between a cause alert and a clear alert, which can force an
admin to review correspondingly long alert logs to try to
understand if a cause alert has actually been resolved and
should be considered cleared. It is important to know which
problems are still truly outstanding for an admin to appre-
ciate actual system health conditions. The ability to imme-
diately know what problems exist with which devices of a
system is imperative for effective systems monitoring and
problem resolution management, and conventional systems
fail to provide such information in a meaningful manner.

BRIEF DESCRIPTION OF DRAWINGS

[0002] FIG. 11is an illustration of an example embodiment
that can facilitate system-side cause alert and clear alert
correlation, in accordance with aspects of the subject dis-
closure.

[0003] FIG. 2 is an illustration of one example embodi-
ment that can enable edge-side cause alert and clear alert
correlation, in accordance with aspects of the subject dis-
closure.

[0004] FIG. 3 is an illustration of an example embodiment
that can support system-side notification of, and responses
to, a system alert based on cause alert and clear alert
correlation, in accordance with aspects of the subject dis-
closure.

[0005] FIG. 4 is an illustration of an example embodiment
that can enable tuple generation facilitating cause alert and
clear alert correlation, in accordance with aspects of the
subject disclosure.

[0006] FIG. 5 is an illustration of an example embodiment
that can facilitate cause alert and clear alert correlation
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corresponding to one or more edge zones, in accordance
with aspects of the subject disclosure.

[0007] FIG. 6 is an illustration of an example method
facilitating cause alert and clear alert correlation, in accor-
dance with aspects of the subject disclosure.

[0008] FIG. 7 is an illustration of an example method
enabling tuple generation facilitating cause alert and clear
alert correlation, in accordance with aspects of the subject
disclosure.

[0009] FIG. 8 is an illustration of an example method
facilitating responding to a system alert based on cause alert
and clear alert correlation, in accordance with aspects of the
subject disclosure.

[0010] FIG. 9 depicts an example schematic block dia-
gram of a computing environment with which an embodi-
ment of the disclosed subject matter can interact, in accor-
dance with aspects of the subject disclosure.

[0011] FIG. 10 illustrates an example block diagram of a
computing system operable to execute the disclosed systems
and methods in accordance with an embodiment of the
subject disclosure.

DETAILED DESCRIPTION

[0012] The subject disclosure is now described with ref-
erence to the drawings, wherein like reference numerals are
used to refer to like elements throughout. In the following
description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough under-
standing of the subject disclosure. It may be evident, how-
ever, that the subject disclosure may be practiced without
these specific details. In other instances, well-known struc-
tures and devices are shown in block diagram form in order
to facilitate describing the subject disclosure.

[0013] Generally, conventional systems management
solutions can receive cause alerts corresponding to moni-
tored devices. Cause alerts can be indicative of device
problems, failures, etc. Cause alerts can be displayed to
admins, e.g., in an alert log view, an alert summary view,
etc., to aid the admin in understanding a health condition of
the system comprising the device. As an example, an admin
can monitor a data center system that can comprise multiple
cabinets that can each comprise multiple servers, that can
each comprise multiple devices such as memory modules,
power supplies, cooling fans, processors, etc., that can be
monitored by one or more device monitoring components
(DMCs). An example DMC can be an application executing
on a processor of a server of the example data center, which
example DMC can monitor devices of that server. In this
example, a failing power supply of an example server can be
monitored by a DMC, which can send an alert to a system
management component corresponding to management of
the example data center, which can result in presenting a
cause alert being presented to an admin, e.g., ‘warning—
power supply of example server not nominal’, etc. This
cause alert can be evaluated, for example by the admin, etc.,
and can be a cause of some resolving activity, such as
ordering a replacement power supply, initiating a repair,
failing over to another power supply, etc. In this example,
after some time, the failing power supply can be replaced,
resolving the problem and triggering a clear alert to be sent
to the systems management component. However, in this
example, a conventional systems management solution may
fail to correlate the clear alert with the cause alert, which can
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result in the cause alert persisting. The persisting cause alert
can cause confusion over the actual health of the example
data center.

[0014] This example can demonstrate a common problem
with conventional presentation of alerts, e.g., poor correla-
tion between cause and clear alerts can result in situations
where it can be unclear to admins if a condition correspond-
ing to an alert has actually been resolved or is still outstand-
ing. The conventional systems management solutions can
further become increasingly complex where there can be
multiple alert conditions contributing to an evaluation of an
overall health of a system. Returning to the preceding
example, where two cooling fans of the example server
become temporarily blocked by an object placed in front of
an air intake, the DMC can generate two cause alerts, one for
each fan that has ‘failed’. Where the blocking object in this
example is shifted in a way that allows more air intake and
now only blocks one of the two fans in this example, the
DMC can determine that one of the fans has returned to
normal operation and can send one corresponding clear alert.
However, this clear alert can be difficult for an admin to
understand in the context of already having logged the two
example cause alerts, e.g., it can be unclear which fan has
returned to nominal operation, etc. Where cause and clear
alerts are poorly correlated, it can be nearly impossible for
an admin to appreciate an actual health of the system of even
modest complexity. Moreover, as noted previously, the prob-
lem of poor correlation of cause and clear alerts can be
exacerbated where there can be significant elapsed time
between a cause alert and a clear alert, which can force an
admin to review correspondingly long alert logs to try to
understand if a cause alert has actually been resolved and
should be considered cleared. It can be critically important
for an admin to quickly be able to understand actual system
health and to know which problems are still truly outstand-
ing so that the admin can be effective in managing a system.
Conventional systems fail to provide such information in a
meaningful manner.

[0015] The difficulty for an admin to quickly understand a
system health condition can further relate to ticketing sys-
tems problems. A ticket generation system can be paired
with a systems management application, so that trouble
tickets for problematic situations can be automatically cre-
ated. In an example, a ticketing system can open multiple
support trouble tickets for parts replacement following some
hardware cause alerts from a server, e.g., fan not functional,
dual inline memory module (DIMM) failure, etc. In this
example, if a fan problem is due to some mechanical
obstruction and the obstruction is removed causing the fan
to return to normal operation again, which can trigger a clear
alert, without correlating the fan normal operation event to
the fan dysfunctional event, the example ticketing system
can be ignorant of the fan no longer needing to be replaced
and can fail to automatically update or cancel the example
support ticket that was created for parts dispatch of a fan
responsive to the example earlier cause alert. Again, the lack
of effective correlation between cause and clear alerts for
conventional systems management solutions can be under-
stood to be problematic.

[0016] The presently disclosed subject matter can facili-
tate alert correlation. Alert correlation can be facilitated by
including identifiers and metadata in cause alerts and clear
alerts, allowing for correlation of cause and clear alerts
based on the identifiers and metadata. An identifier can be a
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unique device identifier, a device role identifier, or other
identifier. As an example, an identifier can identify a failing
fan by the fan serial number unique to that fan. As another
example, an identifier can identify a failing fan by the role
that fan occupies, such as being a ‘third fan of a server’,
where the ‘third fan’ can be distinguished from other fans of
the example server. In this example, the unique role of the
fan, e.g., as the ‘third fan’, can provide sufficient unique
identification of the fan for correlation to other alerts and/or
resolution of a problem with that fan, even where the
specific identity of the fan, e.g., a serial number, etc., is not
employed. As an analogous example, a car with license plate
‘ABC-123’ can be illegally parked in reserved parking space
#15 of a parking lot. A towing company can be notified to
tow the car. Identifying the car to the towing company can
be “the car in reserved parking space #15” and/or “the car
with license plate ‘ABC-123”, to allow the towing com-
pany to remove the correct car. It is noted that any car parked
in space #15 will be towable because, in this analogy, any
car in the reserved spot is equally towable. In this analogy,
the person calling the towing company doesn’t need to have
specific information about the car in the reserved parking
spot. Similarly, in the presently disclosed subject matter,
device roles can be used in cause and clear alerts without
needing to gather globally unique device identifiers,
although globally unique device identifiers can be used
where available or beneficial.

[0017] Metadata of the presently disclosed subject matter
can comprise alert identifiers, e.g., a cause alert identifier
(causeMsgID), a clear alert identifier (clearMsgID), a cur-
rent system health value after a clear alert (sysHealthCond),
a timestamp of a preceding alert, for example a timestamp
corresponding to a first corresponding cause alert (first-
CauseTS), etc., or other metadata. A tuple, e.g., an n-tuple,
can be generated that can comprise metadata relevant to an
alert, for example a clear alert can comprise a device role
identifier and metadata indicating a corresponding cause
alert to be cleared and other metadata indicating system
health after the resolving event triggering generation of this
example clear alert.

[0018] The disclosed subject matter can facilitate correla-
tion between cause and clear alerts that can enable rapid
resolution of related alerts, e.g., clearing of cause alerts that
can be presented to an admin, such as in an alert summary
view. This can allow the admin to have an immediate
appreciation of system health conditions and support mean-
ingful resolution of a problem among devices comprising a
system being managed. In embodiments, the use of cause
and clear alerts that facilitate correlation can be extended
from a central admin system, related to managing edge
systems, e.g., 1xM management, to edge admin systems,
e.g., Ix1 management. Accordingly, a site admin can have a
localized understanding of the health of devices at the site
being monitored and a systems admin at a centralized
location managing multiple sites can also have a more global
understanding of the health of devices across the multiple
sites. It is further noted that, in embodiments, hardware
alerts, software alerts, environmental alerts, etc., or combi-
nations thereof can be monitored, and corresponding cause
and clear alerts can be correlated. Examples can include, but
are expressly not limited to, a thermal condition in a server
cabinet can trigger a cause alert and/or a clear alert, an
application in execution at a server being monitored can go
out of warranty triggering a cause alert that can be resolved
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by the client purchasing an extended warranty that can
trigger a clear alert, a device can be moved from an initial
installed location triggering a cause alert that can be cured
by an admin updating the allowed location of the device and
triggering a clear alert, or nearly any other monitorable
condition of devices of a system.

[0019] To the accomplishment of the foregoing and related
ends, the disclosed subject matter, then, comprises one or
more of the features hereinafter more fully described. The
following description and the annexed drawings set forth in
detail certain illustrative aspects of the subject matter. How-
ever, these aspects are indicative of but a few of the various
ways in which the principles of the subject matter can be
employed. Other aspects, advantages, and novel features of
the disclosed subject matter will become apparent from the
following detailed description when considered in conjunc-
tion with the provided drawings.

[0020] FIG. 1 is an illustration of a system 100, which can
facilitate system-side cause alert and clear alert correlation,
in accordance with one or more embodiments of the subject
disclosure. System 100 can comprise system management
component (SMC) 110 that can communicate with a device
monitoring component (DMC), e.g., via communication
with DMC 112. SMC 110 can receive an alert, e.g., a cause
alert, a clear alert, etc. A cause alert can indicate a problem,
fault, condition, etc., of a device, device environment, etc.
As examples, a cause alert can indicate a failure of a power
supply device, a memory module, a fan, a connection, etc.,
can indicate a temperature of a device environment, incur-
sion of water into a device environment, etc., can indicate
condition of a device, such as a warranty state, a spin speed
of'a hard drive, a software fault, etc., or other problem, fault,
condition, etc., of a device, device environment, etc.
[0021] In some embodiments, a cause alert can indicate an
alert identifier, for example cause alert 1, cause alert 2, . . .
, cause alert n, etc. In some embodiments, a cause alert can
indicate a device or device role identifier, for example,
device serial number XYZ, device in position number four,
etc. In some embodiments, a cause alert can indicate a
problem, fault, etc., associated with the cause alert, for
example, ‘fan not spinning,” ‘DIMM failure,” ‘power supply
voltage low (or a specific voltage),” etc. In some embodi-
ments, a cause alert can indicate a timestamp. In some
embodiments, a cause alert can indicate an alert level, for
example, ‘severity is warning,” ‘severity is critical,” etc.
Accordingly, as examples, a cause alert can be: Fan001_1
(fan 1 spinning low), severity is warning at timestamp TS1'
where Fan001_1 indicates a first fan alert for fan #1, where
fan #1 is spinning low, which is associated with a warning-
level severity, at time TS1; Fan002_6 (fan 6 not spinning),
severity is warning at timestamp TS2' Fan002_6 indicates a
second fan alert for fan #6, where fan #6 is not spinning,
which is associated with a warning-level severity, at time
TS2; TSU001_1 (PSU 1 faulty), severity is critical at
timestamp TS3' PSU001_1 indicates a first power supply
unit (PSU) alert for PSU #1, where PSU #1 is determined to
be faulty, which is associated with a critical-level severity, at
time TS3; etc. In general, a cause alert can be of the form
[alert number_device/role identifier, event information,
severity indicator, timestamp]|, for example [causeMsgID,
event information, sysHealthCond, firstCauseTS].

[0022] In an example server, which can comprise six fans
and two PSUs, a DMC can determine that two of the fans,
e.g., fan 1 and fan 6 are reporting faulty, and one of the
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PSUs, e.g., PSU 1, are reporting faults, which can result in
DMC communicating, e.g., via 112, to SMC 110, the fol-
lowing example cause alerts: Fan001_1 (fan #1 spinning
low), severity is warning at timestamp TS1, Fan002_6 (fan
#6 not spinning), severity is warning at timestamp TS2,
PSU001_1 (PSU #1 faulty), severity is critical at timestamp
TS3. SMC 110 can log these alerts and can enable access to
the logged alerts, such as by an admin, e.g., via an alert log,
a summary alert view, etc. In embodiments of the disclosed
subject matter, access to the alerts can be facilitated by
SMC-User interface component (SMCUIC) 130, for
example, generating a render via a display that an example
admin can view, etc. In some embodiments, SMC 110 can
trigger a resolution event, for example, causing a ticketing
system connected to SMC 110 to generate a parts order. As
an example, cause-clear resolution component (CCRC) 160
can access alerts via SMC 110 and can correspondingly
trigger parts ordering, dispatch of repair personnel, or
elevating resolution to another entity/system, such as con-
tacting a sales department to propose a customer purchase
additional warranty time when a cause alert corresponds to
an expiring warranty for a device/service, contacting remote
support agent to contact a customer and walk through
troubleshooting steps, or other resolution events. In this
above six fan and two PSU example, system 100, via SMC
110 can cause a ticketing system, e.g., CCRC 160, to
generate a parts replacement request for two fans, and one
PSU based on the cause alerts at TS1, TS2, and TS3.

[0023] In embodiments, SMC 110 can also receive clear
alerts that can correspond to resolution of a problem, fault,
condition, etc., of a device, device environment, etc. A clear
alert, according to the presently disclosed subject matter can
comprise an indication of a device or device role, e.g., a
device unique identifier, a device role identifier that allows
distinguishing the device role from other similar device
roles, etc. Moreover, a clear alert can comprise metadata
such as a cause alert identifier (causeMsgID), a clear alert
identifier (clearMsgID), a current system health value after
a clear alert (sysHealthCond), a timestamp of a preceding
alert, for example a timestamp corresponding to a first
corresponding cause alert (firstCauseTS), etc., or other
metadata. Returning to the above six fan and two PSU
example, the fault at fan #1 can resolve, e.g., the fault can
be cured, which can trigger a clear alert, such as, Fan003_1
(fan 1 is normal) with ‘info’ severity, where Fan003_1
indicates a third fan alert for fan #1, where fan #1 is now
spinning nominally, which is associated with an info-level
severity. The example clear alert can further comprise meta-
data <Fan003_1, {Fan001_1}, Critical, TS1>, which can
indicate clearMsgID as Fan003_1 to identify the clear alert,
causeMsgID as Fan001_1 to identify the preceding cause
alert for fan 1 in the first fan alert; sysHealthCond as
‘Critical’ to indicate that even though fan #1 is now running
normally the server is still in critical health for other reasons,
e.g., the failing PSU #1 and Fan #6 not spinning, and
firstCauseTS as ‘TS1’ identifying the time stamp of the
cause alert Fan001_1. In this example, the disclosed corre-
lation between the cause alert and the clear alert can be
facilitated by directly including identifiers and metadata in
the clear alert that reference a corresponding cause alert,
e.g., clear alert Fan003_1 indicates the corresponding cause
alert Fan001_1 at TS1. This can enable SMC 110 to rapidly
clear the preceding cause alert and affiliated resolution
events, e.g., SMC 110 can rescind, via CCRC 160, the order
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for at least one fan where fan #1 is now indicated as
functioning normally after clearing the correlated cause
alert. However, the included metadata further indicates that,
despite clearing the cause alert Fan001_1, the system is still
in a critical health condition, e.g., sysHealthCond as “Criti-
cal’ to indicate that even though fan 1 is now running
normally the server is still in critical health for other reasons,
e.g., the failing PSU #1 and Fan #6 not spinning. Accord-
ingly, the remaining parts order for the other replacement fan
and the replacement PSU can be maintained. In general, a
clear alert can be of the form [alert number_device/role
identifier, {cause event(s) identification}, post-resolution
severity indicator, timestamp], for example [clearMsgID,
causeMsglID, sysHealthCond, firstCauseTS].

[0024] Continuing with this example, the malfunction of
PSU #1 can be resolved, for example when lab personnel
manually reconnect a loose connection to PSU #1, which
can result in a DMC generating another clear alert. This next
clear alert, for example, can be PSU002_1 (PSU nominal)
and alert metadata can contain <PSU002_1, {PSU001_1},
warning, null>, where a clearMsgID can be PSU002_1 to
identify the clear alert, causeMsglD can indicate a corre-
sponding cause alert as PSU001_1, and sysHealthCond as
‘warning’ to indicate that even though the PSU is again
nominal, there remains a faulty fan, e.g., fan #6, and in this
example timestamp information can be empty, e.g., ‘null’.
As in the clear alert for fan #1, the clear alert for PSU #1 can
be readily correlated to the correct cause alert, e.g., clear
alert PSU002_1 can be correlated back to cause alert
PSU001_1 at TS3 based on the clearMsgID and the
causeMsglID, even without a timestamp. Accordingly, SMC
110 can clear cause alert PSU001_1 based on PSU002_1.
Moreover, SMC 110, for example via CCRC 160, can
rescind the order for a replacement PSU that was ticketed as
a result of the earlier cause alert PSU001_1. Further, SMC
110 can, for example via SMCUIC 130, present the system
health at a ‘warning’ level of health based on the remaining
cause alert for failed fan #6, e.g., an alert log view can
indicate all cause and clear alerts to an admin, which view
can also indicate which cause alerts have been cleared, can
indicate to an admin in an summary alert view only
uncleared cause alerts, or other systems administration
information based on the disclosed correlation between
cause and clear alerts. It is noted that, as one result of the
identification of a corresponding cause alert, a clear alert can
be correlated to cause alerts generated in different firmware
versions of devices, e.g., the clear alert can identify a
device/role and a corresponding earlier cause alert that can
provide positive correlation between the cause and clear
alerts to enable clearing the correct alerts even where the
device/role is associated with a different firmware installa-
tion. This can allow a customer to update device firmware
without concern about breaking cause clear alarm correla-
tion.

[0025] In embodiments, cause and clear alerts can be
applied to software, environmental conditions, etc., that are
not typically related to hardware componentry. As an
example, a cause event can be generated when a server is
moved from a designated installed location. A clear alert can
be generated for this server where, for example, an admin
updates the designated installed location to the current
installed location. In an aspect, this can allow for a DMC to
monitor equipment for conditions other than typical hard-
ware failure events, e.g., monitoring for location, connec-
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tions to prohibited resources/networks, aging of hardware,
such as time since install, etc., access outside of designated
time windows, thermal conditions, flooding or other natural
disasters, such as tipping in an earthquake, power disrup-
tions via loss of connectivity, etc., or other environmental
conditions. As another example, an alert can be generated
where the server is no longer covered by warranty, e.g., an
original manufacturer or 3" party warranty, etc. Similarly, a
clear alert can be generated where a customer purchases an
extension of the warranty period. This example illustrate that
software can be monitored by a DMC alerts can be reported
to SMC 110 for software events. It is further noted that
system 100 is illustrated relative to SMC 110, which can
access alerts that can be generated by other devices, e.g., a
DMC, that can be regarded as external to system 100. SMC
110 can perform actions based on analysis of an alert
message that comprises the aforementioned identification
and metadata, regardless of what the source of the alerts is.
As such, system 100 can be discrete from other systems,
devices, etc., for example, system 100 can be discrete from
system 200. However, in some embodiments an SMC and a
DMC can be comprised in a same system, for example
system 500 can comprise SMC 510, which can be the same
as or similar to SMC 110, etc., and DMC 520, which, for
example, can be the same as, or similar to, DMC 220, etc.

[0026] FIG. 2 is an illustration of an example system 200
enabling edge-side cause alert and clear alert correlation, in
accordance with one or more embodiments of the subject
disclosure. System 200 can comprise device monitoring
component (DMC) 220 that can communicate with an SMC,
such as SMC 110, etc., e.g., via communication with SMC
222. DMC 220 can generate an alert, e.g., a cause alert, a
clear alert, etc., based monitoring a problem, fault, condi-
tion, etc., of a device, device environment, etc., e.g., device
202-206, etc. Alerts can relate to a hardware condition, e.g.,
via hardware monitor 202A, a software condition, e.g., via
software monitor 202B, an environmental condition, e.g.,
via environmental monitor 202C, etc., As examples, a cause
alert can indicate a failure of a power supply device, a
memory module, a fan, a connection, etc., e.g., based on
information from hardware monitor 202A, can indicate a
temperature of a device environment, incursion of water into
a device environment, etc., e.g., based on information from
environmental monitor 202C, can indicate condition of a
device, such as a warranty state, a spin speed of a hard drive,
a software fault, etc., or other problem, fault, condition, etc.,
e.g., based on information from software monitor 202B, of
a device, device environment, etc.

[0027] Insome embodiments, a cause alert can indicate an
alert identifier, for example cause alert 1, cause alert 2, . . .
, cause alert n, etc. In some embodiments, a cause alert can
indicate a device or device role identifier, for example,
device serial number XYZ, device in position number four,
etc. In some embodiments, a cause alert can indicate a
problem, fault, etc., associated with the cause alert, for
example, ‘fan not spinning,” ‘DIMM failure,” ‘power supply
voltage low (or a specific voltage),” etc. In some embodi-
ments, a cause alert can indicate a timestamp. In some
embodiments, a cause alert can indicate an alert level, for
example, ‘severity is warning,” ‘severity is critical,” etc. In
general, a cause alert can be of the form [alert number_
device/role identifier, event information, severity indicator,
timestamp], as examples: [causeMsgID, event information,
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sysHealthCond, firstCauseTS], [Fan001_1 (fan #1 spinning
low), severity is warning at timestamp TS1], etc.

[0028] DMC 220 can log these alerts, e.g., via an alert log,
a summary alert view, etc., and can enable access to the
logged alerts, such as by an admin via DMC-user interface
component (DMCUIC) 231, via SMC 110 and SMCUIC
130, etc. In embodiments of the disclosed subject matter,
access to the alerts can be facilitated by DMCUIC 231 in a
manner similar to, or the same as, by SMCUIC 130, etc.
Generally, DMCUIC 231 can facilitate access by a ‘local
admin’ corresponding to the devices monitored by DMC
220, while SMCUIC 130, etc., can facilitate access by a
‘central admin’ corresponding to devices monitored at the
system level by one or more DMCs, e.g., the DMCUIC 231
can enable access to alerts for a subset of the devices
monitored by SMCUIC 130, etc. As an example, an SMC
can monitor two data centers each having a local DMC 220.
In this example, DMCUIC 231 corresponding to the first
local DMC 220 of the first data center can enable access to
alerts corresponding to devices of the first data center. In
contrast, an SMCUIC corresponding to the example SMC
can enable access to alerts corresponding to devices of both
the first and the second of the two data centers. In this regard,
an SMCUIC can be considered an interface for a higher tier
of devices and a DMCUIC can be regarded as an interface
to a lower tier of the same devices.

[0029] Inembodiments, DMC 220 can generate alerts that
can be consumed by an SMC, e.g., SMC 110, etc., which
can, at the system level, trigger a resolution event, for
example, causing a ticketing system connected to SMC 110
to generate a parts order, such as via CCRC 160, etc. While
not illustrated to reduce repetitiveness, and for the sake of
clarity and brevity, DMC 220, in some embodiments, can
also, at a local level, trigger a resolution event that can be the
same as, or similar to such a one cause by an SMC at the
system level. Generally, resolution events can be performed
at a local or system level based on a preference of the
customer. As an example, a local technician can be alerted
to provide service via a local resolution event trigger from
DMC 220, while a parts order resolution event can be
triggered via a system level SMC, e.g., SMC 110, etc. In a
more complex example, DMC 220 can trigger a local parts
query as a resolution and, where a replacement part is not
locally available, can indicate that an SMC can place a parts
order and service ticket.

[0030] In embodiments, DMC 220 can also generate clear
alerts that can correspond to resolution of a problem, fault,
condition, etc., of a device, device environment, etc. A clear
alert, according to the presently disclosed subject matter can
comprise an indication of a device or device role, e.g., a
device unique identifier, a device role identifier that allows
distinguishing the device role from other similar device
roles, etc. Moreover, a clear alert can comprise metadata
such as a cause alert identifier (causeMsgID), a clear alert
identifier (clearMsgID), a current system health value after
a clear alert (sysHealthCond), a timestamp of a preceding
alert, for example a timestamp corresponding to a first
corresponding cause alert (firstCauseTS), etc., or other
metadata. In general, a clear alert can be of the form [alert
number_device/role identifier, {cause event(s) identifica-
tion}, post-resolution severity indicator, timestamp], for
example [clearMsgID, causeMsgID, sysHealthCond, first-
CauseTS]. Further, DMC 220 can, for example via
DMCUIC 231, present an alert log view that can indicate all
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cause and clear alerts to a local admin, which view can also
indicate which cause alerts have been cleared, can indicate
to a local admin in a summary alert view only uncleared
cause alerts, or other local systems administration informa-
tion based on the disclosed correlation between cause and
clear alerts. Local presentation of alerts via DMCUIC 231
can be in addition to any system level presentation of alerts,
for example, via SMC 110 and SMCUIC 130. It is noted
that, as one result of the identification of a corresponding
cause alert, a clear alert can be correlated to cause alerts
generated in different firmware versions of devices, e.g., the
clear alert can identify a device/role and a corresponding
earlier cause alert that can provide positive correlation
between the cause and clear alerts to enable clearing the
correct alerts even where the device/role is associated with
a different firmware installation. This can allow a customer
to update device firmware without concern about breaking
cause clear alarm correlation.

[0031] In embodiments, cause and clear alerts can be
applied to software, environmental conditions, etc., that are
not typically related to hardware componentry. As an
example, a cause event can be generated by environmental
monitor 202C when a server is moved from a designated
installed location. A clear alert can be generated for this
server where, for example, an admin updates the designated
installed location to the current installed location. In an
aspect, this can allow for DMC 220 to monitor equipment
for conditions other than typical hardware failure events,
e.g., monitoring for location, connections to prohibited
resources/networks, aging of hardware, such as time since
install, etc., access outside of designated time windows,
thermal conditions, flooding or other natural disasters, such
as tipping in an earthquake, power disruptions via loss of
connectivity, etc., or other environmental conditions. As
another example, an alert can be generated by software
monitor 202B where the server is no longer covered by
warranty, e.g., an original manufacturer or 3"/ party war-
ranty, etc. Similarly, a clear alert can be generated where a
customer purchases an extension of the warranty period.
This example illustrate that software can be monitored by
DMC 220 and alerts can be reported to an SMC, or to a local
admin via DMCUIC 231, for software events. It is further
noted that system 200 is illustrated relative to DMC 220,
which can enable access alerts for other devices, e.g., an
SMC, such as SMC 110, etc., that can be regarded as
external to system 200. DMC 220 can generate alert mes-
sage that comprises the aforementioned identification and
metadata, regardless of what other system or device con-
sumes these alerts. As such, system 200 can be discrete from
other systems, devices, etc., for example, system 200 can be
discrete from system 100. However, in some embodiments
an SMC and a DMC can be comprised in a same system, for
example system 500 can comprise SMC 510, which can be
the same as or similar to SMC 110, etc., and DMC 520,
which, for example, can be the same as, or similar to, DMC
220, etc.

[0032] FIG. 3 is an illustration of a system 300, which can
facilitate system-side notification of, and responses to, a
system alert based on cause alert and clear alert correlation,
in accordance with embodiments of the subject disclosure.
System 300 can comprise system management component
(SMC) 310 that can communicate with a DMC, e.g., via
communication with DMC 312. SMC 310 can receive an
alert, e.g., a cause alert, a clear alert, etc. A cause alert can
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indicate a problem, fault, condition, etc., of a device, device
environment, etc. As examples, a cause alert can indicate a
failure of a power supply device, a memory module, a fan,
a connection, etc., can indicate a temperature of a device
environment, incursion of water into a device environment,
etc., can indicate condition of a device, such as a warranty
state, a spin speed of a hard drive, a software fault, etc., or
other problem, fault, condition, etc., of a device, device
environment, etc.

[0033] Insome embodiments, a cause alert can indicate an
alert identifier, for example cause alert 1, cause alert 2, . . .
, cause alert n, etc. In some embodiments, a cause alert can
indicate a device or device role identifier, for example,
device serial number XYZ, device in position number four,
etc. In some embodiments, a cause alert can indicate a
problem, fault, etc., associated with the cause alert, for
example, ‘fan not spinning,” ‘DIMM failure,” ‘power supply
voltage low (or a specific voltage),” etc. In some embodi-
ments, a cause alert can indicate a timestamp. In some
embodiments, a cause alert can indicate an alert level, for
example, ‘severity is warning,” ‘severity is critical,” etc. In
general, a cause alert can be of the form [alert number_
device/role identifier, event information, severity indicator,
timestamp], for example [causeMsgID, event information,
sysHealthCond, firstCauseTS]. SMC 310 can log alerts and
can enable access to the logged alerts, such as by an admin,
e.g., via an alert log, a summary alert view, etc. In embodi-
ments of the disclosed subject matter, access to the alerts can
be facilitated by SMC-User interface component (SMCUIC)
330, for example, generating a render via a display that an
example admin can view, etc.

[0034] In embodiments, SMC 310 can also receive clear
alerts that can correspond to resolution of a problem, fault,
condition, etc., of a device, device environment, etc. A clear
alert, according to the presently disclosed subject matter can
comprise an indication of a device or device role, e.g., a
device unique identifier, a device role identifier that allows
distinguishing the device role from other similar device
roles, etc. Moreover, a clear alert can comprise metadata
such as a cause alert identifier (causeMsgID), a clear alert
identifier (clearMsgID), a current system health value after
a clear alert (sysHealthCond), a timestamp of a preceding
alert, for example a timestamp corresponding to a first
corresponding cause alert (firstCauseTS), etc., or other
metadata. This can enable SMC 310 to rapidly clear pre-
ceding cause alerts and affiliated resolution events. In gen-
eral, a clear alert can be of the form [alert number_device/
role identifier, {cause event(s) identification}, post-
resolution severity indicator, timestamp], for example
[clearMsgID, causeMsgID, sysHealthCond, firstCauseTS].
It is noted that, as one result of the identification of a
corresponding cause alert, a clear alert can be correlated to
cause alerts generated in different firmware versions of
devices, e.g., the clear alert can identify a device/role and a
corresponding earlier cause alert that can provide positive
correlation between the cause and clear alerts to enable
clearing the correct alerts even where the device/role is
associated with a different firmware installation. This can
allow a customer to update device firmware without concern
about breaking cause clear alarm correlation.

[0035] Insome embodiments, SMCUIC 330 can comprise
a system health component 332 that can determine system
health information based on alerts, e.g., on cause and clear
alerts. As an example, if there are multiple cause alerts that

Apr. 25,2024

have not been cleared based on clear alerts, system health
can be indicated by the system condition indicated in the
remaining cause alerts. In this regard, an admin can access
overall system health information via system health com-
ponent 332. In some embodiments, SMCUIC 330 can com-
prise system alerts component 334 that can enable access to
alerts, e.g., cause alerts, clear alerts, or combinations thereof.
In embodiments, this access to alerts can comprise present-
ing alert information in one or more modalities, for example
via a display of all logged alerts, a display of remaining
uncleared cause alerts, or other visual renderings of alerts. In
some embodiments, non-visual modalities can be employed
to provide access to alert information, for example, audio
information, audible alarms, haptics, etc.

[0036] In some embodiments, SMC 310 can comprise
system caused-clear component (SCCC) 350 that can cor-
relate cause and clear alerts. SCCC 350 can determine cause
alerts that have been resolved based on clear alerts. As such,
SCCC 350 can reduce a count of active cause alerts by
marking some cause alerts as resolved. This can facilitate
presenting an admin access to alert information that can be
more compact and meaningful by comprising just active
cause alerts rather than all alerts. In some embodiments,
SCCC 350 can also facilitate admin access to all alerts
wherein resolved alerts are indicated differently than active
alerts, for example active alerts can be rendered in a red
color, clear alerts can be rendered in a green color, and
resolved alerts can be rendered in a grey color, allowing an
admin to visually identify the red colored alerts.

[0037] In some embodiments, SMC 310 can trigger a
resolution event, for example, causing a ticketing system
connected to SMC 310 to generate a parts order via part
requisition component 362 of CCRC 360. As an example,
CCRC 360 can access alerts via SMC 310 and can corre-
spondingly trigger, via part requisition component 362, parts
ordering, dispatch of repair personnel, via repair initiation
component 364, or elevating resolution to another entity/
system, such as contacting a sales department to propose a
customer purchase additional warranty time when a cause
alert corresponds to an expiring warranty for a device/
service, contacting remote support agent to contact a cus-
tomer and walk through troubleshooting steps, or other
resolution events via remote mitigation service component
366.

[0038] In embodiments, cause and clear alerts can be
applied to software, environmental conditions, etc., that are
not typically related to hardware componentry. As an
example, a cause event can be generated when a server is
moved from a designated installed location. A clear alert can
be generated for this server where, for example, an admin
updates the designated installed location to the current
installed location. In an aspect, this can allow for a DMC to
monitor equipment for conditions other than typical hard-
ware failure events, e.g., monitoring for location, connec-
tions to prohibited resources/networks, aging of hardware,
such as time since install, etc., access outside of designated
time windows, thermal conditions, flooding or other natural
disasters, such as tipping in an earthquake, power disrup-
tions via loss of connectivity, etc., or other environmental
conditions. As another example, an alert can be generated
where the server is no longer covered by warranty, e.g., an
original manufacturer or 3" party warranty, etc. Similarly, a
clear alert can be generated where a customer purchases an
extension of the warranty period. This example illustrate that
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software can be monitored by a DMC alerts can be reported
to SMC 310 for software events. It is further noted that
system 300 is illustrated relative to SMC 310, which can
access alerts that can be generated by other devices, e.g., a
DMC, that can be regarded as external to system 300. SMC
310 can perform actions based on analysis of an alert
message that comprises the aforementioned identification
and metadata, regardless of what the source of the alerts is.
As such, system 300 can be discrete from other systems,
devices, etc., for example, system 300 can be discrete from
system 200, 400, etc. However, in some embodiments an
SMC and a DMC can be comprised in a same system, for
example system 500 can comprise SMC 510, which can be
the same as or similar to SMC 110, 310, etc., and DMC 520,
which, for example, can be the same as, or similar to, DMC
220, 420, etc.

[0039] FIG. 4 is an illustration of a system 400 that can
enable tuple generation facilitating cause alert and clear alert
correlation, in accordance with embodiments of the subject
disclosure. System 400 can comprise device monitoring
component (DMC) 420 that can communicate with an SMC,
such as SMC 110, 310, etc., e.g., via communication with
SMC 422. DMC 420 can generate an alert, e.g., a cause alert,
a clear alert, etc., based monitoring a problem, fault, con-
dition, etc., of a device, device environment, etc., e.g.,
device 202-206, etc. Alerts can relate to a hardware condi-
tion, a software condition, an environmental condition, etc.,
As examples, a cause alert can indicate a failure of a power
supply device, a memory module, a fan, a connection, etc.,
can indicate a temperature of a device environment, incur-
sion of water into a device environment, etc., can indicate
condition of a device, such as a warranty state, a spin speed
of'a hard drive, a software fault, etc., or other problem, fault,
condition, etc., of a device, device environment, etc.

[0040] Inembodiments, DMC 420 can generate alerts that
can be consumed by an SMC, e.g., SMC 110, 310, etc.,
which can, at the system level, trigger a resolution event, for
example, causing a ticketing system connected to SMC 110,
310, etc., to generate a parts order, such as via CCRC 160,
360, etc. While not illustrated to reduce repetitiveness, and
for the sake of clarity and brevity, DMC 420, in some
embodiments, can also, at a local level, trigger a resolution
event that can be the same as, or similar to such a one cause
by an SMC at the system level. Generally, resolution events
can be performed at a local or system level based on a
preference of the customer.

[0041] In some embodiments, a cause alert can indicate an
alert identifier, for example cause alert 1, cause alert 2, . . .
, cause alert n, etc. In some embodiments, a cause alert can
indicate a device or device role identifier, for example,
device serial number XYZ, device in position number four,
etc. In some embodiments, a cause alert can indicate a
problem, fault, etc., associated with the cause alert, for
example, ‘fan not spinning,” ‘DIMM failure,” ‘power supply
voltage low (or a specific voltage),” etc. In some embodi-
ments, a cause alert can indicate a timestamp. In some
embodiments, a cause alert can indicate an alert level, for
example, ‘severity is warning,” ‘severity is critical,” etc. In
general, a cause alert can be of the form [alert number_
device/role identifier, event information, severity indicator,
timestamp], as examples: [causeMsgID, event information,
sysHealthCond, firstCauseTS], [Fan001_1 (fan #1 spinning
low), severity is warning at timestamp TS1], etc.
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[0042] In embodiments, DMC 420 can also generate clear
alerts that can correspond to resolution of a problem, fault,
condition, etc., of a device, device environment, etc. A clear
alert, according to the presently disclosed subject matter can
comprise an indication of a device or device role, e.g., a
device unique identifier, a device role identifier that allows
distinguishing the device role from other similar device
roles, etc. Moreover, a clear alert can comprise metadata
such as a cause alert identifier (causeMsgID), a clear alert
identifier (clearMsgID), a current system health value after
a clear alert (sysHealthCond), a timestamp of a preceding
alert, for example a timestamp corresponding to a first
corresponding cause alert (firstCauseTS), etc., or other
metadata. In general, a clear alert can be of the form [alert
number_device/role identifier, {cause event(s) identifica-
tion}, post-resolution severity indicator, timestamp], for
example [clearMsgID, causeMsgID, sysHealthCond, first-
CauseTS]. Further, DMC 420 can, for example via
DMCUIC 431, present an alert log view that can indicate all
cause and clear alerts to a local admin, which view can also
indicate which cause alerts have been cleared, can indicate
to a local admin in a summary alert view only uncleared
cause alerts, or other local systems administration informa-
tion based on the disclosed correlation between cause and
clear alerts. Local presentation of alerts via DMCUIC 431
can be in addition to any system level presentation of alerts,
for example, via SMC 110, 310, etc., and SMCUIC 130,
330, etc. It is noted that, as one result of the identification of
a corresponding cause alert, a clear alert can be correlated to
cause alerts generated in different firmware versions of
devices, e.g., the clear alert can identify a device/role and a
corresponding earlier cause alert that can provide positive
correlation between the cause and clear alerts to enable
clearing the correct alerts even where the device/role is
associated with a different firmware installation. This can
allow a customer to update device firmware without concern
about breaking cause clear alarm correlation.

[0043] In some embodiments, DMC 420 can comprise
tuple component 440 that can produce an n-tuple that can be
comprised in an alert, e.g., a cause alert can comprise a tuple
produced by tuple component 440, a clear alert can comprise
a tuple produced by tuple component 440, etc. A tuple can
comprise a variable number of arguments and arguments can
comprise a variable number of data elements, e.g., a tuple
can be an n-tuple. In an example, a cause alert can comprise
the tuple [causeMsgID, event information, sysHealthCond,
firstCauseTS]. In another example, a clear alert can com-
prise the tuple [clearMsgID, causeMsglD, sysHealthCond,
firstCauseTS]. In this example, the argument causeMsgID
can comprise a group of causeMsgIDs for one or more cause
alerts, e.g., causeMsglID can be {cause alert 1, cause alert 2,
cause alert 3, . . ., cause alert n}, which can indicate that the
indicated clearMsgID corresponds to ‘n’ cause alerts.

[0044] In some embodiments, DMC 420 can comprise
edge caused-clear component (ECCC) 452 that can correlate
cause and clear alerts. ECCC 452 can determine cause alerts
that have been resolved based on clear alerts. As such,
ECCC 452 can reduce a count of active cause alerts by
marking some cause alerts as resolved. This can facilitate
presenting a local admin, e.g., an admin local to devices at
an edge of a network as compared to a centralized SMC, etc.,
access to alert information that can be more compact and
meaningful by comprising just active cause alerts rather than
all alerts. In some embodiments, ECCC 452 can also facili-
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tate local admin access to all local alerts, wherein resolved
alerts are indicated differently than active alerts.

[0045] DMC 420 can log alerts, e.g., via an alert log, a
summary alert view, etc., and can enable access to the
logged alerts, such as by an admin via DMC-user interface
component (DMCUIC) 431, via SMC 110 and SMCUIC
130, via SMC 310 and SMCUIC 330, etc. In embodiments
of the disclosed subject matter, access to the alerts can be
facilitated by DMCUIC 431 in a manner similar to, or the
same as, by SMCUIC 130, 330, etc. Generally, DMCUIC
431 can facilitate access by a ‘local admin’ corresponding to
the devices monitored by DMC 420, while SMCUIC 130,
330, etc., can facilitate access by a ‘central admin’ corre-
sponding to devices monitored at the system level by one or
more DMCs, e.g., the DMCUIC 431 can enable access to
alerts for a subset of the devices monitored by SMCUIC
130, 330, etc. In some embodiments, DMCUIC 431 can
comprise a device health component 433 that can determine
local device health information based on alerts, e.g., on
cause and clear alerts. As an example, if there are multiple
cause alerts that have not been cleared based on clear alerts,
local device health can be indicated by the system condition
for local devices indicated in the remaining cause alerts. In
this regard, a local admin can access local device health
information via device health component 433. This can be
similar to system health component 332, etc., but at a local
device level rather than at an overall system level. In some
embodiments, DMCUIC 431 can comprise device alerts
component 435 that can enable access to local alerts, e.g.,
cause alerts, clear alerts, or combinations thereof. In
embodiments, this access to local alerts can comprise pre-
senting alert information in one or more modalities, for
example via a display of all logged local alerts, a display of
remaining uncleared local cause alerts, or other visual ren-
derings of local alerts. In some embodiments, non-visual
modalities can be employed to provide access to local alert
information, for example, audio information, audible
alarms, haptics, etc. This can be similar to device alerts
component 334, etc., but at a local device level rather than
at an overall system level.

[0046] In embodiments, cause and clear alerts can be
applied to software, environmental conditions, etc., that are
not typically related to hardware componentry. In an aspect,
this can allow for DMC 420 to monitor equipment for
conditions other than typical hardware failure events, e.g.,
monitoring for location, connections to prohibited resources/
networks, aging of hardware, such as time since install, etc.,
access outside of designated time windows, thermal condi-
tions, flooding or other natural disasters, such as tipping in
an earthquake, power disruptions via loss of connectivity,
etc., or other environmental conditions. It is further noted
that system 400 is illustrated relative to DMC 420, which
can enable access alerts for other devices, e.g., an SMC,
such as SMC 110, 330, etc., that can be regarded as external
to system 400. DMC 420 can generate alert message that
comprises the aforementioned identification and metadata,
regardless of what other system or device consumes these
alerts. As such, system 400 can be discrete from other
systems, devices, etc., for example, system 400 can be
discrete from system 100, 300, etc. However, in some
embodiments an SMC and a DMC can be comprised in a
same system, for example system 500 can comprise SMC
510, which can be the same as or similar to SMC 110, 330,
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etc., and DMC 520, which, for example, can be the same as,
or similar to, DMC 220, 420, etc.

[0047] FIG. 5 is an illustration of a system 500, which can
facilitate cause alert and clear alert correlation correspond-
ing to one or more edge zones, in accordance with embodi-
ments of the subject disclosure. System 500 can comprise
DMC 520 that can generate alerts that can be accessed by
SMC 510 via communication framework 590. Similarly,
DMCs 520A-520C, etc., can also generate alerts that can be
accessed by SMC 510. Alerts generated by DMC 520 can be
based on monitoring devices 502-506, etc., and, correspond-
ingly, DMCs 520A-520C, etc., can each monitor devices
local to those DMCs. In this regard, SMC 510 can manage
alerts at a ‘system level’ for alerts from each of DMC 520,
520A, 520B, 520C, etc. As such, SMCUIC 530 can enable
system-level admin access to alerts from all DMCs, while in
contrast, DMCUIC 531 can enable local-level admin access
to alerts from DMC 520 based on monitoring of devices
502-506, but generally not for devices corresponding to any
of DMCs 520A-520C. SMC 510 can employ CCRC 560 to
trigger a resolution event, for example, causing a ticketing
system connected to SMC 510 to generate a parts order via
CCRC 560, for example relative to a malfunction of device
502 based on cause and clear alerts from DMC 520. CCRC
560 can access alerts via SMC 510 and can correspondingly
trigger parts ordering, dispatch of repair personnel, elevating
resolution to another entity/system, such as contacting a
sales department, contacting remote support agent to contact
a customer and walk through troubleshooting steps, or other
resolution events, etc.

[0048] It has been generally noted hereinabove that dis-
crete systems can exist relative to an SMC, or a DMC, e.g.,
systems 100 and 300 do not need to comprise an alert
generating component where SMC 110, 310, etc., can base
an action, e.g., enabling access by an admin to correlated
alerts, triggering a resolution action, etc., where SMC 110,
310, etc., can receive a cause alert, a clear alert, or combi-
nation thereof, and systems 200 and 400 can generating
alerts in the absence of an SMC, based on monitoring local
devices, device environment, executing software, etc. How-
ever, system 500 illustrates a more integrated high-level
system comprising both a DMC, e.g., DMCs 520, 520A-
520C, etc., and an SMC, e.g., SMC 510, etc. In embodi-
ments of system 500, SMC 510 can be the same as or similar
to SMC 110, 330, etc., and DMCs 520-520C can be the same
as, or similar to, DMC 220, 420, etc.

[0049] In view of the example system(s) described above,
example method(s) that can be implemented in accordance
with the disclosed subject matter can be better appreciated
with reference to flowcharts in FIG. 6-FIG. 8. For purposes
of simplicity of explanation, example methods disclosed
herein are presented and described as a series of acts;
however, it is to be understood and appreciated that the
claimed subject matter is not limited by the order of acts, as
some acts may occur in different orders and/or concurrently
with other acts from that shown and described herein. For
example, one or more example methods disclosed herein
could alternately be represented as a series of interrelated
states or events, such as in a state diagram. Moreover,
interaction diagram(s) may represent methods in accordance
with the disclosed subject matter when disparate entities
enact disparate portions of the methods. Furthermore, not all
illustrated acts may be required to implement a described
example method in accordance with the subject specifica-
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tion. Further yet, two or more of the disclosed example
methods can be implemented in combination with each
other, to accomplish one or more embodiments herein
described. It should be further appreciated that the example
methods disclosed throughout the subject specification are
capable of being stored on an article of manufacture (e.g., a
computer-readable medium) to allow transporting and trans-
ferring such methods to computers for execution, and thus
implementation, by a processor or for storage in a memory.

[0050] FIG. 6 is an illustration of an example method 600,
which can facilitate cause alert and clear alert correlation, in
accordance with embodiments of the subject disclosure. At
610, method 600 can comprise receiving a clear alert from
at least one device monitoring component monitoring a
device of a system, wherein the clear alert identifies an
existing cause alert. A clear alert can correspond to resolu-
tion of a problem, fault, condition, etc., of a device, device
environment, etc. A clear alert, according to the presently
disclosed subject matter can comprise an indication of a
device or device role, e.g., a device unique identifier, a
device role identifier that allows distinguishing the device
role from other similar device roles, etc. Moreover, a clear
alert can comprise metadata such as a cause alert identifier
(causeMsgID), a clear alert identifier (clearMsgID), a cur-
rent system health value after a clear alert (sysHealthCond),
a timestamp of a preceding alert, for example a timestamp
corresponding to a first corresponding cause alert (first-
CauseTS), etc., or other metadata. Given that a clear alert
can correspond to resolution of a problem, fault, condition,
etc., of a device, device environment, etc., the clear alert can
be related to a cause alert that can be generated in response
to the problem, fault, condition, etc., of the device, device
environment, etc., that has been resolved as indicated in the
clear alert. Accordingly, the clear alert can identify the cause
alert it is related to, e.g., a clear alert can comprise a
causeMsglD, or other identifier of a related cause alert. This
can enable system 600 to rapidly clear the preceding cause
alert, alter affiliated resolution events, etc. In general, a clear
alert can be of the form [alert number_device/role identifier,
{cause event(s) identification}, post-resolution severity indi-
cator, timestamp|, for example [clearMsgID, causeMsgID,
sysHealthCond, firstCauseTS].

[0051] Method 600, at 620, can comprise correlating the
clear alert to the existing cause alert based on the clear alert
identifying the existing cause alert, resulting in correlated
system alerts. The correlation of the clear alert to an existing
cause alert can be based on the identification of the cause
alert comprised in the clear alert. It is noted that the cause
alert and clear alert can be independently received and not
be initially correlated, e.g., correlation at the device level
can be based on the cause and clear alerts indicating a same
device, same device role, etc., and correlation at the system
management level can be based on the identity of a cause
alert indicated in a clear alert, etc. As such, identifying the
existing cause alert in the clear alert can be highly effective
in enabling a system management component, e.g., SMC
110, 310, 510, etc., to correlate the cause and clear alert,
which can facilitate indicating a correlated cause alert as
resolved, changed, improved, worsened, continuing, etc.
The correlation between the cause and clear alerts can
enable an admin access to pertinent information more read-
ily that simply inundating an admin with all alerts in the
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absence of indicating correlated alerts, resolved alerts, etc.
This can allow more responsive management, resolution
events, etc.

[0052] At 630, method 600 can comprise enabling access
to system alert information based on the correlated system
alerts. At this point, method 600 can end. Access to system
alert information can comprise admin access to an alert log,
summary alert log, system health page, etc., that can reflect
correlations between cause alerts and clear alerts. As such,
clear alerts can be employed to indicate correlated cause
alerts, for example marking a cause alert as resolved based
on a clear alert correlated to the cause alert. In this example,
by marking the cause alert as resolved, the example admin
can more easily focus their attention on other unresolved
cause alerts. Further, as another example, marking of a cause
alert as resolved can cause a ticketing system that can access
the system alert information to rescind, alter, update, etc., a
pending ticket propagated from the existing cause alert now
marked as resolved. This can include updating a replacement
part acquisition, updating dispatch of a repair technician,
etc.

[0053] As has been noted hereinabove, a system respond-
ing to an alert, such as a clear alert, etc., can be independent
of a system generating the alert. As such, method 600 can be
responsive to the indicated clear alert, e.g., determining
correlation to the existing cause alert, enabling access to
system alert information, triggering a response event, etc.,
while being discrete from another method, e.g., method 700,
etc., or system generating an alert, for example, systems 100,
300, etc., can be discrete from systems 200, 400, etc.
However, in some embodiments, method 600 can be prac-
ticed in conjunction with another method relating to gener-
ating alerts, for example, in system 500, a DMC can
generate alerts that an SMC can respond to, etc.

[0054] FIG. 7 is an illustration of an example method 700,
which can facilitate tuple generation facilitating cause alert
and clear alert correlation, in accordance with embodiments
of the subject disclosure. At 710, method 700 can comprise
generating a cause alert based on monitoring of a device of
a system, wherein the cause alert is assigned a cause alert
identifier. In embodiments, a cause alert can indicate a
problem, fault, etc., associated with the cause alert, for
example, ‘fan not spinning,” ‘DIMM failure,” ‘power supply
voltage low (or a specific voltage),” etc. In some embodi-
ments, a cause alert can indicate a timestamp. In some
embodiments, a cause alert can indicate an alert level, for
example, ‘severity is warning,” ‘severity is critical,” etc. A
cause alert can indicate a cause alert identifier, for example
cause alert 1, cause alert 2, . . ., cause alert n, etc. In some
embodiments, a cause alert can indicate a device or device
role identifier, for example, device serial number XYZ,
device in position number four, etc. In general, a cause alert
can be of the form [alert number_device/role identifier,
event information, severity indicator, timestamp], as
examples: [causeMsglID, event information, sysHealthCond,
firstCauseTS], [Fan001_1 (fan #1 spinning low), severity is
warning at timestamp TS1], etc. Typically, cause alerts can
be managed by an admin, can trigger a resolution event, etc.
[0055] Method 700, at 720, can comprise enabling access,
by a system management component, to the cause alert and
the cause alert identifier. Method 700 can provide access to
the cause alert and the cause alert identifier to facilitate the
system management component, for example, SMC 110,
310, 510, etc., providing access to the cause alert, such as by



US 2024/0134732 Al

a system level admin, by a ticketing system to effect a
resolution event, etc. In embodiments, cause alerts can be
presented to an admin via an interface rendering an alert log
view of some or all alerts, including cause alerts, a summary
alert log view of outstanding alerts, again including cause
alerts, a system health view based on correlated alerts, etc.

[0056] Method 700, at 730, can comprise generating a
clear alert based on monitoring of the device of the system,
wherein the clear alert is assigned a clear alert identifier, and
wherein, in response to determining that the clear alert
pertains to the cause alert, causing the clear alert to comprise
the cause alert identifier. A generated clear alert can corre-
spond to resolution of a problem, fault, condition, etc., of a
device, device environment, etc. A clear alert, generated
according to the presently disclosed subject matter, can
comprise an indication of a device or device role, e.g., a
device unique identifier, a device role identifier that allows
distinguishing the device role from other similar device
roles, etc. Moreover, a clear alert can comprise metadata
such as a cause alert identifier (causeMsgID), a clear alert
identifier (clearMsgID), a current system health value after
a clear alert (sysHealthCond), a timestamp of a preceding
alert, for example a timestamp corresponding to a first
corresponding cause alert (firstCauseTS), etc., or other
metadata. Given that a clear alert can correspond to resolu-
tion of a problem, fault, condition, etc., of a device, device
environment, etc., the clear alert can be related to a cause
alert that can be generated in response to the problem, fault,
condition, etc., of the device, device environment, etc., that
has been resolved as indicated in the clear alert. Accordingly,
the clear alert can identify the cause alert that it is related to,
e.g., a clear alert can comprise a causeMsgID, or other
identifier of a related cause alert. This can enable system 700
to provide a clear alert that can be employed to rapidly clear
an existing cause alert, alter affiliated resolution events, etc.
In general, a clear alert can be of the form [alert number_
device/role identifier, {cause event(s) identification}, post-
resolution severity indicator, timestamp], for example
[clearMsgID, causeMsgID, sysHealthCond, firstCauseTS].

[0057] At 740, method 700 can comprise enabling access,
by the system management component, to the clear alert to
facilitate the system management component correlating the
clear alert to the cause alert based on the cause alert
identifier comprised in the clear alert, and thereby facilitat-
ing the system management component to provide access to
system information based on the correlation of the clear alert
and the cause alert. At this point, method 700 can end.
Providing access to the clear alert can enable an accessing
system or method to identify a related cause alert, e.g., based
on the cause alert identifier included in the clear alert. As
such, the access to the clear alert can facilitate an accessing
system or method correlating the clear alert to an existing
cause alert. This in turn can facilitate the accessing system
or method to enable access, e.g., by an admin, a ticketing
system, etc., to system information based on the correlation
of'the cause and clear alerts. As an example, a clear alert can
indicate a problem with a fan, previously reported in a cause
alert, has been resolved, and can identify the preceding
cause alert. Accordingly, in this example, an accessing
system can be enabled to correlate the clear alert to the
existing cause alert for the problem with the fan. The
accessing system can be thereby enabled to mark the cor-
related cause alert as resolved and enable notification of an
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admin, for example via a user interface now rendering the
existing cause event as resolved.

[0058] It is again noted that a system responding to an
alert, such as a clear alert, etc., can be independent of a
system generating the alert. As such, method 700 can
independently generate an alert that can be responded to by
another system, method, etc., e.g., method 600, system 100,
300, etc. However, in some embodiments, method 700 can
be practiced in conjunction with another method relating to
responding to alerts, for example, in system 500, a DMC can
generate alerts that an SMC can respond to, etc.

[0059] FIG. 8 is an illustration of an example method 800,
which can facilitate responding to a system alert based on
cause alert and clear alert correlation, in accordance with
embodiments of the subject disclosure. At 810, method 800
can comprise receiving a cause alert from at least one device
monitoring component monitoring a device of a system. A
cause alert can be based on monitoring of a device of the
system, for example by DMC 220, 420, 520, etc., wherein
the cause alert can be assigned a cause alert identifier. In
embodiments, a cause alert can indicate a problem, fault,
etc., associated with the cause alert, for example, ‘fan not
spinning,” ‘DIMM failure,” ‘power supply voltage low (or a
specific voltage),” etc. In some embodiments, a cause alert
can indicate a timestamp. In some embodiments, a cause
alert can indicate an alert level, for example, ‘severity is
warning,” ‘severity is critical,” etc. A cause alert can indicate
a cause alert identifier, for example cause alert 1, cause alert
2, ..., cause alert n, etc. In some embodiments, a cause alert
can indicate a device or device role identifier, for example,
device serial number XYZ, device in position number four,
etc. In general, a cause alert can be of the form [alert
number_device/role identifier, event information, severity
indicator, timestamp], as examples: [causeMsglID, event
information, sysHealthCond, firstCauseTS], [Fan001_1 (fan
#1 spinning low), severity is warning at timestamp TS1], etc.
Typically, cause alerts can be managed by an admin, can
trigger a resolution event, etc.

[0060] At 812, method 800 can comprise triggering a
resolution event based on the cause alert. Whereas the cause
alert can indicate a problem with hardware, software, an
environment of a device, etc., the cause alert can trigger a
resolution event to mitigate or cure the problem. As an
example, a cause alert can indicate a failed PSU and a
resolution event can be causing an admin to troubleshoot the
failed PSU and, where appropriate to ticket a replacement
PSU order. As another example, a cause alert can indicate
that a software is out of date and a resolution event can be
triggering a sales call to prompt the customer to update the
software. In another example, a cause event can indicate
high data center temperatures and a resolution event can be
to initiate switching operations to a backup data center.
[0061] At 814, method 800 can comprise receiving a clear
alert from the at least one device monitoring component,
wherein the clear alert comprises the cause alert identifier
identifying the cause alert. A received clear alert can corre-
spond to resolution of a problem, fault, condition, etc., of a
device, device environment, etc. A clear alert, generated
according to the presently disclosed subject matter, can
comprise an indication of a device or device role, e.g., a
device unique identifier, a device role identifier that allows
distinguishing the device role from other similar device
roles, etc. Moreover, a clear alert can comprise metadata
such as a cause alert identifier (causeMsgID), a clear alert
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identifier (clearMsgID), a current system health value after
a clear alert (sysHealthCond), a timestamp of a preceding
alert, for example a timestamp corresponding to a first
corresponding cause alert (firstCauseTS), etc., or other
metadata. Given that a clear alert can correspond to resolu-
tion of a problem, fault, condition, etc., of a device, device
environment, etc., the clear alert can be related to a cause
alert that can be generated in response to the problem, fault,
condition, etc., of the device, device environment, etc., that
has been resolved as indicated in the clear alert. Accordingly,
receiving the clear alert can allow identification of the cause
alert that it is related to, e.g., a clear alert can comprise a
causeMsglD, or other identifier of a related cause alert. This
can enable system 800 to rapidly clear an existing cause alert
based on the identification of the cause alert comprised in the
clear alert. In general, a clear alert can be of the form [alert
number_device/role identifier, {cause event(s) identifica-
tion}, post-resolution severity indicator, timestamp], for
example [clearMsgID, causeMsgID, sysHealthCond, first-
CauseTS].

[0062] Method 800, at 820, can comprise correlating the
clear alert to the cause alert based on the cause alert
identifier, wherein the correlating results in correlated sys-
tem alerts. The clear alert can enable correlating the clear
alert to a cause alert such that, for example, the correlated
cause alert can be distinguished from other unresolved cause
alerts, pending resolution events can be modified, etc. A
clear alert can facilitate a receiving system or method to
correlate the clear alert to an existing cause alert. This in turn
can facilitate the receiving system or method to enable
access, e.g., by an admin, a ticketing system, etc., to system
information based on the correlation of the cause and clear
alerts. As an example, a clear alert can indicate a problem
with a fan, previously reported in a cause alert, has been
resolved, and can identify the preceding cause alert. Accord-
ingly, in this example, a system receiving the clear alert can
correlate the clear alert to the existing cause alert for the
problematic fan. The system can be thereby enabled to mark
the correlated cause alert as resolved and enable notification
of an admin, for example via a user interface now rendering
the existing cause event as resolved. Moreover, in this
example, where there can be a pending order ticketed for a
replacement fan, the correlated cause event being marked as
resolved can result in cancelling the order for the replace-
ment fan.

[0063] At 832, method 800 can comprise triggering an
alteration to the resolution event based on the correlated
system alerts. At this point, method 800 can end. Whereas
resolution events can be predicated on cause alerts, resolu-
tion of a cause alert can be related to altering the resolution
event. However, difficulty determining which cause events
are resolved can impact the ability to properly alter pending
resolution events. Accordingly, the disclosed subject matter
can facilitate correlating a clear alert to one or more existing
cause alerts, e.g., by identifying related cause alerts in a clear
alert. As such, correlated cause alerts can be cleared, e.g.,
marked as resolved. This can result in altering a pending
resolution event. As in the above example, where a cause
alert that trigger ordering a replacement fan is correlated to
a clear alert indicating that the fan is operating nominally,
then the identified and correlated cause alert can be marked
as resolved and the order for the replacement fan can be
cancelled.
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[0064] Itis yet again noted that a system receiving an alert,
such as a cause alert, clear alert, etc., can be independent of
a system generating the alert. As such, method 800 can
receive and respond to an alert that can be generated by
another system, method, etc., e.g., method 700, system 200,
400, etc. However, in some embodiments, method 800 can
be practiced in conjunction with another method relating to
generating alerts, for example, in system 500, a DMC can
generate alerts that an SMC can respond to, etc.

[0065] FIG. 9 is a schematic block diagram of a computing
environment 900 with which the disclosed subject matter
can interact. The system 900 comprises one or more remote
component(s) 910. The remote component(s) 910 can be
hardware and/or software (e.g., threads, processes, comput-
ing devices). In some embodiments, remote component(s)
910 can be a remotely located device comprised in SMC
110, 310, 510, etc., DMC 220, 420, 520, 520A-520C, etc.,
SMCUIC 130, 330, 530, etc., DMCUIC 231, 431, 531, etc.,
CCRC 160, 360, 560, etc., device 202-206, etc., or other
remotely located components connected to a local compo-
nent via communication framework(s) 990, etc. Communi-
cation framework 990 can comprise wired network devices,
wireless network devices, mobile devices, wearable devices,
radio access network devices, gateway devices, femtocell
devices, servers, etc.

[0066] The system 900 also comprises one or more local
component(s) 920. The local component(s) 920 can be
hardware and/or software (e.g., threads, processes, comput-
ing devices). In some embodiments, local component(s) 920
can comprise a local device comprised in SMC 110, 310,
510, etc., DMC 220, 420, 520, 520A-520C, etc., SMCUIC
130, 330, 530, etc., DMCUIC 231, 431, 531, etc., CCRC
160, 360, 560, etc., device 202-206, etc., or other locally
located components.

[0067] One possible communication between a remote
component(s) 910 and a local component(s) 920 can be in
the form of a data packet adapted to be transmitted between
two or more computer processes. Another possible commu-
nication between a remote component(s) 910 and a local
component(s) 920 can be in the form of circuit-switched
data adapted to be transmitted between two or more com-
puter processes in radio time slots. The system 900 com-
prises a communication framework 990 that can be
employed to facilitate communications between the remote
component(s) 910 and the local component(s) 920, and can
comprise an air interface, e.g., Uu interface of a UMTS
network, via a long-term evolution (LTE) network, etc.
Remote component(s) 910 can be operably connected to one
or more remote data store(s) 950, such as a hard drive, solid
state drive, SIM card, device memory, etc., that can be
employed to store information on the remote component(s)
910 side of communication framework 990. Similarly, local
component(s) 920 can be operably connected to one or more
local data store(s) 930, that can be employed to store
information on the local component(s) 920 side of commu-
nication framework 990. As an example, DMC 520 can
generate and store alerts based on monitoring of devices
502-506, which alerts can be rendered via DMCUIC 531,
and which alerts can be communicated via commutation
framework 590 to SMC 510 that can store these alerts, for
example to facilitate rendering alerts via SMCUIC 530, etc.
[0068] In order to provide a context for the various
embodiments of the disclosed subject matter, FIG. 10, and
the following discussion, are intended to provide a brief,
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general description of a suitable environment in which the
various embodiments of the disclosed subject matter can be
implemented. While the subject matter has been described
above in the general context of computer-executable instruc-
tions of a computer program that runs on a computer and/or
computers, those skilled in the art will recognize that the
disclosed subject matter also can be implemented in com-
bination with other program modules. Generally, program
modules comprise routines, programs, components, data
structures, etc. that performs particular tasks and/or imple-
ment particular abstract data types.

[0069] In the subject specification, terms such as “store,”
“storage,” “data store,” data storage,” “database,” and sub-
stantially any other information storage component relevant
to operation and functionality of a component, refer to
“memory components,” or entities embodied in a “memory”
or components comprising the memory. It is noted that the
memory components described herein can be either volatile
memory or nonvolatile memory, or can comprise both
volatile and nonvolatile memory, by way of illustration, and
not limitation, volatile memory 1020 (see below), non-
volatile memory 1022 (see below), disk storage 1024 (see
below), and memory storage 1046 (see below). Further,
nonvolatile memory can be included in read only memory,
programmable read only memory, electrically program-
mable read only memory, electrically erasable read only
memory, or flash memory. Volatile memory can comprise
random access memory, which acts as external cache
memory. By way of illustration and not limitation, random
access memory is available in many forms such as synchro-
nous random-access memory, dynamic random-access
memory, synchronous dynamic random-access memory,
double data rate synchronous dynamic random-access
memory, enhanced synchronous dynamic random-access
memory, SynchlLink dynamic random-access memory, and
direct Rambus random access memory. Additionally, the
disclosed memory components of systems or methods herein
are intended to comprise, without being limited to compris-
ing, these and any other suitable types of memory.

[0070] Moreover, it is noted that the disclosed subject
matter can be practiced with other computer system con-
figurations, comprising single-processor or multiprocessor
computer systems, mini-computing devices, mainframe
computers, as well as personal computers, hand-held com-
puting devices (e.g., personal digital assistant, phone, watch,
tablet computers, netbook computers, . . . ), microprocessor-
based or programmable consumer or industrial electronics,
and the like. The illustrated aspects can also be practiced in
distributed computing environments where tasks are per-
formed by remote processing devices that are linked through
a communications network; however, some if not all aspects
of the subject disclosure can be practiced on stand-alone
computers. In a distributed computing environment, pro-
gram modules can be located in both local and remote
memory storage devices.

[0071] FIG. 10 illustrates a block diagram of a computing
system 1000 operable to execute the disclosed systems and
methods in accordance with an embodiment. Computer
1012, which can be, for example, comprised in any of SMC
110, 310, 510, etc., DMC 220, 420, 520, 520A-520C, etc.,
SMCUIC 130, 330, 530, etc., DMCUIC 231, 431, 531, etc.,
CCRC 160, 360, 560, etc., device 202-206, etc., or other
components disclosed herein, can comprise a processing
unit 1014, a system memory 1016, and a system bus 1018.
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System bus 1018 couples system components comprising,
but not limited to, system memory 1016 to processing unit
1014. Processing unit 1014 can be any of various available
processors. Dual microprocessors and other multiprocessor
architectures also can be employed as processing unit 1014.
[0072] System bus 1018 can be any of several types of bus
structure(s) comprising a memory bus or a memory control-
ler, a peripheral bus or an external bus, and/or a local bus
using any variety of available bus architectures comprising,
but not limited to, industrial standard architecture, micro-
channel architecture, extended industrial standard architec-
ture, intelligent drive electronics, video electronics stan-
dards association local bus, peripheral component
interconnect, card bus, universal serial bus, advanced graph-
ics port, personal computer memory card international asso-
ciation bus, Firewire (Institute of Electrical and Electronics
Engineers 1194), and small computer systems interface.
[0073] System memory 1016 can comprise volatile
memory 1020 and nonvolatile memory 1022. A basic input/
output system, containing routines to transfer information
between elements within computer 1012, such as during
start-up, can be stored in nonvolatile memory 1022. By way
of illustration, and not limitation, nonvolatile memory 1022
can comprise read only memory, programmable read only
memory, electrically programmable read only memory, elec-
trically erasable read only memory, or flash memory. Vola-
tile memory 1020 comprises read only memory, which acts
as external cache memory. By way of illustration and not
limitation, read only memory is available in many forms
such as synchronous random-access memory, dynamic read
only memory, synchronous dynamic read only memory,
double data rate synchronous dynamic read only memory,
enhanced synchronous dynamic read only memory, Synch-
Link dynamic read only memory, Rambus direct read only
memory, direct Rambus dynamic read only memory, and
Rambus dynamic read only memory.

[0074] Computer 1012 can also comprise removable/non-
removable, volatile/non-volatile computer storage media.
FIG. 10 illustrates, for example, disk storage 1024. Disk
storage 1024 comprises, but is not limited to, devices like a
magnetic disk drive, floppy disk drive, tape drive, flash
memory card, or memory stick. In addition, disk storage
1024 can comprise storage media separately or in combi-
nation with other storage media comprising, but not limited
to, an optical disk drive such as a compact disk read only
memory device, compact disk recordable drive, compact
disk rewritable drive or a digital versatile disk read only
memory. To facilitate connection of the disk storage devices
1024 to system bus 1018, a removable or non-removable
interface is typically used, such as interface 1026.

[0075] Computing devices typically comprise a variety of
media, which can comprise computer-readable storage
media or communications media, which two terms are used
herein differently from one another as follows.

[0076] Computer-readable storage media can be any avail-
able storage media that can be accessed by the computer and
comprises both volatile and nonvolatile media, removable
and non-removable media. By way of example, and not
limitation, computer-readable storage media can be imple-
mented in connection with any method or technology for
storage of information such as computer-readable instruc-
tions, program modules, structured data, or unstructured
data. Computer-readable storage media can comprise, but
are not limited to, read only memory, programmable read



US 2024/0134732 Al

only memory, electrically programmable read only memory,
electrically erasable read only memory, flash memory or
other memory technology, compact disk read only memory,
digital versatile disk or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or other tangible media which can
be used to store desired information. In this regard, the term
“tangible” herein as may be applied to storage, memory or
computer-readable media, is to be understood to exclude
only propagating intangible signals per se as a modifier and
does not relinquish coverage of all standard storage,
memory or computer-readable media that are not only
propagating intangible signals per se. In an aspect, tangible
media can comprise non-transitory media wherein the term
“non-transitory” herein as may be applied to storage,
memory or computer-readable media, is to be understood to
exclude only propagating transitory signals per se as a
modifier and does not relinquish coverage of all standard
storage, memory or computer-readable media that are not
only propagating transitory signals per se. Computer-read-
able storage media can be accessed by one or more local or
remote computing devices, e.g., via access requests, queries
or other data retrieval protocols, for a variety of operations
with respect to the information stored by the medium. As
such, for example, a computer-readable medium can com-
prise executable instructions stored thereon that, in response
to execution, can cause a system comprising a processor to
perform operations comprising receiving a first and second
cause alert, indicating the first cause alert is correlated to a
clear alert based on a cause alert comprised in the clear alert,
and enabling access to alerts comprising the first cause alert,
the clear alert, and the second cause alert, wherein the first
cause alert is distinguishable from the second cause alert
based on the first cause alert being correlated to the clear
alert.

[0077] Communications media typically embody com-
puter-readable instructions, data structures, program mod-
ules or other structured or unstructured data in a data signal
such as a modulated data signal, e.g., a carrier wave or other
transport mechanism, and comprises any information deliv-
ery or transport media. The term “modulated data signal” or
signals refers to a signal that has one or more of its
characteristics set or changed in such a manner as to encode
information in one or more signals. By way of example, and
not limitation, communication media comprise wired media,
such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared and other
wireless media.

[0078] It can be noted that FIG. 10 describes software that
acts as an intermediary between users and computer
resources described in suitable operating environment 1000.
Such software comprises an operating system 1028. Oper-
ating system 1028, which can be stored on disk storage
1024, acts to control and allocate resources of computer
system 1012. System applications 1030 take advantage of
the management of resources by operating system 1028
through program modules 1032 and program data 1034
stored either in system memory 1016 or on disk storage
1024. It is to be noted that the disclosed subject matter can
be implemented with various operating systems or combi-
nations of operating systems.

[0079] A user can enter commands or information into
computer 1012 through input device(s) 1036. In some
embodiments, a user interface can allow entry of user
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preference information, etc., and can be embodied in a touch
sensitive display panel, a mouse/pointer input to a graphical
user interface (GUI), a command line-controlled interface,
etc., allowing a user to interact with computer 1012. Input
devices 1036 comprise, but are not limited to, a pointing
device such as a mouse, trackball, stylus, touch pad, key-
board, microphone, joystick, game pad, satellite dish, scan-
ner, TV tuner card, digital camera, digital video camera, web
camera, cell phone, smartphone, tablet computer, etc. These
and other input devices connect to processing unit 1014
through system bus 1018 by way of interface port(s) 1038.
Interface port(s) 1038 comprise, for example, a serial port,
aparallel port, a game port, a universal serial bus, an infrared
port, a Bluetooth port, an IP port, or a logical port associated
with a wireless service, etc. Output device(s) 1040 use some
of the same type of ports as input device(s) 1036.

[0080] Thus, for example, a universal serial bus port can
be used to provide input to computer 1012 and to output
information from computer 1012 to an output device 1040.
Output adapter 1042 is provided to illustrate that there are
some output devices 1040 like monitors, speakers, and
printers, among other output devices 1040, which use spe-
cial adapters. Output adapters 1042 comprise, by way of
illustration and not limitation, video and sound cards that
provide means of connection between output device 1040
and system bus 1018. It should be noted that other devices
and/or systems of devices provide both input and output
capabilities such as remote computer(s) 1044.

[0081] Computer 1012 can operate in a networked envi-
ronment using logical connections to one or more remote
computers, such as remote computer(s) 1044. Remote com-
puter(s) 1044 can be a personal computer, a server, a router,
a network PC, cloud storage, a cloud service, code executing
in a cloud-computing environment, a workstation, a micro-
processor-based appliance, a peer device, or other common
network node and the like, and typically comprises many or
all of the elements described relative to computer 1012. A
cloud computing environment, the cloud, or other similar
terms can refer to computing that can share processing
resources and data to one or more computer and/or other
device(s) on an as needed basis to enable access to a shared
pool of configurable computing resources that can be pro-
visioned and released readily. Cloud computing and storage
solutions can store and/or process data in third-party data
centers which can leverage an economy of scale and can
view accessing computing resources via a cloud service in a
manner similar to a subscribing to an electric utility to access
electrical energy, a telephone utility to access telephonic
services, etc.

[0082] For purposes of brevity, only a memory storage
device 1046 is illustrated with remote computer(s) 1044.
Remote computer(s) 1044 is logically connected to com-
puter 1012 through a network interface 1048 and then
physically connected by way of communication connection
1050. Network interface 1048 encompasses wire and/or
wireless communication networks such as local area net-
works and wide area networks. Local area network tech-
nologies comprise fiber distributed data interface, copper
distributed data interface, Ethernet, Token Ring and the like.
Wide area network technologies comprise, but are not
limited to, point-to-point links, circuit-switching networks
like integrated services digital networks and variations
thereon, packet switching networks, and digital subscriber
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lines. As noted below, wireless technologies may be used in
addition to or in place of the foregoing.

[0083] Communication connection(s) 1050 refer(s) to
hardware/software employed to connect network interface
1048 to bus 1018. While communication connection 1050 is
shown for illustrative clarity inside computer 1012, it can
also be external to computer 1012. The hardware/software
for connection to network interface 1048 can comprise, for
example, internal and external technologies such as
modems, comprising regular telephone grade modems,
cable modems and digital subscriber line modems, inte-
grated services digital network adapters, and Ethernet cards.
[0084] The above description of illustrated embodiments
of'the subject disclosure, comprising what is described in the
Abstract, is not intended to be exhaustive or to limit the
disclosed embodiments to the precise forms disclosed.
While specific embodiments and examples are described
herein for illustrative purposes, various modifications are
possible that are considered within the scope of such
embodiments and examples, as those skilled in the relevant
art can recognize.

[0085] In this regard, while the disclosed subject matter
has been described in connection with various embodiments
and corresponding Figures, where applicable, it is to be
understood that other similar embodiments can be used or
modifications and additions can be made to the described
embodiments for performing the same, similar, alternative,
or substitute function of the disclosed subject matter without
deviating therefrom. Therefore, the disclosed subject matter
should not be limited to any single embodiment described
herein, but rather should be construed in breadth and scope
in accordance with the appended claims below.

[0086] As it employed in the subject specification, the
term “processor” can refer to substantially any computing
processing unit or device comprising, but not limited to
comprising, single-core processors; single-processors with
software multithread execution capability; multi-core pro-
cessors; multi-core processors with software multithread
execution capability; multi-core processors with hardware
multithread technology; parallel platforms; and parallel plat-
forms with distributed shared memory. Additionally, a pro-
cessor can refer to an integrated circuit, an application
specific integrated circuit, a digital signal processor, a field
programmable gate array, a programmable logic controller,
a complex programmable logic device, a discrete gate or
transistor logic, discrete hardware components, or any com-
bination thereof designed to perform the functions described
herein. Processors can exploit nano-scale architectures such
as, but not limited to, molecular and quantum-dot based
transistors, switches and gates, in order to optimize space
usage or enhance performance of user equipment. A proces-
sor may also be implemented as a combination of computing

processing units.

[0087] As used in this application, the terms “component,”
“system,” “platform,” “layer,” “selector,” “interface,” and
the like are intended to refer to a computer-related entity or
an entity related to an operational apparatus with one or
more specific functionalities, wherein the entity can be either
hardware, a combination of hardware and software, soft-
ware, or software in execution. As an example, a component
may be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of
execution, a program, and/or a computer. By way of illus-
tration and not limitation, both an application running on a
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server and the server can be a component. One or more
components may reside within a process and/or thread of
execution and a component may be localized on one com-
puter and/or distributed between two or more computers. In
addition, these components can execute from various com-
puter readable media having various data structures stored
thereon. The components may communicate via local and/or
remote processes such as in accordance with a signal having
one or more data packets (e.g., data from one component
interacting with another component in a local system, dis-
tributed system, and/or across a network such as the Internet
with other systems via the signal). As another example, a
component can be an apparatus with specific functionality
provided by mechanical parts operated by electric or elec-
tronic circuitry, which is operated by a software or a
firmware application executed by a processor, wherein the
processor can be internal or external to the apparatus and
executes at least a part of the software or firmware appli-
cation. As yet another example, a component can be an
apparatus that provides specific functionality through elec-
tronic components without mechanical parts, the electronic
components can comprise a processor therein to execute
software or firmware that confers at least in part the func-
tionality of the electronic components.

[0088] In addition, the term “or” is intended to mean an
inclusive “or” rather than an exclusive “or.” That is, unless
specified otherwise, or clear from context, “X employs A or
B” is intended to mean any of the natural inclusive permu-
tations. That is, if X employs A; X employs B; or X employs
both A and B, then “X employs A or B” is satisfied under any
of the foregoing instances. Moreover, articles “a” and “an”
as used in the subject specification and annexed drawings
should generally be construed to mean “one or more” unless
specified otherwise or clear from context to be directed to a
singular form. Moreover, the use of any particular embodi-
ment or example in the present disclosure should not be
treated as exclusive of any other particular embodiment or
example, unless expressly indicated as such, e.g., a first
embodiment that has aspect A and a second embodiment that
has aspect B does not preclude a third embodiment that has
aspect A and aspect B. The use of granular examples and
embodiments is intended to simplify understanding of cer-
tain features, aspects, etc., of the disclosed subject matter
and is not intended to limit the disclosure to said granular
instances of the disclosed subject matter or to illustrate that
combinations of embodiments of the disclosed subject mat-
ter were not contemplated at the time of actual or construc-
tive reduction to practice.

[0089] Further, the term “include” is intended to be
employed as an open or inclusive term, rather than a closed
or exclusive term. The term “include” can be substituted
with the term “comprising” and is to be treated with similar
scope, unless otherwise explicitly used otherwise. As an
example, “a basket of fruit including an apple” is to be
treated with the same breadth of scope as, “a basket of fruit
comprising an apple.”

[0090] Furthermore, the terms “user,” “subscriber,” “cus-
tomer,” “consumer,” “prosumer,” “agent,” and the like are
employed interchangeably throughout the subject specifica-
tion, unless context warrants particular distinction(s) among
the terms. It should be appreciated that such terms can refer
to human entities, machine learning components, or auto-
mated components (e.g., supported through artificial intel-
ligence, as through a capacity to make inferences based on
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complex mathematical formalisms), that can provide simu-
lated vision, sound recognition and so forth.

[0091] Aspects, features, or advantages of the subject
matter can be exploited in substantially any, or any, wired,
broadcast, wireless telecommunication, radio technology or
network, or combinations thereof. Non-limiting examples of
such technologies or networks comprise broadcast technolo-
gies (e.g., sub-Hertz, extremely low frequency, very low
frequency, low frequency, medium frequency, high fre-
quency, very high frequency, ultra-high frequency, super-
high frequency, extremely high frequency, terahertz broad-
casts, etc.); Ethernet; X.25; powerline-type networking, e.g.,
Powerline audio video Ethernet, etc.; femtocell technology;
Wi-Fi; worldwide interoperability for microwave access;
enhanced general packet radio service; second generation
partnership project (2G or 2GPP); third generation partner-
ship project (3G or 3GPP); fourth generation partnership
project (4G or 4GPP); long term evolution (LTE); fifth
generation partnership project (5G or SGPP); sixth genera-
tion partnership project (6G or 6GPP); other advanced
mobile network technologies, third generation partnership
project universal mobile telecommunications system; third
generation partnership project 2; ultra mobile broadband;
high speed packet access; high speed downlink packet
access; high speed uplink packet access; enhanced data rates
for global system for mobile communication evolution radio
access network; universal mobile telecommunications sys-
tem terrestrial radio access network; or long term evolution
advanced. As an example, a millimeter wave broadcast
technology can employ electromagnetic waves in the fre-
quency spectrum from about 30 GHz to about 300 GHz.
These millimeter waves can be generally situated between
microwaves (from about 1 GHz to about 30 GHz) and
infrared (IR) waves and are sometimes referred to extremely
high frequency (EHF). The wavelength (A) for millimeter
waves is typically in the 1-mm to 10-mm range.

[0092] The term “infer,” or “inference,” can generally
refer to the process of reasoning about, or inferring states of,
the system, environment, user, and/or intent from a set of
observations as captured via events and/or data. Captured
data and events can include user data, device data, environ-
ment data, data from sensors, sensor data, application data,
implicit data, explicit data, etc. Inference, for example, can
be employed to identify a specific context or action, or can
generate a probability distribution over states of interest
based on a consideration of data and events. Inference can
also refer to techniques employed for composing higher-
level events from a set of events and/or data. Such inference
results in the construction of new events or actions from a set
of observed events and/or stored event data, whether the
events, in some instances, can be correlated in close tem-
poral proximity, and whether the events and data come from
one or several event and data sources. Various classification
schemes and/or systems (e.g., support vector machines,
neural networks, expert systems, Bayesian belief networks,
fuzzy logic, and data fusion engines) can be employed in
connection with performing automatic and/or inferred action
in connection with the disclosed subject matter.

[0093] What has been described above includes examples
of systems and methods illustrative of the disclosed subject
matter. It is, of course, not possible to describe every
combination of components or methods herein. One of
ordinary skill in the art may recognize that many further
combinations and permutations of the claimed subject mat-
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ter are possible. Furthermore, to the extent that the terms
“includes,” “has,” “possesses,” and the like are used in the
detailed description, claims, appendices and drawings such
terms are intended to be inclusive in a manner similar to the
term “comprising” as “‘comprising” is interpreted when
employed as a transitional word in a claim.

What is claimed is:

1. A device monitoring system, comprising:

a processor; and

a memory that stores executable instructions that, when

executed by the processor, facilitate performance of

operations, comprising:

generating a clear alert based on a change related to a
monitored device of devices monitored by the device
monitoring system, wherein the clear alert comprises
a cause alert identifier related to a cause alert previ-
ously generated for the monitored device; and

enabling access to the clear alert, wherein the enabling
of the access to the clear alert facilitates correlating,
by a system management device, the clear alert to the
cause alert, and wherein the enabling of the access to
the clear alert facilitates access, via the system
management device, to system alert information
based on the correlation of the clear alert to the cause
alert.

2. The device monitoring system of claim 1, wherein the
clear alert is assigned a clear alert identifier that facilitates
distinguishing the clear alert from other clear alerts.

3. The device monitoring system of claim 1, wherein the
clear alert further comprises a unique device identifier
corresponding to the monitored device, and wherein the
unique device identifier facilitates identification of the moni-
tored device.

4. The device monitoring system of claim 1, wherein the
clear alert further comprises a unique role identifier corre-
sponding to the monitored device, and wherein the unique
role identifier facilitates identification of the monitored
device based on a role of the monitored device.

5. The device monitoring system of claim 1, wherein the
clear alert further comprises an indication of a health of the
devices determined after occurrence of the change related to
the monitored device.

6. The device monitoring system of claim 1, wherein the
change related to the monitored device comprises a variation
in performance of hardware of the monitored device.

7. The device monitoring system of claim 1, wherein the
change related to the monitored device comprises a variation
in performance of software executing via the monitored
device.

8. The device monitoring system of claim 1, wherein the
change related to the monitored device comprises a variation
in an environmental condition of an environment comprising
the monitored device.

9. A system management device, comprising:

a processor; and

a memory that stores executable instructions that, when

executed by the processor, facilitate performance of

operations, comprising:

receiving a clear alert, wherein the clear alert was
generated based on a change related to a monitored
device of first devices monitored by a first device
monitoring system, and wherein the clear alert com-
prises a cause alert identifier related to a cause alert
previously generated for the monitored device;
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correlating the clear alert to a first cause alert, resulting
in a correlation between the clear alert and the first
cause alert, wherein the first cause alert was previ-
ously received by the system management device,
wherein the correlating is based on the cause alert
identifier comprised in the clear alert, and wherein
the correlating results in the first cause alert being
marked as correlated to the clear alert; and

enabling access to system alerts, wherein the system
alerts comprise the first cause alert and a second
cause alert that is not marked as correlated to any
clear alert, wherein the first cause alert being marked
as correlated to the clear alert facilitates distinguish-
ing the first cause alert from the second cause alert.

10. The system management device of claim 9, wherein
the enabling of the access to the system alerts enables a
ticketing system to modify a previously initiated replace-
ment part order based on the correlation between the first
cause alert and the clear alert.

11. The system management device of claim 9, wherein
the enabling of the access to the system alerts enables a
ticketing system to modify a scheduled service visit sched-
ule based on the correlation between the first cause alert and
the clear alert.

12. The system management device of claim 9, wherein
the enabling of the access to the system alerts enables a
customer service system to initiate contact with an entity
affiliated with the monitored device based on the correlation
between the first cause alert and the clear alert.

13. The system management device of claim 9, wherein
the enabling of the access to the system alerts enables a
systems administrator to access a rendered alert log, and
wherein the first cause alert is rendered differently from the
second cause alert based on the correlation between the first
cause alert and the clear alert.

14. The system management device of claim 9, wherein
the enabling of the access to the system alerts enables a
systems administrator to access a rendered alert log, wherein
the second cause alert is rendered, and wherein the first
cause alert is not rendered based on the correlation between
the first cause alert and the clear alert.

15. A non-transitory machine-readable storage medium,

comprising executable instructions that, when executed by a
processor, facilitate performance of operations, comprising:
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receiving a first cause alert, wherein the first cause alert
was generated based on a first change related to a
monitored device of first devices monitored by a first
device monitoring system;

receiving a clear alert, wherein the clear alert was gen-

erated based on a second change related to the moni-
tored device of first devices monitored by the first
device monitoring system, and wherein the clear alert
comprises a cause alert identifier related to the first
cause alert;

indicating that the first cause alert is correlated to the clear

alert based on the cause alert identifier being employed
to determine a correlation between the first cause alert
and the clear alert; and

enabling access to alerts comprising the first cause alert,

the clear alert, and a second cause alert, wherein the
second cause alert is not indicated as correlated to any
clear alert, and wherein the enabling of the access to the
alerts facilitates distinguishing the first cause alert from
the second cause alert based on the indicating that the
first cause alert is correlated to the clear alert.

16. The non-transitory machine-readable storage medium
of claim 15, wherein the receiving the first cause alert
corresponds to the first change being a hardware perfor-
mance change of hardware comprised by the monitored
device.

17. The non-transitory machine-readable storage medium
of claim 15, wherein the receiving the first cause alert
corresponds to the first change being a software performance
change of software supported by the monitored device.

18. The non-transitory machine-readable storage medium
of claim 15, wherein the receiving the first cause alert
corresponds to the first change relating to an environment
experienced by the monitored device.

19. The non-transitory machine-readable medium of
claim 15, wherein the enabling of the access to the alerts
enables rendering the first cause alert in an alert log, based
on the correlation between the first cause alert and the clear
alert, differently from rendering the second cause alert in the
alert log.

20. The non-transitory machine-readable medium of
claim 15, wherein the enabling of the access to the alerts
enables rendering the second cause alert in an alert log and
not rendering the first cause alert in the alert log based on the
correlation between the first cause alert and the clear alert.

#* #* #* #* #*



