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Description

BACKGROUND OF THE INVENTION

Field of the Invention

�[0001] The present invention relates to an information
processing apparatus and method and, more particular-
ly, to an information process for protecting the intellectual
property right of input data.

Related Background Art

�[0002] In recent years, as a method of transmitting a
single bitstream by combining multimedia data contain-
ing a plurality of objects such as motion image data, audio
data, and the like, so- �called MPEG-�4 (Moving Picture
Experts Group Phase 4) is standardized. The receiver
(player) of MPEG-�4 plays back, e.g., motion image
scenes in association with audio data. In such MPEG- �4
player, various use limits must be imposed on some or
all data to attain copyright protection and the like.
�[0003] The aforementioned MPEG-�4 datastream has
a function of independently transmitting/�receiving many
video scenes and video objects on a single stream unlike
in a conventional multimedia stream. As for audio data,
many objects can be similarly restored from a single
stream. That is, the MPEG-�4 data stream contains BIFS
(Binary Format for Scenes) that modifies VRML (Virtual
Reality Modeling Language) as information for synthe-
sizing these scenes. Note that BIFS is information that
describes MPEG-�4 scenes using binary data.
�[0004] Since individual objects required for synthesiz-
ing scenes are transmitted after they individually undergo
optimal coding, they are also individually decoded by the
decoder, and scenes are synthesized and played back
by synchronizing the time axes of individual data with
that used in the player in accordance with the description
in BIFS.
�[0005] In this manner, since the MPEG-�4 player syn-
thesizes a plurality of objects, use limits based on the
alleged copyright must be imposed on these objects. For
this purpose, a system for obtaining authentication infor-
mation pertaining to the use of copyrighted information
in units of objects is proposed.
�[0006] In general, in order to realize copyright protec-
tion, the transmitter must execute a process for encrypt-
ing data to be transmitted or embedding copyright infor-
mation as a digital watermark in data to be transmitted.
�[0007] The receiver, i.e., the player acquires informa-
tion for decrypting (decoding) the encrypted data, or in-
formation required for authenticating the digital water-
mark when the user has paid a given fee for the copy-
righted information, and decodes and plays back the data
that have undergone the aforementioned process, and
contain desired motion image data and audio data. Upon
decrypting the encrypted data or authentication using the
digital watermark, copyright protection is assured by lim-

iting the number of times of copying of data or inhibiting
a given object from being edited with other objects.
�[0008] In this manner, the receiver decodes and plays
back the received multimedia data after decryption or
authentication using the digital watermark.
�[0009] However, when copyright information is em-
bedded as a digital watermark in multimedia data to pro-
tect the copyright, that copyright information embedded
in the multimedia data cannot be extracted until the mul-
timedia data is decoded.
�[0010] Decryption can be done before the multimedia
data is decoded. However, authentication of the digital
watermark can be done only after the multimedia data is
decoded. For this reason, the playback control of multi-
media data protected by the copyright information must
be able to cope with encryption or digital watermarking.

SUMMARY OF THE INVENTION

�[0011] Under the circumstances, it is a concern of the
present invention to provide an information processing
apparatus and method which can reliably control play-
back of information data to protect the intellectual prop-
erty right involved even when the intellectual property
information has undergone an encryption process or the
intellectual property information is embedded in the in-
formation data as a digital watermark to protect the intel-
lectual property right.
�[0012] WO 97/43853 discloses a method and appara-
tus for copyright protection in which both a copyright sig-
nature and an authenticating signature are recorded in
the data to be played back. The copyright signature is
detectable by an inexpensive circuit within the player and
will survive several generations of copying, whereas the
authenticating signature will not appear when the data is
played back, and so will not be recorded on any illegal
copy.
�[0013] WO 99/11064 discloses a system of protecting
the content of video in which the video is watermarked
and the video content includes a control signal to indicate
the status of the encoded data. The watermark is extract-
ed in a separate decoder and watermark information is
communicated to a playback device via a link. The de-
vices can be produced at a low overall system cost while
allowing a high quality watermark to be used.
�[0014] According to one aspect, the present invention
provides an information processing method comprising:�

a) an input step of inputting encoded information da-
ta, and management data for managing intellectual
property of the information data; and
b) a control step of effecting playback control of the
encoded information data,

characterised in that the method includes a discrimina-
tion step of discriminating an intellectual property man-
agement type for the information data on the basis of the
management data; and
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said control step includes a step of controlling in accord-
ance with a discrimination result of the discrimination step
whether the playback control in the control step is done
before or after decoding of the information data.
�[0015] According to another aspect, the invention pro-
vides an information processing apparatus comprising:�

a) input means for inputting encoded information da-
ta, and management data for managing intellectual
property of the information data;
b) control means for effecting playback control of the
encoded information data; and
c) decoding means for decoding the encoded infor-
mation data;

characterised in that the apparatus includes discrimina-
tion means for discriminating an intellectual property
management type for the information data on the basis
of the management data; and
said control means controls in accordance with a discrim-
ination results of said discrimination means whether the
playback control in the control step is done before or after
decoding the information data.
�[0016] Other objects, features and advantages of the
invention will become apparent from the following de-
tailed description taken in conjunction with the accom-
panying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

�[0017]

Fig. 1 is a block diagram showing the arrangement
of the overall information processing apparatus ac-
cording to an embodiment of the present invention;
Fig. 2 is a block diagram showing the arrangement
of an IPMP control unit 20 according to the embod-
iment of the present invention;
Fig. 3 is a flow chart for explaining the operation of
the IPMP control unit 20 according to the embodi-
ment of the present invention;
Fig. 4 is a flow chart for explaining the operation of
a motion image decoding circuit 17 according to the
embodiment of the present invention;
Fig. 5 is a timing chart for explaining the concept of
operations upon permitting motion image playback
in the processing according to the embodiment of
the present invention; and
Fig. 6 is a timing chart for conceptually explaining
the operations upon inhibiting motion image play-
back in the processing according to the embodiment
of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

�[0018] The preferred embodiment of the present in-
vention will be described in detail hereinafter with refer-

ence to the accompanying drawings.
�[0019] Fig. 1 is a schematic block diagram showing
the arrangement of an MPEG-�4 player according to an
embodiment of the present invention.
�[0020] Referring to Fig. 1, a transmission line 1 is rep-
resented by various networks, and is a network on which
an MPEG-�4 bitstream is distributed in this embodiment.
Note that the transmission line of this embodiment in-
cludes, e.g., a storage medium itself such as a magnetic
tape, hard disk, DVD- �RAM, or the like in addition to a so-
called communication line.
�[0021] In the apparatus of this embodiment, upon re-
ceiving an MPEG-�4 bitstream distributed from the net-
work or played back from the storage medium, the re-
ceived MPEG-�4 bitstream is input to a demultiplexer 2.
The demultiplexer 2 demultiplexes the received MPEG-
4 bitstream into scene description data including graphic
data, audio object data, motion image object data, object
description data, and the like, which are respectively in-
put to sync. layer processing circuits 3 to 6.
�[0022] Note that the audio object data has undergone
high-�efficiency (compression) coding such as known
CELP (Code Excited Linear Prediction) coding, TWINVQ
(Transform domain Weighted INterleave Vector Quanti-
zation) coding, or the like. The motion object data has
undergone high-�efficiency coding by, e.g., known MPEG-
2, H. �263, or the like. Also, the object description data
contains, e.g., animation, or the like, and is similarly en-
coded in a format suitable for each description data.
�[0023] Since the scene description data including
graphic data, audio object data, motion image object da-
ta, object description data, and the like, which are syn-
chronized by the sync. layer processing circuits 3 to 6 in
accordance with time information called a time stamp
appended to the bitstream, have undergone coding such
as high-�efficiency (compression) coding, and the like, as
described above, they are decoded by decoding circuits
15 to 18 in units of objects.
�[0024] Since this embodiment assumes an apparatus
capable of decoding even when an MPEG-�4 bitstream
contains objects of two different types for each of audio
object, motion image object and object description data,
two sync. layer processing circuits and two decoding cir-
cuits are prepared in correspondence with the audio ob-
jects, motion image objects, and object description data.
�[0025] The audio object, motion image object and ob-
ject description data that have been decoded by the de-
coding circuits 16, 17, and 18 are supplied to a scene
synthesization circuit 30, and a scene is played back and
the graphic data is processed on the basis of the scene
description information decoded by the decoding circuit
15. A final multimedia data sequence obtained in this
manner is supplied to an output equipment 31 represent-
ed by a display, printer, or the like, and is visualized.
�[0026] The received datastream in this embodiment is
appended with IPMP (Intellectual Property Management
and Protection) information described in, e.g., Japanese
Patent Application No. 10-295937 proposed previously,
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assuming that control for stopping or restarting playback
of individual audio or motion image objects that form each
scene is required for, e.g., copyright protection.
�[0027] In the apparatus of this embodiment, the IPMP
information is extracted by the demultiplexer 2, and is
supplied to an IPMP control unit 20. The IPMP control
unit 20 cuts off a bitstream or accesses the decoding
circuits 16 to 18 at access points 10, 11, and 12, or 25,
26, and 27 in Fig. 1 to stop their operations, as needed.
In this manner, even when a bitstream including contents
that require copyright protection is input, it can be pre-
vented from being played back normally.
�[0028] Fig. 2 is a block diagram showing an example
of the arrangement of the IPMP control unit 20 shown in
Fig. 1.
�[0029] Referring to Fig. 2, a CPU 40 for arithmetic op-
eration/�control controls the IPMP control unit 20. A ROM
50 stores a permanent or fixed control program 50a, fixed
parameters 50b, and the like. A RAM 60 is used as a
temporary storage of the CPU 40, and includes an infor-
mation area 60a for storing information such as com-
mand data, time data, and the like, and a program load
area 60b for storing programs loaded from an external
storage device 70. The external storage device 70 com-
prises an external storage medium such as a floppy disk,
CD-�ROM, or the like, and stores programs to be loaded
onto the program load area 60b.
�[0030] An input interface 80 receives IPMP information
from the demultiplexer 2 and time information from the
sync. layer processing circuits 4 to 6. An output interface
90 outputs an access point control signal to the access
points 10 to 12, and a decoding circuit control signal to
the decoding circuits 16 to 18.
�[0031] In this embodiment, the IPMP control unit 20 is
depicted as an independent processor element. Alterna-
tively, some or all functions of the MPEG- �4 player may
be controlled by the CPU 40 or may be implemented by
software, as is known to those who are skilled in the art.
�[0032] The operation of the MPEG-�4 player according
to this embodiment, especially, operation using IPMP in-
formation, will be described in detail below with reference
to the flow charts shown in Figs. 3 and 4.
�[0033] Fig. 3 is a flow chart for explaining the operation
of the IPMP control unit 20 when the MPEG-�4 player
receives an MPEG-�4 bitstream. Assume that the MPEG-
4 bitstream is composed of a bitstream of motion image
data in units of packets, and a bitstream of IPMP infor-
mation pertaining to the motion image data, for the sake
of simplicity.
�[0034] In step 200, the next packet is obtained form
the bitstream of IPMP information demultiplexed by the
demultiplexer 2.
�[0035] Whether or not the next packet is present is
determined in step 201 to check if the stream has reached
its end. If YES in step 201, the processing ends; other-
wise, the flow advances to step 202.
�[0036] It is checked in accordance with IPMP informa-
tion in the obtained packet in step 202 if that IPMP infor-

mation and copyright information of corresponding mo-
tion image data are embedded as a digital watermark in
the motion image data.
�[0037] The IPMP control unit 20 can make this decision
by checking the format of the IPMP information.
�[0038] More specifically, the IPMP information in-
cludes a description of the following IPMP object type
designation at the beginning of the information. When
IPMPS_ �Type in this description is "0", copyright informa-
tion is not embedded as a digital watermark; when
IPMPS_ �Type is "1", copyright information is embedded
as a digital watermark. This IPMPS_�Type is set in ad-
vance by the copyright holder or contents sender, and
the IPMP control unit determines by identifying IPMPS_
Type in the IPMP information if the copyright information
of corresponding motion image data is embedded as a
digital watermark in that motion image data.
�[0039] If it is determined in step 202 that the copyright
information is embedded as a digital watermark, the flow
advances to step 203; otherwise, the flow advances to
step 209.
�[0040] In step 203, a startup notice including a require-
ment of notice after decoding is sent to the motion image
decoding circuit 17 to start up the motion image decoding
circuit (or to continue its operation), since the motion im-
age data must be decoded and the copyright information
embedded as a digital watermark must be extracted.
Then, the flow advances to step 204. In step 204, the
control waits for a notice indicating completion of the de-
coding processing. Upon receiving that notice, the flow
advances to step 205.
�[0041] In step 205, the copyright information embed-
ded as a digital watermark is extracted from the motion
image data decoded by the motion image decoding cir-
cuit 17, and authentication is done using the extracted
copyright information and the IPMP information corre-
sponding to that motion image data.
�[0042] It is checked in step 206 if authentication has
succeeded. If YES in step 206, the control unit notifies
the motion image decoding circuit 17 of completion of
authentication. On the other hand, if authentication has
failed, since a scene must be inhibited from being played
back, the flow advances to step 208 to control the access
point 26 to stop data supply from the motion image de-
coding circuit 17 to the scene synthesization circuit 25.
In this manner, when authentication has failed, motion
image data can be inhibited from being played back.
�[0043] In step 212, the packet of the stream obtained
in step 200 is released, and the flow returns to step 200
to obtain the next packet.
�[0044] If it is determined in step 202 that the copyright
information is not embedded as a digital watermark (i.e.,
the copyright information is appended by a method other
than digital watermarking or no copyright information is
appended), the flow advances to step 209.
�[0045] If the copyright information is appended to the
motion image data, authentication is done using the cop-
yright information, and IPMP information corresponding
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to that motion image data. On the other hand, if no cop-
yright information is appended, authentication is done
using the IPMP information alone. It is then checked in
step 210 if authentication has succeeded.
�[0046] If authentication has succeeded, since the mo-
tion image data need only be decoded, a startup notice
which does not include any requirement of notice after
decoding is sent to the motion image decoding circuit 17
to start up the motion image decoding circuit 17 (or to
continue its operation) in step 211. The flow then advanc-
es to step 212. On the other hand, if authentication has
failed, since motion image data need not be decoded,
the flow jumps to step 212.
�[0047] Fig. 4 is a flow chart for explaining the operation
of the motion image decoding circuit 17 when the MPEG-
4 player receives an MPEG-�4 bitstream. Assume that the
format of the MPEG-�4 bitstream is the same as that in
the case of Fig. 3 above.
�[0048] Upon receiving the startup notice from the IPMP
control unit 20, the motion image decoding circuit 17 de-
codes a packet of a bitstream of motion image data de-
multiplexed by the demultiplexer 2 in step 300.
�[0049] Upon completion of decoding of the packet, the
flow advances to step 301 to check if the startup notice
which is received from the IPMP control unit 20 includes
a requirement of notice after decoding.
�[0050] As has been explained in the description of Fig.
3, when the copyright information of motion image data
is embedded as a digital watermark in the motion image
data, since authentication must be done after decoding
of the motion image data, the startup notice sent from
the IPMP control unit 20 to the motion image decoding
circuit 17 includes a requirement of notice after decoding.
On the other hand, when the copyright information of
motion image data is not embedded as a digital water-
mark in the motion image data (i.e., the copyright infor-
mation is appended by a method other than digital wa-
termarking or no copyright information is appended),
since authentication is complete before decoding of the
motion image data, the startup notice sent from the IPMP
control unit 20 to the motion image decoding circuit 17
does not include any requirement of notice after decod-
ing.
�[0051] In this case, if the startup notice received from
the IPMP control unit 20 includes a requirement of notice
after decoding, the flow advance to step 302; otherwise,
the processing ends.
�[0052] In step 302, the decoding circuit 17 notifies the
IPMP control unit 20 of completion of motion image de-
coding, and the flow advances to step 303. Upon receiv-
ing the notice, the IPMP control unit 20 executes authen-
tication in step 205 described above.
�[0053] In step 303, the decoding circuit 17 waits for a
notice of completion of authentication from the IPMP con-
trol unit 20. If it is determined in step 206 described in
Fig. 3 that authentication has succeeded, since a notice
of completion of authentication is issued to the motion
image decoding circuit 17 in step 207, a scene synthesis

process in the scene synthesization circuit is started in
response to that notice of completion of authentication.
However, if it is determined in step 206 that authentication
has failed, since no notice of completion of authentication
is sent to the motion image decoding circuit 17, the op-
eration of the motion image decoding circuit 17 halts.
�[0054] On the other hand, when means that implement
the data processing method according to the present in-
vention are provided in the form of a program, since it is
a common practice to process streams of audio object
data, motion image object data, IPMP information, and
the like in independent threads, synchronization must be
taken among these threads. In this embodiment, a mech-
anism such as known semaphores, event flags, and the
like is used to synchronize the threads.
�[0055] For the purpose of better understanding of the
operation of this embodiment, the operations of this em-
bodiment will be conceptually explained below using the
timing charts shown in Figs. 5 and 6.
�[0056] Fig. 5 is a timing chart when authentication us-
ing copyright information embedded as a digital water-
mark in motion image data has succeeded.
�[0057] In this case, an IPMP thread manages threads
for processing data corresponding to IPMP information.
Therefore, when IPMP information is appended to a mo-
tion image object, the operation of a motion image de-
coding thread (to be referred to as a video thread here-
inafter) is controlled by the IPMP thread.
�[0058] Upon receiving the IPMP information corre-
sponding to motion image packet data in which copyright
information is embedded as a digital watermark, the
IPMP thread starts up the video thread, which performs
decoding of the motion image data.
�[0059] Upon completion of decoding, the video thread
sends a notice of decoding completion to the IPMP
thread.
�[0060] The IPMP thread executes authentication using
the copyright information embedded as a digital water-
mark, which can be extracted after decoding, and the
IPMP information. When authentication has succeeded
and playback of that motion image object is permitted,
the IPMP thread sends a notice of authentication com-
pletion to the video thread. Upon receiving the notice,
the video thread restarts operation and supplies decoded
motion image data to the scene synthesization circuit,
thus allowing to play back the motion image data.
�[0061] Fig. 6 is a timing chart when authentication us-
ing copyright information embedded as a digital water-
mark in motion image data has failed.
�[0062] In the timing chart shown in Fig. 6, when the
authentication in the IPMP thread has failed and playback
of the motion image object is inhibited unlike in Fig. 5, no
notice of authentication completion is sent to the video
thread, and the video thread stops its operation. The de-
coded motion image data is not supplied to the scene
synthesization circuit, and motion image data is not
played back.
�[0063] In this embodiment, the MPEG-�4 bitstream is
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composed of a bitstream of motion image data in units
of packets, and a bitstream of IPMP information pertain-
ing to the motion image data. Also, IPMP information can
be appended to respective object data that form the mo-
tion image data, and audio data in addition to the motion
image data, and a target in which copyright information
is embedded as a digital watermark is not limited to mo-
tion image data but may be respective object data that
form the motion image data, and audio data.
�[0064] In this embodiment, when authentication has
failed, playback of data is inhibited by two methods, i.e.,
a method of cutting off the access point and a method of
stopping the operation of the decoding circuit. Of course,
one or both of these methods may be used.
�[0065] Especially, when only the latter method is used,
access points for cutting off streams need not be set. By
stopping the operations of the decoding circuits them-
selves, the decoding circuits 15 to 18 can be prevented
from supplying nonsensical data to the scene synthesi-
zation circuit 30, power and time savings in the decoding
circuits 15 to 18 can be achieved, and operation errors
of the scene synthesization circuit can be prevented more
reliably.
�[0066] However, since this method cannot avoid data
that have already been decoded by the decoding circuits
15 to 18 from flowing out to the scene synthesization
circuit, data playback can be inhibited more reliably by
also cutting off streams at the access points.
�[0067] Note that the present invention may be applied
to either a system constituted by a plurality of equipments
(e.g., a host computer, an interface device, a reader, a
printer, and the like), or an apparatus consisting of a sin-
gle equipment (e.g., a copying machine, a facsimile ap-
paratus, or the like).
�[0068] The objects of the present invention are also
achieved by supplying a storage medium, which records
a program code of a software program that can imple-
ment the functions of the above-�mentioned embodiments
to the system or apparatus, and reading out and execut-
ing the program code stored in the storage medium by a
computer (or a CPU or MPU) of the system or apparatus.
�[0069] In this case, the program code itself read out
from the storage medium implements the functions of the
above- �mentioned embodiments, and the storage medi-
um which stores the program code constitutes the
present invention.
�[0070] As the storage medium for supplying the pro-
gram code, for example, a floppy disk, hard disk, optical
disk, magneto-�optical disk, CD-�ROM, CD- �R, magnetic
tape, nonvolatile memory card, ROM, and the like may
be used.
�[0071] The functions of the above- �mentioned embod-
iments may be implemented not only by executing the
readout program code by the computer but also by some
or all of actual processing operations executed by an OS
(operating system) running on the computer on the basis
of an instruction of the program code.
�[0072] Furthermore, the functions of the above-�men-

tioned embodiments may be implemented by some or all
of actual processing operations executed by a CPU or
the like arranged in a function extension board or a func-
tion extension unit, which is inserted in or connected to
the computer, after the program code read out from the
storage medium is written in a memory of the extension
board or unit.
�[0073] When the present invention is applied to the
storage medium, the storage medium stores program
codes corresponding to the above-�mentioned flow
charts. That is, program codes that include modules
stored in the external storage device 70 shown in Fig. 2
are stored in the storage medium.
�[0074] As described above, according to the above
embodiment, upon demultiplexing and playing back ob-
ject streams from a datastream that contains a plurality
of object streams each having predetermined informa-
tion, playback control of object data protected by copy-
right information can be done not only before decoding
of the data but also after decoding, and more flexible
copyright authentication can be achieved.
�[0075] Especially, whether or not playback control of
the object data is done before or after decoding of the
data can be determined based on if copyright information
is embedded in the object data as a digital watermark.
�[0076] In other words, the foregoing description of em-
bodiments has been given for illustrative purposes only
and not to be construed as imposing any limitation in
every respect.
�[0077] The scope of the invention is, therefore, to be
determined solely by the following claims and not limited
by the text of the specifications and alterations made with-
in a scope equivalent to the scope of the claims fall within
the true spirit and scope of the invention.

Claims

1. An information processing method comprising:�

a) an input step (200) of inputting encoded in-
formation data, and management data for man-
aging intellectual property of the information da-
ta; and
b) a control step of effecting playback control of
the encoded information data,

characterised in that the method includes a dis-
crimination step (202) of discriminating an intellec-
tual property management type for the information
data on the basis of the management data; and
said control step includes a step of controlling in ac-
cordance with a discrimination result of the discrim-
ination step whether the playback control in the con-
trol step is done before or after decoding of the in-
formation data.

2. A method according to claim 1, wherein the informa-
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tion data is a datastream containing a plurality of
object streams each having predetermined informa-
tion.

3. A method according to claim 2, wherein the datast-
ream complies with MPEG-�4 standards.

4. A method according to claim 3, wherein the man-
agement data is IPMP data complying with the
MPEG-�4 standards.

5. A method according to claim 1, wherein the informa-
tion data is image data.

6. A method according to claim 1, wherein the informa-
tion data is audio data.

7. A method according to claim 1, wherein said discrim-
ination step includes a step of discriminating if the
intellectual property management type is a type
based on a digital watermark.

8. An information processing apparatus comprising:�

a) input means (80) for inputting encoded infor-
mation data, and management data for manag-
ing intellectual property of the information data;
b) control means (40) for effecting playback con-
trol of the encoded information data,
c) decoding means (16 to 18) for decoding the
encoded information data;

characterised in that the apparatus includes dis-
crimination means for discriminating an intellectual
property management type for the information data
on the basis of the management data; and
said control means controls in accordance with a dis-
crimination results of said discrimination means
whether the playback control in the control step is
done before or after decoding the information data.

9. An apparatus according to claim 8, wherein the in-
formation data is a datastream containing a plurality
of object streams each having predetermined infor-
mation.

10. An apparatus according to claim 9, wherein the da-
tastream complies with MPEG- �4 standards.

11. An apparatus according to claim 10, wherein the
management data is IPMP data complying with the
MPEG-�4 standards.

12. An apparatus according to claim 8, wherein the in-
formation data is image data.

13. An apparatus according to claim 8, wherein the in-
formation data is audio data.

14. An apparatus according to claim 8, wherein said dis-
crimination means discriminates if the intellectual
property management type is a type based on a dig-
ital watermark.

15. A signal conveying instructions for causing a pro-
grammable processing apparatus to become oper-
able to perform a method as set out in at least one
of claims 1 to 7, or to become configured as an ap-
paratus as set out in at least one of claims 8 to 14.

Patentansprüche

1. Informationsverarbeitungsverfahren mit

a) einem Eingabeschritt (200) zum Eingeben ko-
dierter Informationsdaten und von Verwaltungs-
daten zum Verwalten von geistigem Eigentum
an den Informationsdaten und
b) einem Steuerschritt zum Bewirken einer Wie-
dergabesteuerung der kodierten Informations-
daten,

dadurch gekennzeichnet, dass
das Verfahren einen Unterscheidungsschritt (202)
zum Unterscheiden eines geistigen Eigentum-�Ver-
waltungstyps für die Informationsdaten beruhend
auf den Verwaltungsdaten enthält, und
der Steuerschritt einen Schritt der Steuerung ent-
sprechend einem Unterscheidungsergebnis des Un-
terscheidungsschritts enthält, ob die Wiedergabe-
steuerung im Steuerschritt vor oder nach einer De-
kodierung der Informationsdaten durchgeführt wird.

2. Verfahren nach Anspruch 1, wobei die Informations-
daten einen Datenstrom mit einer Vielzahl von Ob-
jektströmen darstellen, die jeweils vorbestimmte In-
formationen aufweisen.

3. Verfahren nach Anspruch 2, wobei der Datenstrom
MPEG-�4-�Standards entspricht.

4. Verfahren nach Anspruch 3, wobei die Verwaltungs-
daten IPMP-�Daten entsprechend den MPEG-�4-
Standards sind.

5. Verfahren nach Anspruch 1, wobei die Informations-
daten Bilddaten sind.

6. Verfahren nach Anspruch 1, wobei die Informations-
daten Audiodaten sind.

7. Verfahren nach Anspruch 1, wobei der Unterschei-
dungsschritt einen Schritt der Unterscheidung ent-
hält, ob der geistige Eigentum- �Verwaltungstyp ein
auf einem digitalen Wasserzeichen beruhender Typ
ist.

11 12 



EP 1 041 819 B1

8

5

10

15

20

25

30

35

40

45

50

55

8. Informationsverarbeitungsvorrichtung mit: �

a) einer Eingabeeinrichtung (80) zur Eingabe
kodierter Informationsdaten und von Verwal-
tungsdaten zur Verwaltung von geistigem Ei-
gentum an den Informationsdaten,
b) einer Steuereinrichtung (40) zum Bewirken
einer Wiedergabesteuerung der kodierten Infor-
mationsdaten,
c) einer Dekodiereinrichtung (16 bis 18) zum De-
kodieren der kodierten Informationsdaten,

dadurch gekennzeichnet, dass
die Vorrichtung eine Unterscheidungseinrichtung
zur Unterscheidung eines geistigen Eigentum-�Ver-
waltungstyps für die Informationsdaten beruhend
auf den Verwaltungsdaten enthält, und
die Steuereinrichtung entsprechend einem Unter-
scheidungsergebnis der Unterscheidungseinrich-
tung steuert, ob die Wiedergabesteuerung in dem
Steuerschritt vor oder nach einer Dekodierung der
Informationsdaten durchgeführt wird.

9. Vorrichtung nach Anspruch 8, wobei die Informati-
onsdaten einen Datenstrom mit einer Vielzahl von
Objektströmen darstellen, die jeweils vorbestimmte
Informationen aufweisen.

10. Vorrichtung nach Anspruch 9, wobei der Datenstrom
MPEG-�4-�Standards entspricht.

11. Vorrichtung nach Anspruch 10, wobei die Verwal-
tungsdaten IPMP- �Daten gemäß den MPEG- �4-�Stan-
dards sind.

12. Vorrichtung nach Anspruch 8, wobei die Informati-
onsdaten Bilddaten sind.

13. Vorrichtung nach Anspruch 8, wobei die Informati-
onsdaten Audiodaten sind.

14. Vorrichtung nach Anspruch 8, wobei die Unterschei-
dungseinrichtung unterscheidet, ob der geistige Ei-
gentum-�Verwaltungstyp ein auf einem digitalen
Wasserzeichen beruhender Typ ist.

15. Signal, das Anweisungen führt, um eine program-
mierbare Verarbeitungsvorrichtung dazu zu veran-
lassen, zur Durchführung eines Verfahrens nach ei-
nem der Ansprüche 1 bis 7 betreibbar oder als Vor-
richtung nach einem der Ansprüche 8 bis 14 konfi-
guriert zu werden.

Revendications

1. Procédé de traitement d’informations comprenant :�

a) une étape (200) d’entrée consistant à fournir
en entrée des données d’informations codées,
ainsi que des données de gestion destinées à
gérer une propriété intellectuelle des données
d’informations ; et
b) une étape de commande consistant à réaliser
une commande de lecture (play-�back) des don-
nées d’informations codées,

caractérisé en ce que  le procédé comporte une
étape (202) de discrimination consistant à distinguer
un type de gestion de propriété intellectuelle pour
les données d’informations sur la base des données
de gestion ; et
ladite étape de commande comporte une étape de
commande conformément à un résultat de discrimi-
nation de l’étape de discrimination si la commande
de lecture dans l’étape de commande est effectuée
avant ou après un décodage des données d’infor-
mations.

2. Procédé selon la revendication 1, dans lequel les
données d’informations sont un flot de données con-
tenant une pluralité de flots d’objets ayant chacun
des informations prédéterminées.

3. Procédé selon la revendication 2, dans lequel le flot
de données est conforme aux normes MPEG-�4.

4. Procédé selon la revendication 3, dans lequel les
données de gestion sont des données IPMP qui sont
conformes aux normes MPEG- �4.

5. Procédé selon la revendication 1, dans lequel les
données d’informations sont des données d’image.

6. Procédé selon la revendication 1, dans lequel les
données d’informations sont des données audio.

7. Procédé selon la revendication 1, dans lequel ladite
étape de discrimination comporte une étape consis-
tant à distinguer si le type de gestion de propriété
intellectuelle est un type basé sur un filigrane numé-
rique.

8. Dispositif de traitement d’informations comprenant:�

a) un moyen (80) d’entrée destiné à fournir en
entrée des données d’informations codées, et
des données de gestion pour gérer une proprié-
té intellectuelle des données d’informations ;
b) un moyen (40) de commande destiné à ef-
fectuer une commande de lecture des données
d’informations codées,
c) un moyen (16 à 18) de décodage destiné à
décoder les données d’informations codées ;

caractérisé en ce que  le dispositif comporte un
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moyen de discrimination destiné à distinguer un type
de gestion de propriété intellectuelle pour les don-
nées d’informations sur la base des données de
gestion ; et
ledit moyen de commande effectue une commande
conformément à un résultat de discrimination dudit
moyen de discrimination si la commande de lecture
dans l’étape de commande est effectuée avant ou
après un décodage des données d’informations.

9. Dispositif selon la revendication 8, dans lequel les
données d’informations sont un flot de données con-
tenant une pluralité de flots d’objets ayant chacun
des informations prédéterminées.

10. Dispositif selon la revendication 9, dans lequel le flot
de données est conforme aux normes MPEG-�4.

11. Dispositif selon la revendication 10, dans lequel les
données de gestion sont des données IPMP qui sont
conformes aux normes MPEG- �4.

12. Dispositif selon la revendication 8, dans lequel les
données d’informations sont des données d’image.

13. Dispositif selon la revendication 8, dans lequel les
données d’informations sont des données audio.

14. Dispositif selon la revendication 8, dans lequel ledit
moyen de discrimination distingue si le type de ges-
tion de propriété intellectuelle est un type basé sur
un filigrane numérique.

15. Instructions de transmission de signal destinées à
amener un dispositif de traitement programmable à
devenir opérationnel pour effectuer un procédé se-
lon au moins l’une des revendications 1 à 7, ou à
devenir configuré comme dispositif selon au moins
l’une des revendications 8 à 14.
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