Développement économique Canada Economic Development Canada

Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office

t2 DEMANDE DE BREVET CANADIEN
CANADIAN PATENT APPLICATION
(13 A1

I*I Innovation, Sciences et Innovation, Science and

en 3222 319

(22) Date de dépébt/Filing Date: 2023/12/07
(41) Mise a la disp. pub./Open to Public Insp.: 2024/04/02
(30) Priorité/Priority: 2023/02/13 (US18/109209)

(51) CLInt./Int.Cl. B471J 3/00(2006.01),
GO6F 3/12(2006.01), GO9F 3/00(2006.01)

(71) Demandeur/Applicant:
BRADY WORLDWIDE, INC., US

(72) Inventeurs/Inventors:
COLUMBIA, WESLEY, US;
SANGHA, AMANDEEP SINGH, US;
BLOECHL, ANDREW, US;
VAN DAM, ZACHARY, US;
BANNOW, NATHAN, US

(74) Agent: SMART & BIGGAR LP

(54) Titre : SYSTEMES ET METHODES POUR FACILITER LA CREATION D'ETIQUETTES NUMERIQUE EN
SUPPLEMENT AUX ETIQUETTES PHYSIQUES IMPRIMEES
(54) Title: SYSTEMS AND METHODS FOR FACILITATING THE CREATION OF DIGITAL LABELS TO SUPPLEMENT

PRINTED PHYSICAL LABELS

200 _\

Receive a request to create a label for an item -~ 201

Create a print job that will produce a printed physical label associated
with the item [~ 202

Send the print job to the printing system —~— 203

Cause a digital label fo be created in the digital label database [~ 204

(57) Abrégé/Abstract:

A label printing module can be configured to perform at least two actions in response to a request to create a label for an item. The
label printing module can create a print job that will produce a physical label for the item. In addition, the label printing module can
cause a digital label to be created and stored in a digital label database, which can be accessible via the Internet. The digital label
can include an identifier that is uniquely associated with the item to which the physical label corresponds. The digital label can be
associated with an Internet address. The Internet address of the digital label can be included in a machine- readable object on the
corresponding printed physical label. Someone who has the item corresponding to the printed physical label can view informational

content within the corresponding digital label by using a reader to read the machine-readable object.

C an a dg http:vopic.ge.ca » Ottawa-Hull K1A 0C9 - aup.:/eipo.ge.ca OPIC

OPIC - CIPO 191

CA 3222319 A1 2024/04/02



ABSTRACT

A label printing module can be configured to perform at least two actions in
response to a request to create a label for an item. The label printing module can
create a print job that will produce a physical label for the item. In addition, the
label printing module can cause a digital label to be created and stored in a digital
label database, which can be accessible via the Internet. The digital label can
include an identifier that is uniquely associated with the item to which the physical
label corresponds. The digital label can be associated with an Internet address.
The Internet address of the digital label can be included in a machine-readable
object on the corresponding printed physical label. Someone who has the item
corresponding to the printed physical label can view informational content within
the corresponding digital label by using a reader to read the machine-readable

object.
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SYSTEMS AND METHODS FOR FACILITATING THE CREATION OF
DIGITAL LABELS TO SUPPLEMENT PRINTED PHYSICAL LABELS

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority to U.S. Non-Provisional Patent
Application Serial No. 18/109,209, filed February 13, 2023 and titled Systems and
Methods for Facilitating the Creation of Digital Labels to Supplement Printed

Physical Labels, the entire contents of which is incorporated herein by reference.

BACKGROUND

[0002] The present disclosure is generally related to the creation of labels.
Labels have many uses. For example, labels can be applied to products and can
include information about a product’s origin, manufacturer, safety, shelf-life, use,
disposal, and so forth. Warning labels can be attached to a product in order to
warn the user about risks associated with the product's use and may include
restrictions by the manufacturer or seller on certain uses. Clothing items normally
include labels with information about care and treatment. Labels for food and
beverages typically include important information related to the contents or
ingredients used in a product. Labels can also be used to identify certain types of
assets (e.g., computing and networking devices, automobiles, industrial and
military equipment). Those skilled in the art will recognize many additional ways
that labels can be used.

[0003] Labels can be created by a printing system. The printing system can be
communicatively coupled to a computing system, and the computing system can
include software (e.g., a label printing program) that enables a user of the

computing system to control various aspects of the printing system. For example,
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the software can be used to cause the printing system to print information on
unprinted labels, thereby creating printed labels.

[0004] There are many different kinds of information that can be printed on a
label. Some examples of information include an alphanumeric identifier
corresponding to an item to which the label will be affixed, a descriptive name for
the item, a picture of the item, a graphical representation of the item, and so forth,
including combinations of the foregoing.

[0005] There are several challenges associated with conventional labels. For
example, many labels are relatively small in size, which means that there is a
relatively small amount of information that can be printed on the labels. Under
some circumstances, the amount of information that should be printed on a label
may exceed the amount of available space on the label. In addition, conventional
labels are essentially static. Once a label has been printed, it is difficult (and in
some cases impossible) to change the information that is printed on the label or to
add new information to the label. Even where it is possible to change the
information that is included on a label, it can be extremely difficult to do so. Benefits
can be realized by improved techniques for printing labels that address one or
more of these challenges.

[0006] The subject matter in the background section is intended to provide an
overview of the overall context for the subject matter disclosed herein. The subject
matter discussed in the background section should not be assumed to be prior art
merely as a result of its mention in the background section. Similarly, a problem

mentioned in the background section or associated with the subject matter of the
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background section should not be assumed to have been previously recognized in

the prior art.

SUMMARY
[0007] The present disclosure is generally related to improved techniques for
printing and using labels. The techniques disclosed herein involve the creation and
use of digital labels in addition to physical labels.
[0008] As used herein, the term “physical label” can refer to a piece of material
(e.g., paper, plastic, metal, cloth) that can be affixed to an item. The term “physical
label” can also refer to information that is printed directly on an item. Nonlimiting
examples of suitable physical labels include adhesive labels, magnetic labels,
tags, and combinations thereof.
[0009] The term “digital label” can refer to one or more database records that
are created in connection with the creation of a physical label, and that are uniquely
associated with the item to which the physical label corresponds. Digital labels are
stored in a digital label database, which can be accessed via the Internet. The
contents of the database record(s) associated with a digital label can be changed
over time, as will be described in greater detail below.
[0010] Some aspects of the present disclosure can be implemented in a label
printing module that is configured to create both physical labels and digital labels
for items. The label printing module can be implemented in a variety of different
ways. In some embodiments, the label printing module can be a standalone

software application. In other embodiments, the label printing module can be
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implemented as a portion of a software application. For example, the label printing
module can be implemented as one or more instructions (e.g., routines, sub-
routines, functions, procedures) within a software application. In other
embodiments, the label printing module can be implemented as a print driver that
can be utilized by a plurality of different software applications. In some
embodiments, the label printing module can be a web browser that interacts with
a server-based program via the execution of local code (e.g., a JavaScript file).
Those skilled in the art will recognize many additional ways that the label printing
module can be implemented.

[0011] A label printing module that is configured to implement the techniques
disclosed herein can run on a computing system that is communicatively coupled
to both (i) a printing system that is configured for printing physical labels, and (ii) a
digital label database. The label printing module can be communicatively coupled
to the digital label database via the Internet.

[0012] In accordance with the present disclosure, the label printing module can
be configured to perform at least two actions in response to a user request to
create a label for an item. One action performed by the label printing module is
creating a print job that will produce a physical label associated with the item (e.g.,
a physical label that can be affixed to the item or printed directly on the item). The
label printing module creates the print job and sends the print job to the printing
system so that the physical label will be printed. Another action performed by the
label printing module is causing a digital label to be created and stored in the digital

label database. The digital label can include an identifier that is uniquely
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associated with the item to which the physical label corresponds. In other words,
there can be a one-to-one relationship between the digital label and the item.
[0013] Thus, the techniques disclosed herein enable the creation of a printed
physical label for an item and a corresponding digital label for the item in a digital
label database. Both the printed physical label and the corresponding digital label
are generated by the same source (i.e., the label printing module).

[0014] As noted above, the digital label database can be accessible via the
Internet. When a digital label is created, the digital label can be associated with an
Internet address, such as a uniform resource locator (URL). The Internet address
of the digital label can be included in the corresponding printed physical label. For
example, the Internet address of the digital label can be included within a machine-
readable object that is located on the printed physical label. In some embodiments,
the machine-readable object can be a barcode. In other embodiments, the
machine-readable object can be an identification (ID) tag, such as a near-field
communication (NFC) tag, a radio-frequency identification (RFID) tag, or the like.
[0015] Someone who has the item corresponding to the printed physical label
can obtain the Internet address of the digital label by using a reader (e.g., a
barcode reader, an ID tag reader) to read the machine-readable object on the
printed physical label. In some embodiments, the reader can be included within a
mobile computing device. The Internet address of the digital label can be used
(e.g., via a web browser) to obtain informational content associated with the digital
label from the digital label database. This informational content can then be

displayed to the user.
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[0016] In some embodiments, a digital label can be created at the same time
(or at substantially the same time) as the corresponding printed physical label is
created. However, this is not necessary, and in some embodiments the creation of
the digital label and the creation of the printed physical label can occur at different
times.

[0017] Having a digital label in addition to a physical label can address some of
the challenges associated with conventional labels (some of which were discussed
above). For example, if the amount of information about a particular item (e.g., a
product) exceeds the amount of available space on the printed physical label for
the item, any additional item information that cannot fit on the printed physical label
can be added to a corresponding digital label.

[0018] Advantageously, the information that is included in a digital label can be
changed over time. This facilitates greater flexibility and allows a wide variety of
information to be included in a digital label, including information that was not
available when the printed physical label was initially created.

[0019] Different types of digital labels can be created for different types of items.
For example, a product manufacturer that makes many different types of products
can create customized digital labels for each of those products. The manufacturer
can choose the specific type of information that is most well-suited for a particular
product and can customize the digital label accordingly.

[0020] In some embodiments, a cloud computing system for facilitating the
creation of digital labels to supplement physical labels is provided. The computing

system is communicatively coupled to a printing system and to a digital label
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database that includes a plurality of digital labels. The computing system includes
(i) a processor; and (ii) a label printing module that is executable by the processor
to perform a plurality of actions in response to receiving a user request to create a
label for an item. The plurality of actions include (i) creating a print job that will
cause the printing system to produce a printed physical label associated with the
item, wherein the print job is configured such that the printed physical label
includes item information and a machine-readable object with an Internet address
corresponding to a digital label; and (ii) causing the digital label to be created in
the digital label database such that informational content associated with the digital
label is accessible via the Internet address, wherein the informational content is
related to the item, and wherein the digital label includes an item identifier that is
uniquely associated with the item.

[0021] In some embodiments, a method for facilitating the creation of digital
labels to supplement physical labels is provided. The method is performed by a
label printing module running on a computing system that is communicatively
coupled to a printing system and to a digital label database. The method is
performed in response to receiving a user request to create a label for an item.
The method includes (i) creating a print job that will cause the printing system to
produce a printed physical label associated with the item, wherein the print job is
configured such that the printed physical label includes item information and a
machine-readable object including an Internet address corresponding to a digital
label; and (ii) causing the digital label to be created in the digital label database

such that informational content associated with the digital label is accessible via
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the Internet address, wherein the informational content is related to the item, and
wherein the digital label includes an item identifier that is uniquely associated with
the item.

[0022] In some embodiments, a computer-readable medium including
instructions that are executable by at least one processor to cause a computing
system to implement a method for facilitating the creation of digital labels to
supplement physical labels is provided. The method is performed by a label
printing module running on the computing system. The method is performed in
response to receiving a user request to create a label for an item. The method
includes (i) creating a print job that will cause a printing system to produce a printed
physical label associated with the item, wherein the print job is configured such
that the printed physical label includes item information and a machine-readable
object including an Internet address corresponding to a digital label; and (ii)
causing the digital label to be created in a digital label database such that
informational content associated with the digital label is accessible via the Internet
address, wherein the informational content is related to the item, and wherein the
digital label includes an item identifier that is uniquely associated with the item.
[0023] This Summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description. This
Summary is not intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid in determining the

scope of the claimed subject matter.
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[0024] Additional features and advantages will be set forth in the description
that follows. Features and advantages of the disclosure may be realized and
obtained by means of the systems and methods that are particularly pointed out in
the appended claims. Features of the present disclosure will become more fully
apparent from the following description and appended claims, or may be learned

by the practice of the disclosed subject matter as set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] In order to describe the manner in which the above-recited and other
features of the disclosure can be obtained, a more particular description will be
rendered by reference to specific embodiments thereof which are illustrated in the
appended drawings. For better understanding, the like elements have been
designated by like reference numbers throughout the various accompanying
figures. Understanding that the drawings depict some example embodiments, the
embodiments will be described and explained with additional specificity and detail
through the use of the accompanying drawings in which:

[0026] Figure 1 illustrates an example of a system in which the techniques
disclosed herein can be utilized, the system including a label printing module that
is communicatively coupled to a printing system and to a digital label database.
[0027] Figure 2 illustrates a method showing certain actions that can be
performed by the label printing module in accordance with some embodiments of

the present disclosure.
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[0028] Figure 3 illustrates an example showing communication that can occur
between the label printing module and a database management system in order
to cause a digital label to be created in the digital label database.

[0029] Figure 4 illustrates an example showing one way that a user of a mobile
computing device can view informational content within a digital label.

[0030] Figure 5 illustrates an example showing how the contents of a digital
label can be changed over time.

[0031] Figure 6 illustrates a method showing how a request to modify a digital
label can be handled by the database management system in accordance with
some embodiments of the present disclosure.

[0032] Figure 7 illustrates aspects of another system in which the techniques
disclosed herein can be utilized.

[0033] Figure 8 illustrates aspects of another system in which the techniques

disclosed herein can be utilized.

DETAILED DESCRIPTION
[0034] Figure 1 illustrates an example of a system 100 in which the techniques
disclosed herein can be utilized. The system 100 includes a computing system 101
that is communicatively coupled to a printing system 102. The printing system 102
is configured to print information on physical labels. Figure 1 shows an unprinted
physical label 103 being provided as input to the printing system 102.
[0035] The printing system 102 includes a printing mechanism 104 that is

configured to make a persistent representation of text, graphics, or other indicia on

-10 -
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a substrate, such as the unprinted physical label 103. For example, the printing
mechanism 104 can be configured to print a barcode on the unprinted physical
label 103. There are a variety of different printing technologies that the printing
mechanism 104 can be configured to utilize. In some embodiments, the printing
mechanism 104 can be configured to utilize thermal printing technology by
selectively heating regions of a heat-sensitive substrate. Alternatively, in other
embodiments, the printing mechanism 104 can be configured to utilize another
type of printing technology, such as dye sublimation, laser printing, inkjet printing,
or the like.

[0036] The computing system 101 includes a label printing module 105 that
enables a user of the computing system 101 to control various aspects of the
printing system 102. In accordance with the present disclosure, the label printing
module 105 can be configured to create both physical labels and digital labels for
items, such as the item 106 shown in Figure 1. As noted above, the label printing
module 105 can be implemented in a variety of different ways (e.g., a standalone
software application, a portion of a software application, a print driver, a web
browser). In some embodiments, at least some of the functionality of the label
printing module 105 described herein can be implemented via the combination of
a web browser running on the computing system 101 executing local code (e.g.,
one or more JavaScript files) that interacts with one or more server-side programs
(e.g., program(s) running within the cloud computing infrastructure 118). Thus, the
label printing functionality described herein (including the creation of a digital label

109 in connection with the creation of a printed physical label 108) can be

-11 -
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implemented via a web-based solution, without the need for additional specialized
software (other than a web browser) to run on the computing system 101.

[0037] The label printing module 105 can be configured so that a user of the
computing system 101 can input (or otherwise submit) to the label printing module
105 a request to create a label for an item 106. The label printing module 105 can
be configured to perform at least two actions in response to such a request.
[0038] One action performed by the label printing module 105 in response to a
request to create a label for an item 106 is creating a print job 107 that will produce
a printed physical label 108 associated with the item 106. The printed physical
label 108 can be affixed to the item 106 or printed directly on the item 106. The
label printing module 105 creates the print job 107 and sends (or otherwise
submits) the print job 107 to the printing system 102 so that the printed physical
label 108 will be created.

[0039] Another action performed by the label printing module 105 in response
to a request to create a label for an item 106 is causing a digital label 109 to be
created in a digital label database 110. The digital label 109 includes one or more
database records in the digital label database 110. Each database record can
include one or more fields.

[0040] Thus, the techniques disclosed herein enable the creation of a printed
physical label 108 for an item 106 and a corresponding digital label 109 for the
item 106 in a digital label database 110. Both the printed physical label 108 and
the corresponding digital label 109 are generated by the same source (i.e., the

label printing module 105).

-12 -
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[0041] In some embodiments, the digital label 109 can be created at the same
time (or at substantially the same time) as the printed physical label 108 is created.
For example, the label printing module 105 can cause the digital label 109 to be
created in the digital label database 110 when the label printing module 105 is
creating the print job 107 for the printed physical label 108 and submitting the print
job 107 to the printing system 102. However, it is not necessary for the digital label
109 to be created at the same time as the printed physical label 108, and in some
embodiments the creation of the digital label 109 and the creation of the printed
physical label 108 can occur at different times.

[0042] Both the printed physical label 108 and the digital label 109 can be
uniquely associated with the item 106. In other words, there can be a one-to-one
relationship between the printed physical label 108 and the item 106. There can
also be a one-to-one relationship between the digital label 109 and the item 106.
[0043] In some embodiments, the digital label 109 can include (or otherwise be
associated with) an item identifier (ID) 111. The item ID 111 can be uniquely
associated with the item 106. For example, the item 106 could be a product and
the item ID 111 could be a serial number associated with the product. Of course,
those skilled in the art will recognize other types of item IDs 111 that can be
assigned to items 106 in accordance with the techniques disclosed herein.

[0044] The digital label database 110 can be stored on one or more computing
systems that are distinct from the computing system 101 on which the label printing
module 105 is running. In some embodiments, the digital label database 110 can

be located in the “cloud.” Figure 1 represents this by showing the digital label

-13 -
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database 110 as being included within a cloud computing infrastructure 118. The
cloud computing infrastructure 118 includes a combination of computing hardware
and software that is maintained and operated by a cloud computing provider for
the purpose of providing cloud computing services. Examples of such cloud
computing services include Microsoft Azure and Amazon Web Services. The
computing system 101 on which the label printing module 105 runs can be
communicatively coupled to the cloud computing infrastructure 118 (and the digital
label database 110 that is maintained on the cloud computing infrastructure 118)
via the Internet 115.

[0045] In embodiments where the digital label database 110 is included within
a cloud computing infrastructure 118, the digital label database 110 can be part of
a public cloud or a private cloud. A cloud is called a “public cloud” when the cloud
computing infrastructure 118 is operated for public use. In a “private cloud” the
cloud computing infrastructure 118 can be operated solely for a single
organization. In a private cloud the cloud computing infrastructure 118 can be
managed internally or by a third party, and the cloud computing infrastructure 118
can be hosted either internally or externally.

[0046] The system 100 includes a database management system 119 that is
configured to manage the digital label database 110. In embodiments where the
digital label database 110 is included within a cloud computing infrastructure 118,
the database management system 119 can also be included within the cloud

computing infrastructure 118.
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[0047] The system 100 can also include one or more application programming
interfaces (APIs) 120. The API(s) 120 can be exposed to other entities, such as
the label printing module 105, via the Internet 115. In some embodiments, the APIs
120 can be included within the cloud computing infrastructure 118. The label
printing module 105 can utilize the API(s) 120 to create and update digital labels
109 in the digital label database 110. Some examples showing communication that
can occur between the label printing module 105 and the database management
system 119 in order to create a digital label 109 in the digital label database 110
and also to subsequently update the digital label 109 will be described below. The
API(s) 120 can also facilitate multi-tenancy, which will also be described below.
[0048] In some embodiments, the label printing module 105, the digital label
database 110, and the API(s) 120 can all be part of the same database solution.
In other words, each of these software components can be provided by a single
entity as part of the same package. Customers who purchase or license the
package can run the label printing module 105 on a local computing system 101
and also create digital labels 109 in the digital label database 110, as will be
described below.

[0049] The digital label 109 can be associated with an address. The address
can be an Internet address 112, such as a uniform resource locator (URL). As will
be described in greater detail below, associating the digital label 109 with an
Internet address 112 means that at least some aspects of the digital label 109 can

be accessed via the Internet 115.
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[00560] The digital label 109 includes informational content 114. In general
terms, the informational content 114 is information about the item 106 with which
the digital label 109 is associated. The digital label database 110 can be configured
such that anyone who has the Internet address 112 of the digital label 109 is able
to view the informational content 114 in the digital label 109 (e.g., via a web
browser).

[00561] There are many different kinds of informational content 114 that can be
included in a digital label 109. The type of informational content 114 can depend
on the type of item 106 corresponding to the digital label 109. For example,
suppose that the item 106 is a product. Some examples of informational content
114 that can be included in a digital label 109 for a product include product
specifications, an instruction manual, a video about how to install or service the
product, and so forth.

[0062] The system 100 includes one or more web servers 121 that are
configured to receive and respond to requests for the informational content 114
associated with a digital label 109. In some embodiments, the web server(s) 121
can be implemented within the cloud computing infrastructure 118. In some
embodiments, the web server(s) 121 can be included within applications that are
created via services provided by the cloud computing infrastructure 118.

[0063] The Internet address 112 of the digital label 109 can be included in the
printed physical label 108. There are many different ways that this can be
implemented. For example, the Internet address 112 of the digital label 109 can

be included within a machine-readable object 113 that is located on (or otherwise
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affixed to) the printed physical label 108. In some embodiments, the machine-
readable object 113 can be a barcode. In such embodiments, the Internet address
112 of the digital label 109 can be included in a barcode that is printed on the
printed physical label 108. In other embodiments, the machine-readable object 113
can be an identification (ID) tag. In such embodiments, the Internet address 112
of the digital label 109 can be included in an ID tag that is affixed to, embedded
within, or otherwise associated with the printed physical label 108. Examples of ID
tags include near-field communication (NFC) tags and radio-frequency
identification (RFID) tags. In such embodiments, the digital label 109 may be read
by a machine-readable object 113, even after the text, graphics, or other indicia on
the printed physical label 108 fade or wear off after the printed physical label 108
is exposed to wear and tear and/or environmental conditions. In some
embodiments, the Internet address 112 of the digital label 109 can be included
within a machine-readable object 113 that is a barcode and an ID tag. In such
embodiments, the printed physical label 108 has both a barcode printed on the
printed physical label 108 and an ID tag that is affixed to, embedded within, or
otherwise associated with the printed physical label 108.

[0054] The specific types of machine-readable objects 113 discussed above
should not be interpreted as limiting the scope of the present disclosure. Those
skilled in the art will recognize many additional types of machine-readable objects
113 that can include the Internet address 112 of the digital label 109 and that can
be included on, affixed to, or otherwise associated with a printed physical label 108

in accordance with the present disclosure.
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[00565] In some embodiments, the Internet address 112 of the digital label 109
can include the full-length URL associated with the digital label 109. In other
embodiments, the Internet address 112 of the digital label 109 can take the form
of a shortened version of the URL associated with the digital label 109. The label
printing module 105 can utilize a URL shortening web service (e.g., TinyURL) to
create the shortened version of the URL. Utilizing a shortened version of the URL
instead of a full-length URL can be beneficial because it allows the machine-
readable object 113 to be less complex and potentially smaller than it would be if
a full-length URL were utilized. For example, in embodiments where the machine-
readable object 113 is a barcode, one potential benefit of utilizing a shortened
version of the URL associated with the digital label 109 is the ability to use a
smaller and/or less complex barcode on the printed physical label 108, thereby
enabling the printed physical label 108 itself to occupy less space on the item 106.
[00566] The Internet address 112 of the digital label 109 can be obtained by
using a reader 117 to read the machine-readable object 113 on the printed physical
label 108. In some embodiments, the reader 117 can be included within a mobile
computing device 116 (e.g., a smartphone, a tablet computing device).
Alternatively, the reader 117 can be included within another type of electronic
device. Alternatively still, the reader 117 can be a standalone device.

[00567] The type of reader 117 that should be used depends on the type of
machine-readable object 113 in the printed physical label 108. For example, if the
machine-readable object 113 is a barcode, then the reader 117 can be a barcode

reader. As another example, if the machine-readable object 113 is an ID tag, then
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the reader 117 can be an ID tag reader. Those skilled in the art will recognize other
types of readers 117 that can be used depending on the type of machine-readable
object 113 that is included on, affixed to, or otherwise associated with the printed
physical label 108.

[0058] One possible scenario in which a user of the mobile computing device
116 views the informational content 114 within a digital label 109 will now be
described. The user of the mobile computing device 116 can obtain the item 106
that includes the printed physical label 108. The reader 117 within the mobile
computing device 116 can then be used to read the machine-readable object 113
in order to obtain the Internet address 112 of the digital label 109. The Internet
address 112 of the digital label 109 can be automatically provided to a web browser
running on the mobile computing device 116. The web browser can send a request
(e.g., an HTTP GET request) to the web server 121. The request can include the
Internet address 112 of the digital label 109. In response to receiving the request,
the web server 121 can return the informational content 114 associated with the
digital label 109 to the mobile computing device 116. This informational content
114 can then be displayed to the user of the mobile computing device 116 via the
web browser.

[0059] The printed physical label 108 includes certain information about the
item 106. This information may be referred to herein as item information 123. There
are many different types of item information 123 that can be included on the printed

physical label 108. Some examples of item information 123 include information
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related to the origin, manufacturer, safety, shelf-life, use, and/or disposal of the
item 106.

[0060] The informational content 114 that is included in (or otherwise
associated with) the digital label 109 can include the item information 123 that is
included on the printed physical label 108. The informational content 114
associated with the digital label 109 can also include additional item information
124 that is not included on the printed physical label 108. The additional item
information 124 can include information about the item 106 that is not included on
the printed physical label 108 due to a lack of space and/or other constraints.
[0061] As noted above, having a place to store additional item information 124
that cannot be included on the printed physical label 108 can be beneficial in a
variety of different scenarios. For example, suppose that the item 106 is a product.
If the amount of product information that the manufacturer would like to
communicate to customers exceeds the amount of available space on the printed
physical label 108, any additional product information that cannot fit on the printed
physical label 108 can be added to the corresponding digital label 109. A customer
who wishes to access this additional product information can do so by using an
appropriate device (e.g., a reader 117) to read the machine-readable object 113
on the printed physical label 108 and obtain the informational content 114 in the
digital label 109.

[0062] In the embodiment shown in Figure 1, the informational content 114
within the digital label 109 includes both the item information 123 that is included

on the printed physical label 108 as well as additional item information 124 that is
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not included on the printed physical label 108. In an alternative embodiment, the
digital label 109 may be configured so that it includes the additional item
information 124 but does not include the item information 123 that is included on
the printed physical label 108.

[0063] The additional item information 124 in the digital label 109 can include
both static information 125 and dynamic information 126. The static information
125 is information about the item 106 that is fixed and cannot be changed after it
is initially created and associated with the digital label 109. The dynamic
information 126 is information about the item 106 that can be changed over time.

[0064] The dynamic information 126 within the digital label 109 can be changed
via a user interface 127. Some examples illustrating how this can occur will be
described below. The user interface 127 can be implemented in a variety of
different ways. In some embodiments, the user interface 127 can include one or
more web pages that are accessible via a web browser. Alternatively, or in
addition, the user interface 127 can be accessible via the label printing module
105.

[0065] In an alternative embodiment, all of the informational content 114 in the
digital label 109 can be dynamic information 126 that can be changed over time.
In another alternative embodiment, all of the content in the digital label 109 (both
the informational content 114 and other content, such as the item ID 111 and the
Internet address 112) can be dynamic information 126 that can be changed over

time.
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[0066] Having the ability to change at least some of the informational content
114 associated with the digital label 109 can be beneficial in a wide variety of
scenarios. For example, a manufacturer or seller of an item 106 (e.g., a product)
could decide to offer some type of promotion in relation to the item 106 (e.g., a
discount coupon), and information about the promotion could be added to the
informational content 114 associated with the digital label 109 at the relevant time.
[0067] As another example, suppose that at some point after the initial creation
of a printed physical label 108 and a corresponding digital label 109 for an item
106, problems are detected such that the item 106 needs to be recalled. Because
the digital label 109 can be changed over time, information notifying the end user
about the recall (e.g., a red flag accompanied by an explanatory note) can be
added to the informational content 114 associated with the digital label 109 at
some point in time after the printed physical label 108 and the digital label 109 are
initially created.

[0068] In some embodiments, the dynamic information 126 associated with the
digital label 109 can include a form that can be filled out and submitted by a person
who is viewing the informational content 114 associated with the digital label 109.
For example, the digital label 109 associated with a product could include a form
that enables customers to request service and/or replacement parts. A related
message can be added to the printed physical label 108 in order to notify a
customer or end user about this capability (e.g., “Scan this code to request

service.”).
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[0069] Under some circumstances, the creator of a digital label 109 can allow
others to modify and/or add certain information to the digital label 109 (e.g., modify
and/or add to the dynamic information 126 associated with the digital label 109),
thereby enabling a wide range of user interactivity. For example, a product
manufacturer could allow customers to perform maintenance logging by adding
maintenance records to a digital label 109 associated with a product. A related
message can be added to the printed physical label 108 in order to notify a
customer or end user about this capability (e.g., “Scan this code to indicate the
date and type of service that is performed on this product.”). In this way, the digital
label 109 can be used to create and maintain a complete history of the service that
is performed in connection with the product.

[0070] To prevent unauthorized modification of a digital label 109, one or more
modification rules 128 can be associated with a digital label 109. In general, a
modification rule 128 defines a condition that must be satisfied in order for
modification of a digital label 109 to be permitted. If there are a plurality of
modification rules 128 associated with a digital label 109, each of the modification
rules 128 may need to be satisfied in order for modification of the digital label 109
to be permitted.

[0071] Many different types of modification rules 128 can be defined in
accordance with the present disclosure. In some embodiments, a modification rule
128 can define what users are permitted to modify a digital label 109. Alternatively,
or in addition, a modification rule 128 can define what content (e.g., what database

records and/or what database fields) within the digital label 109 can be modified.
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For example, a modification rule 128 can indicate that certain informational content
114 (e.g., static information 125) cannot be changed but other informational
content 114 (e.g., dynamic information 126) can be changed.

[0072] For the sake of simplicity, the system 100 shown in Figure 1 includes
one item 106 associated with one printed physical label 108 and one digital label
109. However, those skilled in the art will recognize that the techniques disclosed
herein can be utilized to create a plurality of printed physical labels and a plurality
of corresponding digital labels for a plurality of items.

[0073] The computing system 101 includes at least one processor 191 and
memory 192 communicatively coupled to the processor(s) 191. The label printing
module 105 is stored in the memory 192. More specifically, the label printing
module 105 includes a plurality of instructions that are stored in the memory 192
and executable by the processor(s) 191 to perform the operations that are
described herein in relation to the label printing module 105.

[0074] The computing system 101 includes at least one communication
interface 193. The communication interface(s) 193 enable the computing system
101 to communicate with the printing system 102 and with the digital label
database 110 (or, more specifically, the database management system 119
corresponding to the digital label database 110) via the Internet 115.

[0075] The cloud computing infrastructure 118 also includes at least one
processor 194 and memory 195 communicatively coupled to the processor(s) 194.

The cloud computing infrastructure 118 also includes at least one communication
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interface 196 that enables the computing system 101 to communicate with the
cloud computing infrastructure 118 via the Internet 115.

[0076] Figure 2 illustrates a method 200 showing certain actions that can be
performed by the label printing module 105 in accordance with some embodiments
of the present disclosure.

[0077] At201, the label printing module 105 receives a request to create a label
for an item 106. The request can be received via a user interface of the label
printing module 105. The remaining actions of the method 200 can be performed
in response to receiving this request.

[0078] At 202, the label printing module 105 creates a print job 107 that will
produce a printed physical label 108 associated with the item 106. The print job
107 can be configured such that the printed physical label 108 can be affixed to
the item 106 or printed directly on the item 106. In addition, the print job 107 can
be configured such that the Internet address 112 of the digital label 109 is included
in the printed physical label 108. For example, the Internet address 112 of the
digital label 109 can be included in a machine-readable object 113 that is located
on, affixed to, or otherwise associated with the printed physical label 108 (as
described above). At 203, the label printing module 105 sends the print job 107 to
the printing system 102 so that the printed physical label 108 will be created.
[0079] At 204, the label printing module 105 causes a digital label 109 to be
created in a digital label database 110. As noted above, in some embodiments the
digital label 109 can be created at the same time (or at substantially the same time)

as the printed physical label 108 is created. The digital label 109 can be uniquely
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associated with the item 106 to which the printed physical label 108 corresponds.
The digital label 109 can include informational content 114, and the digital label
database 110 can be configured such that anyone who has the Internet address
112 of the digital label 109 is able to view the informational content 114 in the
digital label 109 (e.g., via a web browser). Because the Internet address 112 of the
digital label 109 is included in the printed physical label 108, the informational
content 114 in the digital label 109 can be obtained by using a reader 117 to read
the machine-readable object 113 on the printed physical label 108, as described
above.

[0080] Figure 3 illustrates an example of the types of communication that can
occur between the label printing module 105 and the database management
system 119 in order to cause a digital label 109 to be created in the digital label
database 110. In other words, Figure 3 shows one way that the action 204 in the
method 200 of Figure 2 can be performed. The communication shown in Figure 3
can occur via one or more APIs 120 that have been created and exposed to the
label printing module 105 in order to facilitate communication with the database
management system 119.

[0081] The label printing module 105 can send a request 129 to the database
management system 119 to create the digital label 109. In some embodiments,
the request 129 can include the item ID 111 and the informational content 114 that
should be associated with the digital label 109. As discussed above, the
informational content 114 can include the item information 123 and/or the

additional item information 124. In an alternative embodiment, the request 129 can
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include the informational content 114 but not the item ID 111. In such an
embodiment, the database management system 119 can create the item ID 111
for the digital label 109.

[0082] In response to receiving the request 129 from the label printing module
105, the database management system 119 can create the digital label 109 in the
digital label database 110. In some embodiments, once the digital label 109 has
been created, the database management system 119 can send a confirmation
message 130 to the label printing module 105 indicating that the digital label 109
has been created.

[0083] Figure 4 illustrates an example showing one way that a user of the
mobile computing device 116 can view the informational content 114 within a
digital label 109. In the depicted example, the user of the mobile computing device
116 obtains the item 106 with the corresponding printed physical label 108. The
reader 117 within the mobile computing device 116 can then be used to read the
machine-readable object 113 in order to obtain the Internet address 112 of the
digital label 109.

[0084] The Internet address 112 of the digital label 109 can be automatically
provided to a web browser 122 running on the mobile computing device 116. The
web browser can send a request 132 to the web server 121. The request 132 can
include the Internet address 112 of the digital label 109. In some embodiments,
the request 132 can be an HTTP GET request.

[0085] Inresponse toreceiving the request 132, the web server 121 can identify

the digital label 109 in the digital label database 110 based on the Internet address
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112 that is included in the request 132. The web server 121 can obtain the
informational content 114 associated with the digital label 109 from the digital label
database 110. The web server 121 can then send a response 133 to the request
132 back to the mobile computing device 116. The response 133 can include the
informational content 114 associated with the digital label 109. This informational
content 114 can then be displayed to the user of the mobile computing device 116
via the web browser.

[0086] As noted above, at least some of the contents of a digital label 109 (such
as the dynamic information 126) can be changed over time. Figure 5 illustrates an
example showing one way that this can occur.

[0087] In the depicted example, it will be assumed that the contents of the
digital label 109 are being changed by the user of the computing system 101 on
which the label printing module 105 is running. Alternatively, a different computing
system could be used to change the contents of the digital label 109.

[0088] The example shown in Figure 5 involves communication between the
computing system 101 and the database management system 119. In some
embodiments, this communication can occur via one or more APIls 120 that have
been created and exposed to facilitate communication with the database
management system 119.

[0089] The user of the computing system 101 can send a request 134 to the
database management system 119 to modify the digital label 109. In some

embodiments, the request 134 can be sent via a web browser 135 running on the
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computing system 101. Alternatively, the request 134 can be sent via the label
printing module 105.

[0090] The request 134 can include a unique ID associated with the digital label
109, such as the item ID 111. The request 134 can also include modification
instructions 136. The modification instructions 136 are instructions for modifying
the digital label 109. The modification instructions 136 can identify the specific
database records and/or database fields in the digital label 109 that should be
changed. In some embodiments, the modification instructions 136 identify specific
database records and/or database fields among the dynamic information 126
associated with the digital label 109. The modification instructions 136 can also
identify the specific changes that should be made to the identified database
records and/or database fields. For example, the modification instructions 136 can
identify the information that should be deleted from and/or added to the identified
database records and/or database fields.

[0091] In response to receiving the request 134, the database management
system 119 can determine whether making the requested change(s) would violate
any modification rules 128 associated with the digital label 109. If making the
requested change(s) would not violate any modification rules 128 associated with
the digital label 109, then the database management system 119 can grant the
request 134 and make the requested change(s). On the other hand, if making the
requested change(s) would violate at least one modification rule 128 associated
with the digital label 109, then the database management system 119 can deny

the request 134.
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[0092] Under some circumstances, determining whether making the requested
change(s) would violate any modification rules 128 associated with the digital label
109 can involve authenticating the user who is making the request 134. In the
depicted example, the user who is making the request 134 is the user of the
computing system 101. Thus, the request 134 can include authentication
information 137 associated with the user of the computing system 101.

[0093] After the request 134 has been processed, the database management
system 119 can send a response 138 back to the computing system 101. The
response 138 can indicate whether the request 134 was granted or denied, and
whether the requested change(s) have been made.

[0094] Figure 6 illustrates a method 600 showing how a request 134 to modify
a digital label 109 can be handled by the database management system 119 in
accordance with some embodiments of the present disclosure.

[0095] At 601, a request 134 to change one or more aspects of a digital label
109 is received by the database management system 119. The request 134 can
be a request 134 to change some of the informational content 114 associated with
the digital label 109. In some embodiments, the request 134 can be received via
an API 120 that has been created and exposed to facilitate communication with
the database management system 119. In some embodiments, the request 134
can be received from a web browser 135. Alternatively, the request 134 can be
received from the label printing module 105.

[0096] At602, adetermination can be made about whether granting the request

134 would violate any of the modification rule(s) 128 associated with the digital
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label 109. If it is determined that granting the request 134 would violate at least
one modification rule 128, then at 603 the request 134 is denied and at 604 a
response 138 is sent to the requesting entity (e.g., the computing system 101)
indicating that the request 134 has been denied.

[0097] On the other hand, if at 602 it is determined that granting the request
134 would not violate any modification rules 128, then at 605 the request 134 is
granted. At 606, the change(s) to the aspect(s) of the digital label 109 are made in
accordance with the request 134, and at 607 a response 138 is sent to the
requesting entity indicating that the requested change(s) have been made.

[0098] As noted above, the API(s) 120 can be configured to facilitate multi-
tenancy. In general, multi-tenancy refers to a mode of operation of software in
which a plurality of independent instances of one or multiple applications operate
in a shared environment. In the context of the techniques disclosed herein, multi-
tenancy refers to a mode of operation of the system 100 in which a plurality of
independent instances of the digital label database 110 operate in a shared
environment, such as a cloud computing environment provided by the cloud
computing infrastructure 118.

[0099] Figure 7 illustrates an example showing how multi-tenancy can be
implemented in the system 100 of Figure 1. In the depicted example, it will be
assumed that there are two different companies, which will be referred to as
Company A and Company B. A digital label database 110-1 is created for
Company A, and a digital label database 110-2 is created for Company B. The

digital label databases 110-1, 110-2 are independent instances of the digital label
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database 110. The digital label databases 110-1, 110-2 operate in the shared
environment provided by the cloud computing infrastructure 118.

[00100] The API(s) 120 are configured to facilitate multi-tenancy by limiting
access to Company A’s digital label database 110-1 to users who are associated
with Company A. Similarly, the API(s) 120 limit access to Company B’s digital label
database 110-2 to users who are associated with Company B. In other words, only
users associated with Company A are able to add digital labels 109-1 to Company
A’s digital label database 110-1, and only users associated with Company B are
able to add digital labels 109-2 to Company B’s digital label database 110-2.
[00101] Figure 7 shows a computing system 101-1 at Company A’s premises
and a computing system 101-2 at Company B’s premises. Company A’s computing
system 101-1 includes a label printing module 105-1, and Company B’s computing
system 101-2 includes another label printing module 105-2. The API(s) 120 ensure
that the label printing modules 105-1, 105-2 access the appropriate digital label
database. When someone at Company A uses Company A’s computing system
101-1 to create a printed physical label, the label printing module 105-1 calls the
API(s) 120 to create a corresponding digital label 109-1. The API(s) 120 ensure
that the digital label 109-1 is created in Company A’s digital label database 110-1.
Similarly, when someone at Company B uses Company B’s computing system
101-1 to create a printed physical label, the label printing module 105-2 calls the
API(s) 120 to create a corresponding digital label 109-2. The API(s) 120 ensure

that the digital label 109-2 is created in Company B’s digital label database 110-2.
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The API(s) 120 may require users to present appropriate credentials in order to
gain access to a particular digital label database.

[00102] Similar techniques can be applied when a user wants to modify an
existing digital label. The API(s) 120 can ensure that digital labels 109-1 in
Company A’s digital label database 110-1 can only be modified by users who are
associated with Company A and who have the appropriate permission level, and
that digital labels 109-2 in Company B’s digital label database 110-2 can only be
modified by users who are associated with Company B and who have the
appropriate permission level.

[00103] In some embodiments, the API(s) 120 can also facilitate the creation
of different user interfaces associated with different digital label databases. Figure
7 shows a user interface 127-1 associated with company A’s digital label database
110-1 and a user interface 127-2 associated with company B’s digital label
database 110-2.

[00104] The API(s) 120 can be configured to select the appropriate user
interface to be displayed in a given context. For example, when the user of a mobile
computing device 116 uses a reader 117 to read a machine-readable object 113
on a printed physical label 108, the specific user interface that will be displayed
can depend on which digital label database the printed physical label 108 (and the
corresponding item 106) corresponds to. Company A’s user interface 127-1 can
be displayed for user interactions with digital labels 109-1 in company A’s digital
label database 110-1, while Company B’s user interface 127-2 can be displayed

for user interactions with digital labels 109-2 in company B’s digital label database
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110-2. In some embodiments, the user interface can include a company-specific
landing page, which can be displayed when the informational content 114 from
that company’s digital labels 109 are displayed to a user.

[00105] For the sake of simplicity, the example shown in Figure 7 only
includes two digital label databases 110-1, 110-2 corresponding to two different
companies. Of course, the specific number of digital label databases 110-1, 110-
2 shown in this example should not be interpreted as limiting the scope of the
present disclosure. Those skilled in the art will recognize that the techniques
disclosed herein can be used to create many more digital label databases
corresponding to a large number of different companies.

[00106] Figure 8 illustrates aspects of another system 800 in which the
techniques disclosed herein can be utilized. The system 800 can be similar to the
system 100 shown in Figure 1, except as indicated below.

[00107] In the depicted system 800, the printing system 802 can be
configured to encrypt the Internet address 812 of the digital label 809 prior to
generating the machine-readable object 813 on the printed physical label 808.
Thus, the machine-readable object 813 includes an encrypted Internet address
839.

[00108] The encrypted Internet address 839 of the digital label 809 can be
obtained by using a reader 818 to read the machine-readable object 813 on the
printed physical label 808. In some embodiments, the reader 818 can be included

within a mobile computing device 816.
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[00109] An encryption key 840 is needed in order to decrypt the encrypted
Internet address 839. In some embodiments, the encryption key 840 can be
included within an application 841 running on the mobile computing device 816.
When the reader 818 reads the machine-readable object 813 and obtains the
encrypted Internet address 839, the application 841 uses the encryption key 840
to decrypt the encrypted Internet address 839 and obtain the Internet address 812
of the digital label 809 in the digital label database 810. The application 841 can
then use the Internet address 812 to request the informational content 814
associated with the digital label 809, as described above.

[00110] Definitions of some terms and phrases used in the foregoing
discussion will now be provided.

[00111] As used herein, the term “barcode” refers to an optical machine-
readable representation of information. The term “barcode” encompasses linear or
one-dimensional (1D) barcodes and two-dimensional (2D) barcodes. 1D barcodes
can represent data by varying the widths, spacings, and sizes of parallel lines.
Some non-limiting examples of 1D barcode symbologies include UPC-A, UPC-E,
and Code 128. 2D barcodes can use rectangles, dots, hexagons, and other
patterns to represent data. Some non-limiting examples of 2D barcode
symbologies include QR code, Data Matrix, Aztec, and Maxicode.

[00112] The process of identifying or extracting information from a barcode
can be referred to as reading (or scanning) a barcode. The term “barcode reader”
refers to any device that is capable of reading barcodes. There are many different

types of barcode readers in existence today. Some examples of barcode readers
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include camera-based barcode readers, laser readers, charge-coupled device
(CCD) readers (which are alternatively known as light-emitting diode (LED)
readers), and pen-type readers (which are alternatively known as wand-type
readers). Barcode readers may be handheld devices or fixed-mount devices that
provide hands-free operation at a stationary point.

[00113] A barcode reader can be a dedicated hardware device that is
specifically designed for barcode reading. This type of device may be referred to
as a dedicated barcode reader (or scanner). Alternatively, a barcode reader can
be a multipurpose device that can perform a plurality of functions, including
barcode reading. For example, a barcode reader can be a general-purpose
computing device (e.g., a smartphone, a tablet computer) that includes a camera
and that is equipped with software for reading barcodes.

[00114] The term “ID tag” refers to an electronic identification device. Some
examples of ID tags include near-field communication (NFC) tags and radio-
frequency identification (RFID) tags. The process of identifying or extracting
information from an ID tag can be referred to as reading an ID tag. A device that
reads ID tags may be referred to herein as an ID tag reader. In some embodiments,
an ID tag includes a radio transponder. An ID tag can be configured so that when
the transponder is triggered by an electromagnetic interrogation pulse from a
nearby ID tag reader, the ID tag transmits data back to the ID tag reader.

[00115] As used herein, the term “substantially” should be interpreted to
mean “to a great extent or degree.” In some embodiments, two events occur at

substantially the same time if they occur within one minute of each other. In other
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embodiments, two events occur at substantially the same time if they occur within
five minutes of each other. In other embodiments, two events occur at substantially
the same time if they occur within thirty minutes of each other. In other
embodiments, two events occur at substantially the same time if they occur within
one hour of each other. In other embodiments, two events occur at substantially
the same time if they occur within one day of each other.

[00116] The techniques disclosed herein can be implemented in hardware,
software, firmware, or any combination thereof, unless specifically described as
being implemented in a specific manner.

[00117] At least some of the features disclosed herein have been described
as instructions that are executable by a processor to perform various operations,
actions, or other functionality. The term “instructions” should be interpreted broadly
to include any type of computer-readable statement(s). For example, the term
“instructions” may refer to one or more programs, routines, sub-routines, functions,
procedures, modules etc. “Instructions” may comprise a single computer-readable
statement or many computer-readable statements. In addition, instructions that
have been described separately in the above description can be combined as
desired in various embodiments.

[00118] The term “processor” should be interpreted broadly to encompass a
general-purpose processor, a central processing unit (CPU), a microprocessor, a
digital signal processor (DSP), a controller, a microcontroller, a state machine, and
so forth. Under some circumstances, a “processor’” may refer to an application

specific integrated circuit (ASIC), a programmable logic device (PLD), a field
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programmable gate array (FPGA), etc. The term “processor’” may refer to a
combination of processing devices, e.g., a combination of a digital signal processor
(DSP) and a microprocessor, a plurality of microprocessors, one or more
microprocessors in conjunction with a digital signal processor (DSP) core, or any
other such configuration.

[00119] The term “memory” should be interpreted broadly to encompass any
electronic component capable of storing electronic information. The term “memory”
may refer to various types of processor-readable media such as random-access
memory (RAM), read-only memory (ROM), non-volatile random-access memory
(NVRAM), programmable read-only memory (PROM), erasable programmable
read-only memory (EPROM), electrically erasable PROM (EEPROM), flash
memory, magnetic or optical data storage, registers, etc. Memory is said to be
communicatively coupled to a processor if the processor can read information from
and/or write information to the memory. Memory that is integral to a processor is
communicatively coupled to the processor.

[00120] The term “communicatively coupled” refers to coupling of
components such that these components are able to communicate with one
another through, for example, wired, wireless, or other communications media.
The term “communicatively coupled” can include direct, communicative coupling
as well as indirect or “mediated” communicative coupling. For example, a
component A may be communicatively coupled to a component B directly by at
least one communication pathway, or a component A may be communicatively

coupled to a component B indirectly by at least a first communication pathway that
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directly couples component A to a component C and at least a second
communication pathway that directly couples component C to component B. In this
case, component C is said to mediate the communicative coupling between
component A and component B.

[00121] Any communication interface(s) described herein can be based on
wireless communication technology and/or wired communication technology.
Some examples of communication interfaces that are based on wireless
communication technology include a Bluetooth wireless communication adapter, a
wireless adapter that operates in accordance with an Institute of Electrical and
Electronics Engineers (IEEE) 802.11 wireless communication protocol, and an
infrared (IR) communication port. Some examples of communication interfaces
that are based on wired communication technology include a Universal Serial Bus
(USB) and an Ethernet adapter.

[00122] The term “user interface” can refer to any components (including
hardware and/or software components) of a system or a device that enable a user
to control and/or interact with one or more features of the system or device.
[00123] The term “determining” (and grammatical variants thereof) can
encompass a wide variety of actions. For example, “determining” can include
calculating, computing, processing, deriving, investigating, looking up (e.g.,
looking up in a table, a database or another data structure), ascertaining and the
like. Also, “determining” can include receiving (e.g., receiving information),
accessing (e.g., accessing data in a memory) and the like. Also, “determining” can

include resolving, selecting, choosing, establishing and the like.
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7oL

[00124] The terms “comprising,” “including,” and “having” are intended to be
inclusive and mean that there can be additional elements other than the listed
elements.

[00125] The phrase “based on” does not mean “based only on,” unless
expressly specified otherwise. In other words, the phrase “based on” describes
both “based only on” and “based at least on.”

[00126] The steps, operations, and/or actions of the methods described
herein may be interchanged with one another without departing from the scope of
the claims. In other words, unless a specific order of steps, operations, and/or
actions is required for proper functioning of the method that is being described, the
order and/or use of specific steps, operations, and/or actions may be modified
without departing from the scope of the claims.

[00127] References to “one embodiment” or “an embodiment” of the present
disclosure are not intended to be interpreted as excluding the existence of
additional embodiments that also incorporate the recited features. For example,
any element or feature described in relation to an embodiment herein may be
combinable with any element or feature of any other embodiment described herein,
where compatible.

[00128] In the above description, reference numbers have sometimes been
used in connection with various terms. Where a term is used in connection with a
reference number, this may be meant to refer to a specific element that is shown

in one or more of the Figures. Where a term is used without a reference number,
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this may be meant to refer generally to the term without limitation to any particular
Figure.

[00129] The present disclosure may be embodied in other specific forms
without departing from its spirit or characteristics. The described embodiments are
to be considered as illustrative and not restrictive. The scope of the disclosure is,
therefore, indicated by the appended claims rather than by the foregoing
description. Changes that come within the meaning and range of equivalency of

the claims are to be embraced within their scope.

-4 -

Date Regue/Date Received 2023-12-07



90808783

CLAIMS:

1. A computing system for facilitating the creation of digital labels to
supplement physical labels, the computing system being communicatively coupled
to a printing system and to a digital label database that comprises a plurality of
digital labels, the computing system comprising:

a processor,

a label printing module that is executable by the processor to perform a
plurality of actions in response to receiving a user request to create a label for an
item, the plurality of actions comprising:

creating a print job that will cause the printing system to produce a printed
physical label associated with the item, wherein the print job is configured such
that the printed physical label comprises item information and a machine-readable
object comprising an Internet address corresponding to a digital label; and

causing the digital label to be created in the digital label database such
that informational content associated with the digital label is accessible via the
Internet address, wherein the informational content is related to the item, and
wherein the digital label comprises an item identifier that is uniquely associated
with the item; and

at least one application programming interface (API) that enables the label
printing module to create and update digital labels in the digital label database,
wherein the at least one API facilitates multi-tenancy within a cloud computing

environment.

2. The system of claim 1, wherein the label printing module causes the
digital label to be created in the digital label database at substantially the same
time as the label printing module creates the print job for the printed physical label.

3. The system of claim 1, wherein the informational content within the digital
label comprises additional item information that is not included on the printed
physical label.
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4. The system of claim 3, wherein the additional item information within the
digital label comprises:

static information that does not change; and

dynamic information that can be changed when one or more modification rules
have been satisfied.

5. The system of claim 3, wherein the informational content within the digital
label father comprises the item information that is included on the printed physical
label.

6. The system of claim 1, further comprising:

a web server that is configured to receive and respond to requests for
digital labels in the digital label database;

a reader that is configured to read the machine-readable object in the
printed physical label and obtain the Internet address corresponding to the digital
label; and

a web browser that obtains the informational content associated with the
digital label by sending a request that includes the Internet address to the web

server.
7. The system of claim 6, wherein:
the machine-readable object comprises a barcode; and
the reader comprises a barcode reader.
8. The system of claim 6, wherein:
the machine-readable object comprises an identification (ID) tag; and
the reader comprises an ID tag reader.
9. The system of claim 1, wherein the at least one API facilitates the creation

of different user interfaces associated with different digital label databases.
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10. The system of claim 1, wherein the digital label is associated with at least
one modification rule that defines a condition that must be satisfied in order for
modification of the digital label to be permitted.

11. The system of claim 10, further comprising a database management
system that is configured to:

receive a request to change at least one aspect of a digital label; and

grant the request only if the requested change would not violate any
modification rules associated with the digital label.

12. The system of claim 1, wherein the print job causes the printing system to
encrypt the Internet address corresponding to the digital label and include an
encrypted Internet address in the machine-readable object, and wherein the

system further comprises:

a reader that is configured to read the machine-readable object in the
printed physical label and obtain the encrypted Internet address; and

an encryption key for decrypting the encrypted Internet address.
13. The system of claim 12, wherein:
the reader is included within a mobile computing device; and

the encryption key is included within an application running on the mobile
computing device.

14. The system of claim 1, wherein:

the system further comprises a database management system that
manages the digital label database;

causing the digital label to be created in the digital label database

comprises sending a request to the database management system; and

the request comprises the item identifier and the informational content
associated with the digital label.
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15. The system of claim 1, wherein:

the system further comprises a database management system that
manages the digital label database;

causing the digital label to be created in the digital label database
comprises sending a request to the database management system;

the request comprises the informational content associated with the digital
label; and

the database management system creates the item identifier in response
to receiving the request.

16. The system of claim 1, wherein the digital label database is included
within a cloud computing infrastructure.

17. A computing system for facilitating the creation of digital labels to
supplement physical labels, the computing system being communicatively coupled
to a printing system and to a digital label database that comprises a plurality of
digital labels, the computing system comprising:

a database management system that manages the digital label database;
a processor; and

a label printing module that is executable by the processor to perform a
plurality of actions in response to receiving a user request to create a label for an
item, the plurality of actions comprising:

creating a print job that will cause the printing system to produce a printed
physical label associated with the item, wherein the print job is configured such
that the printed physical label comprises item information and a machine-readable
object comprising an Internet address corresponding to a digital label; and

sending a request to the database management system to cause the
digital label to be created in the digital label database such that informational
content associated with the digital label is accessible via the Internet address,
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wherein the request comprises the informational content associated with the
digital label, wherein the informational content is related to the item, wherein the
digital label comprises an item identifier that is uniquely associated with the item,
and wherein the database management system creates the item identifier in
response to receiving the request.

18. A computing system for facilitating the creation of digital labels to
supplement physical labels, the computing system comprising:

a processor,
memory communicatively coupled to the processor;

a digital label database stored in the memory, the digital label database
comprising a plurality of digital labels, wherein a digital label in the digital label
database comprises:

an item identifier that is uniquely associated with an item;

an Internet address, wherein the item comprises a printed physical label,
and wherein the printed physical label comprises a machine-readable object that
comprises the Internet address;

item information that is also included on the printed physical label;

additional item information that is not included on the printed physical
label, the additional item information comprising static information and dynamic
information; and

a first modification rule indicating that the static information cannot be
changed and that the dynamic information can be changed; and

instructions that are stored in the memory and executable by the
processor to:

receive a first request to modify the digital label, the first request
comprising the item identifier and modification instructions identifying requested
changes that should be made to the digital label; and
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confirm, prior to granting the first request, that the first modification rule is
not violated by determining that none of the requested changes would affect the
static information.

19. The computing system of claim 18, wherein:

the digital label additionally comprises a second modification rule that
defines what users are permitted to modify the digital label; and

the instructions are additionally executable by the processor to confirm,
prior to granting the first request, that the second modification rule is not violated
by authenticating a user that sent the first request.

20. The computing system of claim 19, wherein the instructions are
additionally executable by the processor to:

receive a second request to modify the digital label; and

deny the second request in response to determining that the second
request would affect the static information.
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