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ADVERTISING FRAUD DETECTION
APPARATUS AND METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority under 35 U.S.C.
§119 to Korean Patent Application No. 10-2022-0051328
filed on Apr. 26, 2022, in the Korean Intellectual Property
Office. The entire contents of which are incorporated herein
by reference in their entirety.

FIELD

[0002] At least one example embodiment relates to a tech-
nology for detecting advertising fraud.

BACKGROUND

[0003] An advertiser that provides content (e.g., applica-
tions) may advertise their content to general users via elec-
tronic media. A manager of the electronic media may be a
publisher and, as new users are introduced to the content
through an advertisement, may charge an advertising fee to
the advertiser in return for this. Advertising fraud may refer
to an act that deliberately and fraudulently generates traffic
and charges an advertising fee therefor.

SUMMARY

[0004] This section provides a general summary of the
disclosure and is not a comprehensive disclosure of its full
scope or all of its features.

[0005] At least one example embodiment relates to an
advertising fraud detection apparatus.

[0006] In at least one example embodiment, the advertis-
ing fraud detection apparatus may include: a processor; and
a memory configured to store instructions to be executed by
the processor. When the instructions are executed by the
processor, the processor may receive user data of a user
associated with content that is a target of an online adver-
tisement; extract advertising fraud-related features from the
user data; obtain first output advertising fraud data from a
neural network-based first advertising fraud detection model
having the extracted features as an input; obtain second out-
put advertising fraud data from an autoencoder-based sec-
ond advertising fraud detection model having the extracted
features as an input; obtain third output advertising fraud
data from a logistic regression-based third advertising
fraud detection model having the extracted features as an
input; and determine whether the user is a fraudulent adver-
tising user based on the first output advertising fraud data,
the second output advertising fraud data, and the third out-
put advertising fraud data.

[0007] In at least one example embodiment, the processor
may determine final output advertising fraud data through
an ensemble of the first output advertising fraud data, the
second output advertising fraud data, and the third output
advertising fraud data; and determine whether the user is
the fraudulent advertising user based on the final output
advertising fraud data.

[0008] In at least one example embodiment, the first out-
put advertising fraud data may include probability values
that the user data belongs to a first group introduced through
a reliable self-attributing network (SAN) medium, a second
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group introduced through a reliable medium among media
that are not the SAN medium, and a third group introduced
through a medium having an advertising fraud history. The
second output advertising fraud data may include a restora-
tion error of data restored from the user data by an autoen-
coder. The third output advertising fraud data may include
probability values that the user data belongs to the first
group, the second group, and the third group.

[0009] In at least one example embodiment, the processor
may determine, to be a first candidate group to which the
user data is likely to belong, a group having a highest prob-
ability value of the first output advertising fraud data among
the first group, the second group, and the third group; when
a restoration error of the second output advertising fraud
data is greater than or equal to a set value, determine the
third group to be a second candidate group to which the
user data is likely to belong; when the restoration error of
the second output advertising fraud data is less than the set
value, determine the first group and the second group to be
the second candidate group; and determine, to be a third
candidate group to which the user data is likely to belong,
a group having a highest probability value of the third output
advertising fraud data among the first group, the second
group, and the third group.

[0010] In at least one example embodiment, the processor
may determine the final output advertising fraud data
through an ensemble of the first candidate group, the second
candidate group, and the third candidate group under a set
condition.

[0011] In at least one example embodiment, the processor
may determine that the user data corresponds to the fraudu-
lent advertising user when a final group included in the final
output advertising fraud data is the third group; and deter-
mine that the user data does not correspond to the fraudulent
advertising user when the final group included in the final
output advertising fraud data is the first group or the second
group.

[0012] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an installation of the content that is the target of the online
advertisement, a feature relating to an execution of the con-
tent, a feature relating to a login to the content, and a feature
relating to a click on the online advertisement.

[0013] In at least one example embodiment, the processor
may determine a ratio of users determined as the fraudulent
advertising user to users introduced through media for each
medium posting the online advertisement; and determine a
fraudulent advertising medium based on the determined
ratio.

[0014] In at least one example embodiment, the processor
may output a report on the determined fraudulent advertis-
ing medium.

[0015] In at least one example embodiment, the processor
may add user data of a user for which whether they are the
fraudulent advertising user has been determined to training
data used for training of the first advertising fraud detection
model, the second advertising fraud detection model, and
the third advertising fraud detection model.

[0016] In at least one example embodiment, the first
advertising fraud detection model may be a model to
which an explainable artificial intelligence (XAI) model
configured to further output a feature on which the output
of the first output advertising fraud data is based is applied.
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[0017] At least one example embodiment relates to an
advertising fraud detection method.

[0018] In at least one example embodiment, the advertis-
ing fraud detection method may include: receiving user data
of users associated with online advertisements or content
that is a target of the online advertisement; extracting adver-
tising fraud-related features from the user data; obtaining
first output advertising fraud data from a neural network-
based first advertising fraud detection model having the
extracted features as an input; obtaining second output
advertising fraud data from an autoencoder-based second
advertising fraud detection model having the extracted fea-
tures as an input; obtaining third output advertising fraud
data from a logistic regression-based third advertising
fraud detection model having the extracted features as an
input; and determining whether the user is a fraudulent
advertising user based on the first output advertising fraud
data, the second output advertising fraud data, and the third
output advertising fraud data.

[0019] In at least one example embodiment, the determin-
ing whether the user is the fraudulent advertising user may
include: determining final output advertising fraud data
through an ensemble of the first output advertising fraud
data, the second output advertising fraud data, and the
third output advertising fraud data; and determining whether
the user is the fraudulent advertising user based on the final
output advertising fraud data.

[0020] In at least one example embodiment, the first out-
put advertising fraud data may include probability values
that the user data belongs to a first group introduced through
areliable SAN medium, a second group introduced through
a reliable medium among media that are not the SAN med-
ium, and a third group introduced through a medium having
an advertising fraud history. The second output advertising
fraud data may include a restoration error of data restored
from the user data by an autoencoder. The third output
advertising fraud data may include probability values that
the user data belongs to the first group, the second group,
and the third group.

[0021] In at least one example embodiment, the determin-
ing the final output advertising fraud data may include:
determining, to be a first candidate group to which the user
data is likely to belong, a group having the highest probabil-
ity value of the first output advertising fraud data among the
first group, the second group, and the third group; when a
restoration error of the second output advertising fraud data
is greater than or equal to a set value, determining the third
group to be a second candidate group to which the user data
is likely to belong; when the restoration error of the second
output advertising fraud data is less than the set value, deter-
mining the first group and the second group to be the second
candidate group; and determining, to be a third candidate
group to which the user data is likely to belong, a group
having the highest probability value of the third output
advertising fraud data among the first group, the second
group, and the third group.

[0022] In at least one example embodiment, the determin-
ing the final output advertising fraud data may further
include: determining the final output advertising fraud data
through an ensemble of the first candidate group, the second
candidate group, and the third candidate group under a set
condition.

[0023] In at least one example embodiment, the determin-
ing whether the user is the fraudulent advertising user may
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include: determining that the user data corresponds to the
fraudulent advertising user when a final group included in
the final output advertising fraud data is the third group; and
determining that the user data does not correspond to the
fraudulent advertising user when the final group included
in the final output advertising fraud data is the first group
or the second group.

[0024] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an installation of the content that is the target of the online
advertisement, a feature relating to an execution of the con-
tent, a feature relating to a login to the content, and a feature
relating to a click on the online advertisement.

[0025] In at least one example embodiment, the advertis-
ing fraud detection method may further include: determin-
ing a ratio of users determined as the fraudulent advertising
user to users introduced through media for each medium
posting the online advertisement; and determining a fraudu-
lent advertising medium based on the determined ratio.
[0026] In at least one example embodiment, the advertis-
ing fraud detection method may further include: outputting a
report on the determined fraudulent advertising medium.
[0027] In at least one example embodiment, the advertis-
ing fraud detection method may further include: adding user
data of a user for which whether they are the fraudulent
advertising user has been determined to training data used
for training of the first advertising fraud detection model, the
second advertising fraud detection model, and the third
advertising fraud detection model.

[0028] Atleast one example embodiment relates to a train-
ing device configured to train an advertising fraud detection
apparatus.

[0029] In at least one example embodiment, the training
device may include: a processor; and a memory configured
to store instructions to be executed by the processor. When
the instructions are executed by the processor, the processor
may receive training data relating to users of content that is a
target of an online advertisement; extract advertising fraud-
related features from the training data; obtain first predicted
advertising fraud data from a neural network-based first
advertising fraud detection model having the extracted fea-
tures as an input; obtain second predicted advertising fraud
data from an autoencoder-based second advertising fraud
detection model having the extracted features as an input;
obtain third predicted advertising fraud data from a logistic
regression-based third advertising fraud detection model
having the extracted features as an input; and update para-
meters of at least one of the first advertising fraud detection
model, the second advertising fraud detection model, or the
third advertising fraud detection model, based on the first
predicted advertising fraud data, the second predicted adver-
tising fraud data, and the third predicted advertising fraud
data.

[0030] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an installation of the content that is the target of the online
advertisement, a feature relating to an execution of the con-
tent, a feature relating to a login to the content, and a feature
relating to a click on the online advertisement.

[0031] In at least one example embodiment, the processor
may further perform oversampling on the training data.
[0032] In at least one example embodiment, the processor
may further perform clustering on the training data.
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[0033] Additional aspects of example embodiments will
be set forth in part in the description which follows and, in
part, will be apparent from the description, or may be
learned by practice of the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0034] These and/or other aspects will become apparent
and more readily appreciated from the following description
of example embodiments, taken in conjunction with the
accompanying drawings of which:

[0035] FIG. 1 is a diagram illustrating an example of an
advertising fraud detection model according to at least one
example embodiment;

[0036] FIG. 2 is a flowchart illustrating an example of
training performed by an advertising fraud detection model
according to at least one example embodiment;

[0037] FIG. 3 is a flowchart illustrating an example of
inference performed by an advertising fraud detection
model according to at least one example embodiment;
[0038] FIGS. 4 through 8 are diagrams illustrating exam-
ples of advertising fraud-related features according to at
least one example embodiment;

[0039] FIG. 9 is a diagram illustrating an example of a
report output by an advertising fraud detection apparatus
according to at least one example embodiment;

[0040] FIG. 10 is a block diagram illustrating an example
of a training device according to at least one example embo-
diment; and

[0041] FIG. 11 is a block diagram illustrating an example
of an advertising fraud detection apparatus according to at
least one example embodiment.

DETAILED DESCRIPTION

[0042] Hereinafter, some example embodiments will be
described in detail with reference to the accompanying
drawings. Regarding the reference numerals assigned to
the elements in the drawings, it should be noted that the
same elements will be designated by the same reference
numerals, wherever possible, even though they are shown
in different drawings. Also, in the description of embodi-
ments, detailed description of well-known related structures
or functions will be omitted when it is deemed that such
description will cause ambiguous interpretation of the pre-
sent disclosure.

[0043] Tt should be understood, however, that there is no
intent to limit this disclosure to the particular example
embodiments disclosed. On the contrary, example embodi-
ments are to cover all modifications, equivalents, and alter-
natives falling within the scope of the example embodi-
ments. Like numbers refer to like elements throughout the
description of the figures.

[0044] In addition, terms such as first, second, A, B, (a),
(b), and the like may be used herein to describe components.
Each of these terminologies is not used to define an essence,
order or sequence of a corresponding component but used
merely to distinguish the corresponding component from
other component(s). It should be noted that if it is described
in the specification that one component is “connected,”
“coupled,” or “joined” to another component, a third com-
ponent may be “connected,” “coupled,” and “joined”
between the first and second components, although the first
component may be directly connected, coupled or joined to
the second component.
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[0045] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting. As used herein, the singular forms “a,” “an,”
and “the,” are intended to include the plural forms as well,
unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises,” “compris-
ing,” “includes,” and/or “including,” when used herein, spe-
cify the presence of stated features, integers, steps, opera-
tions, elements, and/or components, but do not preclude
the presence or addition of one or more other features, inte-
gers, steps, operations, elements, components, and/or
groups thereof.

[0046] It should also be noted that in some alternative
implementations, the functions/acts noted in the figures
may occur out of the order. For example, two figures
shown in succession may in fact be executed substantially
concurrently or may sometimes be executed in the reverse
order, depending upon the functionality/acts involved.
[0047] Unless otherwise defined, all terms, including tech-
nical and scientific terms, used herein have the same mean-
ing as commonly understood by one of ordinary skill in the
art to which the disclosure of this application pertains.
Terms, such as those defined in commonly used dictionaries,
are to be interpreted as having a meaning that is consistent
with their meaning in the context of the relevant art, and are
not to be interpreted in an idealized or overly formal sense
unless expressly so defined herein.

[0048] Hereinafter, examples will be described in detail
with reference to the accompanying drawings, and like
reference numerals in the drawings refer to like elements
throughout.

[0049] FIG. 1 is a diagram illustrating an example of an
advertising fraud detection model according to at least one
example embodiment.

[0050] An advertiser providing content (e.g., an applica-
tion) may advertise the content to general users through an
electronic medium (hereinafter simply referred to as “med-
um”). A manager of the medium may be a publisher. New
users may be introduced to content through advertisements
and, in return for this, publishers may charge advertisers
advertising fees for the advertisements. For example, an
online advertisement for content A may be displayed on a
user terminal of a user. In this example, when the user
selects or clicks this advertisement, the user may be moved
to a page from which they are able to download the content
A. When the content A is installed in a normal way in the
user terminal, a publisher of a medium may charge an adver-
tiser of the content A an advertising fee in return for the
installation. Advertising fraud in online advertisements
refers to an act of a publisher charging advertising fees by
generating traffic unfairly and fraudulently.

[0051] For example, a publisher may steal traffic of users
who have installed content through an advertisement posted
by another publisher and manipulate it as if it has generated
through their own medium (which is referred to as “attribu-
tion manipulation™), or steal traffic of organic users who
have installed content without advertisements and manipu-
late it as if it has generated through their own medium
(which is referred to as “organic poaching”).

[0052] Alternatively, a publisher may use fake users who
are not interested in content to click online advertisements
or install content through the online advertisements for the
purpose of increasing their advertising achievements, not
for the purpose of really using the content, (which is referred
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to as “fake install”). For example, a publisher may generate
traffic to online advertisements by using a plurality of term-
inals that search for the online advertisements and install
corresponding contents without actual use of the contents,
such as, for example, install farms. Alternatively, a pub-
lisher may manipulate advertising achievement measure-
ment records (which is referred to as “software development
kit (SDK) spoofing™) to generate traffic of fake users who do
not exist in reality but only on the records.

[0053] A publisher may charge advertisers advertising
fees based on manipulated data. The advertisers may verify
whether the data provided by the publisher is manipulated or
not and may thereby detect whether there is advertising
fraud.

[0054] Referring to FIG. 1, illustrated is an advertising
fraud detection model 105 according to at least one example
embodiment.

[0055] In at least one example embodiment, an advertising
fraud detection apparatus (e.g., an advertising fraud detec-
tion apparatus 1100 of FIG. 11) may receive user data of a
user associated with content that is a target of an online
advertisement, extract advertising fraud-related features
from the user data, input the extracted features to the adver-
tising fraud detection model 105, and determine whether the
user is a fraudulent advertising user.

[0056] In at least one example embodiment, the advertis-
ing fraud detection model 105 may include a neural network
(e.g., a deep neural network (DNN))-based first advertising
fraud detection model 110 having the extracted features as
an input, an autoencoder (AE)-based second advertising
fraud detection model 115 having the extracted features as
an input, and a logistic regression (LR)-based third advertis-
ing fraud detection model 120 having the extracted features
as an input.

[0057] The advertising fraud detection apparatus may
obtain first output advertising fraud data from the first
advertising fraud detection model 110, obtain second output
advertising fraud data from the second advertising fraud
detection model 115, and obtain third output advertising
fraud data from the third advertising fraud detection model
120.

[0058] In at least one example embodiment, the advertis-
ing fraud detection apparatus may determine final output
advertising fraud data through an ensemble of the first out-
put advertising fraud data, the second output advertising
fraud data, and the third output advertising fraud data.
[0059] The advertising fraud detection apparatus may
determine whether the user is the fraudulent advertising
user based on the final output advertising fraud data.

[0060] In at least one example embodiment, the advertis-
ing fraud detection apparatus may determine a ratio of users
determined as the fraudulent advertising user to users intro-
duced through media for each medium posting where the
online advertisement is posted. The advertising fraud detec-
tion apparatus may determine a fraudulent advertising med-
ium based on the determined ratio.

[0061] The advertising fraud detection apparatus may out-
put a report on the determined fraudulent advertising
medium.

[0062] FIG. 2 is a flowchart illustrating an example of
training performed by an advertising fraud detection model
according to at least one example embodiment.

[0063] In operation 205, a training device (e.g., a training
device 1000 of FIG. 10) configured to train an advertising
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fraud detection apparatus may receive training data relating
to users of content that is a target of an online advertisement.
The training data may include user data of users introduced
to the content through or not through the online
advertisement.

[0064] In operation 210, the training device may prepro-
cess the training data to train an advertising fraud detection
model of the advertising fraud detection apparatus. For
example, the training device may classify the training data
into a first group introduced through a reliable self-attribute
network (SAN) medium, a second group introduced through
a reliable medium among media that are not the SAN med-
um, a third group introduced through a medium having an
advertising fraud history, and a fourth group other than
those.

[0065] In at least one example embodiment, this operation
of classifying the training data into the first to fourth groups
may be omitted. For example, the training data may be
received by the training device as being classified into the
first to fourth groups.

[0066] In general, the number of general users is greater
than the number of fraudulent advertising users, and thus the
amounts of data respectively belonging to the first to fourth
groups of the training data may not be equal. In at least one
example embodiment, in operation 210, the training device
may perform clustering on training data belonging to the
fourth group, and classify again the training data belonging
to the fourth group into any one of the first group, the second
group, and the third group based on a result of the clustering.
In at least one example embodiment, in operation 210, the
training device may perform oversampling, such as, for
example, a synthetic minority oversampling technique
(SMOTE), to adjust the respective amounts of data of the
first group, the second group, and the third group to be
equal.

[0067] In operation 210, the training device may extract
preset advertising fraud-related features from the training
data. The advertising fraud-related features will be
described below with reference to FIGS. 4 to 8.

[0068] The training device may input the extracted fea-
tures to a first advertising fraud detection model in operation
211, input the extracted features to a second advertising
fraud detection model in operation 213, and input the
extracted features to a third advertising fraud detection
model in operation 215. The training device may obtain
first predicted advertising fraud data from the first advertis-
ing fraud detection model in operation 216, obtain second
predicted advertising fraud data from the second advertising
fraud detection model in operation 218, and obtain third pre-
dicted advertising fraud data from the third advertising fraud
detection model in operation 220. The first predicted adver-
tising fraud data may include probability values that the
training data belongs to the first group, the second group,
and the third group. The second predicted advertising
fraud data may include a restoration error of data restored
by an autoencoder of the second advertising fraud detection
model. The third predicted advertising fraud data may
include probability values that the training data belongs to
the first group, the second group, and the third group.
[0069] In operation 225, the training device may update
parameters of at least one of the first advertising fraud detec-
tion model, the second advertising fraud detection model, or
the third advertising fraud detection model, based on the
first predicted advertising fraud data, the second predicted
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advertising fraud data, and the third predicted advertising
fraud data.

[0070] In at least one example embodiment, the first
advertising fraud detection model may be configured to
learn an advertising fraud pattern from the features. The
first advertising fraud detection model trained in such a
way may be used to accurately classify data belonging to
the second group. In at least one example embodiment, a
neural network of the first advertising fraud detection
model may be a DNN. In at least one example embodiment,
an explainable artificial intelligence (XAI) model such as
Shapley additive explanation (SHAP) or local interpretable
model-agnostic explanations (LIME) may be applied to
understand an output of the first advertising fraud detection
model. As the XAl model is applied to the first advertising
fraud detection model, the first advertising fraud detection
model may output features (e.g., features of FIGS. 4 to 8)
that are a basis from which the first predicted advertising
fraud data is inferred, along with the first predicted advertis-
ing fraud data.

[0071] In at least one example embodiment, the second
advertising fraud detection model based on the autoencoder
may be trained to minimize a difference between an input
and an output based on data of the first group and data of the
second group of the training data. Because features
extracted for the fraudulent advertising user are distin-
guished from those of a normal general user, the second
advertising fraud detection model trained in such a way
may be used to accurately classify data belonging to the
third group. In at least one example embodiment, an XAI
model that represents a feature having the greatest differ-
ence between an input and an output of the second advertis-
ing fraud detection model may be applied to the second
advertising fraud detection model to understand the output
of the second advertising fraud detection model.

[0072] In at least one example embodiment, the third
advertising fraud detection model based on logistic regres-
sion may be trained to classify input data into any one of the
first group, the second group, and the third group. The third
advertising fraud detection model, which is an interpretable
model, may output features (e.g., features having a high con-
tribution among the features of FIGS. 4 to 8) that are a basis
from which the input data is classified into any one of the
first group, the second group, and the third group, and
respective contributions of the features. As the third adver-
tising fraud detection model is used along with the first
advertising fraud detection model, an understanding of the
output of the first advertising fraud detection model may be
improved. In addition, as the third advertising fraud detec-
tion model is used along with the second advertising fraud
detection model, the accuracy of the output of the second
advertising fraud detection model may be increased.

[0073] Hereinafter, an operation of detecting a fraudulent
advertising user using a trained advertising fraud detection
model will be described with reference to FIG. 3.

[0074] FIG. 3 is a flowchart illustrating an example of
inference performed by an advertising fraud detection
model according to at least one example embodiment.
[0075] In operation 305, an advertising fraud detection
apparatus (e.g., the advertising fraud detection apparatus
1100 of FIG. 11) according to at least one example embodi-
ment may receive user data of a user associated with content
that is a target of an online advertisement. The user data may
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include user data of users introduced to the content through
or not through the online advertisement.

[0076] In operation 310, the advertising fraud detection
apparatus may extract advertising fraud-related features
from the user data. The features extracted in operation 310
may be the same as the features extracted in operation 210
described above.

[0077] The advertising fraud detection apparatus may
input the extracted features to a first advertising fraud detec-
tion model in operation 311, input the extracted features to a
second advertising fraud detection model in operation 313,
and input the extracted features to a third advertising fraud
detection model in operation 315. The advertising fraud
detection apparatus may obtain first output advertising
fraud data from the first advertising fraud detection model
in operation 316, obtain second output advertising fraud
data from the second advertising fraud detection model in
operation 318, and obtain third output advertising fraud data
from the third advertising fraud detection model in opera-
tion 320.

[0078] The first output advertising fraud data may include
probability values that the user data belongs to a first group,
a second group, and a third group. The second output adver-
tising fraud data may include a restoration error of data
restored from the user data by an autoencoder of the second
advertising fraud detection model. The third output adver-
tising fraud data may include probability values that the user
data belongs to the first group, the second group, and the
third group.

[0079] In at least one example embodiment, the first
advertising fraud detection model may be a model to
which an XAI model such as SHAP or LIME is applied.
As the XAI model is applied to the first advertising fraud
detection model, the first advertising fraud detection model
may output features (e.g., the features of FIGS. 4 to 8) that
are a basis from which the first output advertising fraud data
is output, along with the first output advertising fraud data.
[0080] In at least one example embodiment, the second
advertising fraud detection model may be an XAI model
that represents a feature having the greatest difference
between an input and an output of the second advertising
fraud detection model.

[0081] In at least one example embodiment, the third
advertising fraud detection model, which is an interpretable
model, may output features (e.g., features having a high con-
tribution among the features of FIGS. 4 to 8) that are a basis
from which input data is classified into any one of the first
group, the second group, and the third group, and respective
contributions of the features.

[0082] In operation 325, the advertising fraud detection
apparatus may determine whether the user is a fraudulent
advertising user based on the first output advertising fraud
data, the second output advertising fraud data, and the third
output advertising fraud data.

[0083] In at least one example embodiment, the advertis-
ing fraud detection apparatus may determine final output
advertising fraud data through an ensemble of the first out-
put advertising fraud data, the second output advertising
fraud data, and the third output advertising fraud data.
[0084] In at least one example embodiment, the advertis-
ing fraud detection apparatus may determine the final output
advertising fraud data based on probability values included
in the first output advertising fraud data, a restoration error
included in the second output advertising fraud data, and
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probability values included in the third output advertising
fraud data.

[0085] For example, the advertising fraud detection appa-
ratus may determine, to be a first candidate group to which
the user data is likely to belong, a group having the highest
probability value of the first output advertising fraud data
among the first group, the second group, and the third
group. When the restoration error of the second output
advertising fraud data is greater than or equal to a set
value, the advertising fraud detection apparatus may deter-
mine the third group to be a second candidate group to
which the user data is likely to belong. When the restoration
error of the second output advertising fraud data is less than
the set value, the advertising fraud detection apparatus may
determine the first group and the second group to be the
second candidate group. The advertising fraud detection
apparatus may determine, to be a third candidate group to
which the user data is likely to belong, a group having the
highest probability value of the third output advertising
fraud data among the first group, the second group, and the
third group. The advertising fraud detection apparatus may
determine the final output advertising fraud data through an
ensemble of the first candidate group, the second candidate
group, and the third candidate group according to a set con-
dition. The final output advertising fraud data may include a
final group to which the user data is determined to belong
among the first group, the second group, and the third group.
[0086] The advertising fraud detection apparatus may
determine whether the user is a fraudulent advertising user
based on the final output advertising fraud data. For exam-
ple, the advertising fraud detection apparatus may determine
that the user is not the fraudulent advertising user when the
final group included in the final output advertising fraud
data is the first group or the second group, and determine
that the user is the fraudulent advertising user when the
final group is the third group.

[0087] In operation 327, the advertising fraud detection
apparatus may add the user data for which whether the
user is the fraudulent advertising user is determined in
operation 325 to training data (e.g., the training data in
operation 205 of FIG. 2) used to train the advertising fraud
detection apparatus. For example, when the user is deter-
mined to be the fraudulent advertising user, the advertising
fraud detection apparatus may add user data of the user
determined as the fraudulent advertising user to training
data of the third group. When the user is determined not to
be the fraudulent advertising user, the advertising fraud
detection apparatus may add the user data to training data
of the first group or the second group.

[0088] The advertising fraud detection apparatus may be
trained again based on the added training data, and as it is
trained again, its advertising fraud detection performance
may be improved accordingly. In at least one example
embodiment, operation 327 may be omitted.

[0089] In operation 330, the advertising fraud detection
apparatus may determine a ratio of users determined as the
fraudulent advertising user to users introduced through
media for each medium posting the online advertisement,
and may determine a fraudulent advertising medium based
on at least one of the determined ratio or the number of
installations of the content through the corresponding med-
ium. For example, when the determined ratio exceeds a set
ratio and the number of the installations of the content
through the medium exceeds a set number, the advertising
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fraud detection apparatus may determine the corresponding
medium to be the fraudulent advertising medium.

[0090] In operation 335, the advertising fraud detection
apparatus may output a report on the fraudulent advertising
medium determined in operation 330. The report will be
described below with reference to FIG. 9.

[0091] In at least one example embodiment, the advertis-
ing fraud detection model may include a rule-based fourth
advertising fraud detection model. The advertising fraud
detection apparatus may input the features extracted in
operation 310 to the fourth advertising fraud detection
model to obtain fourth output advertising fraud data. In
operation 335, the advertising fraud detection apparatus
may output a report based on the final output advertising
fraud data determined in operation 325 and the fourth output
advertising fraud data.

[0092] FIGS. 4 through 8 are diagrams illustrating exam-
ples of advertising fraud-related features according to at
least one example embodiment.

[0093] FIG. 4 illustrates features relating to an installation
of content.

[0094] In at least one example embodiment, advertising
fraud-related features may include a feature relating to an
installed content version and a feature relating to the date
on which the version is installed to detect a case 405 in
which there is an excessive number of installations of a con-
tent version that is not used by general users.

[0095] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
touchpoint Internet protocol (IP) recognized for a contribu-
tion to advertising, a feature relating to the data on which
content is installed through the touchpoint IP, and a feature
relating to users installing the content through the touch-
point IP, to detect a case 410 in which there is an excessive
number of installations through the touchpoint IP recog-
nized for the contribution to advertising. The feature relating
to the users installing the content may include advertising
identification information (e.g., advertising identifiers
(ADID:s)) of the users.

[0096] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an [P through which content is installed, a feature relating to
the date on which the content is installed through the IP, and
a feature relating to users installing the content through the
IP, to detect a case 415 in which there 18 an excessive num-
ber of installations through a specific IP.

[0097] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
model of a terminal installing content and a feature relating
to the date on which the content is installed on the model of
the terminal installing the content, to detect a case 420 in
which there is an excessive number of installations in a
terminal of a model that is not generally used.

[0098] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an operating system (OS) of a terminal installing content, a
feature relating to the date on which the content is installed
under the OS of the terminal installing the content, and a
feature relating to users installing the content under the OS
of the terminal installing the content, to detect a case 425 in
which there is an excessive number of installations of a
terminal OS version that is not used by general users.
[0099] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
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the number of installations of content and a feature relating
to installation intervals, to detect a case 430 in which a user
performs installation several times and such an installation
is hardly considered a general act of installation.

[0100] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
time difference between click and installation of an online
advertisement and a feature relating to whether an IP at the
time of the click and an IP at the time of the installation are
different from each other, to detect a case 435 in which a
medium is suspected of being recognized for a contribution
to advertising in a fraudulent manner.

[0101] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an installation timeslot of content, to detect a case 440 in
which an installation timeslot of content is not common.
[0102] FIG. § illustrates features relating to a login to
content.

[0103] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
login timeslot, to detect a case 505 in which a login timeslot
is different from a login timeslot of general users or logins
are made only in a specific timeslot.

[0104] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
the number of logins to content, to detect a case 510 in
which there is an extremely small or large number of logins.
[0105] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
time used from an installation of content to an initial login
and a feature relating to a time interval between logins, to
detect a case 515 in which a login pattern is not normal.
[0106] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
ratio of logins with backlist [Ps and a feature relating to the
number of login IPs, to detect a case 520 in which a login IP
is a dangerous [P or there is an abnormally large number of
IPs attempting at logins.

[0107] FIG. 6 illustrates features relating to the opening
(or execution) of content.

[0108] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an execution date of content, a feature relating to an execu-
tion time of the content, and a feature relating to whether the
content is executed in a specific timeslot, to detect a case
605 in which a content execution timeslot is different from
that of general users or the content is executed only in a
specific timeslot.

[0109] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
the number of executions of content, to detect a case 610 in
which there is an extremely small or large number of execu-
tions of content.

[0110] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
time used until content is executed second time and a feature
relating to a time interval of executions of the content, to
detect a case 615 in which a content execution pattern of
users is not normal.

[0111] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
ratio of executions on blacklisted IPs and a feature relating
to the number of IPs executing content, to detect a case 620
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in which an IP executing content is a dangerous [P or there is
an abnormally large number of IPs executing the content.
[0112] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an execution log, to detect a case 625 with abnormal logs.
[0113] FIG. 7 illustrates features relating to clicks on
online advertisements.

[0114] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an [P clicking an online advertisement and a feature relating
to a touchpoint IP recognized for a contribution to advertis-
ing, to detect a case 705 in which an unexpected IP is recog-
nized for a contribution to advertising.

[0115] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
the number of clicks on an online advertisement and a fea-
ture relating to a time interval of clicks on the online adver-
tisement, to detect a case 710 in which an online advertise-
ment click pattern of users is not normal.

[0116] FIG. 8 illustrates features relating to events and
sales.

[0117] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to
an action of a user in response to content, to detect a case
805 in which a user is not interested in content but continues
to access the content.

[0118] In at least one example embodiment, the advertis-
ing fraud-related features may include a feature relating to a
time used until a first charging is made and a feature relating
to whether a user charges a fee, to detect a case 810 hardly
considered normal charging.

[0119] However, the features described above with refer-
ence to FIGS. 4 to 8 are provided merely as examples, and
the advertising fraud-related features may include various
features as needed.

[0120] FIG. 9 is a diagram illustrating an example of a
report output by an advertising fraud detection apparatus
according to at least one example embodiment.

[0121] An advertising fraud detection apparatus may out-
put a report 900 on a fraudulent advertising medium as
described above regarding operation 335 of FIG. 3, for
example.

[0122] In at least one example embodiment, the report 900
may include a content type 905, a publisher (or medium)
type 910, the most aggregated reason 915 for detection of
advertising fraud by medium, the number 920 of users deter-
mined to be fraudulent advertising users by medium, and a
ratio 925 of suspected fraudulent advertising users to total
users.

[0123] In at least one example embodiment, the advertis-
ing fraud detection apparatus may further output a detailed
report (not shown). The detailed report may include the
number of sub-media belonging to the fraudulent advertis-
ing medium, a most accessed [P and country code of the
fraudulent advertising medium, identification information
of a fraudulent advertising user, features attributing to the
determination of a user as a fraudulent advertising user,
and information about a model that determines a user as a
fraudulent advertising user. The detailed report may further
include a distribution of features attributing to the detection
of a most frequently detected fraudulent advertising med-
um, quartile values of the features, and identification infor-
mation of a fraudulent advertising user of the corresponding
fraudulent advertising medium.
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[0124] In at least one example embodiment, the advertis-
ing fraud detection apparatus may output such a report on a
periodic basis.

[0125] FIG. 10 is a block diagram illustrating an example
of a training device according to at least one example
embodiment.

[0126] Referring to FIG. 10, a training device 1000
according to at least one example embodiment may include
a processor 1005 and a memory 1010 configured to store
therein instructions to be executed by the processor 1005.
[0127] In at least one example embodiment, the processor
1005 may receive training data relating to users of content
that is a target of an online advertisement. The training data
may include user data of users who are introduced to the
content through or not through the online advertisement.
The processor 1005 may extract advertising fraud-related
features (e.g., the advertising fraud-related features of
FIGS. 4 to 8) from the training data.

[0128] In at least one example embodiment, operations
205, 210, 211, 213, 215, 216, 218, 220, and 225 of FIG. 2
may be performed by processor 1005. For example, the pro-
cessor 1005 may obtain first predicted advertising fraud data
from a neural network-based first advertising fraud detec-
tion model having the extracted features as an input, obtain
second predicted advertising fraud data from an autoenco-
der-based second advertising fraud detection model having
the extracted features as an input, and obtain third predicted
advertising fraud data from a logistic regression-based third
advertising fraud detection model having the extracted fea-
tures as an input.

[0129] The processor 1005 may update parameters of at
least one of the first advertising fraud detection model, the
second advertising fraud detection model, or the third adver-
tising fraud detection model based on the first predicted
advertising fraud data, the second predicted advertising
fraud data, and the third predicted advertising fraud data.
[0130] In at least one example embodiment, the training
data may be received from the training device 1000 by
being classified into a first group introduced through a reli-
able SAN medium, a second group introduced through a
reliable medium among media that are not the SAN med-
ium, a third group introduced through a medium with an
advertising fraud history, and a fourth group other than
those groups. Since the number of general users is generally
greater than the number of fraudulent advertising users, the
amounts of data belonging to the first to fourth groups of the
training data may not be equal.

[0131] The processor 1005 may perform clustering on
training data belonging to the fourth group, and may classify
again the training data belonging to the fourth group to any
one of the first group, the second group, and the third group
based on a result of the clustering. In operation 210, the
training device 1000 may perform oversampling, such as,
for example, a SMOTE, on the training data to adjust the
amounts of data of the first, second, and third groups to be
equal.

[0132] FIG. 11 is a block diagram illustrating an example
of an advertising fraud detection apparatus according to at
least one example embodiment.

[0133] An advertising fraud detection apparatus 1100
according to at least one example embodiment may include
a processor 1105 and a memory 1110 configured to store
therein instructions to be executed by the processor 1105.
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[0134] In at least one example embodiment, the processor
1105 may receive user data of a user associated with content
that is a target of an online advertisement. The user data may
include user data of users who are introduced to the content
through or not through the online advertisement. The pro-
cessor 1105 may extract advertising fraud-related features
(e.g., the advertising fraud-related features of FIGS. 4 to 8)
from the user data.

[0135] In at least one example embodiment, operations
305, 310, 311, 313, 315, 316, 318, 320, 325, 327, 330, and
335 of FIG. 3 may be performed by the processor 1105. For
example, the processor 1105 may obtain first output adver-
tising fraud data from a neural network-based first advertis-
ing fraud detection model having the extracted features as an
input, obtain second output advertising fraud data from an
autoencoder-based second advertising fraud detection
model having the extracted features as an input, and obtain
third output advertising fraud data from a logistic regres-
sion-based third advertising fraud detection model having
the extracted features as an input.

[0136] The processor 1105 may determine whether the
user is a fraudulent advertising user based on the first output
advertising fraud data, the second output advertising fraud
data, and the third output advertising fraud data.

[0137] The processor 1105 may determine final output
advertising fraud data through an ensemble of the first out-
put advertising fraud data, the second output advertising
fraud data, and the third output advertising fraud data. For
example, the processor 1105 may determine the final output
advertising fraud data based on a probability included in the
first output advertising fraud data, a restoration error
included in the second output advertising fraud data, and a
probability included in the third output advertising fraud
data.

[0138] The processor 1105 may determine whether the
user is the fraudulent advertising user based on the final out-
put advertising fraud data.

[0139] The processor 1105 may add, to training data (e.g.,
the training data in operation 205 of FIG. 2) used to train the
advertising fraud detection apparatus 1100, user data for
which whether the user is the fraudulent advertising user
or not is determined. For example, when a user is deter-
mined to be the fraudulent advertising user, the processor
1105 may add user data of the user determined as the frau-
dulent advertising user to training data of the third group.
When a user is determined not to be the fraudulent advertis-
ing user, the processor 1105 may add user data of the user to
training data of the first group or the second group.

[0140] The processor 1105 may determine a ratio of users
determined as the fraudulent advertising user to users intro-
duced through media for each medium posting the online
advertisement, and may determine a fraudulent advertising
medium based on at least one of the determined ratio or the
number of installations of the content through the corre-
sponding medium. For example, when the determined ratio
exceeds a set ratio and the number of installations of content
through a medium exceeds a set number of times, the adver-
tising fraud detection apparatus 1100 may determine the
medium to be the fraudulent advertising medium.

[0141] The processor 1105 may output a report (e.g., the
report 900 of FIG. 9) on the determined fraudulent advertis-
ing medium.

[0142] The example embodiments described herein may
be implemented using hardware components, software com-
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ponents and/or combinations thereof. A processing device
may be implemented using one or more general-purpose or
special purpose computers, such as, for example, a proces-
sor, a controller, an arithmetic logic unit (ALU), a digital
signal processor, a microcomputer, a field programmable
gate array (FPGA), a programmable logic unit (PLU), a
microprocessor, or any other device capable of responding
to and executing instructions in a defined manner. The pro-
cessing device may run an operating system (OS) and one or
more software applications that run on the OS. The proces-
sing device also may access, store, manipulate, process, and
create data in response to execution of the software. For
purpose of simplicity, the description of a processing device
is used as singular; however, one skilled in the art will
appreciated that a processing device may include multiple
processing elements and multiple types of processing ele-
ments. For example, a processing device may include multi-
ple processors or a processor and a controller. In addition,
different processing configurations are possible, such as,
parallel processors.

[0143] The software may include a computer program, a
piece of code, an instruction, or some combination thereof,
to independently or uniformly instruct or configure the pro-
cessing device to operate as desired. Software and data may
be embodied permanently or temporarily in any type of
machine, component, physical or virtual equipment, compu-
ter storage medium or device, or in a propagated signal
wave capable of providing instructions or data to or being
interpreted by the processing device. The software also may
be distributed over network-coupled computer systems so
that the software is stored and executed in a distributed fash-
ion. The software and data may be stored by one or more
non-transitory computer-readable recording mediums.
[0144] The methods according to the above-described
example embodiments may be recorded in non-transitory
computer-readable media including program instructions
to implement various operations of the above-described
example embodiments. The media may also include, alone
or in combination with the program instructions, data files,
data structures, and the like. The program instructions
recorded on the media may be those specially designed
and constructed for the purposes of example embodiments,
or they may be of the kind well-known and available to
those having skill in the computer software arts. Examples
of non-transitory computer-readable media include mag-
netic media such as hard disks, floppy disks, and magnetic
tape; optical media such as CD-ROM discs, DVDs, and/or
Blue-ray discs; magneto-optical media such as optical discs;
and hardware devices that are specially configured to store
and perform program instructions, such as read-only mem-
ory (ROM), random access memory (RAM), flash memory
(e.g., USB flash drives, memory cards, memory sticks, etc.),
and the like. Examples of program instructions include both
machine code, such as produced by a compiler, and files
containing higher-level code that may be executed by the
computer using an interpreter.

[0145] The above-described devices may be configured to
act as one or more software modules in order to perform the
operations of the above-described examples, or vice versa.
[0146] While this disclosure includes specific examples, it
will be apparent after an understanding of the disclosure of
this application that various changes in form and details may
be made in these examples without departing from the spirit
and scope of the claims and their equivalents. The examples
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described herein are to be considered in a descriptive sense
only, and not for purposes of limitation. Descriptions of fea-
tures or aspects in each example are to be considered as
being applicable to similar features or aspects in other exam-
ples. Suitable results may be achieved if the described tech-
niques are performed in a different order, and/or if compo-
nents in a described system, architecture, device, or circuit
are combined in a different manner, and/or replaced or sup-
plemented by other components or their equivalents.

[0147] Therefore, in addition to the above disclosure, the
scope of the disclosure may also be defined by the claims
and their equivalents, and all variations within the scope of
the claims and their equivalents are to be construed as being
included in the disclosure.

What is claimed is:

1. An advertising fraud detection apparatus, comprising:

a processor; and

amemory configured to store instructions to be executed by

the processor,

wherein, when the instructions are executed by the proces-

sor, the processor is configured to:

receive user dataof auser associated with content thatisa
target of an online advertisement;

extract advertising fraud-related features from the user
data;

obtain first output advertising fraud data from a neural
network-based first advertising fraud detection
model having the extracted features as an input;

obtain second output advertising fraud data from an auto-
encoder-based second advertising fraud detection
model having the extracted features as an input;

obtain third output advertising fraud data from a logistic
regression-based third advertising fraud detection
model having the extracted features as an input; and

determine whether the user is a fraudulent advertising
user based on the first output advertising fraud data,
the second output advertising fraud data, and the
third output advertising fraud data.

2. The advertising fraud detection apparatus of claim 1,
wherein the processor is configured to:

determine final output advertising fraud data through an

ensemble of the first output advertising fraud data, the
second output advertising fraud data, and the third output
advertising fraud data; and

determine whether the user is the fraudulent advertising

user based on the final output advertising fraud data.

3. The advertising fraud detection apparatus of claim 2,
wherein the first output advertising fraud data comprises
probability values that the user data belongs to a first group
introduced through a reliable self-attributing network (SAN)
medium, a second group introduced through a reliable med-
ium among media that are not the SAN medium, and a third
group introduced through a medium having an advertising
fraud history,

the second output advertising fraud data comprises a

restoration error of data restored from the user data by
an autoencoder, and

the third output advertising fraud data comprises probabil-

ity values that the user data belongs to the first group, the
second group, and the third group.

4. The advertising fraud detection apparatus of claim 3,
wherein the processor is configured to:
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determine, to be a first candidate group to which the user
data is likely to belong, a group having a highest prob-
ability value of the first output advertising fraud data
among the first group, the second group, and the third
group;

when a restoration error of the second output advertising
fraud data is greater than or equal to aset value, determine
the third group to be a second candidate group to which
the user data is likely to belong;

when the restoration error of the second output advertising
fraud data 1s less than the set value, determine the first
group and the second group to be the second candidate
group; and

determine, to be a third candidate group to which the user
data is likely to belong, a group having a highest prob-
ability value of the third output advertising fraud data
among the first group, the second group, and the third
group.

5. The advertising fraud detection apparatus of claim 4,

wherein the processor is configured to:

determine the final output advertising fraud data through an
ensemble of the first candidate group, the second candi-
date group, and the third candidate group under a set
condition.

6. The advertising fraud detection apparatus of claim 5,

wherein the processor is configured to:

when a final group comprised in the final output advertising
fraud data is the third group, determine that the user data
corresponds to the fraudulent advertising user; and

when the final group comprised in the final output advertis-
ing fraud data is the first group or the second group, deter-
mine that the user data does not correspond to the frau-
dulent advertising user.

7. The advertising fraud detection apparatus of claim 1,

wherein the advertising fraud-related features comprise:

a feature relating to an installation of the content that is the
target of the online advertisement, a feature relating to an
execution of the content, a featurerelating toaloginto the
content, and a feature relating to a click on the online
advertisement.

8. The advertising fraud detection apparatus of claim 7,

wherein the processor is configured to:

determine a ratio of users determined as the fraudulent
advertising user to users introduced through media for
each medium posting the online advertisement; and

determine a fraudulent advertising medium based on the
determined ratio.

9. The advertising fraud detection apparatus of claim 1,

wherein the processor is configured to:

add user data of a user for which whether they are the frau-
dulent advertising user has been determined to training
data used for training of the first advertising fraud detec-
tion model, the second advertising fraud detection
model, and the third advertising fraud detection model.

10. An advertising fraud detection method, comprising:

receiving user data of users associated with online adver-
tisements or content that is a target of the online
advertisement;

extracting advertising fraud-related features from the user
data;

obtaining first output advertising fraud data from a neural
network-based first advertising fraud detection model
having the extracted features as an input;
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obtaining second output advertising fraud data from an
autoencoder-based second advertising fraud detection
model having the extracted features as an input;

obtaining third output advertising fraud data froma logistic
regression-based third advertising fraud detection model
having the extracted features as an input; and

determining whether the user is a fraudulent advertising
user based on the first output advertising fraud data, the
second output advertising fraud data, and the third output
advertising fraud data.

11. The advertising fraud detection method of claim 10,
wherein the determining whether the user is the fraudulent
advertising user comprises:

determining final output advertising fraud data through an

ensemble of the first output advertising fraud data, the
second output advertising fraud data, and the third output
advertising fraud data; and

determining whether the user is the fraudulent advertising

user based on the final output advertising fraud data.

12. The advertising fraud detection method of claim 11,
wherein the first output advertising fraud data comprises
probability values that the user data belongs to a first group
introduced through a reliable self-attributing network (SAN)
medium, a second group introduced through a reliable med-
ium among media that are not the SAN medium, and a third
group introduced through a medium having an advertising
fraud history,

the second output advertising fraud data comprises a

restoration error of data restored from the user data by
an autoencoder, and

the third output advertising fraud data comprises probabil-

ity values that the user data belongs to the first group, the
second group, and the third group.

13. The advertising fraud detection method of claim 12,
wherein the determining the final output advertising fraud
data comprises:

determining, to be afirst candidate group to which the user

data is likely to belong, a group having a highest prob-
ability value of the first output advertising fraud data
among the first group, the second group, and the third
group;

when a restoration error of the second output advertising

fraud data is greater than or equal to a set value, determin-
ing the third group to be a second candidate group to
which the user data is likely to belong;

when the restoration error of the second output advertising

fraud data is less than the set value, determining the first
group and the second group to be the second candidate
group; and

determining, to be a third candidate group to which the user

data is likely to belong, a group having a highest prob-
ability value of the third output advertising fraud data
among the first group, the second group, and the third
group.

14. The advertising fraud detection method of claim 13,
wherein the determining the final output advertising fraud
data further comprises:

determining the final output advertising fraud data through

an ensemble of the first candidate group, the second can-
didate group, and the third candidate group under a set
condition.

15. The advertising fraud detection method of claim 14,
wherein the determining whether the user is the fraudulent
advertising user comprises:
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when a final group comprised in the final output advertising
fraud data is the third group, determining that the user
data corresponds to the fraudulent advertising user; and

when the final group comprised in the final output advertis-
ing fraud data is the first group or the second group, deter-
mining that the user data does not correspond to the frau-
dulent advertising user.

16. The advertising fraud detection method of claim 10,

wherein the advertising fraud-related features comprise:

a feature relating to an installation of the content that is the
target of the online advertisement, a feature relating to an
execution of the content, a featurerelating toaloginto the
content, and a feature relating to a click on the online
advertisement.

17. The advertising fraud detection method of claim 16,

further comprising:

determining a ratio of users determined as the fraudulent
advertising user to users introduced through media for
each medium posting the online advertisement; and

determining a fraudulent advertising medium based on the
determined ratio.

18. The advertising fraud detection method of claim 10,

further comprising:

adding user data of a user for which whether they are the
fraudulent advertising user has been determined to train-
ing data used for training of the first advertising fraud
detection model, the second advertising fraud detection
model, and the third advertising fraud detection model.

19. A non-transitory computer-readable storage medium

storing instructions that, when executed by a processor,
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cause the processor to perform the advertising fraud detection
method of claim 10.
20. A training device configured to train an advertising
fraud detection apparatus, comprising:
a processor; and
amemory configured to store instructions to be executed by
the processor,
wherein, when the instructions are executed by the proces-
sor, the processor is configured to:
receive training data relating to users of content that is a
target of an online advertisement;
extract advertising fraud-related features from the train-
ing data;
obtain first predicted advertising fraud data fromaneural
network-based first advertising fraud detection model
having the extracted features as an input;
obtain second predicted advertising fraud data from an
autoencoder-based second advertising fraud detection
model having the extracted features as an input;
obtain third predicted advertising fraud data from a logis-
tic regression-based third advertising fraud detection
model having the extracted features as an input; and
update parameters of at least one of the first advertising
fraud detection model, the second advertising fraud
detection model, or the third advertising fraud detec-
tion model, based on the first predicted advertising
fraud data, the second predicted advertising fraud
data, and the third predicted advertising fraud data.

* % % % W



