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SYSTEMS AND METHODS FOR MINTING A
PHYSICAL DEVICE BASED ON HARDWARE
UNIQUE KEY GENERATION

BACKGROUND INFORMATION

Field of the Disclosure

[0001] Examples of the present disclosure are related to
systems and methods for secure hardware authentication.
More particularly, embodiments may utilize blockchain-
hyper ledgers using a key pair as a permanent identification
element for a physical device or meter.

Background

[0002] Blockchain is a list of records, called blocks, which
are linked to cryptology. Each block includes a crypto-
graphic hash of the previous block, a timestamp, and trans-
action data. Blockchain is resistant to modification of the
data and transactions between multiple parties. Once
recorded, data in any given block cannot be altered retro-
actively without the alteration of all subsequent blocks.
[0003] Utilizing a blockchain, a decentralized, distributed,
and public digital ledger can be created to record transac-
tions across many computers. This allows the participants to
verify and audit transactions inexpensively.

[0004] Conventionally, blockchain technology is utilized
for digital wallets based on public and private keys. A digital
wallet may have multiple public and private key pairs and
are used to spend cryptocurrency. However, digital wallets
are decentralized and are not tied to specific hardware.
Situations arise where it is desirable to verify and audit
transactions associated with a specific hardware element
utilizing blockchain.

[0005] Accordingly, needs exist for more effective and
efficient systems and methods for a hardware device that is
configured to generate a key pair upon initialization to create
a blockchain, wherein the blockchain is utilized to produce
an audit trail for the hardware device.

SUMMARY

[0006] Embodiments are configured to mint, establish, and
permanently allocate an address for a physical computing
device based on unique key generation, wherein the key
generation is configured to create a private-public key pair.
Embodiments may be configured to tie financial transactions
associated with physical equipment with a physical com-
puting device, wherein the physical equipment may be a
metering device that is configured to provide a service. The
data obtained associated with the metering of the physical
equipment with the physical computing device may be
utilized to determine what services are being created and
when. This may allow remote service providers, such as
financial institutions, energy companies, or other remote
service providers, to remotely track the performance of a
physical computing device tied to physical equipment. Uti-
lizing a block chain with the key chain, an immutable record
may be created, which may create a proof of origin to
automatically track and securely meter this remote perfor-
mance of the remote physical equipment.

[0007] In implementations, the key pair may be generated
upon initialization of the physical computing device, such
that the physical computing device is minted with the key
pair. The key pair may be utilized as a token for supply-chain
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billings, payments, auditing, etc. associated with the physi-
cal computing device. In specific embodiments, the physical
computing device may be a meter that measures and records
quantities at specific intervals, such as a power meter, water
meter, etc.

[0008] Utilizing the key pair, a digital certificate may be
issued for the physical computing device, wherein the digital
certificate may enable the physical computing device may be
registered with a cloud computing service provider. In
embodiments, to receive the digital certificate, the physical
computing device may transmit a certificate request with the
generated public key to a trusted third party (TTP), such as
Digicert. The trusted third party may be configured to
facilitate interactions between two parties, such as the physi-
cal computing device and the cloud computing service
provider. The trusted third party may respond to the certifi-
cate request with a data associated with the digital certificate
that is encoded based on the public key. The data to create
the digital certificate may only be decrypted utilizing the
private key stored only on the physical computing device
without the private key being communicated from the physi-
cal computing device.

[0009] The physical computing device may transmit the
digital certificate to a remote service provider along with a
request for computing services. The computing service
provider may transmit the digital certificate to the trusted
third party to authenticate the digital certificate. Responsive
to authenticating the digital certificate, the physical comput-
ing device may be registered with the cloud computing
service provider. Transactions between the cloud computing
service provider and the physical computing device may be
automatically updated into a ledger using blockchain tech-
nology. For examples, transactions may be associating
updating a meter to record the amount of power, water, etc.
consumed over a time period, wherein the ledger is updated
at continuous intervals with time stamp data and quantity
data through the block chain utilizing the block chain.
[0010] These, and other, aspects of the invention will be
better appreciated and understood when considered in con-
junction with the following description and the accompa-
nying drawings. The following description, while indicating
various embodiments of the invention and numerous specific
details thereof, is given by way of illustration and not of
limitation. Many substitutions, modifications, additions or
rearrangements may be made within the scope of the inven-
tion, and the invention includes all such substitutions, modi-
fications, additions or rearrangements.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Non-limiting and non-exhaustive embodiments of
the present invention are described with reference to the
following figures, wherein like reference numerals refer to
like parts throughout the various views unless otherwise
specified.

[0012] FIG. 1 depicts a topology for asymmetrical cryp-
tology between a physical computer device, remote service
provider, and trusted third party over a network, according
to an embodiment.

[0013] FIG. 2 illustrates a method for a hardware verified
feedback loop for content presented on a display device.
[0014] Corresponding reference characters indicate corre-
sponding components throughout the several views of the
drawings. Skilled artisans will appreciate that elements in
the figures are illustrated for simplicity and clarity and have
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not necessarily been drawn to scale. For example, the
dimensions of some of the elements in the figures may be
exaggerated relative to other elements to help improve
understanding of various embodiments of the present dis-
closure. Also, common but well-understood elements that
are useful or necessary in a commercially feasible embodi-
ment are often not depicted in order to facilitate a less
obstructed view of these various embodiments of the present
disclosure.

DETAILED DESCRIPTION

[0015] In the following description, numerous specific
details are set forth in order to provide a thorough under-
standing of the present embodiments. It will be apparent,
however, to one having ordinary skill in the art that the
specific detail need not be employed to practice the present
embodiments. In other instances, well-known materials or
methods have not been described in detail in order to avoid
obscuring the present embodiments.

[0016] FIG. 1 depicts a topology for asymmetrical cryp-
tology between a physical computer device 130, remote
service provider 110, and a trusted third party 120 over a
network 105.

[0017] Network 105 may be a wide area network (WAN)
that extends over a large geographical distance, a wireless
local area network (WLAN) that is configured to link two or
more devices within a limited area, such as a home, school,
commercial building, office building, etc., or any other type
of wireless or wired network. For example, network 105
may be a wireless communications network, digital radio, or
cellular network operating over CDMA, GSM, etc. The
network 105 may be operated by telecommunications pro-
viders. Alternatively, network 105 may be a Wi-Fi network.
Network 105 may enable the communication of data
between remote service provider 110, trusted third party
120, and physical computing device 130.

[0018] Remote service provider 110 may be a computing
device, such as a general hardware platform server config-
ured to support mobile applications, software, content, and
the like executed on physical computing device 130. Remote
service provider 110 may include physical computing
devices residing at a particular location or may be deployed
in a cloud computing network environment. In this descrip-
tion, “cloud computing” may be defined as a model for
enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that
can be rapidly provisioned via virtualization and released
with minimal management effort or service provider inter-
action, and then scaled accordingly. A cloud model can be
composed of various characteristics (e.g., on-demand self-
service, broad network access, resource pooling, rapid elas-
ticity, measured service, etc.), service models (e.g., Software
as a Service (“SaaS”), Platform as a Service (“PaaS”),
Infrastructure as a Service (“laaS”), and deployment models
(e.g., private cloud, community cloud, public cloud, hybrid
cloud, etc.). Remote service provider 110 may include any
combination of one or more computer-usable or computer-
readable content.

[0019] In implementations, remote service provider 110
may supply cloud computing service, such as through ama-
zon web services, to physical computing device 130. In
other embodiments, remote service provider 110 may be: a
cellular network provider that allows communication of data
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to and from physical computing device 130, internet service,
video service provider, banking provider, general service
providers, such as an energy service provider, water service
provider, etc.

[0020] Trusted third party 120 may be a hardware pro-
cessing device that facilities interactions between two other
devices, such as physical computing device 130 and remote
service provider 110. In implementations, trusted third party
120 may be configured review critical transaction commu-
nications between remote service provider 110 and physical
computing device 130. Trusted third party 120 may be a
certificate authority that is configured to issue digital cer-
tificates that certify the ownership of a public key. For
example, trusted third party 120 may be configured to
generate a digital certificate to physical computing device
130 responsive to receiving a public key from physical
computing device 130, wherein the trusted third party 120 is
configured to determine that the digital certificate is asso-
ciated with a physical computing device 130 that has the
corresponding private key stored within memory of the
physical computing device 130. Upon generating the digital
certificate for the physical computing device 130, trusted
third party 120 may communicate the digital certificate to
the physical computing device 130, wherein the digital
certificate may be encrypted based on the public key. Fur-
thermore, trusted third party 120 may be configured to
receive the digital certificate associated with the physical
computing device 130 from remote service provider 110.
This may independently verify a secure communication
chain between remote service provider 110 and physical
computing device 130.

[0021] Physical computing device 130 may be a computer,
tablet, control system, robot, appliance, thin client, mobile
telephone, or any other device with a hardware processing
device that is configured to automatically implement
sequences automatically. Physical computing device 130
may be configured to request and utilize computing
resources from remote service provider 110 to implement a
wide range or tasks. In implementations, physical computing
device 130 may be directed tied to a meter that is configured
to continuously and routinely acquire quantity data and time
stamp data.

[0022] Physical computing device 130 may include an
initialization module 132, key pair generator 134, token
module 136, certification module 138, block chain module
140.

[0023] Initialization module 132 may be a hardware pro-
cessing device that is configured to provide runtime services
for the operating system and programs associated with
physical computing device 130. Initialization module 132
may be configured to scan extensions of physical computing
device’s memory to determine if physical computing device
130 is powered on, has connectivity to network 105, what
operating system is running, or any other initiation step.
Additionally, initialization module 132 may be configured to
determine what remote services physical computing device
130 requires, wherein the remote services may be associated
with remote service provider 110. For example, initialization
module 132 may have data stored that requires cloud com-
puting resources from remote service provider 110, connec-
tivity support, hosting website, etc.

[0024] Key pair generator 134 may be a self-contained and
isolated hardware processing device configured to determine
a key pair including a public key and a private key respon-
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sive to initialization module 132 initializing physical com-
puting device 130. In implementations, key pair generator
136 may utilize elliptic-curve cryptography (ECC) or any
other method to generate a key pair, which may be imple-
mented in a just-in-time registration. Key pair generator 134
may be configured to generate a single key pair responsive
to initializing physical computing device 130 the first time.
[0025] Token module 136 may be a hardware memory
device configured to store data associated with the generated
key pair, such as the public and private key. In further
implementations, token module 136 may include a digital
wallet that is configured to store cryptocurrencies that are
tied to the generated key pair, which can be utilized to pay
for remote computing resources.

[0026] Certification module 138 may be a hardware pro-
cessing and communication device that is configured to
certify physical computing device 130 to other computing
elements. In implementations, certification module 138 may
be configured to transmit the public key associated with
physical computing device 130 to trusted third party 120.
Responsive to transmitting the public key, physical comput-
ing device 130 may receive a digital certificate from trusted
third party 120, wherein the digital certificate is encrypted
based on the public key. Utilizing the private key stored
within token module 136, certification module 138 may
decrypt the certificate as well as other data transmitted from
trusted third party 120.

[0027] Blockchain module 140 may be a hardware pro-
cessing and memory device configured to generate a block-
chain ledger from remote computing resources from remote
service providers 110 for physical computing device 130.
Blockchain module 140 may be configured to record and
automatically update transactions between physical comput-
ing device 130 and remote service providers 110 that are
communicated through trusted third party 120. In imple-
mentations, blockchain module 140 may receive a transac-
tion request that may be posted on the ledger based on the
public key, which can be authenticated using the private key
stored in token module 136. Additionally, physical comput-
ing device 130 may transmit payment for the transaction
requests that can be paid and recorded on the ledger based
on the private key stored within token module 136. This may
enable remote service providers 110 to access the ledger to
determine if payments for the remote computing services are
paid for auditing purposes.

[0028] In further implementations, physical computing
device 130 may transmit payment for a transaction associ-
ated with the metering data, including the quantity and time
stamp data, to remote service providers 110. This may
enable remote service providers to access the ledger to
determine the quantities utilized by physical computing
device 130 and when. In embodiments, the private key at the
physical computing device 130 may be utilized to create a
dataset associated with the metering of data at the physical
computing device 130. This may be part of requesting the
services associated with the remote service provider 110.
Utilizing the cryptology, and without having the private key,
the remote service provider 110 may verity that the physical
computing device 130 signed the request for services.
[0029] Furthermore, a physical computing device 130 may
be configured to transmit the private key to an oracle, which
may be another remote computing device that is independent
and secure. Utilizing the oracle, the remote service provider
110 may transmit a data set associated with the request for
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services to the remote service provider 110 from the physical
computing device 130. The oracle may be able to indepen-
dently verify that the specific private key was utilized to
transmit the request for services from the physical comput-
ing device 130. As, third parties may utilize the oracle to
determine if the physical computing device 130 transmitted
a request for services from the remote service provider 110.
[0030] For example, in embodiments, physical computing
device 130 may be physically located at a water well, with
a water meter. Responsive to initialization, the physical
computing device 130 may generate a key pair, a public and
private key. The physical computing device 130 may transit
the public key to a trusted third party 120, as part of a
certificate exchange for a root of trust procedure. The trusted
third party 120 may generate a digital certificate for physical
computing device 130, being the water well meter, wherein
the digital certificate indicates that the private key is stored
remotely from trusted third party 120. Utilizing the digital
certificate, the physical computing device 130 may transmit
verified service data, including a quantity of services ren-
dered or produced (such as water used, bandwidth con-
sumed, power consumed, etc.) and timestamp data to a
remote service provider 110 and trusted third party 120,
wherein this verified service data is added to a block chain
ledger. Further, the remote service provider 110 may utilize
the public key to update the block chain ledge to post
transactions associated with the physical computing device,
such as payments of goods and services rendered.

[0031] FIG. 2 illustrates a method 200 for a hardware
verified feedback loop for content presented on a display
device. The operations of method 200 presented below are
intended to be illustrative. In some embodiments, method
200 may be accomplished with one or more additional
operations not described, and/or without one or more of the
operations discussed. Additionally, the order in which the
operations of method 200 are illustrated in FIG. 2 and
described below is not intended to be limiting.

[0032] In some embodiments, method 200 may be imple-
mented in one or more processing devices (e.g., a digital
processor, an analog processor, a digital circuit designed to
process information, an analog circuit designed to process
information, a solid-state machine, and/or other mechanisms
for electronically processing information). The one or more
processing devices may include one or more devices execut-
ing some or all of the operations of method 200 in response
to instructions stored electronically on an electronic storage
medium. The one or more processing devices may include
one or more devices configured through hardware, firmware,
and/or software to be specifically designed for execution of
one or more of the operations of method 200.

[0033] Atoperation 210, a physical computing device may
be initialized and generate a private-public key pair.
[0034] At operation 220, the physical computing device
may transmit the public key to a trusted third party. This may
be part of a certificate exchange for a root of trust procedure.
[0035] At operation 230, the trusted third party may gen-
erate a digital certificate for the physical computing device
based on the received public key. The digital certificate may
indicate that the private key is stored remotely from the
trusted third party. The trusted third party may decrypt the
digital certificate based on the public key.

[0036] At operation 240, the digital certificate may be
received by the physical computing device, and can be
decrypted based on the locally stored private key.
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[0037] At operation 250, the physical computing device
may request remote computing services from remote service
providers, such as web hosting, cloud computing resources,
communication resources, etc. When requesting the remote
computing services, the physical computing device may
transmit the digital certificate to the remote service provid-
ers.

[0038] At operation 260, the remote service providers may
transmit the digital certificate associated with request for
services and the physical computing device to the trusted
third party. Responsive to certifying the digital certificate at
the trusted third party based on the received digital certifi-
cate from the remote service provider, the trusted third party
may send an authentication message to the remote service
provider indicating that the physical computing device is
authenticated.

[0039] At operation 270, responsive to authenticating the
physical computing device, the physical computing device
may create a blockchain ledger. The blockchain ledger may
enable remote service providers to post transactions associ-
ated with the physical computing device utilizing the public
key. The blockchain ledger may also enable a customer
associated with physical computing device to pay for the
transactions based on the private key, and both parties may
audit the ledger.

[0040] Although the present technology has been
described in detail for the purpose of illustration based on
what is currently considered to be the most practical and
preferred implementations, it is to be understood that such
detail is solely for that purpose and that the technology is not
limited to the disclosed implementations, but, on the con-
trary, is intended to cover modifications and equivalent
arrangements that are within the spirit and scope of the
appended claims. For example, it is to be understood that the
present technology contemplates that, to the extent possible,
one or more features of any implementation can be com-
bined with one or more features of any other implementa-
tion.

[0041] Reference throughout this specification to “one
embodiment”, “an embodiment”, “one example” or “an
example” means that a particular feature, structure or char-
acteristic described in connection with the embodiment or
example is included in at least one embodiment of the
present invention. Thus, appearances of the phrases “in one
embodiment”, “in an embodiment”, “one example” or “an
example” in various places throughout this specification are
not necessarily all referring to the same embodiment or
example. Furthermore, the particular features, structures or
characteristics may be combined in any suitable combina-
tions and/or sub-combinations in one or more embodiments
or examples. In addition, it is appreciated that the figures
provided herewith are for explanation purposes to persons
ordinarily skilled in the art and that the drawings are not
necessarily drawn to scale.

[0042] Embodiments in accordance with the present
invention may be embodied as an apparatus, method, or
computer program product. Accordingly, the present
embodiments may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.), or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “module” or
“system.” Furthermore, the present invention may take the
form of a computer program product embodied in any
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tangible medium of expression having computer-usable pro-
gram code embodied in the medium.

[0043] Any combination of one or more computer-usable
or computer-readable content may be utilized. For example,
a computer-readable medium may include one or more of a
portable computer diskette, a hard disk, a random access
memory (RAM) device, a read-only memory (ROM) device,
an erasable programmable read-only memory (EPROM or
Flash memory) device, a portable compact disc read-only
memory (CDROM), an optical storage device, and a mag-
netic storage device. Computer program code for carrying
out operations of the present invention may be written in any
combination of one or more programming languages.
[0044] The flowcharts and block diagrams in the flow
diagrams illustrate the architecture, functionality, and opera-
tion of possible implementations of systems, methods, and
computer program products according to various embodi-
ments of the present invention. In this regard, each block in
the flowcharts or block diagrams may represent a module,
segment, or portion of code, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). It will also be noted that each block of the
block diagrams and/or flowchart illustrations, and combina-
tions of blocks in the block diagrams and/or flowchart
illustrations, may be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts, or combinations of special purpose hardware and
computer instructions. These computer program instructions
may also be stored in a computer-readable medium that can
direct a computer or other programmable data processing
apparatus to function in a particular manner, such that the
instructions stored in the computer-readable medium pro-
duce an article of manufacture including instruction means
which implement the function/act specified in the flowcharts
and/or block diagrams.

What is claimed is:

1. A system for secure hardware authentication compris-

ing:

a physical computing device configured to generate a
private-public key pair upon initiation of the physical
computing device, the physical computing device being
configured to utilize services, wherein a private key of
the private-public key pair is stored locally on the
physical computing device upon the initiation of the
physical computing device, wherein the private-public
key pair is configured to be utilized for a block chain
ledger;

a remote services hardware processing device configured
to provide services to the physical computing device,
the remote services hardware receiving the public key
from the physical computing device, wherein the physi-
cal computing device transmits a public key of the
private-public key pair to the remote services hardware
processing device;

a trusted third party hardware processing device that is
configured to facilitate interactions between the physi-
cal computing device and the remote services hard-
ware, wherein the trusted third party hardware device is
configured to generate a digital certificate for the physi-
cal computing device based on the public key, and to
transmit the digital certificate to the physical computing
device.

2. The system of claim 1, wherein the physical computing

device is configured to transmit the digital certificate to the
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remote services hardware processing device responsive to
requesting the services from the remote services hardware
processing device.
3. The system of claim 2, wherein the remote services
hardware processing device is configured to transmit the
digital certificate to the trusted third party hardware pro-
cessing device to certify the digital certificate.
4. The system of claim 3, wherein the remote services
hardware processing device is configured to receive an
authentication from the third party hardware processing
device responsive to the third party hardware processing
device certifying the digital certificate.
5. The system of claim 4, wherein the physical computing
device is configured to create a block chain ledger respon-
sive to being authenticated by the remote services hardware
processing device, the block chain ledger enabling the
remote services hardware processing device to post trans-
actions associated with the physical computing device uti-
lizing the public key.
6. The system of claim 5, wherein the block chain ledger
is configured to enable the physical computing device to pay
for the transactions posted by the remote services hardware
processing device utilizing the private key stored only on the
physical computing device.
7. The system of claim 6, wherein the physical computing
device is a metering device.
8. The system of claim 7, wherein the physical computing
device includes a block chain hardware device configured to
locally store data associated with the block chain ledger.
9. The system of claim 1, wherein the key pair is utilized
as a token for supply-chain auditing associated with services
performed by physical equipment associated with the physi-
cal computing device without the physical computing device
transmitting the private key, wherein the physical computing
device is located at the physical equipment.
10. The system of claim 9, wherein the token is a digital
wallet configured to store cryptocurrencies that are tied to
the key pair, wherein the digital wallet is configured to be
utilized to pay for the services performed by the physical
equipment.
11. A method for secure hardware authentication com-
prising:
generating a private-public key pair for a physical com-
puting device upon initiation of the physical computing
device, the physical computing device being configured
to utilize services wherein the private-public key pair is
configured to be utilized for a block chain ledger;

storing the private key of the private-public key pair
locally on the physical computing device upon the
initiation of the physical computing device;

transmitting the public key of the private-public key pair
to a remote services hardware processing device;

providing services, via the remote services hardware
processing device;
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receiving, at the remote services hardware processing
device, the public key from the physical computing
device;

facilitating, via a trusted third party hardware processing

device, interactions between the physical computing
device and the remote services hardware;

generating, by the trusted third party hardware device, a

digital certificate for the physical computing device
based on the public key;

transmitting the digital certificate to the physical comput-

ing device.

12. The method of claim 11, further comprising:

transmitting, by the physical computing device, the digital

certificate to the remote services hardware processing
device responsive to requesting the services from the
remote services hardware processing device.

13. The method of claim 12, further comprising:

communicating the digital certificate from the remote

services hardware to the trusted third party hardware
processing device to certify the digital certificate.

14. The method of claim 13, further comprising:

receiving, at the remote services hardware processing

device, an authentication from the third party hardware
processing device responsive to the third party hard-
ware processing device certifying the digital certificate.

15. The method of claim 14, further comprising:

creating, at the physical computing device, a block chain

ledger responsive to being authenticated by the remote
services hardware processing device, the block chain
ledger enabling the remote services hardware process-
ing device to post transactions associated with the
physical computing device utilizing the public key.

16. The method of claim 15, wherein the block chain
ledger is configured to enable the physical computing device
to pay for the transactions posted by the remote services
hardware processing device utilizing the private key stored
only on the physical computing device.

17. The method of claim 11, wherein the physical com-
puting device is a metering device.

18. The method of claim 17, wherein the physical com-
puting device includes a block chain hardware device con-
figured to locally store data associated with the block chain
ledger.

19. The method of claim 11, wherein the key pair is
utilized as a token for supply-chain auditing associated with
services performed by physical equipment associated with
the physical computing device without the physical com-
puting device transmitting the private key, wherein the
physical computing device is located at the physical equip-
ment.

20. The method of claim 19, wherein the token is a digital
wallet configured to store cryptocurrencies that are tied to
the key pair, wherein the digital wallet is configured to be
utilized to pay for the services performed by the physical
equipment.



