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ticated to access a vehicle, vehicle access is controlled
based one whether the user is permitted to perform ve-
hicle operations, and whether requirements are met to
perform vehicle operations. This provides a flexible and
robust vehicle access system. Authorization Policies are
distributed to vehicle device in an Access Configuration,
which can be updated.
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Description
PRIOR APPLICATION DATA

[0001] This application claims priority to US Provision-
al Patent Application No. 63/401,807 titled "Systems, De-
vices, and Methods for Shared Vehicle Access", filed on
August 29, 2022; US Non-Provisional Patent Application
No. 17/988,247 titled "Devices for Shared Vehicle Ac-
cess", filed on November 16, 2022; to US Non-Provision-
al Patent Application No. 17/988,347 titled "Systems for
Shared Vehicle Access", filed on November 16, 2022; to
US Non-Provisional Patent Application No. 18/222,248
titted "Methods for Shared Vehicle Access", filed on July
14, 2023; US Non-Provisional Patent Application No.
18/222,262 titled "Methods for Shared Vehicle Access",
filed on July 14, 2023.

TECHNICAL FIELD

[0002] The presentdisclosure generally relates to sys-
tems, devices, and methods for managing shared vehi-
cles, and in particular relates to controlling access to
shared vehicles.

BACKGROUND

[0003] In many scenarios, it is desirable for a vehicle
or plurality of vehicles to be shared between different
users. As one example, a commercial vehicle fleet may
include a plurality of vehicles which are operated by ro-
tating drivers. As another example, a vehicle rental agen-
cy may have a plurality of vehicles, which are rented out
to different users. To provide vehicle access to different
users, it is desirable to have systems, devices, or meth-
ods for assigning, identifying, or checking vehicle access
privileges of candidate users in order to provide or deny
vehicle access appropriately.

SUMMARY

[0004] According to a broad aspect, the present dis-
closure describes a method for managing access to a
vehicle including a vehicle device, the method compris-
ing: storing, by at least one non-transitory processor-
readable storage medium of the vehicle device, a first
authorization policy, the first authorization policy includ-
ing: afirst authentication scheme for authenticating a first
access key to use the vehicle in accordance with the first
authorization policy; an indication of at least one first ve-
hicle operation which is permitted under the first author-
ization policy; and an indication of at least one first vehicle
access requirement to perform each of the at least one
first vehicle operation permitted under the first authori-
zation policy; receiving, by the vehicle device, a user-
provided access key from a user; attempting to authen-
ticate access to the vehicle under the first authorization
policy, by the vehicle device, by attempting to authenti-
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cate the user-provided access key against the first ac-
cess key in accordance with the first authentication
scheme; if attempting to authenticate access to the ve-
hicle under the first authorization policy is successful:
receiving, by the vehicle device, a userrequest to perform
a user-requested vehicle operation; determining, by the
vehicle device, whether the user-requested vehicle op-
eration is included in the at least one first vehicle opera-
tion which is permitted under the first authorization policy;
determining, by the vehicle device, whether a respective
at least one first vehicle access requirement to perform
the user-requested vehicle operation is met; if the user-
requested vehicle operation is included in the at least
one first vehicle operation which is permitted under the
first authorization policy, and the respective at least one
first vehicle access requirement to perform the user-re-
quested vehicle operation is met, performing the user-
requested vehicle operation; and if the user-requested
vehicle operation is not included in the at least one first
vehicle operation which is permitted under the first au-
thorization policy, or the respective at least one first ve-
hicle access requirement to perform the user-requested
vehicle operation is not met, denying the user request to
perform the user-requested vehicle operation; and if at-
tempting to authenticate access to the vehicle under the
first authorization policy is not successful: denying ac-
cess to the vehicle to the user under the first authorization
policy.

[0005] The method may further comprise: storing, by
the at least one non-transitory processor-readable stor-
age medium of the vehicle device, a second authorization
policy different from the first authorization policy, the sec-
ond authorization policy including: a second authentica-
tion scheme for authenticating a second access key to
use the vehicle in accordance with the second authori-
zation policy; an indication of at least one second vehicle
operation which is permitted under the second authori-
zation policy; and an indication of at least one second
vehicle access requirementto perform each of the atleast
one second vehicle operation permitted under the sec-
ond authorization policy. The method may further com-
prise, if attempting to authenticate access to the vehicle
under the first authorization policy is not successful: at-
tempting to authenticate access to the vehicle under the
second authorization policy, by the vehicle device, by
attempting to authenticate the user-provided access key
to the second access key in accordance with the second
authentication scheme; if attempting to authenticate ac-
cess to the vehicle under the second authorization policy
is successful: receiving, by the vehicle device, the user
request to perform the user-requested vehicle operation;
determining, by the vehicle device, whether the user-re-
quested vehicle operation is included in the at least one
second vehicle operation which is permitted under the
second authorization policy; determining, by the vehicle
device, whether arespective at least one second vehicle
access requirement to perform the user-requested vehi-
cle operation is met; if the user-requested vehicle oper-
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ation is included in the at least one second vehicle oper-
ation which is permitted under the second authorization
policy, and the respective at least one second vehicle
access requirement to perform the user-requested vehi-
cle operation is met, performing the user-requested ve-
hicle operation; and if the user-requested vehicle oper-
ation is not included in the at least one second vehicle
operation which is permitted under the second authori-
zation policy, or the respective at least one second ve-
hicle access requirement to perform the user-requested
vehicle operation is not met, denying the user request to
perform the user-requested vehicle operation; and if at-
tempting to authenticate access to the vehicle under the
second authorization policy is not successful: denying
access to the vehicle to the user under the second au-
thorization policy.

[0006] The method may further comprise: storing, by
the at least one non-transitory processor-readable stor-
age medium of the vehicle device, at least one additional
authorization policy different from the first authorization
policy and the second authorization policy, each author-
ization policy in the at least one additional authorization
policy including: a respective authentication scheme for
authenticating a respective access key to use the vehicle
in accordance with the additional authorization policy; an
indication of at least one respective vehicle operation
which is permitted under the additional authorization pol-
icy; and an indication of at least one respective vehicle
access requirement to perform each of the at least one
respective vehicle operation permitted under the addi-
tional authorization policy. The method may further com-
prise: if attempting to authenticate access to the vehicle
under the first authorization policy, and attempting to au-
thenticate access to the vehicle under the second au-
thorization policy, are not successful: attempting to au-
thenticate access to the vehicle under the at least one
additional authorization policy, by the vehicle device, by
attempting to authenticate the user-provided access key
to the respective access key in accordance with the re-
spective authentication scheme of the at least one addi-
tional authorization policy; if attempting to authenticate
access to the vehicle under the at least one additional
authorization policy is successful: receiving, by the vehi-
cle device, the user request to perform the user-request-
ed vehicle operation; determining, by the vehicle device,
whether the user-requested vehicle operationis included
in the at least one respective vehicle operation which is
permitted under the at least one additional authorization
policy; determining, by the vehicle device, whether a re-
spective at least one vehicle access requirement to per-
form the user-requested vehicle operation is met; if the
user-requested vehicle operation is included in the at
least one respective vehicle operation which is permitted
under the atleast one additional authorization policy, and
the respective at least one vehicle access requirement
to perform the user-requested vehicle operation is met,
performing the user-requested vehicle operation; and if
the user-requested vehicle operation is not included in
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the at least one respective vehicle operation which is
permitted under the at least one additional authorization
policy, or the respective at least one vehicle access re-
quirement to perform the user-requested vehicle opera-
tion is not met, denying the user request to perform the
user-requested vehicle operation; and if attempting to
authenticate access to the vehicle under the at least one
additional authorization policy is not successful: denying
access to the vehicle to the user under the at least one
additional authorization policy.

[0007] The method may further comprise: storing, by
the at least one non-transitory processor-readable stor-
age medium of the vehicle device, at least one additional
authorization policy different from the first authorization
policy, each authorization policy in the at least one addi-
tional authorization policy including: a respective authen-
tication scheme for authenticating a respective access
key to use the vehicle in accordance with the additional
authorization policy; an indication of at least one respec-
tive vehicle operation which is permitted under the addi-
tional authorization policy; and an indication of at least
one respective vehicle access requirement to perform
each of the at least one respective vehicle operation per-
mitted under the additional authorization policy; and prior
to attempting to authenticate access to the vehicle under
the first authorization policy, selecting the first authoriza-
tion policy for authentication from the first authorization
policy and the atleast one additional authorization policy.
[0008] The atleast one first vehicle operation which is
permitted under the first authorization policy may include
at least one vehicle operation selected from a group of
vehicle operations consisting of: unlocking at least one
door of the vehicle; locking at least one door of the vehi-
cle; unlocking a service access of the vehicle; locking a
service access of the vehicle; enabling an ignition of the
vehicle; disabling an ignition of the vehicle; starting an
engine of the vehicle; turning off an engine of the vehicle;
enabling movement of the vehicle; disabling movement
of the vehicle; disengaging a parking brake of the vehicle;
engaging the parking brake of the vehicle; providing an
indication of a location of the vehicle; providing an indi-
cation of a location of a device in the vehicle; activating
at least one light of the vehicle; activating a horn of the
vehicle; and reversing authentication of the user for the
vehicle.

[0009] The at least one first vehicle access require-
ment to perform each of the at least one first vehicle op-
eration permitted under the first authorization policy may
include at least one vehicle access requirement selected
from a group of vehicle access requirements consisting
of: the vehicle being vacant; the vehicle not being re-
served for use by another user; the vehicle being re-
served for use by the user; and the vehicle being oper-
able.

[0010] Receiving a user request to perform a user-re-
quested vehicle operation may comprise: receiving an
indication of an attempt by the user to perform the user-
requested vehicle operation.
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[0011] The method may further comprise storing, by
the at least one non-transitory processor-readable stor-
age medium, an indication of at least one reservation of
the vehicle.

[0012] The method may further comprise storing, by
the at least one non-transitory processor-readable stor-
age medium, a reservation schedule of the vehicle.
[0013] The method may further comprise: receiving,
by the vehicle device, an identification of a user who pro-
vides the user-provided access key to the vehicle device.
The method may further comprise: storing, by the atleast
one non-transitory processor-readable storage medium,
a list of at least one user who can be authenticated to
access the vehicle; and attempting to authenticate ac-
cess to the vehicle under the first authorization policy
may further comprise: attempting to authenticate, by the
vehicle device, the identification of the user to the list of
at least one user who can be authenticated to access the
vehicle. The method may further comprise: sending, by
at least one communication interface of the vehicle de-
vice, a status message to be received by at least one
remote device remote from the vehicle, the status mes-
sage indicative of at least a version of the first authoriza-
tion policy or of the list of at least one user who can be
authenticated to access the vehicle. The method may
further comprise receiving, by the at least one commu-
nication interface of the vehicle device, an updated ver-
sion of the first authorization policy or an updated list of
at least one user who can be authenticated to access the
vehicle after sending the status message. Sending the
status message may be performed in response to receiv-
ing a query for status. Sending the status message may
comprise sending the status message on a periodic ba-
sis.

[0014] According to another broad aspect, the present
disclosure descries a vehicle device for managing access
to a vehicle, the vehicle device positioned at the vehicle
and comprising: at least one processor; and at least one
non-transitory processor-readable storage medium com-
municatively coupled to the at least one processor,
wherein the at least one non-transitory processor-read-
able storage medium stores a first authorization policy
including: afirstauthentication scheme for authenticating
a first access key to use the vehicle in accordance with
the first authorization policy; an indication of at least one
first vehicle operation which is permitted under the first
authorization policy; and an indication of at least one first
vehicle access requirementto perform each ofthe atleast
one first vehicle operation permitted under the first au-
thorization policy, further wherein the at least one non-
transitory processor-readable storage medium stores
processor-executable instructions which, when execut-
ed by the at least one processor, cause the vehicle device
to: receive a user-provided access key from a user; at-
tempt to authenticate access to the vehicle under the first
authorization policy, by the at least one processor, by
attempting to authenticate the user-provided access key
against the first access key in accordance with the first
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authentication scheme; if attempting to authenticate ac-
cess to the vehicle under the first authorization policy is
successful: receive a user request to perform a user-
requested vehicle operation; determine, by the at least
one processor, whether the user-requested vehicle op-
eration is included in the at least one first vehicle opera-
tion which is permitted under the first authorization policy;
determine, by the at least one processor, whether a re-
spective at least one first vehicle access requirement to
perform the user-requested vehicle operation is met; if
the user-requested vehicle operation is included in the
at least one first vehicle operation which is permitted un-
der the first authorization policy, and the respective at
least one first vehicle access requirement to perform the
user-requested vehicle operationis met, allow the vehicle
to perform the user-requested vehicle operation; and if
the user-requested vehicle operation is not included in
the at least one first vehicle operation which is permitted
under the first authorization policy, or the respective at
least one first vehicle access requirement to perform the
user-requested vehicle operation is not met, deny the
user request to perform the user-requested vehicle op-
eration; and if attempting to authenticate access to the
vehicle under the first authorization policy is not success-
ful: deny access to the vehicle to the user under the first
authorization policy.

[0015] The atleastone non-transitory processor-read-
able storage medium may further store a second author-
ization policy different from the first authorization policy,
the second authorization policy including: a second au-
thentication scheme for authenticating a second access
key to use the vehicle in accordance with the second
authorization policy; an indication of at least one second
vehicle operation which is permitted under the second
authorization policy; and an indication of at least one sec-
ond vehicle access requirement to perform each of the
at least one second vehicle operation permitted under
the second authorization policy. If attempting to authen-
ticate access to the vehicle under the first authorization
policy is not successful, the processor-executable in-
structions when executed may further cause the vehicle
device to: attempt to authenticate access to the vehicle
under the second authorization policy, by the atleastone
processor, by attempting to authenticate the user-provid-
ed access key to the second access key in accordance
with the second authentication scheme; if attempting to
authenticate access to the vehicle under the second au-
thorization policy is successful, the processor-executa-
ble instructions may further cause the vehicle device to:
receive the user request to perform the user-requested
vehicle operation; determine, by the at least one proces-
sor, whether the user-requested vehicle operation is in-
cluded in the atleast one second vehicle operation which
is permitted under the second authorization policy; de-
termine, by the atleast one processor, whether a respec-
tive at least one second vehicle access requirement to
perform the user-requested vehicle operation is met; if
the user-requested vehicle operation is included in the
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at least one second vehicle operation which is permitted
under the second authorization policy, and the respective
at least one second vehicle access requirement to per-
form the user-requested vehicle operation is met, allow
the vehicle to perform the user-requested vehicle oper-
ation; and if the user-requested vehicle operation is not
included in the at least one second vehicle operation
which is permitted under the second authorization policy,
or the respective at least one second vehicle access re-
quirement to perform the user-requested vehicle opera-
tion is not met, deny the user request to perform the user-
requested vehicle operation. If attempting to authenticate
access to the vehicle under the second authorization pol-
icy is not successful: the processor-executable instruc-
tions may further cause the system to deny access to the
vehicle to the user under the second authorization policy.
[0016] The atleast one non-transitory processor-read-
able storage medium may further store at least one ad-
ditional authorization policy different from the first author-
ization policy and the second authorization policy, each
authorization policy in the at least one additional author-
ization policy including: a respective authentication
scheme for authenticating a respective access key to use
the vehicle in accordance with the additional authoriza-
tion policy; an indication of atleast one respective vehicle
operation which is permitted under the additional author-
ization policy; and an indication of at least one respective
vehicle access requirementto perform each ofthe atleast
one respective vehicle operation permitted under the ad-
ditional authorization policy. If attempting to authenticate
access to the vehicle under the first authorization policy,
and attempting to authenticate access to the vehicle un-
der the second authorization policy, are not successful,
the processor-executable instructions may cause the ve-
hicle device to: attempt to authenticate access to the ve-
hicle under the at least one additional authorization pol-
icy, by the at least one processor, by attempting to au-
thenticate the user-provided access key to the respective
access key in accordance with the respective authenti-
cation scheme of the at least one additional authorization
policy; if attempting to authenticate access to the vehicle
under the at least one additional authorization policy is
successful: receive, by the vehicle device, the user re-
quest to perform the user-requested vehicle operation;
determine, by the at least one processor, whether the
user-requested vehicle operation is included in the at
least one respective vehicle operation which is permitted
under the at least one additional authorization policy; de-
termine, by the at least one processor, whether a respec-
tive at least one vehicle access requirement to perform
the user-requested vehicle operation is met; if the user-
requested vehicle operation is included in the at least
one respective vehicle operation which is permitted un-
der the at least one additional authorization policy, and
the respective at least one vehicle access requirement
to perform the user-requested vehicle operation is met,
allow the vehicle to perform the user-requested vehicle
operation; and if the user-requested vehicle operation is
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not included in the at least one respective vehicle oper-
ation which is permitted under the at least one additional
authorization policy, or the respective atleast one vehicle
access requirement to perform the user-requested vehi-
cle operation is not met, deny the user request to perform
the user-requested vehicle operation. If attempting to au-
thenticate access to the vehicle under the at least one
additional authorization policy is not successful: the proc-
essor-executable instructions may further cause the sys-
tem to deny access the vehicle to the user under the at
least one additional authorization policy.

[0017] The atleastone non-transitory processor-read-
able storage medium may further store at least one ad-
ditional authorization policy different from the first author-
ization policy, each authorization policy in the at least
one additional authorization policy including: arespective
authentication scheme for authenticating a respective
access key to use the vehicle in accordance with the
additional authorization policy; an indication of at least
one respective vehicle operation which is permitted un-
der the additional authorization policy; and an indication
of at least one respective vehicle access requirement to
perform each of the at least one respective vehicle op-
eration permitted under the additional authorization pol-
icy, further wherein the processor-executable instruc-
tions may cause the vehicle device to: prior to attempting
to authenticate access to the vehicle under the first au-
thorization policy, select the first authorization policy for
authentication from the first authorization policy and the
at least one additional authorization policy.

[0018] The atleast one first vehicle operation which is
permitted under the first authorization policy may include
at least one vehicle operation selected from a group of
vehicle operations consisting of: unlocking at least one
door of the vehicle; locking at least one door of the vehi-
cle; unlocking a service access of the vehicle; locking a
service access of the vehicle; enabling an ignition of the
vehicle; disabling an ignition of the vehicle; starting an
engine of the vehicle; turning off an engine of the vehicle;
enabling movement of the vehicle; disabling movement
of the vehicle; disengaging a parking brake of the vehicle;
engaging the parking brake of the vehicle; providing an
indication of a location of the vehicle; providing an indi-
cation of a location of a device in the vehicle; activating
at least one light of the vehicle; activating a horn of the
vehicle; and reversing authentication of the user for the
vehicle.

[0019] The at least one first vehicle access require-
ment to perform each of the at least one first vehicle op-
eration permitted under the first authorization policy may
include at least one vehicle access requirement selected
from a group of vehicle access requirements consisting
of: the vehicle being vacant; the vehicle not being re-
served for use by another user; the vehicle being re-
served for use by the user; and the vehicle being oper-
able.

[0020] The user request to perform a user-requested
vehicle operation may comprise an indication of an at-
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tempt by the user to perform the user-requested vehicle
operation.

[0021] The atleast one non-transitory processor-read-
able storage medium may further store an indication of
at least one reservation of the vehicle.

[0022] The atleast one non-transitory processor-read-
able storage medium may further store a reservation
schedule of the vehicle.

[0023] The processor-executable instructions may fur-
ther cause the vehicle device to receive an identification
of a user who provides the user-provided access key to
the vehicle device. The at least one non-transitory proc-
essor-readable storage medium may further store a list
of at least one user who can be authenticated to access
the vehicle; and the processor-executable instructions
which cause the vehicle device to attempt to authenticate
access to the vehicle under the first authorization policy
may cause the vehicle device to: attempt to authenticate,
by the at least one processor, the identification of the
user to the list of at least one user who can be authenti-
cated to access the vehicle. The processor-executable
instructions may further cause the vehicle device to:
send, by at least one communication interface of the ve-
hicle device, a status message to be received by at least
one network device remote from the vehicle, the status
message indicative of at least a version of the first au-
thorization policy or of the list of at least one user who
can be authenticated to access the vehicle. The proces-
sor-executable instructions may further cause the vehicle
device to receive, by the at least one communication in-
terface of the vehicle device, an updated version of the
first authorization policy or an updated list of at least one
user who can be authenticated to access the vehicle after
sending the status message. The processor-executable
instructions may cause the at least one communication
interface ofthe vehicle device to send the status message
in response to receiving a query for status. The proces-
sor-executable instructions may cause the at least one
communication interface of the vehicle device to send
the status message on a periodic basis.

[0024] According to yet another broad aspect, the
present disclosure describes a method for managing ac-
cess to a plurality of vehicles, where each vehicle of the
plurality of vehicles includes a respective vehicle device
capable of communication with at least one network de-
vice, the method comprising: storing, by atleast one non-
transitory processor-readable storage medium of the at
least one network device, an access configuration which
specifies at least one authorization policy, each author-
ization policy including: a respective authentication
scheme for authenticating an access key to access a
vehicle in accordance with the authorization policy; a re-
spective indication of at least one vehicle operation which
is permitted under the authorization policy; and a respec-
tive indication of at least one vehicle access requirement
to perform each of the at least one vehicle operation per-
mitted under the authorization policy; sending, by atleast
one communication interface of the at least one network
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device, the access configuration, to be stored on a non-
transitory processor-readable storage medium of a first
vehicle device included in a first vehicle of the plurality
of vehicles; and controlling access to the first vehicle, by
the first vehicle device, based on the at least one author-
ization policy of the access configuration stored on the
non-transitory processor-readable storage medium of
the first vehicle device.

[0025] The method may further comprise: receiving,
by the atleast one communication interface of the atleast
one network device, a first status message from the first
vehicle device, the first status message indicating an ac-
cess configuration stored on the non-transitory proces-
sor-readable storage medium of the first vehicle device;
determining, by at least one processor of the atleast one
network device, whether there is a mismatch between
the access configuration indicated in the first status mes-
sage and the access configuration stored at the at least
one non-transitory processor-readable storage medium
of the at least one network device; and if there is a mis-
match between the access configuration indicated in the
first status message and the access configuration stored
at the at least one non-transitory processor-readable
storage medium of the at least one network device, send-
ing, by the at least one communication interface of the
at least one network device, the access configuration
stored at the at least one non-transitory processor-read-
able storage medium of the at least one network device,
to be stored on the non-transitory processor-readable
storage medium of the first vehicle device. The method
may further comprise sending, by the at least one com-
munication interface of the at least one network device,
afirst query to be received by the first vehicle device, the
first query requesting the first status message. Receiving
the first status message from the first vehicle device may
occur after sending the first query. The method may fur-
ther comprise after storing, by the at least one non-tran-
sitory processor-readable storage medium of the at least
one network device, at least one access configuration
which specifies at least one authorization policy, and be-
fore determining whether there is a mismatch: storing,
by the at least one non-transitory processor-readable
storage medium of the at least one network device, an
updated access configuration, which replaces the previ-
ously stored access configuration.

[0026] The method may further comprise: storing, by
the at least one non-transitory processor-readable stor-
age medium of the at least one network device, an up-
dated access configuration; and in response to storing
the updated access configuration, sending, by the atleast
one communication interface of the at least one network
device, the updated access configuration, to be stored
on the non-transitory processor-readable storage medi-
um of the first vehicle device.

[0027] The updated access configuration may include
at least one updated authorization policy, and the atleast
one updated authorization policy may include at least
one update selected from a group of updates consisting
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of: an updated respective authentication scheme; an up-
dated respective indication of at least one vehicle oper-
ation which is permitted; and a respective updated indi-
cation of at least one vehicle access requirement. The
previously stored access configuration may further in-
clude a list of at least one user authorized to access ve-
hicles in the plurality of vehicles, and the updated access
configuration may include an updated list of at least one
user authorized to access vehicles in the plurality of ve-
hicles.

[0028] The method may further comprise: determining
whether a confirmation message is received from the first
vehicle device confirming that the access configuration
as sent was received by the first vehicle device; and if
the confirmation message is not received, schedule re-
sending of the access configuration to be received by the
first vehicle device.

[0029] The method may further comprise sending, by
the at least one communication interface of the at least
one network device, the access configuration, to be
stored on a respective non-transitory processor-readable
storage medium of each respective vehicle device includ-
ed in each other vehicle of the plurality of vehicles in
addition to the first vehicle. The method may further com-
prising controlling access to each other vehicle of the
plurality of vehicles in addition to the first vehicle, by the
respective vehicle device included in each vehicle of the
plurality of vehicles, based on the at least one authoriza-
tion policy stored on the respective non-transitory proc-
essor-readable storage medium of each respective ve-
hicle device. The method may further comprise: storing,
by the at least one non-transitory processor-readable
storage medium of the at least one network device, an
updated access configuration; and in response to storing
the updated access configuration, sending, by the atleast
one communication interface of the at least one network
device, the updated access configuration, to be stored
on the respective non-transitory processor-readable
storage medium of each respective vehicle device of
each vehicle of the plurality of vehicles. The method may
further comprise: receiving, by the at least one commu-
nication interface of the at least one network device, a
respective status message from each vehicle device,
each respective status message indicating an access
configuration stored on the non-transitory processor-
readable storage medium of the respective vehicle de-
vice from which the respective status message origi-
nates; determining, by at least one processor of the at
least one network device, whether there is a mismatch
between the access configuration indicated in each sta-
tus message and the access configuration stored at the
at least one non-transitory processor-readable storage
medium of the at least one network device; and for any
status message where there is a mismatch between the
access configuration indicated in the respective status
message and the access configuration stored at the at
least one non-transitory processor-readable storage me-
dium of the at least one network device, sending, by the
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at least one communication interface of the at least one
network device, the access configuration stored at the at
least one non-transitory processor-readable storage me-
dium of the at least one network device, to be stored on
the non-transitory processor-readable storage medium
of each respective vehicle device from which the respec-
tive status messages for which there is a mismatch orig-
inate.

[0030] According to yet another broad aspect, the
present disclosure describes a system for managing ac-
cess to a plurality of vehicles where each vehicle of the
plurality of vehicles includes a respective vehicle device,
the system comprising: at least one communication in-
terface; at least one processor; and at least one non-
transitory processor-readable storage medium commu-
nicatively coupled to the at least one processor, the at
least one non-transitory processor-readable storage me-
dium storing an access configuration which specifies at
least one authorization policy, each authorization policy
including: a respective authentication scheme for au-
thenticating an access key to access a vehicle in accord-
ance with the authorization policy; a respective indication
of atleast one vehicle operation which is permitted under
the authorization policy; and a respective indication of at
least one vehicle access requirement to perform each of
the at least one vehicle operation permitted under the
authorization policy; wherein the at least one non-transi-
tory processor-readable storage medium further stores
processor-executable instructions which when executed
by the at least one processor cause the system to: send,
by the at least one communication interface, the access
configuration to be stored ata first vehicle device included
in a first vehicle of the plurality of vehicles; receive, by
the at least one communication interface, a first status
message from the first vehicle device, the first status
message indicating an access configuration stored atthe
first vehicle device; determine, by at least one processor,
whether there is a mismatch between the access config-
uration indicated in the first status message and the ac-
cess configuration stored at the at least one non-transi-
tory processor-readable storage medium; and if there is
a mismatch between the access configuration indicated
in the first status message and the access configuration
stored at the at least one non-transitory processor-read-
able storage medium, send, by the at least one commu-
nication interface, the access configuration stored at the
at least one non-transitory processor-readable storage
medium, to be stored at the first vehicle device.

[0031] The processor-executable instructions may
cause the system to send, by the at least one communi-
cation interface, a first query to be received by the first
vehicle device, the first query requesting the first status
message, and the first status message is received from
the first vehicle device after the first query is sent.
[0032] After storing the access configuration which
specifies the atleast one authorization policy, and before
determining whether there is a mismatch, the processor-
executable instructions may further cause the system to:
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store, by the at least one non-transitory processor-read-
able storage medium, an updated access configuration,
which replaces the previously stored access configura-
tion.

[0033] The processor-executable instructions may fur-
ther cause the system to: determine whether a confirma-
tion message is received from the first vehicle device
confirming that the sent access configuration was re-
ceived by the first vehicle device; and if the confirmation
message is not received, schedule resending of the ac-
cess configuration to be received by the first vehicle de-
vice.

[0034] The processor-executable instructions may fur-
ther cause the system to send, by the at least one com-
munication interface, the access configuration, to be
stored on a respective non-transitory processor-readable
storage medium of each respective vehicle device includ-
ed in each other vehicle of the plurality of vehicles in
addition to the first vehicle. The processor-executable
instructions may further cause the system to: receive, by
the at least one communication interface, a respective
status message from each vehicle device, each respec-
tive status message indicating an access configuration
stored at the respective vehicle device from which the
respective status message originates; determine, by at
least one processor, whether there is a mismatch be-
tween the access configuration indicated in each status
message and the access configuration stored at the at
least one non-transitory processor-readable storage me-
dium; and for any status message where there is a mis-
match between the access configuration indicated in the
respective status message and the access configuration
stored at the at least one non-transitory processor-read-
able storage medium, send, by the at least one commu-
nication interface, the access configuration stored at the
at least one non-transitory processor-readable storage
medium, to be stored at each respective vehicle device
from which the respective status messages for which
there is a mismatch originate. The system may further
comprise each vehicle device included in a vehicle of the
plurality of vehicles, each vehicle device including: at
least one vehicle device processor; and at least one ve-
hicle device non-transitory processor-readable storage
medium having processor-executable instructions
stored thereon which when executed by the at least one
vehicle device processor cause the respective vehicle
device to: control access to the respective vehicle, based
on the at least one authorization policy stored at the re-
spective vehicle device.

[0035] The system may further comprise the first ve-
hicle device, the first vehicle device including: at least
one first processor; and at least one first non-transitory
processor-readable storage medium having processor-
executable instructions stored thereon which when exe-
cuted by the at least one first processor cause the first
vehicle device to: control access to the first vehicle, based
on the at least one authorization policy stored at the first
vehicle device.
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[0036] According to yet another broad aspect, the
present disclosure describes a system for managing ac-
cess to a plurality of vehicles where each vehicle of the
plurality of vehicles includes a respective vehicle device,
the system comprising: at least one communication in-
terface; at least one processor; and at least one non-
transitory processor-readable storage medium commu-
nicatively coupled to the at least one processor, the at
least one non-transitory processor-readable storage me-
dium storing an access configuration which specifies at
least one authorization policy, each authorization policy
including: a respective authentication scheme for au-
thenticating an access key to access a vehicle in accord-
ance with the authorization policy; a respective indication
of atleast one vehicle operation which is permitted under
the authorization policy; and a respective indication of at
least one vehicle access requirement to perform each of
the at least one vehicle operation permitted under the
authorization policy; wherein the at least one non-transi-
tory processor-readable storage medium further stores
processor-executable instructions which when executed
by the at least one processor cause the system to: send,
by the at least one communication interface, the access
configuration to be stored ata first vehicle device included
in a first vehicle of the plurality of vehicles; store, by the
at least one non-transitory processor-readable storage
medium, an updated access configuration; and in re-
sponse to storing the updated access configuration,
send, by the at least one communication interface, the
updated access configuration, to be stored at the first
vehicle device.

[0037] The updated access configuration may include
at least one updated authorization policy, and the atleast
one updated authorization policy may include at least
one update selected from a group of updates consisting
of: an updated respective authentication scheme; an up-
dated respective indication of at least one vehicle oper-
ation which is permitted; and a respective updated indi-
cation of at least one vehicle access requirement.
[0038] The previously stored access configuration may
further include a list of at least one user authorized to
access vehicles in the plurality of vehicles, and the up-
dated access configuration may include an updated list
of at least one user authorized to access vehicles in the
plurality of vehicles.

[0039] The processor-executable instructions may fur-
ther cause the system to: determine, by the at least one
processor, whether a confirmation message is received
from the first vehicle device confirming that the sent ac-
cess configuration was received by the first vehicle de-
vice; and if the confirmation message is not received,
schedule resending of the access configuration to be re-
ceived by the first vehicle device.

[0040] The processor-executable instructions may fur-
ther cause the system to send, by the at least one com-
munication interface, the access configuration to be
stored on arespective non-transitory processor-readable
storage medium of each respective vehicle device includ-
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ed in each other vehicle of the plurality of vehicles in
addition to the first vehicle. The processor-executable
instructions may further cause the system to: store, by
the at least one non-transitory processor-readable stor-
age medium, an updated access configuration; and in
response to storing the updated access configuration,
send, by the at least one communication interface, the
updated access configuration to be stored on a respec-
tive non-transitory processor-readable storage medium
of each respective vehicle device of each vehicle of the
plurality of vehicles. The system may further comprise
each vehicle device included in a vehicle of the plurality
of vehicles, and each vehicle device may include: at least
one vehicle device processor; and at least one vehicle
device non-transitory processor-readable storage medi-
um having processor-executable instructions stored
thereon which when executed by the at least one vehicle
device processor cause the respective vehicle device to:
control access to the respective vehicle, based on the at
least one authorization policy stored at the respective
vehicle device.

[0041] The system may further comprise the first ve-
hicle device, and the first vehicle device may include: at
least one first processor; and at least one first non-tran-
sitory processor-readable storage medium having proc-
essor-executable instructions stored thereon which
when executed by the at least one first processor cause
the first vehicle device to: control access to the first ve-
hicle, based on the at least one authorization policy
stored at the first vehicle device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0042] Exemplary non-limiting embodiments are de-
scribed with reference to the accompanying drawings in
which:

Figure 1 is a schematic view of a system for manag-
ing shared vehicle access.

Figure 2 is a flowchart diagram of a method for man-
aging shared access to a vehicle, in accordance with
an exemplary illustrated implementation.

Figures 3 and 4 are schematic diagrams of an ex-
emplary plurality of authorization policies.

Figure 5 is a flowchart diagram of a method for man-
aging shared access to a vehicle, in accordance with
another exemplary illustrated implementation.
Figure 6 is a schematic diagram of an exemplary
plurality of authorization policies.

Figure 7 is a flowchart diagram of a method for man-
aging shared access to a vehicle, in accordance with
yet another exemplary illustrated implementation.
Figure 8 is a flowchart diagram of a method for se-
lecting an authorization policy, in accordance with
an exemplary illustrated implementation.

Figure 9 is a calendar view of an exemplary reser-
vation schedule.

Figures 10, 11, 12, 13, 14, 15, 16, 17, and 18 are

10

15

20

25

30

35

40

45

50

55

illustrations of exemplary user interfaces for interact-
ing with a vehicle access system.

Figure 19is aflowchart diagram of a method for man-
aging shared access to a plurality of vehicles, in ac-
cordance with an exemplary illustrated implementa-
tion.

Figure 20 is a schematic diagram of an exemplary
authorization policy.

Figure 21 is aflowchart diagram of a method for man-
aging shared access to a plurality of vehicles, in ac-
cordance with another exemplary illustrated imple-
mentation.

DETAILED DESCRIPTION

[0043] The present disclosure details systems, meth-
ods, and devices for managing access to shared vehi-
cles.

[0044] Authorization policies are used to control vehi-
cle access to users, by allowing or restricting users from
perform vehicle operations, based on authentication,
permitted vehicle operations, and restrictions on what
operations can be performed. A vehicle operation is al-
lowed to be performed when a user is authenticated,
when the vehicle operation is permitted for the user, and
when all requirements to perform the vehicle operation
are met. As examples, authentication entails determining
whether the user has an appropriate access key for ac-
cessing the vehicle (e.g. an authentic or legitimate ac-
cess key); "permitted vehicle operations" refers to oper-
ations which an authenticated user is allowed to perform
(itis not always appropriate to give an authenticated user
full vehicle access); "requirements" refers to conditions
which need to be met in order for permitted operations
to be performed (e.g. to avoid access conflicts between
multiple users).

[0045] Figure 1 is a schematic view of a system 100
for managing shared vehicle access. Figure 1 shows a
network device 110, which includes at least one proces-
sor 114, at least one non-transitory processor-readable
storage medium 116, and a communication interface
118. Although illustrated as one device, network device
110 can include a plurality of devices, a plurality of proc-
essors 114, a plurality of non-transitory processor-read-
able storage mediums 116, and/or a plurality of commu-
nication interfaces 118. In this sense, network device 110
can itself be called a "system". Further, such a plurality
of network devices or network system can be in close
proximity (e.g. in a central server location), or can be
distributed across different locations (e.g. as remote de-
vices). Communication interface 118 can be a wired or
wireless interface, through which network device 110
communicates with other devices, such as a plurality of
vehicles, vehicle devices, or user devices.

[0046] In the illustrated example, network device 110
is shown as communicating with vehicle devices in four
vehicles 120a, 120b, 120c, and 120d (collectively re-
ferred to as vehicles 120). However, network device 110
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could communicate with vehicle devices in any appropri-
ate number of vehicles, such as one vehicle, dozens of
vehicles, hundreds of vehicles, thousands of vehicles, or
even more vehicles.

[0047] Vehicle 120a includes at least one processor
1243, at least one non-transitory processor-readable
storage medium 126a, and a communication interface
128a. Together, the at least one processor 124a, the at
least one non-transitory processor-readable storage me-
dium 126a, and the communication interface 128a can
be referred to as "vehicle device" 122a.

[0048] Vehicle 120b includes at least one processor
124b, at least one non-transitory processor-readable
storage medium 126b, and a communication interface
128b. Together, the at least one processor 124b, the at
least one non-transitory processor-readable storage me-
dium 126b, and the communication interface 128b can
be referred to as "vehicle device" 122b.

[0049] Vehicle 120c includes at least one processor
124c, at least one non-transitory processor-readable
storage medium 126¢, and a communication interface
128c. Together, the at least one processor 124c, the at
least one non-transitory processor-readable storage me-
dium 126¢, and the communication interface 128c can
be referred to as "vehicle device" 122c.

[0050] Vehicle 120d includes at least one processor
124d, at least one non-transitory processor-readable
storage medium 126d, and a communication interface
128d. Together, the at least one processor 124d, the at
least one non-transitory processor-readable storage me-
dium 126d, and the communication interface 128d can
be referred to as "vehicle device" 122d.

[0051] Collectively, vehicle 120a, vehicle 120b, vehicle
120c, and vehicle 120d can be referred to as "vehicles
120". Collectively, the at least one processor 124a, the
at least one processor 124b, the at least one processor
124c, and the atleastone processor 124d can be referred
to as "processors 124". Collectively, the atleast one non-
transitory processor-readable storage medium 126a, the
at least one non-transitory processor-readable storage
medium 126b, the at least one non-transitory processor-
readable storage medium 126c¢, and the atleast one non-
transitory processor-readable storage medium 126d can
be referred to as "non-transitory processor-readable stor-
age mediums 126". Collectively, communication inter-
face 128a, communication interface 128b, communica-
tion interface 128c, and communication interface 128d
can be referred to as "communication interfaces 128".
Collectively, vehicle device 122a, vehicle device 122b,
vehicle device 122c¢, and vehicle device 122d can be re-
ferred to as "vehicle devices 122".

[0052] Any of the communication interfaces 128 can
be a wired interface or a wireless interface, or a vehicle
device caninclude both a wired communication interface
and a wireless communication interface.

[0053] Each of vehicle devices 122 can be a monolith-
ically packaged device (i.e. adevice contained in a single
housing) which is installed in a respective vehicle. How-
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ever, this is not necessarily the case, and each vehicle
device 122 can refer to the collection of components in-
stalled in a vehicle (i.e. they do not have to be packaged
in a single housing). Further, components of any of the
vehicle devices 122 can be multi-purpose components
which serve other functions within the vehicle.

[0054] Each of vehicle devices 122 can control access
to a respective vehicle 120, such that a user can gain
vehicle access via the vehicle device 122 without needing
a physical key (e.g. a bladed ignition key or a vehicle-
specific keyfob).

[0055] System 100 is also illustrated in Figure 1 as in-
cluding an optional user device 130. User device 130 can
further optionally include any of at least one processor
134, at least one non-transitory processor-readable stor-
age medium 136, and a communication interface 138.
As one example, user device 130 could be a personal
device belonging to a user, such as a smartphone, PDA,
tablet, or any similar device. As another example, user
device 130 could be an identification device such as an
RFID card, key fob, or similar. In some implementations,
user device 130 communicates with a vehicle device 122
(e.g. via communication interface 138). In Figure 1, user
device 130 is shown as communicating with vehicle de-
vice 122b in vehicle 120b, but user device 130 could also
communicate with any of vehicle devices 122a, 122c, or
122d in respective vehicles 120a, 120c, and 120d, or any
other vehicle device, as appropriate for a given applica-
tion. In some implementations, user device 130 commu-
nicates with network device 110 (e.g. via communication
interfaces 118 and 138) asiillustrated in Figure 1. In some
implementations, user device 130 communicates with a
vehicle device 122 and with network device 110.

[0056] Figure 2is a flowchart diagram which illustrates
an exemplary method 200 performed by devices such
as those in Figure 1. Method 200 as illustrated includes
acts 202, 204, 206, 208, 210, 212, 214, 216 and 218.
One skilled in the art will appreciate that additional acts
could be added, acts could be removed, or acts could be
reordered as appropriate for a given application. With
reference to the example illustrated in Figure 1, acts can
be performed by appropriate components of vehicle de-
vices 122. Further, any of the at least one non-transitory
processor-readable storage mediums 126 could have in-
structions stored thereon, which when executed by a re-
spective at least one processor (processors 124) cause
the respective vehicle device 122 to perform a given act
of method 200. In the discussion of method 200 below,
reference to an act being performed by at least one proc-
essor 124 refers to the act being performed by any of
processors 124a, 124b, 124c, or 124d. Reference to an
act being performed by at least one non-transitory proc-
essor-readable storage medium 126 refers to the act be-
ing performed by any of non-transitory processor-read-
able storage mediums 126a, 126b, 126c¢, or 126d. Ref-
erence to an act being performed by communication in-
terface 128 refers to the act being performed by any of
communication interfaces 128a, 128b, 128c, or 128d.
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Typically, for a combination of acts performed by a com-
bination of at least one processor, at least one non-tran-
sitory processor-readable storage medium, and a com-
munication interface of a vehicle device, the combination
of acts are performed by at least one processor, at least
one non-transitory processor-readable storage medium,
and a communication interface common to one of vehicle
devices 122a, 122b, 122c¢, or 122d (or any other similar
vehicle device). That is, method 200 is described in the
context of a "vehicle 120" which includes a "vehicle de-
vice 122", which generically refers to any one of vehicles
120a, 120b, 120c, 120d, or similar vehicle, including the
corresponding vehicle device 122a, 122b, 122c, 122d,
or similar vehicle device.

[0057] At202, atleast one authorization policy, includ-
ing a first authorization policy, is stored on at least one
non-transitory processor 126 of a vehicle device 122. In
some cases, the at least one authorization policy is re-
ceived by a communication interface 128 of vehicle de-
vice 122, as is discussed later with reference to Figures
19 and 21. This could be at an initialization of the vehicle
device 122 when the vehicle device 122 is installed in a
vehicle 120, or at a subsequent update of the vehicle
device 122. In other cases, the vehicle device 122 could
be shipped to a purchaser or customer with the at least
one authorization policy stored on the at least one non-
transitory processor-readable storage medium 126. Au-
thorization policies, and details thereof, are described
below with reference to Figure 3.

[0058] Figure 3 is a schematic diagram of a plurality of
authorization policies which can be stored on any of the
non-transitory processor readable mediums described
herein, including the at least one non-transitory proces-
sor-readable storage medium 126 as is described in act
202 of method 200 in Figure 2. In particular, Figure 3
illustrates three authorization policies stored on vehicle
device 122 (or more specifically, on at least one non-
transitory processor-readable storage medium 126 of ve-
hicle device 122): the three authorization policies includ-
ing Authorization Policy 1, Authorization Policy 2, and
Authorization Policy 3. Fewer or more authorization pol-
icies could be stored on the at least one non-transitory
processor-readable storage medium 126, as appropriate
for a given application.

[0059] Collectively, a group of at least on authorization
policies can be grouped together in an Access Configu-
ration. An access configuration is useful for packaging
authorization policies together, for streamlined updating
and partitioning of different roles within an Access Con-
figuration by respective authorization policies corre-
sponding to said roles. Roles are described in greater
detail below, and access configurations are described in
more detail with reference to Figures 19 and 21.

[0060] Generally, each Authorization Policy includes
an Authentication Scheme, an indication of Permissions,
and an indication of Requirements. An authentication
scheme is for authenticating an access key to use the
vehicle in according with a corresponding Authorization
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Policy. Anindication of Permissions specifies atleastone
vehicle operation is permitted under the corresponding
Authorization Policy. An indication of Requirements
specifies vehicle access requirements to perform each
of the atleast one vehicle operations permitted under the
Permissions of the corresponding Authorization Policy.
[0061] Authorization Policy 1 is shown in Figure 3 as
including an Authentication Scheme 1, for authenticating
against an Access Key 1 to use the vehicle 120 in ac-
cordance with the Authorization Policy 1. Authorization
Policy 1 is also shown in Figure 3 as including a Role 1,
which is defined by Permissions 1 and Requirements 1.
Permissions 1 indicates at least one vehicle operation
which is permitted under Authorization Policy 1. Require-
ments 1 indicates at least one vehicle access require-
ment to perform each ofthe atleast one vehicle operation
specified in Permissions 1.

[0062] Authentication Schemes are discussed in more
detail below with reference to act 206 in method 200.
Permissions are discussed in more detail below with ref-
erence to act 212 in method 200. Requirements are dis-
cussed in more detail below with reference to act 214 in
method 200.

[0063] Returningtomethod 200, at 204, vehicle device
122 receives a user-provided access key from a user. In
some implementations, the user-provided access key is
provided by optional device 130 in Figure 1. In one ex-
emplary case, optional device 130 comprises an identi-
fication device (such as an NFC or RFID card, tag or
other device), and a user places the identification device
in proximity to an identification device reader coupled to
vehicle device 122, which initiates the identification de-
vice providing the user-provided access key. The user-
provided access key is received by the identification de-
vice reader and in turn vehicle device 122. In another
exemplary case, optional device 130 comprises a wire-
less device (such as smartphone, tablet, PDA, or other
appropriate device), and the user initiates wireless com-
munication (e.g. Bluetooth®, WiFi*, ZigBee*, cellular con-
nection, or similar) with a communication interface 128
of vehicle device 122, where the wireless device provides
the user-provided access key which is received by the
vehicle device 122. In yet another exemplary case, ve-
hicle device 122 may include or be communicatively cou-
pled to an input device (e.g. a keypad) by which a user
inputs an access key, which is received by vehicle device
122.

[0064] Throughoutthis disclosure, acts directed to "re-
ceiving" of some data or information reference appropri-
ate hardware performing any necessary data processing
or handling to receive or intake the data or information.
Such handling or processing could for example include
establishing connection (e.g. handshake procedures
with other devices), reformatting, or decompressing data,
as appropriate.

[0065] At 206, at least one processor 124 of vehicle
device 122 attempts to authenticate access to the vehicle
120 under the first authorization policy (e.g. Authorization



21 EP 4 332 924 A1 22

Policy 1 in Figure 3). The at least one processor 124
attempts to authenticate the user-provided access key
against a first access key included in the first authoriza-
tion policy, in accordance with the first authentication
scheme. In the example of Figure 3, the at least one
processor 124 attempts to authenticate the User-Provid-
ed Access Key against Access Key 1 included in the Au-
thentication Scheme 1. An authentication scheme in an
authorization policy can include one or more authentica-
tion sub-schemes, if appropriate for a given application.
As an example, an authentication scheme can include a
Trusted Issuer authentication sub-scheme (useful for
wireless communication such as Bluetooth®, WiFi*, Zig-
Bee*, cellular connection or similar) and a Self-Signed
authentication sub-scheme (useful for NFC or RFID com-
munication). Based on how the user-provided access key
is received, or the nature of the user-provided access
key, an appropriate authentication sub-scheme is select-
ed for attempting authentication of the user-provided ac-
cess key.

[0066] If authentication at 206 is unsuccessful (the us-
er-provided access key is not authenticated for vehicle
access under the first authorization policy), method 200
proceeds to 208, where access to the vehicle 120 is de-
nied to the user under the first authorization policy. As
an example, the at least one processor 124 of vehicle
device 122 can prevent any vehicle operations from be-
ing performable under the first authorization policy. Op-
tionally, method 200 can proceed to method 500, where
authentication is attempted under at least one other au-
thorization policy, as discussed later with reference to
Figure 5.

[0067] If authentication at 206 is successful, method
200 proceeds to 210. At 210, a user request is received
by vehicle device 122 to perform a user-requested vehi-
cle operation. Receiving a user request to perform auser-
requested operation can comprise receiving an indica-
tion of an attempt by the user to perform the user-re-
quested vehicle operation. As one example, a user could
provide a request to unlock the vehicle 120 (e.g. by se-
lecting an "unlock vehicle" option on optional device 130,
or by tugging a handle or pushing an open button on a
door of vehicle 120, as non-limiting examples). As an-
other example, a user could provide a request to start an
ignition of the vehicle 120 (e.g. by pushing a start button
in the vehicle 120, or by inserting a key into an ignition
of the vehicle 120 and cranking the key). Many other
examples of vehicle operations can be requested.
[0068] In some cases, the user request to perform a
user-requested vehicle operation may be "received"
even if authentication is unsuccessful at 206, but it may
not be processed or acted on. For example, the user may
tug on a handle of vehicle 120, even if authentication is
unsuccessful at 206. However, because authentication
was not successful, acts 212 and 214 are not performed
(i.e. the user request is ignored).

[0069] At 212, the at least one processor 124 deter-
mines whether the user requested vehicle operation is
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included in at least one first vehicle operation permitted
under the first authorization policy. What is meant by "per-
mitted" in this context is that, when an authorization policy
is established, users who can authenticate under the au-
thorization policy may be restricted to only being able to
perform certain vehicle operations. For example, clean-
ing staff may be permitted to unlock the vehicle, but may
not be permitted to start an ignition of the vehicle or en-
gage motion of the vehicle. In contrast, a mechanic may
be given full access to the vehicle. Some non-limiting
examples of vehicle operations, which may or may not
be permitted under a given authorization policy, include:
unlocking at least one door of the vehicle; locking at least
one door of the vehicle; unlocking a service access of
the vehicle (e.g. an engine compartment); locking a serv-
ice access of the vehicle; enabling an ignition of the ve-
hicle; disabling an ignition of the vehicle; starting an en-
gine of the vehicle; turning off an engine of the vehicle;
enabling movement of the vehicle; disabling movement
of the vehicle; disengaging a parking brake of the vehicle;
engaging the parking brake of the vehicle; providing an
indication of a location of the vehicle (e.g. locating the
vehicle on amap of a user device); providing an indication
of a location of a device in the vehicle (e.g. indicating
where a physical key storage box in the vehicle is locat-
ed); activating at least one light of the vehicle; activating
a horn of the vehicle; and reversing authentication of the
user for the vehicle (i.e. "logging out" or "vacating" the
vehicle).

[0070] If at 212 the at least one processor 124 deter-
mines that the user-requested operation is not included
in the at least one first vehicle operation permitted under
the first authorization policy (the user is not permitted to
perform the first vehicle operation), method 200 proceeds
to 218, where the user request is denied to perform the
user-requested vehicle operation. Denial of the request
includes not performing the requested operation, and
may optionally include providing some indication to the
user that the requested operation is not permitted (e.g.
by presenting a notification on the wireless device of the
user if applicable, by displaying a notification on an info-
tainment or other display of the vehicle 120, by playing
a notification by at least one speaker of the vehicle 120,
by flashing at least one light of the vehicle 120, or any
other appropriate means of conveying that the operation
is not permitted).

[0071] If at 212 the at least one processor 124 deter-
mines that the user-requested operation is included in
the at least one first vehicle operation permitted under
the first authorization policy (the user is permitted to per-
form the first vehicle operation), method 200 proceeds
to214. At 214, the atleast one processor 124 determines
whether a respective at least one first vehicle access
requirement to perform the user-requested vehicle oper-
ation is met. "Requirements" are different from "Permis-
sions", in that even if an operation is permitted under and
authorization policy, performing the operation may not
be possible or appropriate under the circumstances. For
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example, if a user attempts to use a vehicle, but the ve-
hicle is already reserved or in use by another user, the
user may be denied access to the vehicle. Non-limiting
examples of requirements include: the vehicle being va-
cant (i.e. no other user is presently authenticated to use
the vehicle); the vehicle not being reserved for use by
another user (i.e. no other user has reserved use of the
vehicle presently, or in the near future); the vehicle being
reserved for use by the user (i.e. the user attempting to
use the vehicle must have a reservation for the vehicle);
and the vehicle being operable (i.e. the vehicle is not out
of service or undergoing maintenance).

[0072] If at 214 the at least one processor 124 deter-
mines that the respective at least one first vehicle access
requirement to perform the user-requested vehicle oper-
ation is not met (the first vehicle operation is not possible
or appropriate under the circumstances), method 200
proceeds to 218, where the user request is denied to
perform the user-requested vehicle operation. Similar to
as discussed above, denial of the request includes not
performing the requested operation, and may optionally
include providing some indication to the user that the
requested operation is not permitted. The nature of the
indication that requirements are not met as presented to
the user may be different from an indication that the ve-
hicle operation is not permitted. For example, text pre-
sented in a notification on the wireless device of the user
or on an infotainment or other display of the vehicle 120,
a notification played by atleast one speaker of the vehicle
120, or a pattern of flashing of at least one light of the
vehicle 120 may be specific to the reason the user re-
quest is denied.

[0073] If at 214 the at least one processor 124 deter-
mines that the respective at least one first vehicle access
requirement to perform the user-requested vehicle oper-
ation is met (the first vehicle operation is possible), meth-
od 200 proceeds to 216. At 216, the user-requested ve-
hicle operation is performed (or allowed to be performed).
For example, the vehicle device 122 can send a signal
to components of the vehicle 120 to cause the operation
to be performed. For example, an unlock signal could be
sent to power locks of vehicle 120, or a start signal could
be sent to an ignition of the vehicle 120, as non-limiting
examples. In some implementations, vehicle device 122
itself performs the vehicle operation (e.g. sending an un-
lock signal to doors of the vehicle). In other implementa-
tions, vehicle device 122 allows the vehicle 120 to per-
form the vehicle operation (e.g. enabling a motor of ve-
hicle 120 to impart motion).

[0074] Method200illustratesact212 as beingfollowed
sequentially by act 214, but this is not necessarily re-
quired. In some implementations, act 214 is performed
before act 212. In other implementations, acts 212 and
214 are performed concurrently. In this way, a determi-
nation is made where (i) if the user-requested vehicle
operationisincluded in atleast one first vehicle operation
permitted under the first authorization policy, AND (ii) if
arespective atleast one first vehicle access requirement
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to perform the user-requested vehicle operation is met,
then the method 200 proceeds to 216 where the user-
requested vehicle operation is performed. On the other
hand, (i) if the user-requested vehicle operation is NOT
included in at least one first vehicle operation permitted
under the first authorization policy, OR (ii) if a respective
at least one first vehicle access requirement to perform
the user-requested vehicle operation is NOT met, then
the method 200 proceeds to 218 where the user request
to perform the user-requested vehicle operation is de-
nied.

[0075] With reference to act 202 of method 200 de-
scribed above, at least one authorization policy is stored
on at least one non-transitory processor 126 of a vehicle
device 122. In addition to the first authorization policy
mentioned in act 202 (and exemplified as Authorization
Policy 1 in Figure 3), a second authorization policy can
also be stored on the at least one non-transitory proces-
sor-readable medium 126. This is exemplified in Figure
3 as Authorization Policy 2. Further, Figure 4 is a sche-
matic diagram of a plurality of authorization policies sim-
ilar to Figure 3, which can be stored on any of the non-
transitory processor readable mediums described here-
in, including the at least one non-transitory processor-
readable storage medium 126 as is described in act 202
of method 200 in Figure 2.

[0076] One difference between Figure 4 and Figure 3
is that Figure 4 focuses more specifically on Authorization
Policy 2. In particular Figure 4 shows Authorization Policy
2 as including an Authentication Scheme 2, for authen-
ticating against an Access Key 2 to access the vehicle
120 in accordance with the Authorization Policy 2. Au-
thorization Policy 2 is also shown in Figure 4 as including
aRole 2, which is defined by Permissions 2 and Require-
ments 2. Permissions 2 indicates at least one vehicle
operation which is permitted under Authorization Policy
2. Requirements 2 indicates at least one vehicle access
requirement to perform each of the at least one vehicle
operation specified in Permissions 2.

[0077] Figure5is aflowchart diagram which illustrates
an exemplary method 500 performed by devices such
as those in Figure 1. Method 500 is in some ways similar
to method 200 discussed with reference to Figure 2, and
description of method 200 also applies to method 500
unless context dictates otherwise. For example, acts of
method 500 are performed by hardware similarly to as
described with reference to method 200. Method 500 as
illustrated includes acts 502, 504, 506, 508, 210, 512,
514, 216 and 218. One skilled in the art will appreciate
that additional acts could be added, acts could be re-
moved, or acts could be reordered as appropriate for a
given application.

[0078] Method 500 is an optional supplemental meth-
od to method 200 in Figure 2. In particular, in method
200, where attempting to authenticate access to the ve-
hicle 120 under the first authorization policy at 206 is
unsuccessful, vehicle access is denied to the user under
the first authorization policy at 208, and method 500 can
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optionally be performed for providing vehicle access to
the user under a second authorization policy.

[0079] At 502, a second authorization policy different
from the first authorization policy is stored at the at least
one non-transitory processor-readable storage medium
126. Discussion of storing the first authorization policy at
202 is applicable to storing the second authorization pol-
icy at 502. Further, act 502 can be performed as a sub-
act to act 202 in method 200, regardless of whether at-
tempting to authenticate access to the vehicle 120 under
the first authorization policy is successful at 206. That is,
at202 in method 200, the at least one authorization policy
stored can include the first authorization policy, and the
second authorization policy different from the first author-
ization policy. With reference to Figures 3 and 4, act 202
and 502 can be performed together, to store Authoriza-
tion Policy 1 and Authorization Policy 2 on the at least
one non-transitory processor-readable storage medium
126.

[0080] At 504, if attempting to authenticate access to
the vehicle under the first authorization policy is unsuc-
cessful (as in 206 of method 200), method 500 proceeds
to act 506.

[0081] At506, the atleast one processor 124 attempts
to authenticate access to the vehicle 120 under the sec-
ond authorization policy. Act 506 in method 500 is similar
to act 206 in method 200, and description of act 206 ap-
plies to act 506 unless context requires otherwise. One
difference between act 506 and act 206, is that in act
506, the at least one processor 124 attempts to authen-
ticate the user-provided access key (received at 204 of
method 200) to a second access key in accordance with
a second authentication scheme included in the second
authorization policy. With reference to the example of
Figure 4, at 506 the at least one processor 124 attempts
to authenticate the User-Provided Access Key against
Access Key 2, in accordance with Authentication
Scheme 2 included in Authorization Policy 2.

[0082] If authentication at 506 is unsuccessful (the us-
er-provided access key is not authenticated for vehicle
access under the second authorization policy), method
500 proceeds to 508, where access to the vehicle 120 is
denied to the user under the second authorization policy.
Similar to act 208 in method 200, at 508, as an example,
the at least one processor 124 of vehicle device 122 can
prevent any vehicle operations from being performable
under the second authorization policy. Optionally, meth-
od 500 can proceed to method 700, where authentication
is attempted under yet another at least one authorization
policy, as discussed later with reference to Figure 7.
[0083] If authentication at 506 is successful, method
500 proceeds to 210. At 210, a user request is received
by vehicle device 122 to perform a user-requested vehi-
cle operation. Act 210 in method 500 is similar to act 210
in method 200, and description of act 210 in method 200
applies to act 210 in method 500.

[0084] At 512, the at least one processor 124 deter-
mines whether the user requested vehicle operation is
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included in at least one second vehicle operation permit-
ted under the second authorization policy. Act 512 in
method 500 is similar to act 212 in method 200, and de-
scription of act 212 in method 200 applies to act 512 in
method 500. One difference between act 512 and act
212 is that in act 512, determination of permissions is
based on the second authorization policy. Permissions
indicated in the second authorization policy can be at
least partially different from permissions indicated in the
first authorization policy. In one non-limiting example,
with reference to Figures 3 and 4, Authorization Policy 1
(firstauthorization policy) can be for maintenance or serv-
ice workers, who perform repair services for vehicle,
whereas Authorization Policy 2 (second authorization
policy) can be for vehicle drivers. In such an example,
Permissions 1 in Authorization Policy 1 can provide full
access to all operations of the vehicle, including a service
access (e.g. an engine compartment) of the vehicle. In
contrast, Permissions 2 in Authorization Policy 2 may
only provide access to operations of the vehicle related
to driving the vehicle, such as unlocking and locking the
vehicle, starting an ignition of the vehicle, engaging mo-
tion of the vehicle, etcetera, whereas other operations
such as unlocking a service access of the vehicle may
not be permitted in Permissions 2. This prevents access
to important vehicle operations by unqualified persons.
[0085] If at 512 the at least one processor 124 deter-
mines that the user-requested operation is not included
in the at least one second vehicle operation permitted
under the second authorization policy (the user is not
permitted to perform the second vehicle operation),
method 500 proceeds to 218, where the user request is
denied to perform the user-requested vehicle operation.
The description of act 218 in method 200 is applicable
to act 218 in method 500, and is not repeated for brevity.
[0086] If at 512 the at least one processor 124 deter-
mines that the user-requested operation is included in
the atleastone second vehicle operation permitted under
the second authorization policy (the user is permitted to
perform the second vehicle operation), method 500 pro-
ceeds to 514. At 514, the at least one processor 124
determines whether arespective at least one second ve-
hicle access requirement to perform the user-requested
vehicle operation is met. Act 514 in method 500 is similar
to act 214 in method 200, and description of act 214 in
method 200 applies to act 514 in method 500. One dif-
ference between act 514 and act 214 is that in act 514,
determination of whether requirements are met is based
on the second authorization policy. Requirements indi-
cated in the second authorization policy can be at least
partially different from requirements indicated in the first
authorization policy. Reference is again made to the non-
limiting example discussed above, where Authorization
Policy 1 (first authorization policy) is for maintenance or
service workers, who perform repair services for vehicle,
whereas Authorization Policy 2 (second authorization
policy) is for vehicle drivers. In such an example, Re-
quirements 1 in Authorization Policy 1 can be less strict
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to allow service workers access to vehicle operations in
more circumstances. For example, Requirements 1 may
not require that the vehicle be vacant or non-reserved in
order for a service worker to perform vehicle operations.
In this way, a service worker can still perform vehicle
maintenance in the event of a vehicle breakdown or mal-
function while another user is using the vehicle or has
the vehicle reserved. In contrast, Requirements 2 in Au-
thorization Policy 2 may require that the vehicle be vacant
or non-reserved in order for a driver to perform vehicle
operations. This prevents a driver taking over a vehicle
which is in use or reserved for use by another driver.
[0087] If at 514 the at least one processor 124 deter-
mines that the respective at least one second vehicle
access requirement to perform the user-requested vehi-
cle operation is not met (the second vehicle operation is
not possible or appropriate under the circumstances),
method 500 proceeds to 218, where the user request is
denied to perform the user-requested vehicle operation.
Similar to as discussed above, denial of the request is
similar to as discussed with reference to method 200,
and is not repeated for brevity.

[0088] If at 514 the at least one processor 124 deter-
mines that the respective at least one second vehicle
access requirement to perform the user-requested vehi-
cle operation is met (the second vehicle operation is pos-
sible), method 500 proceeds to 216. At 216, the user-
requested vehicle operation is performed (or allowed to
be performed). The discussion of act 216 in method 200
is applicable toact216 in method 500, and is notrepeated
for brevity.

[0089] Method500illustratesact512 as being followed
sequentially by act 514, but this is not necessarily re-
quired. In some implementations, act 514 is performed
before act 512. In other implementations, acts 512 and
514 are performed concurrently. In this way, a determi-
nation is made where (i) if the user-requested vehicle
operation is included in at least one second vehicle op-
eration permitted under the second authorization policy,
AND (ii)ifarespective atleast one second vehicle access
requirement to perform the user-requested vehicle oper-
ation is met, then the method 500 proceeds to 216 where
the user-requested vehicle operation is performed. On
the other hand, (i) if the user-requested vehicle operation
is NOT included in at least one second vehicle operation
permitted under the second authorization policy, OR (ii)
if a respective at least one second vehicle access re-
quirement to perform the user-requested vehicle opera-
tion is NOT met, then the method 500 proceeds to 218
where the user request to perform the user-requested
vehicle operation is denied.

[0090] With reference to act 202 of method 200 and
act 502 of method 500 described above, at least one
authorization policy is stored on at least one non-transi-
tory processor 126 of a vehicle device 122. In addition
to the first authorization policy mentioned in act 202 (and
exemplified as Authorization Policy 1 in Figure 3), and
the second authorization policy mentioned in act 502
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(and exemplified as Authorization Policy 2 in Figure 4),
at least one additional authorization policy can also be
stored on the at least one non-transitory processor-read-
able medium 126. This is exemplified in Figures 3 and 4
as Authorization Policy 3, though any number of addi-
tional authorization policies could be stored, as is appro-
priate for a given application. Further, Figure 6 is a sche-
matic diagram of a plurality of authorization policies sim-
ilar to Figures 3 and 4, which can be stored on any of the
non-transitory processor readable mediums described
herein, including the at least one non-transitory proces-
sor-readable storage medium 126 as is described in act
202 of method 200 in Figure 2 and act 502 of method
500 in Figure 5.

[0091] One difference between Figure 6 and Figures
3 and 4 is that Figure 6 focuses more specifically on Au-
thorization Policy 3. In particular, Figure 6 shows Author-
ization Policy 3 as including an Authentication Scheme
3, for authenticating against an Access Key 3 to use the
vehicle 120 in accordance with the Authorization Policy
3. Authorization Policy 3 is also shown in Figure 6 as
including a Role 3, which is defined by Permissions 3
and Requirements 3. Permissions 3 indicates at least
one vehicle operation which is permitted under Authori-
zation Policy 3. Requirements 3 indicates at least one
vehicle access requirementto perform each of the atleast
one vehicle operation specified in Permissions 3.
[0092] Figure 7 is a flowchart diagram which illustrates
an exemplary method 700 performed by devices such
as those in Figure 1. Method 700 is in some ways similar
to method 200 discussed with reference to Figure 2, and
description of method 200 also applies to method 700
unless context dictates otherwise. Method 700 is also in
some ways similar to method 500 discussed with refer-
ence to Figure 5, and description of method 500 also
applies to method 700 unless context dictates otherwise.
For example, acts of method 700 are performed by hard-
ware similarly to as described with reference to method
200. Method 700 as illustrated includes acts 702, 704,
706, 708, 210, 712, 714, 216 and 218. One skilled in the
art will appreciate that additional acts could be added,
acts could be removed, or acts could be reordered as
appropriate for a given application.

[0093] Method 700 is an optional supplemental meth-
od to method 500 in Figure 5. In particular, in method
500, where attempting to authenticate access to the ve-
hicle under the second authorization policy at 506 is un-
successful, vehicle access is denied to the user under
the second authorization policy at 508, and method 700
can optionally be performed for providing vehicle access
to the user under an additional authorization policy.
[0094] At702, atleastone additional authorization pol-
icy different from the first authorization policy and the
second authorization policy is stored at the at least one
non-transitory processor-readable storage medium 126.
Discussion of storing the first authorization policy at 202
and storing the second authorization policy at 502 is ap-
plicable to storing the atleast one additional authorization
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policy at 702. Further, act 702 can be performed as a
sub-act to act 202 in method 200 or act 502 in method
500, regardless of whether attempting to authenticate
access to the vehicle 120 under the first authorization
policy is successful at 206 or whether attempting to au-
thenticate access to the vehicle 120 under the second
authorization policy is successful at 506. That is, at 202
in method 200, the atleast one authorization policy stored
can include the first authorization policy, the second au-
thorization policy different from the first authorization pol-
icy, and the at least one additional authorization policy
different from the first authorization policy and the second
authorization policy. With reference to Figures 3, 4, and
6, acts 202, 502, and 702 can be performed together, to
store Authorization Policy 1, Authorization Policy 2, Au-
thorization Policy 3, and any appropriate number of ad-
ditional authorization policies on the at least one non-
transitory processor-readable storage medium 126.
[0095] At 704, if attempting to authenticate access to
the vehicle under the first authorization policy and the
second authorization policy is unsuccessful (as in act 206
of method 200 and act 506 of method 500), method 700
proceeds to act 706.

[0096] At706, the atleast one processor 124 attempts
to authenticate access to the vehicle 120 under the at
least one additional authorization policy. Act 706 in meth-
od 700 is similar to act 206 in method 200, and to act 506
in method 500. As such, description of acts 206 and 506
applies to act 706 unless context requires otherwise. One
difference between act 706 and acts 206 and 506, is that
in act 706, the at least one processor 124 attempts to
authenticate the user-provided access key (received at
204 of method 200) to a respective access key in accord-
ance with a respective authentication scheme included
in the at least one additional authorization policy. This
can be performed for each additional authorization policy
of the at least one additional authorization policy. With
reference to the example of Figure 6, at 706 the at least
one processor 124 attempts to authenticate the User-
Provided Access Key against Access Key 3, in accord-
ance with Authentication Scheme 3 included in Authori-
zation Policy 3.

[0097] If authentication at 706 is unsuccessful (the us-
er-provided access key is not authenticated for vehicle
access under the at least one additional authorization
policy), method 700 proceeds to 708, where access to
the vehicle 120 is denied to the user under the at least
one authorization policy. Similar to act 208 in method 200
and act 508 in method 500, at 708, as an example, the
at least one processor 124 of vehicle device 122 can
prevent any vehicle operations from being performable
under the at least one additional authorization policy.
Where the at least one additional authorization policy in-
cludes a plurality of additional authorization policies, act
706 can be repeated as needed with each additional au-
thorization policy, until authentication is successful, or
until there are no authentication policies left to attempt
authentication under.
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[0098] If authentication at 706 is successful, method
700 proceeds to 210. At 210, a user request is received
by vehicle device 122 to perform a user-requested vehi-
cle operation. Act 210 in method 700 is similar to act 210
in method 200, and description of act 210 in method 200
applies to act 210 in method 700.

[0099] At 712, the at least one processor 124 deter-
mines whether the user requested vehicle operation is
included in at least one respective vehicle operation per-
mitted under the at least one additional authorization pol-
icy. Act 712 in method 700 is similar to act 212 in method
200 and act 512 in method 500, and description of acts
212 and 512 applies to act 712 in method 700. One dif-
ference between act 712 and acts 212 and 512 is that in
act 712, determination of permissions is based on the at
least one additional authorization policy (specifically, the
additional authorization policy for which authentication
was successful at 706). Permissions indicated in the at
least one additional authorization policy can be at least
partially different from permissions indicated in the first
authorization policy and permissions indicated in the sec-
ond authorization policy. In one non-limiting example,
with reference to Figures 3, 4, and 6, Authorization Policy
1 (first authorization policy) can be for maintenance or
service workers, who perform repair services for the ve-
hicle; Authorization Policy 2 (second authorization policy)
can be for vehicle drivers; and Authorization Policy 3 (at
least one additional authorization policy) can be for clean-
ing staff who perform cleaning for the vehicle. In such an
example, Permissions 1in Authorization Policy 1 can pro-
vide full access to all operations of the vehicle, including
a service access (e.g. an engine compartment) of the
vehicle. In contrast, Permissions 2 in Authorization Policy
2 may only provide access to operations of the vehicle
related to driving the vehicle, such as unlocking and lock-
ing the vehicle, starting an ignition of the vehicle, engag-
ing motion of the vehicle, etcetera, whereas other oper-
ations such as unlocking a service access of the vehicle
may not be permitted in Permissions 2. Further, Permis-
sions 3 in Authorization Policy 3 may only provide access
to operations of the vehicle related to cleaning the vehi-
cle, such as unlocking and locking the vehicle, whereas
other operations such as starting an ignition of the vehicle
may not be permitted in Permissions 3. This limits vehicle
usage to essential actions by a user accessing the vehi-
cle.

[0100] If at 712 the at least one processor 124 deter-
mines that the user-requested operation is not included
in the at least one respective vehicle operation permitted
under the at least one additional authorization policy (the
user is not permitted to perform the respective vehicle
operation), method 700 proceeds to 218, where the user
request is denied to perform the user-requested vehicle
operation. The description of act 218 in method 200 is
applicable to act 218 in method 500, and is not repeated
for brevity.

[0101] If at 712 the at least one processor 124 deter-
mines that the user-requested operation is included in
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the at least one respective vehicle operation permitted
under the at least one authorization policy (the user is
permitted to perform the respective vehicle operation),
method 700 proceeds to 714. At 714, the at least one
processor 124 determines whether a respective at least
one vehicle access requirement to perform the user-re-
quested vehicle operation is met. Act 714 in method 700
is similar to act 214 in method 200 and act 514 in method
500, and description of acts 214 and 514 applies to act
714 in method 700. One difference between act 714 and
acts 214 and 514 is that in act 714, determination of
whether requirements are met is based on the at least
one additional authorization policy (specifically, the ad-
ditional authorization policy for which authentication was
successful at 706). Requirements indicated in the addi-
tional authorization policy can be at least partially differ-
ent from requirements indicated in the first authorization
policy and requirements indicated in the second author-
ization policy. Reference is again made to the non-limit-
ing example discussed above, where Authorization Pol-
icy 1 (firstauthorization policy) is for maintenance or serv-
ice workers, who perform repair services for vehicle; Au-
thorization Policy 2 (second authorization policy) is for
vehicle drivers; and Authorization Policy 3 (at least one
additional authorization policy) is for cleaning staff. In
such an example, Requirements 1 in Authorization Policy
1 can be less strict to allow service workers access to
vehicle operations in more circumstances. For example,
Requirements 1 may not require that the vehicle be va-
cant or non-reserved in order for a service worker to per-
form vehicle operations. In this way, a service worker can
still perform vehicle maintenance in the event of a vehicle
breakdown or malfunction while another user is using the
vehicle or has the vehicle reserved. In contrast, Require-
ments 2 in Authorization Policy 2 may require that the
vehicle be vacant or non-reserved in order for a driver to
perform vehicle operations. This prevents a driver taking
over a vehicle which is in use or reserved for use by
another driver. Further, Requirements 3 in Authorization
Policy 3 may require that the vehicle be vacant to perform
vehicle operations.

[0102] If at 714 the at least one processor 124 deter-
mines that the respective at least one vehicle access
requirement to perform the user-requested vehicle oper-
ation is not met (the vehicle operation is not possible or
appropriate under the circumstances), method 700 pro-
ceeds to 218, where the user request is denied to perform
the user-requested vehicle operation. Similar to as dis-
cussed above, denial of the request is similar to as dis-
cussed with reference to method 200, and is not repeated
for brevity.

[0103] If at 714 the at least one processor 124 deter-
mines that the respective at least one vehicle access
requirement to perform the user-requested vehicle oper-
ation is met (the vehicle operation is possible), method
700 proceeds to 216. At 216, the user-requested vehicle
operation is performed (or allowed to be performed). The
discussion of act 216 in method 200 is applicable to act
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216 in method 700, and is not repeated for brevity.
[0104] Method 700illustrates act 712 as being followed
sequentially by act 714, but this is not necessarily re-
quired. In some implementations, act 714 is performed
before act 712. In other implementations, acts 712 and
714 are performed concurrently. In this way, a determi-
nation is made where (i) if the user-requested vehicle
operation is included in at least one respective vehicle
operation permitted under the at least one additional au-
thorization policy, AND (ii) if a respective at least one
vehicle access requirement to perform the user-request-
ed vehicle operation is met, then the method 700 pro-
ceeds to 216 where the user-requested vehicle operation
is performed. On the other hand, (i) if the user-requested
vehicle operation is NOT included in at least one respec-
tive vehicle operation permitted under the at least one
additional authorization policy, OR (ii) if a respective at
leastone vehicle access requirement to perform the user-
requested vehicle operation is NOT met, then the method
700 proceeds to 218 where the user request to perform
the user-requested vehicle operation is denied.

[0105] Figures 3, 4, and 6 show, for each authorization
policy, that permissions and requirements are specified
in the context of a "role". That is, a "role" refers to an
occupation, title, set of responsibilities, or any other ap-
propriate aspects of a given user, for which vehicle ac-
cess circumstances are tailored. In the examples dis-
cussed above, "service or maintenance worker" can be
arole, "driver" can be arole, and "cleaning staff" can be
arole, among any other appropriate roles. A "role" itself
doesn’t have to be indicated explicitly in each authoriza-
tion policy, but permissions and requirements are set
such that each authorization corresponds to at least one
"role". In turn, users are provisioned an access key which
is generic to their role. For example, service workers for
a fleet are each given a first generic access key, drivers
are each given a second generic access key, cleaning
staff are given a third generic access key. When a user
attempts to access a vehicle, they provide the access
key provisioned to them (as the User Provided Access
Key in Figures 3, 4, and 6). Authentication to access the
vehicle will occur according to the authorization policy
corresponding to the User Provided Access Key. In this
way, users access the vehicle according to an authori-
zation policy corresponding to their role, which in turn
prescribes permissions and requirements for vehicle op-
erations the user can perform within the context of their
role.

[0106] Methods 200 in Figure 2, 500 in Figure 5, and
700 in Figure 7 show an overarching method where au-
thentication is attempted sequentially under different au-
thorization policies, until authentication is successful un-
der a particular authorization policy, or there are no au-
thorization policies left to attempt authentication. While
Figures 3, 4, and 6 illustrate Authorization Policy 1, Au-
thorization Policy 2, and Authorization Policy 3, this does
not necessarily dictate a required order for attempting
authentication. Further, it is not necessarily the case that
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authentication is attempted sequentially for different au-
thorization policies. Instead, an appropriate authorization
policy can be selected for authentication. This is dis-
cussed below with reference to Figure 8.

[0107] Figure 8 is a flowchart diagram which illustrates
an exemplary method 800 performed by devices such
as those in Figure 1. For example, acts of method 800
are performed by hardware similarly to as described with
reference to method 200 in Figure 2. Method 800 is an
optional supplemental method to method 200 in Figure
2, and in particular method 800 as illustrated includes
acts 802 and 804 which precede act 206 of method 200.
Figure 8 shows acts 802 and 804 as being subsequent
act 202 of method 200. This can be the case in some
implementations, but in other implementations act 802
is a sub-act of act 202 as discussed later. One skilled in
the art will appreciate that additional acts could be added,
acts could be removed, or acts could be reordered as
appropriate for a given application.

[0108] At802, atleast one additional authorization pol-
icy different from the first authorization policy is stored at
the at least one non-transitory processor-readable stor-
age medium 126. Optionally, at 802, the at least one ad-
ditional authorization policy includes the second author-
ization policy described with reference to method 500 in
Figure 5, orthe atleast one additional authorization policy
discussed with reference to method 700 in Figure 7. Dis-
cussion of storing the first authorization policy at 202,
storing the second authorization policy at 502, and stor-
ing the at least one additional authorization policy at 702
is applicable to storing the at least one additional author-
ization policy at 802. Further, act 802 can be performed
as a sub-act to act 202 in method 200. That is, at 202 in
method 200, the at least one authorization policy stored
can include the first authorization policy, and the at least
one additional authorization policy different from the first
authorization policy (any appropriate authorization poli-
cies, including Authorization Policy 1, Authorization Pol-
icy 2, and/or Authorization Policy 3 in Figures 3, 4, and
6). In method 800, "the at least one authorization policy"
referenced in act 202 of method 200 effectively includes
a plurality of different authorization policies. Similar to as
discussed with reference to Figures 3, 4, and 6, each
authorization policy includes a respective authentication
scheme, an indication of at least one respective vehicle
operation which is permitted under the authorization pol-
icy, and an indication of at least one respective vehicle
access requirement to perform each of the at least one
respective vehicle operation permitted under the author-
ization policy.

[0109] At 804, the first authorization policy is selected
for authentication, from the first authorization policy and
the at least one additional authorization policy. Subse-
quent 804, method 800 returns to act 206 of method 200,
where authentication is attempted to access the vehicle
under the first authorization policy. With reference to Fig-
ures 3, 4, and 6, the "first authorization policy" does not
necessarily correspond to "Authorization Policy 1", but
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rather could correspond to any authorization policy as
appropriate for a given application. In this sense, selec-
tion of the first authorization policy in act 804 refers to
selecting an authorization policy which is appropriate for
attempting authentication, from among a plurality of au-
thorization policies (the stored first authorization policy
and the at least one additional authorization policy).
[0110] Selection of the first authorization policy can be
performed based on any appropriate data. In some im-
plementations, the user-provided access key in 204 in-
cludes identification information used to select the first
authorization policy. Such identification information could
for example correspond to the user (e.g. indicate an iden-
tity or role of the user), or could directly indicate an au-
thorization policy which the user-provided access key
corresponds to (e.g. by indicating an authorization policy
code). In other implementations, identification informa-
tion (similar to as described above)is provided separately
from the user-provided access key (e.g. as additional da-
ta transmitted with the user-provided access key, or as
a separate message or communication from the user-
provided access key).

[0111] In one example, such identification information
could include an identity of the user, and the at least one
processor 124 could select the first authorization policy
based on the identity of the user. For example, each au-
thorization policy could further include a respective list
of users authorized under the authorization policy, and
the at least one processor 124 can check the identity of
the user against a list of users authorized under each
authorization policy. An authorization policy for which the
user is included in a corresponding list of authorized us-
ers can be selected as the first authorization policy, and
the method proceeds to 206. Alternatively, the at least
one non-transitory processor-readable storage medium
126 stores a list of users and their corresponding roles,
and each authorization policy is specific to a respective
role. The at least one processor 124 checks the role of
the user based on the identity of the user, and then selects
the first authorization policy as an authorization policy
which corresponds to the role of the user.

[0112] Inanother example, such identification informa-
tion could directly indicate a role of the user, and the at
least one processor 124 selects the first authorization
policy as an authorization policy which corresponds to
the role of the user.

[0113] In yet another example, such identification in-
formation can indicate a corresponding authorization pol-
icy directly (e.g. by indicating an authorization policy code
as mentioned above), and the atleast one processor 124
selects the first authorization policy as an authorization
policy corresponding to what is indicated.

[0114] In some implementations, in the event no au-
thorization policy is selected as the first authorization pol-
icy in act 804, method 200 can still be executed, but skip-
ping act 206 and proceeding to act 208 where use of the
vehicle is denied to the user. In this way, attempts at
authentication which are unlikely to succeed are reduced
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or prevented, which can save battery power at vehicle
120. In other implementations, in the event no authori-
zation policy is selected as the first authorization policy
in act 804, methods 200, 500, and/or 700 can still be
executed, to attempt authentication under available au-
thorization policies stored at the at least one non-transi-
tory processor-readable medium 126. In this way, selec-
tion of authorization policy can be attempted for faster
and more efficient authentication, but when such selec-
tion fails, more exhaustive attempts at authentication are
performed to provide a more robust authentication sys-
tem.

[0115] In some implementations, a plurality of Author-
ization Policies may include the same access key. With
reference to the examples in Figures 3, 4, and 6, Access
Key 1, Access Key 2, and Access Key 3 can comprise
the same access key. In such an implementation, iden-
tification information is provided as discussed above (to-
gether with or separately from the User-Provided Access
Key). Selection of authorization policy is then performed
in accordance with method 800 in Figure 8 based on the
provided identification information. After selecting an ap-
propriate Authorization Policy, authentication is attempt-
ed as discussed with reference to method 200 in Figure 2.
[0116] In some scenarios or implementations, any of
the methods discussed herein can further comprise stor-
ing, by the atleast one non-transitory processor-readable
storage medium 126, an indication of at least one reser-
vation of the vehicle 120. For example, the at least one
processor 126 can store data indicating at least one fu-
ture reservation of the vehicle 120, including time limits
(beginning and end) of the at least one reservation, and
an identity of the user or users for which the vehicle 120
is reserved. In some implementations, a single upcoming
reservation is stored by the at least one non-transitory
processor-readable storage medium 126. As needed,
further reservations can be retrieved from or provided by
network device 110. For example, when a user checks-
in for a first reservation at vehicle 120, data for a subse-
quent second reservation can be retrieved (e.g. immedi-
ately, or at some point during the first reservation, such
as when vehicle 120 has a stable network connection).
In such implementations, storage space at non-transitory
processor-readable medium 126 devoted to storing res-
ervations is reduced. Further, communication burden for
updating reservations is reduced, since only one reser-
vation at vehicle device 122 will need to be updated in
the event of changes to the reservation. On the other
hand, reservation storage is less robust, in the event a
next reservation is not or cannot be retrieved prior to said
next reservation (for example if the vehicle 120 is not in
a region with cellular connectivity). As such, in some im-
plementations it is preferable to store a plurality of up-
coming reservations at the at least one non-transitory
processor-readable storage medium 126. Such a plural-
ity of reservations could be a small number (e.g. two,
three, four, five, as non-limiting examples). In other cas-
es, the plurality of reservations could include an exten-
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sive schedule of reservations for a vehicle 120.

[0117] Figure 9 illustrates an exemplary reservation
schedule 900, which could be stored at non-transitory
processor-readable storage medium 126 at a vehicle de-
vice 122, and/or could be stored at non-transitory proc-
essor-readable storage medium 116 of network device
110. Schedule 900 illustrates reservations for one vehicle
120 for a one-week period, but a schedule can represent
any length of period as appropriate for a given applica-
tion. Further, schedule 900 illustrates time-blocks as two-
hour intervals, but any appropriate intervals (or level of
precision) for timing in a schedule could be implemented
as appropriate for a given application. The example of
Figure 9 shows three reservations for a first user, on
Tuesday, Wednesday, and Friday from 8:00 to 20:00.
The example of Figure 9 also shows a reservation for a
second user from Saturday at 8:00 to Sunday at 18:00.
The remaining time in schedule 900 is unreserved.
[0118] With reference to acts 214, 514, and 714 in
methods 200, 500, and 700, authorization policies may
require that vehicle 120 not be reserved by another user
in order to allow a particular user to perform vehicle op-
erations, or may require that vehicle 120 be reserved by
the particular user attempting to perform vehicle opera-
tions, in order to perform said operations. As an example,
with reference to schedule 900 in Figure 9, if the first user
were to attempt to access the vehicle 120 between Sat-
urday 8:00 and Sunday 18:00, the first user may be au-
thenticated (at 206, 506, or 706), but performing vehicle
operations will be denied at 214, 514, or 714. Likewise,
if the second user were to attempt to access the vehicle
120 between 8:00 and 20:00 on Tuesday, Wednesday,
or Friday, the second user may be authenticated (at 206,
506, or 706), but performing vehicle operations will be
denied at 214, 514, or 714. If, however, the first user or
the second user were to try to perform vehicle operations
outside of these reserved hours, they would be permitted
(presuming authentication is successful, and there are
not other requirements restricting performing of the ve-
hicle operations). In some implementations, performing
vehicle operations may also be denied in a buffer period
prior to an upcoming reservation. For example, with ref-
erence to schedule 900, the second user may be denied
in performing vehicle operations for a four-hour period
prior to reservations of the first user, and the first user
may similarly be denied in performing vehicle operations
for a four-hour period prior to the reservation by the sec-
ond user. This helps to prevent cases where a user takes
a vehicle and doesn’t not return it in time for another
user’s reservation. The example of a four-hour buffer is
merely exemplary, and any appropriate length of buffer
period could be implemented as appropriate for a given
application.

[0119] Insome applications, an authorization policy in-
cludes a requirement that a vehicle is reserved in order
to allow a user to perform vehicle operations. In such
applications, with reference to the example schedule
900, the first user would only be allowed to perform ve-
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hicle operations on Tuesday, Wednesday, and Friday
from 8:00 to 20:00, whereas the second user would only
be allowed to perform vehicle operations from Saturday
8:00 to Sunday 18:00.

[0120] In the methods discussed herein (e.g. method
200 in Figure 2, method 500 in Figure 5, and method 700
in Figure 7), several acts involve interaction with a user
in some form. For example, act 204 involves receiving a
user-provided key. As another example, acts 210 involve
receiving a user request to perform a user-requested ve-
hicle operation. Such interaction can be performed in a
variety of ways. Non-limiting examples include the user
tapping an identification device (e.g. RFID or NFC de-
vice) to an identification device reader at a vehicle; the
user engaging with components of a vehicle such as han-
dles, ignition, knobs, or other controls; the user inputting
information, codes, or keys in manually to aninput device;
or any other appropriate form of interaction. Another ex-
emplary non-limiting form of interaction occurs through
a user device capable of communication with a vehicle.
Such a user device can comprise a smartphone, PDA,
digital assistant, tablet, or any other appropriate form of
user device. Such a user device can communicate with
a vehicle by any appropriate form of communication,
such as Bluetooth®, ZigBee®, Wifi®, cellular, or any other
appropriate form of communication. Figures 10, 11, 12,
13, 14, 15, 16, 17, and 18 illustrate exemplary user in-
terfaces for performing user interaction, as discussed be-
low.

[0121] Figures 10, 11, 12, 13, 14, 15, 16, 17, and 18
illustrate user interface screens displayed on a user de-
vice (e.g. a smartphone) for accessing at least one ve-
hicle and performing vehicle operations, in accordance
with a non-limiting implementation. The illustrations of
Figures 10, 11,12, 13, 14, 15, 16, 17, and 18 are merely
exemplary, and any appropriate user interface could be
implemented on any appropriate device, as suitable for
a given application. Further, additional interfaces
screens could be added, interface screens could be re-
moved, or interface screens could be reordered, as ap-
propriate for a given application.

[0122] Figure 10 illustrates an exemplary user login
screen 1000. Login screen 1000 is optional, and a user
could be automatically logged in and/or identifiable by
virtue of using a particular user device assigned to the
user. Login screen 1000 (and each of the other screens
in Figures 11, 12,13, 14, 15, 16, 17, and 18) are intended
for display on a smartphone, and thus show smartphone
status indicators 1001. The illustrated status indicators
1001 include a clock, WiFi® connectivity, Cellular Net-
work connectivity, and battery level of the user device,
though alternative or additional status indicators may be
shown for a different user device. In some implementa-
tions, status indicators 1001 may not be present (for ex-
ample if the user device is a different device). Login
screen 1000 also shows an optional title field 1002 of the
application, which can include any appropriate title or text
("Geotab Keyless Lite" in the illustrated example) and
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may include additional information such as application
version ("Beta", in the illustrated example).

[0123] Login screen 1000 also shows a username in-
putfield 1003, filled with an email-address corresponding
toauser. Username inputfield could take any appropriate
user identifier, such as a user code or alias, as non-lim-
iting examples. Login screen 1000 also shows a pass-
word input field 1004, which is filled with an obscured
password for the user. Login screen 1000 also shows an
optional database input field 1005, which is shown as
filled with an exemplary database identifier. Any appro-
priate database identifier could be used, such as a data-
base name or identifier code. Login screen 1000 also
shows an optional server input field 1006, into which an
exemplary server identifier could be input. Any appropri-
ate server identifier could be used, such as a server
name, or server identifier code, or server address, as
non-limiting examples. Database input field 1005 and
server input field 1006 are optional, and useful for select-
ing an appropriate fleet or connectivity server, as appro-
priate for a given application. An appropriate database
or server could be associated with a user account, such
that these fields can be automatically identified based on
the user who is logging in.

[0124] Loginscreen 1000 also shows a password reset
or retrieval option 1007, which can be used to help a user
gain access if they forget their password. Login screen
1000 also shows a log in button 1008, which a user can
click when the otherfields of login screen 1000 have been
filled. In response, the user is logged into the application.
[0125] Figure 10 shows a number of input fields as
being filled. Such filling of fields can optionally be auto-
matic (e.g. the information is stored on a non-transitory
processor-readable storage medium of the user device,
and is automatically entered into corresponding fields of
login screen 1000).

[0126] After logging in to the application, an interface
for accessing vehicles is presented. Several different ex-
emplary screens are illustrated in Figures 11, 12, 13, and
14, which show interfaces for identifying vehicles near
the user device. To achieve this, the user device can
connect with a network device (e.g. network device 110
in Figure 1), and receive location data for at least one
vehicle in a geographic location of interest to the user.
In some scenarios, a geographic location of interest can
be an area proximate the user (e.g. a radius around the
user, or other shape defined around a location of the
user). In other scenarios, a user could input a location of
interest, such as by inputting an address of GPS position.
[0127] Figure 11 shows a screen 1100. Screen 1100
is illustrated as including status indicators 1001 similar
to screen 1000 of Figure 10. Screen 1100 is also illus-
trated as including view indicator 1102, which indicates
thatscreen 1100 is presenting a Map View showing near-
by available vehicles in the illustrated example. Screen
1100 is also illustrated as including an options interface
1103, which could include options for adjusting the pre-
sented view (e.g., to change the view to a list view such
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as illustrated in Figure 14, or to change how the map view
is presented, as non-limiting examples).

[0128] Screen 1100 in Figure 11 is also illustrated as
including a map 1104 pertinent to the geographical area
of interest. Over map 1104 is illustrated a collection of
icons 1105, which illustrates that a plurality of vehicles
are available in the geographic area of interest. The col-
lection of icons 1105 can be positioned over a general
area where said plurality of vehicles are, but each indi-
vidualicon in the collection oficons 1105 does not exactly
indicate a location of each individual vehicle in the plu-
rality of vehicles. Collection of icons 1105 is particularly
useful for showing a depot or parking location for a group
of vehicles. Thisis because the location of each individual
vehicle may not be accurate or important when said ve-
hicles are generally positioned together. Further, collec-
tion of icons 1105 could be positioned proximate a con-
venient access point to the vehicles in the plurality of
vehicles. For example, if the plurality of vehicles are po-
sitioned in a fenced parking lot, collection of icons 1105
could be positioned proximate a gate or opening in the
fenced parking lot where a user would actually enter the
parking lot. Collection of icons 1105 is illustrated as in-
cluding three icons representing a vehicle, but any ap-
propriate number of individual vehicle icons can be in-
cluded in collection of icons 1105 as appropriate for a
given application. In some implementations, the number
of vehicle icons in collection of icons corresponds to a
number of available vehicles (in the illustrated example,
collection of icons 1105 includes three individual vehicle
icons, indicating three available vehicles). In other appli-
cations, collection of icons 1105 includes a plurality of
individual vehicle icons, indicating a plurality of vehicles
available, but the quantity of individual vehicle icons does
not necessarily correspond to the number of available
vehicles. In the example of Figure 11, three individual
icons are illustrated, but this can represent any appropri-
ate number of available vehicles, such as two vehicles,
four vehicles, ten vehicles, or even more vehicles, as
non-limiting examples. In yet other implementations, col-
lection of icons 1105 includes a plurality of individual ve-
hicle icons, but may only represent a location where a
plurality of vehicles operate from, even if only a single
vehicle is actually available.

[0129] Screen 1100 in Figure 11 is also illustrated as
including interfaces 1110, 1111, and 1112 for selecting
a desired interface screen to view. In the example illus-
trated in Figure 11, interface 1111 is selected, corre-
sponding to a screen for showing available vehicles. In-
terface 1110 can be selected to show a screen directed
to a particular vehicle of interest or a most recently ac-
cessed vehicle (examples are shown in Figures 16 and
17). Interface 1112 can be selected to show a screen
directed to profile information or settings of a user (an
example is shown in Figure 18).

[0130] Figure 12 shows a screen 1200. Screen 1200
is illustrated as including status indicators 1001 similar
to screen 1000 of Figure 10. Screen 1200 is also illus-
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trated as including view indicator 1102, an options inter-
face 1103, and a map 1104 similar to as described with
reference to Figure 11. Over map 1104 is illustrated an
icon 1205 corresponding to a location where vehicles are
based. Icon 1205 could also be represented as a collec-
tion of icons, similar to collection of icons 1105 in Figure
11, if desired. In some implementations, icon 1205 indi-
cates a location where available vehicles are generally
located, even if no vehicles are actually available. In
some implementations, icon 1205 is presented only if at
least one vehicle is actually available at the location rep-
resented by icon 1205.

[0131] Screen 1200 in Figure 12 is also illustrated as
including a detailed view 1220 showing additional infor-
mation regarding availability of vehicles at the location
represented by icon 1205. View 1220 may initially be
hidden from screen 1200, and may be presented in re-
sponse to input from the user. For example, the user may
click on or select icon 1205, and detailed view 1220 can
pop up to provide additional information and/or options
regarding the location corresponding to icon 1205. De-
tailed view 1205 could be closed or hidden from view by
the user selecting close button 1221, or by the user click-
ing on or selecting map 1104 (such that close button 1221
is optional), as non-limiting examples. Detailed view 1220
is illustrated as including a title or description indicator
1222, which indicates identifying information of the loca-
tion corresponding to icon 1205. Indicator 1222 could
include as non-limiting examples: an address, a location
name (corresponding to a physical sign at the location),
a name of a landmark which can be used to identify the
location, or any other appropriate identifier. Detailed view
1220 is also illustrated as including an indicator 1223
which states that vehicles are available at the location,
and an indictor 1224 representing a type of vehicle avail-
able at the location (in the illustrated example, trucks),
and an indicator 1225 showing how many (out of a total
quantity) of vehicles are available at the location. Detailed
view 1220 is also illustrated as including an interface
1226, which a user can click on or select in order to view
specific vehicles at the location (such as for example in
the format shown for screen 1400 illustrated in Figure
14). The exact information presented in detailed view
1220 can be selected as appropriate for a given applica-
tion, and not all of indicators 1222, 1223, 1224, or 1225
need be presented in every implementation.

[0132] Figure 13 shows a screen 1300. Screen 1300
is illustrated as including status indicators 1001 similar
to screen 1000 of Figure 10. Screen 1300 is also illus-
trated as including view indicator 1102, options interface
1103, map 1104, interface 1110, interface 1111, and in-
terface 1112 as described with reference to screen 1100
in Figure 11. Over map 1104 is illustrated a plurality of
icons 1305, where each icon in the plurality oficons 1305
indicates an available vehicle. That is, compared to col-
lection of icons 1105 in Figure 11, the plurality of icons
1305 includes a respective icon for each available vehi-
cle, corresponding to a location of said respective vehi-
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cle.

[0133] Figure 14 shows a screen 1400. Screen 1400
is illustrated as including status indicators 1001 similar
to screen 1000 of Figure 10. Screen 1400 is also illus-
trated as including interface 1110, interface 1111, and
interface 1112 similarly to as discussed with reference
to Figure 11.

[0134] Screen 1400 is also illustrated as including view
indicator 1402, which indicates that screen 1400 is pre-
senting a List View showing nearby available vehicles in
the illustrated example. Screen 1400 is also illustrated
as including view selection interface 1403, which could
include options for adjusting the presented view (e.g., to
change the view to a map view such as those illustrated
in Figures 11, 12, and 13, as a non-limiting example).
[0135] Screen 1400 in Figure 14 is also illustrated as
including an optional search interface, for searching for
specific vehicles based on text. As non-limiting exam-
ples, a user could input text corresponding to a desired
vehicle or vehicle type (such as license plate number,
vehicle type, vehicle capacity, vehicle accessories, ve-
hicle color, vehicle model, or any other appropriate at-
tributes). Available vehicles matching search criteria are
presented in response to inputting said search criteria.
[0136] Screen 1400 in Figure 14 is also illustrated as
presenting a list of vehicles pertinent to the geographical
area of interest and/or to input search criteria. In the il-
lustrated example, the list of vehicles includes vehicles
1410, 1411, 1412, 1413, 1414, 1415, and 1416, though
in other scenarios more or fewer vehicles could be in-
cluded in the list as appropriate. The list of vehicles in
screen 1400 is particularly useful for showing vehicles
which can be identified based on text, for example if the
user is standing amongst a plurality of available vehicles
and can read the license plate numbers of said vehicles.
[0137] Figure 15 shows a screen 1500. Screen 1500
is illustrated as including status indicators 1001 similar
to screen 1000 of Figure 10. Screen 1500 is also illus-
trated as including interface 1110, interface 1111, and
interface 1112 similarly to as discussed with reference
to Figure 11. Screen 1500 is also illustrated as including
indicators 1510, 1511, and 1512, which indicate that no
available vehicles are found in the geographic region of
interest. Indicator 1510 is a text indicator which explains
that no available vehicles were found. Indicators 1511
and 1512 are graphical indicators which indicate wireless
communication of a vehicle to a network. Any of indica-
tors 1510 can be presented and used to indicate different
reasons why no available vehicles are found, such as
lack of internet connectivity of the user device attempting
to identify vehicles, or due to a lack of vehicles being
available in the geographic area of interest.

[0138] Forany ofthe screens discussed with reference
to Figures 11, 12, 13, 14, or any similar screen, a user
selects a particular vehicle to access. In an exemplary
implementation, atthis stage acts 204 and 206 of method
200 in Figure 2 are performed. In particular, the user de-
vice communicates with the selected vehicle and pro-
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vides a user access key to the vehicle as in act 204. At
least one processor at the selected vehicle then attempts
to authenticate access to the vehicle for the user under
an authorization policy stored at a non-transitory proces-
sor-readable storage medium at the vehicle as in act 206.
[0139] Figure 16 illustrates an exemplary screen 1600
presented during acts 204 and/or 206, in an exemplary
implementation. In the example of Figure 16, screen
1600is llustrated as including status indicators 1001 sim-
ilar to screen 1000 of Figure 10. Screen 1600 is also
illustrated as including interface 1110, interface 1111,
and interface 1112 similarly to as discussed with refer-
ence to Figure 11, though in the example of Figure 16,
interface 1110 is selected indicating the "Latest" vehicle
selected (in this case, the vehicle in which access is cur-
rently being attempted).

[0140] Screen 1600 in Figure 16 is also illustrated as
including an indicator 1601 which indicates the purpose
of screen 1600 (to provide vehicle detail) and which fur-
ther includes a back button for returning to a previous
screen. Screen 1600 in Figure 16 is also illustrated as
including an indicator 1602 which shows an identifier for
the vehicle. Such an identifier could be a vehicle name,
license plate, description, or any other appropriate infor-
mation which is useful to identify the vehicle.

[0141] Screen 1600 in Figure 16 is also illustrated as
including a status indicator 1603. Status indicator 1603
is illustrated as showing status of a Bluetooth® connec-
tion between the user device and a vehicle device in the
vehicle (such as a vehicle device 122 in Figure 1). Status
indicator 1603 can be used to indicate more than just
Bluetooth® connection status, but rather could indicate
connection status by any appropriate communication
protocol or pipeline. Further, Status indicator 1603 can
also indicate authentication status. For example, if the
vehicle device 122 is unable to authenticate the user at
act 206 of method 200, act 506 of method 500, act 706
of method 700, or similar, status indicator 1603 can in-
dicate such to the user (or can indicate "Not Connected",
on the basis that an authenticated connection is not es-
tablished, even if connection alone is possible).

[0142] Screen 1600 in Figure 16 is also illustrated as
including an optional detailed indicator 1604, which spec-
ifies what is presently being performed. In the illustrated
example, this is "Looking for the vehicle", which can en-
compass identifying the vehicle to connect with, and at-
tempting connection. Other detailed indications could be
presented, such as "Establishing Connection", "Authen-
ticating", or any other appropriate indication. Specificity
(or inclusion) of detailed indication 1604 is chosen as
appropriate based on a particular application.

[0143] Screen 1600 in Figure 16 is also illustrated as
including vehicle details 1605, which specify details per-
taining to the selected vehicle. In the illustrated example,
these details include model, license plate, and last ac-
cess date and time of the vehicle.

[0144] Figure 17 illustrates a screen 1700 presented
in an exemplary implementation, after act 206 in method
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200, act 506 in method 500, act 706 in method 700, or
similar, where attempting to authenticate is successful.
In the example of Figure 17, screen 1700 is illustrated
as including status indicators 1001 similar to screen 1000
of Figure 10. Screen 1700 is also illustrated as including
interface 1110, interface 1111, and interface 1112 simi-
larly to as discussed with reference to Figure 11, though
in the example of Figure 17, interface 1110 is selected
indicating the "Latest" vehicle selected (in this case, the
vehicle in which authentication is successful). Screen
1700 in Figure 17 is also illustrated as including an indi-
cator 1601, an indicator 1602, and vehicle details 1605
similarly to as discussed with reference to Figure 16.
[0145] Screen 1700 in Figure 17 is also illustrated as
including a status indicator 1703. Status indicator 1703
in Figure 17 is similar to status indicator 1603 in Figure
16. One difference is that status indicator 1703 is illus-
trated as showing successful Bluetooth® connection be-
tween the user device and a vehicle device in the vehicle
(such as a vehicle device 122 in Figure 1). Similarly to
as discussed with reference to Figure 16, status indicator
1703 can be used to indicate more than just Bluetooth®
connection status, but rather could indicate connection
status by any appropriate communication protocol or
pipeline. Further, status indicator 1703 can also indicate
authentication status. For example, when the vehicle de-
vice 122 successfully authenticates the user at act 206
of method 200, act 506 of method 500, act 706 of method
700, or similar, status indicator 1703 can indicate such
to the user (or can indicate "Connected", on the basis
that an authenticated connection is established).
[0146] Screen 1700 in Figure 17 is also illustrated as
including user interfaces 1720, 1721, and 1722, which
represent possible vehicle operations a user can request
to perform. Interface 1720 corresponds to a "Locate" op-
eration, where the user device presents a location of the
vehicle, physically identifiable features of the vehicle, di-
rections to the vehicle, or other similar operation which
helps the user to physically find the vehicle. Interface
1721 corresponds to an "Unlock" operation, which un-
locks doors or other access points of the vehicle. Inter-
face 1722 corresponds to a "Lock" operation, which locks
doors or other access points of the vehicle. Additional
operations could be included, or operations could be re-
moved, as appropriate for a given application.

[0147] In response to a user clicking on or selecting
any of interfaces 1720, 1721, or 1722, acts 212, 214,
512, 514, 712, and/or 714 of respective methods 200,
500, or 700 are performed. That s, itis determined wheth-
er the authenticated user has permissions to perform the
selected operation, and whether requirements are met
for the operation to be performed. If the user is permitted
to perform the selected vehicle operation, and require-
ments are met for the operation to be performed, then
the operation is performed per act 216. If the user is not
permitted to perform the selected vehicle operation, or
requirements are not met for the operation to be per-
formed, then the request to perform the operation is de-
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nied per act 218.

[0148] It is possible for a user to be authenticated to
use a vehicle, but for no vehicle operations to be per-
formable by the user under the circumstances (e.g. re-
quirements to perform vehicle operations are not met).
In an exemplary scenario, a first user is using a vehicle,
and a second user who can be authenticated to use the
same vehicle may wish to use the vehicle. If authentica-
tion were performed successfully and screen 1700 were
presented to the second user, this would present the ap-
pearance that the vehicle is usable by the second user
under the circumstances. Subsequently, however, the
second user would try to perform vehicle operations, and
would be denied. This would be frustrating to the second
user. To address this, determining whether requirements
to use a vehicle are met can be performed (at least to a
limited extent) prior to presenting an option of vehicle
access to the user. For example, prior to presenting the
vehicle as "available" in any of screens 11, 12, 13, or 14,
requirements to perform vehicle operations can be
checked. If the requirements are not met, the vehicle is
not presented as "Available". Whether and how such de-
termining of whether requirements are met is performed
canbebased on arole of auser. Inan exemplary scenario
of a vehicle rental fleet, for customers who rent vehicles,
determination of whether vehicle requirements are met
is performed prior to presenting a vehicle as "Available".
On the other hand, for service personnel who perform
vehicle maintenance, determination of whether vehicle
requirements are met may not be performed prior to pre-
senting a vehicle as "Available", because such service
personal may be required to service a vehicle is being
used or is reserved for use.

[0149] Additionally, vehicle operations which a user is
not permitted to perform may be excluded from screen
1700 in some implementations, or can be displayed but
grayed out in other implementations.

[0150] Figure 18 illustrates a screen 1800 presented
in an exemplary implementation, when a user selects
interface 1112 (or other "profile" option) in any other ap-
propriate screen. Screen 1800 in Figure 18 is illustrated
as including status indicator 1001 similar to screen 1000
of Figure 10. Screen 1800 is also illustrated as including
interface 1110, interface 1111, and interface 1112 simi-
larly to as discussed with reference to Figure 11, though
in the example of Figure 18, interface 1112 is selected
indicating the "Profile" page is selected. Screen 1800 in
Figure 18 is also illustrated as including user information
1802, and a "Log Out" button 1803. User information
1802 can include any appropriate information, and in the
illustrated example include the user’s email address and
phone number. Intheillustrated example, if a user selects
log out button 1803, the user interface logs the user out
and returns to screen 1000 illustrated in Figure 10.
[0151] Figure 19 is a flowchart diagram which illus-
trates an exemplary method 1900 performed by devices
such as those in Figure 1. Method 1900 is generally di-
rected towards managing access to a plurality of vehi-
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cles. Method 1900 as illustrated includes acts 1902,
1904, 1906, 1908, 1910, 1912, 1914, 1916, 1918 and
1920. Acts 1912, 1914, 1916, and 1918 are illustrated
together as a collection of acts 1910. One skilled in the
art will appreciate that additional acts could be added,
acts could be removed, or acts could be reordered as
appropriate for a given application. With reference to the
example illustrated in Figure 1, acts can be performed
by appropriate components of network device 110 or ve-
hicle devices 122. Further, any of the at least one non-
transitory processor-readable storage mediums 116 or
126 could have instructions stored thereon, which when
executed by a respective at least one processor (proc-
essors 114 or 124) cause the respective device (network
device 110 or vehicle device 122) to perform a given act
of method 1900. In the discussion of method 200 below,
reference to an act being performed by at least one proc-
essor 124 refers to the act being performed by any of
processors 124a, 124b, 124c, or 124d. Reference to an
act being performed by at least one non-transitory proc-
essor-readable storage medium 126 refers to the act be-
ing performed by any of non-transitory processor-read-
able storage mediums 126a, 126b, 126c, or 126d. Ref-
erence to an act being performed by communication in-
terface 128 refers to the act being performed by any of
communication interfaces 128a, 128b, 128c, or 128d.
Typically, for a combination of acts performed by a com-
bination of at least one processor, at least one non-tran-
sitory processor-readable storage medium, and a com-
munication interface of a vehicle device, the combination
of acts are performed by at least one processor, at least
one non-transitory processor-readable storage medium,
and a communication interface common to one of vehicle
devices 122a, 122b, 122c¢, or 122d (or any other similar
vehicle device).

[0152] At 1902, an access configuration which speci-
fies atleast one authorization policy is stored at a network
device (e.g., on the atleast one non-transitory processor-
readable storage medium 116 of network device 110).
An access configuration can specify any appropriate
number of authorization policies. In one exemplary im-
plementation, an access configuration specifies the three
authorization policies illustrated and discussed with ref-
erence to Figures 3, 4, and 6. The authorization policies
within an access configuration can include any appropri-
ate aspects, such as those discussed earlier with refer-
ence to Figures 3, 4, and 6, or those discussed later with
reference to Figure 20. In particular, each authorization
policy of the at least one authorization policy includes a
respective authorization scheme for authenticating an
access key to access a vehicle in accordance with the
authorization policy (similar to as discussed earlier with
reference to Figures 3, 4, and 6); a respective indication
of at least one vehicle operation which is permitted under
the authorization policy (similar to as discussed earlier
with reference to Figure 3, 4, and 6); and a respective
indication of at least one vehicle access requirement to
perform each of the at least one vehicle operation per-
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mitted under the authorization policy (similar to as dis-
cussed earlier with reference to Figure 3, 4, and 6).
[0153] At 1904, the access configuration is sent to be
stored at a first vehicle device included in a first vehicle
device of a plurality of vehicles. For example, with refer-
ence to the hardware of Figure 1, communication inter-
face 118 sends the access configuration stored on non-
transitory processor-readable storage medium 116, to
be received by communication interface 126a of a vehicle
device 122a included in a vehicle 120a. The received
access configuration is stored by at least one non-tran-
sitory processor-readable storage medium 126a of vehi-
cle device 122a. Throughout the description of Figure
19, the "first vehicle device" is discussed as vehicle de-
vice 122a in vehicle 120a in Figure 1; however, the dis-
cussion is applicable to any appropriate vehicle device.
[0154] At 1906, access to the first vehicle 120a is con-
trolled based on the at least one authorization policy. For
example, the at least one processor 124a of vehicle de-
vice 122a controls access to the vehicle 120a based on
at least one authorization policy included in the access
configuration received and stored at 1904. Exemplary
methodologies and techniques for controlling access to
a vehicle based on at least one authorization policy are
discussed above with reference to Figures 2, 5, and 7,
and are fully applicable to act 1906 in method 1900.
[0155] Acts 1908, 1910 (including acts 1912, 1914,
1916, and 1918) and 1920 are optional acts generally
directed to ensuring that an access configuration is prop-
erly stored at a vehicle device, including updating an ac-
cess configuration as appropriate. Each of acts 1908,
1910 (including acts 1912, 1914, 1916, and 1918) and
1920 are not necessarily performed in a given scenario
orimplementation (though in certain circumstances, they
may be). In particular, acts 1908, 1910 (including acts
1912, 1914, 1916, and 1918) and 1920 can be executed
as appropriate to ensure correct storage or updating of
an access configuration. Three exemplary implementa-
tions are discussed below regarding how select acts may
be performed to achieve certain objectives.

[0156] In afirstexemplary implementation, at 1908, an
updated access configuration is stored at the network
device 110 which replaces or supersedes the previously
stored access configuration. For example, the access
configuration stored at the at least one non-transitory
processor-readable storage medium 116 is updated to a
new access configuration. In some cases, the updated
access configuration "replacing” or "superseding" a pre-
viously stored access configuration can refer to the pre-
viously stored access configuration being deleted, and
the updated access configuration being stored instead.
In other cases, "replacing"” or "superseding" a previously
stored access configuration refers to the existing access
configuration as stored being modified to the updated
access configuration without retaining the pre-update ac-
cess configuration. However, this is not necessarily the
case. For example, in some cases the updated access
configuration "replacing" or "superseding" an previously
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stored access configuration can refer to the previously
stored access configuration being archived, outdated, or
similar (i.e., retained on non-transitory processor-reada-
ble storage medium 116, but not as the most up-to-date
version), and the updated access configuration being
stored as well (as the most up-to-date version). In this
way, if appropriate, an old access configuration could be
accessed and/or utilized if needed or appropriate.
[0157] Collection of acts 1910 is generally directed to
determining when to send an access configuration to a
vehicle, based on a status message from a vehicle device
in the vehicle. Collection of acts 1910 is optional in the
context of method 1900 as mentioned above. Collection
of acts 1910 as illustrated includes acts 1912, 1914,
1916, and 1918.

[0158] At 1912, a first query is sent to be received by
the first vehicle device, where the first query requests a
status message from the first vehicle device (forexample,
communication interface 118 sends a first query to a first
vehicle device 122a). Act 1912 is further optional within
optional collection of acts 1910, as discussed later.
[0159] At 1914, a first status message is sent by the
first vehicle device, and received by the network device
(communicated from the first vehicle device to the net-
work device). The first status message indicates an ac-
cess configuration stored at the first vehicle device. In an
example, the at least one processor 124a of vehicle de-
vice 122a can prepare the first status message, which is
sent by communication interface 128a, and is received
by communication interface 118 of network device 110.
The first status message (or other appropriate similar sta-
tus messages discussed herein) can indicate a version
number of an access configuration, or could be a hash
corresponding to the access configuration, as non-limit-
ing examples.

[0160] At 1916, a determination is made as to whether
there is a mismatch between the access configuration
indicated in the first status message and the access con-
figuration stored at the at least one non-transitory proc-
essor-readable storage medium of the at least one net-
work device. For example, the atleast one processor 114
can compare the indication of the access configuration
in the first status message to information about the ac-
cess configuration stored at non-transitory processor-
readable storage medium 116, to determine whether
there is a mismatch. For example, if a version number of
the access configuration stored at the first vehicle device
122a (as received in the first status message) does not
match a version number of the access configuration
stored atthe network device 110, a mismatch is identified.
As another example, if a hash corresponding to the ac-
cess configuration stored at the first vehicle device 122a
(as received in the first status message) does not match
a hash corresponding to the access configuration stored
at the network device 110, a mismatch is identified.
[0161] Upon identification of a mismatch at 1916,
method 1900 proceeds to 1918, where the access con-
figuration stored at the network device is sent to be stored
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at the first vehicle device. For example, communication
interface 118 can send the access configuration stored
at non-transitory processor-readable storage medium
116 to be received by communication interface 128a and
stored at non-transitory processor-readable storage me-
dium 126a of vehicle device 122a. Because an updated
access configuration was stored at 1908, which replaces
or supersedes an previously stored access configuration,
the access configuration which is sent at 1918 is the up-
dated access configuration.

[0162] If a mismatch is not identified at 1916, act 1918
is not performed.

[0163] The first exemplary implementation discussed
above is particularly useful for managing updates to ac-
cess configurations; however, act 1908 is optional. In a
second exemplary implementation, act 1908 is not per-
formed (that is, the access configuration stored at the
network device 110 is not updated since being stored at
1902). Even though this stored access configuration is
sent to the first vehicle device at 1904, it can be useful
to still perform collection of acts 1910, as discussed be-
low.

[0164] In this second exemplary implementation, acts
1912, 1914, 1916, and 1918 are performed similarly to
as discussed above regarding the first exemplary imple-
mentation. One difference however, is that the access
configuration stored at the network device which is
checked for mismatch at 1916, and the access configu-
ration sent to be stored at the first vehicle at 1918, are
the access configuration stored at 1902 (not an updated
access configuration as in act 1908 which is not per-
formed in this example).

[0165] In this sense, the access configuration sent to
be stored at the first vehicle device at 1904, and the ac-
cess configuration sent to be stored at the first vehicle
device at 1918, should be the same access configuration.
Thus, this second exemplary implementation is an effec-
tive means of confirming that the access configuration
sent to the first vehicle device is correctly received and
stored at the first vehicle device. The second exemplary
implementation also effectively confirms whether the ac-
cess configuration stored at the vehicle device has not
been altered, corrupted, or deleted. If the access config-
uration stored at vehicle device 122a is compromised
(i.e. a mismatch is identified at 1916), the access config-
uration is resent at 1918.

[0166] Boththefirstexemplary implementation and the
second exemplary implementation discussed above in-
clude act 1912 of sending a first query requesting the
first status message. However, this act 1912 is optional
in both implementations. For example, instead of sending
the first query, the vehicle device 122a (or processor
124a thereof) can prepare and send the first status mes-
sage on a regular or periodic basis, to be received by the
network device 110 as in 1914. In this way, the vehicle
device performs a regular status report, which the net-
work device uses to determine if the access configuration
stored at the first vehicle is out-of-date or otherwise im-



49

proper or inaccurate.

[0167] Further still, sending of the first query at 1912
as in the first and second exemplary implementations
discussed above can be performed on a regular or peri-
odic basis. That is, the network device 110 can request
a regular status update from the first vehicle 122a, to
determine whether the access configuration stored at the
first vehicle 122a is out-of-date or otherwise improper or
inaccurate.

[0168] In athird exemplary implementation, acts 1908
and 1920 are performed.

[0169] At 1908, an updated access configuration is
stored at the network device 110, similarly to as dis-
cussed above regarding the first exemplary implemen-
tation. At 1920, in response to storing the updated access
configuration at 1908, the updated access configuration
is sent to be stored on the first vehicle device 122a. For
example, communication interface 118 of network device
110 sends the updated access configuration to be re-
ceived by communication interface 128a, and stored at
the at least one non-transitory processor-readable stor-
age medium 126a of vehicle device 122a.

[0170] The third exemplary implementation is effective
atautomatically updating the access configuration stored
at thefirst vehicle device 122a, inresponse to the access
configuration stored at the network device 110 being up-
dated.

[0171] The first, second, and third exemplary imple-
mentations discussed above are not necessarily exclu-
sive to each other. For example, the second exemplary
implementation can be performed to confirm correct stor-
ing or maintenance of an original access configuration
sent from the network device to the first vehicle device.
The third exemplary implementation can then be per-
formed in response to an updated access configuration
being stored at the network device. Then, the second
exemplary implementation can be performed to confirm
correct storing or maintenance of the updated access
configuration at the first vehicle device.

[0172] In any of the above discussed exemplary im-
plementations, a confirmation message can optionally
be sent from the first vehicle device confirming that the
sent access configuration was received by the first vehi-
cle device. For example, at 1904, the first vehicle device
122areceives the access configuration sentfrom the net-
work device 110, and in response the first vehicle device
122a sends a confirmation message to the network de-
vice 110 indicating that the access configuration was re-
ceived. If network device 110 does not receive this con-
firmation message, network device 110 resends the ac-
cess configuration at 1902. Similar discussion is appli-
cable to sending of the access configuration at 1918. In
such cases where a confirmation message is used to
confirm whether the access configuration is correctly re-
ceived, collection of acts 1910 is still useful for determin-
ing whether an access configuration stored at the first
vehicle device 122a is correctly maintained (e.g. not cor-
rupted or deleted, and kept up-to-date).
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[0173] Several mentions are made above regarding an
access configuration being "updated”, which can include
many forms of updates. For example, an updated access
configuration caninclude an update or updates to at least
one, a plurality, or all authorization policies included in
the access configuration. Figure 20 illustrates an exem-
plary authorization policy 2000, to show elements of the
authorization policy which can be updated. Similar dis-
closure also applies to the authorization policies dis-
cussed with reference to Figures 3, 4, and 6.

[0174] Figure 20 shows Authorization Policy 2000 as
including an Authentication Scheme, which includes an
Access Key for authenticating users. An update to an
authorization policy could include an updated authenti-
cation scheme for the policy, such as an update to an
access key or access keys that can be authenticated by
the authentication scheme.

[0175] Authorization policy 2000 is also shown as in-
cluding Permissions (indication of at least one vehicle
operation which is permitted under the Authorization Pol-
icy). An update to an authorization policy can include an
updated indication of at least one indication of at least
one vehicle operation which is permitted under the au-
thorization policy (e.g. permitted operations could be
added or removed from the authorization policy).
[0176] Authorization policy 2000 is also shown as in-
cluding Requirements (indication of at least one vehicle
access requirement to perform each vehicle operation
permitted under the Authorization Policy). An update to
an authorization policy could include an updated indica-
tion of at least one vehicle access requirement (e.g. up-
dating conditions needed to be fulfilled in order to perform
certain vehicle operations, such as updating reservation
information).

[0177] Authorization Policy 2000 is also shown as in-
cluding a list of Authorized Users (at least one Authorized
User), who are authorized to access vehicles in the plu-
rality of vehicles managed by any of the methods dis-
cussed herein (including methods 200, 500, 700, 1900,
and 2100). This list of Authorized Users can thus be
stored on at least one non-transitory processor-readable
storage medium of vehicle devices 122 or of network
device 110 (i.e. on non-transitory processor-readable
storage mediums 116 and/or 126). When authenticating
auserto access a vehicle, said user can be authenticated
not only by authenticating a user-provided access key
against an access key included in an authentication
scheme, but also by receiving an identification or creden-
tials of the user and checking whether the userisincluded
in the authorized list of users for the authorization policy.
In this way, even if a user has an authentic access key,
they may still be denied vehicle access if they are not
included in a list of authorized users. For example, a user
may have a valid access key stored on a device (e.g. an
identification device or a user device), but their access
may have been revoked by removing them from a list of
authorized users, such that they will not be granted ve-
hicle access. In this sense, an updated authorization (e.g.
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as part of an updated access configuration) can include
an updated list of at least one user authorized to access
vehicles in the plurality of vehicles (e.g. by removing or
adding authorized users).

[0178] Figure 21 is a flowchart diagram which illus-
trates an exemplary method 2100 performed by devices
such as those in Figure 1. Method 2100 is in some ways
similar to method 1900 discussed with reference to Fig-
ure 19, and description of method 1900 also applies to
method 2100 unless context dictates otherwise. For ex-
ample, acts of method 2100 are performed by hardware
similarly to as described with reference to method 1900.
Method 2100 as illustrated includes acts 2102, 2104,
2106, 2108, 2110, 2112, 2114, 2116, 2118 and 2120.
Acts 2112, 2114, 2116, and 2118 are illustrated together
as a collection of acts 2110. One skilled in the art will
appreciate that additional acts could be added, acts could
be removed, or acts could be reordered as appropriate
for a given application.

[0179] Method 2100 is a generalized method similar
to method 1900. That is, while method focuses on man-
aging an access configuration on a first vehicle device,
method 2100 is directed to managing an access config-
uration on a plurality of vehicle devices. In a sense, meth-
od 1900 can be considered as an aspect of method 2100,
in that method 1900 describes acts performed for one
vehicle of a plurality of vehicles, while method 2100 per-
tains to similar acts for each vehicle of the plurality of
vehicles.

[0180] At 2102, an access configuration which speci-
fies atleast one authorization policy is stored at a network
device (e.g. on at least one non-transitory processor-
readable storage medium 116 of network device 110 in
Figure 1). Description of act 1902 in method 1900 is ap-
plicable to similar act 2102 in method 2100, and is not
repeated for brevity.

[0181] At 2104, the access configuration stored at the
network device is sent to be stored at a respective vehicle
device included in each respective vehicle of a plurality
of vehicles. For example, with reference to the hardware
of Figure 1, communication interface 118 sends the ac-
cess configuration stored on non-transitory processor-
readable storage medium 116, to be received by com-
munication interfaces 126 of a plurality of vehicle devices
122 included in a plurality of vehicles 120. The received
access configuration is stored by a respective at least
one non-transitory processor-readable storage medium
126 of each vehicle device 122. Description of similar act
1904 in method 1900 is applicable to act 2104 in method
2100. In a sense, act 2104 can be considered an exten-
sionofact 1904. Thatis, at 1904 the access configuration
is sent to be stored at a first vehicle device 122a included
in a first vehicle 120a of a plurality of vehicles, and act
2104 extends this such that the access configuration is
additionally sent to be stored on a respective non-tran-
sitory processor-readable storage medium of each re-
spective vehicle device (122b, 122¢, and 122d) included
in each other vehicle (120b, 120c, and 120d) of the plu-
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rality of vehicles in addition to the first vehicle 120a.
[0182] At 2106, access to each vehicle of the plurality
of vehicles is controlled based on the at least one author-
ization policy, by the respective vehicle device in each
vehicle. For example with reference to the hardware in
Figure 1, each vehicle device 122 controls access to a
respective vehicle 120 in which the vehicle device 122
isincluded, based on the atleast one authorization policy.
Description of similar act 1906 in method 1900 is appli-
cable to act 2106 in method 2100. In a sense, act 2106
can be considered an extension of act 1906. That is, at
1906 access to the first vehicle 120a is controlled by the
first vehicle device 122aincluded in the first vehicle 120a,
and act 2106 extends this such that access to each other
vehicle of the plurality of vehicles (120b, 120c, and 120d)
in addition to the first vehicle (120a) is controlled, by the
respective vehicle device (122b, 122c, and 122d) includ-
ed in each vehicle of the plurality of vehicles, based on
the at least one authorization policy stored on the non-
transitory processor-readable storage medium of the re-
spective vehicle device.

[0183] At2108,anupdatedaccess configuration which
replaces or supersedes the previously stored access
configuration is (optionally) stored at the network device
(e.g. on at least one non-transitory processor-readable
storage medium 116 of network device 110 in Figure 1).
Description of act 1908 in method 1900 is applicable to
similar act 2108 in method 2100, and is not repeated for
brevity.

[0184] At 2120, in response to storing the updated ac-
cess configuration at 2108, the updated access config-
uration is sent to be stored on each vehicle device (e.g.
the at least one communication interface 118 of network
device 110 sends the updated access configuration to
each vehicle device 122, to be received by each respec-
tive communication interface 128 and stored at each re-
spective non-transitory processor-readable storage me-
dium 126). Description of similar act 1920 in method 1900
is applicable to act 2120 in method 2100. In a sense, act
2120 can be considered an extension of act 1920. That
is, at 1920 the updated access configuration is sent to
be stored on a first vehicle device, and act 2120 extends
this such that the updated access configuration is sent
to be stored on each other vehicle device (122b, 122c,
and 122d) in addition to the first vehicle device (122a).
[0185] At 2112, a plurality of queries are sent (e.g. by
the communication interface 118 of network device 110).
Each query is to be received by a respective vehicle de-
vice, and each query requests a status message from
the respective vehicle device. Description of similar act
1912 in method 1900 is applicable to act 2112 in method
2100. Act 2112 is optional, for the reasons discussed
above regard act 1912. In a sense, act 2112 can be con-
sidered an extension of act 1912. That is, at 1912 a first
query is sentto be received by afirst vehicle device 122a,
and act 2112 extends this such that a plurality of queries
are sent to be received by each other vehicle device
(122b, 122¢, and 122d) in addition to the first vehicle
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device (122a).

[0186] At 2114, a respective status message is sent
by each vehicle device, and received by the network de-
vice (a respective status message is communicated from
each vehicle device to the network device). Each respec-
tive status message indicates an access configuration
stored at the respective vehicle device from which the
respective stats message originates. Description of sim-
ilar act 1914 in method 1900 is applicable to act 2114 in
method 2100. In a sense, act 2114 can be considered
an extension of act 1914. That is, at 1914 a first status
message is prepared and sent from a first vehicle device
1223, to be received by network device 110, which indi-
cates an access configuration stored at the first vehicle
device 122a; act 2114 extends this such that a plurality
of status messages are prepared and sent from each
other vehicle device (122b, 122¢, and 122d) in addition
to the first vehicle device (122a), which indicate an ac-
cess configuration of each vehicle device (122b, 122c,
and 122d) in addition to the first vehicle device (122a),
to be received by network device 110.

[0187] At 2116, any mismatches between the access
configuration indicated in each status message and the
access configuration stored at the network device are
identified. That is, for each status message (or vehicle
device), a determination is made as to whether the ac-
cess configuration indicated in the status message (i.e.
access configuration stored at the vehicle device) match-
es the access configuration stored at the network device
(or the updated access configuration if applicable from
act2108). Description of similar act 1916 in method 1900
is applicable to act 2116 in method 2100. In a sense, act
2116 can be considered an extension of act 1916. That
is, at 1916 a mismatch between an access configuration
indicated in a first status message received from a first
vehicle device 122a and an access configuration stored
at the network device 110 is identified, and act 2116 ex-
tends this such that any mismatches are identified be-
tween an access configuration indicated in each other
status message in addition to the first status message
and an access configuration stored at the network device.
[0188] At2118, the access configuration is sent by the
network device (e.g. by communication interface 118) to
be stored at respective vehicles devices from which any
status messages originate for which a mismatch was
identified at 2116. Description of similar act 1918 in meth-
od 1900 is applicable to act 2118 in method 2100. In a
sense, act 2118 can be considered an extension of act
1918. That s, at 1918 the access configuration stored at
the network device is sent to be stored at the first vehicle
device 122a when a mismatch is identified in the first
status message originating from the first vehicle device
1223a; act 2118 extends this such that the access config-
uration is sent to be stored at any vehicle devices (e.g.
122b, 122c, and 122d) in addition to the first vehicle de-
vice 122a for which a mismatch is identified in the re-
spective status message originating from the respective
vehicle device.
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[0189] With reference to Figure 19 and method 1900,
three exemplary implementations are discussed above
regarding certain acts of method 1900 being optional.
This discussion is also applicable to method 2100 in Fig-
ure 21. In particular, one exemplary implementation (sim-
ilar to the first exemplary implementation discussed with
reference to Figure 19) includes acts 2108, 2112, 2114,
2116, and 2118. Another exemplary implementation
(similar to the second exemplary implementation dis-
cussed with reference to Figure 19) includes acts 2112,
2114, 2116, and 2118 without act 2108. In both these
exemplary implementations, sending queries atact 2112
is further optional, similar to as discussed with reference
to act 1912 in method 1900 of Figure 19. Yet another
exemplary implementation (similar to the third exemplary
implementation discussed with reference to Figure 19)
includes acts 2108 and 2120.

[0190] While the presentinvention has been described
with respect to the non-limiting embodiments, it is to be
understood that the invention is not limited to the dis-
closed embodiments. Persons skilled in the art under-
stand that the disclosed invention is intended to cover
various modifications and equivalent arrangements in-
cluded within the scope of the appended claims. Thus,
the present invention should not be limited by any of the
described embodiments.

[0191] Throughoutthis specification and the appended
claims, infinitive verb forms are often used, such as "to
operate" or "to couple". Unless context dictates other-
wise, such infinitive verb forms are used in an open and
inclusive manner, such as "to at least operate" or "to at
least couple".

[0192] The Drawings are not necessarily to scale and
may be illustrated by phantom lines, diagrammatic rep-
resentations, and fragmentary views. In certain instanc-
es, details that are not necessary for an understanding
of the exemplary embodiments or that render other de-
tails difficult to perceive may have been omitted.

[0193] The specification includes various implementa-
tions in the form of block diagrams, schematics, and flow-
charts. A person of skill in the art will appreciate that any
function or operation within such block diagrams, sche-
matics, and flowcharts can be implemented by a wide
range of hardware, software, firmware, or combination
thereof. As non-limiting examples, the various embodi-
ments herein can be implemented in one or more of: ap-
plication-specific integrated circuits (ASICs), standard in-
tegrated circuits (ICs), programmable logic devices
(PLDs), field-programmable gate arrays (FPGAs), com-
puter programs executed by any number of computers
or processors, programs executed by one or more control
units or processor units, firmware, or any combination
thereof.

[0194] The disclosure includes descriptions of several
processors. Said processors can be implemented as any
hardware capable of processing data, such as applica-
tion-specific integrated circuits (ASICs), standard inte-
grated circuits (ICs), programmable logic devices
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(PLDs), field-programmable gate arrays (FPGAs), logic
circuits, or any other appropriate hardware. The disclo-
sure also includes descriptions of several non-transitory
processor-readable storage mediums. Said non-transi-
tory processor-readable storage mediums can be imple-
mented as any hardware capable of storing data, such
as magnetic drives, flash drives, RAM, or any other ap-
propriate data storage hardware. Further, mention of da-
ta or information being stored at a device (e.g. vehicle
device 122 or network device 110) generally refers to the
data information being stored at a non-transitory proces-
sor-readable storage medium of said device (e.g. non-
transitory processor-readable storage mediums 116 or
126).

[0195] Several exemplary implementations of the
present invention are discussed in the Clauses below:

Clause 1. A method formanaging access to a vehicle
including a vehicle device, the method comprising:

storing, by atleast one non-transitory processor-
readable storage medium of the vehicle device,
afirst authorization policy, the first authorization
policy including:

a first authentication scheme for authenti-
cating a first access key to use the vehicle
in accordance with the first authorization

policy;

an indication of at least one first vehicle op-
eration which is permitted under the first au-
thorization policy; and

an indication of at least one first vehicle ac-
cess requirement to perform each of the at
least one first vehicle operation permitted
under the first authorization policy;

receiving, by the vehicle device, auser-provided
access key from a user;

attempting to authenticate access to the vehicle
under the first authorization policy, by the vehicle
device, by attempting to authenticate the user-
provided access key against the first access key
in accordance with the first authentication
scheme;

if attempting to authenticate access to the vehi-
cle under the first authorization policy is suc-
cessful:

receiving, by the vehicle device, a user re-
quest to perform a user-requested vehicle

operation;

determining, by the vehicle device, whether
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the user-requested vehicle operation is in-
cluded in the at least one first vehicle oper-
ation which is permitted under the first au-
thorization policy;

determining, by the vehicle device, whether
arespective atleast one first vehicle access
requirement to perform the user-requested
vehicle operation is met;

if the user-requested vehicle operationis in-
cluded in the at least one first vehicle oper-
ation which is permitted under the first au-
thorization policy, and the respective at
least one first vehicle access requirement
to perform the user-requested vehicle op-
eration is met, performing the user-request-
ed vehicle operation; and

if the user-requested vehicle operation is
not included in the at least one first vehicle
operation which is permitted under the first
authorization policy, or the respective at
least one first vehicle access requirement
to perform the user-requested vehicle op-
eration is not met, denying the

user request to perform the user-requested
vehicle operation; and

if attempting to authenticate access to the vehi-
cle under the first authorization policy is not suc-
cessful:

denying access to the vehicle to the user under
the first authorization policy.

Clause 2. The method of clause 1, further compris-
ing:

storing, by the at least one non-transitory processor-
readable storage medium of the vehicle device, a
second authorization policy different from the first
authorization policy, the second authorization policy
including:

a second authentication scheme for authenticat-
ing a second access key to use the vehicle in
accordance with the second authorization poli-

cy;

an indication of at least one second vehicle op-
eration which is permitted under the second au-
thorization policy; and

an indication of at least one second vehicle ac-
cess requirement to perform each of the at least
one second vehicle operation permitted under
the second authorization policy.
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Clause 3. The method of clause 2, further compris-
ing, if attempting to authenticate access to the vehi-
cle under the first authorization policy is not success-
ful:

attempting to authenticate access to the vehicle
under the second authorization policy, by the
vehicle device, by attempting to authenticate the
user-provided access key to the second access
key in accordance with the second authentica-
tion scheme;

if attempting to authenticate access to the vehi-
cle under the second authorization policy is suc-
cessful:

receiving, by the vehicle device, the user
request to perform the user-requested ve-
hicle operation;

determining, by the vehicle device, whether
the user-requested vehicle operation is in-
cluded in the at least one second vehicle
operation which is permitted under the sec-
ond authorization policy;

determining, by the vehicle device, whether
arespective atleast one second vehicle ac-
cess requirement to perform the user-re-
quested vehicle operation is met;

if the user-requested vehicle operationis in-
cluded in the at least one second vehicle
operation which is permitted under the sec-
ond authorization policy, and the respective
at least one second vehicle access require-
ment to perform the user-requested vehicle
operation is met,

performing the user-requested vehicle op-
eration; and

if the user-requested vehicle operation is
not included in the at least one second ve-
hicle operation which is permitted under the
second authorization policy, or the respec-
tive at least one second vehicle access re-
quirement to perform the user-requested
vehicle operation is not met, denying the us-
er request to perform the user-requested
vehicle operation; and

if attempting to authenticate access to the vehi-
cle under the second authorization policy is not
successful:

denying access to the vehicle to the user under
the second authorization policy.
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Clause 4. The method of clause 3, further compris-

storing, by the at least one non-transitory proc-
essor-readable storage medium of the vehicle
device, at least one additional authorization pol-
icy different from the first authorization policy
and the second authorization policy, each au-
thorization policy in the at least one additional
authorization policy including:

a respective authentication scheme for au-
thenticating a respective access key to use
the vehicle in accordance with the additional
authorization policy;

an indication of at least one respective ve-
hicle operation which is permitted under the
additional authorization policy; and

an indication of at least one respective ve-
hicle access requirement to perform each
of the at least one respective vehicle oper-
ation permitted under the additional author-
ization policy;

if attempting to authenticate access to the vehi-
cle under the first authorization policy, and at-
tempting to authenticate access to the vehicle
under the second authorization policy, are not
successful:

attempting to authenticate access to the ve-
hicle under the at least one additional au-
thorization policy, by the vehicle device, by
attempting to authenticate the user-provid-
ed access key to the respective access key
in accordance with the respective authenti-
cation scheme of the at least one additional
authorization policy;

if attempting to authenticate access to the
vehicle under the at least one additional au-
thorization policy is successful:

receiving, by the vehicle device, the us-
errequest to perform the user-request-
ed vehicle operation;

determining, by the vehicle device,
whetherthe user-requested vehicle op-
eration is included in the at least one
respective vehicle operation which is
permitted under the at least one addi-
tional authorization policy;

determining, by the vehicle device,
whether a respective at least one vehi-
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cle access requirement to perform the
user-requested vehicle operation is
met;

if the user-requested vehicle operation
isincluded in the atleastone respective
vehicle operation which is permitted un-
der the at least one additional authori-
zation policy, and the respective at
least one vehicle access requirement
to perform the user-requested vehicle
operation is met, performing the user-
requested vehicle operation; and

if the user-requested vehicle operation
is not included in the at least one re-
spective vehicle operation which is per-
mitted under the at least one additional
authorization policy, or the respective
atleastone vehicle access requirement
to perform the user-requested vehicle
operation is not met, denying the user
request to perform the user-requested
vehicle operation; and

if attempting to authenticate access to the
vehicle under the at least one additional au-
thorization policy is not successful:
denying access to the vehicle to the user
under the at least one additional authoriza-
tion policy.

Clause 5. The method of clause 1, further compris-

storing, by the at least one non-transitory proc-
essor-readable storage medium of the vehicle
device, at least one additional authorization pol-
icy different from the first authorization policy,
each authorization policy in the at least one ad-
ditional authorization policy including:

a respective authentication scheme for au-
thenticating a respective access key to use
the vehicle in accordance with the additional
authorization policy;

an indication of at least one respective ve-
hicle operation which is permitted under the
additional authorization policy; and

an indication of at least one respective ve-
hicle access requirement to perform each
of the at least one respective vehicle oper-
ation permitted under the additional author-
ization policy; and

prior to attempting to authenticate access to the
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vehicle under the first authorization policy, se-

lecting the first authorization policy for authenti-

cation from the first authorization policy and the

at least one additional authorization policy.
Clause 6. The method of any one of clauses 1 to 5,
wherein the at least one first vehicle operation which
is permitted under the first authorization policy in-
cludes at least one vehicle operation selected from
a group of vehicle operations consisting of:

unlocking at least one door of the vehicle;

locking at least one door of the vehicle;

unlocking a service access of the vehicle;

locking a service access of the vehicle;

enabling an ignition of the vehicle;

disabling an ignition of the vehicle;

starting an engine of the vehicle;

turning off an engine of the vehicle;

enabling movement of the vehicle;

disabling movement of the vehicle;

disengaging a parking brake of the vehicle;

engaging the parking brake of the vehicle;

providing an indication of a location of the vehi-
cle;

providing an indication of a location of a device
in the vehicle;

activating at least one light of the vehicle;
activating a horn of the vehicle; and

reversing authentication of the user for the ve-
hicle.

Clause 7. The method of any one of clauses 1 to 6,
wherein the at least one first vehicle access require-
ment to perform each of the at least one first vehicle
operation permitted under the first authorization pol-
icy includes at least one vehicle access requirement
selected from a group of vehicle access require-
ments consisting of:

the vehicle being vacant;
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the vehicle notbeing reserved for use by another
user;

the vehicle being reserved for use by the user;
and

the vehicle being operable.

Clause 8. The method of any one of clauses 1 to 7,
wherein receiving a user request to perform a user-
requested vehicle operation comprises: receiving an
indication of an attempt by the user to perform the
user-requested vehicle operation.

Clause 9. The method of any one of clauses 1 to 8,
further comprising storing, by the at least one non-
transitory processor-readable storage medium, an
indication of at least one reservation of the vehicle.

Clause 10. The method of any one of clauses 1 to
9, further comprising storing, by the atleast one non-
transitory processor-readable storage medium, a
reservation schedule of the vehicle.

Clause 11. The method of any one of clauses 1 to
10, further comprising: receiving, by the vehicle de-
vice, an identification of a user who provides the us-
er-provided access key to the vehicle device.

Clause 12. The method of clause 11, further com-
prising:

storing, by the at least one non-transitory proc-
essor-readable storage medium, a list of at least
one user who can be authenticated to access
the vehicle; and

wherein attempting to authenticate access to the
vehicle under the first authorization policy fur-
ther comprises: attempting to authenticate, by
the vehicle device, the identification of the user
to the list of at least one user who can be au-
thenticated to access the vehicle.

Clause 13. The method of clause 12, further com-
prising:

sending, by at least one communication interface of
the vehicle device, a status message to be received
by at least one remote device remote from the vehi-
cle, the status message indicative of at least a ver-
sion of the first authorization policy or of the list of at
least one user who can be authenticated to access
the vehicle.

Clause 14. The method of clause 13, further com-
prising receiving, by the at least one communication
interface of the vehicle device, an updated version
of the first authorization policy or an updated list of
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atleastone user who can be authenticated to access
the vehicle after sending the status message. Clause
15. The method of clause 13 or clause 14, wherein
sending the status message is performed in re-
sponse to receiving a query for status.

Clause 16. The method of clause 13 or clause 14,
wherein sending the status message comprises
sending the status message on a periodic basis.

Clause 17. A vehicle device for managing access to
avehicle, the vehicle device positioned at the vehicle
and comprising:

at least one processor; and

at least one non-transitory processor-readable
storage medium communicatively coupled to
the at least one processor,

wherein the at least one non-transitory proces-
sor-readable storage medium stores a first au-
thorization policy including:

a first authentication scheme for authenti-
cating a first access key to use the vehicle
in accordance with the first authorization

policy;

an indication of at least one first vehicle op-
eration which is permitted under the first au-
thorization policy; and

an indication of at least one first vehicle ac-
cess requirement to perform each of the at
least one first vehicle operation permitted
under the first authorization policy,

further wherein the at least one non-transitory
processor-readable storage medium stores
processor-executable instructions which, when
executed by the at least one processor, cause
the vehicle device to:

receive a user-provided access key from a
user;

attempt to authenticate access to the vehi-
cle under the first authorization policy, by
the at least one processor, by attempting to
authenticate the user-provided access key
against the first access key in accordance
with the first authentication scheme;

if attempting to authenticate access to the
vehicle under the first authorization policy
is successful:
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receive a user request to perform a us-
er-requested vehicle operation;

determine, by the at least one proces-
sor, whether the user-requested vehi-
cle operation is included in the at least
one first vehicle operation which is per-
mitted under the first authorization pol-
ICy;

determine, by the at least one proces-
sor, whether a respective at least one
first vehicle access requirement to per-
form the user-requested vehicle oper-
ation is met;

if the user-requested vehicle operation
is included in the at least one first vehi-
cle operation which is permitted under
the first authorization policy, and the re-
spective at least one first vehicle ac-
cess requirement to perform the user-
requested vehicle operation is met, al-
low the vehicle to perform the user-re-
quested vehicle operation; and

if the user-requested vehicle operation
is not included in the at least one first
vehicle operation which is permitted un-
der the first authorization policy, or the
respective at least one first vehicle ac-
cess requirement to perform the user-
requested vehicle operation is not met,
deny the user request to perform the
user-requested vehicle operation; and

if attempting to authenticate access to the
vehicle under the first authorization policy
is not successful:

deny access to the vehicle to the user under
the first authorization policy.

Clause 18. The vehicle device of clause 17, wherein
the at least one non-transitory processor-readable
storage medium further stores a second authoriza-
tion policy different from the first authorization policy,
the second authorization policy including:

asecond authentication scheme for authenticat-
ing a second access key to use the vehicle in
accordance with the second authorization poli-

cy;
an indication of at least one second vehicle op-
eration which is permitted under the second au-

thorization policy; and

an indication of at least one second vehicle ac-
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cess requirement to perform each of the at least
one second vehicle operation permitted under
the second authorization policy.

Clause 19. The vehicle device of clause 18, wherein
if attempting to authenticate access to the vehicle
under the first authorization policy is not successful,
the processor-executable instructions when execut-
ed further cause the vehicle device to:

attempt to authenticate access to the vehicle un-
der the second authorization policy, by the at
least one processor, by attempting to authenti-
cate the user-provided access key to the second
access key in accordance with the second au-
thentication scheme;

if attempting to authenticate access to the vehi-
cle under the second authorization policy is suc-
cessful, the processor-executable instructions
further cause the vehicle device to:

receive the user request to perform the us-
er-requested vehicle operation;

determine, by the at least one processor,
whether the user-requested vehicle opera-
tion is included in the at least one second
vehicle operation which is permitted under
the second authorization policy;

determine, by the at least one processor,
whether a respective at least one second
vehicle access requirement to perform the
user-requested vehicle operation is met;

if the user-requested vehicle operationis in-
cluded in the at least one second vehicle
operation which is permitted under the sec-
ond authorization policy, and the respective
at least one second vehicle access require-
ment to perform the user-requested vehicle

operation is met, allow the vehicle to per-
form the user-requested vehicle operation;
and

if the user-requested vehicle operation is
not included in the at least one second ve-
hicle operation which is permitted under the
second authorization policy, or the respec-
tive at least one second vehicle access re-
quirement to perform the user-requested
vehicle operation is not met, deny the user
request to perform the user-requested ve-
hicle operation; and

if attempting to authenticate access to the vehi-
cle under the second authorization policy is not
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successful:
deny access to the vehicle to the user under the
second authorization policy.

Clause 20. The vehicle device of clause 19, wherein
the at least one non-transitory processor-readable
storage medium further stores atleast one additional
authorization policy different from the first authoriza-
tion policy and the second authorization policy, each
authorization policy in the at least one additional au-
thorization policy including:

a respective authentication scheme for authen-
ticating a respective access key to use the ve-
hicle in accordance with the additional authori-
zation policy;

an indication of at least one respective vehicle
operation which is permitted under the addition-
al authorization policy; and

an indication of at least one respective vehicle
access requirement to perform each of the at
least one respective vehicle operation permitted
under the additional authorization policy,

further wherein if attempting to authenticate ac-
cess to the vehicle under the first authorization
policy, and attempting to authenticate access to
the vehicle under the second authorization pol-
icy, are not successful, the processor-executa-
ble instructions cause the vehicle device to:

attempt to authenticate access to the vehi-
cle under the at least one additional author-
ization policy, by the at least one processor,
by attempting to authenticate the user-pro-
vided access key to the respective access
key in accordance with the respective au-
thentication scheme of the at least one ad-
ditional authorization policy;

if attempting to authenticate access to the
vehicle under the at least one additional au-
thorization policy is successful:

receive, by the vehicle device, the user
request to perform the user-requested
vehicle operation;

determine, by the at least one processor,
whether the user-requested vehicle opera-
tionisincluded in the atleast one respective
vehicle operation which is permitted under
the at least one additional authorization pol-
ICY;

determine, by the at least one processor,
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whether a respective at least one vehicle
access requirement to perform the user-re-
quested vehicle operation is met;

if the user-requested vehicle operationis in-
cluded in the at least one respective vehicle
operation which is permitted under the at
least one additional authorization policy,
and the respective at least one vehicle ac-
cess requirement to perform the user-re-
quested vehicle operation is met, allow the
vehicle to perform the user-requested vehi-
cle operation; and

if the user-requested vehicle operation is
not included in the at least one respective
vehicle operation which is permitted under
the atleast one additional authorization pol-
icy, or the respective at least one vehicle
access requirement to perform the user-re-
quested vehicle operation is not met, deny
the user request to perform the user-re-
quested vehicle operation; and

if attempting to authenticate access to the vehi-
cle under the at least one additional authoriza-
tion policy is not successful:

deny access the vehicle to the user under the
at least one additional authorization policy.

Clause 21. The vehicle device of clause 17, wherein
the at least one non-transitory processor-readable
storage medium further stores at least one additional
authorization policy different from the first authoriza-
tion policy, each authorization policy in the at least
one additional authorization policy including:

a respective authentication scheme for authen-
ticating a respective access key to use the ve-
hicle in accordance with the additional authori-
zation policy;

an indication of at least one respective vehicle
operation which is permitted under the addition-
al authorization policy; and

an indication of at least one respective vehicle
access requirement to perform each of the at
least one respective vehicle operation permitted
under the additional authorization policy,

further wherein the processor-executable instruc-
tions cause the vehicle device to: prior to attempting
to authenticate access to the vehicle under the first
authorization policy, select the first authorization pol-
icy for authentication from the first authorization pol-
icy and the at least one additional authorization pol-

icy.
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Clause 22. The vehicle device of any one of clauses
17 to 21, wherein the at least one first vehicle oper-
ation which is permitted under the first authorization
policy includes at least one vehicle operation select-
ed from a group of vehicle operations consisting of:
unlocking at least one door of the vehicle;
locking at least one door of the vehicle;
unlocking a service access of the vehicle;
locking a service access of the vehicle;
enabling an ignition of the vehicle;
disabling an ignition of the vehicle;
starting an engine of the vehicle;
turning off an engine of the vehicle;
enabling movement of the vehicle;
disabling movement of the vehicle;
disengaging a parking brake of the vehicle;

engaging the parking brake of the vehicle;

providing an indication of a location of the vehi-
cle;

providing an indication of a location of a device
in the vehicle;

activating at least one light of the vehicle;
activating a horn of the vehicle; and

reversing authentication of the user for the ve-
hicle.

Clause 23. The vehicle device of any one of clauses
17 to 22, wherein the at least one first vehicle access
requirement to perform each of the at least one first
vehicle operation permitted under the first authori-
zation policy includes at least one vehicle access
requirement selected from a group of vehicle access
requirements consisting of:

the vehicle being vacant;

the vehicle notbeing reserved for use by another
user;

the vehicle being reserved for use by the user;
and

(]
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the vehicle being operable.

Clause 24. The vehicle device of any one of clauses
17 to 23, wherein the user request to perform a user-
requested vehicle operation comprises an indication
of an attempt by the user to perform the user-re-
quested vehicle operation.

Clause 25. The vehicle device of any one of clauses
17 to 24, wherein the atleast one non-transitory proc-
essor-readable storage medium further stores an in-
dication of at least one reservation of the vehicle.

Clause 26. The vehicle device of any one of clauses
17 t0 25, wherein the atleast one non-transitory proc-
essor-readable storage medium further stores ares-
ervation schedule of the vehicle.

Clause 27. The vehicle device of any one of clauses
17 to 26, wherein the processor-executable instruc-
tions further cause the vehicle device to receive an
identification of a user who provides the user-provid-
ed access key to the vehicle device.

Clause 28. The vehicle device of clause 27, wherein:

the at least one non-transitory processor-read-
able storage medium further stores a list of at
least one user who can be authenticated to ac-
cess the vehicle; and

the processor-executable instructions which
cause the vehicle device to attempt to authenti-
cate access to the vehicle under the first author-
ization policy cause the vehicle device to: at-
tempt to authenticate, by the at least one proc-
essor, the identification of the user to the list of
at least one user who can be authenticated to
access the vehicle.

Clause 29. The vehicle device of clause 28, wherein
the processor-executable instructions further cause
the vehicle device to:

send, by at least one communication interface of the
vehicle device, a status message to be received by
at least one network device remote from the vehicle,
the status message indicative of at least a version
of the first authorization policy or of the list of at least
one user who can be authenticated to access the
vehicle.

Clause 30. The vehicle device of clause 29, wherein
the processor-executable instructions further cause
the vehicle device toreceive, by the atleast one com-
munication interface of the vehicle device, an updat-
ed version of the first authorization policy or an up-
dated list of at least one user who can be authenti-
cated to access the vehicle after sending the status
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message.

Clause 31. The vehicle device of clause 29 or clause
30, wherein the processor-executable instructions
cause the at least one communication interface of
the vehicle device to send the status message in
response to receiving a query for status.

Clause 32. The vehicle device of clause 29 or clause
30, wherein the processor-executable instructions
cause the at least one communication interface of
the vehicle device to send the status message on a
periodic basis.

Clause 33. A method for managing access to a plu-
rality of vehicles, where each vehicle of the plurality
of vehicles includes a respective vehicle device ca-
pable of communication with at least one network
device, the method comprising:

storing, by atleast one non-transitory processor-
readable storage medium of the at leastone net-
work device, an access configuration which
specifies at least one authorization policy, each
authorization policy including:

a respective authentication scheme for au-
thenticating an access key to access a ve-
hicle in accordance with the authorization

policy;

a respective indication of at least one vehi-
cle operation which is permitted under the
authorization policy; and

a respective indication of at least one vehi-
cle access requirement to perform each of
the at least one vehicle operation permitted
under the authorization policy;

sending, by at least one communication inter-
face of the at least one network device, the ac-
cess configuration, to be stored on a non-tran-
sitory processor-readable storage medium of a
first vehicle device included in a first vehicle of
the plurality of vehicles; and

controlling access to the first vehicle, by the first
vehicle device, based on the atleast one author-
ization policy of the access configuration stored
on the non-transitory processor-readable stor-
age medium of the first vehicle device.

Clause 34. The method of clause 33, further com-
prising:

receiving, by the at least one communication in-
terface of the at least one network device, a first
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status message from the first vehicle device, the
first status message indicating an access con-
figuration stored on the non-transitory proces-
sor-readable storage medium of the first vehicle
device;

determining, by at least one processor of the at
least one network device, whether there is a mis-
match between the access configuration indi-
cated in the first status message and the access
configuration

stored at the at least one non-transitory proces-
sor-readable storage medium of the atleastone
network device; and

if there is a mismatch between the access con-
figuration indicated in the first status message
and the access configuration stored at the at
least one non-transitory processor-readable
storage medium of the at least one network de-
vice, sending, by the atleast one communication
interface of the at least one network device, the
access configuration stored at the at least one
non-transitory processor-readable storage me-
dium of the at least one network device, to be
stored on the non-transitory processor-readable
storage medium of the first vehicle device.

Clause 35. The method of clause 34, further com-
prising sending, by the at least one communication
interface of the at least one network device, a first
query to be received by the first vehicle device, the
first query requesting the first status message,
wherein receiving the first status message from the
first vehicle device occurs after sending the first que-

ry.

Clause 36. The method of clause 34 of clause 35,
further comprising after storing, by the at least one
non-transitory processor-readable storage medium
of the at least one network device, at least one ac-
cess configuration which specifies at least one au-
thorization policy, and before determining whether
there is a mismatch:

storing, by the at least one non-transitory processor-
readable storage medium of the at least one network
device, an updated access configuration, which re-
places the previously stored access configuration.

Clause 37. The method of any one of clauses 33 to
36, further comprising:

storing, by the at least one non-transitory proc-
essor-readable storage medium of the at least
one network device, an updated access config-
uration; and
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in response to storing the updated access con-
figuration, sending, by the at least one commu-
nication interface of the at least one network de-
vice, the updated access configuration, to be
stored on the non-transitory processor-readable
storage medium of the first vehicle device.

Clause 38. The method of clause 37, wherein the
updated access configuration includes at least one
updated authorization policy, and the at least one
updated authorization policy includes at least one
update selected from a group of updates consisting
of:

an updated respective authentication scheme;

an updated respective indication of at least one
vehicle operation which is permitted; and

a respective updated indication of at least one
vehicle access requirement.

Clause 39. The method of clause 37, wherein the
previously stored access configuration further in-
cludes a list of at least one user authorized to access
vehicles in the plurality of vehicles, and wherein the
updated access configuration includes an updated
list of atleast one user authorized to access vehicles
in the plurality of vehicles.

Clause 40. The method of any one of clauses 33 to
39, further comprising:

determining whether a confirmation message is
received from the first vehicle device confirming
that the access configuration as sent was re-
ceived by the first vehicle device; and

if the confirmation message is not received,
schedule resending of the access configuration
to be received by the first vehicle device.

Clause 41. The method of any one of clauses 33 to
40, further comprising sending, by the at least one
communication interface of the at least one network
device, the access configuration, to be stored on a
respective non-transitory processor-readable stor-
age medium of each respective vehicle device in-
cluded in each other vehicle of the plurality of vehi-
cles in addition to the first vehicle.

Clause 42. The method of clause 41, further com-
prising controlling access to each other vehicle of
the plurality of vehicles in addition to the first vehicle,
by the respective vehicle device included in each
vehicle of the plurality of vehicles, based on the at
least one authorization policy stored on the respec-
tive non-transitory processor-readable storage me-
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dium of each respective vehicle device.

Clause 43. The method of clause 42, further com-
prising:

storing, by the at least one non-transitory proc-
essor-readable storage medium of the at least
one network device, an updated access config-
uration; and

in response to storing the updated access con-
figuration, sending, by the at least one commu-
nication interface of the at least one network de-
vice, the updated access configuration, to be
stored on the respective non-transitory proces-
sor-readable storage medium of each respec-
tive vehicle device of each vehicle of the plurality
of vehicles.

Clause 44. The method of clause 42, further com-
prising:

receiving, by the at least one communication in-
terface of the at least one network device, a re-
spective status message from each vehicle de-
vice, each respective status message indicating
an access configuration stored on the non-tran-
sitory processor-readable storage medium of
the respective vehicle device from which the re-
spective status message originates;

determining, by at least one processor of the at
least one network device, whether there is a mis-
match between the access configuration indi-
cated in each status message and the access
configuration stored at the atleast one non-tran-
sitory processor-readable storage medium of
the at least one network device; and

for any status message where there is a mis-
match between the access configuration indi-
cated in the respective status message and the
access configuration stored at the at least one
non-transitory processor-readable storage me-
dium of the atleast one network device, sending,
by the at least one communication interface of
the at least one network device, the access con-
figuration stored at the at least one non-transi-
tory processor-readable storage medium of the
at least one network device, to be stored on the
non-transitory processor-readable storage me-
dium of each respective vehicle device from
which the respective status messages for which
there is a mismatch originate.

Clause 45. A system for managing access to a plu-
rality of vehicles where each vehicle of the plurality
of vehicles includes a respective vehicle device, the
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system comprising:
at least one communication interface;
at least one processor; and

at least one non-transitory processor-readable
storage medium communicatively coupled to
the at least one processor, the at least one non-
transitory processor-readable storage medium
storing an access configuration which specifies
at least one authorization policy, each authori-
zation policy including:

a respective authentication scheme for au-
thenticating an access key to access a ve-
hicle in accordance with the authorization
policy;

a respective indication of at least one vehi-
cle operation which is permitted under the
authorization policy; and

a respective indication of at least one vehi-
cle access requirement to perform each of
the at least one vehicle operation permitted
under the authorization policy;

wherein the at least one non-transitory proces-
sor-readable storage medium further stores
processor-executable instructions which when
executed by the at least one processor cause
the system to:

send, by the at least one communication in-
terface, the access configuration to be
stored at a first vehicle device included in a
first vehicle of the plurality of vehicles;

receive, by the at least one communication
interface, a first status message from the
first vehicle device, the first status message
indicating an access configuration stored at
the first vehicle device;

determine, by at least one processor,
whether there is a mismatch between the
access configuration indicated in the first
status message and the access configura-
tion stored at the at least one non-transitory
processor-readable storage medium; and

if there is a mismatch between the access
configuration indicated in the first status
message and the access configuration
stored at the at least one non-transitory
processor-readable storage medium, send,
by the atleast one communication interface,
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the access configuration stored at the at
least one non-transitory processor-reada-
ble storage medium, to be stored at the first
vehicle device.

Clause 46. The system of clause 45, wherein the
processor-executable instructions cause the system
tosend, by the atleast one communication interface,
afirst query to be received by the first vehicle device,
the first query requesting the first status message,
and wherein the first status message is received from
the first vehicle device after the first query is sent.

Clause 47. The system of clause 45 or clause 46,
wherein after storing the access configuration which
specifies the at least one authorization policy, and
before determining whether there is a mismatch, the
processor-executable instructions further cause the
system to:

store, by the at least one non-transitory processor-
readable storage medium, an updated access con-
figuration, which replaces the previously stored ac-
cess configuration.

Clause 48. The system of any one of clauses 45 to
47, wherein the processor-executable instructions
further cause the system to:

determine whether a confirmation message is
received from the first vehicle device confirming
that the sent access configuration was received
by the first vehicle device; and

if the confirmation message is not received,
schedule resending of the access configuration
to be received by the first vehicle device.

Clause 49. The system of any one of clauses 45 to
48, wherein the processor-executable instructions
further cause the system to send, by the at least one
communication interface, the access configuration,
to be stored on a respective non-transitory proces-
sor-readable storage medium of each respective ve-
hicle device included in each other vehicle of the
plurality of vehicles in addition to the first vehicle.

Clause 50. The system of clause 49, wherein the
processor-executable instructions further cause the
system to:

receive, by the at least one communication in-
terface, a respective status message from each
vehicle device, each respective status message
indicating an access configuration stored at the
respective vehicle device from which the re-
spective status message originates;

determine, by at least one processor, whether
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there is a mismatch between the access config-
uration indicated in each status message and
the access configuration stored at the at least
one non-transitory processor-readable storage
medium; and

for any status message where there is a mis-
match between the access configuration indi-
cated in the respective status message and the
access configuration stored at the at least one
non-transitory processor-readable storage me-
dium, send, by the at least one communication
interface, the access configuration stored at the
at least one non-transitory processor-readable
storage medium, to be stored at each respective
vehicle device from which the respective status
messages for which there is a mismatch origi-
nate.

Clause 51. The system of clause 49 of clause 50,
further comprising each vehicle device included in a
vehicle of the plurality of vehicles, each vehicle de-
vice including:

at least one vehicle device processor; and

at least one vehicle device non-transitory proc-
essor-readable storage medium having proces-
sor-executable instructions stored thereon
which when executed by the atleast one vehicle
device processor cause the respective vehicle
device to: control access to the respective vehi-
cle, based on the at least one authorization pol-
icy stored at the respective vehicle device.

Clause 52. The system of any one of clauses 45 to
51, further comprising the first vehicle device, the
first vehicle device including:

at least one first processor; and

at least one first non-transitory processor-read-
able storage medium having processor-execut-
able instructions stored thereon which when ex-
ecuted by the at least one first processor cause
the first vehicle device to: control access to the
first vehicle, based on the at least one authori-
zation policy stored at the first vehicle device.

Clause 53. A system for managing access to a plu-
rality of vehicles where each vehicle of the plurality
of vehicles includes a respective vehicle device, the
system comprising:

at least one communication interface;

at least one processor; and
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at least one non-transitory processor-readable
storage medium communicatively coupled to
the at least one processor, the at least one non-
transitory processor-readable storage medium
storing an access configuration which specifies
at least one authorization policy, each authori-
zation policy including:

a respective authentication scheme for au-
thenticating an access key to access a ve-
hicle in accordance with the authorization

policy;

a respective indication of at least one vehi-
cle operation which is permitted under the
authorization policy; and

a respective indication of at least one vehi-
cle access requirement to perform each of
the at least one vehicle operation permitted
under the authorization policy;

wherein the at least one non-transitory proces-
sor-readable storage medium further stores
processor-executable instructions which when
executed by the at least one processor cause
the system to:

send, by the at least one communication in-
terface, the access configuration to be
stored at a first vehicle device included in a
first vehicle of the plurality of vehicles;

store, by the at least one non-transitory
processor-readable storage medium, an
updated access configuration; and

in response to storing the updated access
configuration, send, by the atleast one com-
munication interface, the updated access
configuration, to be stored at thefirst vehicle
device.

Clause 54. The system of clause 53, wherein the
updated access configuration includes at least one
updated authorization policy, and the at least one
updated authorization policy includes at least one
update selected from a group of updates consisting
of:

an updated respective authentication scheme;

an updated respective indication of at least one
vehicle operation which is permitted; and

a respective updated indication of at least one
vehicle access requirement.
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Clause 55. The system of clause 54, wherein the
previously stored access configuration further in-
cludes a list of at least one user authorized to access
vehicles in the plurality of vehicles, and wherein the
updated access configuration includes an updated
list of atleast one user authorized to access vehicles
in the plurality of vehicles.

Clause 56. The system of clause 54, wherein the
processor-executable instructions further cause the
system to:

determine, by the atleast one processor, wheth-
er a confirmation message is received from the
first vehicle device confirming that the sent ac-
cess configuration was received by the first ve-
hicle device; and

if the confirmation message is not received,
schedule resending of the access configuration
to be received by the first vehicle device.

Clause 57. The system of any one of clauses 53 to
56, wherein the processor-executable instructions
further cause the system to send, by the atleast one
communication interface, the access configuration
to be stored on a respective non-transitory proces-
sor-readable storage medium of each respective ve-
hicle device included in each other vehicle of the
plurality of vehicles in addition to the first vehicle.

Clause 58. The system of clause 57, wherein the
processor-executable instructions further cause the
system to:

store, by the at least one non-transitory proces-
sor-readable storage medium, an updated ac-
cess configuration; and

in response to storing the updated access con-
figuration, send, by the at least one communi-
cation interface, the updated access configura-
tion to be stored on a respective non-transitory
processor-readable storage medium of each re-
spective vehicle device of each vehicle of the
plurality of vehicles.

Clause 59. The system of clause 57 or clause 58,
further comprising each vehicle device included in a
vehicle of the plurality of vehicles, each vehicle de-
vice including:

at least one vehicle device processor; and

at least one vehicle device non-transitory proc-
essor-readable storage medium having proces-
sor-executable instructions stored thereon
which when executed by the atleast one vehicle
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device processor cause the respective vehicle
device to: control access to the respective vehi-
cle, based on the at least one authorization pol-
icy stored at the respective vehicle device.

Clause 60. The system of any one of clauses 53 to
59, further comprising the first vehicle device, the
first vehicle device including:

at least one first processor; and

at least one first non-transitory processor-read-
able storage medium having processor-execut-
able instructions stored thereon which when ex-
ecuted by the at least one first processor cause
the first vehicle device to: control access to the
first vehicle, based on the at least one authori-
zation policy stored at the first vehicle device.

Claims

A vehicle device for managing access to a vehicle,
the vehicle device positioned at the vehicle and com-
prising:

at least one processor; and
at least one non-transitory processor-readable
storage medium communicatively coupled to
the at least one processor,
wherein the at least one non-transitory proces-
sor-readable storage medium stores a first au-
thorization policy including:

a first authentication scheme for authenti-
cating a first access key to use the vehicle
in accordance with the first authorization
policy;

an indication of at least one first vehicle op-
eration which is permitted under the first au-
thorization policy; and

an indication of at least one first vehicle ac-
cess requirement to perform each of the at
least one first vehicle operation permitted
under the first authorization policy,

further wherein the at least one non-transitory
processor-readable storage medium stores
processor-executable instructions which, when
executed by the at least one processor, cause
the vehicle device to:

receive a user-provided access key from a
user;

attempt to authenticate access to the vehi-
cle under the first authorization policy, by
the at least one processor, by attempting to
authenticate the user-provided access key
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against the first access key in accordance
with the first authentication scheme;

if attempting to authenticate access to the
vehicle under the first authorization policy
is successful:

receive a user request to perform a us-
er-requested vehicle operation;
determine, by the at least one proces-
sor, whether the user-requested vehi-
cle operation is included in the at least
one first vehicle operation which is per-
mitted under the first authorization pol-
icy;

determine, by the at least one proces-
sor, whether a respective at least one
first vehicle access requirement to per-
form the user-requested vehicle oper-
ation is met;

if the user-requested vehicle operation
is included in the at least one first vehi-
cle operation which is permitted under
the first authorization policy, and the re-
spective at least one first vehicle ac-
cess requirement to perform the user-
requested vehicle operation is met, al-
low the vehicle to perform the user-re-
quested vehicle operation; and

if the user-requested vehicle operation
is not included in the at least one first
vehicle operation which is permitted un-
der the first authorization policy, or the
respective at least one first vehicle ac-
cess requirement to perform the user-
requested vehicle operation is not met,
deny the user request to perform the
user-requested vehicle operation; and

if attempting to authenticate access to the
vehicle under the first authorization policy
is not successful:

deny access to the vehicle to the user under
the first authorization policy.

The vehicle device of claim 1, wherein the at least
one non-transitory processor-readable storage me-
dium further stores a second authorization policy to-
gether with the first authorization policy, the second
authorization policy different from the first authoriza-
tion policy, the second authorization policy including:

asecond authentication scheme for authenticat-
ing a second access key to use the vehicle in
accordance with the second authorization poli-
cy;

an indication of at least one second vehicle op-
eration which is permitted under the second au-
thorization policy; and
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an indication of at least one second vehicle ac-
cess requirement to perform each of the at least
one second vehicle operation permitted under
the second authorization policy.

The vehicle device of claim 2, wherein if attempting
to authenticate access to the vehicle under the first
authorization policy is not successful, the processor-
executable instructions when executed further
cause the vehicle device to:

attemptto authenticate access to the vehicle un-
der the second authorization policy, by the at
least one processor, by attempting to authenti-
cate the user-provided access key to the second
access key in accordance with the second au-
thentication scheme;

if attempting to authenticate access to the vehi-
cle under the second authorization policy is suc-
cessful, the processor-executable instructions
further cause the vehicle device to:

receive the user request to perform the us-
er-requested vehicle operation;

determine, by the at least one processor,
whether the user-requested vehicle opera-
tion is included in the at least one second
vehicle operation which is permitted under
the second authorization policy;
determine, by the at least one processor,
whether a respective at least one second
vehicle access requirement to perform the
user-requested vehicle operation is met;

if the user-requested vehicle operationis in-
cluded in the at least one second vehicle
operation which is permitted under the sec-
ond authorization policy, and the respective
at least one second vehicle access require-
ment to perform the user-requested vehicle
operation is met, allow the vehicle to per-
form the user-requested vehicle operation;
and

if the user-requested vehicle operation is
not included in the at least one second ve-

hicle operation which is permitted under the
second authorization policy, or the respec-
tive at least one second vehicle access re-
quirement to perform the user-requested
vehicle operation is not met, deny the user
request to perform the user-requested ve-
hicle operation; and

if attempting to authenticate access to the vehi-
cle under the second authorization policy is not
successful:

deny access to the vehicle to the user under the
second authorization policy.
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The vehicle device of claim 3, wherein the at least
one non-transitory processor-readable storage me-
dium further stores at least one additional authoriza-
tion policy together with the first authorization policy
and the second authorization policy, the at least one
additional authorization policy different from the first
authorization policy and the second authorization
policy, each authorization policy in the at least one
additional authorization policy including:

a respective authentication scheme for authen-
ticating a respective access key to use the ve-
hicle in accordance with the additional authori-
zation policy;

an indication of at least one respective vehicle
operation which is permitted under the addition-
al authorization policy; and

an indication of at least one respective vehicle
access requirement to perform each of the at
least one respective vehicle operation permitted
under the additional authorization policy,

further wherein if attempting to authenticate access
to the vehicle under the first authorization policy, and
attempting to authenticate access to the vehicle un-
derthe second authorization policy, are not success-
ful, the processor-executable instructions cause the
vehicle device to:

attempt to authenticate access to the vehicle un-
der the at least one additional authorization pol-
icy, by the at least one processor, by attempting
to authenticate the user-provided access key to
the respective access key in accordance with
the respective authentication scheme of the at
least one additional authorization policy;

if attempting to authenticate access to the vehi-
cle under the at least one additional authoriza-
tion policy is successful:

receive, by the vehicle device, the user re-
questto perform the user-requested vehicle
operation;

determine, by the at least one processor,
whether the user-requested vehicle opera-
tionisincluded in the atleast one respective
vehicle operation which is permitted under
the at least one additional authorization pol-
icy;

determine, by the at least one processor,
whether a respective at least one vehicle
access requirement to perform the user-re-
quested vehicle operation is met;

if the user-requested vehicle operationis in-
cluded in the at least one respective vehicle
operation which is permitted under the at
least one additional authorization policy,
and the respective at least one vehicle ac-
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cess requirement to perform the user-re-
quested vehicle operation is met, allow the
vehicle to perform the user-requested vehi-
cle operation; and

if the user-requested vehicle operation is
not included in the at least one respective
vehicle operation which is permitted under
the atleast one additional authorization pol-
icy, or the respective at least one vehicle
access requirement to perform the user-re-
quested vehicle operation is not met, deny
the user request to perform the user-re-
quested vehicle operation; and

if attempting to authenticate access to the vehi-
cle under the at least one additional authoriza-
tion policy is not successful:

deny access the vehicle to the user under the
at least one additional authorization policy.

The vehicle device of claim 1, wherein the at least
one non-transitory processor-readable storage me-
dium further stores at least one additional authoriza-
tion policy together with the first authorization policy,
the at least one additional authorization policy differ-
ent from the first authorization policy, each authori-
zation policy in the at least one additional authoriza-
tion policy including:

a respective authentication scheme for authen-
ticating a respective access key to use the ve-
hicle in accordance with the additional authori-
zation policy;

an indication of at least one respective vehicle
operation which is permitted under the addition-
al authorization policy; and

an indication of at least one respective vehicle
access requirement to perform each of the at
least one respective vehicle operation permitted
under the additional authorization policy,

further wherein the processor-executable instruc-
tions cause the vehicle device to: prior to attempting
to authenticate access to the vehicle under the first
authorization policy, select the first authorization pol-
icy for authentication from the first authorization pol-
icy and the at least one additional authorization pol-

icy.

The vehicle device of any one of claims 1to 5, where-
in the at least one first vehicle operation which is
permitted under the first authorization policy includes
at least one vehicle operation selected from a group
of vehicle operations consisting of:

unlocking at least one door of the vehicle;
locking at least one door of the vehicle;
unlocking a service access of the vehicle;
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locking a service access of the vehicle;
enabling an ignition of the vehicle;

disabling an ignition of the vehicle;

starting an engine of the vehicle;

turning off an engine of the vehicle;

enabling movement of the vehicle;

disabling movement of the vehicle;
disengaging a parking brake of the vehicle;
engaging the parking brake of the vehicle;
providing an indication of a location of the vehi-
cle;

providing an indication of a location of a device
in the vehicle;

activating at least one light of the vehicle;
activating a horn of the vehicle; and

reversing authentication of the user for the ve-
hicle.

The vehicle device of any one of claims 1to 6, where-
in the at least one first vehicle access requirement
to perform each of the at least one first vehicle op-
eration permitted under the first authorization policy
includes at least one vehicle access requirement se-
lected from a group of vehicle access requirements
consisting of:

the vehicle being vacant;

the vehicle notbeing reserved for use by another
user;

the vehicle being reserved for use by the user;
and

the vehicle being operable.

The vehicle device of any one of claims 1to 7, where-
in the atleastone non-transitory processor-readable
storage medium further stores an indication of at
least one reservation of the vehicle.

The vehicle device of any one of claims 1to 8, where-
in the processor-executable instructions further
cause the vehicle device to receive an identification
of auser who provides the user-provided access key
to the vehicle device.

10. The vehicle device of claim 9, wherein:

the at least one non-transitory processor-read-
able storage medium further stores a list of at
least one user who can be authenticated to ac-
cess the vehicle; and

the processor-executable instructions which
cause the vehicle device to attempt to authenti-
cate access to the vehicle under the first author-
ization policy cause the vehicle device to: at-
tempt to authenticate, by the at least one proc-
essor, the identification of the user to the list of
at least one user who can be authenticated to
access the vehicle.
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The vehicle device of claim 10, wherein the proces-
sor-executable instructions further cause the vehicle
device to:

send, by at least one communication interface of the
vehicle device, a status message to be received by
at least one network device remote from the vehicle,
the status message indicative of at least a version
of the first authorization policy or of the list of at least
one user who can be authenticated to access the
vehicle.

The vehicle device of claim 11, wherein the proces-
sor-executable instructions further cause the vehicle
device to receive, by the at least one communication
interface of the vehicle device, an updated version
of the first authorization policy or an updated list of
atleastone user who can be authenticated to access
the vehicle after sending the status message.

The vehicle device of claim 11 or claim 12, wherein
the processor-executable instructions cause the at
least one communication interface of the vehicle de-
vice to send the status message in response to re-
ceiving a query for status.

The vehicle device of claim 11 or claim 12, wherein
the processor-executable instructions cause the at
least one communication interface of the vehicle de-
vice to send the status message on a periodic basis.

A method for managing access to a vehicle including
a vehicle device, the method comprising:

storing, by atleast one non-transitory processor-
readable storage medium of the vehicle device,
a first authorization policy, the first authorization
policy including:

a first authentication scheme for authenti-
cating a first access key to use the vehicle
in accordance with the first authorization
policy;

an indication of at least one first vehicle op-
eration which is permitted under the first au-
thorization policy; and

an indication of at least one first vehicle ac-
cess requirement to perform each of the at
least one first vehicle operation permitted
under the first authorization policy;

storing, by the at least one non-transitory proc-
essor-readable storage medium of the vehicle
device, a second authorization policy together
with the first authorization policy, the second au-
thorization policy different from the first author-
ization policy, the second authorization policy
including:
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asecond authentication scheme forauthen-
ticating a second access key to use the ve-
hicle in accordance with the second author-
ization policy;

an indication of at least one second vehicle
operation which is permitted under the sec-
ond authorization policy; and

an indication of at least one second vehicle
access requirement to perform each of the
at least one second vehicle operation per-
mitted under the second authorization pol-
ICy;

receiving, by the vehicle device, auser-provided
access key from a user;

attempting to authenticate access to the vehicle
under the first authorization policy, by the vehicle
device, by attempting to authenticate the user-
provided access key against the first access key
in accordance with the first authentication
scheme;

if attempting to authenticate access to the vehi-
cle under the first authorization policy is suc-
cessful:

receiving, by the vehicle device, a user re-
quest to perform a user-requested vehicle
operation;

determining, by the vehicle device, whether
the user-requested vehicle operation is in-
cluded in the at least one first vehicle oper-
ation which is permitted under the first au-
thorization policy;

determining, by the vehicle device, whether
arespective at least one first vehicle access
requirement to perform the user-requested
vehicle operation is met;

if the user-requested vehicle operationis in-
cluded in the at least one first vehicle oper-
ation which is permitted under the first au-
thorization policy, and the respective at
least one first vehicle access requirement
to perform the user-requested vehicle op-
eration is met, performing the user-request-
ed vehicle operation; and

if the user-requested vehicle operation is
not included in the at least one first vehicle
operation which is permitted under the first
authorization policy, or the respective at
least one first vehicle access requirement
to perform the user-requested vehicle op-
eration is not met, denying the user request
to perform the user-requested vehicle op-
eration; and

if attempting to authenticate access to the vehi-
cle under the first authorization policy is not suc-
cessful:
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denying access to the vehicle to the user under
the first authorization policy.
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Ve Store a second authorization policy different from the first authorization policy.
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If attempting to authenticate access to the vehicle under the first authorization policy is
Ya unsuccessful:
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Authentication
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Authentication
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requested vehicle operation. user under the second authorization
policy.
y
700
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requested vehicle operation.

policy?

514 ]
Is a respective at
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vehicle access
requirement to
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Store at least one additional authorization policy different from the first authorization
q policy and the second authorization policy.

702
v

If attempting to authenticate access to the vehicle under the first authorization policy and
1 attempting to authenticate access to the vehicle under the second authorization policy is
704 unsuccessful:
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authenticate access
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the at least one
additional
authorization
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Authentication
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policy?
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Store, at a network device, an access configuration which specifies at least one

query requesting a status

' authorization policy.
1902
A
Send the access configuration to be stored at a first vehicle device included in a first vehicle
19& of a plurality of vehicles.
y
a Control access to the first vehicle based on the at least one authorization policy.
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Store, at a network device, an access configuration which specifies at least one

' authorization policy.
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