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(57) ABSTRACT

A storage control apparatus, in communication with a cluster
of' storage devices in a storage network having plural admin-
istrator systems, comprises a cluster lock requester compo-
nent, a cluster lock receiver component and a configuration
component, wherein, responsive to receipt of a cluster lock
by said cluster lock receiver component, the configuration
component is operable to configure a logical resource object
within said cluster. The apparatus may also include a cluster
lock granter component operable to grant a cluster lock to
the cluster lock receiver component responsive to said
cluster lock requester component. A method of operating a
storage control apparatus includes method steps correspond-
ing to functional components of an apparatus and may be
embodied in computer program codes.
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LOW-OVERHEAD STORAGE CLUSTER
CONFIGURATION LOCKING

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation under 35
U.S.C. §120 of International Patent Application No. PCT/
GB2004/001361 filed on Mar. 29, 2004 designating the
United States and hereby claims benefit of priority to United
Kingdom Patent Application No. 0308923 .2 filed on Apr. 17,
2003, and entitled “Low-Overhead Storage Cluster Configu-
ration Locking” under 35 U.S.C. §365, which are both
incorporated by reference herein in their entireties and for all
purposes.

FIELD OF THE INVENTION

[0002] The present invention relates to data storage sys-
tems, in particular to controllers for use in networked storage
systems, and methods for operation thereof.

BACKGROUND OF THE INVENTION

[0003] In the field of this invention it is known that
enhanced function storage systems (e.g., for a system of one
or more disk drives) contain many logical resources. These
resources can be managed by a storage adapter or controller.
In this context, a logical resource is an entity which exposes
a disk-like behaviour but which may have properties not
ordinarily associated with individual disk drives. These
properties include enhanced performance, reliability, avail-
ability and data transformation operations such as point in
time copy. There may be a complex many-to-many relation-
ship between logical resources and other logical resources or
physical resources. For example a RAID-5 (Redundant
Array of Independent Disks) arrangement contains usually
between 4 and 16 component disks. Data is striped across
the components and a parity check is calculated and stored.
The attributes of, and relationships between, these logical
resources must be gathered and manipulated to allow users
to maintain their subsystem. When such subsystems are
further clustered together and used in storage networks, the
difficulties and resource costs of controlling the system’s
logical resource configuration are yet further compounded.

[0004] There is thus a need to permit distribution of
system configuration control tasks among the adapters or
controllers in the storage network. A distributed administra-
tion task can by its very nature be requested from any
supported client. This makes it possible for two users to
attempt to perform conflicting actions from different loca-
tions resulting in unpredictable results. In the case of RAID
subsystems, for example, it is possible for two users to
attempt to configure the same disk drives or resources. Even
without remote access, when a subsystem is configured in
cluster mode it can be accessed from multiple local hosts and
the same problem could be encountered.

[0005] The logical resource objects maintained by the
adapters possess multiple filter layers in a stack. The con-
figuration component associates each filter resource with a
resource object instance. When resource objects are created
the filter layers must be added, one on top of the other, by
the configuration component. During this process the cluster
must be stable and it is important to ensure that no other
configuration tasks are being performed simultaneously.
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There is scope for erroneous user interaction between each
of these steps that can result in unusable or half-built
resource objects.

[0006] The size of storage installations is increasing, and
relying on a single point of control to configure the resources
in the network is becoming unreasonably burdensome and
unworkable. However, because of the complexity of con-
figuration of logical and physical resources, conventional
methods of controlling distributed systems management
wholly within the configuration software layer cannot be
used to prevent conflicts, for example, by enforcing serial-
ization of access to the configuration utility program. At the
same time, use of adapter-level resources must be restricted
wherever possible to the satisfaction of “real” work requests
for input/output operations. It is well-known to those skilled
in the art that such adapters or controllers must be designed
to be as economical in their overhead resource use as
possible.

[0007] 1t would thus be desirable to provide a low-over-
head system and method for distributed storage configura-
tion control in a storage network to alleviate these problems.

SUMMARY OF THE INVENTION

[0008] The present invention accordingly provides, in a
first aspect, a storage control apparatus, in communication
with a cluster of storage devices in a storage network having
plural administrator systems, comprising: a cluster lock
requester component; a cluster lock receiver component; and
a configuration component; wherein, responsive to receipt of
a cluster lock by said cluster lock receiver component, said
configuration component is operable to configure a logical
resource object within said cluster.

[0009] The apparatus preferably further comprises a clus-
ter lock granter component operable to grant a cluster lock
to said cluster lock receiver component responsive to said
cluster lock requester component.

[0010] Preferably, said cluster lock granter component is a
first storage adapter component. Preferably, said cluster lock
granter component informs a second storage adapter com-
ponent in said cluster that a lock has been granted.

[0011] Preferably, said cluster lock granter component
informs said second storage adapter component in said
cluster that a lock has been released.

[0012] Preferably, said cluster lock granter component is
operable to revoke said cluster lock on expiry of a timeout
period.

[0013] Preferably, said cluster lock granter component is
operable to revoke said cluster lock responsive to an adapter
reset operation.

[0014] Preferably, said cluster lock granter component is
operable to revoke said cluster lock responsive to a power
cycle.

[0015] Preferably, said cluster lock granter component
stores a cluster lock number in a non-volatile memory.

[0016] The present invention provides, in a second aspect,
a method for operating a storage control apparatus, in
communication with a cluster of storage devices in a storage
network having plural administrator systems, comprising the
steps of: requesting a cluster lock; receiving a cluster lock;
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and responsive to said step of receiving a cluster lock,
configuring a logical resource object within said cluster.

[0017] In a third aspect, the present invention provides a
computer program comprising computer program code to,
when loaded into a computer system and executed, perform
the steps of the method of the second aspect.

[0018] Preferred features of the second and third aspects
comprise, respectively, method steps and computer code
elements corresponding to the hardware components of the
preferred features of the first aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] A preferred embodiment of the present invention
will now be described, by way of example only, with
reference to the accompanying drawings, in which:

[0020] FIG. 1 shows an apparatus according to a preferred
embodiment of the present invention;

[0021] FIG. 2 shows the steps of a method performed
according to a first aspect of a further preferred embodiment
of the present invention; and

[0022] FIG. 3 shows the steps of a method performed
according to a second aspect of a further preferred embodi-
ment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0023] In FIG. 1 is shown a storage control apparatus
(100) in a cluster (102) of storage devices (104, 104", 120)
of a type that is operable in a storage network (not shown)
with a number of different systems (108, 108") that can be
operated as administrator systems. Storage control apparatus
(100) has a cluster lock requester component (110) adapted
to request a cluster lock by issuing a lock request transac-
tion. The storage control apparatus (100) has a cluster lock
receiver component (112) adapted to receive a cluster lock.
Responsive to receipt of a cluster lock by the cluster lock
receiver component (112), configuration component (114) is
operable to configure a logical resource object (115) within
the cluster (102).

[0024] The storage control apparatus (100) may also
include a cluster lock granter component (116) operable to
grant a cluster lock to a cluster lock receiver component
(112) responsive to receipt of a cluster lock request from a
cluster lock requester component (110).

[0025] In an exemplary embodiment, the storage control
apparatus (100) may be one in which cluster lock granter
component (116) is a first storage adapter component. In an
alternative embodiment, the storage control apparatus may
be a first storage control component or appliance, such as a
storage virtualization appliance.

[0026] In an exemplary embodiment, the storage control
apparatus (100) may be one in which cluster lock granter
component (116) informs a second storage adapter compo-
nent (120) in said cluster (102) that a lock has been granted,
or that a lock has been released, or that a lock has been
revoked. In the preferred embodiment, a lock may be
revoked on expiry of a timeout period. In one alternative, the
lock may be revoked responsive to an adapter reset opera-
tion. In a further alternative, the lock may be revoked
responsive to a power cycle.
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[0027] 1In a storage control apparatus (100) of the exem-
plary embodiment, the cluster lock granter component (116)
stores a cluster lock number in a non-volatile memory (122).

[0028] The preferred embodiments of the present inven-
tion provide a system and method that ensures that any tasks
that have the potential to modify resources are the only such
tasks that are actively configuring resources attached to a
given cluster. This policy is enforced by the use of a
cluster-wide lock. The lock is only required when transac-
tions modify a logical resource object (115). View actions
can continue unhindered during a configuration lock. The
locking mechanism in the exemplary embodiment is based
on the use of a Configuration Lock Number, the operation of
which will be explained in greater detail below.

[0029] A first aspect of the method of operation of a
storage control apparatus (100) in communication with a
cluster of storage devices in a storage network having plural
administrator systems according to the preferred embodi-
ment is shown in FIG. 2. At step 202, the adapter stores its
CLN. At step (204), a cluster lock is requested. At step (206),
a cluster lock is received. At step (208), responsive to the
step of receiving a cluster lock (206), a logical resource
object within the cluster is configured.

[0030] If a timeout (210), adapter reset (212), or power
cycle (214) occurs, the cluster lock is revoked (216) and the
CLN is incremented (218).

[0031] A second aspect of the method of operation of a
storage control apparatus (100) in communication with a
cluster of storage devices in a storage network having plural
administrator systems according to the preferred embodi-
ment is shown in FIG. 3. At step 302, the adapter stores its
CLN. At step (304), a cluster lock request is received. At step
(306), a lock is granted.

[0032] If a timeout (308), adapter reset (310), or power
cycle (312) is detected, the adapter revokes the cluster lock
(314) and increments its CLN (316).

[0033] The configuration data is thus locked at the start of
all tasks that have the potential to modify a resource object.
The configuration component (114) requests the cluster lock
upon receipt of such requests by sending a lock request
message to the cluster. If the cluster is not already locked the
request will be successful and the valid Configuration Lock
Number (CLN) is returned.

[0034] In the preferred embodiment, the subsystem uses
filter based configuration transactions to perform configu-
ration. Each of the configuration transactions is modified to
include a field for the CLN. A CLN of zero indicates that the
configuration transaction does not require a lock and it can
be processed concurrently with other configuration transac-
tions. All view transactions, for example, can operate with-
out a CLN. In the case of configuration transactions that
modify resources, if a configuration transaction does not
contain the correct CLN, the firmware based configuration
agent fails it with an invalid CLN indicator.

[0035] The configuration component (114) of the pre-
ferred embodiment requests a CLN using the lock request
transaction before beginning any “change of configuration”
activity. If no other program has taken the lock then the
transaction returns a “Success” indicator. The adapter stores
an indication that the lock has been granted and it informs
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all other adapters in the cluster. Once a lock has been granted
no further locks will be granted by this adapter or any other
adapter in the cluster until the lock is released.

[0036] The configuration component (114) then supplies
the returned CLN value in the CLN field of each transaction
that it issues to the adapter during the configuration activity.
Only the adapter that granted the current lock will accept
configuration transactions that contain a non-zero CLN.
When the configuration component completes the configu-
ration activity the lock is released by issuing a release lock
instruction to the adapter that granted it. The receiving
adapter then informs all other adapters in the cluster that the
lock has been released. The CLN is not incremented when
the lock is released in this way. The CLN is only incre-
mented when the lock is revoked, as will be explained in
further detail below.

[0037] Ifalock request transaction is issued to any adapter
in the cluster while the lock is granted, the transaction will
be rejected with an indication that the CLN is already held.
When the configuration component (114) receives this result
code, it must wait until either the lock is released by the
holding program or the lock is timed out. The timeout
mechanism will be described in detail herein below.

[0038] Inamost preferred embodiment, the adapter stores
its current CLN in nonvolatile memory (such as NVRAM,
or non-volatile random access memory). Following an
adapter reset or power cycle, the adapter increments the
value stored in NVRAM. (This effects an implicit timeout on
any configuration program that was active prior to the
adapter reset or power cycle.) If the CLN is not found in
NVRAM, then it is set to 1. In a cluster each adapter
maintains an independent CLN, i.e. the adapters do not
synchronize their CLNs. Only the lock itself is shared. If two
separate adapters are connected together and each has
granted a lock that is still outstanding, both locks are
revoked. If only one lock is outstanding, it is retained.

[0039] The rules for the locking system according to the
preferred embodiment are as follows:

[0040] 1. Once a lock has been granted (at step 306 of
FIG. 3) and a CLN has been provided by the lock request
transaction, no further locks will be granted from this or
any other adapter in the cluster until the lock has been
released.

[0041] 2. Tt is impossible for two configuration utilities to
simultaneously request and be granted locks.

[0042] 3. A transaction request received by the adapter
with the CLN field set to zero does not need a lock.

[0043] 4. A transaction received by the adapter with the
CLN field non-zero requires a lock, only the adapter that
has granted the lock can accept the transaction, and the
CLN provided in the transaction must match the CLN
provided by the adapter when the lock was granted. If
these conditions are not met then the transaction is failed
with an invalid CLN indicator.

[0044] 5. Subsequent calls to request a lock (separated by
lock releases) can receive the same CLN.

[0045] 6. The CLN that is returned by a lock request
transaction is stored in the adapter’s NVRAM. The CLN
is stored in the adapter’s NVRAM because configuration
utility ‘A’ may have locked adapter *X’ with a CLN of 1.
If the adapter resets (and resets its CLN to 1) and
configuration utility ‘B’ is then granted a lock on adapter
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X (with the same CLN), both configuration utilities could
inadvertently be using the same lock. After a reset, the
adapter forgets about any locks previously granted and
increments the CLN by 1. The CLN that will be returned
by a lock request transaction can have any value from
1-255 and wraps from 255 to 1 (i.e., it cannot be zero)

[0046] 7. When 2 adapters are connected together, if only
one has granted a lock then the lock stays granted.

[0047] 8. When 2 adapters are connected together, if both
have granted locks then one will revoke its lock.

[0048] 9. Alock will be revoked after a timeout period of,
for example, two minutes. The timer is restarted after a
transaction using the lock has been submitted.

[0049] 10. After a lock has been revoked, the CLN that
will be supplied to the next lock request transaction is
incremented.

0050 11. The CLNs are not synchronized across adapters
p
(that iS, they may be diiferent).

[0051] 12. If a lock is held by another adapter and that
adapter is detached from the cluster, the lock is forgotten.

[0052] When the lock is granted in response to a lock
request transaction the adapter according to a preferred
embodiment starts a predetermined timeout period. The
timeout is restarted when a configuration transaction with a
non-zero CLN completes. The timeout is normally stopped
by a release lock transaction. If no further configuration
transaction containing the current CLN is received before
the timeout expires, the adapter revokes the lock, increments
the CLN and informs all other adapters in the cluster.

[0053] Tt is only when the lock is revoked (at step 316 of
FIG. 3) that the CLN is incremented. A successful release
lock transaction does not increment the CLN and any
subsequent lock request transaction may be given the same
CLN. In case any partial objects remain after a lock has been
revoked, the configuration component checks identifies
them and performs a clean up operation. Following an
adapter reset any previous lock or timeout is forgotten.

[0054] 1t will be appreciated that the method described
above will typically be carried out in software running on
one or more processors (not shown), and that the software
may be provided as a computer program element carried on
any suitable data carrier (also not shown) such as a magnetic
or optical computer disc. The channels for the transmission
of data likewise may include storage media of all descrip-
tions as well as signal carrying media, such as wired or
wireless signal media.

[0055] The present invention may suitably be embodied as
a computer program product for use with a computer system.
Such an implementation may comprise a series of computer
readable instructions either fixed on a tangible medium, such
as a computer readable medium, for example, diskette,
CD-ROM, ROM, or hard disk, or transmittable to a com-
puter system, via a modem or other interface device, over
either a tangible medium, including but not limited to optical
or analogue communications lines, or intangibly using wire-
less techniques, including but not limited to microwave,
infrared or other transmission techniques. The series of
computer readable instructions embodies all or part of the
functionality previously described herein.

[0056] Those skilled in the art will appreciate that such
computer readable instructions can be written in a number of
programming languages for use with many computer archi-
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tectures or operating systems. Further, such instructions may
be stored using any memory technology, present or future,
including but not limited to, semiconductor, magnetic, or
optical, or transmitted using any communications technol-
ogy, present or future, including but not limited to optical,
infrared, or microwave. It is contemplated that such a
computer program product may be distributed as a remov-
able medium with accompanying printed or electronic docu-
mentation, for example, shrink-wrapped software, pre-
loaded with a computer system, for example, on a system
ROM or fixed disk, or distributed from a server or electronic
bulletin board over a network, for example, the Internet or
World Wide Web.

[0057] 1t will be appreciated that various modifications to
the embodiment described above will be apparent to a
person of ordinary skill in the art.

What is claimed is:

1. A storage control apparatus, in communication with a
cluster of storage devices in a storage network having plural
administrator systems, comprising:

a cluster lock requester component;
a cluster lock receiver component; and
a configuration component;

wherein, responsive to receipt of a cluster lock by said
cluster lock receiver component, said configuration
component is operable to configure a logical resource
object within said cluster.
2. The storage control apparatus as claimed in claim 1,
further comprising:

a cluster lock granter component operable to grant a
cluster lock to said cluster lock receiver component
responsive to said cluster lock requester component.

3. The storage control apparatus as claimed in claim 2,
wherein said cluster lock granter component is a first storage
adapter component; wherein said cluster lock granter com-
ponent informs a second storage adapter component in said
cluster that a lock has been granted; and wherein said cluster
lock granter component informs said second storage adapter
component in said cluster that a lock has been released.

4. The storage control apparatus as claimed in claim 2,
wherein said cluster lock granter component is operable to
revoke said cluster lock on expiry of a timeout period.

5. The storage control apparatus as claimed in claim 2,
wherein said cluster lock granter component is operable to
revoke said cluster lock responsive to an adapter reset
operation.

6. The storage control apparatus as claimed in claim 2,
wherein said cluster lock granter component is operable to
revoke said cluster lock responsive to a power cycle.

7. A method for operating a storage control apparatus, in
communication with a cluster of storage devices in a storage
network having plural administrator systems, comprising the
steps of:

requesting a cluster lock;
receiving a cluster lock; and

responsive to said step of receiving a cluster lock, con-
figuring a logical resource object within said cluster.
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8. The method for operating a storage control apparatus as
claimed in claim 7, further comprising a step of granting a
cluster lock responsive to said step of requesting a cluster
lock.

9. The method for operating a storage control apparatus as
claimed in claim 8, wherein said step of granting a cluster
lock is performed by a first storage adapter component.

10. The method for operating a storage control apparatus
as claimed in claim 8, further comprising the steps of:

informing a second storage adapter component in said
cluster that a lock has been granted; and

informing a second storage adapter component in said

cluster that a lock has been released.

11. The method for operating a storage control apparatus
as claimed in claim 8, further comprising a step of revoking
said cluster lock on expiry of a timeout period.

12. The method for operating a storage control apparatus
as claimed in claim 8, further comprising a step of revoking
said cluster lock responsive to an adapter reset operation.

13. The method for operating a storage control apparatus
as claimed in claim 8, further comprising a step of revoking
said cluster lock responsive to an adapter reset operation.

14. The method for operating a storage control apparatus
as claimed in claim 8, further comprising a step of revoking
said cluster lock responsive to a power cycle.

15. A computer-readable medium, comprising a computer
program product for operating a storage control apparatus, in
communication with a cluster of storage devices in a storage
network having plural administrator systems, comprising the
steps of:

requesting a cluster lock;
receiving a cluster lock; and

responsive to said step of receiving a cluster lock, con-

figuring a logical resource object within said cluster.

16. The computer-readable medium, comprising a com-
puter program product, as claimed in claim 15, further
comprising a step of granting a cluster lock responsive to
said step of requesting a cluster lock.

17. The computer-readable medium, comprising a com-
puter program product for operating a storage control appa-
ratus as claimed in claim 16, wherein said step of granting
a cluster lock is performed by a first storage adapter com-
ponent.

18. The computer-readable medium, comprising a com-
puter program product for operating a storage control appa-
ratus as claimed in claim 16, further comprising the steps of:

informing a second storage adapter component in said
cluster that a lock has been granted; and

informing a second storage adapter component in said

cluster that a lock has been released.

19. A computer-readable medium, comprising a computer
program product for operating a storage control apparatus as
claimed in claim 16, further comprising a step of revoking
said cluster lock on expiry of a timeout period.

20. A computer-readable medium, comprising a computer
program product for operating a storage control apparatus as
claimed in claim 16, further comprising a step of revoking
said cluster lock responsive to an adapter reset operation.

21. A computer-readable medium, comprising a computer
program product for operating a storage control apparatus as
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claimed in claim 16, further comprising a step of revoking claimed in claim 16, further comprising a step of revoking
said cluster lock responsive to an adapter reset operation. said cluster lock responsive to a power cycle.

22. A computer-readable medium, comprising a computer
program product for operating a storage control apparatus as L



