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(57) ABSTRACT

A server includes an interface configured to receive a new
software content; a processor, configured to responsive to
receiving the new software content, create a new rollout
associated with the new software content, and identify a
plurality of vehicles eligible to receive the new software
content, responsive to detecting a first vehicle of the plural-
ity of vehicles being yet to receive an existing software
content associated with an existing rollout, generate a com-
bined software content including both the new and existing
software content, and associate the first vehicle with the
combined software content.

15 Claims, 5 Drawing Sheets
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1
SYSTEM FOR UPDATING VEHICLE
SOFTWARE

TECHNICAL FIELD

The present disclosure generally relates to a system for
updating vehicle software. More specifically, the present
disclosure relates to a system for updating software custom-
ized to criteria of vehicles.

BACKGROUND

Modern vehicles are equipped with multiple controllers/
computers to enable various configurable features such as
infotainment, autonomous driving or the like. Software
controlling those controllers may be updated periodically to
provide the latest functionalities and security features. When
new software update is available, a software rollout/deploy-
ment may be created to associate vehicles eligible to receive
the update. The software may be sent to those eligible
vehicles associated with the rollout.

SUMMARY

In one or more illustrative embodiments of the present
disclosure, a server includes an interface configured to
receive a new software content; a processor, configured to
responsive to receiving the new software content, create a
new rollout associated with the new software content, and
identify a plurality of vehicles eligible to receive the new
software content, responsive to detecting a first vehicle of
the plurality of vehicles being yet to receive an existing
software content associated with an existing rollout, gener-
ate a combined software content including both the new and
existing software content, and associate the first vehicle with
the combined software content.

In one or more illustrative embodiments of the present
disclosure, a method for a server includes responsive to
receiving the new software content via an interface, creating
a new rollout associated with the new software content, and
identifying a plurality of vehicles eligible to receive the new
software content; creating a new rollout list in which each of
the vehicles eligible to receive the new software content is
associated with the new software content; and responsive to
detecting a first vehicle of the plurality of vehicles having an
outstanding existing software content associated with an
existing rollout, generating a combined software content
including both the new and existing software content, and
updating the new rollout list such that the first vehicle is
associated with the combined software content.

In one or more illustrative embodiments of the present
disclosure, a computer device includes an interface config-
ured to receive a first software content; a processor, config-
ured to responsive to receiving the first software content via
the interface, create a first rollout associated with the first
software content, and identify a plurality of vehicles eligible
to receive the first software content, create a first rollout list
in which each of the vehicles eligible to receive the first
software content is associated with the first software content,
responsive to detecting a first vehicle of the plurality of
vehicles being eligible but yet to receive a second software
content associated with an second rollout, generate a com-
bined software content including both the first and second
software content, and update the first rollout list such that the
first vehicle is associated with the combined software con-
tent in the first rollout list.
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2
BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of the invention and to show
how it may be performed, embodiments thereof will now be
described, by way of non-limiting example only, with ref-
erence to the accompanying drawings, in which:

FIG. 1 illustrates an example block topology of a vehicle
system of one embodiment of the present disclosure;

FIG. 2 illustrates an example block diagram of a vehicle
software rollout system of one embodiment of the present
disclosure;

FIG. 3 illustrates an example flow diagram of a process
for creating an update content of one embodiment of the
present disclosure; and

FIGS. 4A and 4B illustrate schematic diagrams of a
vehicle software rollout example of one embodiment of the
present disclosure.

DETAILED DESCRIPTION

As required, detailed embodiments of the present inven-
tion are disclosed herein; however, it is to be understood that
the disclosed embodiments are merely exemplary of the
invention that may be embodied in various and alternative
forms. The figures are not necessarily to scale; some features
may be exaggerated or minimized to show details of par-
ticular components. Therefore, specific structural and func-
tional details disclosed herein are not to be interpreted as
limiting, but merely as a representative basis for teaching
one skilled in the art to variously employ the present
invention.

The present disclosure generally provides for a plurality
of circuits or other electrical devices. All references to the
circuits and other electrical devices, and the functionality
provided by each, are not intended to be limited to encom-
passing only what is illustrated and described herein. While
particular labels may be assigned to the various circuits or
other electrical devices, such circuits and other electrical
devices may be combined with each other and/or separated
in any manner based on the particular type of electrical
implementation that is desired. It is recognized that any
circuit or other electrical device disclosed herein may
include any number of microprocessors, integrated circuits,
memory devices (e.g., FLASH, random access memory
(RAM), read only memory (ROM), electrically program-
mable read only memory (EPROM), electrically erasable
programmable read only memory (EEPROM), or other
suitable variants thereof) and software which co-act with
one another to perform operation(s) disclosed herein. In
addition, any one or more of the electric devices may be
configured to execute a computer-program that is embodied
in a non-transitory computer readable medium that is pro-
gramed to perform any number of the functions as disclosed.

The present disclosure proposes a vehicle software update
rollout mechanism. More specifically, the present disclosure
proposes a system and method for deploying software
update data when multiple rollouts are available.

Referring to FIG. 1, an example block topology of a
vehicle system 100 of one embodiment of the present
disclosure is illustrated. A vehicle 102 may include various
types of automobile, crossover utility vehicle (CUV), sport
utility vehicle (SUV), truck, recreational vehicle (RV), boat,
plane, or other mobile machine for transporting people or
goods. In many cases, the vehicle 102 may be powered by
an internal combustion engine. As another possibility, the
vehicle 102 may be a battery electric vehicle (BEV), a
hybrid electric vehicle (HEV) powered by both an internal
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combustion engine and one or move electric motors, such as
a series hybrid electric vehicle (SHEV), a plug-in hybrid
electric vehicle (PHEV), or a parallel/series hybrid vehicle
(PSHEV), a boat, a plane or other mobile machine for
transporting people or goods. As an example, the system 100
may include the SYNC system manufactured by The Ford
Motor Company of Dearborn, Mich. It should be noted that
the illustrated system 100 is merely an example, and more,
fewer, and/or differently located elements may be used.

As illustrated in FIG. 1, a computing platform 104 may
include one or more processors 106 configured to perform
instructions, commands, and other routines in support of the
processes described herein. For instance, the computing
platform 104 may be configured to execute instructions of
vehicle applications 108 to provide features such as navi-
gation, remote controls, and wireless communications. Such
instructions and other data may be maintained in a non-
volatile manner using a variety of types of computer-
readable storage medium 110. The computer-readable
medium 110 (also referred to as a processor-readable
medium or storage) includes any non-transitory medium
(e.g., tangible medium) that participates in providing
instructions or other data that may be read by the processor
106 of the computing platform 104. Computer-executable
instructions may be compiled or interpreted from computer
programs created using a variety of programming languages
and/or technologies, including, without limitation, and either
alone or in combination, Java, C, C++, C#, Objective C,
Fortran, Pascal, Java Script, Python, Perl, and PL/SQL.

The computing platform 104 may be provided with vari-
ous features allowing the vehicle occupants/users to inter-
face with the computing platform 104. For example, the
computing platform 104 may receive input from HMI con-
trols 112 configured to provide for occupant interaction with
the vehicle 102. As an example, the computing platform 104
may interface with one or more buttons, switches, knobs, or
other HMI controls configured to invoke functions on the
computing platform 104 (e.g., steering wheel audio buttons,
a push-to-talk button, instrument panel controls, etc.).

The computing platform 104 may also drive or otherwise
communicate with one or more displays 114 configured to
provide visual output to vehicle occupants by way of a video
controller 116. In some cases, the display 114 may be a touch
screen further configured to receive user touch input via the
video controller 116, while in other cases the display 114
may be a display only, without touch input capabilities. The
computing platform 104 may also drive or otherwise com-
municate with one or more speakers 118 configured to
provide audio output and input to vehicle occupants by way
of an audio controller 120.

The computing platform 104 may also be provided with
navigation and route planning features through a navigation
controller 122 configured to calculate navigation routes
responsive to user input via e.g., the HMI controls 112, and
output planned routes and instructions via the speaker 118
and the display 114. Location data that is needed for
navigation may be collected from a global navigation sat-
ellite system (GNSS) controller 124 configured to commu-
nicate with multiple satellites and calculate the location of
the vehicle 102. The GNSS controller 124 may be config-
ured to support various current and/or future global or
regional location systems such as global positioning system
(GPS), Galileo, Beidou, Global Navigation Satellite System
(GLONASS) and the like. Map data used for route planning
may be stored in the storage 110 as a part of the vehicle data
126. Navigation software may be stored in the storage 110
as one the vehicle applications 108.
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The computing platform 104 may be configured to wire-
lessly communicate with a mobile device 128 of the vehicle
users/occupants via a wireless connection 130. The mobile
device 128 may be any of various types of portable com-
puting devices, such as cellular phones, tablet computers,
wearable devices, smart watches, smart fobs, laptop com-
puters, portable music players, or other device capable of
communication with the computing platform 104. A wireless
transceiver 132 may be in communication with a Wi-Fi
controller 134, a Bluetooth controller 136, a radio-frequency
identification (RFID) controller 138, a near-field communi-
cation (NFC) controller 140, and other controllers such as a
Zigbee transceiver, an IrDA transceiver, a ultra-wide band
(UWB) controller (not shown), and configured to commu-
nicate with a compatible wireless transceiver 142 of the
mobile device 128.

The mobile device 128 may be provided with a processor
144 configured to perform instructions, commands, and
other routines in support of the processes such as navigation,
telephone, wireless communication, and multi-media pro-
cessing. For instance, the mobile device 128 may be pro-
vided with location and navigation functions via a naviga-
tion controller 146 and a GNSS controller 148. The mobile
device 128 may be provided with a wireless transceiver 142
in communication with a Wi-Fi controller 150, a Bluetooth
controller 152, a RFID controller 154, an NFC controller
156, and other controllers (not shown), configured to com-
municate with the wireless transceiver 132 of the computing
platform 104. The mobile device 128 may be further pro-
vided with a non-volatile storage 158 to store various mobile
application 160 and mobile data 162.

The computing platform 104 may be further configured to
communicate with various components of the vehicle 102
via one or more in-vehicle network 166. The in-vehicle
network 166 may include, but is not limited to, one or more
of a controller area network (CAN), an Ethernet network,
and a media-oriented system transport (MOST), as some
examples. Furthermore, the in-vehicle network 166, or por-
tions of the in-vehicle network 166, may be a wireless
network accomplished via Bluetooth low-energy (BLE),
Wi-Fi, UWB, or the like.

The computing platform 104 may be configured to com-
municate with various ECUs 168 of the vehicle 102 con-
figured to perform various operations. For instance, the
computing platform 104 may be configured to communicate
with a TCU 170 configured to control telecommunication
between vehicle 102 and a wireless network 172 through a
wireless connection 174 using a modem 176. The wireless
connection 174 may be in the form of various communica-
tion network e.g., a cellular network. Through the wireless
network 172, the vehicle may access one or more servers
178 to access various content for various purposes. It is
noted that the terms wireless network and server are used as
general terms in the present disclosure and may include any
computing network involving carriers, router, computers,
controllers or the like configured to store data and perform
data processing functions and facilitate communication
between various entities. The ECUs 168 may further include
a powertrain control module (PCM) 180 configured to
provide operate powertrain of the vehicle 102. The ECU 168
may further include an autonomous driving controller
(ADC) 190 configured to provide autonomous driving fea-
tures to the vehicle 102. The ADC 190 may be provided with
a local storage to store software to enable the autonomous
driving features. Additionally or alternatively, the ADC 190
may fully or partially rely on software (e.g. vehicle appli-
cations 108) from the vehicle storage 110 to enable to
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autonomous driving. The ADC 190 and/or computing plat-
form 104 may be configured to update the software by
downloading an update content data from the server 178 via
the TCU 170 through the wireless network 172. Alterna-
tively, the update content data may be download via a
localized wireless network (e.g. a Wi-Fi access point) via the
wireless transceiver 132. Alternatively, the update content
data may be download via the mobile device 128.

Referring to FIG. 2, a diagram for vehicle software rollout
system 200 of one embodiment of the present disclosure is
illustrated. With continuing reference to FIG. 1, the rollout
system 200 may include a rollout management platform 202
configured to manage and coordinate the vehicle software
rollout/deployment to each vehicle 102. The rollout man-
agement platform 202 may be implemented via one or more
servers 178 connected to the vehicles 102 via the wireless
network 172 or a wired network (not shown). The rollout
management platform 202 may be configured to receive
commands 204 from a user interface 206 which may be
operated by various parties. For instance, the user interface
206 may be operated by a vehicle manufacturer that pro-
vides vehicle update data periodically. Responsive to a new
update, the manufacturer may send commands to the rollout
management platform 202 via the user interface 206 to
prepare for software deployment to each eligible vehicle.
The commands 204 may include instructions to trigger
various operations. For instance, the commands 204 may
include instructions to create rollout, trigger update to
vehicle, add/remove one or more vehicles to rollout, sus-
pend/restore one or more rollouts, and/or suspend/restore
one or more vehicles. The rollout management platform 202
may be further in communication with a vehicle database
208 configured to record vehicle information such as vehicle
software information. The vehicle database 208 may be
remotely located from the rollout management platform 202.
Alternatively, the vehicle database 208 may be local to or
integrated with the rollout management platform 202. The
rollout management platform 202 individually or in combi-
nation with the vehicle database 208 may record various
entries of data. For instance, the rollout management plat-
form 202 may record a vehicle entry 210 reflecting vehicle
identification and software information, an update content
entry 212 recording software update content received from
the user interface 206, a software rollout/deployment entry
214 reflecting rollout status corresponding to update con-
tents, and a search entry including various search instruction
216 to facilitating identification of corresponding rollouts
for each vehicle. The rollout management platform 202 may
be further configured to send the vehicle update content to
each corresponding vehicle 102 (to be discussed in detail
below).

Referring to FIG. 3, a flow diagram of a process 300 for
creating an update content of one embodiment of the present
disclosure is illustrated. With continuing reference to FIGS.
1 and 2, the process 300 may be implemented via the rollout
management platform 202 illustrated in FIG. 2. At operation
302, the rollout management platform 202 receives a new
vehicle software content made available via the user inter-
face 206. In response, the rollout management platform 202
creates a software rollout using the new content at operation
304. At operation 306, the rollout management platform 202
generates rollout search instruction 216 to identify vehicles
that are eligible for the newly created rollout. The rollout
management platform 202 may generate the search instruc-
tion 216 using identifiers which identifies compatible hard-
ware (e.g. ECUs) included in the new content and searches
for vehicles provided with the compatible hardware using
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the vehicle database 208. With the eligible vehicles identi-
fied, at operation 308, the rollout management platform 202
associates the new content and rollout with the vehicle list.

At operation 310, the rollout management platform 202
scans for other active software rollouts and at operation 312,
checks if any vehicles identified in the vehicle list is asso-
ciated with any of the identified active rollout that is yet to
be performed. If the answer is a no, the process proceeds to
operation 316 and the rollout management platform 202
creates an update content using the new content only.
Otherwise, if the rollout management platform 202 detects
one or more vehicles on the vehicle list are associated with
one or more existing rollouts that are outstanding, the
process proceeds to operation 318 and the rollout manage-
ment platform 202 creates the update content by combining
the content associated with the outstanding rollout with the
new content. At operation 320, the rollout management
platform 202 associate the update content with each vehicle
to prepared for the update.

The operations of process 300 may be applied to various
situations. Referring to FIGS. 4A and 4B, schematic dia-
grams of a vehicle software update rollout process are
illustrated. As illustrated in FIG. 4A, a first vehicle software
rollout R1 may be associated with a first vehicle software
update content UC[1]. There may be multiple vehicles (i.e.
V1 to V5, and etc.) associated with the first rollout R1 and
first update content UC[1]. A second vehicle software rollout
R2 may be associated with a second vehicle software update
content UC[2]. There may multiple vehicles (i.e. V11 to
V16, and etc.) associated with the second rollout R2 and
second update content UC[2]. The association of each
vehicle and the update content is illustrated in rollout
association tables (a.k.a. rollout list) 402 and 404 for the first
and second rollout R1 and R2 respectively. The association
tables 402 and 404 may be created and stored in the rollout
management platform 202 and/or the vehicle database 208
as an example. In the present example illustrated with
reference to FIG. 4A, there is no cross-relationship between
the first rollout R1 and the second rollout R2. In other words,
no vehicle listed in either table is eligible for both of the first
and second update contents UC[1] and UC[2]. In other
words, vehicles V1-V5 listed in the association table 402 are
all associated with the first rollout R1, but none of the
vehicles V1-V5 are associate with the second rollout R2.
The reverse is true for vehicles listed in the association table
404.

Referring to FIG. 4B, a third rollout R3 associated with
the third update content UC[3] may become available in
addition to the first rollout R1 and the second rollout R2. The
rollout management platform 202 may determine that one or
more vehicles associated with the first rollout R1 and the
second rollout R2 are eligible for the third update content
UC|3]. In the present example, the rollout management
platform 202 may determine that the vehicle V5 associated
with the first rollout R1 and the vehicle V11 associated with
the second rollout R2 are eligible to receive the third update
content UC[3] whereas the vehicles V5 and V11 are yet to
receive their respective first and second update content
UC[1] and UC|2]. In response, the rollout management
platform 202 may create a first combined update content
UC[1,3] including the first and third update content UC[1]
and UC[3] and associate the vehicle V5 with the first
combined update content UC[1,3]. The rollout management
platform 202 may further create a second combined update
content UC[2,3] including the second and third update
content UC[2] and UC[3] and associate the vehicle V11 with
the first combined update content UC[2,3]. The rollout
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management platform 202 may further update the associa-
tion tables 402 and 404 for the first and second rollouts R1
and R2 using the first combined update content UC[1,3] for
the vehicle V5 and the second combined update content
UC[2,3] for the vehicle V11. Additionally, the vehicles V5
and V11 may be put into the association table 406 for the
third rollout R3.

The association tables may be updated periodically. As an
example, the rollout management platform 202 may remove/
disassociate a vehicle from the association tables responsive
to verifying such a vehicle has received the update content
and/or successfully performed the software update. Taking
the vehicle V5 illustrated in FI1G. 4B for example, responsive
to verifying the vehicle V5 has received the first update
content UC[1] but yet to receive the third update content
UC][3], the rollout management platform 202 may remove
the vehicle V5 from the association table 402 for the first
rollout R1, and update the association table 406 for the third
rollout R3 such that the vehicle V5 is now only associated
with the third update content UC[3]. This situation may
occur when the vehicle user is provided with options to
select which update content he/she may wish to receive. The
user may choose the receive the combined update content, or
alternatively, an individual update content. Otherwise, if the
vehicle V5 has received the combined update content UC[1,
3], the rollout management platform 202 may remove the
vehicle V5 from both the association tables 402 and 406 for
the both the first and third rollouts R1 and R3. Additionally,
the rollout management platform 202 may manually add or
remove vehicles from the association tables based on the
commands 204 received from the interface 206.

While exemplary embodiments are described above, it is
not intended that these embodiments describe all possible
forms of the invention. Rather, the words used in the
specification are words of description rather than limitation,
and it is understood that various changes may be made
without departing from the spirit and scope of the invention.
Additionally, the features of various implementing embodi-
ments may be combined to form further embodiments of the
invention.

What is claimed is:

1. A server, comprising:

an interface configured to receive a new software content;

a processor, configured to

responsive to receiving the new software content, cre-
ate a new rollout associated with the new software
content, and identify a plurality of vehicles eligible
to receive the new software content,

responsive to detecting a first vehicle of the plurality of
vehicles being yet to receive an existing software
content associated with an existing rollout, generate
a combined software separated from the existing and
new software content by combining the new soft-
ware content with the existing software content,

associate the first vehicle with the combined software
content to allow the first vehicle to update to a new
status corresponding to the new software content
without going through a prior status corresponding
to the existing software content,

create a new rollout list in which each of the vehicles
eligible to receive the new software content is asso-
ciated with the new software content, and

responsive to receiving a manual add vehicle command
via the interface, add a second vehicle to the new
rollout list, wherein the second vehicle is not within
the vehicles eligible to receive the new software
content identified by the server.
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2. The server of claim 1, wherein the processor is further
configured to: responsive to detecting the first vehicle being
yet to receive the existing software content, update the new
rollout list such that the first vehicle is associated with the
combined software content in the new rollout list.

3. The server of claim 2, wherein the processor is further
configured to:

responsive to detecting the first vehicle being yet to

receive the existing software content, update an exist-
ing rollout list such that the first vehicle is associated
with the combined software content in the existing
rollout list.

4. The server of claim 3, wherein the processor is further
configured to:

responsive to verifying the first vehicle has received the

combined software content, remove the first vehicle
from both the existing rollout list and the new rollout
list.

5. The server of claim 3, wherein the processor is further
configured to:

responsive to verifying the first vehicle has received the

existing software content and failed to receive the new
software content, remove the first vehicle from the
existing rollout list and update the new rollout list such
that the first vehicle is no longer associated with the
existing software content.

6. The server of claim 1, wherein the new software
content includes a software identifier, the processor is fur-
ther configured to:

generate a search instruction to identify the vehicles

eligible to receive the new software content using the
identifier via a vehicle database located remotely from
the server.

7. The server of claim 1, wherein the processor is further
configured to:

disassociate the first vehicle from the existing software

content and new software content individually.

8. A method for a server, comprising:

responsive to receiving the new software content via an

interface, creating a new rollout associated with the
new software content, wherein the new software con-
tent includes a software identifier;

generating a search instruction to search for the vehicles

eligible to receive the new software content using the
identifier via a vehicle database located remotely from
the server;

associates a plurality of vehicles eligible to receive the

new software content;

creating a new rollout list in which each of the vehicles

eligible to receive the new software content is associ-
ated with the new software content;

responsive to detecting a first vehicle of the plurality of

vehicles having an outstanding existing software con-
tent associated with an existing rollout, combining the
new and existing software content to generate a com-
bined software content, and updating the new rollout
list such that the first vehicle is associated with the
combined software content;

send the combined software content to the first vehicle

such that first vehicle directly updates to a new version
corresponding to the new software content without
requiring the first vehicle to update to an existing
version corresponding to the existing software content
and

responsive to receiving a manual add vehicle command

via the interface, adding a second vehicle to the new
rollout list.
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9. The method of claim 8, further comprising:
updating an existing rollout list such that the first vehicle
is associated with the combined software content in the
existing rollout list.
10. The method of claim 9, further comprising:
responsive to verifying the first vehicle has received the
combined software content, disassociating the first
vehicle from both the existing rollout list and the new
rollout list.
11. The method of claim 9, further comprising:
responsive to verifying the first vehicle has received the
new software content and failed to receive the existing
software content, disassociating the first vehicle from
the new rollout list and updating the existing rollout list
such that the first vehicle is no longer associated with
the new software content.
12. A computer device, comprising:
an interface configured to receive a first software content;
a processor, configured to
responsive to receiving the first software content via the
interface, create a first rollout associated with the
first software content, and identify a plurality of
vehicles eligible to receive the first software content,
create a first rollout list in which each of the vehicles
eligible to receive the first software content is asso-
ciated with the first software content,
responsive to detecting a first vehicle of the plurality of
vehicles being eligible but yet to receive a second
software content associated with a second rollout,
generate a combined software content including both
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the first and second software content, and update the
first rollout list such that the first vehicle is associ-
ated with the combined software content in the first
rollout list and disassociated with the first software
content and the second software content individually,

update a second rollout list such that the first vehicle is
associated with the combined software content in the
second rollout list, and

responsive to receiving a manual add vehicle command
via the interface, adding a second vehicle to the
second rollout list.

13. The computer device of claim 12, wherein the pro-
cessor is further configured to: responsive to verifying the
first vehicle has received the combined software content,
remove the first vehicle from both the first and second
rollout lists.

14. The computer device of claim 12, wherein the pro-
cessor is further configured to: responsive to verifying the
first vehicle has received the first software content and failed
to receive the second software content, remove the first
vehicle from the first rollout list and update the second
rollout list such that the first vehicle is no longer associated
with the first software content.

15. The computer device of claim 12, wherein the pro-
cessor is further configured to: generate a search instruction
to search for the vehicles eligible to receive the first software
content via a vehicle database located remotely from the
computer device.



