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Description

Background

[0001] WO2001/095,093 describes a system and
method for providing process persistence in a virtual ma-
chine. A virtual persistent heap enables check pointing
of the state of computation of a virtual machine.
[0002] As large-scale enterprises continue to adopt vir-
tualization platforms as the foundation of their data cent-
ers, virtual machine (VM) fault tolerance has become an
increasingly important feature to be provided by virtual-
ization platform providers. Because a single host server
in a virtualized data center can support multiple VMs,
failure of that host server can bring down a multitude of
services that were provided by the different VMs running
on the failed host server. As such, virtualization platforms
need to provide a mechanism to quickly resurrect a failed
VM on a different host server so that the enterprise can
maintain the quality of its service.
[0003] Currently, providing fault tolerance for a primary
VM is typically achieved by providing a backup VM that
runs on a server residing in a different "fault domain" from
the server of the primary virtual machine. A fault domain
can generally be described as a set of host servers in a
data center (or data centers) that share a number of spec-
ified attributes and/or characteristics that results in a
higher probability of failure of host servers in the fault
domain upon a failure of one of the host servers in the
fault domain. The attributes and/or characteristics uti-
lized by an enterprise to define its data center fault do-
mains depend upon the type of disasters and the level
of recovery that the enterprises desire to achieve. For
example, an enterprise may choose to define its fault
domains based upon the physical proximity of host serv-
ers (storage rack location, geographic locations, etc.),
the dependency of such servers on shared hardware
(networked storage, power sources, physical connec-
tions, etc.) or software technologies (shared file systems,
etc.), and the like. A well-constructed fault domain mini-
mizes the correlation of a failure of a VM in one fault
domain with the failure of another VM in a different fault
domain.
[0004] VM fault tolerance may be provided using de-
terministic replay, checkpointing, or a hybrid of the two,
which is disclosed in U.S. Patent Application Serial No.
12/259,762, filed on August 28, 2008. With replay tech-
niques, essential portions of a primary VM’s instruction
stream (e.g., non-deterministic events within the primary
VM’s instruction stream) are captured in real-time (e.g.,
by a hypervisor layer or virtual machine monitor compo-
nent of the primary VM) and transmitted to a backup VM
(e.g., presumably located in a different fault domain) to
"replay" the primary VM’s execution in a synchronized
fashion. If the primary VM fails, the backup VM can then
take over without discernable loss of time. While replay
techniques provide a robust fault tolerance solution with
fast recovery times, they are less viable, for example,

when non-deterministic events become more frequent or
more difficult to identify within instruction streams, as is
the case with virtual machines that support SMP (sym-
metric multiprocessing) architectures with multiple virtual
CPUs.
[0005] In contrast to replay techniques, checkpointing
based fault tolerance techniques are more flexible in their
capabilities to support a variety of virtual architectures,
including SMP-based virtual machines. Techniques for
generating and using checkpoints in a virtual computer
system are disclosed in U.S. Patent No. 7,529,897. With
checkpointing, the primary VM is periodically stunned
(i.e., execution is temporarily halted) during the course
of execution (each such stun period referred to as a
"checkpoint") to determine any modifications made to the
state of the primary VM since a prior checkpoint. Once
such modifications are determined, they are transmitted
to the backup VM which is then able to merge the mod-
ifications into its current state, thereby reflecting an ac-
curate state of the primary VM at the time of the check-
point. Only upon notification of a failure of the primary
VM does the backup VM begin running, by loading the
stored state of the primary VM into its own execution
state. However, due to the potentially large size of check-
point information (e.g., multiple gigabytes) in a transmit-
ted state and the need to stun the primary VM at periodic
checkpoints to transmit such state to the backup VM, the
backup VM must be networked to the primary VM with
sufficiently high bandwidth such that the stun period is
not prolonged by network bandwidth limitations. This
constraint currently restricts the ability to locate backup
VMs in locations that are geographically distant from the
primary VM or otherwise in a manner in which backup
VMs are connected to primary VMs using network con-
nections having insufficient bandwidth capacity to effec-
tively transmit checkpoint information.

Summary

[0006] One or more embodiments of the present in-
vention enable a backup VM that receives checkpointing
information to be remotely located from a primary VM.
Such embodiments situate an intermediary computer
system between the primary VM and the backup VM to
manage the transmission of checkpoint information to
the backup VM in an efficient manner. The intermediary
computer system is networked to the primary VM through
a high bandwidth connection but is networked to the
backup VM through a lower bandwidth connection. Dur-
ing each checkpoint, the intermediary computer system
receives and stores updated data from the primary VM
that corresponds to memory pages in the state of the
primary VM that have been modified since a previous
checkpoint. The intermediary computer system continu-
ously identifies updated data corresponding to memory
pages that have been least recently modified by the pri-
mary VM and transmits such updated data to the backup
VM through the low bandwidth connection. In such man-
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ner, the intermediary computer system economizes the
bandwidth capacity of the low bandwidth connection,
holding back updated data corresponding to more re-
cently modified memory pages, since such memory pag-
es are more likely to be updated again in the future. In
one embodiment, the intermediary computer system re-
sides in a fault domain distinct from the fault domain of
the primary VM such that failure of the intermediary com-
puter system is not correlated with failure of the primary
VM.
[0007] An embodiment of the present invention pro-
vides a method as defined in claim 1 for transmitting an
updated state of a primary computer system to a backup
computer system through an intermediary computer sys-
tem, wherein the backup computer system is networked
to the intermediary computer system through a low band-
width connection that does not support timely transmis-
sion of modified states of the primary computer system
received by the intermediary computer system at check-
points. The method comprises the step of periodically
receiving, at the intermediary computer system, check-
point information packets from the primary computer sys-
tem through a high bandwidth connection, continuously
determining whether each copy of memory pages of the
primary computer system stored at the intermediary com-
puter system is a copy of a memory page that has been
least recently updated by the primary computer system
and has not been transmitted to the backup computer
system, and transmitting updated data in each copy of
each memory page determined to be a least recently
updated memory page to the backup computer system
through the low bandwidth connection. In this method,
each checkpoint information packet received at the in-
termediary computer system comprises updated data
corresponding to memory pages of the primary computer
system that have been modified since a previously re-
ceived checkpoint information packet.
[0008] The invention also provides a computer system
according to claim 10.
[0009] Further enhancements being provided by the
subclaims.

Brief Description of the Drawings

[0010]

Figure 1A depicts a block diagram of an embodiment
of a network architecture for a primary and backup
virtual machine using an intermediary computer sys-
tem.
Figure 1B depicts a block diagram of a second em-
bodiment of a network architecture for a primary and
backup virtual machine using an intermediary com-
puter system.
Figure 2 depicts a flow diagram for transmitting an
updated state of a primary virtual machine to a back-
up virtual machine using an intermediary computer
system.

Figure 3 depicts a data structure for transmitting cold
memory pages at an intermediary computer system.

Detailed Description

[0011] Figure 1A depicts a block diagram of an em-
bodiment of a network architecture for a primary and
backup virtual machine using an intermediary computer
system. A primary VM 100 resides on a primary server
105 in a fault domain 110 of a data center. One example
of a primary server 105 that supports virtual machines is
a server that runs VMware’s ESX™ hypervisor product,
which is commercially available from VMware, Inc. of
Palo Alto, California (although it should be recognized
that any virtualization technologies may be used consist-
ent with the teachings herein, including Xen®, Microsoft
Hyper-V and the like). An intermediary computer system
115 (hereinafter, "intermediary") is situated in close
enough proximity to server 105 such that a high band-
width connection 120 can be placed between server 105
and intermediary 115. High bandwidth connection 120,
as described further below, provides sufficient bandwidth
capacity to support the transmission of checkpoint infor-
mation between primary VM 100 and intermediary 115
during primary VM’s 100 execution. For example, in one
embodiment, high bandwidth connection 120 provides
sufficient bandwidth capacity for intermediary 115 to ef-
ficiently receive checkpoint information from the primary
VM 100 at a rate of 50 to 100 times per second, with each
set of checkpoint information potentially comprising mul-
tiple gigabytes of data. Although intermediary 115 is lo-
cated at a sufficient physical proximity to primary VM 100
to enable high bandwidth connection 120, intermediary
115 is also located in a different fault domain 125 than
fault domain 110 of primary VM 100, such that a failure
of primary VM 100 (or server 105) is not correlated to (or
otherwise does not have a significant correlation to) a
failure of intermediary 115. As further depicted in Figure
1A, a backup VM 130 resides on a backup server 135
that shares fault domain 125 with intermediary 115. A
lower bandwidth connection 140 between intermediary
115 and backup VM 130 provides flexibility to situate
backup VM 130 in a location geographically remote from
intermediary 115 and/or primary VM 100.
[0012] Figure 1B depicts a block diagram of a second
embodiment of a network architecture for a primary and
backup virtual machine using a intermediary computer
system. As depicted in Figure 1B, intermediary 115 and
backup VM 130 on backup server 135 reside in different
fault domains 125 and 145, respectively. For example,
in one embodiment, primary VM 100 resides on blade
primary server 105 which also comprises fault domain
110. Intermediary 115 is a second blade server utilizing
the same chassis as blade primary server 105 but com-
prises a different fault domain 125. Intermediary 115 may
be placed on top of the chassis, for example, to protect
against flood damage that may affect blade primary serv-
er 105 which is placed on the bottom of the chassis (e.g.,
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such that blade primary server 105 and the intermediary
115 exhibit different failure characteristics resulting in dif-
ferent fault domains 110 and 125, respectively). High
bandwidth connection 120, in such an embodiment, may
be facilitated by the PCI-e backplane of the chassis.
Backup VM 130 on backup server 135 may be located
in geographically remote location in this embodiment. For
example, if primary VM 100 and intermediary 115 are
located in a data center in Palo Alto, California, backup
VM 130 may be located in a different data center in Bos-
ton, Massachusetts. In another embodiment, intermedi-
ary 115 may be located at the edge of a subnet, for ex-
ample, as a modified NIC or a router or other edge device,
for consolidation in management. Alternatively, the func-
tionality of intermediary 115 may be implemented within
primary server 105 itself, for example, set in a relatively
more reliable part of the processor or motherboard of
primary server 105.
[0013] Figure 2 depicts a flow diagram for transmitting
an updated state of a primary virtual machine to a backup
virtual machine using an intermediary computer system.
In one embodiment, primary server 105, which hosts pri-
mary VM 100, includes a checkpointing module (or other
checkpointing functionality) in its hypervisor. As further
detailed below, such a checkpointing module transmits
checkpoint information packets over high bandwidth con-
nection 120 to intermediary 115 at each checkpoint. Each
checkpoint information packet includes information re-
flecting changes in the state of primary VM’s 100 memory
(and emulated devices, in certain embodiments) from the
previously transmitted checkpoint information packet. In
one embodiment, transmission of checkpoint information
packets by the hypervisor of primary server 105 occurs,
for example, approximately at a rate of 50 to 100 times
per second.
[0014] In step 200, the hypervisor of primary server
105 instantiates primary VM 100. In step 202, the hyper-
visor of primary server 105 takes an initial snapshot of
the state of primary VM 100 and transmits the snapshot
to intermediary 115. The initial snapshot comprises a plu-
rality of memory pages that make up the state of memory
(and, in certain embodiments, the state of emulated de-
vices) of primary VM 100. For example, in one embodi-
ment, each memory page has a size of 4KB such that a
primary VM 100 configured with a virtual RAM of 4GB
would have an initial snapshot size of approximately 1
million memory pages. In an embodiment utilizing
VMware’s ESX™ virtualization platform, VMware’s VMo-
tion technology can be used to create and transmit such
an initial snapshot. In step 204, intermediary 115 receives
and stores the initial snapshot. In step 206, the hypervisor
of primary VM 100 initiates a timer to periodically trigger
the initiation of checkpoints to generate checkpoint infor-
mation packets (e.g., 50 to 100 times a second, etc.).
Prior to the expiration of the timer, in step 208, the hy-
pervisor delays and queues any and all outbound net-
work packets generated by primary VM 100.
[0015] Once the timer expires in step 210, the hyper-

visor initiates a checkpoint by stunning primary VM 100
(i.e., freezes its execution state) in step 212 and gener-
ates a checkpoint information packet reflecting the cur-
rent state of stunned primary VM 100 and transmits the
checkpoint information packet to intermediary 115 in step
214. In one embodiment, the checkpoint information
packet comprises a subset of the memory pages (or por-
tions thereof) of the initial snapshot that have been up-
dated during execution of primary VM 100 since a previ-
ously transmitted checkpoint information packet (or since
the initial snapshot for a first checkpoint information pack-
et). It should be recognized that a variety of techniques
may be utilized to identify updated memory pages in pri-
mary VM 100 including, for example, leveraging hard-
ware that may be available on primary server 105 for
detecting such modified pages through hardware con-
trolled dirty bits of page tables and page directories used
for memory virtualization. In step 216, intermediary 115
successfully receives the transmitted checkpoint infor-
mation packet and in step 218 transmits an acknowledge-
ment of successful receipt back to primary server 105.
Once the hypervisor of primary server 105 receives the
transmitted acknowledgement in step 220, the hypervi-
sor resumes execution of primary VM 100 in step 222
and releases all the queued up network packets (from
step 208) in step 224 before returning back to step 208.
Delaying and queuing the outbound network packets in
step 208 and releasing them only after receiving acknowl-
edgement from intermediary 115 of receipt of a check-
point information packet in step 220 ensures that resto-
ration of primary VM 100 by backup server 135 upon a
failure of primary VM 100 is based on a state of primary
VM 100 that can properly resume network communica-
tions with external entities (i.e., re-transmit outbound net-
work packets since the recovered state without confusing
recipients, re-receive inbound network packets that it is
expecting, etc.).
[0016] Meanwhile, in step 226, intermediary 115 up-
dates its stored snapshot of the state of primary VM 100
with the updated memory pages (or portions thereof) in
the checkpoint information packet received in step 216.
Simultaneously with its continuous receipt of checkpoint
information packets and updates to its stored snapshot
of the state of primary VM 100 in steps 216 and 226,
intermediary 115 also continuously (e.g., via a separate
running process or thread, etc.) determines and transmits
those received memory pages that have been modified
less or least recently by primary VM 100 to backup server
135 in step 228 (such less or least recently modified
memory pages referred to herein as "cold" memory pag-
es). In step 230, the hypervisor of backup server 135
receives these cold memory pages and, in step 232, in-
corporates the cold memory pages into its reconstructed
state of primary VM 100 for backup VM 130. It should be
recognized that the reconstructed state of primary VM
100 maintained by backup VM 130 may not necessarily
reflect a completed state of any particular past "check-
pointed" state of primary VM 100 since intermediary 115,
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in step 228, only transmits "cold" memory pages to back-
up server 135. That is, memory pages that are considered
"hotter" by intermediary 115 (i.e., modified more recent-
ly), even if needed to provide backup server 135 a com-
plete set of memory pages reflecting the state of primary
VM 100 at a particular checkpoint, are held back and not
transmitted to backup server 135. Holding back such hot-
ter memory pages conserves the limited bandwidth ca-
pacity of lower bandwidth connection 140 between inter-
mediary 115 and backup server 135, based upon a pre-
sumption that the hotter memory pages will be again
modified before backup VM 130 needs to take any action
due to a failure of primary VM 100.
[0017] If, in step 234, intermediary 115 detects a failure
of primary VM 100 (or is otherwise notified thereof), then
in step 236, intermediary 115 notifies backup server 135
of the failure of primary VM 100 and transmits any unsent
memory pages of its stored snapshot of primary VM 100
to backup server 135. In step 238, backup server 135
receives notification of the failure of primary VM 100 and
the memory pages and, in step 240, incorporates the
received memory pages into its reconstructed state for
primary VM 100 and resumes execution of primary VM
100 as backup VM 130.
[0018] Figure 3 depicts a data structure for transmitting
cold memory pages at an intermediary computer system.
In one embodiment, intermediary 115, in contrast to pri-
mary server 105 and backup server 135 which run virtu-
alization platforms, is a non-virtualized computer system
running one or more processes (e.g., or threads, etc.)
that receives checkpoint information packets from prima-
ry server 105 and transmits memory pages to backup
server 135 as based upon information maintained in a
data structure 300 (although it should be recognized that
intermediary 115 may also be implemented in a virtual
machine in alternative embodiments). As depicted in Fig-
ure 3, data structure 300 is an array of entries that each
correspond to one of memory pages 0 to N-1 that com-
prise the initial snapshot of primary VM 100 (see, e.g.,
step 202 of Figure 2). Each such entry comprises a ref-
erence field 302 (e.g., address pointer) to a location in
intermediary’s 115 memory that stores a copy of the
memory page received from primary server 105 and a
checkpoint number field 304 indicating the checkpoint
(represented as an epoch or chronological number) in
which intermediary 115 received its current copy of the
memory page.
[0019] A thread, referred to as receive thread 306,
manages the receipt of memory pages of primary VM
100 from primary server 105 (e.g., from the initial snap-
shot in step 202 as well as from each subsequent check-
point information packet in step 214). In step 308, for
each memory page received from primary server 105 via
high bandwidth connection 120, receive thread 306
stores the memory page in the memory of intermediary
115. In step 310, receive thread 306 inserts the storage
address of the stored memory page into the reference
field 302 of the entry in data structure 300 corresponding

to the received memory page. In step 312, receive thread
306 updates the checkpoint number field 304 of the entry
with the current checkpoint number.
[0020] A simultaneously running thread, referred to as
transmit thread 314, manages the transmission of "cold"
memory pages (e.g., least recently modified) to backup
server 135 as described in step 228 of Figure 2 (via low
bandwidth connection 140). Transmit thread 314 main-
tains a checkpoint variable 316 indicating a checkpoint
number that transmit thread 314 is currently operating
upon as well as a current array index 318 that indicates
the current entry in data structure 300 upon which trans-
mission thread 314 is operating during its execution.
Checkpoint variable 316 is initialized to zero (e.g., the
value of checkpoint number field 304 in each entry of
data structure 300 when such entry corresponds to the
memory page received from the initial snapshot received
in step 204 of Figure 2) and current array index 318 is
initialized to the index of the first entry of data structure
300 (e.g., index of zero). Transmit thread 314 begins with
the first entry of data structure 300 (e.g., entry for memory
page 0) and if such entry’s checkpoint number field 304
matches checkpoint variable 316 in step 320, then in step
322, transmit thread 314 begins transmitting the memory
page (i.e., such memory page being a "cold" memory
page) referenced in the entry’s reference field 302 to
backup server 135 through lower bandwidth connection
140. In step 324, upon receiving an acknowledgment
from backup server 135 of successful receipt of the mem-
ory page, transmit thread 314 determines whether cur-
rent array index 318 represents the index of the last entry
of data structure 300. If transmit thread 314 determines
that current array index 318 represents the index of the
last entry in data structure 300, then in step 326, transmit
thread 314 increments checkpoint variable 316, resets
current array index 318 to the index of the first entry of
data structure 300 (e.g., index of zero), and returns to
the beginning of data structure 300. Otherwise, transmit
thread 314 increments current array index 318 and
moves to the next entry in data structure 300 in step 328.
[0021] If, in step 330, transmit thread 314 receives no-
tification of a failure of primary VM 100, then in step 332,
transmit thread 314 traverses through data structure 300,
transmitting memory pages referenced in each entry (a)
whose checkpoint number 304 is greater than checkpoint
variable 316, or (b) whose checkpoint number 304 equals
checkpoint variable 316 and whose index is greater than
or equal to current array index 318 (i.e., indicating that
the memory page has not yet been transmitted to backup
server 135). In one embodiment, upon receiving notifi-
cation of a failure of primary VM 100 in step 330, transmit
thread 314 begins to transmit the "hotter" memory pages
first, by transmitting those memory pages having the
highest values in their checkpoint number fields 304, in
an effort to enable backup VM 130 to start execution prior
to receiving all unsent memory pages in the snapshot,
under a presumption, for example, that the hotter mem-
ory pages are more likely to be accessed during subse-
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quent execution of backup VM 130 than colder memory
pages.
[0022] It should be recognized that transmit thread 314
may traverse data structure 300 and transmit cold mem-
ory pages to backup server 135 at a significantly slower
rate due to lower bandwidth connection 140 than the rate
that receive thread 308 receives and updates memory
pages at each checkpoint through high bandwidth con-
nection 120. As such, the value of checkpoint variable
316 remains lower than the actual current checkpoint
number of checkpoint information packets received by
receive thread 306. By holding back hotter memory pag-
es and transmitting cold memory pages, intermediary
115 thus reduces the possibility that the bandwidth ca-
pacity of lower bandwidth connection 140 will be wasted
on transmission of memory pages that would likely be
overwritten with updated data in the near future (i.e., few-
er memory pages are transmitted by intermediary 115
than are received).
[0023] It should be recognized that data structure 300
and techniques described in Figure 3 are merely exem-
plary and that a variety of alternative data structures and
techniques that may be utilized to determine whether
memory pages are "cold" (i.e., with a different conception
of how "cold" may be defined or assessed). For example,
in an alternative embodiment of Figure 3 may include a
transmission bit in each entry of data structure 300 which
would indicate whether the memory page corresponding
to the entry has already been transmitted to backup VM
130. Another alternative embodiment utilizes an array of
entries indexed by memory pages of the primary VM’s
snapshot (similar to data structure 300), where each en-
try in the array comprises a reference to the stored mem-
ory page (similar to reference field 302) and a counter
value. In such an embodiment, a receive thread incre-
ments the counter value for an entry each time a received
checkpoint information packet includes a corresponding
updated memory page. Simultaneously, a transmit
thread continually cycles through the array and transmits
memory pages corresponding to entries that have a pre-
specified low counter value. Such an embodiment utilizes
the concept of least frequently modified memory pages
to define "cold" rather than least recently modified. Yet
another alternative embodiment utilizes a data structure
that maintains a list of checkpoint numbers for each mem-
ory page corresponding to the checkpoints in which such
memory page was updated. Such a data structure pro-
vides flexibility to specify or define "cold" memory pages
in a variety of ways, such as, for example, memory pages
with the smallest list of checkpoint numbers or memory
pages that have remained unchanged for a consecutive
number of checkpoints (e.g., least frequently modified or
least recently modified, etc.).
[0024] It should be recognized that various modifica-
tions and changes may be made to the specific embod-
iments described herein without departing from the scope
of the invention as set forth in the appended claims. For
example, while the foregoing discussions have focused

on embodiments in which primary server 105 and inter-
mediary 115 transmitting complete memory pages (if
such memory page has been modified), it should be rec-
ognized that alternative embodiments may apply differ-
ence techniques or other compression techniques on
memory pages at either or both of primary server 105
and intermediary 115 prior to their transmission. Such
alternative embodiments may thus transmit only updated
data corresponding to the memory pages rather than the
complete memory pages themselves. Similarly, it should
be recognized that although the foregoing embodiments
have discussed a single intermediary 115, embodiments
may incorporate multiple intermediaries, possible in dif-
ferent fault domains, such that probability of failure of all
intermediaries is negligible. Additionally, while the fore-
going embodiments have been generally described us-
ing primary and backup VMs, other primary and backup
computer systems, including non-virtualized systems,
may be used consistent with the teachings herein.
[0025] The various embodiments described herein
may employ various computer-implemented operations
involving data stored in computer systems. For example,
these operations may require physical manipulation of
physical quantities usually, though not necessarily, these
quantities may take the form of electrical or magnetic
signals where they, or representations of them, are ca-
pable of being stored, transferred, combined, compared,
or otherwise manipulated. Further, such manipulations
are often referred to in terms, such as producing, identi-
fying, determining, or comparing. Any operations de-
scribed herein that form part of one or more embodiments
of the invention may be useful machine operations. In
addition, one or more embodiments of the invention also
relate to a device or an apparatus for performing these
operations. The apparatus may be specially constructed
for specific required purposes, or it may be a general
purpose computer selectively activated or configured by
a computer program stored in the computer. In particular,
various general purpose machines may be used with
computer programs written in accordance with the teach-
ings herein, or it may be more convenient to construct a
more specialized apparatus to perform the required op-
erations.
[0026] The various embodiments described herein
may be practiced with other computer system configura-
tions including hand-held devices, microprocessor sys-
tems, microprocessor-based or programmable consum-
er electronics, minicomputers, mainframe computers,
and the like.
[0027] One or more embodiments of the present in-
vention may be implemented as one or more computer
programs or as one or more computer program modules
embodied in one or more computer readable media. The
term computer readable medium refers to any data stor-
age device that can store data which can thereafter be
input to a computer system computer readable media
may be based on any existing or subsequently developed
technology for embodying computer programs in a man-

9 10 



EP 2 572 279 B1

7

5

10

15

20

25

30

35

40

45

50

55

ner that enables them to be read by a computer. Exam-
ples of a computer readable medium include a hard drive,
network attached storage (NAS), read-only memory, ran-
dom-access memory (e.g., a flash memory device), a CD
(Compact Discs) CD-ROM, a CD-R, or a CD-RW, a DVD
(Digital Versatile Disc), a magnetic tape, and other optical
and non-optical data storage devices. The computer
readable medium can also be distributed over a network
coupled computer system so that the computer readable
code is stored and executed in a distributed fashion.
[0028] Although one or more embodiments of the
present invention have been described in some detail for
clarity of understanding, it will be apparent that certain
changes and modifications may be made within the
scope of the claims. Accordingly, the described embod-
iments are to be considered as illustrative and not restric-
tive, and the scope of the claims is not to be limited to
details given herein, but may be modified within the scope
and equivalents of the claims. In the claims, elements
and/or steps do not imply any particular order of opera-
tion, unless explicitly stated in the claims.
[0029] Plural instances may be provided for compo-
nents, operations or structures described herein as a sin-
gle instance. Finally, boundaries between various com-
ponents, operations and data stores are somewhat arbi-
trary, and particular operations are illustrated in the con-
text of specific illustrative configurations. Other alloca-
tions of functionality are envisioned and may fall within
the scope of the invention(s). In general, structures and
functionality presented as separate components in ex-
emplary configurations may be implemented as a com-
bined structure or component. Similarly, structures and
functionality presented as a single component may be
implemented as separate components. These and other
variations, modifications, additions, and improvements
may fall within the scope of the appended claims(s).

Claims

1. A method for transmitting an updated state of a pri-
mary computer system (100,105) to a backup com-
puter system (130, 135) through an intermediary
computer system (115),
wherein the backup computer system (135) is net-
worked to the intermediary computer system (115)
through a low bandwidth connection (140) that does
not support timely transmission of modified states of
the primary computer system (100, 105) received by
the intermediary computer system (115) at check-
points,
the method comprising:

periodically receiving, at the intermediary com-
puter system (115), checkpoint information
packets from the primary computer system (100,
105) through a high bandwidth connection
(120), wherein each checkpoint information

packet comprises updated data corresponding
to memory pages of the primary computer sys-
tem (100, 105) that have been modified since a
previously received checkpoint information
packet;
continuously determining whether each copy of
memory pages of the primary computer system
(100, 105) stored at the intermediary computer
system (115) is a copy of a memory page that
has been least recently updated by the primary
computer system (100, 105) and has not been
transmitted to the backup computer system
(130, 135); and
transmitting updated data in each copy of each
memory page determined to be a least recently
updated memory page to the backup computer
system (130, 135) through the low bandwidth
connection (140).

2. The method of claim 1, further comprising the steps
of:

receiving notification of a failure of the primary
computer system (100, 105); and
transmitting to the backup computer system
(130, 135) through the low bandwidth connec-
tion (140) updated data corresponding to each
unsent memory page stored at the intermediary
computer system (115).

3. The method of claim 2, wherein updated data corre-
sponding to unsent memory pages that have been
most recently modified by the primary computer sys-
tem (100, 105) are transmitted first.

4. The method of claim 1, wherein the primary compu-
ter system (100, 105) resides in a first fault domain
(110) and the intermediary computer system (115)
resides in a second fault domain (125).

5. The method of claim 1, wherein the periodically re-
ceiving step is performed by a first thread running in
the intermediary computer system (115) and the con-
tinuously determining and transmitting steps are per-
formed by a second thread running in the interme-
diary computer system (115).

6. The method of claim 1, wherein the primary compu-
ter system (100, 105) comprises a server (105) host-
ing a primary virtual machine (100) and the backup
computer system (130, 135) comprises a second
server (135) hosting a backup virtual machine (130).

7. The method of claim 1, wherein the intermediary
computer system (115) maintains an array of entries
corresponding to each memory page of the primary
computer system (100, 105), wherein each entry of
the array comprises a reference to a copy of the cor-
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responding memory page stored in the intermediary
computer system (115) and a checkpoint number
identifying a checkpoint at which the copy was re-
ceived by the intermediary computer system (115).

8. The method of claim 7, wherein the continuously de-
termining step further comprises the steps of:

traversing the entries in the array to compare a
current checkpoint variable with the checkpoint
number of each entry of the array;
transmitting updated data in the copy of the cor-
responding memory page stored in the interme-
diary computer system (115) of an entry if the
checkpoint number of the entry equals the cur-
rent checkpoint variable;
incrementing the current checkpoint variable af-
ter analyzing a last entry in the array; and
returning to the beginning of the array;

9. A computer-readable storage medium including in-
structions that, when executed by a processor of an
intermediary computer system performs a method
of transmitting an updated state of a primary com-
puter system to a backup computer system, wherein
the method is as set forth in any of claims 1 to 8.

10. A computer system configured to transmit an updat-
ed state of a primary computer system (100, 105) to
a backup computer system (130, 135),
wherein the backup computer system (135) is net-
worked to the intermediary computer system (115)
through a low bandwidth connection (140) that does
not support timely transmission of modified states of
the primary computer system (100, 105) received by
the intermediary computer system (115) at check-
points,
and wherein the primary computer system (100, 105)
is configured to transmit checkpoint information
packets comprising updated data corresponding to
memory pages of the primary computer system (100,
105) modified since a previously transmitted check-
point information packet; the computer system com-
prising:

an intermediary computer system (115) con-
nected to the primary computer system (100,
105) through the high bandwidth connection
(120), wherein the intermediary computer sys-
tem (115) is configured to periodically receive
the transmitted checkpoint information packets
to continuously determine whether each copy of
memory pages of the primary computer system
(100, 105) stored at the intermediary computer
system (115) is a copy of a memory page that
has been least recently updated by the primary
computer system (100, 105) and has not been
transmitted to the backup computer system

(130, 135), and transmit updated data corre-
sponding to least recently modified memory
pages stored at the intermediary computer sys-
tem (115) to a backup computer system (130,
135) through the lower bandwidth connection
(140).

11. The computer system of claim 10, wherein the inter-
mediary computer system (115) is further configured
to receive notification of a failure of the primary com-
puter system (100, 105) and transmit to the backup
computer system (130, 135) through the low band-
width connection (140) updated data corresponding
to each unsent memory page stored at the interme-
diary computer system (115).

12. The computer system of claim 11, wherein the pri-
mary computer system (100, 105) is a server (105)
hosting a primary virtual machine (100) and the back-
up computer system is a second server (135) hosting
a backup virtual machine (130).

13. The computer system of claim 10, wherein the inter-
mediary computer system (115) maintains an array
of entries corresponding to each memory page of
the primary computer system (105), wherein each
entry of the array comprises a reference to a copy
of the corresponding memory page stored in the in-
termediary computer system (115) and a checkpoint
number identifying a checkpoint at which the copy
was received by the intermediary computer system
(115).

14. The computer system of claim 10, wherein the pri-
mary computer system (100, 105) resides in a first
fault domain (110) and the intermediary computer
system (115) resides in a second fault domain (125).

Patentansprüche

1. Verfahren zum Übertragen eines aktualisierten Zu-
stands eines primären Computersystems (100, 105)
zu einem Backup-Computersystem (130, 135) durch
ein Zwischen-Computersystem (115),
wobei das Backup-Computersystem (135) durch ei-
ne Verbindung (140) niedriger Bandbreite mit dem
Zwischen-Computersystem (115) vernetzt ist, die
keine zeitgerechte Übertragung modifizierter Zu-
stände des primären Computersystems (100, 105)
unterstützt, die durch das Zwischen-Computersys-
tem (115) an Checkpoints empfangen werden,
wobei das Verfahren Folgendes umfasst:

periodisches Empfangen von Checkpoint-Infor-
mationspaketen in dem Zwischen-Computer-
system (115) von dem primären Computersys-
tem (100, 105) durch eine Verbindung (120) ho-
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her Bandbreite, wobei jedes Checkpoint-Infor-
mationspaket aktualisierte Daten umfasst, die
Speicherseiten des primären Computersystems
(100, 105) entsprechen, die seit einem zuvor
empfangenen Checkpoint-Informationspaket
modifiziert wurden;
kontinuierliches Bestimmen, ob jede Kopie von
Speicherseiten des primären Computersystems
(100, 105), die in dem Zwischen-Computersys-
tem (115) gespeichert ist, eine Kopie einer Spei-
cherseite ist, die vor längster Zeit durch das pri-
märe Computersystem (100, 105) aktualisiert
wurde und nicht zu dem Backup-Computersys-
tem (130, 135) übertragen wurde; und
Übertragen von aktualisierten Daten in jeder Ko-
pie jeder Speicherseite, von der bestimmt wur-
de, dass sie eine vor längster Zeit aktualisierte
Speicherseite ist, zu dem Backup-Computer-
system (130, 135) durch die Verbindung (140)
niedriger Bandbreite.

2. Verfahren nach Anspruch 1, das ferner die folgenden
Schritte umfasst:

Empfangen einer Benachrichtigung über einen
Ausfall des primären Computersystems (100,
105); und
Übertragen von aktualisierten Daten, die jeder
in dem Zwischen-Computersystem (115) ge-
speicherten ungesendeten Speicherseite ent-
sprechen, zu dem Backup-Computersystem
(130, 135) durch die Verbindung (140) niedriger
Bandbreite.

3. Verfahren nach Anspruch 2, wobei aktualisierte Da-
ten, die ungesendeten Speicherseiten entsprechen,
die vor kürzester Zeit durch das primäre Computer-
system (100, 105) modifiziert wurden, zuerst über-
tragen werden.

4. Verfahren nach Anspruch 1, wobei das primäre
Computersystem (100, 105) in einer ersten Fehler-
domäne (110) residiert und das Zwischen-Compu-
tersystem (115) in einer zweiten Fehlerdomäne
(125) residiert.

5. Verfahren nach Anspruch 1, wobei der Schritt des
periodischen Empfangens durch einen ersten in
dem Zwischen-Computersystem (115) laufenden
Thread ausgeführt wird und die Schritte des konti-
nuierlichen Bestimmens und Übertragens durch ei-
nen zweiten in dem Zwischen-Computersystem
(115) laufenden Thread ausgeführt werden.

6. Verfahren nach Anspruch 1, wobei das primäre
Computersystem (100, 105) einen Server (105) um-
fasst, der eine primäre virtuelle Maschine (100) hos-
tet, und das Backup-Computersystem (130, 135) ei-

nen zweiten Server (135) umfasst, der eine virtuelle
Maschine (130) zum Backup hostet.

7. Verfahren nach Anspruch 1, wobei das Zwischen-
Computersystem (115) ein Array von Einträgen ent-
sprechend jeder Speicherseite des primären Com-
putersystems (100, 105) führt, wobei jeder Eintrag
des Arrays einen Verweis auf eine Kopie der ent-
sprechenden Speicherseite, die in dem Zwischen-
Computer (115) gespeichert ist, und eine Check-
point-Nummer, die einen Checkpoint identifiziert, an
dem das Zwischen-Computersystem (115) die Ko-
pie empfangen hat, umfasst.

8. Verfahren nach Anspruch 7, wobei der Schritt des
kontinuierlichen Bestimmens ferner die folgenden
Schritte umfasst:

Durchlaufen der Einträge in dem Array, um eine
aktuelle Checkpoint-Variable mit der Check-
point-Nummer jedes Eintrags des Arrays zu ver-
gleichen;
Übertragen von aktualisierten Daten in der Ko-
pie der entsprechenden Speicherseite, die in
dem Zwischen-Computersystem (115) eines
Eintrags gespeichert ist, wenn die Checkpoint-
Nummer des Eintrags gleich der aktuellen
Checkpoint-Variablen ist;
Inkrementieren der aktuellen Checkpoint-Vari-
ablen nach dem Analysieren eines letzten Ein-
trags in dem Array; und
Zurückkehren zum Anfang des Arrays.

9. Computerlesbares Speichermedium mit Anweisun-
gen, die, wenn sie durch einen Prozessor eines Zwi-
schen-Computersystems ausgeführt werden, ein
Verfahren zum Übertragen eines aktualisierten Zu-
stands eines primären Computersystems zu einem
Backup-Computersystem ausführt, wobei das Ver-
fahren wie in einem der Ansprüche 1 bis 8 dargelegt
ist.

10. Computersystem, ausgelegt zum Übertragen eines
aktualisierten Zustands eines primären Computer-
systems (100, 105) zu einem Backup-Computersys-
tem (130, 135), wobei das Backup-Computersystem
(135) durch eine Verbindung (140) niedriger Band-
breite mit dem Zwischen-Computersystem (115)
vernetzt ist, die keine zeitgerechte Übertragung mo-
difizierter Zustände des primären Computersystems
(100, 105) unterstützt, die durch das Zwischen-Com-
putersystem (115) an Checkpoints empfangen wer-
den, und wobei
das primäre Computersystem (100, 105) ausgelegt
ist zum Übertragen von Checkpoint-Informationspa-
keten, die aktualisierte Daten umfassen, die Spei-
cherseiten des primären Computersystems (100,
105) entsprechen, die seit einem zuvor übertrage-
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nen Checkpoint-Informationspaket modifiziert wur-
den;
wobei das Computersystem Folgendes umfasst:

ein Zwischen-Computersystem (115), das
durch die Verbindung (120) hoher Bandbreite
mit dem primären Computersystem (100, 105)
verbunden ist, wobei das Zwischen-Computer-
system (115) ausgelegt ist zum periodischen
Empfangen der übertragenen Checkpoint-Infor-
mationspakete, um kontinuierlich zu bestim-
men, ob jede Kopie von Speicherseiten des pri-
mären Computersystems (100, 105), die in dem
Zwischen-Computersystem (115) gespeichert
ist, eine Kopie einer Speicherseite ist, die vor
längster Zeit durch das primäre Computersys-
tem (100, 105) aktualisiert wurde und nicht zu
dem Backup-Computersystem (130, 135) über-
tragen wurde, und Senden von aktualisierten
Daten, die vor längster Zeit modifizierten Spei-
cherseiten entsprechen, die in dem Zwischen-
Computersystem (115) gespeichert sind, zu ei-
nem Backup-Computersystem (130, 135) durch
die Verbindung (140) niedrigerer Bandbreite.

11. Computersystem nach Anspruch 10, wobei das Zwi-
schen-Computersystem (115) ferner ausgelegt ist
zum Empfangen einer Benachrichtigung über einen
Ausfall des primären Computersystems (100, 105),
und Übertragen von aktualisierten Daten, die jeder
in dem Zwischen-Computersystem (115) gespei-
cherten ungesendeten Speicherseite entsprechen,
zu dem Backup-Computersystem (130, 135) durch
die Verbindung (140) niedriger Bandbreite.

12. Computersystem nach Anspruch 11, wobei das pri-
märe Computersystem (100, 105) ein Server (105)
ist, der eine primäre virtuelle Maschine (100) hostet,
und das Backup-Computersystem ein zweiter Ser-
ver (135) ist, der eine virtuelle Maschine (130) zum
Backup hostet.

13. Computersystem nach Anspruch 10, wobei das Zwi-
schen-Computersystem (115) ein Array von Einträ-
gen entsprechend jeder Speicherseite des primären
Computersystems (105) führt, wobei jeder Eintrag
des Arrays einen Verweis auf eine Kopie der ent-
sprechenden Speicherseite, die in dem Zwischen-
Computer (115) gespeichert ist, und eine Check-
point-Nummer, die einen Checkpoint identifiziert, an
dem das Zwischen-Computersystem (115) die Ko-
pie empfangen hat, umfasst.

14. Computersystem nach Anspruch 10, wobei das pri-
märe Computersystem (100, 105) in einer ersten
Fehlerdomäne (110) residiert und das Zwischen-
Computersystem (115) in einer zweiten Fehlerdo-
mäne (125) residiert.

Revendications

1. Procédé de transmission d’un état mis à jour d’un
système informatique primaire (100, 105) à un sys-
tème informatique de sauvegarde (130, 135) par l’in-
termédiaire d’un système informatique intermédiaire
(115),
dans lequel le système informatique de sauvegarde
(135) est mis en réseau avec le système informati-
que intermédiaire (115) par l’intermédiaire d’une
connexion à faible bande passante (140) ne prenant
pas en charge la transmission en temps utile d’états
modifiés du système informatique primaire (100,
105) reçus par le système informatique intermédiaire
(115) en des points de contrôle,
le procédé comprenant :

la réception périodique, sur le système informa-
tique intermédiaire (115), de paquets d’informa-
tions de points de contrôle en provenance du
système informatique primaire (100, 105) par
l’intermédiaire d’une connexion à large bande
passante (120), dans lequel chaque paquet d’in-
formations de points de contrôle comprend des
données mises à jour correspondant à des pa-
ges de mémoire du système informatique pri-
maire (100, 105) qui ont été modifiées depuis
un paquet d’informations de points de contrôle
reçu précédemment ;
la détermination en continu du fait de savoir si
chaque copie de pages de mémoire du système
informatique primaire (100, 105) stockées sur le
système informatique intermédiaire (115) est
une copie d’une page de mémoire qui a été le
moins récemment mise à jour par le système
informatique primaire (100, 105) et n’a pas été
transmise au système informatique de sauve-
garde (130, 135) ; et
la transmission de données mises à jour dans
chaque copie de chaque page de mémoire dé-
terminée comme étant une page de mémoire la
moins récemment mise à jour au système infor-
matique de sauvegarde (130, 135) par l’inter-
médiaire de la connexion à faible bande pas-
sante (140).

2. Procédé selon la revendication 1, comprenant en
outre les étapes suivantes :

la réception d’une notification de défaut du sys-
tème informatique primaire (100, 105) ; et
la transmission au système informatique de sau-
vegarde (130, 135) par l’intermédiaire de la con-
nexion à faible bande passante (140) de don-
nées mises à jour correspondant à chaque page
de mémoire non envoyée stockée sur le systè-
me informatique intermédiaire (115).
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3. Procédé selon la revendication 2, dans lequel les
données mises à jour correspondant à des pages
de mémoire non envoyées qui ont été modifiées le
plus récemment par le système informatique primai-
re (100, 105) sont transmises en premier.

4. Procédé selon la revendication 1, dans lequel le sys-
tème informatique primaire (100, 105) réside dans
un premier domaine de défaut (110) et le système
informatique intermédiaire (115) réside dans un se-
cond domaine de défaut (125).

5. Procédé selon la revendication 1, dans lequel l’étape
de réception périodique est effectuée par un premier
fil d’exécution s’exécutant dans le système informa-
tique intermédiaire (115) et les étapes de détermi-
nation et de transmission en continu sont effectuées
par un second fil d’exécution s’exécutant dans le sys-
tème informatique intermédiaire (115).

6. Procédé selon la revendication 1, dans lequel le sys-
tème informatique primaire (100, 105) comprend un
serveur (105) hébergeant une machine virtuelle pri-
maire (100) et le système informatique de sauvegar-
de (130, 135) comprend un second serveur (135)
hébergeant une machine virtuelle de sauvegarde
(130).

7. Procédé selon la revendication 1, dans lequel le sys-
tème informatique intermédiaire (115) tient à jour un
tableau d’entrées correspondant à chaque page de
mémoire du système informatique primaire (100,
105), dans lequel chaque entrée du tableau com-
prend une référence à une copie de la page de mé-
moire correspondante stockée dans le système in-
formatique intermédiaire (115) et un numéro de point
de contrôle identifiant un point de contrôle sur lequel
la copie a été reçue par le système informatique in-
termédiaire (115).

8. Procédé selon la revendication 7, dans lequel l’étape
de détermination en continu comprend en outre les
étapes suivantes :

le parcours des entrées du tableau pour com-
parer une variable de point de contrôle courante
au nombre de points de contrôle de chaque en-
trée du tableau ;
la transmission de données mises à jour dans
la copie de la page de mémoire correspondante
stockée dans le système informatique intermé-
diaire (115) d’une entrée si le numéro de point
de contrôle de l’entrée est égal à la variable de
point de contrôle courante ;
l’incrémentation de la variable de point de con-
trôle courante après l’analyse d’une dernière en-
trée du tableau ; et
le retour au début du tableau.

9. Support de stockage lisible par ordinateur compre-
nant des instructions qui, lorsqu’elles sont exécutées
par un processeur d’un système informatique inter-
médiaire, mettent en oeuvre un procédé de trans-
mission d’un état mis à jour d’un système informati-
que primaire à un système informatique de sauve-
garde, dans lequel le procédé est tel que défini dans
l’une quelconque des revendications 1 à 8.

10. Système informatique configuré pour transmettre un
état mis à jour d’un système informatique primaire
(100, 105) à un système informatique de sauvegarde
(130, 135),
dans lequel le système informatique de sauvegarde
(135) est mis en réseau avec le système informati-
que intermédiaire (115) par l’intermédiaire d’une
connexion à faible bande passante (140) ne prenant
pas en charge la transmission en temps utile des
états modifiés du système informatique primaire
(100, 105) reçus par le système informatique inter-
médiaire (115) en des points de contrôle, et dans
lequel
le système informatique primaire (100, 105) est con-
figuré pour transmettre des paquets d’informations
de points de contrôle comprenant des données mi-
ses à jour correspondant à des pages de mémoire
du système informatique primaire (100, 105) modi-
fiées depuis un paquet d’informations de points de
contrôle précédemment transmis, le système infor-
matique comprenant :

un système informatique intermédiaire (115)
connecté au système informatique primaire
(100, 105) par l’intermédiaire de la connexion à
large bande passante (120), dans lequel le sys-
tème informatique intermédiaire (115) est con-
figuré pour recevoir périodiquement les paquets
d’informations de points de contrôle transmis
pour déterminer en continu si chaque copie de
pages de mémoire du système informatique pri-
maire (100, 105) stockées sur le système infor-
matique intermédiaire (115) est une copie d’une
page de mémoire qui a été le moins récemment
mise à jour par le système informatique primaire
(100, 105) et n’a pas été transmise au système
informatique de sauvegarde (130, 135), et trans-
mettre des données mises à jour correspondant
à des pages de mémoire le moins récemment
modifiées stockées dans le système informati-
que intermédiaire (115) à un système informa-
tique de sauvegarde (130, 135) par l’intermé-
diaire de la connexion de plus faible bande pas-
sante (140).

11. Système informatique selon la revendication 10,
dans lequel le système informatique intermédiaire
(115) est en outre configuré pour recevoir une noti-
fication de défaut du système informatique primaire
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(100, 105) et transmettre au système informatique
de sauvegarde (130, 135) par l’intermédiaire de la
connexion de faible bande passante (140) des don-
nées mises à jour correspondant à chaque page de
mémoire non envoyée stockée sur le système infor-
matique intermédiaire (115).

12. Système informatique selon la revendication 11,
dans lequel le système informatique primaire (100,
105) est un serveur (105) hébergeant une machine
virtuelle primaire (100) et le système informatique
de sauvegarde est un second serveur (135) héber-
geant une machine virtuelle de sauvegarde (130).

13. Système informatique selon la revendication 10,
dans lequel le système informatique intermédiaire
(115) tient à jour un tableau d’entrées correspondant
à chaque page de mémoire du système informatique
primaire (105), dans lequel chaque entrée du tableau
comprend une référence à une copie de la page de
mémoire correspondante stockée dans le système
informatique intermédiaire (115) et un numéro de
point de contrôle identifiant un point de contrôle sur
lequel la copie a été reçue par le système informa-
tique intermédiaire (115).

14. Système informatique selon la revendication 10,
dans lequel le système informatique primaire (100,
105) réside dans un premier domaine de défaut
(110) et le système informatique intermédiaire (115)
réside dans un second domaine de défaut (125).
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