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INSURANCE METHOD 

0001. This application is a Continuation of Ser. No. 
10/229,620, filed Aug. 27, 2002. 

FIELD OF THE INVENTION 

0002 The present invention relates to an insurance 
method and insurance system able to compensate for loss or 
damage resulting from unauthorized activities by a third 
party or device or communication line problems, for 
example, interfering with transactions conducted over a 
network such as the Internet. More particularly, the present 
invention relates to a technique that is effective for providing 
a verification method enabling an insurance provider (insur 
ance company) to determine whether communication that 
caused the loss or damage actually occurred by providing 
means for monitoring communication data in a user's com 
puter system. 

BACKGROUND ART 

0003 Electronic commerce conducted over a network 
Such as the Internet has become popular as a result of 
advances in computer and network technologies. As with 
other common transactions, a contract is established in the 
electronic commerce conducted over a network as a result of 
an offer being made and then accepted. Economic activities 
Such as business transactions are conducted based on this 
contract system. Communication over a network is per 
formed by exchanging electronic data, and the offer and its 
acceptance are likewise conducted by exchanging electronic 
data. More specifically, electronic (digital) messages 
exchanged over a network are used to express the offer and 
acceptance on which a transaction is premised. 
0004 Invasion of privacy resulting from leaking, steal 
ing, tampering with, or illegally selling personal information 
about the parties to a transaction is a particular concern for 
conducting electronic commerce over a network. It is there 
fore desired that some means for compensating for Such 
invasion of privacy through insurance is provided. The 
electronic commerce system taught in Japanese Patent Laid 
Open Publication 2000-207453 is one example of a system 
providing such means. This electronic commerce system is 
structured to use insurance premiums to compensate for a 
loss incurred as a result of an invasion of privacy in 
conjunction with an electronic commerce transaction when 
a party involved in the transaction conducted over an 
electronic network or a related party has an insurance 
contract with an insurance company. 
0005 Various risks other than losses from the invasion of 
privacy (personal information) are also present in a net 
worked environment. Examples of Such risks include loss or 
damage resulting from lack of mutual understanding 
between parties, and loss or damage resulting from com 
puter viruses. 
0006 Lack of mutual understanding between parties 
could occur in the following cases. One example is loss of 
data Such as when a message sent by one party does not 
reach the other party. When messages are exchanged as 
electronic data, a natural person is unable to make an 
expression of intention directly, and the expression of inten 
tion must first be converted to electronic data which is then 
sent. In other words, a computer system or other such data 
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processing device is required as a means for expressing 
intent. When expressing an intention by Such means, there is 
a danger of operating the computer system so that the 
opposite of the user's true intention is expressed. There are 
also cases in which a breakdown of the computer system or 
network prevents the intention being expressed even though 
an attempt has been made. Due to Such reasons, a problem 
of losses or damages would occur to one or both of parties 
to the transaction, which might not occur if messages were 
conveyed correctly. 

0007 Also, a wide variety of computer viruses are 
present on the network, and there is an obvious risk of 
attacks by Such viruses. Losses resulting from interference 
with transactions by the computer viruses may occur. 
0008. The likelihood of losses and damages being 
incurred, and the value of those losses, will continue to 
increase as transactions conducted with computers and net 
works become more Sophisticated and complex, and as the 
number and value of the transactions increase. As Such 
losses occur, the burden of compensating for those losses 
may become excessive for the parties to the transaction. 
Such losses and damages could therefore easily become an 
obstacle to the Sound development of commercial transac 
tions conducted over computer networks. There is therefore 
a growing need for insurance to compensate for Such losses 
and damages. 
0009. The electronic commerce system having an insur 
ance function disclosed in the cited Publication could also 
cope with risks other than the invasion of privacy. However, 
if risks resulting from interference with the exchange of 
messages as part of a transaction are to be insured, it is 
necessary to accurately determine what transactions and 
communications were actually conducted over the network. 
More specifically, it is necessary to monitor and record the 
content of all network communications without fail. The 
electronic commerce system cited above, however, has no 
means for monitoring the communicated data. It is also 
necessary to prevent the recorded transaction content from 
being tampered with in order to assure the accuracy of the 
recorded content. 

SUMMARY OF THE INVENTION 

0010. An object of the present invention is therefore to 
provide a means for accurately and automatically recording 
the content of communications (transactions) conducted 
over a computer network. A further object of the present 
invention is to provide a means for preventing the recorded 
transaction content from being tampered with. A yet further 
object of the present invention is to provide a means for 
protecting the transaction record from hardware failures. 
0011. A yet further object of this invention is to provide 
an insurance method and system in which the insurance 
contract content is fairly enforced using the transaction 
recording means. A further object is to provide an insurance 
method and system enabling easier evaluation of conditions 
for paying insurance money. 

0012. The present invention is summarized below. That 
is, an insurance method according to the present invention 
includes the steps of sending a transaction monitoring pro 
gram to either a computer system of a user or a computer 
system determined by mutual agreement with the user, 
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according to an insurance contract with the user, receiving, 
from the user, a claim for payment of insurance money based 
on the insurance contract, receiving a transaction record 
recorded by the transaction monitoring program together 
with or separately from the claim, analyzing the transaction 
record, determining whether a transaction causing a loss on 
the user exists by referring to the results of the analyzing 
step, and paying the insurance money to the user if the 
determining step affirms and other conditions for payment of 
the insurance money are satisfied. This insurance method 
can easily verify the existence of a communication proving 
the cause of a loss by referring to a transaction record 
recording a history of communications over a network. As a 
result, payment of insurance money can be made quickly. 
0013 This insurance method may also include the steps 
of receiving the transaction record at regular or irregular 
intervals, storing the received transaction record by associ 
ating with the user, and performing the analyzing step by 
referring to the latest transaction record received if a trans 
action record is not received with the claim. In this case, the 
transaction record can be received and stored not only at the 
time of claiming insurance money but also at any other time. 
Loss of the transaction record due to, for example, a failure 
of the user's computer system can thus be prevented. 
0014 Further, the entire content or part of the transaction 
record may be encrypted so as to be effectively unreadable 
by any party other than the insurance provider of the 
insurance contract. This prevents a party other than the 
insurance provider, such as the user, from tampering with the 
transaction record, and thus prevents fraudulent claims for 
insurance money. 
0015. Another insurance method according to the present 
invention includes the steps of receiving a transaction moni 
toring program according to an insurance contract with an 
insurance provider, installing the transaction monitoring 
program on one's own computer system or a computer 
system determined by mutual agreement with the insurance 
provider, exchanging data with a transaction party, record 
ing, in a transaction record, a transaction involved in the data 
exchange by means of the transaction monitoring program, 
and sending, to a computer system of the insurance provider, 
either a claim for payment of insurance money based on the 
insurance contract, or both the claim and the transaction 
record when a loss has been incurred as a result of the data 
exchange with the transaction party. With this insurance 
method, the transaction record is collected automatically by 
the transaction monitoring program. In addition to the con 
venience of collecting the transaction record automatically, 
the transaction monitoring program is also useful to prevent 
the willful creation of a fraudulent record by the user. Fair 
insurance claims can thus be systematically assured, and the 
evidential value of the transaction record can be enhanced. 

0016. The transaction record may be sent to a computer 
system of the insurance provider at regular or irregular 
intervals irrespective of whether a loss has been incurred. 
This can cope with unintentional loss of the transaction 
record due to, for example, a computer system failure. 
0017. The entire content or part of the transaction record 
may be encrypted so as to be effectively unreadable by any 
party other than the insurance provider. Tampering with the 
transaction record by the user or any other party can thus be 
prevented. 
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0018. A transaction monitoring method according to the 
present invention is a method for monitoring a transaction of 
communication with any party through a network including 
the steps of capturing communication data sent or received 
by one party to the communication, recording, in a transac 
tion record, the communication data together with the iden 
tity of the other party, date and time of the communication, 
and other attribute data, encrypting the entire content or part 
of the transaction record so as to be effectively unreadable 
by at least the one party, and sending the encrypted trans 
action record at regular or irregular intervals to a computer 
system of a third party that can decrypt the encrypted 
transaction record. This transaction monitoring method pre 
vents a user originating a transaction from tampering with 
the transaction record, and thus improves the fairness and 
evidential value of the transaction record monitored. 

0019. This transaction monitoring method may further 
include the steps of generating a hash value for the com 
munication data and attribute data; encrypting the hash value 
using a public key corresponding to a private key held by the 
third party, and recording the communication data, attribute 
data, and encrypted hash value to the transaction record. 
This method generates a hash value representative of the 
actual transaction record content and encrypts the hash 
value, thereby enabling tampering to be detected without 
actually encrypting all of the actual content of the transac 
tion record. Anyone can reference the content of the trans 
action record in this case because the actual transaction 
record content is not encrypted, but if the content is then 
changed the hash value generated from the content will 
differ from the encrypted hash value. Tampering can thus be 
detected by comparing the decrypted hash value with the 
hash value generated from the current content. 

0020. The present invention can also be understood as a 
system invention or a program invention in addition to the 
method invention described above. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 shows an insurance system and insurance 
method according to a preferred embodiment of the present 
invention; 

0022 FIG. 2 is a block diagram showing the functions of 
an exemplary transaction monitoring program 5. 

0023 FIG. 3 is a flow chart of an insurance method 
according to a preferred embodiment of the present inven 
tion; 

0024 FIG. 4 is a flow chart of the transaction data 
monitoring process of the transaction monitoring program 5: 
and 

0025 FIG. 5 shows the concept of an insurance system 
and insurance method according to another preferred 
embodiment of the invention. 

PREFERRED EMBODIMENTS OF THE 
INVENTION 

0026. The preferred embodiments of the present inven 
tion will next be described. It is noted that the invention can 
be implemented in many different ways, and the invention 
should not be interpreted as being limited to the specific 
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contents of the following embodiments. In the following, 
like reference numerals are used for like elements, respec 
tively. 

0027. The preferred embodiments described below refer 
primarily to a method or system, but it will be obvious to one 
with ordinary skill in the related art that the present inven 
tion can also be implemented as a computer-executable 
program. The invention can therefore be implemented by 
hardware, Software, or a combination of hardware and 
Software. The program can be recorded in any computer 
readable medium such as CD-ROM, hard disk drive, optical 
storage, or other magnetic storage. 
0028. A general computer system may be used in the 
following embodiments as a data processing system needed 
to implement the invention. The computer system that can 
be used in the embodiments has a central processing unit 
(CPU), main memory (RAM), nonvolatile memory (ROM), 
coprocessor, graphics accelerator, cache memory, input/ 
output (I/O) controller, and other hardware resources such as 
found in a typical computer system. The computer system 
may also have a hard disk drive or other external storage 
device, and a communication means for connecting to the 
Internet or other network. The computer system may be a 
personal computer, workstation, mainframe computer, or 
other type of computer. 

0029 FIG. 1 shows the concept of the insurance system 
and insurance method according to a preferred embodiment 
of the present invention. An insurance provider 1, user 2, and 
transaction party 3 are participants in this insurance system 
and insurance method. 

0030) Insurance provider 1 is an insurance company, for 
example, providing the insurance service enabled by this 
embodiment of the invention. Insurance provider 1 might 
not be part of the insurance company, and may be a broker, 
for example, providing the insurance service enabled by this 
embodiment of the invention on behalf of the insurance 
company. Also, the insurance underwriter might not be 
insurance provider 1 or insurance company offering the 
insurance, and may be a separate entity. The insurance could 
be added to reinsurance. Insurance provider 1 has a com 
puter system as described above, and implements the insur 
ance system and insurance method described below using 
this computer system. 

0.031) User 2 is the insured, that is, a party receiving the 
insurance service of the present embodiment through an 
insurance contract. When user 2 suffers a loss as a result of 
a network transaction with the transaction party 3, or when 
user 2 is held liable for such loss, user 2 is compensated for 
Such a loss or damage to the extent of the coverage of the 
insurance contract. User 2 has a user system 2a. User 2 uses 
this user system 2a to conduct business (transactions) with 
transaction party 3. User system 2a is not necessarily a 
physically independent computer system, and may be a 
distributed computer system having terminals and compo 
nents connected via a LAN (local area network) or other 
network. User system 2a may be a conventional computer 
system as described above, or it may be a cell phone or PDA 
(personal digital assistant). 

0032 Transaction party 3 can be any party conducting a 
transaction with user 2 over a network. It will therefore be 
obvious that transaction party 3 also has a computer system 
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as needed to conduct a transaction over a network, and uses 
this computer system to conduct the transaction. While FIG. 
1 shows only a single transaction party 3, there may be a 
plurality of transaction parties 3. 
0033 User system 2a has a browser, e-mail program, or 
other application program 4, transaction monitoring pro 
gram (BTM) 5, and transaction record 6. 
0034) Application program 4 may be a browser or e-mail 
program. The browser handles sending HTTP (Hypertext 
Transfer Protocol) requests to a server, and receiving and 
displaying responses from the server. The e-mail program 
handles sending and receiving e-mail according to a protocol 
such as SMTP (Simple Mail Transfer Protocol) or POP (Post 
Office Protocol). 
0035 Application program 4 internally processes data 7. 
Data 7 is divided into packets of an appropriate size to which 
a TCP (Transmission Control Protocol) header 8 is added. 
An IP (Internet Protocol) header 9 is then added to generate 
an IP packet. Each IP packet consists of an IP header 9, TCP 
header 8, and data 7. In this embodiment, a network com 
munication is illustrated in which Such an IP packet is used 
as a unit of communication. 

0036) The IP packets are routed through a router 10 to 
transaction party 3. Router 10 also passes IP packets routed 
from transaction party 3 to application program 4. 
0037 Transaction monitoring program 5 receives the sent 
and received IP packets and monitors communication trans 
actions. Transaction monitoring program 5 also has a func 
tion for recording a transaction history in the form of 
transaction record 6. 

0038 FIG. 2 is a block diagram showing the functions of 
an exemplary transaction monitoring program 5. Transaction 
monitoring program 5 has an IP packet capture module 11, 
transaction data generation module 12, hash value genera 
tion and encryption module 13, and recording module 14. 
0039 IP packet capture module 11 captures IP packets 
transferred between application program 4 and router 10. 
0040 Transaction data generation module 12 interprets 
the IP header 9 and TCP header 8 in an IP packet, and 
generates, for the same communication partner, transaction 
data for each communication, each session, or each com 
munication partner. 
0041. The hash value generation and encryption module 
13 generates (computes) a hash value for the transaction data 
generated by transaction data generation module 12, and 
encrypts the hash value. Encryption may be performed using 
the public key cryptography, for example, with a public key 
of insurance provider 1. It is well known that the content 
(hash value) encrypted with the public key cannot be 
decrypted in any practical amount of decryption time with 
out using a corresponding private key. Insurance provider 1 
must securely keep the private key. 

0042. Recording module 14 records the transaction data 
and encrypted hash value as a data set in transaction record 
6. 

0043 Transaction monitoring program 5 in the insurance 
system of this embodiment thus accurately and conveniently 
records the communication content of user 2. It is therefore 
easy to verify the existence or nonexistence of communica 
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tion said to be cause of loss or damage incurred by the user. 
When a claim for insurance money is made, transaction 
record 6 is analyzed to accurately determine the actual 
communications, so that a fair and fast investigation of 
whether to pay the insurance money can be made. Further 
more, encrypting at least part of transaction record 6 also 
makes transaction record 6 resistant to tampering with by the 
user or some third party. The fairness or integrity of trans 
action record 6 is thus assured, and the effectiveness of 
transaction record 6 as evidence of actual communications is 
thus improved. 
0044 An insurance method according to the present 
embodiment is described next. FIG. 3 is a flow chart of an 
insurance method according to a preferred embodiment of 
this invention. The steps processed by insurance provider 1 
are shown in the left column in FIG. 3, the steps at user 2 are 
shown in the middle column, and the steps at transaction 
party 3 are shown in the right column. 
0045 First, user 2 applies for insurance (step 16). The 
insurance application may be made, for example, by user 2 
accessing a web site of insurance provider 1 on the Internet, 
providing information required by insurance provider 1, and 
then sending the completed application to insurance pro 
vider 1. Note that applying for insurance is not be limited to 
Such electronic means, and user 2 could alternatively apply 
by regular mail, facsimile, telephone, or by meeting with an 
insurance agent. 
0046 Insurance provider 1 then examines the application 
(step 17). Insurance provider 1 refers to the information 
provided on the application to determine whether an insur 
ance contract can be made. If the application is approved, an 
insurance contract is made (step 18). Note that important 
insurance contract terms such as insurance limit and pre 
mium can be calculated by insurance provider 1 on the basis 
of the required data submitted by user 2 when applying for 
insurance, and reported to user 2. The required data can be 
input and the calculation results can be displayed using 
HTTP requests and responses with the responses being 
displayed by the browser. 
0047. After the contract is made, insurance provider 1 
sends transaction monitoring program 5 to user system 2a 
(step 19). User 2 then installs transaction monitoring pro 
gram 5 on user system 2a (step 20). Note that the insurance 
contract normally does not take effect until the premium has 
been paid by user 2. In this embodiment of the invention, a 
period of insurance starts when the premium is paid and 
transaction monitoring program 5 starts running. The start of 
the period may be determined as desired in the contract. For 
example, its start time may be predefined by the contract. 
0.048. Once transaction monitoring program 5 is installed, 

it begins monitoring transaction data (data 7, TCP header 8, 
and IP header 9) sent and received by application program 
4 (step 21). Monitoring results are recorded in transaction 
record 6. Monitored are transaction data exchanged between 
user 2 and any transaction party 3. 
0049 FIG. 4 is a flow chart of the transaction data 
monitoring process of transaction monitoring program 5. 
The blocks on the right side of the flow chart in FIG. 4 
schematically show data formats at the respective steps. 
0050 Transaction monitoring program 5 captures every 
IP packet sent or received by application program 4 (step 
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29). As shown by the block to the right, the captured IP 
packet consists of an IP header (IP), TCP header (TCP), and 
data (D). 
0051 Transaction monitoring program 5 then analyzes 
the TCP/IP headers (step 30). The IP header and TCP header 
contain information about a destination, date, time, and the 
like. A set of data is generated by referring to Such infor 
mation. For example, if an IP packet does not reach the 
recipient, a resend request is output from the recipient. The 
IP packet is then resent in response to this resend request, but 
it is not particularly necessary to re-record the transaction 
data for the resent packet. Transaction data is therefore only 
recorded for one packet when the same packet is sent again. 
Information for omitting duplicate data is obtained at this 
step. Note that, by agreement of insurance provider 1 and 
user 2, the date and time information recorded in the TCP/IP 
headers may be obtained from a clock integrated in the 
computer system. Alternatively, the international standard 
time obtained by accessing to a time server on the Internet 
may be used. 
0052 As described above, a set of data is generated with 
any duplicate portion therein being removed. This is accom 
plished by adding data in a new packet to the recorded data 
for the header which has been determined to be identical to 
that analyzed (step 31). 
0053 Ahash value is then generated or calculated for the 
set of data (step 32). This hash value can be calculated by 
using a known hash function. 
0054 The hash value is then encrypted with a public key 
according to the public key cryptography. If the data is 
tampered with, a hash value calculated from the tampered 
data will differ from the initially calculated hash value. 
Because the initially calculated hash value is encrypted, it is 
possible to determine whether the data has been tampered 
with by comparing with the decrypted hash value. More 
specifically, if the decrypted hash value is the same as the 
hash value for the current data, it can be determined that the 
data has not been tampered with. By encrypting only the 
hash value, it is possible both to determine whether there 
was any tampering and to enable anyone to reference the 
data itself. It is, of course, also possible to encrypt the entire 
data. In this case, however, no one other than the insurance 
provider 1 having the private key can reference the data 
content. Furthermore, if the entire data is encrypted, then a 
hash value is not needed. The encryption is not limited to the 
public key system, and the common key system (encrypting 
data with a single common key, in which case the common 
key must be kept securely) may be used. 
0055 A transaction record is then generated by combin 
ing the encrypted hash value and the set of data (content 
data) (step 34), and recorded in transaction record 6 (step 
35). In this way, the transactions involved in the exchange of 
transaction data are monitored and the monitoring results are 
stored as a record (transaction record). 
0056 Returning to FIG. 3, if user 2 incurs loss or damage 
due to a communication failure or interference by a third 
party via the network during the transaction (step 23), user 
2 Submits a claim for insurance money and sends transaction 
record 6 to insurance provider 1 (step 24). 
0057. Insurance provider 1 then analyzes transaction 
record 6 (step 25) to verify the cause of the loss or damage 
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(step 26). Once verified, insurance provider 1 pays the 
insurance money in accordance with the insurance contract 
(step 27). The user then receives the payment as compen 
sation for the loss or damage (step 28). As described above, 
insurance provider 1 can detect any change in transaction 
record 6. Insurance provider 1 may therefore pay the insur 
ance money after confirming that the transaction record has 
not been changed. The entire transaction record 6 may be 
encrypted so that no one other than insurance provider 1 can 
read or modify transaction record 6. 

0.058 By using the insurance method according to this 
embodiment of the invention, user 2 receives the benefit of 
insurance coverage for potential risks in the network. Insur 
ance provider 1 can accurately evaluate a complex transac 
tion history using transaction monitoring program 5. Insur 
ance provider 1 can also cope with tampering with 
transaction record 6 by using an appropriate encryption 
means. Knowing that the partner to transaction (user 2) has 
insurance, transaction party 3 can confidently conduct a 
transaction. Thus, risks of data loss in the network transac 
tions and of interference from third parties can reduced, and 
the Sound development of business conducted over a net 
work can be expected. 

0059 While the present invention has been described in 
detail in connection with the preferred embodiments thereof, 
the present invention is not limited thereto, and various 
changes and modifications can be made without departing 
from the spirit of the present invention. 

0060. As shown in FIG. 5, for example, transaction 
monitoring program 5 and transaction record 6 may be 
provided in a server system 36 other than user system 2a. In 
this case, the insurance contract requires that the user sends 
and receives the transaction data through server System 36. 

0061 Also, transaction record 6 may be sent at a desired 
time (regularly or irregularly) to insurance provider 1 or 
other designated system, and stored therein. By Such dis 
tributed recording of transaction record 6, the insurance 
contract can still be fairly enforced even if, for example, user 
system 2a crashes or Some other problem causing transac 
tion record 6 to be lost occurs. 

0062) While the packets at the IP level are monitored to 
record a history of transaction data in the above embodi 
ments, the packets at the TCP level may be monitored or 
even communication data at a higher layer (application 
level) may be monitored. Conversely, data at a level below 
the IP level, such as a network level or interface level, may 
be monitored. 

0063 Also, while the TCP is used as a protocol for the 
transport layer in the above embodiments, a different pro 
tocol such as UDP (user datagram protocol) may alterna 
tively be used. 

0064 Advantages achieved by the typical embodiments 
of the present invention are as follows. The content of 
communications (transactions) conducted over a computer 
network can be accurately and automatically recorded. Tam 
pering with the content of the transaction record can be 
prevented or detected. The transaction record can be pro 
tected from hardware-related problems. 
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What is claimed is: 
1. An insurance method, comprising: 
Submitting data by a user to an insurance provider, 
contracting, by a user with an insurance provider, to 

establish an insurance contract between the user and the 
insurance provider, wherein the insurance contract 
insures the user against a loss Suffered by the user due 
to a data failure in relation to exchanging electronic 
data between a user computer system of the user and a 
transaction party computer system of a transaction 
party over a communication network during a transac 
tion between the user and the transaction party, and 
wherein the insurance contract comprises an insurance 
limit and a premium based on the data submitted by the 
user to the insurance provider; 

after the contract has been established, obtaining by the 
user from the insurance provider a transaction moni 
toring program for monitoring said exchanging elec 
tronic data between the user and the transaction party; 

after the transaction monitoring program has been 
installed on the user computer system, communicating 
packets of data, wherein said communicating packets 
of data is selected from the group consisting of trans 
mitting the packets of data from an application program 
of the user computer system to the transaction party 
computer system or and receiving the packets of data 
by the application program of the user computer system 
from the transaction party computer system; 

monitoring said exchanging electronic data between the 
user and the transaction party, wherein said monitoring 
said exchanging electronic data comprises monitoring 
the transmitted or received packets, wherein said moni 
toring is performed by the transaction monitoring pro 
gram executing on a processor of the user computer 
system and comprises: capturing the transmitted or 
received packets, generating a transaction record whose 
content is derived from the captured packets; and 
storing the transaction record in a storage medium of 
the user computer system; 

incurring a loss by the user due to a data failure in relation 
to the transmitted or received packets; 

Submitting a claim, by the user to the insurance provider, 
for the incurred loss, wherein said submitting the claim 
comprises retrieving the transaction record from the 
storage medium of the user computer system and 
sending the retrieved transaction record to an insurance 
provider computer system of the insurance provider; 
and 

after said Submitting the claim, receiving an insurance 
payment, by the user from the insurance provider, for 
the incurred loss in accordance with the insurance 
contract after the insurance provider has analyzed the 
transaction record to determine a cause of the loss. 

2. The method of claim 1, wherein the insurance payment 
comprises a payment of money 

3. The method of claim 1, wherein said generating the 
transaction record comprises: 

generating a set of data comprising header portions and 
packet data of the packets Subject to the generated set 
of data not comprising duplicative header portions; 
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applying a hash function to the generated set of data to 
generate a hash value; 

encrypting the hash value to generate an encrypted hash 
value; and 

forming the transaction record as a concatenation of the 
encrypted hash value and the generated set of data. 

4. The method of claim 3, wherein said encrypting com 
prises encrypting the hash value with a public key of the 
insurance provider according to a public key cryptography 
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in which a private key corresponding to the public key is 
exclusively possessed by the insurance provider. 

5. The method of claim 1, wherein the data failure is 
recited in the insurance contract to be a data communication 
failure with respect to said exchanging electronic data. 

6. The method of claim 1, wherein the data failure is 
recited in the insurance contract to be a data communication 
failure with respect to an interference by a third party with 
said exchanging electronic data. 
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