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Receive a first communication blocking request message from an unmanned
acrial vehicle service management system, where the first communication
blocking request message includes at least one of a first identifier of a target
unmanned aerial vehicle or a second identifier of a target controller for
controlling the target unmanned aerial vehicle, and the first communication
blocking request message instructs the core network device to disconnect a
communication connection between the target unmanned acrial vehicle and the
target controller

v

Disconnect, according to the first communication blocking request message, the
communication connection between the target unmanned acrial vehicle and the
target controller
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Send a first communication blocking response message to the unmanned acrial
vehicle service management system, where the first communication blocking
response message indicates that the communication connection between the
target unmanned acrial vehicle and the target controller has been disconnected
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Receive a first communication blocking request message from an unmanned
acrial vehicle service management system, where the first communication
blocking request message includes at least one of a first identifier of a target 201
unmanned aerial vehicle or a second identifier of a target controller for —~/
controlling the target unmanned aerial vehicle, and the first communication
blocking request message instructs the core network device to disconnect a
communication connection between the target unmanned aerial vehicle and the

target controller
Disconnect, according to the first communication blocking request message, the 202
communication connection between the target unmanned aerial vehicle and the ~_/
target controller

v

Send a first communication blocking response message to the unmanned aerial
vehicle service management system, where the first communication blocking 203
response message indicates that the communication connection between the I

target unmanned aerial vehicle and the target controller has been disconnected

FIG. 2
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Receive a first communication blocking request message from an unmanned
acrial vehicle service management system, where the first communication

blocking request message includes at least one of a first identifier of a target

unmanned aerial vehicle or a second identifier of a target controller for 301
controlling the target unmanned aerial vehicle, and the first communication |
blocking request message instructs the core network device to disconnect a

communication connection between the target unmanned aerial vehicle and the

target controller

v

Determine, according to the first communication blocking request message, a
first blocking object from the target unmanned aerial vehicle and the target 302
controller, where the first blocking object includes at least one of the target |

unmanned aerial vehicle or the target controller

v

Send detach request signaling to the first blocking object, where the detach 303
request signaling instructs the first blocking object to disconnect a network [~/
connection

v

Send a first communication blocking response message to the unmanned aerial
vehicle service management system, where the first communication blocking 304
response message indicates that the communication connection between the
target unmanned aerial vehicle and the target controller has been disconnected

FIG. 3
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Receive a first communication blocking request message from an unmanned
acrial vehicle service management system, where the first communication
blocking request message includes at least one of a first identifier of a target 401
unmanned aerial vehicle or a second identifier of a target controller for
controlling the target unmanned aerial vehicle, and the first communication
blocking request message instructs the core network device to disconnect a
communication connection between the target unmanned aerial vehicle and the
target controller

v

Determine, according to the first communication blocking request message, a

second blocking object from the target unmanned aerial vehicle and the target 402

controller, where the second blocking object includes at least one of the target [\
unmanned aerial vehicle or the target controller

v

Send a second communication blocking request message to a target network
access device to which the second block object belongs, where the second
communication blocking request message includes at least one of the first 403

identifier of the target unmanned aerial vehicle or the second identifier of the ~_/
target controller, and the second communication blocking request message
instructs the target network access device to disconnect the communication

connection between the target unmanned aerial vehicle and the target controller
through RRC signaling

Send a first communication blocking response message to the unmanned acrial

vehicle service management system, where the first communication blocking 404
response message indicates that the communication connection between the I

target unmanned aerial vehicle and the target controller has been disconnected

FIG. 4
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Send a first communication blocking request message to a core network device,
where the first communication blocking request message includes at least one of a
first identifier of a target unmanned aerial vehicle or a second identifier of a target 501

controller for controlling the target unmanned aerial vehicle, and the first —~/

communication blocking request message instructs the core network device to

disconnect a communication connection between the target unmanned aerial vehicle
and the target controller
v
Receive a first communication blocking response message from the core network

device, where the first communication blocking response message indicates that the 502

communication connection between the target unmanned aerial vehicle and the

target controller has been disconnected

FIG. 5
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COMMUNICATION CONTROL METHOD
AND APPARATUS

TECHNICAL FIELD

[0001] The present disclosure relates to the technical field
of communications, and in particularly to a method and an
apparatus for controlling communication.

BACKGROUND

[0002] An Unmanned Aerial Vehicle (UAV), also referred
to as a drone, is an unmanned aircraft operated by a radio
remote control device and a program control apparatus
provided by the UAV. At present, the UAV is mainly
controlled by an UAV controller. From a technical point of
view, UAVs can be classified as: an unmanned fixed-wing
aircraft, an unmanned vertical lift aircraft, an unmanned
airship, an unmanned helicopter, an unmanned multi-rotor
aircraft, an unmanned parachute aircraft, or the like. With
the rapid development of UAV technology, reduction of
costs, and improvement of functions, the UAV is gradually
being applied to the lives and work of ordinary consumers.
However, the real application requirement of the UAV is
UAV plus an industry application. Applications in fields and
scenarios such as aerial photography, agriculture, plant
protection, miniature self-photography, express transport,
disaster relief, observation of wildlife, surveillance of infec-
tious diseases, surveying and mapping, news reporting,
power inspection, disaster relief, film and television shoot-
ing, romance-making and the like have greatly expanded the
technology and use of the UAV.

[0003] In order to enable the cellular network to provide
services that meet the requirements of the UAV, both the
UAV and the UAV controller need to access the cellular
network, and then the UAV controller can control and
operate the UAV through the cellular network.

SUMMARY

[0004] The embodiments of the disclosure provide a
method and an apparatus for controlling communication.
The technical solutions are as follow.

[0005] In a first aspect of the embodiments of the present
disclosure, a method for controlling communication is pro-
vided. The method for controlling communication is applied
to a core network device and includes that:

[0006] a first communication blocking request message is
received from an unmanned aerial vehicle (UAV) service
management system, where the first communication block-
ing request message includes at least one of a first identifier
of a target UAV or a second identifier of a target controller
for controlling the target UAV, and the first communication
blocking request message instructs the core network device
to disconnect a communication connection between the
target UAV and the target controller;

[0007] the communication connection between the target
UAV and the target controller is disconnected according to
the first communication blocking request message; and
[0008] a first communication blocking response message
is sent to the UAV service management system, where the
first communication blocking response message indicates
that the communication connection between the target UAV
and the target controller has been disconnected.

[0009] The technical solution provided in the embodi-
ments of the present disclosure may provide the following
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beneficial effects: the UAV service management system
sends a first communication blocking request message car-
rying at least one of a first identifier of a target UAV or a
second identifier of a target controller to a core network
device of a cellular network, and the core network device
disconnects the communication connection between the
target UAV and the target controller, so that the UAV service
management system can prevent, through the cellular net-
work, the target UAV from communicating with the target
controller, thereby improving management efficiency of the
UAV system.

[0010] In an embodiment, the operation of disconnecting,
according to the first communication blocking request mes-
sage, the communication connection between the target
UAV and the target controller includes that:

[0011] a first blocking object is determined from the target
UAV and the target controller according to the first com-
munication blocking request message, where the first block-
ing object includes at least one of the target UAV or the
target controller; and

[0012] detach request signaling is sent to the first blocking
object, where the detach request signaling instructs the first
blocking object to disconnect a network connection.
[0013] In an embodiment, the detach request signaling
includes an identifier of a first peer device in communication
with the first blocking object, and the detach request sig-
naling instructs the first blocking object to disconnect a
communication connection with the first peer device.
[0014] In an embodiment, the operation of disconnecting,
according to the first communication blocking request mes-
sage, the communication connection between the target
UAV and the target controller includes that:

[0015] a second blocking object is determined from the
target UAV and the target controller according to the first
communication blocking request message, where the second
blocking object includes at least one of the target UAV or the
target controller; and

[0016] a second communication blocking request message
is sent to a target network access device to which the second
block object belongs. The second communication blocking
request message includes at least one of the first identifier of
the target UAV or the second identifier of the target con-
troller, and the second communication blocking request
message instructs the target network access device to dis-
connect the communication connection between the target
UAV and the target controller through Radio Resource
Control (RRC) signaling.

[0017] In an embodiment, the second communication
blocking request message includes user equipment (UE)
context modification request signaling.

[0018] In a second aspect of the embodiments of the
present disclosure, a method for controlling communication
is provided. The method is applied to an unmanned aerial
vehicle (UAV) service management system and includes
that:

[0019] a first communication blocking request message is
sent to a core network device, where the first communication
blocking request message includes at least one of a first
identifier of a target UAV or a second identifier of a target
controller for controlling the target UAV, and the first
communication blocking request message instructs the core
network device to disconnect a communication connection
between the target UAV and the target controller; and
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[0020] a first communication blocking response message
is received from the core network device, where the first
communication blocking response message indicates that
the communication connection between the target UAV and
the target controller has been disconnected.

[0021] In a third aspect of the embodiments of the present
disclosure, an apparatus for controlling communication is
provided. The apparatus includes a first receiving module, a
communication connection disconnecting module, and a
first sending module.

[0022] The first receiving module is configured to receive
a first communication blocking request message from an
unmanned aerial vehicle (UAV) service management sys-
tem, where the first communication blocking request mes-
sage includes at least one of a first identifier of a target UAV
or a second identifier of a target controller for controlling the
target UAV, and the first communication blocking request
message instructs the core network device to disconnect a
communication connection between the target UAV and the
target controller.

[0023] The communication connection disconnecting
module is configured to disconnect, according to the first
communication blocking request message, the communica-
tion connection between the target UAV and the target
controller.

[0024] The first sending module is configured to send a
first communication blocking response message to the UAV
service management system, where the first communication
blocking response message indicates that the communica-
tion connection between the target UAV and the target
controller has been disconnected.

[0025] In an embodiment, the communication connection
disconnecting module includes a first determination sub-
module and a first sending sub-module.

[0026] The first determination sub-module is configured to
determine, according to the first communication blocking
request message, a first blocking object from the target UAV
and the target controller, where the first blocking object
includes at least one of the target UAV or the target con-
troller.

[0027] The first sending sub-module is configured to send
detach request signaling to the first blocking object, where
the detach request signaling instructs the first blocking
object to disconnect a network connection.

[0028] In an embodiment, the detach request signaling
includes an identifier of a first peer device in communication
with the first blocking object, and the detach request sig-
naling instructs the first blocking object to disconnect a
communication connection with the first peer device.
[0029] In an embodiment, the communication connection
disconnecting module includes a second determination sub-
module and a second sending sub-module.

[0030] The second determination sub-module is config-
ured to determine, according to the first communication
blocking request message, a second blocking object from the
target UAV and the target controller, where the second
blocking object includes at least one of the target UAV or the
target controller.

[0031] The second sending sub-module is configured to
send a second communication blocking request message to
a target network access device to which the second blocking
object belongs, where the second communication blocking
request message includes at least one of the first identifier of
the target UAV or the second identifier of the target con-
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troller, and the second communication blocking request
message instructs the target network access device to dis-
connect the communication connection between the target
UAV and the target controller through RRC signaling.
[0032] In an embodiment, the second communication
blocking request message includes UE context modification
request signaling.

[0033] In a fourth aspect of the embodiments of the
present disclosure, an apparatus for controlling communi-
cation is provided. The apparatus includes a second sending
module and a second receiving module.

[0034] The second sending module is configured to send a
first communication blocking request message to a core
network device, where the first communication blocking
request message includes at least one of a first identifier of
a target unmanned aerial vehicle (UAV) or a second iden-
tifier of a target controller for controlling the target UAV, and
the first communication blocking request message instructs
the core network device to disconnect a communication
connection between the target UAV and the target controller.
[0035] The second receiving module is configured to
receive a first communication blocking response message
from the core network device, where the first communica-
tion blocking response message indicates that the commu-
nication connection between the target UAV and the target
controller has been disconnected.

[0036] In a fifth aspect of the embodiments of the present
disclosure, an apparatus for controlling communication is
provided. The apparatus includes a processor and a memory
configured to store instructions executable by the processor.
[0037] The processor is configured to:

[0038] receive a first communication blocking request
message from an unmanned aerial vehicle (UAV) service
management system, where the first communication block-
ing request message includes at least one of a first identifier
of a target UAV or a second identifier of a target controller
for controlling the target UAV, and the first communication
blocking request message instructs a core network device to
disconnect a communication connection between the target
UAV and the target controller;

[0039] disconnect, according to the first communication
blocking request message, the communication connection
between the target UAV and the target controller; and
[0040] send a first communication blocking response mes-
sage to the UAV service management system, where the first
communication blocking response message indicates that
the communication connection between the target UAV and
the target controller has been disconnected.

[0041] In asixth aspect of the embodiments of the present
disclosure, an apparatus for controlling communication is
provided. The apparatus includes a processor and a memory
configured to store instructions executable by the processor.
[0042] The processor is configured to:

[0043] send a first communication blocking request mes-
sage to a core network device, where the first communica-
tion blocking request message includes at least one of a first
identifier of a target unmanned aerial vehicle (UAV) or a
second identifier of a target controller for controlling the
target UAV, and the first communication blocking request
message instructs the core network device to disconnect a
communication connection between the target UAV and the
target controller; and

[0044] receive a first communication blocking response
message from the core network device, where the first
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communication blocking response message indicates that
the communication connection between the target UAV and
the target controller has been disconnected.

[0045] In a seventh aspect of the embodiments of the
present disclosure, there is provided a computer-readable
storage medium having stored thereon computer instruc-
tions, which, when executed by a processor, implement the
operations of the method described in the first aspect.
[0046] In an eighth aspect of the embodiments of the
present disclosure, there is provided a computer readable
storage medium having stored thereon computer instruc-
tions, which, when executed by a processor, implement the
operations of the method described in the second aspect.
[0047] It should be understood that the foregoing general
description and the following detailed description are merely
exemplary and explanatory, and are not intended to restrict
the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0048] The accompanying drawings herein are incorpo-
rated into the specification and constitute part of the present
specification, illustrate embodiments consistent with the
disclosure and explain the principles of the disclosure
together with the specification.

[0049] FIG. 1 is an application scenario diagram of a
method for controlling communication according to an
exemplary embodiment.

[0050] FIG. 2 is a flowchart of a method for controlling
communication according to an exemplary embodiment.
[0051] FIG. 3 is a flowchart of a method for controlling
communication according to an exemplary embodiment.
[0052] FIG. 4 is a flowchart of a method for controlling
communication according to an exemplary embodiment.
[0053] FIG. 5 is a flowchart of a method for controlling
communication according to an exemplary embodiment.
[0054] FIG. 6 is a flowchart of a method for controlling
communication according to an exemplary embodiment.
[0055] FIG. 7 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment.

[0056] FIG. 8 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment.

[0057] FIG. 9 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment.

[0058] FIG. 10 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment.

[0059] FIG. 11 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment.

[0060] FIG. 12 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment.

[0061] FIG. 13 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment.

DETAILED DESCRIPTION

[0062] Detailed description will be made here to exem-
plary embodiments, examples of which are illustrated in the
accompanying drawings. When drawings are involved in the
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following description, identical numerals in different draw-
ings refer to identical or similar elements, unless otherwise
indicated. Implementations described in the following
exemplary embodiments do not mean all the implementa-
tions consistent with the disclosure. On the contrary, they are
merely examples of apparatuses and methods consistent
with some aspects of the disclosure detailed in the appended
claims.

[0063] In the related art, an Unmanned Aerial System
(UAS) includes an unmanned aerial vehicle (UAV) and an
UAV controller, and an Unmanned Aerial Vehicle Traffic
Management (UTM) is a background system or platform for
managing the UAS. However, how to make the UAV and the
UAV controller stop communication according to the
requirements of the UTM through the cellular network is a
technical problem that needs to be solved urgently.

[0064] In order to solve the above problem, the embodi-
ments of the present disclosure provide a method for con-
trolling communication. The method is applied to a core
network device and includes that: a first communication
blocking request message is received from an unmanned
aerial vehicle (UAV) service management system, where the
first communication blocking request message includes at
least one of a first identifier of a target UAV or a second
identifier of a target controller for controlling the target
UAV, and the first communication blocking request message
instructs the core network device to disconnect a commu-
nication connection between the target UAV and the target
controller; the communication connection between the tar-
get UAV and the target controller is disconnected according
to the first communication blocking request message; and a
first communication blocking response message is sent to
the UAV service management system, where the first com-
munication blocking response message indicates that the
communication connection between the target UAV and the
target controller has been disconnected. In the method for
controlling communication provided in the embodiments of
the present disclosure, an UAV service management system
sends a first communication blocking request message car-
rying at least one of a first identifier of a target UAV or a
second identifier of a target controller to a core network
device of a cellular network, and the core network device
disconnects the communication connection between the
target UAV and the target controller, so that the UAV service
management system can prevent, through the cellular net-
work, the target UAV from communicating with the target
controller, thereby improving management efficiency of the
UAV system.

[0065] FIG. 1 illustrates an alternative application sce-
nario of a method for controlling communication according
to the embodiments of the present disclosure. The applica-
tion scenario illustrated in FIG. 1 involves a target
unmanned aerial vehicle (UAV) 11, a target controller 12, a
network access device 13 of a cellular network, a core
network device 14 of the cellular network, and an UAV
service management system 15. For example, the target
controller 12 may be an UAV-specific controller, or may be
a smartphone, a tablet computer, or a wearable device (such
as a bracelet) with UAV control software installed. The
target UAV 11 and the target controller 12 have access to the
network access device 13. The target controller 12 is used by
a user to control and operate the target UAV 11 through the
cellular network. The UAV service management system and
the core network device perform data transmission and
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control information interaction through a communication
interface between the UAV service management system and
the core network device. The application scenario illustrated
in FIG. 1 is only an example of a possible application
scenario of the technical solution described in the embodi-
ments of the present disclosure. Other application scenarios
may include devices and networks not involved in FIG. 1.
[0066] It should be noted that the method for controlling
communication provided in the embodiments of the present
disclosure can be applied to 3™ generation mobile commu-
nication technology (3G) network, 47 generation mobile
communication technology (4G) network, 5 generation
mobile communication technology (5G) network, or other
cellular networks. For example, the network access device in
the present disclosure may include a communication device
(such as a base station or a relay station) that provides
wireless access services for a terminal such as an UAV or a
controller.

[0067] Based on the above analysis, the following specific
embodiments are presented.

[0068] FIG. 2 is a flowchart of a method for controlling
communication according to an exemplary embodiment.
The method for controlling communication in the embodi-
ments of the present disclosure is performed by a core
network device of a cellular network. As illustrated in FIG.
2, the method includes the following operations 201 to 203.
[0069] In 201, a first communication blocking request
message is received from an unmanned aerial vehicle (UAV)
service management system. The first communication
blocking request message includes at least one of a first
identifier of a target UAV or a second identifier of a target
controller for controlling the target UAV, and the first
communication blocking request message instructs the core
network device to disconnect a communication connection
between the target UAV and the target controller.

[0070] For example, the UAV service management system
and the core network device perform data transmission and
control information interaction through a communication
interface between the UAV service management system and
the core network device.

[0071] When the UAV service management system
decides to block communication between the target UAV
and the target controller for controlling the target UAV, the
UAV service management system sends a first communica-
tion blocking request message to the core network device
through a communication interface between the UAV ser-
vice management system and the core network device, and
the first communication blocking request message includes
at least one of a first identifier of the target UAV or a second
identifier of the target controller for controlling the target
UAV. The core network device receives and parses the first
communication blocking request message, obtains at least
one of the first identifier of the target UAV or the second
identifier of the target controller, and learns that the com-
munication connection between the target UAV and the
target controller needs to be disconnected.

[0072] In 202, the communication connection between the
target UAV and the target controller is disconnected accord-
ing to the first communication blocking request message.
[0073] For example, when the core network device learns
that the communication connection between the target UAV
and the target controller needs to be disconnected by receiv-
ing and parsing the first communication blocking request
message, the core network device may directly send detach
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request signaling to at least one of the target UAV or the
target controller to directly disconnect at least one of the
target UAV or the target controller, which receives the
detach request signaling, from the cellular network, thereby
disconnecting the communication connection between the
target UAV and the target controller. Alternatively, the first
identifier of the target UAV and the second identifier of the
target controller may be carried in the detach request sig-
naling, and the target UAV and/or the target controller,
which receive the detach request signaling, may be discon-
nected from a corresponding target controller and/or a
corresponding target UAV while being disconnected from
the cellular network. In an example, the target UAV that
receives the detach request signaling may also disconnect
the communication connection with the target controller
corresponding to the target UAV while being disconnected
from the cellular network. In another example, the target
controller that receives the detach request signaling may also
disconnect the communication connection with the target
UAV corresponding to the target controller while being
disconnected from the cellular network.

[0074] Or, after receiving the first communication block-
ing request message, the core network device sends a second
communication blocking request message to a target net-
work access device to which at least one of the target UAV
or the target controller belongs through the interface
between the core network device and the target network
access device, to instruct the target network access device to
disconnect the communication connection between the tar-
get UAV and the target controller. For example, the core
network device informs, through UE context modification
request signaling, the target network access device to dis-
connect the communication connection between the target
UAV and the target controller. After receiving the second
communication blocking request message from the core
network device, the target network access device instructs at
least one of the target UAV or the target controller to stop
communication through RRC signaling (such as RRC con-
nection reconfiguration signaling or RRC connection release
signaling). For example, if the target network access device
sends RRC connection release signaling to the target UAV,
the target UAV directly disconnects the RRC connection
with the target network access device after receiving the
RRC connection release signaling, thereby disconnecting
the communication connection between the target UAV and
the target controller. If the target network access device
sends RRC connection reconfiguration signaling to the tar-
get UAV, the target UAV maintains the RRC connection with
the target network access device after receiving the RRC
connection reconfiguration signaling, and disconnects the
communication connection between the target UAV and the
target controller.

[0075] In 203, a first communication blocking response
message is sent to the UAV service management system,
where the first communication blocking response message
indicates that the communication connection between the
target UAV and the target controller has been disconnected.

[0076] For example, after the communication connection
between the target UAV and the target controller is discon-
nected according to the first communication blocking
request message, the core network device sends the first
communication blocking response message to the UAV
service management system to inform the UAV service
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management system that the communication connection
between the target UAV and the target controller has been
disconnected.

[0077] According to the technical solution provided in the
embodiments of the present disclosure, an UAV service
management system sends a first communication blocking
request message carrying at least one of a first identifier of
a target UAV or a second identifier of a target controller to
a core network device of a cellular network, and the core
network device disconnects the communication connection
between the target UAV and the target controller, so that the
UAV service management system can prevent, through the
cellular network, the target UAV from communicating with
the target controller, thereby improving management effi-
ciency of the UAV system.

[0078] FIG. 3 is a flowchart of a method for controlling
communication according to an exemplary embodiment. On
the basis of the above-described embodiments, the method
illustrated in FIG. 3 includes the following operations 301 to
304. The parts that are not described in detail in the present
embodiment may be described with reference to the corre-
sponding description of the embodiment of FIG. 2.

[0079] In 301, a first communication blocking request
message is received from an unmanned aerial vehicle (UAV)
service management system. The first communication
blocking request message includes at least one of a first
identifier of a target UAV or a second identifier of a target
controller for controlling the target UAV, and the first
communication blocking request message instructs the core
network device to disconnect a communication connection
between the target UAV and the target controller.

[0080] For example, when the first communication block-
ing request message includes only an identifier of a device
A (such as, the first communication blocking request mes-
sage includes only a first identifier of the target UAV or only
a second identifier of the target controller), the core network
device obtains a identifier of a device B communicating with
the device A by querying context information of the device
A according to the identifier of the device A. For example,
when the first communication blocking request message
includes only the first identifier of the target UAV, the core
network device obtains the second identifier of the target
controller communicating with the target UAV by querying
context information of the target UAV.

[0081] In 302, a first blocking object is determined from
the target UAV and the target controller according to the first
communication blocking request message. The first block-
ing object includes at least one of the target UAV or the
target controller.

[0082] For example, after the core network device learns
the target UAV and the target controller that need to block
communication according to the first communication block-
ing request message, the core network device randomly
selects one or both of the target UAV and the target con-
troller as the first blocking object, or determines the first
blocking object from the target UAV and the target controller
according to a pre-obtained blocking device type. The
pre-obtained blocking device type may include, for example,
at least one of the UAV or the controller.

[0083] In 303, detach request signaling is sent to the first
blocking object, where the detach request signaling instructs
the first blocking object to disconnect a network connection.
[0084] In 304, a first communication blocking response
message is sent to the UAV service management system. The
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first communication blocking response message indicates
that the communication connection between the target UAV
and the target controller has been disconnected.

[0085] According to the technical solutions provided in
the embodiments of the present disclosure, after receiving
the first communication blocking request message from the
UAV service management system, the core network device
directly sends detach request signaling to at least one of the
target UAV or the target controller, and directly instructs at
least one of the target UAV or the target controller, which
receives the detach request signaling, to disconnect the
network connection, thereby disconnecting the communica-
tion connection between the target UAV and the target
controller. The UAV service management system can block,
through the core network device of the cellular network, the
target UAV from communicating with the target controller,
thereby improving the management efficiency of the UAV
system.

[0086] In an embodiment, the detach request signaling
from the core network device to the first blocking object in
operation 303 includes an identifier of a first peer device in
communication with the first blocking object, and the detach
request signaling instructs the first blocking object to dis-
connect the communication connection with the first peer
device. Herein the first peer device is a device that commu-
nicates with the first blocking object, for example, when the
first blocking object is the target UAV, the first peer device
refers to the target controller; when the first blocking object
is the target controller, the first peer device refers to the
target UAV. After receiving the detach request signaling, the
first blocking object disconnects the network connection and
disconnects the communication connection with the first
peer device, so that the UAV service management system
can block the target UAV from communicating with the
target controller through the core network device of the
cellular network, and the management efficiency of the UAV
system is improved.

[0087] FIG. 4 is a flowchart of a method for controlling
communication according to an exemplary embodiment. On
the basis of the above-described embodiments, the method
illustrated in FIG. 4 includes the following operations 401 to
404. The parts that are not described in detail in the present
embodiment may be described with reference to the corre-
sponding description of the embodiment of FIG. 2.

[0088] In 401, a first communication blocking request
message is received from an unmanned aerial vehicle (UAV)
service management system. The first communication
blocking request message includes at least one of a first
identifier of a target UAV or a second identifier of a target
controller for controlling the target UAV, and the first
communication blocking request message instructs the core
network device to disconnect a communication connection
between the target UAV and the target controller.

[0089] In 402, a second blocking object is determined
from the target UAV and the target controller according to
the first communication blocking request message. The
second blocking object includes at least one of the target
UAV or the target controller.

[0090] In 403, a second communication blocking request
message is sent to a target network access device to which
the second block object belongs. The second communication
blocking request message includes at least one of the first
identifier of the target UAV or the second identifier of the
target controller, and the second communication blocking
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request message instructs the target network access device to
disconnect the communication connection between the tar-
get UAV and the target controller through RRC signaling.

[0091] In 404, a first communication blocking response
message is sent to the UAV service management system. The
first communication blocking response message indicates
that the communication connection between the target UAV
and the target controller has been disconnected.

[0092] According to the technical solutions provided in
the embodiments of the present disclosure, after receiving
the first communication blocking request message from the
UAV service management system, the core network device
sends the second communication blocking request message
to the target network access device to which at least one of
the target UAV or the target controller belongs to instruct the
target network access device to disconnect the communica-
tion connection between the target UAV and the target
controller through RRC signaling, so that the UAV service
management system can prevent, through the cellular net-
work, the target UAV from communicating with the target
controller, and the management efficiency of the UAV
system is improved.

[0093] In an embodiment, the second communication
blocking request message from the core network device to
the target network access device to which the second block-
ing object belongs in operation 403 includes UE context
modification request signaling. Through the UE context
modification request signaling, the core network device
informs the target network access device to which the
second blocking object belongs to disconnect the commu-
nication connection between the target UAV and the target
controller. The existing signaling of the cellular network can
be used to simplify the implementation of the scheme and
improve the management efficiency of the UAV system.

[0094] FIG. 5 is a flowchart of a method for controlling
communication according to an exemplary embodiment.
The method for controlling communication in the embodi-
ments of the present disclosure is performed by an
unmanned aerial vehicle (UAV) service management sys-
tem. As illustrated in FIG. 5, the method includes the
following operations 501 and 502.

[0095] In 501, a first communication blocking request
message is sent to a core network device. The first commu-
nication blocking request message includes at least one of a
first identifier of a target UAV or a second identifier of a
target controller for controlling the target UAV, and the first
communication blocking request message instructs the core
network device to disconnect a communication connection
between the target UAV and the target controller.

[0096] For example, the UAV service management system
and the core network device perform data transmission and
control information interaction through a communication
interface between the UAV service management system and
the core network device. When the UAV service manage-
ment system decides to block the communication between
the target UAV and the target controller for controlling the
target UAV, the first communication blocking request mes-
sage may be sent to the core network device through the
communication interface between the UAV service manage-
ment system and the core network device. The first com-
munication blocking request message includes the first iden-
tifier of the target UAV and the second identifier of the target
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controller and instructs the core network device to discon-
nect the communication connection between the target UAV
and the target controller.

[0097] Parts of this embodiment that are not described in
detail may be described with reference to the corresponding
description of the embodiment of FIG. 2.

[0098] In 502, a first communication blocking response
message is received from the core network device. The first
communication blocking response message indicates that
the communication connection between the target UAV and
the target controller has been disconnected.

[0099] For example, after receiving the first communica-
tion blocking response message from the core network
device, the UAV service management system learns that the
communication connection between the target UAV and the
target controller has been disconnected.

[0100] According to the technical solution provided in the
embodiments of the present disclosure, an UAV service
management system sends a first communication blocking
request message carrying at least one of a first identifier of
a target UAV or a second identifier of a target controller to
a core network device of a cellular network, and the core
network device disconnects the communication connection
between the target UAV and the target controller, so that the
UAV service management system can prevent, through the
cellular network, the target UAV from communicating with
the target controller, thereby improving management effi-
ciency of the UAV system.

[0101] FIG. 6 is a flowchart of a method for controlling
communication according to an exemplary embodiment. As
illustrated in FIG. 6, the method for controlling communi-
cation in the embodiments of the present disclosure is
implemented by an unmanned aerial vehicle (UAV) service
management system and a core network device, and
includes the following operations 601 to 603.

[0102] In 601, the UAV service management system sends
a first communication blocking request message to the core
network device. Herein the first communication blocking
request message includes at least one of a first identifier of
a target UAV or a second identifier of a target controller for
controlling the target UAV, and the first communication
blocking request message instructs the core network device
to disconnect a communication connection between the
target UAV and the target controller. The core network
device receives the first communication blocking request
message from the UAV service management system.
[0103] In 602, the core network device disconnects the
communication connection between the target UAV and the
target controller according to the first communication block-
ing request message.

[0104] Parts of this embodiment that are not described in
detail may be described with reference to the corresponding
description of the embodiments of FIG. 2 and FIG. 5.
[0105] In 603, the core network device sends a first
communication blocking response message to the UAV
service management system. Herein the first communication
blocking response message indicates that the communica-
tion connection between the target UAV and the target
controller has been disconnected. The UAV service man-
agement system receives the first communication blocking
response message from the core network device.

[0106] According to the technical solution provided in the
embodiments of the present disclosure, an UAV service
management system sends a first communication blocking



US 2022/0085871 Al

request message carrying at least one of a first identifier of
a target UAV or a second identifier of a target controller to
a core network device of a cellular network, and the core
network device disconnects the communication connection
between the target UAV and the target controller, so that the
UAV service management system can prevent, through the
cellular network, the target UAV from communicating with
the target controller, thereby improving management effi-
ciency of the UAV system.

[0107] The following are device embodiments of the pres-
ent disclosure, which may be used to execute the method
embodiments of the present disclosure. The parts of the
device embodiments that are not described in detail can refer
to the method embodiments.

[0108] FIG. 7 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment. The apparatus may be applied to a core net-
work device. Referring to FIG. 7, the apparatus for control-
ling communication includes a first receiving module 701, a
communication connection disconnecting module 702, and
a first sending module 703.

[0109] The first receiving module 701 is configured to
receive a first communication blocking request message
from an unmanned aerial vehicle (UAV) service manage-
ment system. The first communication blocking request
message includes at least one of a first identifier of a target
UAV or a second identifier of a target controller for con-
trolling the target UAV, and the first communication block-
ing request message instructs the core network device to
disconnect a communication connection between the target
UAV and the target controller.

[0110] The communication connection disconnecting
module 702 is configured to disconnect, according to the
first communication blocking request message, the commu-
nication connection between the target UAV and the target
controller.

[0111] The first sending module 703 is configured to send
a first communication blocking response message to the
UAV service management system. The first communication
blocking response message indicates that the communica-
tion connection between the target UAV and the target
controller has been disconnected.

[0112] According to the technical solution provided in the
embodiments of the present disclosure, an UAV service
management system sends a first communication blocking
request message carrying at least one of a first identifier of
a target UAV or a second identifier of a target controller to
a core network device of a cellular network, and the core
network device disconnects the communication connection
between the target UAV and the target controller, so that the
UAV service management system can prevent, through the
cellular network, the target UAV from communicating with
the target controller, thereby improving management effi-
ciency of the UAV system.

[0113] In an embodiment, as illustrated in FIG. 8, the
communication connection disconnecting module 702 in the
apparatus for controlling communication illustrated in FIG.
7 may further include a first determination sub-module 801
and a first sending sub-module 802.

[0114] The first determination sub-module 801 is config-
ured to determine, according to the first communication
blocking request message, a first blocking object from the
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target UAV and the target controller. The first blocking
object includes at least one of the target UAV or the target
controller.

[0115] The first sending sub-module 802 is configured to
send detach request signaling to the first blocking object.
The detach request signaling instructs the first blocking
object to disconnect a network connection.

[0116] In an embodiment, the detach request signaling
includes an identifier of a first peer device in communication
with the first blocking object, and the detach request sig-
naling instructs the first blocking object to disconnect a
communication connection with the first peer device.
[0117] In an embodiment, as illustrated in FIG. 9, the
communication connection disconnecting module 702 in the
apparatus for controlling communication illustrated in FIG.
7 may further a second determination sub-module 901 and
a second sending sub-module 902.

[0118] The second determination sub-module 901 is con-
figured to determine, according to the first communication
blocking request message, a second blocking object from the
target UAV and the target controller. The second blocking
object includes at least one of the target UAV or the target
controller.

[0119] The second sending sub-module 902 is configured
to send a second communication blocking request message
to a target network access device to which the second
blocking object belongs. The second communication block-
ing request message includes at least one of the first iden-
tifier of the target UAV or the second identifier of the target
controller, and the second communication blocking request
message instructs the target network access device to dis-
connect the communication connection between the target
UAV and the target controller through RRC signaling.
[0120] In an embodiment, the second communication
blocking request message includes UE context modification
request signaling.

[0121] FIG. 10 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment. The apparatus may be applied to an unmanned
aerial vehicle (UAV) service management system. Referring
to FIG. 10, the apparatus for controlling communication
includes a second sending module 1001 and a second
receiving module 1002.

[0122] The second sending module 1001 is configured to
send a first communication blocking request message to a
core network device. The first communication blocking
request message includes at least one of a first identifier of
a target UAV or a second identifier of a target controller for
controlling the target UAV, and the first communication
blocking request message instructs the core network device
to disconnect a communication connection between the
target UAV and the target controller.

[0123] The second receiving module 1002 is configured to
receive a first communication blocking response message
from the core network device. The first communication
blocking response message indicates that the communica-
tion connection between the target UAV and the target
controller has been disconnected.

[0124] According to the technical solution provided in the
embodiments of the present disclosure, an UAV service
management system sends a first communication blocking
request message carrying at least one of a first identifier of
a target UAV or a second identifier of a target controller to
a core network device of a cellular network, and the core
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network device disconnects the communication connection
between the target UAV and the target controller, so that the
UAV service management system can prevent, through the
cellular network, the target UAV from communicating with
the target controller, thereby improving management effi-
ciency of the UAV system.

[0125] FIG. 11 is a block diagram of an apparatus 1100 for
controlling communication according to an exemplary
embodiment. The apparatus is applied to a core network
device. The apparatus 1100 for controlling communication
includes:

[0126] a processor 1101; and

[0127] a memory, configured to store instructions execut-
able by the processor,

[0128] the processor 1101 is configured to:

[0129] receive a first communication blocking request
message from an unmanned aerial vehicle (UAV) service
management system, where the first communication block-
ing request message includes at least one of a first identifier
of a target UAV or a second identifier of a target controller
for controlling the target UAV, and the first communication
blocking request message instructs a core network device to
disconnect a communication connection between the target
UAV and the target controller;

[0130] disconnect, according to the first communication
blocking request message, the communication connection
between the target UAV and the target controller; and
[0131] send a first communication blocking response mes-
sage to the UAV service management system, where the first
communication blocking response message indicates that
the communication connection between the target UAV and
the target controller has been disconnected.

[0132] In an embodiment, the processor 1101 is further
configured to:
[0133] determine, according to the first communication

blocking request message, a first blocking object from the
target UAV and the target controller, where the first blocking
object includes at least one of the target UAV or the target
controller; and

[0134] send detach request signaling to the first blocking
object, where the detach request signaling instructs the first
blocking object to disconnect a network connection.
[0135] In an embodiment, the detach request signaling
includes an identifier of a first peer device in communication
with the first blocking object, and the detach request sig-
naling instructs the first blocking object to disconnect a
communication connection with the first peer device.

[0136] In an embodiment, the processor 1101 is further
configured to:
[0137] determine, according to the first communication

blocking request message, a second blocking object from the
target UAV and the target controller, where the second
blocking object includes at least one of the target UAV or the
target controller; and

[0138] send a second communication blocking request
message to a target network access device to which the
second block object belongs, where the second communi-
cation blocking request message includes at least one of the
first identifier of the target UAV or the second identifier of
the target controller, and the second communication block-
ing request message instructs the target network access
device to disconnect the communication connection
between the target UAV and the target controller through
RRC signaling.
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[0139] In an embodiment, the second communication
blocking request message includes UE context modification
request signaling.

[0140] FIG. 12 is a block diagram of an apparatus 1200 for
controlling communication according to an exemplary
embodiment. The apparatus is applied to an unmanned aerial
vehicle (UAV) service management system. The apparatus
1200 for controlling communication includes:

[0141] a processor 1201;

[0142] a memory 1202, configured to store instructions
executable by the processor,

[0143] the processor 1201 is configured to:

[0144] send a first communication blocking request mes-
sage to a core network device, where the first communica-
tion blocking request message includes at least one of a first
identifier of a target UAV or a second identifier of a target
controller for controlling the target UAV, and the first
communication blocking request message instructs the core
network device to disconnect a communication connection
between the target UAV and the target controller; and
[0145] receive a first communication blocking response
message from the core network device, where the first
communication blocking response message indicates that
the communication connection between the target UAV and
the target controller has been disconnected.

[0146] With respect to the apparatuses in the above-
described embodiments, the specific manners in which the
various modules perform operations have been described in
detail in the embodiments relating to the methods, and will
not be described in detail herein.

[0147] FIG. 13 is a block diagram of an apparatus for
controlling communication according to an exemplary
embodiment. For example, the apparatus 1300 for control-
ling communication may be provided as a server. The
apparatus 1300 for controlling communication includes a
processing component 1302 and a memory resource repre-
sented by a memory 1303. The processing component 1302
includes one or more processors. The memory 1303 is
configured to store instructions executable by the processing
component 1302, such as applications. The application
stored in the memory 1303 may include one or more
modules each corresponding to a set of instructions. In
addition, the processing component 1302 is configured to
execute instructions to perform the above-described meth-
ods.

[0148] The apparatus 1300 for controlling communication
may also include a power component 1306 configured to
perform power management on the apparatus 1300 for
controlling communication, a wired or wireless network
interface 1305 configured to connect the apparatus 1300 for
controlling communication to a network, and an Input/
Output (I/O) interface 1308. The apparatus 1300 for con-
trolling communication may operate based on an operating
system stored in the memory 1303, such as Windows
Server™, Mac OS X™, Unix™, Linux™, FreeBSD™, or
the like.

[0149] A non-transitory computer-readable storage
medium, for example, may be a Read Only Memory (ROM),
a Random-Access Memory (RAM), a Compact Disc (CD)-
ROM, a magnetic tape, a floppy disk, an optical data storage
device, or the like. The instructions in the storage medium,
when executed by the processor of the apparatus 1300 for
controlling communication, cause the apparatus 1300 for
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controlling communication to perform the following
method, the method includes that:

[0150] a first communication blocking request message is
received from an unmanned aerial vehicle (UAV) service
management system, where the first communication block-
ing request message includes at least one of a first identifier
of a target UAV or a second identifier of a target controller
for controlling the target UAV, and the first communication
blocking request message instructs the core network device
to disconnect a communication connection between the
target UAV and the target controller;

[0151] the communication connection between the target
UAV and the target controller is disconnected according to
the first communication blocking request message; and
[0152] a first communication blocking response message
is sent to the UAV service management system, where the
first communication blocking response message indicates
that the communication connection between the target UAV
and the target controller has been disconnected.

[0153] In an embodiment, the operation of disconnecting,
according to the first communication blocking request mes-
sage, the communication connection between the target
UAV and the target controller includes that:

[0154] a first blocking object is determined from the target
UAV and the target controller according to the first com-
munication blocking request message, where the first block-
ing object includes at least one of the target UAV or the
target controller; and

[0155] detach request signaling is sent to the first blocking
object, where the detach request signaling instructs the first
blocking object to disconnect a network connection.
[0156] In an embodiment, the detach request signaling
includes an identifier of a first peer device in communication
with the first blocking object, and the detach request sig-
naling instructs the first blocking object to disconnect a
communication connection with the first peer device.
[0157] In an embodiment, the operation of disconnecting,
according to the first communication blocking request mes-
sage, the communication connection between the target
UAV and the target controller includes that:

[0158] a second blocking object is determined from the
target UAV and the target controller according to the first
communication blocking request message, where the second
blocking object includes at least one of the target UAV or the
target controller; and

[0159] a second communication blocking request message
is sent to a target network access device to which the second
block object belongs, where the second communication
blocking request message includes at least one of the first
identifier of the target UAV or the second identifier of the
target controller, and the second communication blocking
request message instructs the target network access device to
disconnect the communication connection between the tar-
get UAV and the target controller through RRC signaling.
[0160] In an embodiment, the second communication
blocking request message includes UE context modification
request signaling.

[0161] Other embodiments of the present disclosure can
be available to those skilled in the art upon consideration of
the specification and practice of the various embodiments
disclosed herein. The present application is intended to
cover any variations, uses, or adaptations of the present
disclosure following general principles of the present dis-
closure and include the common general knowledge or
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conventional technical means in the art without departing
from the present disclosure. The specification and examples
can be shown as illustrative only, and the true scope and
spirit of the disclosure are indicated by the following claims.
[0162] It should be understood that the disclosure is not
limited to the precise construction already described above
and illustrated in the drawings, and various modifications
and changes may be made without departing from the scope
thereof. The scope of the disclosure is limited only by the
appended claims.

1. A method for controlling communication, applied to a
core network device, the method comprising:

receiving a first communication blocking request message

from an unmanned aerial vehicle (UAV) service man-
agement system, wherein the first communication
blocking request message comprises at least one of a
first identifier of a target UAV or a second identifier of
a target controller for controlling the target UAV, and
the first communication blocking request message
instructs the core network device to disconnect a com-
munication connection between the target UAV and the
target controller;

disconnecting, according to the first communication

blocking request message, the communication connec-
tion between the target UAV and the target controller;
and
sending a first communication blocking response message
to the UAV service management system, wherein the
first communication blocking response message indi-
cates that the communication connection between the
target UAV and the target controller has been discon-
nected.
2. The method of claim 1, wherein said disconnecting,
according to the first communication blocking request mes-
sage, the communication connection between the target
UAV and the target controller comprises:
determining, according to the first communication block-
ing request message, a first blocking object from the
target UAV and the target controller, wherein the first
blocking object comprises at least one of the target
UAV or the target controller; and

sending detach request signaling to the first blocking
object, wherein the detach request signaling instructs
the first blocking object to disconnect a network con-
nection.
3. The method of claim 2, wherein the detach request
signaling comprises an identifier of a first peer device in
communication with the first blocking object, and the detach
request signaling instructs the first blocking object to dis-
connect a communication connection with the first peer
device.
4. The method of claim 1, wherein said disconnecting,
according to the first communication blocking request mes-
sage, the communication connection between the target
UAV and the target controller comprises:
determining, according to the first communication block-
ing request message, a second blocking object from the
target UAV and the target controller, wherein the sec-
ond blocking object comprises at least one of the target
UAV or the target controller; and

sending a second communication blocking request mes-
sage to a target network access device to which the
second block object belongs, wherein the second com-
munication blocking request message comprises at
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least one of the first identifier of the target UAV or the
second identifier of the target controller, and the second
communication blocking request message instructs the
target network access device to disconnect the com-
munication connection between the target UAV and the
target controller through Radio Resource Control
(RRC) signaling.

5. The method of claim 4, wherein the second commu-
nication blocking request message comprises user equip-
ment (UE) context modification request signaling.

6. A method for controlling communication, applied to an
unmanned aerial vehicle (UAV) service management sys-
tem, the method comprising:

sending a first communication blocking request message

to a core network device, wherein the first communi-
cation blocking request message comprises at least one
of'a first identifier of a target UAV or a second identifier
of'a target controller for controlling the target UAV, and
the first communication blocking request message
instructs the core network device to disconnect a com-
munication connection between the target UAV and the
target controller; and

receiving a first communication blocking response mes-

sage from the core network device, wherein the first
communication blocking response message indicates
that the communication connection between the target
UAV and the target controller has been disconnected.

7. An apparatus for controlling communication, compris-
ing:

a processor; and

memory, configured to store instructions executable by

the processor,

wherein the processor is configured to:

receive a first communication blocking request message

from an unmanned aerial vehicle (UAV) service man-
agement system, wherein the first communication
blocking request message comprises at least one of a
first identifier of a target UAV or a second identifier of
a target controller for controlling the target UAV, and
the first communication blocking request message
instructs the core network device to disconnect a com-
munication connection between the target UAV and the
target controller;

disconnect, according to the first communication blocking

request message, the communication connection
between the target UAV and the target controller; and
send a first communication blocking response message to
the UAV service management system, wherein the first
communication blocking response message indicates
that the communication connection between the target
UAV and the target controller has been disconnected.

8. The apparatus of claim 7, wherein the processor is
further configured to:

determine, according to the first communication blocking

request message, a first blocking object from the target
UAV and the target controller, wherein the first block-
ing object comprises at least one of the target UAV or
the target controller; and

send detach request signaling to the first blocking object,

wherein the detach request signaling instructs the first
blocking object to disconnect a network connection.

9. The apparatus of claim 8, wherein the detach request
signaling comprises an identifier of a first peer device in
communication with the first blocking object, and the detach
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request signaling instructs the first blocking object to dis-
connect a communication connection with the first peer
device.

10. The apparatus of claim 7, wherein the processor is
further configured to:

determine, according to the first communication blocking
request message, a second blocking object from the
target UAV and the target controller, wherein the sec-
ond blocking object comprises at least one of the target
UAV or the target controller; and

send a second communication blocking request message
to a target network access device to which the second
blocking object belongs, wherein the second commu-
nication blocking request message comprises at least
one of the first identifier of the target UAV or the
second identifier of the target controller, and the second
communication blocking request message instructs the
target network access device to disconnect the com-
munication connection between the target UAV and the
target controller through RRC signaling.

11. The apparatus of claim 10, wherein the second com-
munication blocking request message comprises user equip-
ment (UE) context modification request signaling.

12.-13. (canceled)

14. An apparatus implementing the method for controlling
communication of claim 6, comprising:

a processor; and

memory, configured to store instructions executable by
the processor,

wherein the processor is configured to execute the instruc-
tions stored in the memory to perform steps of the
method.

15. A non-transitory computer-readable storage medium
having stored therein computer instructions, which, when
executed by a processor, cause the processor to perform
steps of the method of claim 1.

16. A non-transitory computer readable storage medium
having stored therein computer instructions, which, when
executed by a processor, cause the processor to perform
steps of the method of claim 6.

17. A communication system implementing the method
for controlling communication of claim 1, comprising the
core network device, wherein the core network device is
configured to disconnect the communication connection
between the target UAV and the target controller, to thereby
prevent, through a cellular network, the target UAV from
communicating with the target controller, and improve man-
agement efficiency of the UAV.

18. The communication system of claim 17, wherein the
core network device is configured to directly send detach
request signaling to at least one of the target UAV or the
target controller, and directly instruct at least one of the
target UAV or the target controller, which receives the
detach request signaling, to disconnect a network connec-
tion, thereby disconnecting the communication connection
between the target UAV and the target controller.

19. The communication system of claim 18, further com-
prising the UAV service management system.

20. The communication system of claim 19, wherein the
UAV service management system is configured to:
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send the first communication blocking request message to
the core network device; and

receive the first communication blocking response mes-
sage from the core network device.

#* #* #* #* #*
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