
US 20200218881A1 
IN 

( 19 ) United States 
( 12 ) Patent Application Publication ( 10 ) Pub . No .: US 2020/0218881 A1 

( 43 ) Pub . Date : Jul . 9 , 2020 Yu 

Publication Classification ( 54 ) BIOMETRIC IDENTIFICATION APPARATUS , 
UNLOCKING METHOD OF BIOMETRIC 
IDENTIFICATION , AND TERMINAL DEVICE 

( 71 ) Applicant : Huihou TCL Mobile Communication 
Co. , Ltd. , Huizhou ( CN ) 

( 72 ) Inventor : Yang Yu , Huizhou ( CN ) 

( 21 ) Appl . No .: 16 / 824,863 

( 51 ) Int . Ci . 
G06K 9/00 ( 2006.01 ) 
GO6F 21/32 ( 2006.01 ) 
H04L 9/32 ( 2006.01 ) 

( 52 ) U.S. Ci . 
CPC G06K 9700087 ( 2013.01 ) ; G06K 9/0002 

( 2013.01 ) ; GOOK 9/0004 ( 2013.01 ) ; GOOK 
2009/0006 ( 2013.01 ) ; H04L 9/3231 ( 2013.01 ) ; 

GO6K 2009/00932 ( 2013.01 ) ; G06F 21/32 
( 2013.01 ) 

( 57 ) ABSTRACT 
A biometric identification apparatus , an unlocking method 
of biometric identification , and a terminal device are pro 
vided . The biometric identification apparatus includes : a 
fingerprint receiving module , configured to sense approach 
ing of a finger to generate a triggering instruction and collect 
a fingerprint pattern of a user based on the triggering 
instruction ; and a pulse receiving module , coupled with the 
fingerprint receiving module and configured to receive the 
triggering instruction and collect pulse information of the 
user based on the triggering instruction . 

( 22 ) Filed : Mar. 20 , 2020 

Related U.S. Application Data 
( 63 ) Continuation of application No. PCT / CN2018 / 

106502 , filed on Sep. 19 , 2018 . 

( 30 ) Foreign Application Priority Data 

Sep. 20 , 2017 ( CN ) 201710850263,5 

+ + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + 

12 14 

Fingerprint 
receiving module 

Pulse receiving 
module 



Patent Application Publication Jul . 9 , 2020 Sheet 1 of 5 US 2020/0218881 A1 

14 

Fingerprint 
receiving module 

Pulse receiving 
module 

FIG . 1 

120 
Fingerprint 

capacitor chip 

FIG . 2 

140 142 

14 

Infrared light Optical 
identification 
module emitting diode 

FIG . 3 

16 

12 | 

FIG . 4 



Patent Application Publication Jul . 9 , 2020 Sheet 2 of 5 US 2020/0218881 A1 

140 . 

DO 

142 L 

ON 

FIG . 5 

12 14 

Fingerprint 
receiving module 

Pulse receiving 
module 

Processing 
module 

18 

FIG . 6 



Patent Application Publication Jul . 9 , 2020 Sheet 3 of 5 US 2020/0218881 A1 

S701 
a triggering instruction may be generated in response to sensing 

approaching of the finger of the user 

S702 
a fingerprint pattern and pulse information of the user may be 

collected in response to the triggering instruction 

S703 the fingerprint pattern and the pulse information of the user may 
be identified , and the user may be determined to be or not to be an 

authorized user 

S704 
the biometric identification apparatus may be unlocked in 

response to the user being determined to be both a first authorized 
user by identifying the pulse information and a second authorized 

user by identifying the fingerprint pattern of the user 

FIG . 7 



Patent Application Publication Jul . 9 , 2020 Sheet 4 of 5 US 2020/0218881 A1 

S801 
a triggering instruction may be generated based on variation in capacitance 

generated by a finger touch of the user 

S802 
a fingerprint pattern and pulse information of the user may be collected in 

response to the triggering instruction 

S803 

The fingerprint pattern may be obtained by calculating and compared to a 
predefined fingerprint pattern . The user may be determined to e a first authorized 

user in response to the fingerprint pattern of the user matching a predefined 
fingerprint pattern . A fixed amount of light wave absorbed by a vein of the finger 
of the user may be obtained by calculating and compared to a predefined amount 
of light wave absorbed by the vein of the finger , and a temperature of the finger 
may be obtained and compared to a predefined temperature . The user may be 
determined to be a second authorized user in response to a comparison result 

being within a predefined range . 

S804 
The biometric identification apparatus may be unlocked in response to the user 

being determined to be both the first authorized user by using the pulse 
information of the user and The second authorized user by using the fingerprint 

pattern 

FIG . 8a 

S805 
variation in capacitance of various regions of the fingerprint capacitor chip 

may be received based on the triggering instruction 

S806 
the fingerprint pattern may be calculated based on the variation in 
capacitance of various regions of the fingerprint capacitor chip 

FIG . 8b 
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807 A first light wave may be emitted to the finger of the user based on the triggering 
instruction , and the first light wave may include a first set of Light waves in 

various frequencies 

S808 
A second light wave generated by the finger reflecting the first light wave may be 
received , an amount of each light wave in each frequency of second light waves 
may be compared to an amount of that of first light waves correspondingly , and 

the fixed amount of light wave absorbed by the vein of the finger may be 
calculated . 

S809 A third light wave spontaneously generated by the finger may be received , and 
the temperature of the finger may be calculated based on the third light wave . A 
frequency of the third light wave may be different from the frequency of the first 

light wave . 
FIG . Sc 
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BIOMETRIC IDENTIFICATION APPARATUS , 
UNLOCKING METHOD OF BIOMETRIC 

IDENTIFICATION , AND TERMINAL DEVICE 

CROSS - REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] The present application is a continuation applica 
tion of International ( PCT ) Patent Application No. PCT / 
CN2018 / 106502 , filed on Sep. 19 , 2018 , which claims 
foreign priority of Chinese Patent Application No. 
201710850263.5 , filed on Sep. 20 , 2017 in the National 
Intellectual Property Administration of China , the entire 
contents of which are hereby incorporated reference in their 
entireties . 

TECHNICAL FIELD 

[ 0002 ] The present disclosure relates to the field of infor 
mation security , and in particular to a biometric identifica 
tion apparatus , an unlocking method of biometric identifi 
cation , and a terminal device . 

emitting diode is configured to emit a first light wave to the 
finger of the user based on the triggering instruction , and the 
first light wave includes a first set of light waves in various 
frequencies . The optical identification module is configured 
to receive a second light wave , calculate pulse information 
of the user based on the second light wave , and receive a 
third light wave . The second light wave is generated by the 
finger reflecting the first light wave and includes a second set 
of light waves in the various frequencies corresponding to 
the first set of light waves , the third light wave is sponta 
neously generated by the finger and includes a third set of 
light waves , and a frequency of each light wave of the third 
set of light waves is different from the various frequencies 
of the first set of light waves . 
[ 0007 ] According to a second aspect of the present dis 
closure , an unlocking method of biometric identification is 
provided and includes : sensing approaching of a finger of a 
user , generating a triggering instruction in response to the 
sensed approaching ; collecting a fingerprint pattern and 
pulse information of the user in response to the triggering 
instruction ; identifying the fingerprint pattern and the pulse 
information of the user , determining whether the user being 
an authorized user ; and unlocking a biometric identification 
apparatus in response to the user being determined to be both 
a first authorized user by using the pulse information and a 
second authorized user by using the fingerprint pattern . 
[ 0008 ] According to a third aspect of the present disclo 
sure , a terminal device is provided and includes : a body and 
a biometric identification apparatus . At least one face of the 
biometric identification apparatus is arranged on a surface of 
the body , and the biometric identification apparatus includes 
a fingerprint receiving module and a pulse receiving module . 
The fingerprint receiving module is configured to sense 
approaching of a finger of a user , generate a triggering 
instruction in response to the sensed approaching , and 
collect a fingerprint pattern of the user based on the trig 
gering instruction , and the pulse receiving module may be 
coupled with the fingerprint receiving module and may be 
configured to receive the triggering instruction and collect 
pulse information of the user based on the triggering instruc 
tion . 

BACKGROUND 

[ 0003 ] As technologies develop continuously , electronic 
devices have been indispensable for people's daily lives , and 
usage of the electronic devices by many users may involve 
information related to security and privacy . To improve the 
security of using electronic devices , encryption has been 
applied to a large amount of electronic devices . For example , 
a correct gesture passcode needs to be inputted , or the 
electronic device must be activated by identifying a finger 
print . 
[ 0004 ] However , if the passcode is known by another 
person , the another person may get the electronic device and 
use the known passcode to activate the electronic device . 
There may be a risk of disclosing secure and private infor 
mation of the owner . 
[ 0005 ] In addition , as the fingerprint identification of 
mobile phones has been widely applied , an increasing num 
ber of decryption schemes specifically for the fingerprint 
identification have been available in the market . Besides 
software for avoiding the fingerprint encryption , other 
decryption schemes , which can be easily performed , may 
include using a physical silica membrane having the finger 
print or using electronic fingerprint to repeatedly attack the 
encryption , generating a huge risk for rights of the owner . 

BRIEF DESCRIPTION OF THE DRAWINGS 

SUMMARY OF THE DISCLOSURE 

[ 0006 ] According to a first aspect of the present disclo 
sure , a biometric identification apparatus is provided and 
includes : a fingerprint receiving module and a pulse receiv 
ing module . The fingerprint receiving module includes a fingerprint capacitor chip and is configured to perform 
operations of : sensing approaching of a finger of a user , 
wherein capacitance of at least a partial region of the 
fingerprint capacitor chip varies in response to the approach 
ing of the finger , and variation in the capacitance serves as 
a triggering instruction ; receiving the variation in the capaci 
tance of various regions of the fingerprint capacitor chip 
based on the triggering instruction , calculating a fingerprint 
pattern of the user based on the variation in the capacitance 
of various regions of the fingerprint capacitor chip . The 
pulse receiving module includes an infrared light emitting 
diode and an optical identification module . The infrared light 

[ 0009 ] To further illustrate technical solutions of embodi 
ments of the present disclosure more clearly , drawings for 
the embodiments will be briefly described hereinafter . Obvi 
ously , the drawings described in the following are some 
embodiments of the present disclosure . To any one of skill 
in the art can obtain other drawings based on the following 
drawings without any creative work . 
[ 0010 ] FIG . 1 is a structural diagram of a biometric 
identification apparatus according to an embodiment of the 
present disclosure . 
[ 0011 ] FIG . 2 is a structural diagram of a fingerprint 
receiving module shown in FIG . 1 . 
[ 0012 ] FIG . 3 is a structural diagram of a pulse receiving 
module shown in FIG . 1 . 
[ 0013 ] FIG . 4 is a structural diagram of a biometric 
identification apparatus according to another embodiment of 
the present disclosure . 
[ 0014 ] FIG . 5 is a plane schematic view of the pulse 
receiving module shown in FIG . 4 . 



US 2020/0218881 A1 Jul . 9. 2020 
2 

fingerprint pattern of the user based on the variation in 
capacitance of various regions of the fingerprint capacitor 
chip 120 . 

[ 0015 ] FIG . 6 is a structural diagram of a biometric 
identification apparatus according to still another embodi 
ment of the present disclosure . 
[ 0016 ] FIG . 7 is a flow chart of an unlocking method of 
biometric identification according to an embodiment of the 
present disclosure . 
[ 0017 ] FIG . 8a is a flow chart of an unlocking method of 
biometric identification according to another embodiment of 
the present disclosure . 
[ 0018 ] FIG . 8b is a flow chart of performing collection of 
a fingerprint pattern as described in an operation of S802 
shown in FIG . 8a . 
[ 0019 ] FIG . 8c a flow chart of performing collection of 
pulse information as described in the operation of S802 
shown in FIG . 8a . 
[ 0020 ] FIG . 9 is a structural diagram of a terminal device 
according to an embodiment of the present disclosure . 

[ 0026 ] As shown in FIG . 3 , the pulse receiving module 14 
may include an infrared light emitting diode 140 and an 
optical identification module 142. The infrared light emit 
ting diode 140 may be configured to emit a first light wave 
to the finger of the user based on the triggering instruction , 
and the first light wave may include a first set of light waves 
in various frequencies . The optical identification module 
142 may be configured to receive a second light wave 
generated by the finger reflecting the first light wave , cal 
culate pulse information of the user based on the second 
light wave , and / or receive a third light wave generated 
spontaneously by the finger of the user , and calculate a 
temperature of the finger based on the third light wave . The 
second light wave may include a second set of light waves 
corresponding to the first set of light waves . The third light 
wave may include a third set of light waves , and a frequency 
of each light wave of the third set of light waves may be 
different from the various frequencies of the first set of light 

DETAILED DESCRIPTION 

waves . 

[ 0021 ] Technical solutions of the embodiments of the 
present disclosure may be illustrated clearly and compre 
hensively by referring to the drawings of the embodiments . 
Obviously , the embodiments to be illustrated are only a part 
of , but not all of , the embodiments . Based on the embodi 
ments of the present disclosure , other embodiments obtained 
by any one of skill in the art without creative work should 
be within the scope of the present disclosure . 
[ 0022 ] As shown in FIG . 1 , a structural diagram of a 
biometric identification apparatus is provided . The biometric 
identification apparatus 10 may include : a fingerprint receiv 
ing module 12 and a pulse receiving module 14 coupled with 
the fingerprint receiving module 12. The fingerprint receiv 
ing module 12 may be configured to sense approaching of a 
finger of a user , generate a triggering instruction in response 
to the sensed approaching , and collect a fingerprint pattern 
of the user based on the triggering instruction . The pulse 
receiving module 14 may be configured to receive the 
triggering instruction and collect pulse information of the 
user based on the triggering instruction . 
[ 0023 ] It may be understood that , sensing approaching of 
a finger of a user may refer to sensing the finger of the user 
approaching the biometric identification apparatus 10 or 
sensing a distance between the finger of the user and the 
biometric identification apparatus 10 being less than a 
certain value . 
[ 0024 ] In the present embodiment , the fingerprint receiv 
ing module may sense approaching of the finger of the user 
and generate the triggering instruction in response to the 
sensed approaching . The fingerprint receiving module 12 
may collect the fingerprint pattern of the user based on the 
triggering instruction . The pulse receiving module 14 may 
receive the triggering instruction and collect pulse informa 
tion of the user . In such a way , a technological base may be 
provided for double encryption by combining the fingerprint 
identification and the pulse identification . 
[ 0025 ] As shown in FIG . 2 , the fingerprint receiving 
module 12 may include a fingerprint capacitor chip 120 . 
After sensing approaching of the finger of the user , capaci 
tance of at least a partial region of the fingerprint capacitor 
chip 120 may be varied , and variation in capacitance may 
serve as the triggering instruction . The fingerprint receiving 
module 12 may be configured to receive the variation in 
capacitance of various regions of the fingerprint capacitor 
chip 120 based on the triggering instruction and calculate the 

[ 0027 ] For example , when the finger of the user is 
approaching the biometric identification apparatus 10 , the 
capacitance of at least a partial region of the fingerprint 
capacitor chip 120 is varied , and the variance in capacitance 
may trigger the fingerprint receiving module 12 and the 
pulse receiving module 14 to work . The fingerprint receiving 
module 12 may calculate the fingerprint pattern based on the 
variance in capacitance of various regions of the fingerprint 
capacitor chip 120. When the variance in capacitance trig 
gers the pulse receiving module 14 to work , the infrared 
light emitting diode 140 may emit the first light wave to the 
finger of the user , and the first light wave may be a first set 
of light waves , including a light wave in frequency F1 and 
a light wave in frequency F2 . When the first set of first light 
waves are reflected by the finger after reaching the finger of 
the user , the optical identification module 142 may receive 
the second light wave reflected by the finger and calculate 
the pulse information of the user based on the second light 
wave . As an implementation , as the finger of the user may 
spontaneously generate the third light wave , and the third 
light wave may be in frequency F3 , the optical identification 
module 142 may receive the third light wave and calculate 
the temperature of the finger based on the third light wave . 
It may be understood that , the frequency of any light wave 
of the first set of light waves may be different from a 
frequency of the third light wave , such that interference may 
be avoided . In another implementation , the third light wave 
spontaneously generated by the finger may include a light 
wave in frequency F3 and a light wave in frequency F4 . The 
optical identification module 142 may receive the third light 
wave ( i.e. , the light wave in frequency F3 and the light wave 
in frequency F4 ) and calculate the temperature of the finger 
based on the third light wave . The frequency F3 may be 
difference from F1 and F2 , and the frequency F4 may be 
different from F1 and F2 . That is , the frequency of each light 
wave of the third light wave may be different from the 
frequency of any light wave of the first set of light waves . 
[ 0028 ] In the present embodiment , the pulse receiving 
module 14 may calculate the pulse information and the 
temperature of the finger of the user , providing the techno 
logical base for double encryption by combining the finger 
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print identification and the pulse identification , improving an 
encryption level and security . 
[ 0029 ] As an implementation , the optical identification 
module 142 may be configured to compare an amount of 
each light wave in each frequency of the second set of light 
waves to an amount of that of the first set of light waves 
correspondingly , such that a fixed amount of light wave 
absorbed by a vein of the finger may be calculated . For 
example , an amount of the light wave in F1 and an amount 
of the light wave in F2 of the first set of light waves may 
both be 100 % , as the vein of the finger may absorb a part of 
the amount of the light waves , the amount of the light wave 
in F1 in the second set of light waves may be 80 % , and the 
amount of the light wave in F2 in the second set of light 
waves may be 50 % , such that the fixed amount of light wave 
absorbed by the finger of the user may be calculated . 
[ 0030 ] FIG . 4 provides a structural diagram of a biometric 
identification apparatus is provided in FIG . 4 , and FIG . 5 
provides is a plane schematic view of the pulse receiving 
module shown in FIG . As an implementation , the biometric 
identification apparatus 10 may include a cover 16 , arranged 
to cover the fingerprint receiving module 12 and the pulse 
receiving module 14 to insulate the finger of the user from 
the fingerprint receiving module 12 and the pulse receiving 
module 14. The cover 16 may be a transparent cover , and the 
pulse receiving module 14 may be arranged between the 
cover 16 and the fingerprint receiving module 12 . 
[ 0031 ] As an implementation , the pulse receiving module 
14 may include the optical identification module 142 cov 
ered by the cover 16 and infrared light emitting diodes 140 
dispersively distributed on the optical identification module 
142. It may be understood that , the number of the infrared 
light emitting diodes 140 may not be limited . The infrared 
light emitting diodes 140 may be arranged on the optical 
identification module 142 to form a ring shape as shown in 
FIG . 5 or arranged to form an array or other patterns . 
[ 0032 ] In the present embodiment , the cover 16 may be 
configured to avoid the fingerprint receiving module 12 and 
the pulse receiving module 14 from contacting an outside 
directly while the finger is approaching the biometric iden 
tification apparatus 10 and the fingerprint receiving module 
12 is generating the triggering instruction , improving service 
time of the biometric identification apparatus 10 . 
[ 0033 ] As shown in FIG . 6 , a structural diagram of a 
biometric identification apparatus is provided . In the present 
embodiment , the biometric identification apparatus may 
further include a processing module 18 , coupled with the 
fingerprint receiving module 12 and the pulse receiving 
module 14 . 

[ 0034 ] As an implementation , the processing module 18 
may be configured to compare the fingerprint pattern of the 
user collected by the fingerprint receiving module 12 to a 
predefined fingerprint pattern . In response to the collected 
fingerprint pattern of the user matching with the predefined 
fingerprint pattern , the user may be determined to be a first 
authorized user . The processing module 18 may be config 
ured to compare the pulse information and / or the tempera 
ture of the finger collected by the pulse receiving module 14 
to predefined pulse information and / or a predefined tem 
perature . In response to a comparison result being within a 
predefined range , the user may be determined to be a second 
authorized user . In response to the user being determined to 

be both the first authorized user and the second authorized 
user , the biometric identification apparatus may be 
unlocked . 
[ 0035 ] It may be understood that , the predefined finger 
print pattern may be a fingerprint pattern of the authorized 
user , and the predefined pulse information and / or the pre 
defined temperature may be set to be within a certain range , 
i.e. , the predefined range . The predefined range may be 
determined by considering various factors , such as weather , 
a physical condition of the user , and the like . Further , the 
predefined range should be a maximum range which the 
physical conditions of human can reach . 
[ 0036 ] In one application scenario , a user A may copy a 
fingerprint of a user B and make a corresponding fingerprint 
membrane C. The user A may use the fingerprint membrane 
C to contact the biometric identification apparatus for 
unlocking . When the fingerprint receiving module 12 col 
lects a fingerprint pattern of the fingerprint membrane C , the 
processing module 18 may compare the fingerprint pattern 
of the fingerprint membrane C to the predefined fingerprint 
pattern , and the predefined fingerprint pattern may be a 
fingerprint pattern of the user B. The fingerprint pattern of 
the fingerprint membrane C may be determined to match 
with the predefined fingerprint pattern , and the fingerprint 
membrane C may be determined to be the first authorized 
user . After the pulse receiving module 14 collects the pulse 
information and / or the temperature of the fingerprint mem 
brane C , the pulse receiving module 14 may compare the 
pulse information to the predefined pulse information , and / 
or compare the temperature of the fingerprint membrane C 
to the predefined temperature . The predefined pulse infor 
mation and / or the predefined temperature may be a maxi 
mum range that a human body can reach . In response to the 
pulse information and / or temperature of the fingerprint 
membrane C being out of the predefined range , the finger 
print membrane C may be determined not to be the second 
authorized user . The processing module 18 may determine 
the fingerprint membrane C is not both the first authorized 
user and the second authorized user , the user A may not be 
able to unlock the biometric identification apparatus by 
copying the fingerprint of the user B and making the 
corresponding fingerprint membrane C. When the user B 
needs to unlock the biometric identification apparatus , the 
processing module 18 may compare the fingerprint pattern 
of the user B collected by the fingerprint receiving module 
12 to the predefined fingerprint pattern to determine the user 
B being the first authorized user . The processing module 18 
may further compare the pulse information of the finger of 
the user B collected by the pulse receiving module 14 to the 
predefined pulse information , and / or compare the tempera 
ture of the user B to the predefined temperature . Regardless 
of the environment in which the user B is settled and 
regardless of the physical condition of the user B , the pulse 
information and / or the temperature of the finger of the user 
B may be within the predefined range at all times , such that 
the user B may be determined to be the second authorized 
user . After determining the user B being both the first 
authorized user and the second authorized user , the biomet 
ric identification apparatus may be unlocked . Unlocking 
may be performed in response to the fingerprint pattern 
meeting the predefined pattern , the amount of light wave 
absorbed by the vein meeting the predefined amount , and / or 
the temperature of the finger meeting the predefined tem 
perature . The unlocking may not be performed in response 
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to any one of the fingerprint identification , the amount of 
light wave absorbed by the vein , and the temperature of the 
finger failing to meet predefined criteria . In such a way , the 
security of the biometric identification apparatus may be 
significantly improved . 
[ 0037 ] In other implementations , the fingerprint receiving 
module 12 may further be configured to compare the col 
lected fingerprint pattern of the user to the predefined 
fingerprint pattern and determine the user to be the first 
authorized user in response to the fingerprint pattern of the 
user matching with the predefined fingerprint pattern . The 
pulse receiving module 14 may further be configured to 
compare the collected pulse information and / or the tempera 
ture of the finger of the user to the predefined pulse infor 
mation and / or the predefined temperature respectively , and 
determine the user to be the second authorized user in 
response to a comparison result being with a predefined 
range . The processing module 18 may be configured to 
unlock the biometric identification apparatus in response to 
the user being determined to be both the first authorized user 
and the second authorized user . The present implementation 
may be different from the above - mentioned implementation , 
as the processing module 18 may be configured to determine 
whether the user is both the first authorized user and the 
second authorized user , whereas comparing the fingerprint 
pattern collected by the fingerprint receiving module 12 to 
the predefined fingerprint pattern and comparing the pulse 
information and / or the temperature collected by the pulse 
receiving module 14 to the predefined pulse information 
and / or the predefined temperature may be performed by the 
fingerprint receiving module 12 and the pulse receiving 
module 14 , respectively . 
[ 0038 ] As shown in FIG . 7 , a flow chart of an unlocking 
method of biometric identification is provided . The method 
in the present embodiment may include following opera 
tions . 
[ 0039 ] In an operation of S701 , a triggering instruction 
may be generated in response to sensing approaching of the 
finger of the user . 
[ 0040 ] In an operation of S702 , a fingerprint pattern and 
pulse information of the user may be collected in response 
to the triggering instruction . 
[ 0041 ] In an operation of S703 , the fingerprint pattern and 
the pulse information of the user may be identified , and the 
user may be determined to be or not to be an authorized user . 
[ 0042 ] In operation of S704 , the biometric identification 
apparatus may be unlocked in response to the user being 
determined to be both a first authorized user by identifying 
the pulse information and a second authorized user by 
identifying the fingerprint pattern of the user . 
[ 0043 ] According to the present embodiment , the trigger 
ing instruction may be generated in response to sensing 
approaching of the finger of the user , the fingerprint receiv 
ing module may collect the fingerprint pattern of the user 
based on the triggering instruction , and the pulse receiving 
module may collect the pulse information of the user after 
receiving the triggering instruction , providing the techno 
logical base for double encryption of combining the finger 
print identification and the pulse identification . 
[ 0044 ] As shown in FIG . 8 , a flow chart of an unlocking 
method of biometric identification is provided . As show in 
FIG . 8a , the method in the present application may include 
following operations . 

[ 0045 ] In an operation of S801 , a triggering instruction 
may be generated based on variation in capacitance gener 
ated by a finger touch of the user . 
[ 0046 ] In an operation of S802 , a fingerprint pattern and 
pulse information of the user may be collected in response 
to the triggering instruction . 
[ 0047 ] In an operation of S803 , the fingerprint pattern may 
be obtained by calculating and compared to a predefined 
fingerprint pattern . The user may be determined to be a first 
authorized user in response to the fingerprint pattern of the 
user matching a predefined fingerprint pattern . A fixed 
amount of light wave absorbed by a vein of the finger of the 
user may be obtained by calculating and compared to a 
predefined amount of light wave absorbed by the vein of the 
finger , and / or a temperature of the finger may be obtained 
and compared to a predefined temperature . The user may be 
determined to be a second authorized user in response to a 
comparison result of the amount of light wave absorbed by 
the vein and a comparison result of the temperature of the 
finger being within a predefined range . 
[ 0048 ] In an operation of S804 , the biometric identifica 
tion apparatus may be unlocked in response to the user being 
determined to be the first authorized user by using the pulse 
information of the user and / or the user being determined to 
be the second authorized user by using the fingerprint 
pattern . 
[ 0049 ] As shown in FIG . 8b , the operation of collecting 
the fingerprint pattern of the user as described in S802 may 
include following operations . 
[ 0050 ] In an operation of S805 , variation in capacitance of 
various regions of the fingerprint capacitor chip may be 
received based on the triggering instruction . 
[ 0051 ] In an operation of S806 , the fingerprint pattern may 
be calculated based on the variation in capacitance of 
various regions of the fingerprint capacitor chip . 
[ 0052 ] As shown in FIG . 8c , the operation of collecting 
the pulse information of the user as described in S802 may 
include following operations . 
[ 0053 ] In an operation of S807 , a first light wave may be 
emitted to the finger of the user based on the triggering 
instruction , and the first light wave may include a first set of 
light waves in various frequencies . 
[ 0054 ] In an operation of S808 , a second light wave 
generated by the finger reflecting the first light wave may be 
received , the second light wave may include a second set of 
light waves corresponding to the first set of light waves , and 
an amount of each light wave in each frequency of the 
second set of light waves may be compared to an amount of 
that of the first set of light waves correspondingly , and the 
fixed amount of light wave sorbed by the vein of the finger 
may be calculated . 
[ 0055 ] As an implementation , an operation of S809 may 
be included . In the operation of S809 , a third light wave 
spontaneously generated by the finger may be received , and 
the temperature of the finger may be calculated based on the 
third light wave . The third light wave may include a third set 
of light waves , and a frequency of each light wave of the 
third set of light waves may be different from the various 
frequencies of the first set of light waves . 
[ 0056 ] According to the present embodiment , the finger 
print pattern and the pulse information of the user may be 
identified , providing technological support for double 
encryption by combining the fingerprint identification and 
the pulse identification , improving security of the biometric 
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identification apparatus . The temperature of the finger of the 
user may further be identified to improve an encryption 
level , improving the security . 
[ 0057 ) Detailed performance of the unlocking method of 
the biometric identification may refer to the description of 
the embodiments about the biometric identification appara 
tus . 
[ 0058 ] As shown in FIG . 9 , a structural diagram of a 
terminal device is provided . In the present embodiment , the 
terminal device may include a body 20 and the biometric 
identification apparatus 10 according to any one of the 
above - mentioned embodiments , and the biometric identifi 
cation apparatus 10 may be configured to perform any one 
of the above - mentioned unlocking methods . 
[ 0059 ] The biometric identification apparatus 10 may be 
configured to sense approaching of the finger of the user to 
generate the triggering instruction ; collecting fingerprint 
pattern and the pulse information of the user in response to 
the triggering instruction ; identifying the fingerprint pattern 
and the pulse information of the user to determine whether 
the user being the authorized user ; unlocking the biometric 
identification apparatus in response to the user being deter 
mined to be the first authorized user through the pulse 
information and / or in response to the user being determined 
to be the second authorized user through the fingerprint 
pattern . It may be understood that , after the biometric 
identification apparatus 10 is unlocked , the user may have 
permission of using the terminal device . 
[ 0060 ] It may be understood that , at least one face of the 
biometric identification apparatus 10 is arranged on a sur 
face of the body 20 of the terminal device , enabling the 
biometric identification 10 to sense approaching of the finger 
of the user . 
[ 0061 ] In the present embodiment , the body 20 of the 
terminal device may be arranged with the biometric identi 
fication apparatus 10 to make the terminal device to use the 
double encryption combining the fingerprint identification 
and the pulse identification , improving security of the ter 
minal device and improving the encryption level . 
[ 0062 ] Detailed information of the terminal device may 
refer to the description of the embodiments about the 
biometric identification apparatus and the unlocking method 
of biometric identification . 
[ 0063 ] According to the biometric identification appara 
tus , the unlocking method of biometric identification , and 
the terminal device provided by the present disclosure , the 
fingerprint receiving module may generate the triggering 
instruction in response to sensing approaching of the finger 
of the user , the fingerprint receiving module may collect the 
fingerprint pattern of the user based on the triggering 
instruction , and the pulse receiving module may collect the 
pulse information of the user after receiving the triggering 
instruction , such that the technological base may be pro 
vided for double encryption by combining the fingerprint 
identification and the pulse identification . 
[ 0064 ] In the implementations of the present disclosure , it 
may be understood that , the biometric identification appa 
ratus , the unlocking method of biometric identification , and 
the terminal device may be achieved by other means . For 
example , the above - mentioned implementations of the bio 
metric identification apparatus , the unlocking method of 
biometric identification , and the terminal device may be 
exemplary only . The structural division may be a logical 
functional division , and divisions by other means may be 

performed . Each structure may be arranged physically and 
independently , alternatively , two or more of the structures 
may be integrated into one structure . 
[ 0065 ] The above description includes implementations of 
the present disclosure only , but does not limit the scope of 
the present disclosure . Any equivalent structural or principal 
modification performed based on the description and the 
drawings of the present disclosure , applied directly or indi 
rectly in other related art , should be within the scope of the 
present disclosure . 
What is claimed is : 
1. A biometric identification apparatus , comprising : 
a fingerprint receiving module , comprising a fingerprint 

capacitor chip and being configured to perform opera 
tions of : 
sensing approaching of a finger of a user , wherein 

capacitance of at least a partial region of the finger 
print capacitor chip varies in response to the 
approaching of the finger , and variation in the 
capacitance serves as a triggering instruction ; 

receiving the variation in the capacitance of various 
regions of the fingerprint capacitor chip based on the 
triggering instruction ; 

calculating a fingerprint pattern of the user based on the 
variation in the capacitance of various regions of the 
fingerprint capacitor chip ; and 

a pulse receiving module , comprising an infrared light 
emitting diode and an optical identification module , 
wherein 
the infrared light emitting diode is configured to emit a 

first light wave to the finger of the user based on the 
triggering instruction , and the first light wave com 
prises a first set of light waves in various frequen 
cies ; and 

the optical identification module is configured to 
receive a second light wave , calculate pulse infor 
mation of the user based on the second light wave , 
receive a third light wave and calculate a temperature 
of the finger , wherein the second light wave is 
generated by the finger reflecting the first light wave , 
the second light wave comprises a second set of light 
waves corresponding to the first set of light waves , 
the third light wave is spontaneously generated by 
the finger and comprises a third set of light waves , 
and a frequency of each light wave of the third set of 
light waves is different from the various frequencies 
of the first set of light waves . 

2. The biometric identification apparatus according to 
claim 1 , wherein calculating the pulse information of the 
user based on the second light wave by the optical identi 
fication module comprise : 
comparing an amount of each light wave in each fre 

quency of the second set of light waves to an amount 
of that of the first set of light waves correspondingly , 
and calculating a fixed amount of light wave absorbed 
by a vein of the finger of the user . 

3. The biometric identification apparatus according to 
claim 1 , further comprising : 

a cover , arranged to cover the fingerprint receiving mod 
ule and the pulse receiving module to insulate the 
fingerprint receiving module and the pulse receiving 
module from the finger of the user , wherein the cover 
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is a transparent cover , and the pulse receiving module 
is arranged between the cover and the fingerprint 
receiving module . 

4. The biometric identification apparatus according to 
claim 3 , wherein 

the optical identification module is arranged to be covered 
by the cover , and a plurality of infrared light emitting 
diodes are dispersively arranged on the optical identi 
fication module . 

5. The biometric identification apparatus according to 
claim 4 , wherein 

the plurality of infrared light emitting diodes are arranged 
on the optical identification module to form a ring 
shape . 

6. The biometric identification apparatus according to 
claim 1 , further comprising a processing module , coupled 
with the fingerprint receiving module and the pulse receiv 
ing module respectively , wherein 
the processing module is configured to compare the 

fingerprint pattern collected by the fingerprint receiving 
module to a predefined fingerprint pattern ; determine 
the user to be a first authorized user in response to the 
fingerprint pattern of the user matching with the pre 
defined fingerprint pattern ; compare the pulse informa 
tion collected by the pulse receiving module to pre 
defined pulse information ; compare the temperature of 
the finger collected by the pulse receiving module to a 
predefined temperature ; determine the user to be a 
second authorized user in response to a comparison 
result of the pulse information and the temperature of 
the finger being within a predefined range ; unlock the 
biometric identification apparatus in response to the 
user being determined to be both the first authorized 
user and the second authorized user . 

7. The biometric identification apparatus according to 
claim 1 , further comprising a processing module , coupled 
with the fingerprint receiving module and the pulse receiv 
ing module respectively , wherein 

the fingerprint receiving module is further configured to 
compare the collected fingerprint pattern of the user to 
the predefined fingerprint pattern , and determine the 
user to be the first authorized user in response to the 
fingerprint pattern of the user matching with the pre 
defined fingerprint pattern ; 

the pulse receiving module is further configured to com 
pare the collected pulse information of the user to 
predefined pulse information , compare the collected 
temperature of the finger to a predefined temperature , 
and determine the user to be the second authorized user 
in response to the comparison result of the pulse 
information and the temperature of the finger being 
within a predefined range ; and 

the processing module is configured to unlock the bio 
metric identification apparatus in response to the user 
being determined to be both the first authorized user 
and the second authorized user . 

8. An unlocking method of biometric identification per 
formed by a biometric identification apparatus , comprising : 

sensing approaching of a finger of a user , generating a 
triggering instruction in response to the sensed 
approaching ; 

collecting a fingerprint pattern and pulse information of 
the user in response to the triggering instruction ; 

identifying the fingerprint pattern and the pulse informa 
tion of the user , determining whether the user being an 
authorized user ; and 

unlocking the biometric identification apparatus in 
response to the user being determined to be both a first 
authorized user by using the fingerprint pattern and a 
second authorized user by using the pulse information . 

9. The unlocking method according to claim 8 , wherein 
the sensing approaching of the finger of the user and 

generating the triggering instruction in response to the 
sensed approaching comprises : generating variation in 
capacitance based on a finger touch , generating the 
triggering instruction based on the variation in capaci 
tance ; 

the collecting the fingerprint pattern comprises : 
receiving the variation in capacitance of various 
regions of a fingerprint capacitor chip based on the 
triggering instruction ; and 

calculating the fingerprint pattern of the user based on 
the variation in capacitance of various regions of the 
fingerprint capacitor chip ; 

the collecting pulse information of the user comprises : 
emitting a first light wave to the finger of the user based 

on the triggering instruction , wherein the first light 
wave comprises a first set of light waves in various 
frequencies ; 

receiving a second light wave , wherein the second light 
wave is generated by the finger reflecting the first 
light wave and comprises a second set of light waves 
corresponding to the first set of light waves ; com 
paring an amount of each light wave in each fre 
quency of the second set of light waves to an amount 
of that of the first set of light waves correspondingly ; 
and calculating a fixed amount of light wave 
absorbed by a vein of the finger of the user ; and 

the method further comprises : receiving a third light 
wave , and calculating a temperature of the finger based 
on the third light wave , wherein the third light wave 
comprises a third set of light waves , and a frequency of 
each light wave of the third set of light waves is 
different from the various frequencies of the first set of 
light waves . 

10. The unlocking method according to claim 8 , wherein 
the identifying the fingerprint pattern and the pulse infor 
mation of the user and determining whether the user being 
the authorized user comprises : 

comparing the fingerprint pattern obtained by calculation 
to a predefined fingerprint patter , determining the user 
to be the first authorized user in response to the 
fingerprint pattern of the user matching with the pre 
defined fingerprint pattern ; and 

comparing an amount of light wave absorbed by a vein of 
the finger to a predefined amount and comparing a 
temperature of the finger to a predefined temperature , 
determining the user to be a second authorized user in 
response to a comparison result of the amount of light 
wave absorbed by the vein and the temperature of the 
finger being within a predefined range . 

11. A terminal device , comprising a body and a biometric 
identification apparatus , at least one face of the biometric 
identification apparatus being arranged on a surface of the 
body , and the biometric identification apparatus comprising 
a fingerprint receiving module and a pulse receiving module , 
wherein 
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the fingerprint receiving module is configured to sense 
approaching of a finger of a user , generate a triggering 
instruction in response to the sensed approaching , and 
collect a fingerprint pattern of the user based on the 
triggering instruction ; and 

the pulse receiving module is coupled with the fingerprint 
receiving module , and is configured to receive the 
triggering instruction and collect pulse information of 
the user based on the triggering instruction . 

12. The terminal device according to claim 11 , wherein 
the fingerprint receiving module comprises a fingerprint 
capacitor chip , and the fingerprint receiving module is 
configured to perform operations of : 

sensing approaching of the finger of the user , wherein 
capacitance of at least partial region of the fingerprint 
capacitor chip varies , and variation of the capacitance 
serves as the triggering instruction ; 

receiving variation of the capacitance of various regions 
of the fingerprint capacitor chip based on the triggering 
instruction ; and 

calculating the fingerprint pattern of the user based on the 
variation of the capacitance of various regions of the 
fingerprint capacitor chip . 

13. The terminal device according to claim 11 , wherein 
the pulse receiving module comprises an infrared light 

emitting diode and an optical identification module , 
the infrared light emitting diode is configured to emit a 

first light wave to the finger of the user based on the 
triggering instruction , wherein the first light wave 
comprise a first set of light waves in various frequen 
cies ; 

the optical identification module is configured to receive 
a second light wave , calculate the pulse information of 
the user based on the second light wave , and receive a 
third light wave , and calculate a temperature of the 
finger based on the third light wave , wherein the second 
light wave is generated by the finger reflecting the first 
light wave , the second light wave comprises a second 
set of light waves corresponding to the first set of light 
waves , the third light wave is spontaneously generated 
by the finger and comprises a third set of light waves , 
and a frequency of each light wave of the third set of 
light waves is different from a the various frequencies 
of the first set of light waves . 

14. The terminal device according to claim 13 , wherein 
calculating the pulse information of the user based on the 
second light wave by the optical identification module 
comprises : 
comparing an amount of each light wave in each fre 

quency of the second set of light waves to an amount 
of that of the first set of light waves correspondingly , 
and calculating a fixed amount of light wave absorbed 
by a vein of the finger of the user . 

15. The terminal device according to claim 11 , further 
comprising a cover , wherein the cover is configured to cover 
the fingerprint receiving module and the pulse receiving 
module to insulate the fingerprint receiving module and the 
pulse receiving module from the finger , the cover is a 
transparent cover , and the pulse receiving module is 
arranged between the cover and the fingerprint receiving 
module . 

16. The terminal device according to claim 11 , wherein 
the biometric identification apparatus further comprise a 

processing module , and the processing module is 

coupled with the fingerprint receiving module and the 
pulse receiving module respectively ; 

the processing module is configured to compare the 
fingerprint pattern collected by the fingerprint receiving 
module to predefined fingerprint pattern ; determine 
the user to be a first authorized user in response to the 
fingerprint pattern of the user matching with the pre 
defined fingerprint pattern ; compare the pulse informa 
tion collected by the pulse receiving module to pre 
defined pulse information ; compare a temperature of 
the finger collected by the pulse receiving module to a 
predefined temperature ; determine the user to be a 
second authorized user in response to a comparison 
result of the pulse information and the temperature of 
the finger being within a predefined range ; unlock the 
biometric identification apparatus in response to the 
user being determined to be both the first authorized 
user and the second authorized user . 

17. The terminal device according to claim 11 , wherein 
the biometric identification apparatus further comprise a 

processing module , and the processing module is 
coupled with the fingerprint receiving module and the 
pulse receiving module respectively ; 

the fingerprint receiving module is further configured to 
compare the collected fingerprint pattern of the user to 
a predefined fingerprint pattern , determine the user to 
be the first authorized user in response to the fingerprint 
pattern of the user matching with the predefined fin 
gerprint pattern ; 

the pulse receiving module is further configured to com 
pare the collected pulse information to predefined pulse 
information ; compare a temperature of the finger to a 
predefined temperature , determine the user to be the 
second authorized user in response to a comparison 
result of the pulse information and the temperature of 
the finger being within a predefined range ; and 

the processing module is configured to unlock the bio 
metric identification apparatus in response to the user 
being determined to be both the first authorized user 
and the second authorized user . 

18. The terminal device according to claim 11 , wherein 
the biometric identification apparatus is configured to per 
form operations of : 

sensing approaching of the finger of the user , generating 
the triggering instruction in response to the sensed 
approaching ; 

collecting the fingerprint pattern and the pulse informa 
tion of the user in response to the triggering instruction ; 

identifying the fingerprint pattern and the pulse informa 
tion of the user , determining whether the user being an 
authorized user ; and 

unlocking the biometric identification apparatus in 
response to the user being determined to be both a first 
authorized user by using the fingerprint pattern and a 
second authorized user by using the pulse information . 

19. The terminal device according to claim 18 , wherein 
the sensing approaching of the finger of the user and 

generating the triggering instruction in response to the 
sensed approaching comprises generating the trigger 
ing instruction based on variation in capacitance gen 
erated by a finger touch ; 
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the collecting the fingerprint pattern comprises : 
receiving the variation in capacitance of various 

regions of a fingerprint capacitor chip based on the 
triggering instruction ; and 

calculating the fingerprint pattern of the user based on 
the variation in capacitance of various regions of a 
fingerprint capacitor chip ; and 

collecting the pulse information of the user by the bio 
metric identification apparatus comprises : 
emitting a first light wave to the finger based on the 

triggering instruction , wherein the first light wave 
comprises a first set of light waves in various fre 
quencies ; and 

receiving a second light wave , wherein the second light 
wave is generated by the finger reflecting the first 
light wave and comprises a second set of light waves 
in the various frequencies corresponding to the first 
set light waves ; comparing an amount of each light 
wave in each frequency of the second set of light 
waves to an amount of that of the first set of light 
waves correspondingly ; and calculating a fixed 
amount of light wave absorbed by a vein of the finger 
of the user ; and 

the biometric identification apparatus is further config 
ured to perform operations of : 

receiving a third light wave , and calculating a tempera 
ture of the finger based on the third light wave , 
wherein the third light wave is spontaneously gen 
erated by the finger and comprises a third set of light 
waves , and a frequency of each light wave of the 
third set of light waves is different from the various 
frequencies of the first set of light waves . 

20. The terminal device according to claim 18 , wherein 
the identifying the fingerprint pattern and the pulse infor 
mation of the user and determining whether the user being 
the authorized user comprises : 

comparing the fingerprint pattern obtained by calculation 
to a predefined fingerprint pattern ; determining the user 
to be the first authorized user in response to the 
fingerprint pattern of the user matching with the pre 
defined fingerprint pattern ; and 

comparing a fixed amount of light wave absorbed by a 
vein of the finger of the user to a predefined amount and 
comparing a temperature of the finger to a predefined 
temperature , determining the user to be the second 
authorized user in response to a comparison result of 
the amount of light wave absorbed by the vein and the 
temperature of the finger being within a predefined 
range . 


