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In(57)Abstract:Systemsandmethodsforprovidingsecureexecutionoffunctionsforedgedevicesincludeapluralityofedgedevices, 
0 '1*acontrollerandanarrayofsecureelements.TheedgedevicesareeachconfiguredtoobtaIndataforanapplicationofthesystem.The 
-controllerisconnectedtocommunicatewiththeedgedevicestoreceivethedatafromeachoftheedgedevices.Thearrayofsecure 
0elementsisconnectedtothecontrollerandeachsecureelementexecutesfunctionsusingthedatareceivedfromtheedgedevices.The 
~%h%% controllerassociatesartidentifiedsecureelementofthearrayofsecureelementswitharespectiveedgedevicetoexecutethefunctions 
Clfordatareceivedfromtherespectiveedgedeviceandthecontrollerisconnectedto 
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SECUREELEMENTARRAYSININTERNET-OF-THINGSSYSTEMS 

PRIORITYAPPLICATION 

100011 ThisapplicationclaimsprioritytoU.S.ProvisionalPatentApplicationSerial 

Number63/113,423,filedNovember13,2020,thedisclosureofwhichisincorporatedherein 

initsentirety/entiretiesbyreference.  

TECHNICALFIELD 

100021 Thisdocumentpertainsgenerallybutnotbywayoflimitationtointernetof 

things(JoT)systemsandparticularlybutnotbywayoflimitationtotransparentarchitecture 

forJoTsystems.  

BACKGROUND 

100031 Internet-of-things(JoT)systemsoftenincludeedgedevicesthatincludevarious 

sensorsorothermethodsofcollectingandcommunicatingdata.Someoftheseedgedevices 

maynothavedirectnetworkconnectionsormayotherwiseberesourceconstrained.  

Additionallythereisoftenarequirementthattheseedgedevicesstorekeymaterialand 

performsecureprocessing.HoweveredgedevicesinJoTsystemsoftenlackprocessing 

resourcesandsecuritycapabilitiesandthephysicallocationsoftheedgedevicesmayalso 

implementsoftwarethatrequiresregularupdates.Duetothelimitednetworkconnectionsfor 

someoftheseedgedevicesthismayrequireatechniciantovisiteachindividualedgedevice 

eachtimeasoftwareupdateisneeded.Thiscanbetimeandresourceconsuminginsystems 

withmanyedgedevices.  

SUMMARYOFWWENTJON 

100041 Thepresentinventionprovidesasystemandmethodforprovidingsecure 

executionofsystemfunctionsforedgedevicesanon-transitorycomputerreadablemedium 

andaphysicalaccesscontrolsystemasdefinedintheclaims.  

1 

makeitinadvisablefortheedgedevicetostorekeymaterial.Alsotheseedgedevicesmay
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BRIEFDESCRIPTIONOFTIlEDRAWiNGS 

[00051 Inthedrawingswhicharenotnecessarilydrawntoscalelikenumeralsmay 

describesimilarcomponentsindifferentviews.Likenumeralshavingdifferentlettersuffixes 

mayrepresentdifferentinstancesofsimilarcomponents.Someembodimentsareillustrated 

bywayofexampleandnotlimitationinthefiguresoftheaccompanyingdrawingsinwhich: 

[00061 FIG.1isadiagramillustratinganexamplephysicalaccesscontrolsystem.  

[00071 FIG.2isablockdiagramillustratinganexampleinternet-of-things(JoT) 

architecturethatincludesanarrayofsecureelements.  

[00081 FIG.3isablockdiagramillustratinganexamplesecureJoTgateway.  

[00091 FIG.4Aillustratesanexampleworkflowforauthenticatinganarrayofsecure 

elementsbyacontroller.  

[00101 FIG.4Billustratesanexampleworkflowforauthenticatingapolicyand/or 

controllerbyasisterboardofsecureelements.  

[00111 FIGS.SA-SCarediagramsillustratingexampletransmissionframesforafull

duplexprotocolforuseinahalf-duplexsystem.  

[00121 FIG.6isaflowchartillustratinganexamplemethodoftransmittingmessagingon 

ahalf-duplexcommunicationlineusingafull-duplexprotocol.  

[00131 FIG.7isablockdiagramillustratinganexampleofamachineuponwhichoneor 

moreembodimentsmaybeimplemented.  

[00141 Systemsandmethodsaredisclosedhereinforimplementingatransparent 

architectureforinternet-of-things(loT)systemsusingarraysofsecureelements.Anexample 

loTarchitectureincludesagatewaythatisequippedwithabuilt-inorconnectablearrayof 

secureelements.Secureelementsincludehardwareand/orsoftwareforperforming 

cryptographicfunctionsorprocesses e.g.,encryptiondecryptionsignaturegeneration 

signatureverificationand/orkeygeneration.Secureelementsarecontainedwithinan 

explicitlydefinedperimeterthatestablishesthephysicalboundsofthecryptographicmodule 

andthatcontainsanyprocessorsand/orotherhardwarecomponentsthatstoreandprotectany 

softwareandfirmwarecomponentsofthecryptographicmodule.Secureelementscouldtake 

theformof(orinclude)asecurecrypto-processorasmartcardasecuredigital(SD)carda 

microSDcardaSIMcardand/oranyothercryptographicmodule.  

2 

DETAILEDDESCRIPTION
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[00151 Thesecureelement(SE)isatamper-resistantplatformcapableofsecurelyhosting 

applicationsandtheirconfidentialandcryptographicdatainaccordancewiththerulesand 

securityrequirementssetforthbyasetofwell-identifiedtrustedauthorities.TheSEcanbe 

consideredtobeachipthatoffersadynamicenvironmenttostoredatasecurelyprocessdata 

securelyandperformcommunicationwithexternalentitiessecurely.  

[00161 PhysicalAccessControlSystems(PACS)includereaders(edgedevices)and 

controllers(intermediaryservers/devices).InconventionalPACSsystemsthereadersare 

smartdeviceshostingandrunningsoftwaretosecurelycommunicatewithcardsormobile 

phonesthatcomewithincommunicationrangeofthereader.SuccessfulPACSsystemsfocus 

onbothuserexperienceandsecurity.Hencethereaderdevicesmusthaveenough 

processingpowertodealwithlatencyissuesaswellasbothhardwareandsoftware-based 

securityprimitives.Thereaderdeviceshavesupporttoauthenticateandreaddatafroma 

widerangeofcarddevicesthathavedifferentprotocols(atbothtransportandapplication 

level)andhavedifferentdatamodalities.Thisresultsinalotofsoftwareimplementedbythe 

readerdevicesthatmustbeupdatedtosupportnewcardmodalitiesbugfixesandthelike.  

Becausereaderdevicesoftendonothavenetworkconnectionsthereaderdevicemustbe 

physicallyvisitedbyatechniciantoperformtheseupdates.Furtherthisresultsinsecure 

elementsphysicallylocatedonthereaderthatstoresecuresoftwareandkeymaterial.Some 

readersarephysicallylocatedontheexternalportionsofabuildingforexamplewhichcan 

raisesecurityconcernsforcompaniescertificationentitiesorotherusersofaPACSsystem 

thatwantorneedallsecurestorageofkeymateriallytobephysicallylocatedwithinasecure 

[00171 Toremedytheabovesituationsanarrayofsecureelementsremotefromthe 

readermaybeusedtoexecutethesecurityandapplicationsoftwareforthereaderdevices.  

ThearrayofsecureelementsmaybeintegratedwithorattachedtothePACScontrollerand 

configuredtohandlemultipleparallelrequestsandconnectionstotheedgedevices(readers).  

ThePACScontrollermayhaveanetworkconnectiontooneormoreremotedeviceswhich 

maystoreandprovidesoftwareorfirmwareupdatesforthesecureelements.Thiswaythe 

secureelementscanbeupdatedwithouttheneedforatechniciantovisiteachindividualedge 

device(reader).ThePACScontrollermayalsobephysicallylocatedwithinabuildingor 

othersecureperimetereliminatingsecurityconcernsofhavingsecureelementslocatedon 

somereaders.  

[00181 Inoneexamplethearrayofsecureelementsmaybepositionedonasisterboard 

3 

perimetersuchastheperimeterofabuilding.
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thatcanbeconnectedtoahostdeviceusingoneormorebusseshavingbusprotocolssuchas 
senalperipheralinterface(SPI), e 

inter-integratedcircuit(12C),universalserialbus(USB),and 

thelike.Secureelementsmaybeusedforseveralfunctions.Forexamplethesecure 

elementmayactasacryptographicprocessorprovidingsecurityalgorithmsandsecure 

storageofsensitivekeymaterial.Inotherexamplesthesecureelementsmaybeusedasan 

applicationplatformexecutingapplicationspecificsoftwarealongwiththesecurity 

algorithmsandstorageofkeymaterial.ForexampleinaPACSsystemthesecureelements 

maybeusedtoperformauthenticationforusersthatpresentacredentialataPACSreader.  

Thiswaythesoftwarefunctionsforperforminguserauthenticationarenotneededonthe 

readerdeviceitself 

[00191 FIG.1depictsanexamplescenario100inwhichaPACScouldbeused.Asshown 

inFIG.1, awall102hasdisposedthereinadoor104.Inanexamplesituationasecuredarea 

liesbehindthedoor104,whichhasalockablehandle106thatgrantsaccesstothesecured 

areawheninanunlockedstateandpreventsaccesstothesecuredareawheninalockedstate.  

[00201 Areaderdevice108ispositionedproximatetothehandle106ofthedoor104.In 

anexamplethehandle106islockedinthedefaultstate.Thereadersystem108isoperable 

toselectivelyplacethehandle106inanunlockedstateresponsivetobeingpresentedwithan 

authorizedcredentialcontainedinacredentialdevice112,whichcancommunicatewiththe 

readerdevice108viaawirelessinterface110.Invariousexamplesthecredentialdevice112 

couldbeakeycardafobamobiledevice(e.g.,asmartphone),oranyothersuitable 

credentialdevicehavingthecommunicationcapabilitiesandcredentials.  

implementedonthereaderdevice108itselfForexampletheuserpresentsthecredential 

device112whichcommunicateswiththereaderdevice108toprovideacredentialtothe 

readerdevice108. Thereaderdevice108thenusesthereceivedcredentialtosecurely 

authenticatetheuserandunlockthehandle106.Inotherconventionalexamplessomeof 

thisfunctionisincludedonthereaderdevice108andsomeisincludedonaremotelylocated 

PACScontroller.Forexamplethereaderdevicemayperformasecuretransactionwiththe 

credentialdevice112andthentransmitdatatothePACScontrollertoauthenticatetheuser.  

Thecontrollermaythencommunicatetounlockthehandle106.  

[0022' Becausethereaderdevice108performssecuretransactionsand/orauthentication 

softwareorfirmwareupdatesmayberequiredforthereaderdevice108. Insomeexamples, 

thereaderdevice108doesnotincludeanetworkconnectionandisonlyconnectedtothe 

4 

[00211 Inconventionalsystemstheapplicationsoftwaretoauthenticatetheusermaybe
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PACScontrollerthroughasinglewiredconnectionsuchasanRS-485orotherconnection.  

Thisrequiresatechniciantophysicallytraveltothereaderdevice108toupdatesoftwareor 

firmwareforeachreaderdevice108inaPACSsystem.Itisdesirabletomovesomeofthis 

functionalityawayfromthereadertoprovideeaseofmaintenancewhilealsoprovidingthe 

userwiththesameorbetteruserexperienceatthereaderdevice108.  

[00231 ToaccomplishthisanarrayofsecureelementsmaybeimplementedatthePACS 

controllereachconfiguredtoperformsecuresoftwareexecutionforrespectivereader 

devices108.ThesePACScontrollersoftenincludeoneormorenetworkconnections, 

allowingremoteupdatingofsoftwareexecutedbythesecureelementsremovingtheneedfor 

technicianstophysicallytraveltoeachreaderdevice108. Itshouldbeunderstoodthatthe 

presentdisclosureisapplicabletonumeroustypesofloTsystemsinadditiontoPACS 

systems.Thesystem100illustratedinFIG.1ispresentedpurelybywayofexampleandnot 

limitation.  

[00241 FIG.2isadiagramillustratinganJoTsystem200. System200includesedge 

deviceclusters210andasecureJoTgateway(SIG)220.Theedgedeviceclusters210may 

eachincludeoneormoreedgedevices230,suchasthereaderdevice108ofFIG.1. TheSIG 

220maycommunicatewitharemotesource240viaalocalareanetworkorwidearea 

network280,suchastheInternet.TheSIG220mayincludeacontroller250andasister 

board260thatincludessecureelements270.Inanexamplethecontroller250maybea 

PACScontroller.Whileillustratedastwoclusters210eachoffiveedgedevices230,and 

foursecureelements270,anynumberofclusters210havinganynumberofedgedevices 

illustratedasaseparatecontroller250andsisterboard260insomeexamplesthesecure 

elements270maybeintegratedwiththecontroller250.Thecontroller250maybe 

connectedtocommunicatewiththesisterboard260usinganybusprotocolsuchasSPI,12C 

USBandthelike.  

[00251 TheSIG220isconnectedthroughanetworkconnection280tocommunicatewith 

theremotesource(s)240andisconnectedthroughindividualconnections290to 

communicatewithrespectiveedgedevices230.Forexampletheconnection280maybea 

localorwideareanetworkconnectionsuchasanInternetconnection.Theindividual 

connections290maybewiredorwirelessconnectionssuchasEthernet, S , USBRS
485,orthelike.Whileillustratedasasingleconnection290foreachcluster210,theremay 

beaconnection290foreachindividualedgedevice230.Theremotesource240maybeone 

5 

230,andanynumberofsecureelements270maybeimplementedforthesystem200.While
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ormoreserversorothercomputingdevicesandmaystoreafirmwarefileorothersoftware 

updateforsecureelements270.InsomeexamplestheSIG220communicateswiththe 

remotesource240toobtainthefirmwarefileorothersoftwareupdateandtoupdatetheone 

ormoresecureelements270implementedbytheSki220.  

[00261 InaPACSsystemsuchastheoneillustratedinFIG.1, thereaderdevice108may 

beanedgedevice230connectedtocommunicatewithacontroller250suchasaPACS 

controller.Theconnection290maybeawiredfull-duplexconnectionwiredhalf-duplex 

connectionsuchasanRS-485connectionoranyotherconnection.Thesecureelements270 

maybeconfiguredtoexecutesoftwaretoperformfunctionsusingapplicationspecific 

hardwareforthereader108. Forexamplewhenauserapproachesthereaderdevice108 

andpresentsacredentialusingacredentialdevice112,asecureelement270maybe 

allocatedtothetransactiontoperformsecurityalgorithmsandsecurestorageofsensitivekey 

materialaswellasuserauthentication.Insomeexamplesthereaderdevice108mayonly 

obtainthecredentialinformationfromthecredentialdevice112,providethecredential 

informationtothecontrollerandasecureelement270performsalloftheapplication 

specificfunctionsforauthenticatingtheuserandunlockingthedoorhandle106.Inother 

examplessomeoftheapplicationspecificfunctionsmaybeexecutedbythereaderdevice 

108andsomemaybeexecutedbyasecureelement270.  

[00271 Whenauserapproachesthereaderdevice108,orwhenthereaderdevice108 

receivesausercredentialthecontroller250orotherelectroniccircuitmayselectand 

allocateasecureelement270forusewiththereaderdevice108.Thismaybeanysecure 

[0028' Inanexampleeachedgedevice230maydynamicallyreceivereferencetoa 

secureelement270thattherespectiveedgedevice230isassignedtoforarespectivesession.  

Forexamplewhenanedgedevice230needsasecureelement270,thecontroller250may 

identifyanavailablesecureelement270thatisabletoprovidethenecessaryfunctionsforthe 

respectiveedgedevice230.Thecontroller250mayalsobeimplementedasa"dispatcher 

becomingresponsiblefordispatchingmessagesordatatoarespectivesecureelement270 

shieldingthesecureelementarrayfromrespectiveedgedevices230.Thisenablesahigh 

levelofmodularityincodedevelopmentandmanagementaswellasprotectsagainstthe 

crashorterminationofanedgedevice230orotheractorwithinthesystem.  

[00291 Otherdevicesorcircuitsmaybealsoimplementedwithinthesystem200to 

monitorthelifecycleofedgedevices230orsecureelements270andimplementapolicyto 

6 

element270thatiscurrentlyavailableforexecutionofsoftwareforthereaderdevice108.
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eitherrespawnrespectivedevicesorkeepthedevicesterminatedandinformasystem 

administratorforexample.Inotherexamplesoneormoreoftheedgedevices230,the 

controller250,orsecureelements270maymonitorthelifecycleofdevicesinthesystem 

whichcanbeusedincleaninguporresettingrespectivestatesofdeviceswithinthesystem.  

[00301 Insomecasesitmaybedesirabletoimplementapplicationsandkeymaterialfor 

edgedevicesthatisnotaccessiblebytheremotedevices240orotherentities.Forexample, 

inaPACSsystemanentitymaywishtoprogramthecontroller250orsecureelements270 

withspecificauthenticationcodethatisnotaccessiblebyanyotherentitiessuchasthrough 

theremotedevices240.Tofacilitatethisthesecureelements270maybeconfiguredsuch 

thatthesecureelements270areprogrammableinhighlevellanguages.Insomeexamples, 

eventhoughthesecureelements270areresourceconstraineddevicesaruntimemaybe 

implementedthatiscapableofrunningalanguageruntimeforthesecureelements270.  

Thusanentitycandevelopanapplicationandinstalltheapplicationonthesecureelements 

270.  

[00311 Intheabovescenarioitisdesirabletolimitwhocaninstalltheseapplicationson 

thesecureelements270.Inanexampleanapplicationtobeinstalledinthesecureelements 

270mustbesignedbytheentityandthenahigherlevelorotherentitydoublysignsthe 

applicationwithcorrespondingkeys.Jftheapplicationisdoublysignedoneormoreofthe 

secureelements270orabuilt-insecureelementofthecontroller250allowstheapplication 

tobeinstalledonarespectivesecureelements270.Thisenablesentitiestoindependently 

developapplicationsandloadtheminthesecureelements270.Insomeexamplesavirtual 

installedbythesecureelements270frominterferingwitheachother.  

[00321 FIG.3isablockdiagramillustratinganexampleimplementationoftheSIG220.  

Thegateway220includescontrolcircuitry300,aprocessingelement310,andoneormore 

secureelements320,whichmaybethesecureelements270ofFIG.2.Insomecasesthe 

gateway220includesfoursecureelements320.Eachsecureelement320ofgateway220 

maybeconfiguredtoperformasamefunction.Insomeimplementationssecureelements 

320areimplemented(bothinhardwareandsoftware)toprovideahigherlevelofsecurity 

assurancethantypicalgeneral-purposemicroprocessors.Insomeimplementationssecure 

elements320areimplementedasgeneral-purposemicroprocessorswithoutprovidinghigher 

levelof S 

secuntyassurance.  
[00331 Thecontrolcircuitry300andprocessingelement310maybeconfiguredto 

7 

firewallmayalsobeimplementedbythesecureelements270topreventapplications
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implementanallocationprotocolforassigningasecureelement320toarespectiveedge 

device230.Thecontrolcircuitry300andprocessingelement310maybeimplementedby 

thecontroller250and/oronthesisterboard260.Tofacilitateuseofthesecureelements320 

withtheedgedevices230,theedgedevices230,secureelements320,protocolsandthelike 

maybeimplementedasactorsthatmanagetheirownstateandonlycommunicatewithother 

actorsinthesystemusingin-processmessaging.Theseactorsmaintaintheconfiguration 

stateoftherespectivedeviceoftheactorandalsodynamicallyreceivereferencestothe 

secureelement320theactorisassignedforagivensession.Similarlytheactorsmayget 

attached/registeredwithanactorcapableofcommunicatingusingadesiredtransportand 

applicationprotocol.  

[00341 Thecontrolcircuitry300and/ortheprocessingelement310mayexecutesoftware 

thatactsasadispatcheractorthatbecomesresponsiblefordispatchingthemessages/datato 

therelevantandappropriatesecureelement320therebyshieldingthewholearrayofsecure 

elements320fromtheactorsthatrepresenttheedgedevices230,forexample.Useofactors 

andin-processmessagingenablesahighlevelofmodularityincodedevelopmentand 

maintenanceexcellentperformanceduetozerooverheadininteractionbetweencomponents 

sincetheyareallpartofsameprocessaswellasprotectionfromanycomponent 

malfunctioning.Typicallyafaultorbuginasoftwarecomponentofaprocessleadstocrash 

oftheentireprocess.Theactormodelenablesthesystemtocontainfaultswithinindividual 

actorsandtherebyshieldtheprocessfromthefault.Thismechanismendsupproviding 

almost1000ouptimeandresiliencyfromillbehavingcomponents/actorsintheprocess.  

thenetworkconnection280.Forexamplethefirmwareofthefirstsecureelement320may 

beupdatedviaasecurityenclavesuchasatrustedexecutionenvironmentimplementedby 

theprocessingelement310.Insuchcasesthesecurityenclavemayrunapplicationsthat 

makeuseofcryptosupportandofferisolationfromthegeneralcomputingenvironment.In 

someimplementationsthesecurityenclaveimplementedbytheprocessingelement310 

includessymmetricorasymmetrickeymaterialthatisusedbythesecurityenclaveto 

communicatewithanotherdevice.Thecryptographicprocessandtechniqueusedbythe 

securityenclavetocommunicatewithdevicesisdifferentfromthecryptographicprocess 

implementedbythesecureelementsofthegateway220.  

[00361 Thenumberofsecureelements320maybelessthanthenumberofedgedevices 

230servedbythesecureelements320.Thismaybeadvantageouswhennotalledgedevices 

8 
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230areexpectedtobeactivecontemporaneously.Furtherthisfacilitatestheabilityto 

interleaverequeststoonesecureelement.Insomeexamplesonesecureelementactormay 

beassociatedwithtwoedgedeviceactors.Evenifthetwoedgedeviceactorsareactiveatthe 

sametimethetwoedgedeviceactorsmaybeatdifferentstagesofcommunication.The 

requestsfromeachedgedeviceactormaybeinterleavedtothesinglesecureelementactor.  

Forexampleatransactionmayincludeseveralcommand-responsepairsbetweenanedge 

deviceandasecureelement.Bythetimeasecureelementreturnstheresponsetocertain 

commandfromthefirstedgedevicethecontrollercouldreceivethedifferentcommandfrom 

thesecondedgedevice.Inthissituationinterleavingthecommunicationfromthetwoedge 

devicesfacilitatesefficientusageofasinglesecureelement.  

[00371 Inexamplesinwhichthesecureelements320arepositionedonasisterboard 

physicallyseparablefromthecontroller250,itisdesirabletoauthenticatethesisterboard 

whenplugginginorotherwiseconnectingthesisterboardtothecontroller250.To 

accomplishthisthecontroller250mayincludeanadditionalsecureelementbuilt-intothe 

controller250andhavingthecapabilitytobothauthenticatethearrayofsecureelements320 

andverifypolicycompatibilitywitharespectivecontroller250.Inanotherembodiment, 

ratherthanincludingabuilt-insecureelementonthecontroller250,thesecureenclave 

providedbymicroprocessorscanbeused.  

[00381 FIG.4Aillustratesanexampleworkflowforauthenticatinganarrayofsecure 

elements320byacontroller250.Inoneexampletheenclaveorbuilt-insecureelementof 

thecontroller250containsanasymmetrickeypairalongwithasignedrootdigitalcertificate.  

controller250tosendarandomnumbertosecurearrayofsecureelements.Thesecure 

elements320inthearraythenreturnthesignedrandomnumbersalongwiththecertificates 

thatwereusedbythesecureelements320.Notethateachsecureelementinthearrayhas 

differentcertificatesandkeysbutallofthecertificateshavethesameparent(root) 

certificate.Theenclaveorbuilt-insecureelementinthecontroller250thenverifiesthe 

signatureontherandomnumberandverifiesthecertificatesofthesecureelements320.This 

processwhichissimilartopublickeyinfrastructure(PKI),canbeusedbythecontroller250 

toauthenticatethesecureelements320.Thisprocessmaybeperformedwhenthesister 

boardisconnectedtothecontrollerandthenagainoralternativelyatrandomintervalsto 

protectagainstvulnerabilitiesthatariseduetoman-in-the-middleattacksforexample.  

[00391 Theaboveprocessonlyverifiestheauthenticityofthesisterboardbutitmayalso 

9 

Havingasigneddigitalcertificateenablestheenclaveorbuilt-insecureelementinthe
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bedesirableforthesisterboardtoauthenticatethecontroller250and/orthesystempolicies.  

FIG.4Billustratesanexampleworkilowforauthenticatingapolicyand/orcontroller250by 

asisterboardofsecureelements320.Thepolicymaybeauthenticatedwiththehelpofthe 

oneormoreremotedevices240.Theenclaveorbuilt-insecureelementinthecontroller250 

canauthenticatewiththeremotedevices240andobtainasignedcryptogramspecifictothe 

controller250inquestion.Thissignedcryptogramisthensenttothearrayofsecureelements 

320inthesisterboard.Onlyifthesignatureiscorrectthenthesecureelements320will 

function.Insomeexamplesthesecureelementsmayalsoincludethecapabilityofparsing 

thepolicyandonlyprovidingasubsetofthefunctionalitytothecontroller250basedonthe 

parsedpolicy.  

[00401 SomePACSsystemsareconnectedusingfull-duplexconnectionstocommunicate 

betweenreadersandthePACScontrollers.Howeverforsomeconventionalsystems 

communicationbetweenthesecureelements320andtheedgedevices230usehalf-duplex 

connections290.Inthesesystemstoensureadesirableuserexperienceitisdesirableto 

implementafull-duplexcommunicationprotocolforlegacyhalf-duplexconnections.For 

examplesomeconventionalPACSsystemsmayincludeRS-485connectionsforthe 

connections290.Intheseconventionalsystemsoneofthereaderorcontrolleractsasthe 

primarycommunicatorandtheotheractsasasecondarycommunicator.Tofacilitate 

communicationbetweentheedgedevices230andthesecureelements320,afull-duplex 

protocolmaybeimplementedforthehalf-duplexconnectionssuchthatalldevicescanactas 

primarycommunicators.  

genericuniversalasynchronousreceiver-transmitter(UART)hardwarepresentinmodem 

microcontrollerswithoutaneedforhardwaremodificationstoexistingdevices.Together 

withresolvingdatacollisionstheprotocolhelpswithmitigatingdatacorruptionthatmight 

occurbecauseofnoisyorotherwisepoorRS-485lines.Theprotocolisintendedtobeusedin 

combinationwithhigher-levelprotocolswithoutposingmajorlimitationsonthem.Inan 

opensystemsinterconnection(051)modeltheprotocolcanbeimplementedatthedata-link 

layer.Alldatasentbythesenderisacknowledgedbythereceiver.Ifaproper 

acknowledgmentisnotreceivedbythesenderinduetimetheprotocolincorporatesa 

collisionresolutionalgorithmthatresultsinsuccessfuldatadeliveryasdescribedwithrespect 

toFIG.6.  

[00421 FIGS.5A-5Carediagramsillustratingexampledataframeformatsforafull
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duplexprotocolforuseinahalf-duplexsystem.FIG.5Aillustratesadataframe500usedto 

communicatedataoverthehalf-duplexconnections.Thedataframe500isillustratedas 

including37bytesbutmayincludeanynumberofbytes.Thedataframe500includesan 

optionsbyte(FIG.5B),adatapayloadandafour-bytecyclicredundancycheck(CRC).  

Whileillustratedas32bytesthedataframe500maybeconfiguredtohaveadatapayloadof 

anysize.TheCRCmaybeusedtodetecterrorsintransmissionofthedatainthedataframe 

500.  

[00431 FIG.SBillustratesanexampleoptionsfield510foradataframe500.Theoptions 

field510includesanerrorindicatorbit,6bitsthatarereservedforfutureuse(RFU),anda 

togglebit.TheFlUbitsmaybeallocatedforanypurpose.Theerrorindictorisasinglebit 

thatindicatesanerrorinthetransmissionprotocol.Ifsetto0,theframetransfersdata.Ifset 

toonetheframeindicatesthatacriticalerrorhasoccurredonadevicesuchasanedge 

device230,andtheotherdevicesuchasthecontroller250,shouldactaccordingly.Theerror 

indicationmaybeusedinadditiontoerrordetectioninhigherlevellayersthantheprotocolis 

implemented.Thetogglebitisusedwhensendingdataframesandistoggledevery 

consecutiveframe.Thetogglebitisusedtodifferentiatebetweentwoconsecutiveframes 

withthesamedataandretransmissionofasingleframe.  

[00441 FIG.SCillustratesanexampleacknowledgementframe520providedbyareceiver 

whenadataframeissuccessfullyreceivedfromasender.Inthisexamplethe 

acknowledgementframeincludesaCRCfieldthatisacopyoftheCRCframeofthedata 

frame500.WhileillustratedasusingtheCRCfortheacknowledgementframe520,anydata 

thatthedataframe500wasreceivedbytherecipient.Forexampleanybitpatternthatboth 

relatestheacknowledgmenttothedataframe500andislargeenoughandrandomenough 

thattheprobabilitythatrandomnoiseoracorruptedframeisidentifiedasavalid 

acknowledgementisverysmall.  

[00451 Whenimplementingthecommunicationprotocoltwodifferentrolesmaybe 

staticallyassignedtothetwodevicesrole"A"androle"B".Forexamplethecontroller250 

maybeassignedtherole"A"andtheedgedevices230maybeassignedtherole"B".The 

baudratenumberofstopbitsusedandbitordermaybeagreedbetweenthedevicesin 

advance.Anestimatedtimeunit(ETU)valuefortheprotocolmayalsobedefined.TheETU 

valuemaygenerallybeselectedtobegreaterthanthetimerequiredtotransmitadataframe 

500andreceiveanacknowledgementframe520withsomeaddedmargin.Forexamplefora 
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baudrateof115200bits-per-second(bps),avalueof5millisecondsmaybeused.  

[00461 FIG.6isaflowchartillustratingamethod600fortransmittingdataaccordingtoa 

full-duplexprotocolonahalf-duplexconnection.Whensendingadataframe500,adevice 

mustwaituntilthelineisidle.Oncethelineisidlethedataframeistransmittedwiththe 

specifiednumberofbytes.Whenreceivingaframethespecifiednumberofbytesis 

receivedandthenthedevicewaitsforthelinetobecomeidle.Whenidlingbothnodesarein 

receptionmode(step602)andwaitingtoreceivedata.OncereceivedtheCRCofthe 

receiveddataframe500ischecked.IftheCRCisincorrectthenodebeginsreceiving 

anotherdataframe.IftheCRCiscorrectthenodetransmitsthecorresponding 

acknowledgementandstartsreceivinganotherdataframe.Whenanewdataframeis 

receiveditischeckediftheCRCoftheframeisequaltotheCRCofthelastreceivedframe 

iftherewasone.Incasetheymatchtheframeisconsideredaduplicateandisnotreportedto 

higherlayers.Anacknowledgmentisstillsentforduplicateframes.  

[00471 Whensendingadataframe500,atstep604,thedevicestopsthereceptionmode.  

Atstep606,thedataframe500issentusingthespecifiednumberofbytes.Following 

transmissionofthedataframe500,thedevicewaitsuntileitheranacknowledgementis 

received(step608)oranETUhasexpired(step610).IfanETUhasexpiredpriorto 

receivingtheacknowledgementmethod600proceedstostep614.Iftheacknowledgement 

issuccessfullyreceivedmethod600proceedstostep612andcheckstheCRCofthe 

acknowledgementframe520.IftheCRCdoesnotmatchthatofthetransmitteddataframe 

500,themethod600proceedstostep614.IftheCRCmatchesthedataframe500was 

Atstep614,thedeviceroleischecked.Ifthedeviceisarole"A"devicethemethod600 

returnstostep606andretransmitsthedataframe500.Ifthedeviceisarole"B"devicethe 

deviceproceedstostep616andentersreceptionmodefortwoETUstominimizecollisions 

onthelineandthenreturnstostep606toretransmitthedataframe500.Method600 

providesafull-duplexprotocolthatresolvescollisionsforuseonahalf-duplexline.  

[0048J FIG.7illustratesablockdiagramofanexamplemachine700uponwhichanyone 

ormoreofthetechniques(e.g.,methodologies)discussedhereinmayperform.Forexample, 

themachine700canbeanyoneormoreoftheedgedevices230,thecontroller250,orthe 

secureelements270.Examplesasdescribedhereinmayincludeormayoperatebylogic 

oranumberofcomponentsormechanismsinthemachine700.Circuitry(e.g.,processing 

circuitry)isacollectionofcircuitsimplementedintangibleentitiesofthemachine700that 
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includehardware(e.g.,simplecircuitsgateslogicetc.).Circuitrymembershipmaybe 

flexibleovertime.Circuitriesincludemembersthatmayaloneorincombinationperform 

specifiedoperationswhenoperating.Inanexamplehardwareofthecircuitrymaybe 

immutablydesignedtocarryoutaspecificoperation(e.g.,hardwired).Inanexamplethe 

hardwareofthecircuitrymayincludevariablyconnectedphysicalcomponents(e.g., 

executionunitstransistorssimplecircuitsetc.)includingamachinereadablemedium 

physicallymodified(e.g.,magneticallyelectricallymoveableplacementofinvariantmassed 

particlesetc.)toencodeinstructionsofthespecificoperation.Inconnectingthephysical 

componentstheunderlyingelectricalpropertiesofahardwareconstituentarechangedfor 

examplefromaninsulatortoaconductororviceversa.Theinstructionsenableembedded 

hardware(e.g.,theexecutionunitsoraloadingmechanism)tocreatemembersofthe 

circuitryinhardwareviathevariableconnectionstocarryoutportionsofthespecific 

operationwheninoperation.Accordinglyinanexamplethemachinereadablemedium 

elementsarepartofthecircuitryorarecommunicativelycoupledtotheothercomponentsof 

thecircuitrywhenthedeviceisoperating.Inanexampleanyofthephysicalcomponents 

maybeusedinmorethanonememberofmorethanonecircuitry.Forexampleunder 

operationexecutionunitsmaybeusedinafirstcircuitofafirstcircuitryatonepointintime 

andreusedbyasecondcircuitinthefirstcircuitryorbyathirdcircuitinasecondcircuitry 

atadifferenttime.Additionalexamplesofthesecomponentswithrespecttothemachine700 

follow.  

[00491 Inalternativeembodimentsthemachine700mayoperateasastandalonedevice 

machine700mayoperateinthecapacityofaservermachineaclientmachineorbothin 

sewer-clientnetworkenvironments.Inanexamplethemachine700mayactasapeer 

machineinpeer-to-peer(P2P)(orotherdistributed)networkenvironment.Themachine700 

maybeapersonalcomputer(PC),atabletPCaset-topbox(STB),apersonaldigital 

assistant(PDA),amobiletelephoneawebapplianceanetworkrouterswitchorbridgeor 

anymachinecapableofexecutinginstructions(sequentialorotherwise)thatspecifyactions 

tobetakenbythatmachine.Furtherwhileonlyasinglemachineisillustratedtheterm 

machine"shallalsobetakentoincludeanycollectionofmachinesthatindividuallyor 

jointlyexecuteaset(ormultiplesets)ofinstructionstoperformanyoneormoreofthe 
methodologiesdiscussedhereinsuchascloudcomputingsoftwareasaservice(SaaS),other 

computerclusterconfigurations.  
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[00501 Themachine(e.g.,computersystem)700mayincludeahardwareprocessor702 

(e.g.,acentralprocessingunit(CPU),agraphicsprocessingunit(GPU),ahardware 
processorcoreoranycombinationthereof),amainmemory704,astaticmemory(e.g., 

memoryorstorageforfirmwaremicrocodeabasic-input-output(BIOS),unifiedextensible 

firmwareinterface(UEFJ),etc.)706,andmassstorage708(e.g.,harddrivetapedriveflash 

storageorotherblockdevices)someorallofwhichmaycommunicatewitheachothervia 

aninterlink(e.g.,bus)730.Themachine700mayfurtherincludeadisplayunit710,an 

alphanumericinputdevice712(e.g.,akeyboard),andauserinterface(UJ)navigationdevice 

714(e.g.,amouse).Inanexamplethedisplayunit710,inputdevice712andUJnavigation 

device714maybeatouchscreendisplay.Themachine700mayadditionallyincludea 

storagedevice(e.g.,driveunit)708,asignalgenerationdevice718(e.g.,aspeaker),a 

networkinterfacedevice720,andoneormoresensors716,suchasaglobalpositioning 

system(GPS)sensorcompassaccelerometerorothersensor.Themachine700mayinclude 

anoutputcontroller728,suchasaserial(e.g.,universalserialbus(USB),parallelorother 

wiredorwireless(e.g.,infrared(IR),nearfieldcommunication(NFC),etc.)connectionto 

communicateorcontroloneormoreperipheraldevices(e.g.,aprintercardreaderetc.).  

[00511 Registersoftheprocessor702,themainmemory704,thestaticmemory706,or 

themassstorage708maybeorincludeamachinereadablemedium722onwhichisstored 

oneormoresetsofdatastructuresorinstructions724(e.g.,software)embodyingorutilized 

byanyoneormoreofthetechniquesorfunctionsdescribedherein.Theinstructions724may 

alsoresidecompletelyoratleastpartiallywithinanyofregistersoftheprocessor702,the 

bythemachine700.Inanexampleoneoranycombinationofthehardwareprocessor702, 

themainmemory704,thestaticmemory706,orthemassstorage708mayconstitutethe 

machinereadablemedia722.Whilethemachinereadablemedium722isillustratedasa 
~9 

singlemediumthetermmachinereadablemediummayincludeasinglemediumor 
multiplemedia(e.g.,acentralizedordistributeddatabaseand/orassociatedcachesand 

sewers)configuredtostoretheoneormoreinstructions724.  

[00521 Thetermmachinereadablemediummayincludeanymediumthatiscapableof 

storingencodingorcanyinginstructionsforexecutionbythemachine700andthatcause 

themachine700toperformanyoneormoreofthetechniquesofthepresentdisclosureor 

thatiscapableofstoringencodingorcarryingdatastructuresusedbyorassociatedwithsuch 

instructions.Non-limitingmachinereadablemediumexamplesmayincludesolid-state 
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memoriesopticalmediamagneticmediaandsignals(e.g.,radiofrequencysignalsother 

photonbasedsignalssoundsignalsetc.).Inanexampleanon-transitorymachinereadable 

mediumcomprisesamachinereadablemediumwithapluralityofparticleshavinginvariant 

(e.g.,rest)massandthusarecompositionsofmatter.Accordinglynon-transitorymachine
readablemediaaremachinereadablemediathatdonotincludetransitorypropagating 

signals.Specificexamplesofnon-transitorymachinereadablemediamayinclude:non

volatilememorysuchassemiconductormemorydevices(e.g.,ElectricallyProgrammable 

Read-OnlyMemory(EPROM),ElectricallyErasableProgrammableRead-OnlyMemory 

(EEPROM))andflashmemorydevicewmagneticdiskssuchasinternalharddisksand 

removabledisksmagneto-opticaldisksandCD-ROMandD~VD-ROMdisks.  

[00531 Theinstructions724maybefurthertransmittedorreceivedoveracommunications 

network726usingatransmissionmediumviathenetworkinterfacedevice720utilizingany 

oneofanumberoftransferprotocols(e.g.,framerelayinternetprotocol(IP),transmission 

controlprotocol(TCP),userdatagramprotocol(UDP),hypertexttransferprotocol(HTTP), 

etc.).Examplecommunicationnetworksmayincludealocalareanetwork(LAN),awide 

areanetwork(WAN),apacketdatanetwork(e.g.,theInternet),mobiletelephonenetworks 

(e.g.,cellularnetworks),PlainOldTelephone(POTS)networksandwirelessdatanetworks 
(e.g.,InstituteofElectricalandElectronicsEngineers(WEE)802.11familyofstandards 

knownasWi-Fi®),IEEE802.16.4familyofstandardspeer-to-peer(P2P)networksamong 

others.Inanexamplethenetworkinterfacedevice720mayincludeoneormorephysical 

jacks(e.g.,Ethernetcoaxialorphonejacks)oroneormoreantennastoconnecttothe 

pluralityofantennastowirelesslycommunicateusingatleastoneofsingle-inputmultiple

output(SIMO),multiple-inputmultiple-output(MIMO),ormultiple-inputsingle-output 

(MISO)techniques.Theterm"transmissionmedium"shallbetakentoincludeanyintangible 

mediumthatiscapableofstoringencodingorcarryinginstructionsforexecutionbythe 

machine700,andincludesdigitaloranalogcommunicationssignalsorotherintangible 

mediumtofacilitatecommunicationofsuchsoftware.Atransmissionmediumisamachine 

readablemedium.  

[00541 Theabovedescriptionincludesreferencestotheaccompanyingdrawingswhich 

formapartofthedetaileddescription.Thedrawingsshowbywayofillustrationspecific 

embodimentsinwhichtheinventioncanbepracticed.Theseembodimentsarealsoreferred 

tohereinasexamples."Suchexamplescanincludeelementsinadditiontothoseshownor 
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described.Howeverthepresentinventorsalsocontemplateexamplesinwhichonlythose 

elementsshownordescribedareprovided.Moreoverthepresentinventorsalsocontemplate 

examplesusinganycombinationorpermutationofthoseelementsshownordescribed(or 

oneormoreaspectsthereof),eitherwithrespecttoaparticularexample(oroneormore 

aspectsthereof),orwithrespecttootherexamples(oroneormoreaspectsthereof)shownor 

describedherein.  

[0055] Inthisdocumenttheterm"or,, isusedtorefertoanonexclusiveorsuchthat 

"AorB''S "AbutnotB,"Bbutnot/k,"and"AandBunlessotherwiseindicated.  

TheAbstractisprovidedtoallowthereadertoquicklyascertainthenatureofthetechnical 

disclosure.Itissubmittedwiththeunderstandingthatitwillnotbeusedtointerpretorlimit 

thescopeormeaningoftheaspects.AlsointheaboveDetailedDescriptionvarious 

featuresmaybegroupedtogethertostreamlinethedisclosure.Thisshouldnotbeinterpreted 

asintendingthatanunclaimeddisclosedfeatureisessentialtoanyclaim.Ratherinventive 

subjectmattermaylieinlessthanallfeaturesofaparticulardisclosedembodiment.Thus 

thefollowingaspectsareherebyincorporatedintotheDetailedDescriptionasexamplesor 

embodimentswitheachaspectstandingonitsownasaseparateembodimentanditis 

contemplatedthatsuchembodimentscanbecombinedwitheachotherinvarious 

combinationsorpermutations.Thescopeoftheinventionshouldbedeterminedwith 

referencetotheappendedaspectsalongwiththefullscopeofequivalentstowhichsuch 
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CLADVIS 

Whatisclaimedis: 

1. Asystemforprovidingsecureexecutionofsystemfunctionsforedgedevicesthe 

systemcomprising: 

acontrollerconfiguredtoconnectforcommunicationwithapluralityofedgedevices, 

eachedgedeviceconfiguredtoobtaindataforanapplicationofthesystemthe 

controllerfurtherconfiguredtoreceivethedatafromeachofthepluralityofedge 

devicesand 

anarrayofsecureelementsconnectabletothecontrollerwhereinthearrayofsecure 

elementsisconfiguredtoexecutefunctionsusingthedatareceivedfromtheplurality 

ofedgedevices 

whereinthecontrollerisconfiguredtoassociateanidentifiedsecureelementofthe 

arrayofsecureelementswitharespectiveedgedeviceofthepluralityofedgedevices 

toexecutethefunctionsfordatareceivedfromtherespectiveedgedeviceand 

whereinthecontrollerisconfiguredtocommunicatearesultoftheexecutedfunctions 

totherespectiveedgedevice.  

2. ThesystemofClaim1whereinthecontrollerisconfiguredtoconnectfor 

communicationtoeachofthepluralityofedgedevicesthroughaconnectioncomprising 

EthernetWi-FiRS-485,oruniversalserialbus(USB).  

39 ThesystemofClaim1or2whereinthesystemisaphysicalaccesscontrolsystem 

andthepluralityofedgedevicesarereadersphysicallyco-locatedwithaphysicalaccess 

device.  

4. Thesystemofanyprecedingclaimwhereinatotalnumberofthepluralityofedge 

devicesisgreaterthanatotalnumberofthesecureelements.  

5. ThesystemofClaim4whereinthecontrollerisconfiguredtoassociateatleasttwo 

ofthepluralityofedgedeviceswithasinglesecureelementofthearrayofsecureelements, 

andwhereinthesinglesecureelementisconfiguredtointerleavecommunicationsfromtheat 

leasttwoofthepluralityofedgedevices.  

17 
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6. Thesystemofanyprecedingclaimwhereinthepluralityofsecureelementsare 

positionedonasisterboardandwhereinthesisterboardphysicallyconnectstothecontroller 

andcommunicateswiththecontrollerviaoneormorebusprotocols.  

7. ThesystemofClaim6whereinthecontrollerisconfiguredtoverifyauthenticityof 

thesisterboardusingatleastonecertificatesignedbyeachofthesecureelementsofthe 

arrayofsecureelements.  

8. ThesystemofClaim6or7whereinthesisterboardisconfiguredtoauthenticatethe 

controllerbyverifyingacryptographicsignatureofapolicycryptogramreceivedfromthe 

controllerviaoneormoreremotesourcesthatmanagethepolicy.  

9. Thesystemofanyprecedingclaimwhereinthesecureelementsareprogrammableto 

performcustomfunctionsandwhereinthesecureelementsofthearrayofsecureelements 

areconfiguredtoverifyauthenticityofthecustomfunctionstopermittheinstallationand 

executionofthecustomfunctions.  

10. Thesystemofanyprecedingclaimfurthercomprisingthepluralityofedgedevices.  

11. Amethodforprovidingsecureexecutionoffunctionsforapluralityofedgedevices 

inaninternet-of-things(JoT)systemthemethodcomprising: 

receivingbyacontrolleroftheJoTsystemdatafromarespectiveedgedeviceofthe 

associatinganidentifiedsecureelementofanarrayofsecureelementsconnectedto 

thecontrollerwiththerespectiveedgedevice 

providingthereceiveddatatotheidentifiedsecureelementwhereinthesecure 

elementexecutesfunctionsusingthedata;and 

communicatingviathecontrolleraresultoftheexecutedfunctionsoftheidentified 

secureelementtotherespectiveedgedevice.  

12. ThemethodofClaim11,whereintheJoTsystemisaphysicalaccesscontrolsystem 

andthepluralityofedgedevicesarereadersphysicallyco-locatedwithaphysicalaccess 

device.  
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13. ThemethodofClaim11or12,whereinthecontrollerisconnectedtocommunicate 
Wi-Fioruniversalserialbus 

withtherespectiveedgedeviceusinganRS-485,Ethernet, e 

(USB)connection.  

14. ThemethodofanyofClaims11to13,whereinatotalnumberofthepluralityofedge 

devicesisgreaterthanatotalnumberofthesecureelementsandwhereinthecontrolleris 

configuredtoassociateatleasttwoofthepluralityofedgedeviceswithasinglesecure 

elementofthearrayofsecureelementsandwhereinthesinglesecureelementisconfigured 

tointerleavecommunicationsfromtheatleasttwoofthepluralityofedgedevices.  

15. ThemethodofanyofClaims11to14,whereinthepluralityofsecureelementsare 

positionedonasisterboardwhereinthesisterboardphysicallyconnectstothecontrollerand 

communicateswiththecontrollerviaoneormorebusprotocols.  

16. ThemethodofClaim15,furthercomprisingverifyingauthenticityofthesisterboard 

bythecontrollerusingatleastonecertificatesignedbyeachofthesecureelementsofthe 

arrayofsecureelements.  

17. Anon-transitorycomputerreadablemediumcomprisingexecutableprogramcode, 

thatwhenexecutedbyoneormoreprocessorscausestheoneormoreprocessorsto: 

receivedatafromarespectiveedgedeviceofapluralityofedgedevicesofanJoT 

associateanidentifiedsecureelementofanarrayofsecureelementswiththe 

respectiveedgedevice 

providethereceiveddatatotheidentifiedsecureelementwhereinthesecureelement 

executesfunctionsusingthedatwand 

communicatearesultoftheexecutedfunctionsoftheidentifiedsecureelementtothe 

respectiveedgedevice.  

18. Thenon-transitorycomputerreadablemediumofClaim17whereintheexecutable 

programcodefurthercausestheoneormoreprocessorstoassociateatleasttwoofthe 

pluralityofedgedeviceswithasinglesecureelementofthearrayofsecureelements, 
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whereinthesinglesecureelementisconfiguredtointerleavecommunicationsfromtheat 

leasttwoofthepluralityofedgedevices.  

19. Aphysicalaccesscontrolsystemcomprising: 

acontrollerconfiguredtoconnecttoeachofapluralityofreaderstoreceive 

credentialinformationtherefromeachofthepluralityofreaderspositionedto 

communicatewithacredentialdevicetoreceiverespectivecredentialinformation 

therefromforcontrollingaccesstoarespectivesecuredareausingtherespective 

credentialinformationand 

anarrayofsecureelementsconfiguredtoexecuteuserauthenticationusingthe 

credentialinformationreceivedfromthepluralityofreaders 

whereinthecontrollerisconfiguredassociateanidentifiedsecureelementofthearray 

ofsecureelementswitharespectivereaderofthepluralityofreaderstoperformuser 

authenticationusingthecredentialinformationreceivedfromtherespectivereader 

and 

whereinthecontrollerisconnectedtocommunicatearesultoftheuserauthentication 

totherespectivereader.  

20. ThephysicalaccesscontrolsystemofClaim19,furthercomprisingthepluralityof 

21. ThephysicalaccesscontrolsystemofClaim19or20,whereinthecontrolleris 

configuredtoconnectforcommunicationtoeachofthepluralityofreadersthrougha 

connectioncomprisingEthernet, S 

Wi-FiRS-485,oruniversalserialbus(USB).  
22. ThephysicalaccesscontrolsystemofanyofClaims19to21whereinatotalnumber 

ofthepluralityofreadersisgreaterthanatotalnumberofthesecureelements.  

23. ThephysicalaccesscontrolsystemofClaim22,whereinthecontrollerisconfigured 

toassociateatleasttwoofthepluralityofreaderswithasinglesecureelementofthearrayof 

secureelementsandwhereinthesinglesecureelementisconfiguredtointerleave 

communicationsfromtheatleasttwoofthepluralityofreaders.  
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24. Amethodfortransmittingdatausingacollision-resistantfull-duplexcommunication 

protocoloverahalf-duplexconnectionthemethodcomprising: 

endingadatareceptionmodeforafirstdevicetransmittingthedata; 

transmittingbythefirstdeviceadataframeoverthehalf-duplexconnectionfor 

receiptbyaseconddevice 

monitoringbythefirstdeviceforanacknowledgementfromtheseconddevicethe 

acknowledgementcomprisingacyclicredundancycheckvaluefromthetransmitted 

dataframe, 

determiningthatthedataframeneedstoberetransmitte& 

identifyingadeviceroleofthefirstdeviceand 

retransmittingthedataframeatatimeaccordingtotheidentificationofthedevice 

role.  

25. ThemethodofClaim24,whereinthehalf-duplexconnectionisanRS-485 
S 

connection.  

26. ThemethodofClaim24or25whereinthefirstdeviceisacontrollerofaphysical 

accesscontrolsystemandwhereintheseconddeviceisareaderofthephysicalaccess 

27. ThemethodofanyofClaims24to26,whereinthedataframecomprisesanoptions 

fieldapayloadfieldandacyclicredundancycheckfieldandwhereindeterminingthatthe 

dataframeneedstoberetransmittedcomprises: 

receivingtheacknowledgmentfromtheseconddevice 

comparingtheacknowledgmenttothecyclicredundancycheckfieldofthedata 

frameand 

determiningthatthedataframeneedstoberetransmittediftheacknowledgement 

doesnotmatchthecyclicredundancycheckfield.  

21 
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28. ThemethodofanyofClaims24to26,whereindeterminingthatthedataframeneeds 

toberetransmittedcomprisesfailingtoreceivingbythefirstdevicetheacknowledgement 

framefromtheseconddevicewithinaspecifiedtimeperiod.  

29. Anon-transitorycomputerreadablemediumcomprisingexecutableprogramcode, 

thatwhenexecutedbyoneormoreprocessorscausestheoneormoreprocessorsto: 

endadatareceptionmodeofafirstdevice 

transmitadataframefromthefirstdeviceoverahalf-duplexconnectionforreceipt 

byaseconddevice 

monitorforanacknowledgementfromtheseconddevicetheacknowledgement 

comprisingacyclicredundancycheckvaluefromthetransmitteddataframe 

determinethatthedataframeneedstoberetransmitte& 

identifyadeviceroleofthefirstdeviceand 

retransmitthedataframeatatimeaccordingtotheidentificationofthedevicerole.  

30. Thenon-transitorycomputerreadablemediumofClaim29whereinthedataframe 

comprisesanoptionsfieldapayloadfieldandacyclicredundancycheckfieldandwherein 

determiningthatthedataframeneedstoberetransmittedcomprises: 

comparingtheacknowledgmenttothecyclicredundancycheckfieldofthedata 

frameand 

determiningthatthedataframeneedstoberetransmittediftheacknowledgement 

doesnotmatchthecyclicredundancycheckfield.  

31. Thenon-transitorycomputerreadablemediumofClaim29whereindeterminingthat 

thedataframeneedstoberetransmittedcomprisesfailingtoreceivetheacknowledgement 

framefromtheseconddevicewithinaspecifiedtimeperiodfromtheseconddevice.  
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