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ABSTRACT 

A method, comprising: 

obtaining, by an authoritative directory router in an information centric network 

(ICN), a publish message associated with a publisher node and comprising: 

an identifier associated with a content item; and 

a first anchor prefix for a first anchor directory router for the publisher 

node; 

determining that a bidirectional code for the identifier falls within an authoritative 

code range assigned to the authoritative directory router; and 

updating, in response to the bidirectional code falling within the authoritative code 

range, a local code repository associated with the authoritative directory 

router with the first anchor prefix and the identifier.



DIRECTORY ASSISTED ROUTING OF CONTENT IN AN 

INFORMATION CENTRIC NETWORK 

BACKGROUND 

[00011 The modem day Internet architecture is designed around a host-centric 

communication model. However, as the number of devices connected to 

networks continues to increase, and as the data traffic continues to increase, a 

new architecture for the Internet will be needed that puts content at the core of 

its design in order to alleviate the problems seen with scaling content 

distribution, mobility, security, caching and trust in host-centric networks. It is 

desired to address this or at least provide a useful alternative.  

SUMMARY 

[00021 In general, in one aspect, the one or more embodiments of the invention 

are directed towards a method. The method comprises: obtaining, by an 

authoritative directory router in an information centric network (ICN), a 

publish message associated with a publisher node and comprising: an identifier 

associated with a content item; and a first anchor prefix for a first anchor 

directory router for the publisher node; determining that a bidirectional code 

for the identifier falls within an authoritative code range assigned to the 

authoritative directory router; and updating, in response to the bidirectional 

code falling within the authoritative code range, a local code repository 

associated with the authoritative directory router with the first anchor prefix 

and the identifier.  

[00031 In general, in one aspect, the one or more embodiments of the invention 

are directed towards an information centric network (ICN). The ICN comprises 

a first anchor directory router comprising a first anchor prefix, a second anchor 

directory router comprising a second anchor prefix, and an authoritative 

directory router. The first anchor directory router is configured to: obtain a 

publish message comprising an identifier associated with a content item; 

1



determine a bidirectional code for the content item is outside an authoritative 

code range assigned to the first anchor directory router; insert the first anchor 

prefix into the publish message; and forward the publish message based on 

interval routing and the bidirectional code. The second anchor directory router 

is configured to: obtain a lookup message comprising the identifier; determine 

the bidirectional code for content item is outside an authoritative code range 

assigned to the second anchor directory router; insert the second anchor prefix 

into the lookup message; and forward the lookup message based on interval 

routing and the bidirectional code. The authoritative directory router 

configured to: obtain the publish message and the lookup message; determine 

the bidirectional code for the identifier falls within an authoritative code range 

assigned to the authoritative directory router; generate, in response to the 

lookup message, a lookup reply message comprising the identifier, the first 

anchor prefix in the publish message, and the second anchor prefix in the 

lookup message; and forward the lookup reply message based on the second 

anchor prefix in the lookup reply message and prefix routing.  

[00041 In general, in one aspect, the one or more embodiments of the invention 

are directed towards a method. The method comprises: obtaining, by a first 

anchor directory router (ADR) in an information centric network (ICN), a 

publish message comprising a first identifier associated with a first content 

item; determining, by the first ADR, a first bidirectional code for the first 

identifier is outside an authoritative code range assigned to the first ADR; 

inserting, by the first ADR and in response to determining the first bidirectional 

code is outside the authoritative code range assigned to the first ADR, a first 

anchor prefix of the first ADR into the publish message; forwarding the publish 

message comprising the first anchor prefix based on the first bidirectional code 

and interval routing; and obtaining a publish acknowledge message comprising 

the first anchor prefix and generated by a first authoritative directory router in 

the ICN, wherein the first bidirectional code falls within an authoritative code 

range assigned to the first authoritative directory router, and wherein the 
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publish acknowledgement message transits through the ICN based on the first 

anchor prefix in the publish acknowledge message and prefix routing.  

[00051 Other aspects of the embodiments will be apparent from the following 

description and the appended claims.  

BRIEF DESCRIPTION OF DRAWINGS 

[00061 FIGS. 1A, 1B, and IC show one or more information centric networks 

(ICNs) in accordance with one or more embodiments of the invention.  

[00071 FIGS. 2A and 2B show messages exchanged within an ICN in accordance 

with one or more embodiments of the invention.  

[00081 FIG. 3A and FIG. 3B show messages exchanged within an ICN in 

accordance with one or more embodiments of the invention.  

[00091 FIG. 4A and FIG. 4B show messages exchanged within an ICN in 

accordance with one or more embodiments of the invention.  

[00101 FIGS. 5A, 5B, and FIG. 5C show routers and repositories within an ICN 

in accordance with one or more embodiments of the invention.  

[00111 FIG. 6 and FIG. 7 show flowcharts in accordance with one or more 

embodiments of the invention.  

[00121 FIG. 8 shows an example in accordance with one or more embodiments 

of the invention.  

[00131 FIG. 9 shows a computer system in accordance with one or more 

embodiments of the invention.  

DETAILED DESCRIPTION 

[00141 In the following detailed description of embodiments, numerous specific 

details are set forth in order to provide a more thorough understanding of the 

disclosed technology. However, it will be apparent to one of ordinary skill in 

the art that the disclosed technology may be practiced without these specific 
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details. In other instances, well-known features have not been described in detail 

to avoid unnecessarily complicating the description.  

[00151 Throughout the application, ordinal numbers (e.g., first, second, third, 

etc.) may be used as an adjective for an element (i.e., any noun in the 

application). The use of ordinal numbers is not to imply or create any particular 

ordering of the elements nor to limit any element to being only a single element 

unless expressly disclosed, such as by the use of the terms "before", "after", 

"single", and other such terminology. Rather, the use of ordinal numbers is to 

distinguish between the elements. By way of an example, a first element is 

distinct from a second element, and the first element may succeed (or precede) 

the second element in an ordering of elements.  

[00161 One or more embodiments of the invention are directed towards an 

information centric network (ICN) including multiple directory routers. Each 

content item (e.g., image file, video file, audio file, executable file, pdf 

document, spreadsheet, webpage, etc.) that is accessible via the ICN is associated 

with a bidirectional code (e.g., a space filling curve code). Moreover, each 

directory router may be labelled with a prefix and each directory router may be 

assigned one or more intervals of bidirectional codes (i.e., one or more 

authoritative code ranges). Messages transit within the ICN based on prefix 

routing and/or interval routing. The use of prefix routing and/or interval routing 

avoids large routing tables that plague host-centric networks. The use of prefix 

routing and/or interval routing also avoids the need for pending interest tables 

(PITs) and flooding operations often found in existing ICNs. These are technical 

improvements to at least the technical fields of computer networks and data 

management.  

[00171 FIG. 1A shows a system (100) in accordance with one or more 

embodiments of the invention. As shown in FIG. 1A, the system (100) has 

multiple components including one or more publisher nodes (i.e., publisher node 

1 (105A), publisher node 2 (105B), publisher node R (105R)) and one or more 
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subscriber nodes (i.e., subscriber node 1 (185A), subscriber node 2 (185B), and 

subscriber node N (185N)). Each publisher node (105A, 105B, 105R) and each 

subscriber node (185A, 185B, 185N) may correspond to a computing device 

(e.g., personal computer (PC), tablet PC, server, smart phone, mainframe, kiosk, 

etc.). Moreover, each of the publisher nodes (105A, 105B, 105R) and each of 

the subscriber nodes (185A, 185B, 185N) may also be referred to as a host.  

Further, each publisher node (105A, 105B, 105R) and each subscriber node 

(185A, 185B, 185N) may have a unique identity (e.g., unique name, unique serial 

number, etc.).  

[00181 In one or more embodiments, each publisher node (105A, 105B, 105R) 

publishes (e.g., makes available) one or more content items (e.g., image file, 

video file, audio file, executable file, pdf document, spreadsheet, webpage, etc.).  

The number and type of content items published by a publisher node may change 

over time. In one or more embodiments, each subscriber node (108A, 185B, 

185R) seeks access to one or more of the content items. In other words, the 

publisher nodes (105A, 105B, 105R) are effectively sources of content items 

while the subscriber nodes (185A, 185B, 185N) are effectively consumers of the 

content items.  

[00191 Still referring to FIG. 1A, the publisher nodes (105A, 105B, 105R) and 

the subscriber nodes (185A, 185B, 185N) are connected by the ICN (125). The 

ICN (125) may be of any size including wired and/or wireless segments. The 

number of publisher nodes and subscriber nodes connected to the ICN (125) may 

change over time.  

[00201 FIG. lB shows the ICN (125) in accordance with one or more 

embodiments of the invention. As shown in FIG. 2A, the ICN (125) includes 

multiple directory routers (i.e., directory router C (110C), directory router G 

(1OG), directory router L (1OL), directory router Q (1OQ), directory router N 

(lION)). Although each directory router is shown as being directly connected to 

another directory router, in one or more embodiments, there are one or more 
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intermediate (non-directory) routers in some of the paths from one directory 

router to another directory router (discussed below).  

[00211 In one or more embodiments of the invention, the directory routers (1OC, 

1OG, 1OL, 11OQ, 1ION) form a hierarchy (e.g., tree). Specifically, directory 

router C (1OC) is the root, directory router L (1OL) and directory router G 

(1OG) are both children of directory router C (110C), and directory router Q 

(11OQ) and directory router N (1ION) are both children of directory router L 

(1OL). The hierarchy (e.g., tree) many have any number of levels and there 

many be any number of directory routers within a single level.  

[00221 In one or more embodiments, each directory router (1OC, 1OG, 1OL, 

11OQ, 1ION) in the ICN (125) is labelled with a unique prefix. The prefix of a 

directory router includes the prefix of its parent directory router plus at least one 

additional digit to distinguish the directory router from its siblings. For example, 

directory router C (11OC) is the parent of both directory router L (11OL) and 

directory router G (11OG). The prefix of directory router C (11OC) is "0". The 

prefix of directory router G (1OG) is "00", while the prefix of directory router 

L (1OL) is "01". The initial "0" in "00" and "01" is the prefix of parent directory 

router C (110C).  

[00231 As another example, the directory router L (1OL) is the parent of both 

directory router Q (11OQ) and directory router N (1ON). The prefix of directory 

router L (1OL) is "01" The prefix of directory router Q (11OQ) is "010", while 

the prefix of directory router N (1ON) is "011". The initial "01" in "010" and 

"011" is the prefix of directory router L (1OL).  

[00241 A directory router (1OC, 1OG, 1OL, 11OQ, 1ION) is aware of the prefix 

assigned to its parent directory router and the prefix assigned to one or more of 

its child directory routers. A directory router (1OC, 1OG, 1OL, 1IOQ, 1ION) 

may also be aware of the prefixes assigned to some other directory routers in the 

ICN (126) (i.e., directory routers other than its parent or children). In one or 

more embodiments, when each directory router (1OC, 1OG, 1OL, 1IOQ, 
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1ION) is labeled with a prefix, prefix routing may be utilized to exchange 

messages between directory routers and/or hosts.  

[00251 In one or more embodiments, in prefix routing, the directory router in 

possession of the message ("possession directory router") compares the prefix of 

the destination directory router ("destination prefix"), as specified within the 

message, with the prefixes of directory routers known to the possession directory 

router. The possession directory router may send the message to the known 

directory router with the prefix that best matches the destination prefix. In one 

or more embodiments, the best matching prefix is the prefix that has the most 

overlap with destination prefix in the message. If there is no overlap between 

the destination prefix and the prefixes known to the possession directory router, 

the possession directory router may send the message to its parent directory 

router.  

[00261 In one or more embodiments of the invention, one or more of the directory 

routers (1OC, 1OG, 1OL, 11OQ, 1ION) maintain authoritative code ranges.  

Each code range is an interval of real numbers (e.g., whole numbers) and there 

is no overlap between code ranges. An authoritative code range may be assigned 

to a directory router. Moreover, a directory router (1OC, 1OG, 1OL, 11OQ, 

I1ON) may assign (e.g., delegate) some or all of its code range to one or more 

child directory routers.  

[00271 For example, directory router C (1OC) may be assigned the code range 

[0, 255]. Directory router C (1OC) may then assign code range [0, 150] to child 

directory router L (1OL) and code range [201-255] to child directory router G 

(1OG), while keeping code range [151, 200] for itself. Directory router L 

(1OL) may assign code range [0-50] to child directory router N (I1ON) and 

assign code range [51-99] to child directory router Q (IIOQ), while keeping code 

range [100-150] for itself. None of the assigned code ranges overlap.  

[00281 During establishment of the ICN (125), each directory router may initially 

assume it is a parent directory router has the prefix "0". However, as each 
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directory router discovers other directory routers, the parent-child hierarchy will 

start to form. For example, for directory routers x and y, x is a parent to y if 

lexicographically identity of x|< identity of yl.  

[00291 As discussed above, each publisher node (105A, 105B, 105R) publishes 

one or more content items for consumption by one or more subscriber nodes 

(185A, 185B, 185C). Each content item is associated with an identifier. The 

identifier may be a name of the content item (e.g., dog.jpg). Additionally or 

alternatively, the identifier may be a URL or include directory information of the 

content item (e.g., website.com/directory/sub-directory/newDocument.pdf).  

[00301 In one or more embodiments of the invention, one or more of the directory 

routers (110C, 110G, 110L, 110Q, 110N) are configured to generate a 

bidirectional code from the identifier of a content item. In other words, one or 

more of the directory routers (110C, 110G, 110L, 110Q, 110N) execute a 

function, where the input to the function is the identifier of the content item and 

the output of the function is the bidirectional code. The bidirectional code may 

be a 1-dimensional (ID) numerical value. Each bidirectional code will fall 

within one and only one of the assigned code ranges. If two identifiers are similar 

(e.g., two content items with similar file names), the corresponding bidirectional 

codes will be a short distance apart. The bidirectional code may be a space filling 

curve code (e.g., Hilbert space filling curve code). The function used to 

calculated the bidirectional code may be changed at any time.  

[00311 In one or more embodiments, the bidirectional codes and the assigned 

authoritative code ranges enable interval routing within the ICN (125).  

Specifically, if a message is associated with a bidirectional code, and if the 

directory router in possession of the message has assigned an authoritative code 

range that includes the bidirectional code to a child directory router, the directory 

router may forward the message to the child directory router. Otherwise, if a 

message is associated with a bidirectional code, and if the directory router in 

possession of the message has neither assigned an authoritative code range that 
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includes the bidirectional code to a child directory router nor maintains an 

authoritative code range that includes the bidirectional code, the directory router 

may forward the message to its parent directory router. The process may repeat 

until the directory router in possession of the message is also the directory router 

that maintains the authoritative code range that includes the bidirectional code.  

In one or more embodiments, at any given time, the bidirectional code with fall 

within one and only one code range (i.e., the bidirectional code falls outside all 

but one of the code ranges).  

[00321 In one or more embodiments, when the ICN (125) is being established, 

each directory router assumes it is the authoritative directory router for the entire 

bidirectional code space. However, once the hierarchy of directory routers is 

formed, each directory router will become the authoritative directory router only 

for the portion of the code space assigned to the directory router by its parent 

directory router.  

[00331 FIG. IC shows the ICN (126) in accordance with one or more 

embodiments of the invention. The ICN (126) is similar to ICN (125), discussed 

above in reference to FIG. 1A and FIG. 1B. As shown in FIG. IC, the ICN (126) 

includes one or more intermediate routers (i.e., intermediate router A (120A), 

intermediate router B (120B), intermediate router D (120D), intermediate router 

E (220E), intermediate router F (120F), intermediate router H (120H), 

intermediate router I (1201), intermediate router J (120J), intermediate router K 

(120K), intermediate router M (120M)) along the path linking one directory 

router to another directory router. Moreover, one or more intermediate routers 

may also be along the path linking a host (e.g., publisher node 1 (105A)) to a 

directory router.  

[00341 In one or more embodiments, a host (e.g., publisher node 1 (105A), 

subscriber node 1 (185A)) registers its presence with one of the directory routers.  

Following registration, the directory router becomes the anchor directory router 

for the host. In one or more embodiments, a directory router must be within a 
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threshold number of hops (e.g., 2 hops) from the host in order to be an anchor 

directory router for the host. For example, in FIG. IC, directory router N (1ION) 

is the anchor directory router for publisher node 1 (105A), while directory router 

C (1OC) is the anchor directory router for subscriber node 1 (185A). Moreover, 

the prefix of an anchor directory router may be referred to as the anchor prefix.  

[00351 In one or more embodiments of the invention, nearby directory routers 

known to a host are referred to as landmark directory routers. For example, in 

FIG. IC, directory router L (1OL) is a landmark directory router for publisher 

node 1 (105A). In one or more embodiments, the anchor directory router for a 

host is also considered a landmark directory router for the host. The prefix of a 

landmark directory router may be referred to as a landmark prefix.  

[00361 As discussed above, each content item is associated with an identifier, and 

each directory router is configured to generate a bidirectional code from the 

identifier. As also discussed above, one or more of the directory routers (1OC, 

11OG, 11OL, 11OQ, 1ION) maintain non-overlapping code ranges. If the 

bidirectional code for a content item falls within the code range maintained by a 

directory router, the directory router may be referred to as the authoritative 

directory router for the bidirectional code. The authoritative directory router 

may be different from the anchor directory router and also different from the 

landmark directory router. For example, in FIG. IC, directory router N (1ION) 

is the anchor directory router for publisher node 1 (105A), directory router L 

(11OL) is one landmark directory router for publisher node 1 (105A), and director 

router G (11OG) may be the authoritative directory router for a content item 

published by publisher node 1 (105A) (i.e., the bidirectional code for the content 

item falls within the code range maintained by directory router G (1OG)).  

[00371 In one or more embodiments of the invention, a single directory router 

may simultaneously operate as an authoritative director router for a code range, 

an anchor directory router for one or more hosts, and a landmark directory router 

for one or more hosts. A message that transits the ICN (126) may pass multiple 
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directory routers. These directory routers along the transit path may be referred 

to as intermediate directory routers.  

[00381 In one or more embodiments, each directory router (110C, 1OG, 1OL, 

1ION, 110Q) and each intermediate router (120A, 120B, 120D, 120E, 120F, 

120H, 1201, 120J, 120K, 120M) include one or more interfaces. An interface is 

a direct connection or path to a neighbor router or host. For example, directory 

route L (1OL) has three interfaces: Il, 12, 13. Il connects directory router L 

(1OL) to intermediate router F (120F). 12 connects directory router L (1OL) to 

intermediate router J (120J). 13 connects directory router L (1OL) to directory 

router C (110C).  

[00391 FIG. 2A shows a publish message (210) in accordance with one or more 

embodiments of the invention. The publish message (210) may be generated by 

a publisher node when the publisher node is ready to publish a content item. The 

publish message (210) may also be generated by another directory router 

temporarily caching the content item (discussed below). As shown in FIG. 2A, 

the publish message may include multiple fields including the content identifier 

(212), the publisher node identity (214) (e.g., name given to publisher node, 

serial number of publisher node, etc.), the publisher anchor prefix (216) (i.e., the 

prefix for the anchor directory router of the publisher node), and one or more 

landmark prefixes (218) (i.e., the prefixes of the landmark directory routers, if 

any, known to the publisher node when the publish message (210) is generated).  

The publish message (210) may include additional data (not shown) including a 

random pseudo number (i.e., nonce) to prevent replay attacks and a sequence 

number to keep track of subsequent update messages. The publish message 

(210) may traverse the ICN (126) through interval routing. In one or more 

embodiments, the destination of the publish message (210) is the authoritative 

directory router maintaining the code range that includes the bidirectional code 

for content identifier (212) (discussed below).  
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[00401 FIG. 2B shows a publish acknowledgment (ACK) message (220) in 

accordance with one or more embodiments of the invention. The publish 

acknowledgement message (220) may be generated by an authoritative directory 

router in response to the publish message (210). The publish ACK message 

(220) has multiple fields including the content identifier (220) and the publisher 

anchor prefix (216) from the publish message (210). The publish ACK message 

(220) may also include additional data related a nonce and a sequence number 

(not shown). The destination of the publish ACK message (220) is the anchor 

directory of the publisher node. Accordingly, the publish ACK message (220) 

may be routed through the ICN (126) using prefix routing, the link cost 

repositories (discussed below), and the publisher anchor prefix (216).  

[00411 FIG. 3A shows a lookup message (310) in accordance with one or more 

embodiments of the invention. As shown in FIG. 3A, the lookup message (310) 

may be generated by a subscriber node seeking a content item. As shown in FIG.  

3A, the lookup message (310) includes the identifier (312) of the requested 

content item, the subscriber anchor prefix (316) (i.e., the prefix of the anchor 

directory router for the subscriber node), and the identity (399) of the subscriber 

node. The lookup message (310) may also include additional data (not shown) 

related to a nonce and sequence number. The lookup message (310) may 

traverse the ICN (126) through interval routing, and the destination of the lookup 

message (310) may be the authoritative directory router maintaining the code 

range that includes the bidirectional code for content identifier (312) (discussed 

below).  

[00421 FIG. 3B shows a lookup reply message (320) in accordance with one or 

more embodiments of the invention. The lookup reply message (320) may be 

generated by an authoritative directory router (or another directory router) in 

response to the lookup message (310). The lookup reply message (320) has 

multiple data items from the lookup message (310) including the content 

identifier (312), the subscriber anchor prefix (316), and the subscriber node 
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identity (399). The lookup reply message (320) also includes the identity of the 

publisher node that published the requested content item (325), the publisher 

anchor prefix (327) (i.e. the prefix for the anchor directory router of the publisher 

node), and publisher landmark prefixes (329) (i.e., prefixes for landmark 

directory routers known to the publisher node). The data structure (e.g., n-tuple) 

including the publisher node identity (325), the publisher anchor prefix (327), 

and the publisher landmark prefixes (329) may be referred to a content item 

profile (377).  

[00431 In one or more embodiments, the requested content item may be 

published by multiple publisher nodes. In such scenarios, there may be multiple 

instances of the content item profile (377) in the lookup reply message (320), 

which with each instance corresponding to one of the multiple publisher nodes.  

[00441 In one or more embodiments, the lookup reply message (320) includes 

additional data (not shown) including a nonce and sequence number. The final 

destination of the lookup reply message (320) may be the subscriber node that 

generated the lookup message (310). Accordingly, the lookup reply message 

(320) may be routed through the ICN (126) to the subscriber anchor directory 

using prefix routing, the link cost repositories (discussed below), and the 

subscriber anchor prefix (316) in the lookup reply message (320). The subscriber 

anchor directory may then route the lookup reply message (320) (or at least some 

of its data) to the subscriber node based on the subscriber node identity (399) in 

the lookup reply message (320). Additionally or alternatively, a router close to 

the subscriber node may redirect the lookup reply message (320) to the 

subscriber node bypassing the anchor directory router for the subscriber node.  

[00451 FIG. 4A shows a data request message (410) in accordance with one or 

more embodiments of the invention. The data request message (410) may be 

generated by a subscriber node based on the data in the lookup reply message 

(320). As shown in FIG. 4A, the data request message (410) includes an 

identifier (411) of the content item, an identity (413) of the publisher node that 
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published the requested content item, publisher landmark prefixes (415) (i.e., 

prefixes of the landmark directory routers known to the publisher node), the 

publisher anchor prefix (498) (i.e., prefix of the anchor directory router for the 

publisher node), the identity of the subscriber node (417) generating the data 

request message (410), subscriber landmark prefixes (419) (i.e., prefixes of the 

landmark directory routers known to the subscriber node when the data request 

message (410) was generated), and the subscriber anchor prefix (497) (i.e., the 

prefix of the anchor directory router for the subscriber node). In one or more 

embodiments, the data request message (410) includes additional data (not 

shown) including a nonce and sequence number.  

[00461 The intended destination of the data request message (410) is one of the 

publisher nodes for the content item. Accordingly, the data request message 

(420) may be routed through the ICN (126) to the publisher anchor directory 

router or one of the publisher landmark directory routers using prefix routing, 

the link cost repositories (discussed below), and the publisher anchor prefix 

(498) or one of the publisher landmark prefixes (415) in the data request message 

(410). The subscriber node may forward the data request message to the most 

suitable immediate neighbor router, which might or might not be the anchor 

directory for the subscriber node, in the direction of the publisher anchor prefix 

(498) or one or more of the publisher landmark prefixes (415). Upon eventual 

receipt of the data request message (410), the publisher anchor directory router 

(or landmark directory router) may then route the data request message (410) (or 

at least some of its data) to the publisher node based on the publisher node 

identity (413). Additionally or alternatively, a router close to the publisher node 

may redirect the data request message (410) to the publisher node bypassing the 

publisher anchor directory router and/or the publisher landmark directory 

routers.  

[00471 FIG. 4B shows a data reply message (450) in accordance with one or more 

embodiments of the invention. The data reply message (450) may be generated 
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by the publisher node based on the data in the data request message (410). As 

shown in FIG. 4B, the data reply message (450) includes much of the data from 

the data request message (410). However, the data reply message (450) also 

includes the content item (499) itself.  

[00481 The intended destination of the data reply message (450) is the subscriber 

node that requested the content item (499). Accordingly, the data reply message 

(450) may be routed through the ICN (126) to the subscriber anchor directory 

router or one of the subscriber landmark directory routers using prefix routing, 

the link cost repositories (discussed below), and the subscriber anchor prefix 

(497) or one of the subscriber landmark prefixes (419) in the data reply message 

(450). The publisher node may forward the data reply message to the most 

suitable immediate neighbor router, which might or might not be the anchor 

directory for the publisher node, in the direction of the subscriber anchor prefix 

(497) or one or more of the subscriber landmark prefixes (419). Upon eventual 

receipt of the data reply message (450), the subscriber anchor directory router 

(or subscriber landmark directory router) may then route the data reply message 

(450) (or at least some of its data) to the subscriber node based on the subscriber 

node identity (417). Additionally or alternatively, a router close to the subscriber 

node may redirect the data reply message (450) to the publisher node bypassing 

the subscriber anchor directory router and/or the subscriber landmark directory 

routers.  

[00491 Unlike other ICN networks that rely on large Forward Information Base 

and Pending Interest Tables, the data request message (410) and the data reply 

message (450) include landmark directory prefixes (415, 419) (which include 

anchor directory prefixes) that aid in scalable, robust, and efficient routing at 

each hop. In other words, the ICN (126) does not require Forward Information 

Base and Pending Interest Tables.  

[00501 FIG. 5A shows a directory router (510) in accordance with one or more 

embodiments of the invention. The directory router (510) may correspond to 
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any of the directory routers (1OC, 1OG, 1OL, I1ON, 11OQ) discussed above 

in reference to FIG. lB. As shown in FIG. 5A, the directory router (510) has 

multiple repositories. These repositories may be implemented using any type of 

data structure (e.g., tables, linked lists, databases, etc.).  

[00511 In one or more embodiments, the link cost repository (511) has multiple 

entries. One or more entries may include the identity of another directory router, 

the prefix of the other directory router, the number of hops required to reach the 

other directory router from the directory router (510), the next router in the path 

to reach the other directory router (i.e., there is a direct connection between the 

next router and the directory router (510)), and the interface connecting the 

directory router (510) to the next router. Additionally, one or more entries may 

include the identity of a host (i.e., publisher node or subscriber node), the number 

of hops required to reach the host, the next router in the path to reach the host, 

and the interface connecting the directory router (510) to the next router.  

[00521 FIG. 5B shows an example of the link cost repository (511). Specifically, 

FIG. 5B may be the link cost repository in directory router L (1OL), discussed 

above in reference to FIG. B and FIG. IC. As shown in FIG. 5B, in order to 

forward a message (e.g., publish message, publish ACK message, lookup 

message, lookup reply message, data request message, data reply message, etc.) 

to publisher node 1 (105A), the message can be forwarded to intermediate router 

J (120J), which is directly connected to directory router L (1OL) via interface 

12. The message would then be forwarded by intermediate router J (120J) to 

intermediate router K (120K), and then forwarded by intermediate router K 

(120K) to publisher node 1 (O05A).  

[00531 As also shown in FIG. 5B, in order to forward a message to directory 

router C (1OC), there are two options known to directory router L (1OL). One 

option requires 1 hop ("shorter path"), the other option requires 3 hops ("longer 

path"). For the shorter path, the message can be forwarded via interface 13, which 

directly connects directory router L (1OL) with directory route C (1OC). For 
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the longer path, the message can be forwarded to intermediate router F (120F), 

which is directly connected to directory router L (11OL) via interface Il. The 

message would then be forwarded by intermediate router F (120F) to 

intermediate router E (120E), and then forwarded by intermediate router E 

(120E) to directory router C (110C). In one or more embodiments, when there 

are multiple paths to the same destination, the path with the smallest number of 

hops is utilized. If there are multiple paths of equal hops, a path may be selected 

at random.  

[00541 Though skilled in the art, having the benefit of this detailed description, 

will appreciate that the link cost repository of any router may be generated and 

updated via the router broadcasting HELLO messages.  

[00551 Returning to FIG. 5A, in one or more embodiments, the directory router 

(510) includes the interval repository (515). The interval repository stores the 

one or more code ranges being maintained by the directory router. In other 

words, the directory router (510) is the authoritative directory router for the code 

ranges in the interval repository (515). In one or more embodiments, the interval 

repository (515) also stores the code ranges, if any, that have been delegated to 

the child directory routers.  

[00561 In one or more embodiments, the local routing repository (515) stores the 

content item identifier and the publisher node identity extracted from each 

publish message received by the directory router (510), even if the directory 

router (510) is not the authoritative directory for the bidirectional code 

corresponding to the content item. Entries in the local routing repository (515) 

may be used to respond to lookup request messages obtained by the directory 

router (510) even if the directory router (510) is not the authoritative directory 

router.  

[00571 In one or more embodiments, the local code repository (517) stores the 

content item identifier, the publisher node identity, the publisher anchor prefix, 

and the publisher landmark prefixes extracted from some of the publish messages 
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received by the directory router (510) (discussed below). As discussed above in 

reference to FIG. 3B, the publisher node identity, the publisher anchor prefix, 

and the publisher landmark prefixes together may be referred to as a content item 

profile. In one or more embodiments, there are multiple publisher nodes for the 

same content item. In such embodiments, there may be multiple content item 

profiles stored in the local code repository (517) for the same content item, each 

corresponding to a different publisher node, it's anchor directory, and it's 

landmark prefixes.  

[00581 In one or more embodiments, entries in both the local routing repository 

(515) and the local code repository (517) expire. However, entries in the local 

routing repository (515) expire much faster than entries in the local code 

repository (517).  

[00591 In one or more embodiments of the invention, the directory router (510) 

includes the content items cache (519). Upon obtaining a data reply message, 

the content items cache (519) may store a copy of the content item in the data 

reply message, even if the directory router (510) is not the intended destination 

of the data reply message (e.g., the directory router (510) is an intermediate 

directory router). For example, if the directory router (510) obtains a threshold 

number of data reply messages with the same content item, this indicates there 

is great demand for the content item, and the directory router (510) may store a 

copy of the content item in the content items cache (519). In such scenarios, the 

directory router (510) may generate and forward its own publish message for the 

content item, effectively becoming, at least temporarily, another publisher node 

for the content item. This additional publish message may include the prefix of 

the intermediate directory router and the prefixes of one or more landmark 

directory routers known to the intermediate directory router. This is an example 

of opportunistic caching.  

[00601 FIG. 5C shows an intermediate router (550) in accordance with one or 

more embodiments of the invention. The intermediate router (550) may 
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correspond to any of the intermediate routers (120A, 120B, 120D, 120E, 120F, 

120H, 1201, 120J, 120K, 120M) discussed above in reference to FIG. IC. As 

shown in FIG. 5C, the intermediate router (510) has multiple repositories. These 

repositories may be implemented using any type of data structure (e.g., tables, 

linked lists, databases, etc.). Link cost repository (511) and the local routing 

repository (515) in the intermediate router (550) are similar to those in the 

directory router (510). Further, each publisher node and/or subscriber node itself 

may have their own link cost repository.  

[00611 FIG. 6 shows a flow chart in accordance with one or more embodiments 

of the invention. The process depicted in FIG. 6 may be performed by one of 

the directory routers, discussed above in reference to FIG. 1B. In one or more 

embodiments, one or more of the steps shown in FIG. 6 may be omitted, 

repeated, and/or performed in a different order than the order shown in FIG. 6.  

Accordingly, the scope of the present disclosure should not be considered limited 

to the specific arrangement of steps shown in FIG. 6.  

[00621 Initially, the directory router obtains a publish message (STEP 605). The 

publish message may have been generated by a publisher node to register a 

content item (i.e., make the content item available to subscriber nodes). As 

discussed above, the publish message includes the identifier of a content item, 

the identity of the publisher node, and possibly publisher landmark prefixes 

(i.e., prefixes for landmark directory routers known to the publisher node when 

the publish message was generated).  

[00631 In STEP 610, the local routing repository of the directory router is 

updated. Updating the local routing repository may include extracting the 

publisher node identity and the identifier of the content item being published 

by the publish node, and then storing these extracted data elements in the local 

routing repository.  

[00641 In STEP 615, a bidirectional code for the content item identifier is 

calculated. As discussed above, the identifier may be a name of the content 
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item (e.g., dog.jpg). Additionally or alternatively, the identifier may be a URL 

or include directory information of the content item (e.g., 

website.com/directory/sub-directory/newDocument.pdf). The bidirectional 

code is a ID numerical value for the identifier. For example, the bidirectional 

code may correspond to a space filling curve code (e.g., Hilbert space filling 

curve code).  

[00651 In STEP 620, it is determined whether the directory router is the 

authoritative directory router for the bidirectional code. In other words, if the 

directory router maintains an authoritative code range, it is determined whether 

the bidirectional code falls within the code range. When it is determined that 

the bidirectional code falls with the authoritative code range managed by the 

directory router, and thus the directory router is the authoritative directory 

router for the bidirectional code, the process proceeds to STEP 625. When it is 

determined that the bidirectional code falls outside the code range managed by 

the directory router (or the directory router does not manage any code range), 

the directory router is not the authoritative directory router for the bidirectional 

code, and the process proceeds to STEP 635. Code ranges managed by the 

directory router may be stored in the directory router's interval repository.  

[00661 In STEP 625, the local code repository is updated based on the publish 

message. Updating the local code repository may include extracting the 

publisher node identity, the identifier of the content item, the publisher anchor 

prefix, and the publisher landmark prefixes from the publish message, and 

storing these items in the local code repository. The data structure (e.g., n

tuple) including at least the publisher node identity, the publisher anchor prefix, 

and the publisher landmark prefixes, if any, may be referred to as the content 

item profile and it is this data structure (e.g., n-tuple) that is stored in the local 

code repository with the content item identifier.  

[00671 In STEP 630, a publish ACK message is generated. The publish ACK 

message includes the identifier associated with the content item and the 
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publisher anchor prefix from the publish message. The directory router may 

forward the publish ACK message using the publisher anchor prefix and prefix 

routing. Specifically, the directory router includes include a link cost repository 

(discussed above), showing paths to one or more directory routers and the 

prefixes of the directory routers. The publish ACK message may be forwarded 

to the directory router with the prefix best matching the publish anchor prefix 

in the publish ACK message. The publish ACK message may continue to be 

routed until it reaches the anchor directory router for the publisher (i.e., the 

anchor directory router labeled with the publisher anchor prefix).  

[00681 In STEP 635, it is determined whether the directory router is the anchor 

directory router for the publisher node. In one or more embodiments, the 

directory router maintains a data structure (e.g., table) of publisher nodes for 

which the directory router acts as an anchor directory. When it is determined 

that the directory router is not the anchor directory router for the publisher node, 

the process proceeds to STEP 640. When it is determined that the directory 

router is the anchor directory router for the publisher node, the process proceeds 

to STEP 645.  

[00691 In STEP 645, the directory router, which has now been determined to also 

be the anchor directory router for the publisher node, inserts its prefix (i.e., 

publisher anchor prefix) into the publish message. The directory router may 

also generate and send a publish ACK message to the publisher node.  

[00701 In STEP 641, the local code repository is updated based on the publish 

message. STEP 641 is essentially the same as STEP 625. In STEP 640, the 

directory router forwards the publish message based on interval routing.  

Specifically, if directory router was never assigned a code range that included 

the bidirectional code, then the directory router forwards the publish message 

to its parent directory router. If the directory router previously assigned a code 

range including the bidirectional code to a child directory router, the directory 

router forwards the publish message to the child directory router.  
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[00711 Those skilled in the art, having the benefit of this detailed description, 

will appreciate that the process shown in FIG. 6 may be executed by each 

directory router in the ICN that obtains the publish message. Those skilled in 

the art, having the benefit of this detailed description, will also appreciate that 

by updating the local code repository of both the anchor directory router (STEP 

641) and the authoritative directory router (STEP 625) based on the publish 

message, the content item will remain registered with the ICN even if either the 

anchor directory router or the authoritative directory router is disconnected 

from the ICN.  

[00721 In one or more embodiments, multiple publisher nodes may publish the 

same content item with the same identifier. In such embodiments, the 

authoritative directory router for the bidirectional code corresponding to the 

identifier may receive multiple publish messages. Accordingly, the local code 

repository have multiple content item profiles (i.e., multiple, publisher node 

identities, multiple anchor prefixes, and multiple sets of landmark prefixes) for 

a single content item identifier.  

[00731 In one or more embodiments of the invention, a directory router that is 

neither the authoritative directory router nor the anchor directory router (e.g., 

intermediate directory router) still updates its local code repository based on 

the publish message (i.e., stores a content item profile in its local code 

repository for the content item referenced in the publish message). This is an 

example of opportunistic caching. For example, if the directory router obtains 

a threshold number of publish messages with the same content identifier, the 

directory router may start updating its local code repository based on future 

publish messages with the same content identifier. As another example, if the 

directory router obtains a threshold number of publish messages generated by 

the same publisher node for the same or different content items, the directory 

router may start updating its local code repository based on future publish 

messages generated by the publisher node. This too is an example of 
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opportunistic caching. Additionally, the directory router may look for other 

patterns or consider other policies that trigger opportunistic caching.  

[00741 It is possible that one or more directory routers in the ICN may fail and/or 

be removed at any time. In one or more embodiments of the invention, routers 

including directory routers periodically or sporadically broadcast HELLO 

messages. These HELLO messages may be used to assign new prefixes to the 

remaining directory routers (i.e., the directory routers still in the ICN). In one or 

more embodiments of the invention, a publisher node republishes its content 

items periodically or sporadically using the process (or a similar process) shown 

in FIG. 6. By republishing the content items, this ensures all the prefixes (e.g., 

prefixes of anchor directory routers, prefixes of landmark directory routers, etc.) 

in the content item profiles stored in local code repositories are updated with the 

newly assigned prefixes.  

[00751 FIG. 7 shows a flow chart in accordance with one or more embodiments 

of the invention. The process depicted in FIG. 7 may be performed by one of 

the directory routers, discussed above in reference to FIG. 1B. In one or more 

embodiments, one or more of the steps shown in FIG. 7 may be omitted, 

repeated, and/or performed in a different order than the order shown in FIG. 7.  

Accordingly, the scope of the present disclosure should not be considered limited 

to the specific arrangement of steps shown in FIG. 7. One or more steps in FIG.  

7 may be performed after the process shown in FIG. 6 is executed.  

[00761 Initially, a lookup message is obtained (STEP 705). The lookup message 

may be generated by a subscriber node seeking a content item. The lookup 

message may include the identity of the subscriber node, the subscriber anchor 

prefix (i.e., the prefix for the anchor directory router of the subscriber node), 

and the identifier of the content item.  

[00771 In STEP 715, the bidirectional code for the identifier is calculated. The 

bidirectional code is a ID numerical value for the identifier. For example, the 
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bidirectional code may correspond to a space filling curve code (e.g., Hilbert 

space filling curve code).  

[00781 In STEP 720, it is determined whether the directory router is the 

authoritative directory router for the bidirectional code. In other words, if the 

directory router maintains a code range, it is determined whether the 

bidirectional code falls within the code range. When it is determined that the 

bidirectional code falls with the code range managed by the directory router, 

and thus the directory router is the authoritative directory router for the 

bidirectional code, the process proceeds to STEP 730. When it is determined 

that the bidirectional code falls outside the code range managed by the directory 

router (or the directory router does not manage any code range), the directory 

router is not the authoritative directory router for the bidirectional code, and the 

process proceeds to STEP 725. Code ranges managed by the directory router 

may be stored in the directory router's interval repository.  

[00791 In STEP 725, it is determined whether the identifier of the content item is 

in the local code repository of the directory router. For example, if the directory 

router is the anchor directory for the publisher node that published the content 

item then the content item identifier is likely to be in the local code repository 

(discussed above in reference to STEP 641 of FIG. 6). When it is determined 

that the local code repository includes the content item identifier the process 

proceeds to STEP 730. When it is determined that the local code repository 

does not include the content item identifier, the process proceeds to STEP 740.  

[00801 In STEP 730, one or more content item profiles corresponding to the 

content item identifier are retrieved from the local code repository. Each 

content item profile may be an n-tuple (or another data structure) with at least 

the identity of a publisher node of the content item, the publisher anchor prefix, 

and the publisher landmark prefixes, if any.  

[00811 In STEP 735, a lookup reply message is generated. The lookup reply 

message may include the content item identifier and the subscriber anchor 
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prefix, as extracted from the lookup message. The lookup reply message also 

includes the one or more content item profiles retrieved from the local code 

repository. The directory router forwards the lookup reply message based on 

the subscriber anchor prefix and prefix routing. Specifically, the directory 

router includes include a link cost repository, discussed above, showing paths 

to one or more directory routers and the prefixes of the directory routers. The 

lookup reply message may be forwarded to the directory router with the prefix 

best matching the subscriber anchor prefix. The lookup reply message may 

continue to be routed until it reaches the anchor directory router for the 

subscriber (i.e., the anchor directory router labeled with the subscriber anchor 

prefix) and/or the subscriber node itself.  

[00821 In STEP 740, it is determined whether the directory router is the anchor 

directory router for the subscriber node. In one or more embodiments, the 

directory router maintains a data structure (e.g., table) of subscriber nodes for 

which the directory router acts as an anchor directory. When it is determined 

that the directory router is not the anchor directory router for the subscriber 

node, the process proceeds to STEP 750. When it is determined that the 

directory router is the anchor directory router for the subscriber node, the 

process proceeds to STEP 645.  

[00831 In STEP 745, the directory router which has now been determined to be 

the anchor directory router for the subscriber node, inserts its prefix (i.e., 

subscriber anchor prefix) into the lookup message.  

[00841 In STEP 750, the directory router forwards the lookup message based on 

the bidirectional code for the identifier and interval routing. Specifically, if 

directory router was never assigned a code range that included the bidirectional 

code, then the directory router forwards the lookup message to its parent 

directory router. If the directory router previously assigned a code range 

including the bidirectional code to a child directory router, the directory router 

forwards the lookup message to the child directory router.  
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[00851 In one or more embodiments of the invention, as the lookup reply message 

transits through the ICN back to the subscriber node, the lookup reply message 

may pass through one or more intermediate directory routers. Upon obtaining 

the lookup reply message, one or more of these intermediate directory routers 

may store a copy of the content item profile(s) from the lookup reply message, 

even if the directory router is not the anchor directory router for the subscriber 

node. For example, if the intermediate directory router obtains a threshold 

number of lookup messages or lookup reply messages associated with the same 

content item, this indicates there is great demand for the content item, and the 

intermediate directory router may store a copy of the content item profile(s) in 

its local code repository. In such scenarios, the intermediate directory router 

may respond to lookup messages for the content item (i.e., generate lookup reply 

messages) that it obtains in the future, reducing the burden on authoritative 

directory router associated with the content item and reducing the likelihood of 

success of a denial of service attack on the authoritative directory router. This 

too is an example of opportunistic caching.  

[00861 FIG. 8 shows an example in accordance with accordance with one or more 

embodiments of the invention. FIG. 8 is essentially the same as FIG. IC, except 

FIG. 8 also includes subscriber node 2 (185B).  

[00871 In this example, directory router N (1ION) is the anchor directory router 

for publisher node 1 (105A), directory router C (1OC) is the anchor directory 

router for subscriber node 1 (185A), and directory router Q (11OQ) is the anchor 

directory router for subscriber node 2 (185B). Also in this example, publisher 

node 1 (105A) wishes to publisher a video clip (199) with identifier 

"game.mpep", and directory router G (11OG) is the authoritative directory 

router for the code range that includes the bidirectional code for "game.mpeg".  

[00881 Initially, publisher node 1 (105A) generates a publish message for the 

video clip and forwards the publish message to its anchor directory router (i.e., 

directory router N (1iON)). The publish message include the identifier 
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"game.mpeg" and the identity of the publisher node "1". Directory router N 

(1ION) inserts its anchor prefix "011" into the publish message. Directory 

router N (1ION) also calculates the bidirectional code for "game.mpeg". Then, 

through interval routing, the publish message is routed to the authoritative 

directory router for the bidirectional code of identifier "game.mpeg" (i.e., 

directory router G (1OG)). The route taken by the publish message (as part of 

the interval routing) is routers N-K-J-L-C-B-D-G. Along this route, directory 

router L (1OL) and directory router C (1OC) also calculate the bidirectional 

code for the identifier "game.mpeg" in order to perform the interval routing.  

[00891 The authoritative directory router (directory router G (1OG)) generates a 

content item profile with the publisher anchor prefix "011" and the publisher 

identity "0". The authoritative directory router also stores the content item 

profile with the content identifier "game.mpeg" into its local code repository.  

Further, the authoritative directory router also generates a publish ACK 

message with the publisher anchor prefix "011" from the publish message and 

the content identifier. The publish ACK message is routed back to the publisher 

anchor directory router (i.e., directory router N (1ION)) based on prefix routing 

for "011". The route taken by the publish ACK message (as part of the prefix 

routing) is routers G-D-B-C-L-J-K-N.  

[00901 At a future time, subscriber node 1 (185A) wishes to consume the video 

clip with identifier "game.mpeg". Accordingly, subscriber node 1 (185A) 

generates a lookup request including the identifier "game.mpep" and the 

subscriber node identity "1", and forwards the lookup request to its anchor 

directory router (i.e., directory router C (110C)). Directory router C (1OC) 

inserts its anchor prefix "0" into the lookup message. Directory router C 

(1OC) also calculates the bidirectional code for "game.mpeg", and then 

through interval routing, the lookup message is routed to the authoritative 

directory router for the bidirectional code of identifier "game.mpeg" (i.e., 
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directory router G (1OG)). The route taken by the lookup message (as part of 

the interval routing) is routers C-B-D-G.  

[00911 Upon receiving the lookup message and based on the content identifier 

"game.mpeg" in the lookup message, the authoritative directory router 

(directory router G (11OG)) retrieves the corresponding content item profile 

from its local code repository. As discussed above, the content item profile 

includes the publisher identity "1" and the publisher anchor prefix "011".  

Further, the authoritative directory router (i.e., directory router G (1OG)) 

generates a lookup reply message that includes the publisher anchor prefix 

"011", the publisher identity "1", the subscriber anchor prefix "0" from the 

lookup message and the subscriber identity "1" also from the lookup message.  

The lookup reply message is routed using prefix routing and subscriber prefix 

"0" back to the directory router C (110C), which forwards it to subscriber node 

1 (185A). The route taken by the lookup reply message (as part of the interval 

routing) is routers G-D-B-C.  

[00921 Upon receiving the lookup request message, subscriber node 1 (185A) 

generates a data request message. The data request message includes 

subscriber anchor prefix "0", subscriber identity "1", publisher anchor prefix 

"011" (from the lookup reply message), and publisher identity "1" (from the 

lookup reply message). The data request message is routed using prefix routing 

and the publisher anchor prefix "011." Upon reaching intermediate router K 

(120K) in transit to the publisher anchor directory (i.e., directory router N 

(1ION)), the data request message may be forwarded directly from intermediate 

router K (120K) to publisher node 1 (105A) (bypassing the publisher anchor 

directory). The route taken by the data request message (as part of the interval 

routing) is routers C-L-J-K then publisher node 1.  

[00931 Upon receiving the data request message, publisher node 1 (105A) 

generates a data reply message. The data reply message is similar to the data 

request message except the data reply message also includes the video clip. The 
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data request message is routed using prefix routing and the subscriber anchor 

prefix "0." Upon receipt, directory router C (1OC) forwards the data reply 

message, or at least the video clip, to subscriber node 1 (185A) for consumption 

(e.g., display).  

[00941 When the publish message was in transit to directory router G (1OG), it 

passed through directory router L (1OL). Directory router L (1OL) may have 

generated a content item profile based on publish message and stored the content 

item profile and the identifier "game.mpeg" in its local code repository.  

However, the publish message still continued to directory router G (1OG).  

[00951 At a future time, subscriber node 2 (185B) wishes to consume the video 

clip with identifier "game.mpeg". Accordingly, subscriber node 2 (185B) 

generates a lookup request including the identifier "game.mpep" and the 

subscriber node identity "2", and forwards the lookup request to its anchor 

directory router (i.e., directory router Q (11OQ)). Directory router Q (11OQ) 

inserts its anchor prefix "010" into the lookup message. Directory router C 

(110C) also calculates the bidirectional code for "game.mpeg", and then 

through interval routing, the lookup message is routed towards the authoritative 

directory router for the bidirectional code of identifier "game.mpeg" (i.e., 

directory router G (110G)).  

[00961 As part of the interval routing, the lookup message passes through 

directory router L (110L). Although directory router L (110L) is not the 

authoritative directory router for the bidirectional code corresponding to 

"game.mpeg", directory router L (1OL) does have a content item profile for the 

"game.mpeg" from when the publish message was issued. Accordingly, 

directory router L (110L) is able to respond to the lookup message from 

subscriber node 2 (185B) with a lookup reply message. The lookup reply 

message includes the publisher anchor prefix "011", the publisher identity "1", 

the subscriber anchor prefix "010" from the lookup message and the subscriber 

identity "2" also from the lookup message. The lookup reply message is routed 
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using prefix routing and subscriber prefix "010" back to the directory router Q 
(11OQ), which forwards it to subscriber node 2 (185A).  

[00971 Upon receiving the lookup request message, subscriber node 2 (185B) 

generates a data request message. The data request message includes 

subscriber anchor prefix "010", subscriber identity "2", publisher anchor prefix 

"011" (from the lookup reply message), and publisher identity "1" (from the 

lookup reply message). Assume subscriber node 2 (185B) is aware of directory 

route L (11OL) and thus considers directory router L (11OL) as a landmark 

directory. Accordingly, the data request message will also include the 

landmark prefix "01" (i.e., the prefix of landmark directory router (1OL)).  

[00981 The data request message is routed using prefix routing and the publisher 

anchor prefix "011." Upon reaching intermediate router K (120K) in transit to 

the publisher anchor directory (i.e., directory router N (1ION)), the data request 

message may be forwarded directly from intermediate router K (120K) to 

publisher node 1 (105A) (bypassing the publisher anchor directory).  

[00991 Upon receiving the data request message, publisher node 1 (105A) 

generates a data reply message. The data reply message is similar to the data 

request message (and includes the publisher landmark prefix "01") except the 

data reply message also includes the video clip. The data request message is 

routed using prefix routing and the publisher landmark prefix "01". Upon 

receipt, directory router L (1OL) forwards the data reply message, or at least the 

video clip, to subscriber node 2 (185B) for consumption (e.g., display), 

bypassing the subscriber anchor directory (i.e., directory router Q (11OQ)).  

[001001 Embodiments of the present disclosure may be implemented on a 

computing system. Any combination of mobile, desktop, server, router, switch, 

embedded device, or other types of hardware may be used. For example, as 

shown in FIG. 9, the computing system (900) may include one or more computer 

processors (902), non-persistent storage (904) (e.g., volatile memory, such as 

random access memory (RAM), cache memory), persistent storage (906) (e.g., a 
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hard disk, an optical drive such as a compact disk (CD) drive or digital versatile 

disk (DVD) drive, a flash memory, etc.), a communication interface (912) (e.g., 

Bluetooth interface, infrared interface, network interface, optical interface, etc.), 

and numerous other elements and functionalities.  

[001011 The computer processor(s) (902) may be an integrated circuit for 

processing instructions. For example, the computer processor(s) may be one or 

more cores or micro-cores of a processor. The computing system (900) may also 

include one or more input devices (910), such as a touchscreen, keyboard, 

mouse, microphone, touchpad, electronic pen, or any other type of input device.  

[001021 The communication interface (912) may include an integrated circuit for 

connecting the computing system (900) to a network (not shown) (e.g., a local 

area network (LAN), a wide area network (WAN) such as the Internet, mobile 

network, or any other type of network) and/or to another device, such as another 

computing device.  

[001031 Further, the computing system (900) may include one or more output 

devices (908), such as a screen (e.g., a liquid crystal display (LCD), a plasma 

display, touchscreen, cathode ray tube (CRT) monitor, projector, or other display 

device), a printer, external storage, or any other output device. One or more of 

the output devices may be the same or different from the input device(s). The 

input and output device(s) may be locally or remotely connected to the computer 

processor(s) (902), non-persistent storage (904), and persistent storage (906).  

Many different types of computing systems exist, and the aforementioned input 

and output device(s) may take other forms.  

[001041 Software instructions in the form of computer readable program code to 

perform embodiments of the present disclosure may be stored, in whole or in 

part, temporarily or permanently, on a non-transitory computer readable medium 

such as a CD, DVD, storage device, a diskette, a tape, flash memory, physical 

memory, or any other computer readable storage medium. Specifically, the 

software instructions may correspond to computer readable program code that, 
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when executed by a processor(s), is configured to perform one or more 

embodiments of the present disclosure.  

[001051 Thus, the embodiments and examples set forth herein were presented in 

order to best explain various embodiments and their particular application(s) 

and to thereby enable those skilled in the art to make and use the embodiments.  

However, those skilled in the art will recognize that the foregoing description 

and examples have been presented for the purposes of illustration and example 

only. The description as set forth is not intended to be exhaustive or to be 

limiting to the precise form disclosed.  

[001061 While many embodiments have been described, those skilled in the art, 

having benefit of this disclosure, will appreciate that other embodiments can be 

devised which do not depart from the scope. Accordingly, the scope of the 

present disclosure should be limited only by the attached claims.  

[001071 Throughout this specification and the claims which follow, unless the 

context requires otherwise, the word "comprise", and variations such as 

"comprises" and "comprising", will be understood to imply the inclusion of a 

stated integer or step or group of integers or steps but not the exclusion of any 

other integer or step or group of integers or steps.  

[001081 The reference in this specification to any prior publication (or information 

derived from it), or to any matter which is known, is not, and should not be 

taken as an acknowledgment or admission or any form of suggestion that that 

prior publication (or information derived from it) or known matter forms part 

of the common general knowledge in the field of endeavour to which this 

specification relates.  
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

1. An information centric network (ICN), comprising: 

a first anchor directory router comprising a first anchor prefix and configured to: 

obtain a publish message comprising an identifier associated with a 

content item; 

determine a bidirectional code for the content item is outside an 

authoritative code range assigned to the first anchor directory 

router; 

insert the first anchor prefix into the publish message; and 

forward the publish message based on interval routing and the 

bidirectional code; 

a second anchor directory router comprising a second anchor prefix and 

configured to: 

obtain a lookup message comprising the identifier; 

determine the bidirectional code for content item is outside an 

authoritative code range assigned to the second anchor directory 

router; 

insert the second anchor prefix into the lookup message; and 

forward the lookup message based on interval routing and the 

bidirectional code; and 

an authoritative directory router configured to: 

obtain the publish message and the lookup message; 

determine the bidirectional code for the identifier falls within an 

authoritative code range assigned to the authoritative directory 

router; 

generate, in response to the lookup message, a lookup reply message 

comprising the identifier, the first anchor prefix in the publish 

message, and the second anchor prefix in the lookup message; and 
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forward the lookup reply message based on the second anchor prefix in 

the lookup reply message and prefix routing.  

2. The ICN of claim 1, wherein the bidirectional code is a space filling curve code.  

3. The ICN of claim 1, wherein the authoritative directory is further configured to: 

generate, in response to the bidirectional code falling within the authoritative 

code range, a publish acknowledgement message comprising the 

identifier and the first anchor prefix; and 

forward the publish acknowledgement message based on the first anchor prefix 

in the publish message and prefix routing towards the first anchor 

directory router.  

4. The ICN of claim 1, wherein the first anchor directory router is further configured 

to: 

generate a publish acknowledgement message in response to obtaining the 

publish message; 

send the publish acknowledgement message to the publisher node; and 

update a local code repository of the first anchor directory router based on 

publish message.  

5. The ICN of claim 1, wherein: 

the publish message is generated by a publisher node associated with the content 

item; 

the lookup message is generated by a subscriber node; 

the publish message comprises a first landmark prefix of a first landmark 

directory router known to the publisher node, wherein the landmark 

directory router is separate from the first anchor directory router; 

the lookup reply message comprises the first landmark prefix; 

the subscriber node issues, in response to the lookup reply message, a data 

request message comprising the first landmark prefix and a second 
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landmark prefix of a second landmark directory known to the subscriber 

node,and 

the publisher node generates, in response to the data request message, a data 

reply message comprising the content item, the first landmark prefix, and 

the second landmark prefix.  

6. The ICN of claim 5, further comprising an intermediate directory router configured 

to: 

obtain the data reply message; 

store a copy of the content item from the data reply message in a cache of the 

intermediate directory router; 

forward the data reply message using prefix routing; and 

generate, by the intermediate directory router, an additional publish message for 

the content item and comprising a prefix of the intermediate directory 

router.  
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