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APPARATUS AND METHOD FOR
CONTROLLING ACCESS TO SECURITY
CONTENT USING NEAR FIELD NETWORK
COMMUNICATION OF MOBILE DEVICES

BACKGROUND

[0001] 1. Field

[0002] The present disclosure relates to apparatuses and
methods for controlling security content access rights by
using near-field network communications of mobile devices,
more particularly to apparatuses and methods for controlling
access rights for security content by using near-field network
communications of mobile devices, which can safely issue a
security content access right in a closed network environment
or an off-line environment.

[0003] 2. Description of Related Art

[0004] The user who does not have a management right or
an access right for security content cannot access the security
content. Also, in cases of a closed network environment or an
off-line environment where users cannot access a service
server, access rights on the security content cannot be
requested to the service server.

[0005] Also, a near-field communication (NFC) is one of
radio frequency identification (RFID) technologies. It is a
contactless near distance wireless communication technol-
ogy which uses a 13.56 Mhz frequency band and is capable of
transmitting data within a distance less than 10 centimeters
with a low power. Usually, it is used by mobile communica-
tion terminals, personal computers, etc. The mobile commu-
nication terminals having NFC functionality may support a
peer-to-peer communication, a RFID reading function, a card
emulation function, etc. Among these, the peer-to-peer com-
munication or the RFID function is an essential function
which should be implemented in a NFC device.

SUMMARY

[0006] An aspect of exemplary embodiments is to provide
apparatuses and methods for controlling access rights on a
security content by using a near-field communication of a
mobile device, which can safely receive issuance of an access
right on a security content without reference to a connection
status to a service server.

[0007] Another aspect of exemplary embodiments is to
provide a computer-readable recording medium storing a
program for executing methods for controlling access rights
on a security content by using a near-field communication of
a mobile device, which can safely receive issuance of an
access right on a security content without reference to a
connection status to a service server.

[0008] According to an aspect of exemplary embodiments
of the present disclosure, an apparatus for controlling access
rights for security content may be provided. The apparatus
may comprise a policy issuance provider registration unit
requesting a content security policy for a first content which
is a security content to a service server, receiving the content
security policy for the first content, requesting the service
server to register a first mobile device as a content security
policy issuance provider, and receiving a provider policy and
a result of the registration from the service server, a policy
issuance provider converting unit receiving an access right
request for accessing the first content through near-field net-
work communication from a second mobile device in which
a digital rights management (DRM) client application is
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being executed, and converting the first mobile device to the
content security policy issuance provider; and a temporary
content security policy issuance unit issuing a temporary
content security policy for the first content through the near-
field network communications to the second mobile device so
that the second mobile device can access the first content.
[0009] According to another aspect of exemplary embodi-
ments of the present disclosure, a method for controlling
access rights for security content, performed in an apparatus
for controlling access rights on security content by using
near-field network communications of a mobile device may
be provided. The method may comprise (a) authenticating a
user of a first mobile device by executing a downloadable
DRM client application in the first mobile device; (b) request-
ing a content security policy for a first content which is a
security content to a service server, receiving the content
security policy for the first content, requesting the service
server to register the first mobile device as a content security
policy issuance provider, and receiving a provider policy and
a result of the registration from the service server; (c) receiv-
ing an access right request for accessing the first content
through near-field network communication from a second
mobile device in which a DRM client application is being
executed; (d) converting the first mobile device to the content
security policy issuance provider; and (e) issuing a temporary
content security policy for the first content through the near-
field network communications to the second mobile device so
that the second mobile device can access the first content.
[0010] According to yet another aspect of exemplary
embodiments of the present disclosure, a computer-readable
recording medium, on which a program code for the method
for controlling access rights for security content by using
near-field network communications of a mobile device
according to one of the above-described methods is recorded,
may be provided.

[0011] According to apparatuses and methods for control-
ling access rights for security content, access rights for secu-
rity content can be safely issued through a near-field commu-
nication between mobile devices without reference to a
connection status to a service server.

BRIEF DESCRIPTION OF DRAWINGS

[0012] FIG.1isablock diagram illustrating a configuration
of a security content access right control apparatus 100
according to the present disclosure:

[0013] FIG. 2 is a view illustrating a system in which an
apparatus for controlling access rights on security content by
using near-field network communications of a mobile device
according to the present disclosure; and

[0014] FIG. 3 is a sequence chart illustrating a method
according to the present disclosure, for controlling access
rights on security content by using a near-field network com-
munication of a mobile device.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

[0015] Hereinafter, preferred exemplary embodiments of
apparatuses and methods for controlling access rights for
security content by using a near-field network communica-
tion of a mobile device (hereinafter, also referred to as ‘secu-
rity content access right control apparatus or method),
according to the present disclosure, will be described by
referring accompanying figures. Here, near-field communi-
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cation (NFC) can be used as the near-field network commu-
nication. However, various exemplary embodiments are not
restricted thereto.

[0016] FIG.1isablock diagram illustrating a configuration
of a security content access right control apparatus 100
according to the present disclosure. Referring to FIG. 1, the
security content access right control apparatus 100 according
to an exemplary embodiment of the present disclosure may
comprise a digital rights management (DRM) client applica-
tion execution unit 110, a policy issuance provider registra-
tion unit 120, a policy issuance provider converting unit 130,
and a temporary content security policy issuance unit 140.
[0017] The DRM client application execution unit 110 may
execute a DRM client application which is downloaded in a
mobile device. Referring to FIG. 2, a first mobile device 210
and a second mobile device 220 may execute respective DRM
client applications. That is, the security content access right
control apparatus 100 according to the present disclosure may
basically be executed on a mobile device having a DRM
client. Also, the execution of the DRM client application may
mean that authentication of a user has been already com-
pleted.

[0018] Since the mobile device is a terminal whose user
authentication from a service server 200 has already com-
pleted, it is not necessary to perform an additional user
authentication when the mobile device is disconnected from
the network.

[0019] In the first mobile device 210 executing the DRM
client application, the policy issuance provider registration
unit 120 may request a content security policy for security
content to the service server 200, and receive the content
security policy for the security content from the service server
200. Then, the policy issuance provider registration unit 120
may request the service server 200 to register the first mobile
device 210 as a content security policy issuance provider, and
receive a result of the registration. Also, it may receive a
provider (issuance) policy together with the result of the
registration.

[0020] The provider (issuance) policy may include at least
one of time information, network information, policy issu-
ance information, and right information. For example, the
time information may be information on a time period for
which the first mobile device 210 can operate as a provider
(e.g., PM 12:30 May 8, 2013 to PM 16:00 May 8, 2013), and
the network information may be information specifying a
near-field communication protocol used for issuing a tempo-
rary content security policy which will be explained later. The
policy issuance information may include information on the
total number of issuances of the temporary content security
policies which the first mobile device 210 can perform (e.g.,
100 times), or information on an expiration time of the tem-
porary content security policy which the mobile device 210
issues (e.g., 1 hour). The right information may be informa-
tion on at least one content security classes of the temporary
content security policy which can be issued by the first mobile
device 210 as a provider (e.g., ‘read-only’ access right). How-
ever, various exemplary embodiments are not restricted
thereto.

[0021] The policy issuance provider converting unit 130
may convert the first mobile device 210 to a content security
policy issuance provider when receiving the access right
request for accessing the security content from the second
mobile device 220. However, the time when the first mobile
device 210 is converted to the content security policy issuance
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provide may also be a time before the second mobile device
220 receives the access right request for accessing the secu-
rity content from the second mobile device 220.

[0022] The temporary content security policy issuance unit
140 may issue the temporary content security policy for the
security content to the second mobile device 220 through a
near-field network communication, in order to make the sec-
ond mobile device 220 be able to access the security content.
That is, through this, the second mobile device 220 can tem-
porarily obtain an access right for the security content from
the first mobile device 210 without directly accessing the
service server 200.

[0023] The temporary content security policy may include
atleast one of policy issuance information, content type infor-
mation, user information, right information, and network
information. For example, the policy issuance information
may be information on an expiration time of the temporary
content security policy which the mobile device 210 issues
(e.g., 1 hour from the reception time of the temporary content
security policy), and the content type information may
include types of security content to which the temporary
content security policy is applied (e.g., applied only to “office’
content). The user information may include information on
user groups which can use the temporary content security
policy (e.g., marketing business division), and the right infor-
mation may be information on at least one content security
classes of the temporary content security policy which can be
issued by the first mobile device 210 as a provider (e.g.,
‘read’, ‘edit’, ‘print’, ‘decryption’, and so on). Also, the net-
work information may include a connection status maintain-
ing option (e.g., whether the first mobile device 210 can
access the security content or not even when the near-field
network communication of the first mobile device 210 is
disconnected). However, various exemplary embodiments
are not restricted to.

[0024] Inorderto specifically explain a method for control-
ling access rights for security content according to the present
disclosure, FIG. 3 is provided. FIG. 3 is a sequence chart
illustrating a method according to the present disclosure, for
controlling access rights for security content by using a near-
field network communication of a mobile device. As
described above, each of the first mobile device 210 and the
second mobile device 220 can execute each DRM client
application (S310, S360).

[0025] Referring to FIG. 3, the first mobile device 210 in
which a DRM client application is being executed (S310)
may request a content security policy for a first content which
is a security content to the service server 200 (S320). Then,
the first mobile device 210 may receive the requested content
security policy for the first content from the service server 200
(S300), and request the service server 200 to register the first
mobile device 200 as a content security policy issuance pro-
vider (S340). Accordingly, the service server 200 may trans-
mit a result of the registration and the provider (issuance)
policy to the first mobile device 210. The first mobile device
200 should be connected to the service server 200 when the
above-described steps S320 to S350 are performed.

[0026] Also, the first mobile device 210 registered as the
content security policy issuance provider may receive an
access right request for accessing the first content from the
second mobile device 220 which is also executing a DRM
client application (S360) through a near-field network com-
munication (S370). Upon receiving the access right request,
the first mobile device 210 may be converted to a content
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security policy issuance provider (S380), and issue a tempo-
rary content security policy in order to make the second
mobile device 220 be able to access the first content which is
the security content (S390). In this instance, the step S380
may also be performed before the step S370. However, the
step S380 should be performed after the step S350.

[0027] Thus, the second mobile device 220 having received
the temporary content security policy can access the first
content (S400), and an access right class for the mobile device
220 may depend on the temporary content security policy for
the first content. That is, the temporary content security policy
may include information on an expiration time of the tempo-
rary content security policy which (e.g., 1 hour from the
reception time of the temporary content security policy),
information on types of security content to which the tempo-
rary content security policy is applied (e.g., applied only to
‘office’ content), information on user groups which can use
the temporary content security policy (e.g., marketing busi-
ness division), information on at least one content security
classes which can be accessed under the temporary content
security policy (e.g., ‘read’, ‘edit’, ‘print’, ‘decryption’, and
so on), and a connection status maintaining option (e.g.,
whether the first mobile device 210 can access the security
content or not even when the near-field network communica-
tion of the first mobile device 210 is disconnected).

[0028] The above-described steps S370 to S390 may be
performed without reference to a connection status to the
service server 200. That is, they can be performed only by
near-filed network communications between the first mobile
device 210 and the second mobile device 220.

[0029] That is, even in a closed network environment or an
off-line environment where the service server 200 cannot be
accessed, an access right on encrypted security content can be
safely issued to the second mobile device 220 owned by a
third person through near-field network communications
with the first mobile device 210 owned by a user having
accessing the security content.

[0030] The first mobile device may transmit a record (i.e.,
issuance history) of the temporary content security policy on
the first content issued to the second mobile device 200 to the
service server 200. At this time, the first mobile device 210
may be connected to the service server 200.

[0031] It will be understood that, although the terms first,
second, etc. may be used herein to describe various elements,
these elements should not be limited by these terms. These
terms are only used to distinguish one element from another.
For example, a first element could be termed a second ele-
ment, and, similarly, a second element could be termed a first
element, without departing from the scope of the present
invention. As used herein, the term “and/or”” includes any and
all combinations of one or more of the associated listed items.
[0032] The apparatuses and methods according to the
present disclosure may be implemented as a program code
recorded in a computer-readable recording medium. The
computer-readable recording medium may include all types
of storage devices on which computer-readable data can be
stored. For example, the computer-readable recording
medium may be read-only memory (ROM), random access
memory (RAM), compact disc ROM (CD-ROM), magnetic
tape, a floppy disc, an optical data storage device, etc. Also, a
carrier wave (i.e., transmission through internet) may be
included as the computer-readable recording medium. Also,
the computer-readable recording medium may be distributed
over computer systems connected through wire or wireless
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communication networks, and the computer-readable pro-
gram code can be stored and executed in the distributive
manner.

[0033] While the example embodiments of the present
invention and their advantages have been described in detail,
it should be understood that various changes, substitutions
and alterations may be made herein without departing from
the scope of the invention.

1. An apparatus for controlling access rights for security
content, the apparatus comprising:

a policy issuance provider registration unit requesting a
content security policy for a first content which is a
security content to a service server, receiving the content
security policy for the first content, requesting the ser-
vice server to register a first mobile device as a content
security policy issuance provider, and receiving a pro-
vider policy and a result of the registration from the
service server;

a policy issuance provider converting unit receiving an
access right request for accessing the first content
through near-field network communication from a sec-
ond mobile device in which a digital rights management
(DRM) client application is being executed, and con-
verting the first mobile device to the content security
policy issuance provider; and

a temporary content security policy issuance unit issuing a
temporary content security policy for the first content
through the near-field network communications to the
second mobile device so that the second mobile device
can access the first content.

2. The apparatus according to claim 1, further comprising:

a DRM client application execution unit by authenticating
a user of the first mobile device by executing a down-
loadable DRM client application in the first mobile
device.

3. The apparatus according to claim 1, wherein the tempo-
rary content security policy issuance unit transmits, to the
service server, a record of temporary content security policies
for the first content issued to the second mobile device.

4. The apparatus according to claim 1, wherein the policy
issuance provider converting unit converts the first mobile
device to the content security policy issuance provider before
receiving the access right request for accessing the first con-
tent from the second mobile device in which the DRM client
application is being executed.

5. The apparatus according to claim 1, wherein the provider
policy includes at least one of time information, network
information, policy issuance information, and right informa-
tion.

6. The apparatus according to claim 5, wherein the time
information is information on an expiration time of a provider
role of the first mobile device; the network information indi-
cates a near-field network communication protocol used for
issuing the temporary content security policy; the policy issu-
ance information is information on a total number of the
temporary content security policies which the first mobile
devices can issue as the provider or an expiration time of the
temporary content security policy issued by the first mobile
device; and the right information is information on an access
right class of a temporary content security policy which the
first mobile device can issue as the provider.

7. The apparatus according to claim 1, wherein the tempo-
rary content security policy includes at least one of policy
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issuance information, content type information, user infor-
mation, right information, and network information.

8. The apparatus according to claim 7, wherein the policy
issuance information is information on an expiration time of
the temporary content security policy; the content type infor-
mation is information on types of security content to which
the temporary content security policy is applied; the user
information is information on user groups which can use the
temporary content security policy, the right information is
information on access right classes which can be used based
on the temporary content security policy.

9. A method for controlling access rights for security con-
tent, performed in an apparatus for controlling access rights
on security content by using near-field network communica-
tions of a mobile device, the method comprising:

(a) authenticating a user of a first mobile device by execut-
ing a downloadable DRM client application in the first
mobile device;

(b) requesting a content security policy for a first content
which is a security content to a service server, receiving
the content security policy for the first content, request-
ing the service server to register the first mobile device as
a content security policy issuance provider, and receiv-
ing a provider policy and a result of the registration from
the service server;

(c) receiving an access right request for accessing the first
content through near-field network communication
from a second mobile device in which a DRM client
application is being executed;

(d) converting the first mobile device to the content security
policy issuance provider; and

(e) issuing a temporary content security policy for the first
content through the near-field network communications
to the second mobile device so that the second mobile
device can access the first content.

10. The method according to claim 9, further comprising
(D) transmitting, to the service server, a record of temporary
content security policies for the first content issued to the
second mobile device

11. The method according to claim 9, wherein the step (d)
is performed before the step ().

12. The method according to claim 9, wherein the provider
policy includes at least one of time information, network
information, policy issuance information, and right informa-
tion.

13. The method according to claim 12, wherein the time
information is information on an expiration time of a provider
role of the first mobile device; the network information indi-
cates a near-field network communication protocol used for
issuing the temporary content security policy; the policy issu-
ance information is information on a total number of the
temporary content security policies which the first mobile
devices can issue as the provider or an expiration time of the
temporary content security policy issued by the first mobile
device; and the right information is information on an access
right class of a temporary content security policy which the
first mobile device can issue as the provider.
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14. The method according to claim 9, wherein the tempo-
rary content security policy includes at least one of policy
issuance information, content type information, user infor-
mation, right information, and network information.

15. The method according to claim 14, wherein the policy
issuance information is information on an expiration time of
the temporary content security policy; the content type infor-
mation is information on types of security content to which
the temporary content security policy is applied; the user
information is information on user groups which can use the
temporary content security policy, the right information is
information on access right classes which can be used based
on the temporary content security policy.

16. A non-transitory computer-readable recording medium
having embodied thereon a program, which when executed
by a computer causes the computer to execute a method
comprising:

(a) authenticating a user of a first mobile device by execut-
ing a downloadable DRM client application in the first
mobile device;

(b) requesting a content security policy for a first content
which is a security content to a service server, receiving
the content security policy for the first content, request-
ing the service server to register the first mobile device as
a content security policy issuance provider, and receiv-
ing a provider policy and a result of the registration from
the service server;

(c) receiving an access right request for accessing the first
content through near-field network communication
from a second mobile device in which a DRM client
application is being executed;

(d) converting the first mobile device to the content security
policy issuance provider; and

(e) issuing a temporary content security policy for the first
content through the near-field network communications
to the second mobile device so that the second mobile
device can access the first content.

17. The non-transitory computer-readable recording
medium according to claim 16, wherein the method further
comprises (f) transmitting, to the service server, a record of
temporary content security policies for the first content issued
to the second mobile device

18. The non-transitory computer-readable recording
medium according to claim 16, wherein the step (d) is per-
formed before the step (c).

19. The non-transitory computer-readable recording
medium according to claim 16, wherein the provider policy
includes at least one of time information, network informa-
tion, policy issuance information, and right information.

20. The non-transitory computer-readable recording
medium according to claim 16, wherein the temporary con-
tent security policy includes at least one of policy issuance
information, content type information, user information,
right information, and network information.
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