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(54) AUTHENTICATION METHOD AND APPARATUS

(57) This application provides an authentication
method and apparatus. The authentication method in-
cludes: A first operator network device performs authen-
tication on whether a first user is trustworthy, to obtain a
first authentication result, where the first user is a user
who sends a message to the first operator network device
by using a first terminal device; the first operator network
device signs the first authentication result to generate a
first signature; and the first operator network device
sends the first authentication result and the first signature
to a second terminal device used by a second user or to
a second operator network device, where the second op-
erator network device is an operator network device that
provides a service for the second user, and the second
user is a user called by the first user. Authentication is
performed on whether the user is trustworthy, to ensure
that communication content in an end-to-end communi-
cation process is authentic and is not tampered with, and
avoid or reduce telecommunication fraud.
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Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 202110736210.7, filed with the China
National Intellectual Property Administration on June 30,
2021 and entitled "AUTHENTICATION METHOD AND
APPARATUS", which is incorporated herein by reference
in its entirety.

TECHNICAL FIELD

[0002] This application relates to the communication
field, and more specifically, to an authentication method
and apparatus.

BACKGROUND

[0003] As artificial intelligence (artificial intelligence,
AI) face swapping and voice change technologies and
the like emerge, criminals commit telecommunication
fraud in such new ways. Therefore, to avoid or reduce
telecommunication fraud, how to ensure that communi-
cation content is authentic and is not tampered with in
an end-to-end communication process becomes an is-
sue to be urgently resolved.

SUMMARY

[0004] This application provides an authentication
method, to ensure that communication content is authen-
tic and is not tampered with in an end-to-end communi-
cation process.
[0005] According to a first aspect, an authentication
method is provided. The authentication method may be
performed by a first operator network device, or may be
performed by a chip or a circuit disposed in the first op-
erator network device. This is not limited in this applica-
tion.
[0006] The authentication method includes:
[0007] The first operator network device performs au-
thentication on whether a first user is trustworthy, to ob-
tain a first authentication result, where the first user is a
user who sends a message to the first operator network
device by using a first terminal device; the first operator
network device signs the first authentication result to gen-
erate a first signature; and the first operator network de-
vice sends the first authentication result and the first sig-
nature to a second terminal device used by a second
user or to a second operator network device, where the
second operator network device is an operator network
device that provides a service for the second user, and
the second user is a user called by the first user.
[0008] According to the authentication method provid-
ed in this embodiment of this application, the first operator
network device performs authentication on the first user,
signs the first authentication result obtained through au-
thentication to generate the first signature, and then
sends the first authentication result and the first signature

to the second terminal device used by the second user
called by the first user, or sends the first authentication
result and the first signature to the second operator net-
work device that provides the service for the second user.
In this way, authentication is performed on whether the
user is trustworthy, to ensure that communication content
in an end-to-end communication process is authentic and
is not tampered with, and avoid or reduce telecommuni-
cation fraud.
[0009] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: The first operator network device receives a first
message from the first terminal device, where the first
message includes first encrypted information, the first
encrypted information is encrypted physiological charac-
teristic information of the first user, and the physiological
characteristic information of the first user includes at least
one of the following: fingerprint information of the first
user, voice print information of the first user, facial infor-
mation of the first user, iris information of the first user,
and palm print information of the first user. That a first
operator network device performs authentication on
whether a first user is trustworthy includes: The first op-
erator network device sends identification information of
the first user and the first encrypted information to a third-
party authentication authority, where the first encrypted
information is used by the third-party authentication au-
thority to perform authentication on whether the first user
is trustworthy, and the identification information of the
first user identifies the first user; the first operator network
device receives first information from the third-party au-
thentication authority, where the first information indi-
cates whether the first user is trustworthy; and the first
operator network device performs, based on the first in-
formation, authentication on whether the first user is trust-
worthy.
[0010] In an example, the first operator network device
may call, based on the first encrypted information report-
ed by the first terminal device, an authentication service
of the third-party authentication authority to perform au-
thentication on the first user. The first operator network
device does not need to directly perform authentication
on the first user, but performs authentication by using the
third-party authentication authority. The first operator
network device performs, by using feedback information
of the third-party authentication authority, authentication
on whether the first user is trustworthy. In this way, an
operation performed by the first operator network device
is simplified, and authentication can be completed with-
out a need to store the physiological characteristic infor-
mation of the first user in the first operator network device.
This avoids a privacy trust issue caused because the
user stores sensitive information in the operator network
device.
[0011] With reference to the first aspect, in some im-
plementations of the first aspect, the first message in-
cludes at least one of the following: a signaling message,
video data, and audio data. When the first message is
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the video data and/or the audio data, the first message
periodically carries the first encrypted information.
[0012] The first message may be specifically different
messages or data, thereby increasing flexibility of the
solution.
[0013] In addition, when the first message is the video
data and/or the audio data, the first message may peri-
odically carry the first encrypted information, that is, may
periodically perform authentication on whether the first
user is trustworthy. This improves reliability of the solu-
tion.
[0014] With reference to the first aspect, in some im-
plementations of the first aspect, before the first operator
network device receives the first message from the first
terminal device, the method further includes: The first
operator network device obtains a first encryption method
and a first public key from the third-party authentication
authority; and the first operator network device sends the
first encryption method and the first public key to the first
terminal device, where the first public key is a public key
in a first public-private key pair determined by the third-
party authentication authority, the first public-private key
pair further includes a first private key, the first encryption
method and the first public key are used by the first ter-
minal device to encrypt the physiological characteristic
information of the first user to obtain the first encrypted
information, and the first private key is stored in the third-
party authentication authority and is used to verify the
first encrypted information.
[0015] For example, before communication, the first
user may authorize the first operator network device to
obtain the first encryption method and the first public key.
[0016] For example, if the first user is a new user, an
authorization manner may be that the first user performs
authorization when accessing a network. For example,
when the first user accesses the network, a first operator
queries whether the first user authorizes the first operator
network device to obtain the first encryption method and
the first public key, and the first user may choose to per-
form authorization.
[0017] For another example, if the first user is a regular
user, an authorization manner may be that the first user
authorizes, at a time point before the first user calls the
second user, the first operator network device to obtain
the first encryption method and the first public key.
[0018] With reference to the first aspect, in some im-
plementations of the first aspect, before the first operator
network device performs authentication on whether the
first user is trustworthy, the method further includes: The
first operator network device obtains physiological char-
acteristic information of the first user, where the physio-
logical characteristic information of the first user includes
voice print information of the first user and/or facial infor-
mation of the first user. That the first operator network
device performs authentication on whether the first user
is trustworthy includes: The first operator network device
encrypts the physiological characteristic information of
the first user based on a second encryption method and

a second public key, to generate second encrypted in-
formation; the first operator network device sends iden-
tification information of the first user and the second en-
crypted information to a third-party authentication author-
ity, where the second encrypted information is used by
the third-party authentication authority to perform au-
thentication on whether the first user is trustworthy, and
the identification information of the first user identifies the
first user; the first operator network device receives sec-
ond information from the third-party authentication au-
thority, where the second information indicates whether
the first user is trustworthy; and the first operator network
device performs, based on the second information, au-
thentication on whether the first user is trustworthy,
where the second public key is a public key in a second
public-private key pair determined by the third-party au-
thentication authority, the second public-private key pair
further includes a second private key, the second encryp-
tion method is determined by the third-party authentica-
tion authority, and the second private key is used to verify
the second encrypted information.
[0019] In an example, the first operator network device
may call, based on the second encrypted information de-
termined by the first operator network device, an authen-
tication service of the third-party authentication authority
to perform authentication on the first user, and the first
terminal device does not need to obtain and encrypt the
physiological characteristic information of the first user.
This simplifies an operation performed by the first termi-
nal device.
[0020] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: The first operator network device receives a sec-
ond authentication result and a second signature from
the first terminal device, where the second authentication
result is used to indicate whether the first user is trust-
worthy, and the second signature is used to verify the
second authentication result. That the first operator net-
work device performs authentication on whether the first
user is trustworthy includes: The first operator network
device verifies the second signature, and when the ver-
ification succeeds, performs, based on the second au-
thentication result, authentication on whether the first us-
er is trustworthy.
[0021] In an example, the first operator network device
may perform, based on the second authentication result
reported by the first terminal device, authentication on
whether the first user is trustworthy. The first operator
network device verifies the second signature, and can
perform authentication on the first user based on the sec-
ond authentication result when the verification succeeds,
without using a third-party authentication authority to im-
plement authentication. This further simplifies an opera-
tion performed by the first operator network device.
[0022] Optionally, the first operator network device ver-
ifies the second signature, and when the verification fails,
determines that the first user is untrustworthy.
[0023] With reference to the first aspect, in some im-
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plementations of the first aspect, the second signature
is a signature that is generated by signing the second
authentication result based on a private key of a first SIM
card. That the first operator network device verifies the
second signature includes: The first operator network de-
vice verifies the second signature based on a public key
of the first SIM card, where the private key of the first SIM
card and the public key of the first SIM card are a public-
private key pair of the first SIM card, the first SIM card is
disposed in the first terminal device, the private key of
the first SIM card is stored in the first SIM card, and the
public key of the first SIM card is stored in the first operator
network device.
[0024] With reference to the first aspect, in some im-
plementations of the first aspect, when the first user is a
calling user, before the first operator network device per-
forms authentication on whether the first user is trustwor-
thy, the method further includes: The first operator net-
work device obtains historical call data of the first user,
where the historical call data of the first user is used to
indicate a call habit of the first user, and includes at least
one of the following: distribution data of time points at
which the first user initiates calls, frequency data of the
second user answering calls when the first user initiates
the calls, ringing duration data of the second terminal
device when the first user initiates the calls, call duration
distribution data of the first user, distribution data of ge-
ographical locations at which the first user initiates the
calls, a proportion of the second user called for the first
time, and home location distribution data of the second
user; and the first operator network device determines,
based on a preset policy and the historical call data of
the first user, whether a call initiated by the first user is
trustworthy. That the first operator network device per-
forms authentication on whether the first user is trustwor-
thy includes: The first operator network device performs
authentication on whether the first user is trustworthy
based on whether the call initiated by the first user is
trustworthy.
[0025] In an example, the first operator network device
may perform, based on the call habit of the first user,
authentication on whether the first user is trustworthy.
[0026] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: The first operator network device determines a
third public-private key pair, where the third public-private
key pair includes a third private key and a third public
key; and the first operator network device stores the third
private key.
[0027] With reference to the first aspect, in some im-
plementations of the first aspect, when a first operator
and a second operator that serve the first user and the
second user respectively are a same operator, that the
first operator network device sends the first authentica-
tion result and the first signature to a second terminal
device used by a second user or to a second operator
network device is specifically: The first operator network
device sends the first authentication result and the first

signature to the second terminal device. The method fur-
ther includes: The first operator network device sends
the third public key to the second terminal device, where
the third public key is used by the second terminal device
to verify the first signature.
[0028] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: The first operator network device performs au-
thentication on whether the second user is trustworthy,
to obtain a third authentication result; the first operator
network device signs the third authentication result to
generate a third signature; the first operator network de-
vice sends the third authentication result and the third
signature to the first terminal device; and the first operator
network device sends the third public key to the first ter-
minal device, where the third public key is used by the
first terminal device to verify the third signature.
[0029] Further, the first operator network device needs
to perform authentication on the second user, to deter-
mine whether both communication parties are trustwor-
thy.
[0030] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: The first operator network device receives a sec-
ond message from the second terminal device, where
the second message includes third encrypted informa-
tion, the third encrypted information is encrypted physi-
ological characteristic information of the second user,
and the physiological characteristic information of the
second user includes at least one of the following: fin-
gerprint information of the second user, voice print infor-
mation of the second user, facial information of the sec-
ond user, iris information of the second user, and palm
print information of the second user. That the first oper-
ator network device performs authentication on whether
the second user is trustworthy includes: The first operator
network device sends identification information of the
second user and the third encrypted information to a third-
party authentication authority, where the third encrypted
information is used by the third-party authentication au-
thority to perform authentication on whether the second
user is trustworthy, and the identification information of
the second user identifies the second user; the first op-
erator network device receives third information from the
third-party authentication authority, where the third infor-
mation indicates whether the second user is trustworthy;
and the first operator network device performs, based on
the third information, authentication on whether the sec-
ond user is trustworthy.
[0031] In an example, the first operator network device
may call, based on the third encrypted information re-
ported by the second terminal device, an authentication
service of the third-party authentication authority to per-
form authentication on the second user. The first operator
network device does not need to directly perform authen-
tication on the second user, but performs authentication
by using the third-party authentication authority. The first
operator network device performs, by using feedback in-
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formation of the third-party authentication authority, au-
thentication on whether the second user is trustworthy.
In this way, an operation performed by the first operator
network device is simplified, and authentication can be
completed without a need to store the physiological char-
acteristic information of the first user in the first operator
network device. This avoids a privacy trust issue caused
because the user stores sensitive information in the op-
erator network device.
[0032] With reference to the first aspect, in some im-
plementations of the first aspect, the second message
includes at least one of the following: a signaling mes-
sage, video data, and audio data. When the second mes-
sage is the video data and/or the audio data, the second
message periodically carries the third encrypted informa-
tion.
[0033] The second message may be specifically dif-
ferent messages or data, thereby increasing flexibility of
the solution.
[0034] In addition, when the second message is the
video data and/or the audio data, the second message
may periodically carry the third encrypted information,
that is, may periodically perform authentication on wheth-
er the second user is trustworthy. This improves reliability
of the solution.
[0035] With reference to the first aspect, in some im-
plementations of the first aspect, before the first operator
network device receives the second message from the
second terminal device, the method further includes: The
first operator network device obtains a third encryption
method and a fifth public key from the third-party authen-
tication authority; and the first operator network device
sends the third encryption method and the fifth public key
to the second terminal device, where the fifth public key
is a public key in a fifth public-private key pair determined
by the third-party authentication authority, the fifth public-
private key pair further includes a fifth private key, the
third encryption method and the fifth public key are used
by the second terminal device to encrypt the physiolog-
ical characteristic information of the second user to obtain
the third encrypted information, and the fifth private key
is stored in the third-party authentication authority and is
used to verify the third encrypted information.
[0036] For example, before communication, the sec-
ond user may authorize the first operator network device
to obtain the third encryption method and the fifth public
key.
[0037] For example, if the second user is a new user,
an authorization manner may be that the second user
performs authorization when accessing a network. For
example, when the second user accesses the network,
a first operator queries whether the first user authorizes
the first operator network device to obtain the third en-
cryption method and the fifth public key, and the second
user may choose to perform authorization.
[0038] For another example, if the second user is a
regular user, an authorization manner may be that the
second user authorizes, at a time point before the second

user is called, the first operator network device to obtain
the third encryption method and the fifth public key.
[0039] With reference to the first aspect, in some im-
plementations of the first aspect, before the first operator
network device performs authentication on whether the
second user is trustworthy, the method further includes:
The first operator network device obtains physiological
characteristic information of the second user, where the
physiological characteristic information of the second us-
er includes voice print information of the second user
and/or facial information of the second user. That the first
operator network device performs authentication on
whether the second user is trustworthy includes: The first
operator network device encrypts the physiological char-
acteristic information of the second user based on a
fourth encryption method and a sixth public key, to gen-
erate fourth encrypted information; the first operator net-
work device sends identification information of the sec-
ond user and the fourth encrypted information to a third-
party authentication authority, where the fourth encrypt-
ed information is used by the third-party authentication
authority to perform authentication on whether the sec-
ond user is trustworthy, and the identification information
of the second user identifies the second user; the first
operator network device receives fourth information from
the third-party authentication authority, where the fourth
information indicates whether the second user is trust-
worthy; and the first operator network device performs,
based on the fourth information, authentication on wheth-
er the second user is trustworthy, where the sixth public
key is a public key in a sixth public-private key pair de-
termined by the third-party authentication authority, the
sixth public-private key pair further includes a sixth pri-
vate key, the fourth encryption method is determined by
the third-party authentication authority, and the sixth pri-
vate key is used to verify the fourth encrypted information.
[0040] In an example, the first operator network device
may call, based on the fourth encrypted information de-
termined by the first operator network device, an authen-
tication service of the third-party authentication authority
to perform authentication on the second user, and the
second terminal device does not need to obtain and en-
crypt the physiological characteristic information of the
second user. This simplifies an operation performed by
the second terminal device.
[0041] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: The first operator network device receives a fifth
authentication result and a seventh signature from the
second terminal device, where the fifth authentication re-
sult is determined by the second terminal device and is
used to indicate whether the second user is trustworthy,
and the seventh signature is used to verify a fourth au-
thentication result. That the first operator network device
performs authentication on whether the second user is
trustworthy includes: The first operator network device
verifies the seventh signature, and when the verification
succeeds, performs, based on the fifth authentication re-
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sult, authentication on whether the second user is trust-
worthy.
[0042] In an example, the first operator network device
may perform, based on the fifth authentication result re-
ported by the second terminal device, authentication on
whether the second user is trustworthy. The first operator
network device verifies the seventh signature, and can
perform authentication on the second user based on the
fifth authentication result when the verification succeeds,
without using a third-party authentication authority to im-
plement authentication. This further simplifies an opera-
tion performed by the first operator network device.
[0043] Optionally, the first operator network device ver-
ifies the seventh signature, and when the verification
fails, determines that the second user is untrustworthy.
[0044] With reference to the first aspect, in some im-
plementations of the first aspect, the seventh signature
is a signature that is generated by signing the fifth au-
thentication result based on a private key of a second
SIM card. That the first operator network device verifies
the seventh signature includes: The first operator net-
work device verifies the seventh signature based on a
public key of the second SIM card, where the private key
of the second SIM card and the public key of the second
SIM card are a public-private key pair of the second SIM
card, the second SIM card is disposed in the second ter-
minal device, the private key of the second SIM card is
stored in the second SIM card, and the public key of the
second SIM card is stored in the first operator network
device.
[0045] With reference to the first aspect, in some im-
plementations of the first aspect, when the second user
is a calling user, before the first operator network device
performs authentication on whether the second user is
trustworthy, the method further includes: The first oper-
ator network device obtains historical call data of the sec-
ond user, where the historical call data of the second
user is used to indicate a call habit of second user equip-
ment, and includes at least one of the following: distribu-
tion data of time points at which the second user initiates
calls, frequency data of the first user answering calls
when the second user initiates the calls, ringing duration
data of the first terminal device when the second user
initiates the calls, call duration distribution data of the
second user, distribution data of geographical locations
at which the second user initiates the calls, a proportion
of the first user called for the first time, and home location
distribution data of the first user; and the first operator
network device determines, based on a preset policy and
the historical call data of the second user, whether a call
initiated by the second user is trustworthy. That the first
operator network device performs authentication on
whether the second user is trustworthy includes: The first
operator network device performs authentication on
whether the first user is trustworthy based on whether
the call initiated by the second user is trustworthy.
[0046] In an example, the first operator network device
may perform, based on the call habit of the second user,

authentication on whether the second user is trustworthy.
[0047] With reference to the first aspect, in some im-
plementations of the first aspect, when a first operator
and a second operator that serve the first user and the
second user respectively are different operators, that the
first operator network device sends the first authentica-
tion result and the first signature to a second terminal
device used by a second user or to a second operator
network device is specifically: The first operator network
device sends the first signature and the first authentica-
tion result to the second operator network device. The
method further includes: The first operator network de-
vice sends the third public key to the second operator
network device, where the third public key is used by the
second operator network device to verify the first signa-
ture. The first authentication result and a fourth private
key are used by the second operator network device to
generate a fourth signature, the fourth signature is sent
to the second terminal device to indicate the second ter-
minal device to verify the first authentication result, the
fourth private key is stored in the second operator net-
work device, and the fourth private key and a fourth public
key are a fourth public-private key pair.
[0048] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: The first operator network device receives the
fourth public key from the second operator network de-
vice; the first operator network device receives a fifth sig-
nature and a fourth authentication result from the second
operator network device, where the fifth signature is a
signature that is generated by signing the fourth authen-
tication result based on the fourth private key, and the
fourth authentication result is used to indicate whether
the second user is trustworthy; the first operator network
device verifies the fifth signature based on the fourth pub-
lic key; after the verification succeeds, the first operator
network device signs the fourth authentication result
based on the third private key, to generate a sixth signa-
ture; and the first operator network device sends the
fourth authentication result and the sixth signature to the
first terminal device.
[0049] For example, the first operator network device
and the second operator network device may exchange
the third public key and the fourth public key before com-
munication.
[0050] It can be understood that distribution of the keys
and the encryption methods in this embodiment of this
application may be completed before communication.
[0051] According to a second aspect, an authentica-
tion method is provided. The authentication method may
be performed by a terminal device, or may be performed
by a chip or a circuit disposed in the terminal device. This
is not limited in this application.

The authentication method includes:

[0052] The terminal device receives an encryption
method and a public key from an operator network de-
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vice; the terminal device encrypts physiological charac-
teristic information of a user based on the encryption
method and the public key, to generate encrypted infor-
mation, where the physiological characteristic informa-
tion of the user includes at least one of the following:
fingerprint information of the user, voice print information
of the user, facial information of the user, iris information
of the user, and palm print information of the user; and
the terminal device sends the encrypted information to
the operator network device, where the user is a user
who sends a message to the operator network device by
using the terminal device, the public key is a public key
in a public-private key pair determined by a third-party
authentication authority, the public-private key pair fur-
ther includes a private key, and the private key is stored
in the third-party authentication authority and is used to
verify the encrypted information.
[0053] The operator network device may call, based
on the encrypted information reported by the terminal
device, an authentication service of the third-party au-
thentication authority to perform authentication on the
user. The operator network device does not need to di-
rectly perform authentication on the user, but performs
authentication by using the third-party authentication au-
thority. The operator network device performs, by using
feedback information of the third-party authentication au-
thority, authentication on whether the user is trustworthy.
In this way, an operation performed by the operator net-
work device is simplified.
[0054] For example, when operators that serve both
communication parties during network accessing are the
same, the terminal device may be a first terminal device
or a second terminal device, and the operator network
device may be a first operator network device.
[0055] For example, when operators that serve both
communication parties during network accessing are dif-
ferent, the terminal device may be a first terminal device,
and the operator network device may be a first operator
network device; or the terminal device may be a second
terminal device, and the operator network device may be
a second operator network device.
[0056] According to a third aspect, an authentication
method is provided. The authentication method may be
performed by a terminal device, or may be performed by
a chip or a circuit disposed in the terminal device. This
is not limited in this application.

The authentication method includes:

[0057] The terminal device performs authentication on
whether a user is trustworthy, to obtain an authentication
result; the terminal device signs the authentication result
based on a private key of a SIM, to generate a signature;
and the terminal device sends the authentication result
and the signature to an operator network device.
[0058] The operator network device may call, based
on encrypted information reported by the terminal device,
an authentication service of a third-party authentication

authority to perform authentication on the user. The op-
erator network device does not need to directly perform
authentication on the user, but performs authentication
by using the third-party authentication authority. The op-
erator network device performs, by using feedback infor-
mation of the third-party authentication authority, authen-
tication on whether the user is trustworthy. In this way,
an operation performed by the operator network device
is simplified.
[0059] For example, when operators that serve both
communication parties during network accessing are the
same, the terminal device may be a first terminal device
or a second terminal device, and the operator network
device may be a first operator network device.
[0060] For example, when operators that serve both
communication parties during network accessing are dif-
ferent, the terminal device may be a first terminal device,
and the operator network device may be a first operator
network device; or the terminal device may be a second
terminal device, and the operator network device may be
a second operator network device.
[0061] According to a fourth aspect, an authentication
method is provided. The authentication method may be
performed by a third-party authentication authority, or
may be performed by a chip or a circuit disposed in the
third-party authentication authority. This is not limited in
this application.

The authentication method includes:

[0062] The third-party authentication authority manag-
es identification information of a user and physiological
characteristic information of the user, where the identifi-
cation information of the user identifies the user, and the
physiological characteristic information of the user in-
cludes at least one of the following: fingerprint information
of the user, voice print information of the user, facial in-
formation of the user, iris information of the user, and
palm print information of the user; the third-party authen-
tication authority determines a public key and an encryp-
tion method that are used for encrypting the physiological
characteristic information of the user; the third-party au-
thentication authority sends the encryption method and
the public key to an operator network device; the third-
party authentication authority receives the identification
information of the user and encrypted information from
the operator network device, where the encrypted infor-
mation is encrypted physiological characteristic informa-
tion of the user; the third-party authentication authority
determines the user based on the identification informa-
tion of the user, verifies the encrypted information based
on a private key, and determines, based on a verification
result, whether the user is trustworthy, where the public
key and the private key are a public-private key pair; and
the third-party authentication authority sends, to the op-
erator network device, information indicating whether the
user is trustworthy, where the user is a user who sends
a message to the operator network device by using a
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terminal device.
[0063] The operator network device may call, based
on the encrypted information reported by the terminal
device, an authentication service of the third-party au-
thentication authority to perform authentication on the
user. The operator network device does not need to di-
rectly perform authentication on the user, but performs
authentication by using the third-party authentication au-
thority. The operator network device performs, by using
feedback information of the third-party authentication au-
thority, authentication on whether the user is trustworthy.
In this way, an operation performed by the operator net-
work device is simplified.
[0064] With reference to the fourth aspect, in some im-
plementations of the fourth aspect, the encrypted infor-
mation is determined by the operator network device, or
the encrypted information is determined by the terminal
device.
[0065] According to a fifth aspect, an authentication
apparatus is provided, where the authentication appara-
tus includes:
an authentication unit, configured to perform authentica-
tion on whether a first user is trustworthy, to obtain a first
authentication result, where the first user is a user who
sends a message to the apparatus by using a first termi-
nal device; a processing unit, configured to sign the first
authentication result to generate a first signature; and a
sending unit, configured to send the first authentication
result and the first signature to a second terminal device
used by a second user or to a second operator network
device, where the second operator network device is an
operator network device that provides a service for the
second user, and the second user is a user called by the
first user.
[0066] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the apparatus further
includes: a receiving unit, configured to receive a first
message from the first terminal device, where the first
message includes first encrypted information, the first
encrypted information is encrypted physiological charac-
teristic information of the first user, and the physiological
characteristic information of the first user includes at least
one of the following: fingerprint information of the first
user, voice print information of the first user, facial infor-
mation of the first user, iris information of the first user,
and palm print information of the first user. The sending
unit is further configured to send identification information
of the first user and the first encrypted information to a
third-party authentication authority, where the first en-
crypted information is used by the third-party authentica-
tion authority to perform authentication on whether the
first user is trustworthy, and the identification information
of the first user identifies the first user. The receiving unit
is further configured to receive first information from the
third-party authentication authority, where the first infor-
mation indicates whether the first user is trustworthy.
That an authentication unit performs authentication on
whether a first user is trustworthy includes: The authen-

tication unit performs, based on the first information, au-
thentication on whether the first user is trustworthy.
[0067] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the first message in-
cludes at least one of the following: a signaling message,
video data, and audio data. When the first message is
the video data and/or the audio data, the first message
periodically carries the first encrypted information.
[0068] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, before the receiving unit
receives the first message from the first terminal device,
the receiving unit is further configured to obtain a first
encryption method and a first public key from the third-
party authentication authority. The sending unit is further
configured to send the first encryption method and the
first public key to the first terminal device, where the first
public key is a public key in a first public-private key pair
determined by the third-party authentication authority,
the first public-private key pair further includes a first pri-
vate key, the first encryption method and the first public
key are used by the first terminal device to encrypt the
physiological characteristic information of the first user
to obtain the first encrypted information, and the first pri-
vate key is stored in the third-party authentication author-
ity and is used to verify the first encrypted information.
[0069] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, before the authentica-
tion unit performs authentication on whether the first user
is trustworthy, the apparatus further includes: an obtain-
ing unit, configured to obtain physiological characteristic
information of the first user, where the physiological char-
acteristic information of the first user includes voice print
information of the first user and/or facial information of
the first user. The processing unit is further configured
to encrypt the physiological characteristic information of
the first user based on a second encryption method and
a second public key, to generate second encrypted in-
formation. The sending unit is further configured to send
identification information of the first user and the second
encrypted information to a third-party authentication au-
thority, where the second encrypted information is used
by the third-party authentication authority to perform au-
thentication on whether the first user is trustworthy, and
the identification information of the first user identifies the
first user. The receiving unit is further configured to re-
ceive second information from the third-party authenti-
cation authority, where the second information indicates
whether the first user is trustworthy. That an authentica-
tion unit performs authentication on whether a first user
is trustworthy includes: The authentication unit performs,
based on the second information, authentication on
whether the first user is trustworthy, where the second
public key is a public key in a second public-private key
pair determined by the third-party authentication author-
ity, the second public-private key pair further includes a
second private key, the second encryption method is de-
termined by the third-party authentication authority, and
the second private key is used to verify the second en-
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crypted information.
[0070] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the receiving unit is fur-
ther configured to receive a second authentication result
and a second signature from the first terminal device,
where the second authentication result is used to indicate
whether the first user is trustworthy, and the second sig-
nature is used to verify the second authentication result.
That an authentication unit performs authentication on
whether a first user is trustworthy includes: The authen-
tication unit verifies the second signature, and when the
verification succeeds, performs, based on the second
authentication result, authentication on whether the first
user is trustworthy.
[0071] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the second signature
is a signature that is generated by signing the second
authentication result based on a private key of a first SIM
card. That the authentication unit verifies the second sig-
nature includes: The authentication unit verifies the sec-
ond signature based on a public key of the first SIM card,
where the private key of the first SIM card and the public
key of the first SIM card are a public-private key pair of
the first SIM card, the first SIM card is disposed in the
first terminal device, the private key of the first SIM card
is stored in the first SIM card, and the public key of the
first SIM card is stored in the apparatus.
[0072] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, when the first user is a
calling user, before the authentication unit performs au-
thentication on whether the first user is trustworthy, the
apparatus further includes: an obtaining unit, configured
to obtain historical call data of the first user, where the
historical call data of the first user is used to indicate a
call habit of the first user, and includes at least one of the
following: distribution data of time points at which the first
user initiates calls, frequency data of the second user
answering calls when the first user initiates the calls, ring-
ing duration data of the second terminal device when the
first user initiates the calls, call duration distribution data
of the first user, distribution data of geographical loca-
tions at which the first user initiates the calls, a proportion
of the second user called for the first time, and home
location distribution data of the second user. The
processing unit is further configured to determine, based
on a preset policy and the historical call data of the first
user, whether a call initiated by the first user is trustwor-
thy. That an authentication unit performs authentication
on whether a first user is trustworthy includes: The au-
thentication unit performs authentication on whether the
first user is trustworthy based on whether the call initiated
by the first user is trustworthy.
[0073] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the processing unit is
further configured to determine a third public-private key
pair, where the third public-private key pair includes a
third private key and a third public key; and the apparatus
stores the third private key.

[0074] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, when a first operator
and a second operator that serve the first user and the
second user respectively are a same operator, that the
sending unit sends the first authentication result and the
first signature to a second terminal device used by a sec-
ond user or to a second operator network device is spe-
cifically: The sending unit sends the first authentication
result and the first signature to the second terminal de-
vice. The sending unit is further configured to send the
third public key to the second terminal device, where the
third public key is used by the second terminal device to
verify the first signature.
[0075] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the authentication unit
is further configured to perform authentication on whether
the second user is trustworthy, to obtain a third authen-
tication result. The processing unit is further configured
to sign the third authentication result to generate a third
signature. The sending unit is further configured to send
the third authentication result and the third signature to
the first terminal device. The sending unit is further con-
figured to send the third public key to the first terminal
device, where the third public key is used by the first
terminal device to verify the third signature.
[0076] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the apparatus further
includes: a receiving unit, configured to receive a second
message from the second terminal device, where the
second message includes third encrypted information,
the third encrypted information is encrypted physiological
characteristic information of the second user, and the
physiological characteristic information of the second us-
er includes at least one of the following: fingerprint infor-
mation of the second user, voice print information of the
second user, facial information of the second user, iris
information of the second user, and palm print informa-
tion of the second user. The sending unit is further con-
figured to send identification information of the second
user and the third encrypted information to a third-party
authentication authority, where the third encrypted infor-
mation is used by the third-party authentication authority
to perform authentication on whether the second user is
trustworthy, and the identification information of the sec-
ond user identifies the second user. The receiving unit
is further configured to receive third information from the
third-party authentication authority, where the third infor-
mation indicates whether the second user is trustworthy.
That the authentication unit performs authentication on
whether the second user is trustworthy includes: The au-
thentication unit performs, based on the third information,
authentication on whether the second user is trustworthy.
[0077] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the second message
includes at least one of the following: a signaling mes-
sage, video data, and audio data. When the second mes-
sage is the video data and/or the audio data, the second
message periodically carries the third encrypted informa-
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tion.
[0078] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, before the receiving unit
receives the second message from the second terminal
device, the receiving unit is further configured to obtain
a third encryption method and a fifth public key from the
third-party authentication authority. The sending unit is
further configured to send the third encryption method
and the fifth public key to the second terminal device,
where the fifth public key is a public key in a fifth public-
private key pair determined by the third-party authenti-
cation authority, the fifth public-private key pair further
includes a fifth private key, the third encryption method
and the fifth public key are used by the second terminal
device to encrypt the physiological characteristic infor-
mation of the second user to obtain the third encrypted
information, and the fifth private key is stored in the third-
party authentication authority and is used to verify the
third encrypted information.
[0079] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, before the authentica-
tion unit performs authentication on whether the second
user is trustworthy, the apparatus further includes: an
obtaining unit, configured to obtain physiological charac-
teristic information of the second user, where the physi-
ological characteristic information of the second user in-
cludes voice print information of the second user and/or
facial information of the second user. The processing unit
is further configured to encrypt the physiological charac-
teristic information of the second user based on a fourth
encryption method and a sixth public key, to generate
fourth encrypted information. The sending unit is further
configured to send identification information of the sec-
ond user and the fourth encrypted information to a third-
party authentication authority, where the fourth encrypt-
ed information is used by the third-party authentication
authority to perform authentication on whether the sec-
ond user is trustworthy, and the identification information
of the second user identifies the second user. The re-
ceiving unit is further configured to receive fourth infor-
mation from the third-party authentication authority,
where the fourth information indicates whether the sec-
ond user is trustworthy. That the authentication unit per-
forms authentication on whether the second user is trust-
worthy includes: The authentication unit performs, based
on the fourth information, authentication on whether the
second user is trustworthy, where the sixth public key is
a public key in a sixth public-private key pair determined
by the third-party authentication authority, the sixth pub-
lic-private key pair further includes a sixth private key,
the fourth encryption method is determined by the third-
party authentication authority, and the sixth private key
is used to verify the fourth encrypted information.
[0080] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the receiving unit is fur-
ther configured to receive a fifth authentication result and
a seventh signature from the second terminal device,
where the fifth authentication result is determined by the

second terminal device and is used to indicate whether
the second user is trustworthy, and the seventh signature
is used to verify a fourth authentication result. That the
authentication unit performs authentication on whether
the second user is trustworthy includes: The authentica-
tion unit verifies the seventh signature, and when the
verification succeeds, performs, based on the fifth au-
thentication result, authentication on whether the second
user is trustworthy.
[0081] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the seventh signature
is a signature that is generated by signing the fifth au-
thentication result based on a private key of a second
SIM card. That the authentication unit verifies the seventh
signature includes: The authentication unit verifies the
seventh signature based on a public key of the second
SIM card, where the private key of the second SIM card
and the public key of the second SIM card are a public-
private key pair of the second SIM card, the second SIM
card is disposed in the second terminal device, the private
key of the second SIM card is stored in the second SIM
card, and the public key of the second SIM card is stored
in the apparatus.
[0082] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, when the second user
is a calling user, before the authentication unit performs
authentication on whether the second user is trustworthy,
the apparatus further includes: an obtaining unit, config-
ured to obtain historical call data of the second user,
where the historical call data of the second user is used
to indicate a call habit of second user equipment, and
includes at least one of the following: distribution data of
time points at which the second user initiates calls, fre-
quency data of the first user answering calls when the
second user initiates the calls, ringing duration data of
the first terminal device when the second user initiates
the calls, call duration distribution data of the second us-
er, distribution data of geographical locations at which
the second user initiates the calls, a proportion of the first
user called for the first time, and home location distribu-
tion data of the first user. The processing unit is further
configured to determine, based on a preset policy and
the historical call data of the second user, whether a call
initiated by the second user is trustworthy. That the au-
thentication unit performs authentication on whether the
second user is trustworthy includes: The authentication
unit performs authentication on whether the first user is
trustworthy based on whether the call initiated by the sec-
ond user is trustworthy.
[0083] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, when a first operator
and a second operator that serve the first user and the
second user respectively are different operators, that the
sending unit sends the first authentication result and the
first signature to a second terminal device used by a sec-
ond user or to a second operator network device is spe-
cifically: The sending unit sends the first signature and
the first authentication result to the second operator net-
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work device. The sending unit is further configured to
send the third public key to the second operator network
device, where the third public key is used by the second
operator network device to verify the first signature. The
first authentication result and the fourth private key are
used by the second operator network device to generate
a fourth signature, the fourth signature is sent to the sec-
ond terminal device to indicate the second terminal de-
vice to verify the first authentication result, the fourth pri-
vate key is stored in the second operator network device,
and the fourth private key and a fourth public key are a
fourth public-private key pair.
[0084] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the receiving unit is fur-
ther configured to receive the fourth public key from the
second operator network device. The receiving unit is
further configured to receive a fifth signature and a fourth
authentication result from the second operator network
device, where the fifth signature is a signature that is
generated by signing the fourth authentication result
based on the fourth private key, and the fourth authenti-
cation result is used to indicate whether the second user
is trustworthy. The processing unit verifies the fifth sig-
nature based on the fourth public key. After the verifica-
tion succeeds, the processing unit signs the fourth au-
thentication result based on the third private key, to gen-
erate a sixth signature. The sending unit sends the fourth
authentication result and the sixth signature to the first
terminal device.
[0085] According to a sixth aspect, an authentication
apparatus is provided, where the authentication appara-
tus includes:
a receiving unit, configured to receive an encryption
method and a public key from an operator network de-
vice; a processing unit, configured to encrypt physiolog-
ical characteristic information of a user based on the en-
cryption method and the public key, to generate encrypt-
ed information, where the physiological characteristic in-
formation of the user includes at least one of the following:
fingerprint information of the user, voice print information
of the user, facial information of the user, iris information
of the user, and palm print information of the user; a send-
ing unit, configured to send the encrypted information to
the operator network device, where the user is a user
who sends a message to the operator network device by
using the apparatus, the public key is a public key in a
public-private key pair determined by a third-party au-
thentication authority, the public-private key pair further
includes a private key, and the private key is stored in
the third-party authentication authority and is used to ver-
ify the encrypted information.
[0086] According to a seventh aspect, an authentica-
tion apparatus is provided, where the authentication ap-
paratus includes:
an authentication unit, configured to perform authentica-
tion on whether a user is trustworthy, to obtain an au-
thentication result; a processing unit, configured to sign
the authentication result based on a private key of a SIM,

to generate a signature; and a sending unit, configured
to send the authentication result and the signature to an
operator network device.
[0087] According to an eighth aspect, an authentica-
tion apparatus is provided, where the authentication ap-
paratus includes:
a management unit, configured to manage identification
information of a user and physiological characteristic in-
formation of the user, where the identification information
of the user identifies the user, and the physiological char-
acteristic information of the user includes at least one of
the following: fingerprint information of the user, voice
print information of the user, facial information of the user,
iris information of the user, and palm print information of
the user; a processing unit, configured to determine a
public key and an encryption method that are used for
encrypting the physiological characteristic information of
the user; a sending unit, configured to send the encryp-
tion method and the public key to an operator network
device; and a receiving unit, configured to receive the
identification information of the user and encrypted infor-
mation from the operator network device, where the en-
crypted information is encrypted physiological character-
istic information of the user; where the processing unit is
further configured to: determine the user based on the
identification information of the user, verify the encrypted
information based on a private key, and determine, based
on the verification result, whether the user is trustworthy,
where the public key and the private key are a public-
private key pair; and the sending unit is further configured
to send, to the operator network device, information in-
dicating whether the user is trustworthy, where the user
is a user who sends a message to the operator network
device by using a terminal device.
[0088] With reference to the eighth aspect, in some
implementations of the eighth aspect, the encrypted in-
formation is determined by the operator network device,
or the encrypted information is determined by the termi-
nal device.
[0089] According to a ninth aspect, an authentication
apparatus is provided. The authentication apparatus in-
cludes a processor, configured to implement functions
of the first operator network device in the method de-
scribed in the first aspect.
[0090] In a possible implementation, the authentication
apparatus may further include a memory. The memory
is coupled to the processor, and the processor is config-
ured to implement the functions of the first operator net-
work device in the method described in the first aspect.
[0091] In a possible implementation, the memory is
configured to store program instructions and data. The
memory is coupled to the processor, and the processor
may invoke and execute program instructions stored in
the memory, to implement the functions of the first oper-
ator network device in the method described in the first
aspect.
[0092] In a possible implementation, the authentication
apparatus may further include a communication inter-
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face. The communication interface is used by the authen-
tication apparatus to communicate with another device.
The communication interface may be a transceiver, an
input/output interface, a circuit, or the like.
[0093] In a possible design, the authentication appa-
ratus includes the processor and the communication in-
terface, where

the processor is configured to run a computer pro-
gram, so that the authentication apparatus imple-
ments any method described in the first aspect; and
the processor communicates with an external device
through the communication interface.

[0094] It can be understood that the external device
may be an object other than the processor, or an object
outside the apparatus.
[0095] In another possible design, the authentication
apparatus is a chip or a chip system. The communication
interface may be an input/output interface, an interface
circuit, an output circuit, an input circuit, a pin, a related
circuit, or the like in the chip or the chip system. The
processor may be alternatively a processing circuit or a
logic circuit.
[0096] According to a tenth aspect, an authentication
apparatus is provided. The authentication apparatus in-
cludes a processor, configured to implement functions
of the terminal device in the methods described in the
second aspect and the third aspect.
[0097] In a possible implementation, the authentication
apparatus may further include a memory. The memory
is coupled to the processor, and the processor is config-
ured to implement the functions of the terminal device in
the methods described in the second aspect and the third
aspect.
[0098] In a possible implementation, the memory is
configured to store program instructions and data. The
memory is coupled to the processor, and the processor
may invoke and execute program instructions stored in
the memory, to implement the functions of the terminal
device in the methods described in the second aspect
and the third aspect.
[0099] In a possible implementation, the authentication
apparatus may further include a communication inter-
face. The communication interface is used by the authen-
tication apparatus to communicate with another device.
The communication interface may be a transceiver, an
input/output interface, a circuit, or the like.
[0100] In a possible design, the authentication appa-
ratus includes the processor and the communication in-
terface, where

the processor communicates with an external device
through the communication interface; and
the processor is configured to run a computer pro-
gram, so that the authentication apparatus imple-
ments any method described in the second aspect
and the third aspect.

[0101] It can be understood that the external device
may be an object other than the processor, or an object
outside the apparatus.
[0102] In another possible design, the authentication
apparatus is a chip or a chip system. The communication
interface may be an input/output interface, an interface
circuit, an output circuit, an input circuit, a pin, a related
circuit, or the like in the chip or the chip system. The
processor may be alternatively a processing circuit or a
logic circuit.
[0103] According to an eleventh aspect, an authenti-
cation apparatus is provided. The authentication appa-
ratus includes a processor, configured to implement func-
tions of the third-party authentication authority in the
method described in the fourth aspect.
[0104] In a possible implementation, the authentication
apparatus may further include a memory. The memory
is coupled to the processor, and the processor is config-
ured to implement the functions of the third-party authen-
tication authority in the method described in the fourth
aspect.
[0105] In a possible implementation, the memory is
configured to store program instructions and data. The
memory is coupled to the processor, and the processor
may invoke and execute program instructions stored in
the memory, to implement the functions of the third-party
authentication authority in the method described in the
fourth aspect.
[0106] In a possible implementation, the authentication
apparatus may further include a communication inter-
face. The communication interface is used by the authen-
tication apparatus to communicate with another device.
The communication interface may be a transceiver, an
input/output interface, a circuit, or the like.
[0107] In a possible design, the authentication appa-
ratus includes the processor and the communication in-
terface, where

the processor communicates with an external device
through the communication interface; and
the processor is configured to run a computer pro-
gram, so that the authentication apparatus imple-
ments any method described in the fourth aspect.

[0108] It can be understood that the external device
may be an object other than the processor, or an object
outside the apparatus.
[0109] In another possible design, the authentication
apparatus is a chip or a chip system. The communication
interface may be an input/output interface, an interface
circuit, an output circuit, an input circuit, a pin, a related
circuit, or the like in the chip or the chip system. The
processor may be alternatively a processing circuit or a
logic circuit.
[0110] According to a twelfth aspect, this application
provides a computer-readable storage medium. The
computer-readable storage medium stores instructions,
and when the instructions are run on a computer, the
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computer is enabled to perform the methods in the fore-
going aspects.
[0111] According to a thirteenth aspect, this application
provides a computer program product including instruc-
tions. When the computer program product runs on a
computer, the computer is enabled to perform the meth-
ods in the foregoing aspects.
[0112] According to a fourteenth aspect, a communi-
cation system is provided, including the authentication
apparatus described in the fifth aspect to the authentica-
tion apparatus described in the eighth aspect.
[0113] According to a fifteenth aspect, a chip or a chip
system is provided. The chip or the chip system includes
at least one processor and a communication interface.
The communication interface is connected to the at least
one processor through a line. The at least one processor
is configured to run a computer program or instructions,
to perform the method in any one of the possible imple-
mentations of the first aspect to the fourth aspect. The
communication interface in the chip may be an input/out-
put interface, a pin, a circuit, or the like.
[0114] In a possible implementation, the chip or the
chip system described in this application further includes
at least one memory, and the at least one memory stores
instructions. The memory may be a storage unit inside
the chip, for example, a register or a cache, or may be a
storage unit (for example, a read-only memory or a ran-
dom access memory) of the chip.

BRIEF DESCRIPTION OF DRAWINGS

[0115]

FIG. 1 is a schematic block diagram of a network
architecture to which an embodiment of this applica-
tion is applicable;
FIG. 2 is a schematic flowchart of a communication
method;
FIG. 3 is a schematic flowchart of another commu-
nication method;
FIG. 4 is a schematic flowchart of an authentication
method according to this application;
FIG. 5A to FIG. 5C are a schematic flowchart of an
authentication manner according to an embodiment
of this application;
(a) and (b) in FIG. 6 show key distribution procedures
according to this application;
FIG. 7A to FIG. 7C are a schematic flowchart of an-
other authentication manner according to an embod-
iment of this application;
FIG. 8A and FIG. 8B are a schematic flowchart of
still another authentication manner according to an
embodiment of this application;
FIG. 9 is a schematic flowchart of yet another au-
thentication manner according to an embodiment of
this application;
FIG. 10 is a schematic flowchart of a call procedure
according to an embodiment of this application;

FIG. 11 is a schematic flowchart of another call pro-
cedure according to an embodiment of this applica-
tion;
FIG. 12 is a schematic flowchart of still another call
procedure according to an embodiment of this ap-
plication;
FIG. 13 is a schematic diagram of an authentication
apparatus 1300 according to this application;
FIG. 14 is a schematic diagram of a structure of an
operator network device 1400 to which an embodi-
ment of this application is applicable;
FIG. 15 is a schematic diagram of a structure of an
operator network device 1500 to which an embodi-
ment of this application is applicable;
FIG. 16 is a schematic diagram of an authentication
apparatus 1600 according to this application;
FIG. 17 is a schematic diagram of a structure of a
terminal device 1700 to which an embodiment of this
application is applicable;
FIG. 18 is a schematic diagram of an authentication
apparatus 1800 according to this application; and
FIG. 19 is a schematic diagram of a structure of a
third-party authentication authority 1900 to which an
embodiment of this application is applicable.

DESCRIPTION OF EMBODIMENTS

[0116] The following describes technical solutions in
this application with reference to the accompanying
drawings.
[0117] The technical solutions in embodiments of this
application can be applied to various communication sys-
tems, such as a fifth generation (5th generation, 5G) sys-
tem, a new radio (new radio, NR) system, a long term
evolution (long term evolution, LTE) system, an LTE fre-
quency division duplex (frequency division duplex, FDD)
system, and an LTE time division duplex (time division
duplex, TDD) system. The technical solutions provided
in this application can be further applied to future com-
munication systems such as a sixth generation mobile
communication system. The technical solutions in em-
bodiments of this application can be further applied to
device-to-device (device to device, D2D) communica-
tion, vehicle-to-everything (vehicle-to-everything, V2X)
communication, machine-to-machine (machine to ma-
chine, M2M) communication, machine type communica-
tion (machine type communication, MTC), an Internet of
things (internet of things, IoT) communication system, or
another communication system.
[0118] For ease of understanding embodiments of this
application, a communication system to which embodi-
ments of this application are applicable is first described
with reference to FIG. 1 briefly.
[0119] As an example for description, FIG. 1 is a sche-
matic block diagram of a network architecture to which
an embodiment of this application is applicable. As
shown in FIG. 1, the network architecture may include
but is not limited to the following devices (or referred to
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as a functional network element, a node, a network ele-
ment, or the like):
user equipment (user equipment, UE) #A, UE #B, and
an operator network device.
[0120] The following briefly describes the devices
shown in FIG. 1.

1. User equipments: Both the UE #A and the UE #B
may be referred to as user equipments, and a differ-
ence lies in that one UE of the UE #A and the UE #B
is calling UE, and the other UE is called UE. Specif-
ically, in this embodiment of this application, which
one of the two UEs is the calling UE and which one
is the called UE is not limited.

[0121] The user equipments in this embodiment of this
application may include various handheld devices, vehi-
cle-mounted devices, wearable devices, computing de-
vices that have a wireless communication function, or
other processing devices connected to a wireless mo-
dem, and various forms of terminals, mobile stations (mo-
bile stations, MSs), terminals (terminals), software termi-
nals, and the like, such as a water meter, an electricity
meter, and a sensor.
[0122] For example, the user equipment in this embod-
iment of this application may be an access terminal, a
subscriber unit, a subscriber station, a mobile station, a
mobile console, a relay node, a remote station, a remote
terminal, a mobile device, a user terminal (user terminal),
a terminal device (terminal equipment), a wireless com-
munication device, a user agent, or a user apparatus.
The user equipment may be alternatively a cellular
phone, a cordless telephone set, a session initiation pro-
tocol (session initiation protocol, SIP) phone, a wireless
local loop (wireless local loop, WLL) station, a personal
digital assistant (personal digital assistant, PDA), a hand-
held device or a computing device that have a wireless
communication function, another processing device con-
nected to a wireless modem, a vehicle-mounted device,
a wearable device, user equipment in a 5G network, user
equipment in a future evolved public land mobile network
(public land mobile network, PLMN), user equipment in
a future Internet of vehicles, or the like. This is not limited
in this embodiment of this application.
[0123] By way of example rather than limitation, in this
embodiment of this application, the wearable device may
also be referred to as a wearable smart device and is a
generic name for devices that are wearable and that are
developed by applying a wearable technology to perform
intelligent design for everyday wear, such as glasses,
gloves, a watch, clothing, and shoes. The wearable de-
vice is a portable device that is directly worn on a body
or integrated into clothes or an accessory of a user. The
wearable device is not merely a hardware device, and
even implements powerful functions through software
support, data exchange, and cloud interaction. General-
ized wearable smart devices include full-featured and
large-size devices that can implement complete or partial

functions without relying on smartphones, for example,
a smartwatch and smart glasses; and include devices
that are specialized in only one type of application func-
tion and that need to be used cooperatively with another
device such as a smartphone, for example, various smart
bands or smart jewelry for monitoring physical signs.
[0124] The user equipment in this embodiment of this
application may be alternatively user equipment in an
Internet of things (internet of Things, IoT) system. The
IoT is an important part of development of future infor-
mation technologies. A main technical feature of the IoT
is to connect an object to a network by using a commu-
nication technology, to form an intelligent network for im-
plementing human-machine interaction and thing-thing
interaction. In this embodiment of this application, an IoT
technology can implement massive connections, deep
coverage, and terminal power saving by using, for exam-
ple, a narrow band (narrow band, NB) technology. The
user equipments in this embodiment of this application
may alternatively include sensors such as a smart printer,
a train detector, and a gas station. Main functions include
collecting data (which is performed by some user equip-
ments), receiving control information and downlink data
of an access network device, sending an electromagnetic
wave, and transmitting uplink data to the access network
device.
[0125] It should be noted that the user equipment in
this embodiment of this application is trustworthy user
equipment. To be specific, the user equipment is user
equipment that is produced by a trustworthy device man-
ufacturer and that is authenticated by a trustworthy de-
vice authentication authority.
[0126] 2. An operator network device can be under-
stood as a call session control function (call session con-
trol function, CSCF) network element. The CSCF net-
work element is a session control function entity in an
IMS. The CSCF implements a main softswitch control
function in a multimedia call in an IP multimedia subsys-
tem (IP multimedia subsystem, IMS) network system.
The CSCF network element may be further classified into
a proxy call session control function (proxy-call session
control function, P-CSCF) network element, an interro-
gating call session control function (interrogating-call
session control function, I-CSCF) network element, and
a serving call session control function (serving-call ses-
sion control function, S-CSCF) network element. The
CSCF may be referred to as a call control server for short.
[0127] The P-CSCF may be located in an access net-
work in which the UE is currently located. As the 1st con-
nection network element for the UE to access the IMS
network, the P-CSCF forwards a session initiation pro-
tocol (session initiation protocol, SIP) message of the UE
to the IMS core network and forwards a received SIP
message to the UE.
[0128] As a core call control entity, the S-CSCF imple-
ments basic call control functions. The S-CSCF needs
to perform processing, including implementing main con-
trol functions such as routing, application server (appli-
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cation server, AS) service triggering, and redirection, on
SIP messages. It should be noted that the operator net-
work device in this embodiment of this application is lo-
cated in a communication network of a trustworthy com-
munication operator, and is a device configured to per-
form authentication on whether user identities of both
communication parties (calling user equipment and
called user equipment) are trustworthy.
[0129] The operator network device and the user
equipments may be deployed on land, for example, may
be deployed indoor or outdoor, or may be handheld or
vehicle-mounted; may be deployed on water; or may be
deployed on an airplane, a balloon, or a satellite in the
air. A scenario in which the operator network device and
the user equipments are situated is not limited in this
embodiment of this application.
[0130] In this embodiment of this application, the op-
erator network device or the user equipment includes a
hardware layer, an operating system layer running above
the hardware layer, and an application layer running
above the operating system layer. The hardware layer
includes hardware such as a central processing unit (cen-
tral processing unit, CPU), a memory management unit
(memory management unit, MMU), and a memory (also
referred to as a main memory). The operating system
may be any one or more computer operating systems
that process a service by using a process (process), for
example, a Linux operating system, a Unix operating sys-
tem, an Android operating system, an iOS operating sys-
tem, or a Windows operating system. The application
layer includes applications such as a browser, an ad-
dress book, word processing software, and instant mes-
saging software.
[0131] In addition, aspects or features of this applica-
tion may be implemented as a method, an apparatus, or
a product that uses standard programming and/or engi-
neering technologies. The term "product" used in this ap-
plication covers a computer program that can be ac-
cessed from any computer-readable component, carrier,
or medium. For example, the computer-readable medi-
um may include but is not limited to: a magnetic storage
device (for example, a hard disk, a floppy disk, or a mag-
netic tape), an optical disc (for example, a compact disc
(compact disc, CD) or a digital versatile disc (digital ver-
satile disc, DVD)), a smart card, and a flash memory de-
vice (for example, an erasable programmable read-only
memory (erasable programmable read-only memory,
EPROM), a card, a stick, or a key drive). Moreover, var-
ious storage media described in this specification may
represent one or more devices and/or other machine-
readable media that are configured to store information.
The term "machine-readable media" may include but is
not limited to a radio channel, and various other media
that can store, contain, and/or carry instructions and/or
data.
[0132] It should be understood that FIG. 1 is merely a
simplified schematic diagram used as an example for
ease of understanding. The communication system may

further include other devices not drawn in FIG. 1.
[0133] For example, the communication system may
further include a core network device, and the operator
network device may be connected to the core network
device in a wireless or wired manner. The core network
device and the operator network device may be different
independent physical devices, functions of the core net-
work device and logical functions of the operator network
device may be integrated into one physical device, or
some functions of the core network device and some
functions of the operator network device may be integrat-
ed into one physical device.
[0134] For ease of understanding embodiments of this
application, the following briefly describes several basic
concepts in embodiments of this application.

1. AI face swapping

[0135] AI face swapping means that a face in a video
can be changed into another person’s face through AI
algorithm image processing (Photoshop, PS). In recent
years, emergence of an AI face swapping application
ZAO has attracted public attention. A photo only needs
to be uploaded to ZAO, and then a specified face in a
video can be changed into a corresponding face through
PS. This is quite simple and effective.

2. AI voice change

[0136] A neural network machine learning algorithm is
used for model training, and a simulated voice is difficult
to identify. A free change in a voice is accessible to peo-
ple. For example, a website modulate.ai provides an AI
voice change service, and even voices of celebrities can
be perfectly simulated. A voice change technology used
by modulate.ai is similar to that used by DeepFakes. In
addition, a website lyrebird.ai also provides a similar
service, and provides a larger range of thousands of im-
itation objects.

3. Telecommunication fraud

[0137] Telecommunication fraud is criminal acts of
making false information, setting deceptions, and per-
forming remote and non-contact frauds on victims
through telephone, network, and SMS to induce the vic-
tims to pay money or transfer money, and is usually im-
plemented by impersonating others and forging various
legal means and forms.

4. Key

[0138] A key is an input parameter in an algorithm in
which plaintext is converted into ciphertext or ciphertext
is converted into plaintext.
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5. Public key and private key

[0139] A public key is a non-secret half of a key pair
used with a private key. The public key is generally used
to encrypt a session key, verify a digital signature, or
encrypt data that can be decrypted by using a corre-
sponding private key. The public key and the private key
are a key pair (that is, a public key and a private key)
obtained by using an algorithm. The public key is open
to the public, whereas the private key is confidential. The
key pair obtained through such an algorithm can ensure
worldwide uniqueness. When this key pair is used, if one
of the keys is used to encrypt a segment of data, the
other key needs to be used to decrypt the data. If the
public key is used to encrypt data, the private key needs
to be used to decrypt the data. If the private key is used
to encrypt data, the public key needs to be used to decrypt
the data. Otherwise, the decryption fails.
[0140] In the private key encryption algorithm, a single
private key is used to encrypt and decrypt data. Because
any one having a key can decrypt the data by using the
key, it is necessary to prevent the key from being obtained
by an unauthorized agent. Private key encryption is also
referred to as symmetric encryption because a same key
is used for both encryption and decryption.

6. Signature

[0141] A signature in this embodiment of this applica-
tion can be understood as follows: A digital signature (or
referred to as a public key digital signature) is a digit string
that can be generated only by a sender of information
and that cannot be forged by other persons, and the digit
string is also a valid proof of authenticity of the information
sent by the sender of the information. The digital signa-
ture is similar to a common physical signature written on
paper, but is implemented by using a technology in the
public key encryption field, and is a method for verifying
digital information. A set of digital signatures generally
defines two complementary operations, one is used for
signature, and the other one is used for verification. The
digital signature is an application of asymmetric key cryp-
tography and digital digest technologies.

7. Session initiation protocol (session initiation protocol, 
SIP)

[0142] An SIP is an application-layer signaling control
protocol. The SIP is used to create, modify, and release
sessions of one or more participants. These sessions
may be Internet multimedia conferences, IP phone calls,
or multimedia distribution. Participants in the sessions
may perform communication through multicast (multi-
cast), mesh unicast (unicast), or a combination of multi-
cast and mesh unicast.
[0143] According to the AI face swapping, AI voice
change, and telecommunication fraud described in the
foregoing basic concepts, as AI face swapping and AI

voice change technologies, and the like emerge, crimi-
nals commit telecommunication fraud in such new ways.
Therefore, implementing trustworthy communication,
that is, ensuring that communication content is authentic
and is not tampered with during communication content
collection, communication content transmission, com-
munication content presentation, and the like through
end-to-end cooperation, has an important and positive
effect on avoidance or reduction of telecommunication
fraud.
[0144] In a communication method, real-name authen-
tication can ensure that communication content is trust-
worthy. The following briefly describes the communica-
tion method with reference to FIG. 2. FIG. 2 is a schematic
flowchart of a communication method. The communica-
tion method includes the following steps.
[0145] S210: Send a real-name authentication request
of an application program to a SIM card, where the real-
name authentication request includes an application pro-
gram identifier.
[0146] S220: Receive a first comparison result sent by
the SIM card, where the first comparison result is ob-
tained by an operator background system by comparing
fingerprint information provided by the SIM card with
prestored fingerprint information.
[0147] S230: Receive a second comparison result sent
by the operator background system, where the second
comparison result is obtained by the operator back-
ground system by comparing a received SIM card iden-
tifier with a found SIM card identifier corresponding to
the application identifier.
[0148] S240: Query whether the first comparison result
is consistent with the second comparison result.
[0149] If the first comparison result is consistent with
the second comparison result, step S250 is performed,
and it is determined that real-name authentication suc-
ceeds. If the first comparison result is inconsistent with
the second comparison result, step S260 is performed,
and it is determined that real-name authentication fails.
[0150] A premise that the method procedure shown in
FIG. 2 can be successfully performed is that an operator
needs to collect and store fingerprint data of a user. How-
ever, the fingerprint data is quite sensitive personal pri-
vacy information, and the user is unnecessarily willing to
hand over the fingerprint data to the operator for storage
and use.
[0151] In another communication method, trusted au-
thentication can ensure that communication content is
trustworthy, and mainly relates to device trustworthiness
and user trustworthiness.
[0152] Device trustworthiness involves three roles: a
trustworthy device authentication authority, a trustworthy
device certificate authority, and a trustworthy device
manufacturer. User trustworthiness also involves three
roles: a trustworthy user certificate authority, a trustwor-
thy user identity authentication authority, and a trustwor-
thy communication service provider.
[0153] Responsibilities of the roles involved in device
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trustworthiness are as follows.

1. Responsibilities of the trustworthy device authen-
tication authority:

(1) Perform authentication on whether devices
(for example, mobile phones and IoT terminals)
produced by the trustworthy device manufactur-
er are trustworthy, including but not limited to
whether terminal hardware supports trusted
boot in terms of a chip, a driver, an operating
system, and basic software, and whether com-
munication information (audio, a video, a tem-
perature, a speed, and the like) can be collected,
processed, sent, and presented without being
tampered with. After the authentication suc-
ceeds, the corresponding hardware is included
in a trustworthy device model list.
(2) Pay attention to security dynamics in the in-
dustry and update the trustworthy device model
list.
For example, if a device produced two years ago
is cracked by a hacker and cannot ensure trust-
worthy communication, the device needs to be
deleted from the trustworthy device model list.
(3) Provide an interface for querying whether a
trustworthy device model is trustworthy.

2. Responsibilities of the trustworthy device certifi-
cate authority:

(1) Generate and manage keys of a trustworthy
device digital certificate: a key K1 and a public
key K2.
(2) For user equipments authenticated by the
trustworthy device authentication authority, use
K1 to sign specific device hardware information
provided by the trustworthy device manufactur-
er, and generate a unique trustworthy device
digital certificate for each device.

3. Responsibilities of the trustworthy device manu-
facturer:

(1) Produce trustworthy user equipment and en-
able the user equipment to be authenticated by
the trustworthy device authentication authority.
(2) During production of each trustworthy de-
vice, allocate a group of keys: a key K3 and a
public key K4, where K3 is written into firmware
of the terminal and can be read only by bottom-
layer trustworthy system software of the termi-
nal.
(3) Submit hardware information such as a de-
vice model, a device number, and a MAC ad-
dress of a media trustworthy device and K4 to
the trustworthy device certificate authority, so
that the trustworthy device certificate authority

generates a digital certificate of the device and
writes the digital certificate into firmware of the
user equipment.

[0154] The trustworthy authentication authority and the
trustworthy device certificate authority may be a same
authority or different authorities.
[0155] Responsibilities of the roles involved in user
trustworthiness are as follows.

1. Responsibilities of the trustworthy user certificate
authority:

(1) Generate and manage keys of a trustworthy
user digital certificate: a key K5 and a public key
K6.
(2) Use K5 to sign specific user information pro-
vided for performing authentication by the trust-
worthy user authentication authority, and gen-
erate a unique trustworthy user digital certificate
for each user identity.

2. Responsibilities of the trustworthy user identity au-
thentication authority:

(1) Support user registration and addition of
trustworthy identity certificates, perform identity
authentication (for example, real-name authen-
tication) on a user, and collect, after the identity
authentication succeeds, verification informa-
tion corresponding to the identity certificates.
The verification information is, for example, a
password, a fingerprint, a voice print, and a ret-
ina characteristic.
One user may have a plurality of identity certif-
icates, such as a password certificate 1, a pass-
word certificate 2, a fingerprint certificate, a
voice print certificate, and a retina certificate.
Whether an identity certificate is trustworthy
does not affect trustworthiness of other identity
certificates.
(2) Generate a group of passwords for each user
identity certificate, including:

a public information password of the identity
certificate: a key K7 and a public key K8; and
a privacy information password of the iden-
tity certificate: a key K9 and a public key
K10.

(3) Submit K8 and public information such as a
user name, identity certificate IDs, and a gender
to the trustworthy user certificate authority, so
that the trustworthy user certificate authority
generates a public digital certificate of the user
identity.
(4) Submit the public information such as the
user name, the identity certificate IDs, and the
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gender, and user privacy information (for exam-
ple, the verification information (the password,
the fingerprint, the voice print, and the retina
characteristic) of the identity certificates and an
identity card number) obtained through signa-
ture by using K9 to the trustworthy user certifi-
cate authority, so that the trustworthy user cer-
tificate authority generates a private digital cer-
tificate of the user identity.
(5) Periodically perform trusted authentication
on the user, receive a user identity certificate
revocation application, and update a user iden-
tity trust status, to prevent the user identity cer-
tificates from being used by a third party after
being disclosed (for example, a password is dis-
closed).
(6) Provide an interface for querying the user
identity trust status.

3. Responsibilities of the trustworthy communication
service provider:

(1) Provide user card application, subscription,
and communication service provisioning func-
tions.
(2) According to user authorization, obtain the
public digital certificate, the private digital certif-
icate, K10, and K7 of the user identity from the
trustworthy user identity authentication authori-
ty, and send these pieces of information to the
user equipment of the user (for example, write
these pieces of information in a SIM card of the
mobile phone or store these pieces of informa-
tion on the mobile phone of the user after the
information is encrypted).
(3) Generate and manage trusted endorsement
keys of the communication service provider: a
key K11 and a public key K12.

[0156] For example, the trustworthy user identity au-
thentication authority, the trustworthy user certificate au-
thority, and the trustworthy communication service pro-
vider may be a same authority, may be three authorities,
or may be two authorities.
[0157] For example, a government agency serves as
the trustworthy user identity authentication authority, a
third-party certificate authority serves as the trustworthy
user certificate authority, and a telecommunication op-
erator (China Mobile or China Unicom) or an OTT vendor
(WeChat or Alipay) serves as the trustworthy communi-
cation service provider.
[0158] For another example, a telecommunication op-
erator (China Mobile or China Unicom) serves as the
trustworthy user identity authentication authority, the
trustworthy user certificate authority, and the trustworthy
communication service provider.
[0159] The following briefly describes the communica-
tion method with reference to FIG. 3. FIG. 3 is a schematic

flowchart of another communication method. The com-
munication method includes the following steps.
[0160] S310: A calling user initiates a call by using a
trustworthy device (the calling user equipment shown in
FIG. 3).
[0161] Specifically, when the trustworthy device initi-
ates the call, the trustworthy device determines whether
a user identity is trustworthy, only if the trustworthy device
determines that a chain of trust of the trustworthy device
is not cracked (root user permission is not obtained, a
chip is not physically attacked, an operating system/basic
software is not tampered with, collected content is not
processed by uncontrollable software, and the like). The
process is as follows:

using K6 to verify a private digital certificate of the
user identity, after the verification succeeds, obtain-
ing user privacy information encrypted by using K9;
using K10 to verify the user privacy information, in
the certificate, encrypted by using K9; and
after the verification succeeds, using an identity cer-
tificate in the user privacy information to verify wheth-
er the information matches information entered by
the calling user or collected by the terminal, and if
the two pieces of information match each other, con-
sidering that the user identity is trustworthy, and al-
lowing initiating a trustworthy call.

[0162] For example, user identity verification may be
alternatively performed before a trustworthy call is initi-
ated. For example, after the user identity is verified by
using information such as a password and a fingerprint
when the mobile phone is powered on or unlocked, it may
be considered that the user identity is trustworthy when
the call is initiated.
[0163] If the device used by the calling user is trust-
worthy and the user identity is trustworthy, calling-party
trust parameters are added to a call request. The trust
parameters include:

a device trustworthiness certificate: a certificate that
is signed by using K1 and that includes information
such as a device model, a device number, and K4;
a device trustworthiness signature: a signature
made by using K3, where signature content may in-
clude at least one of the following parameters:

a message digest, the device model, the device
number, a user name, identity certificate IDs,
and a timestamp, where the message digest is
a check value of content of the call request mes-
sage and may verify whether the message has
been tampered with, the device model and/or
the device number identify/identifies firmware
information of the user equipment, the user
name and/or the identity certificate IDs identify
the identity of the user who initiates the call, and
the timestamp identifies signature time;
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a user identity disclosure trustworthiness certif-
icate: a certificate that is signed by using K5 and
that includes information such as the user name,
the identity certificate IDs, and K8; and
a user trustworthiness signature: a signature
made by using K7, where signature content may
include at least one of the following parameters:
the message digest, the device model, the de-
vice number, the user name, the identity certif-
icate IDs, and the timestamp.

[0164] After receiving the calling-party call request, a
trustworthy subject (communication network) performs
the following steps.
[0165] S320: Address called user equipment.
[0166] S321: Initiate the call request to the called user
equipment.
[0167] The trustworthiness signatures of the calling
party are transparently transmitted during initiation of the
call request.
[0168] A called user receives the trustworthy call re-
quest by using a trustworthy device (the called user
equipment shown in FIG. 3). When determining that a
chain of trust of the trustworthy device is not cracked, the
trustworthy device performs the following step.
[0169] S330: Perform authentication on the calling par-
ty.
[0170] Specifically, the called user equipment per-
forms calling user identity trusted authentication and call-
ing device trusted authentication on the trustworthiness
signatures in the request. If the authentication succeeds,
that the calling user is trustworthy is indicated.
[0171] Specifically, the calling user identity trusted au-
thentication includes:

using K6 to verify the user identity disclosure trust-
worthiness certificate in the trust parameters, and
after the verification succeeds, extracting K8 from
the certificate; and
using K8 to verify the user trustworthiness signature
in the trust parameters, and based on information
such as the message digest, the device model, the
device number, and the timestamp in the signature,
confirming that the call request is not tampered with
or is not attacked repeatedly.

[0172] The calling device trusted authentication in-
cludes:

using K2 to verify the device trustworthiness certifi-
cate in the trust parameters, and after the verification
succeeds, extracting K4 from the certificate; and
using K4 to verify the device trustworthiness signa-
ture in the trust parameters, and based on informa-
tion such as the message digest, the user name, the
identity certificate IDs, and the timestamp in the sig-
nature, confirming that the call request is not tam-
pered with or is not attacked repeatedly.

[0173] There are many methods for obtaining K2 and
K6 by the called party, for example, a system presetting
manner, a mainstream certificate authority setting man-
ner in the industry, or a public key setting manner.
[0174] The called user answers the call by using the
trustworthy device, and performs the following steps.
[0175] S340: The called user equipment sends a re-
sponse message to an operator network device.
[0176] S341: The operator network device sends the
response message to the calling user equipment.
[0177] Sending the response message by the called
user by using the trustworthy device is similar to initiating
the call by the calling party. The trustworthy device adds
called-party trust parameters to the response message
after determining that the chain of trust of the trustworthy
device is not cracked and determining that a called user
identity is trustworthy. A called user trustworthiness sig-
nature uses K7’, and a called device trustworthiness sig-
nature uses K3’.
[0178] The calling user receives the response mes-
sage by using the trustworthy device, and performs the
following step.
[0179] S350: Perform authentication on the called par-
ty.
[0180] Specifically, the calling user equipment per-
forms called user identity trusted authentication and
called device trusted authentication on the trustworthi-
ness signatures in the response.
[0181] If the authentication succeeds, that the called
user is trustworthy is indicated.
[0182] Specifically, the called user trustworthiness sig-
nature and the called device trustworthiness signature
may be verified by using a verification mechanism for
verifying the calling party by the called party, and if the
verification succeeds, that the called user is trustworthy
is indicated.
[0183] After a call connection process is completed,
the following step is performed:
[0184] S360: The calling party sends communication
content to the called party.
[0185] During sending of the communication content
(audio or a video) to the called party by the calling party,
when determining that the chain of trust of the trustworthy
device is not cracked and the user identity is trustworthy,
the trustworthy device adds the calling-party trust param-
eters to the collected communication content and then
sends the added communication content.
[0186] When the called party receives the trustworthy
communication content by using the trustworthy device,
and determines that the chain of trust of the trustworthy
device is not cracked, the called party performs calling
identity trusted authentication and calling terminal trusted
authentication on the trustworthiness signatures in the
communication content. If the authentication succeeds,
that the communication content is trustworthy is indicated
to the user.
[0187] That the called party sends a signature mech-
anism and a check mechanism of the trustworthy com-
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munication content to the calling party is similar to that
the calling party sends a signature mechanism and a
check mechanism of the communication content to the
called party. Details are not described again.
[0188] The trusted authentication processes in the
communication method shown in FIG. 3 are mainly com-
pleted on the user equipment sides, and have high re-
quirements on the user equipments.
[0189] Although the foregoing communication meth-
ods shown in FIG. 2 and FIG. 3 can ensure message
reliability and avoid or reduce telecommunication fraud,
there are some disadvantages (for example, sensitive
identity information needs to be stored, and the user
equipments need high configurations). This application
provides another authentication method, so that telecom-
munication fraud can also be avoided or reduced.
[0190] It should be understood that the authentication
method provided in this embodiment of this application
can be applied to various communication systems, for
example, the communication system shown in FIG. 1.
[0191] A specific structure of an entity for performing
the methods provided in embodiments of this application
is not particularly limited in the following embodiments,
provided that a program that records code for performing
the methods provided in embodiments of this application
can be run to perform communication according to the
methods provided in embodiments of this application. For
example, the entity for performing the methods provided
in embodiments of this application may be user equip-
ment or an operator network device, or may be a func-
tional module, in the user equipment or the operator net-
work device, that can invoke and execute the program.
[0192] For ease of understanding of embodiments of
this application, the following descriptions are provided.
[0193] First, in this application, "used to indicate" can
be understood as "enabling", and "enabling" may include
direct enabling and indirect enabling. That a piece of in-
formation enables A may include that the information di-
rectly enables A or indirectly enables A, but it does not
indicate that the information necessarily carries A.
[0194] Information enabled by information is referred
to as to-be-enabled information. In a specific implemen-
tation process, there are many manners for enabling the
to-be-enabled information. The manners are, for exam-
ple, but not limited to, directly enabling the to-be-enabled
information, such as enabling the to-be-enabled informa-
tion or an index of the to-be-enabled information. Alter-
natively, the to-be-enabled information may be indirectly
enabled by enabling other information. There is an as-
sociation relationship between the other information and
the to-be-enabled information. Alternatively, only a part
of the to-be-enabled information may be enabled, and
the other part of the to-be-enabled information is known
or is pre-agreed. For example, alternatively, a sorting or-
der of a variety of information agreed in advance (for
example, specified in a protocol) may be used to enable
specific information, to reduce enabling overheads to
some extent. In addition, general parts of the variety of

information may be further identified and then enabled
together, to reduce enabling overheads caused by sep-
arately enabling the same information.
[0195] Second, "first", "second", and various numbers
(for example, "#1" and "#2") described in this application
are merely for ease of description, and are used to dis-
tinguish between objects, but are not intended to limit the
scope of embodiments of this application. For example,
the numbers are used to differentiate different informa-
tion, but are not used to describe a particular order or
sequence. It should be understood that the objects de-
scribed in this way are interchangeable in a proper cir-
cumstance, so that solutions other than embodiments of
this application can be described.
[0196] Third, in this application, "preset" may include
a predefinition, for example, a protocol definition. "Pre-
definition" may be implemented by prestoring corre-
sponding code or a corresponding table in a device (for
example, including a terminal device and a network de-
vice) or implemented in another manner that can be used
to indicate related information. A specific implementation
thereof is not limited in this application.
[0197] Fourth, "storage" in embodiments of this appli-
cation may be "storage in one or more memories". The
one or more memories may be separately disposed, or
may be integrated into an encoder, a decoder, a proces-
sor, or a communication apparatus. Alternatively, some
of the one or more memories may be disposed separate-
ly, and some others may be integrated into a decoder, a
processor, or a communication apparatus. A type of the
memory may be a storage medium in any form, and is
not limited in this application.
[0198] Fifth, "protocols" in embodiments of this appli-
cation may be standard protocols in the communication
field, and may include, for example, a 5G protocol, a new
radio (new radio, NR) protocol, and a related protocol
applied to a future communication system. This is not
limited in this application.
[0199] Without loss of generality, the following uses
interaction between a terminal device and an operator
network device as an example for detailing the authen-
tication method provided in embodiments of this applica-
tion.
[0200] FIG. 4 is a schematic flowchart of an authenti-
cation method according to this application. The method
includes all or some of the following steps.
[0201] S410: A first operator network device performs
authentication on whether a first user is trustworthy, to
obtain a first authentication result.
[0202] Specifically, the first user is a user who sends
a message to the first operator network device by using
a first terminal device. For example, the first user is a
user of the first terminal device (for example, a smart-
phone), and the first terminal device may send a message
to the first operator network device.
[0203] The first operator network device includes an
operator network device that provides a service for the
first user. For example, the first operator network device
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is an access network device configured by China Mobile,
and the first user is a user who accesses a network of
China Mobile. For another example, the first operator net-
work device is an access network device configured by
China Unicom, and the first user is a user who accesses
a network of China Unicom.
[0204] For example, the first operator network device
includes a CSCF network element. For example, the first
operator network device may be an S-CSCF network el-
ement.
[0205] The operator network device in this embodi-
ment of this application may be a network device config-
ured by a trustworthy communication service provider,
for example, may be a network device configured by Chi-
na Mobile, may be a network device configured by China
Unicom, may be a network device configured by China
Telecom, or may be a network device configured by an-
other trustworthy communication service provider.
[0206] It should be understood that a specific configu-
ration of the operator network device is not limited in this
embodiment of this application, and the operator network
device may be any network device that is configured by
the trustworthy communication service provider and that
can provide a service for the mobile terminal. Examples
are not enumerated for description herein.
[0207] In addition, the "user" in this embodiment of this
application is a user of the terminal device, for example,
may be a user of a smartphone or a user of another ter-
minal device.
[0208] That an operator network device performs au-
thentication on whether a user is trustworthy can be un-
derstood as follows: The operator network device deter-
mines whether a current user (that is, a subscriber) of
the terminal device is the same as a card applicant of the
terminal device. If the current user is the same as the
card applicant, it indicates that the user is the card ap-
plicant, and the user is determined to be trustworthy. If
the current user is not the same as the card applicant, it
indicates that the user is not the card applicant, and the
user is determined to be untrustworthy.
[0209] For example, when the terminal device is a
smartphone, a card applicant of the terminal device is a
subscriber of a phone number of the smartphone.
[0210] Specifically, the first operator network device
can obtain the first authentication result by performing
authentication on whether the first user is trustworthy.
The first authentication result may be that the first user
is trustworthy, or may be that the first user is untrustwor-
thy.
[0211] In this embodiment of this application, the first
operator network device may perform, in a plurality of
manners, authentication on whether the first user is trust-
worthy. The following details different authentication
manners with reference to FIG. 5A to FIG. 9. Details are
not described herein.
[0212] Further, after obtaining the first authentication
result, the first operator network device needs to sign the
first authentication result to generate a first signature.

The method procedure shown in FIG. 4 further includes
the following step.
[0213] S420: The first operator network device signs
the first authentication result to generate the first signa-
ture.
[0214] For example, that the first operator network de-
vice signs the first authentication result includes the fol-
lowing content:
[0215] First, the first operator network device calcu-
lates a hash value for a to-be-sent message (the mes-
sage includes the first authentication result and authen-
tication time), to obtain a digest of the message.
[0216] Then, the first operator network device encrypts
the digest by using a third private key stored in the first
operator network device, to generate the first signature.
[0217] It should be understood that the foregoing man-
ner in which the first operator network device signs the
first authentication result to generate the first signature
is merely an example, and does not constitute any limi-
tation on the protection scope of this application. In this
embodiment of this application, a specific implementa-
tion in which the first operator network device signs the
first authentication result to generate the first signature
is not limited. For details, refer to descriptions in an ex-
isting technology related to a signature technology. De-
tails are not described in this application.
[0218] Further, the first operator network device sends
the generated first signature and the to-be-sent message
(including at least the first authentication result) to a re-
ceive end. The method procedure shown in FIG. 4 further
includes the following step.
[0219] S430: The first operator network device sends
the first authentication result and the first signature.
[0220] In a possible implementation, if a first operator
and a second operator whose networks are respectively
accessed by the first user and a second user are a same
operator, the first operator network device sends the first
authentication result and the first signature to a second
terminal device used by the second user, where the first
user needs to call the second user.
[0221] In another possible implementation, if a first op-
erator and a second operator whose networks are re-
spectively accessed by the first user and a second user
are different operators, the first operator network device
sends the first authentication result and the first signature
to a second operator network device, where the first user
needs to call the second user, and the second operator
network device is an operator network device that pro-
vides a service for the second user.
[0222] It should be noted that, to ensure that both the
first user and the second user who communicate with
each other are trustworthy users, the first operator net-
work device further needs to perform authentication on
the second user. For two cases in which the first operator
and the second operator are a same operator and the
first operator and the second operator are different op-
erators, the first operator network device performs au-
thentication on the second user in different authentication
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manners, respectively. The following details different au-
thentication manners with reference to FIG. 5A to FIG.
9. Details are not described herein first.
[0223] In this embodiment of this application, the first
operator network device may perform, in the following
several manners, authentication on whether the first user
is reliable.
[0224] Manner 1: The first operator network device
calls an authentication service of a third-party authenti-
cation authority to perform authentication on whether the
first user is trustworthy, and the authentication service of
the third-party authentication authority is used to perform
authentication based on information collected by the first
terminal device.
[0225] For ease of understanding, the following pro-
vides descriptions with reference to FIG. 5A to FIG. 5C.
FIG. 5A to FIG. 5C are a schematic flowchart of an au-
thentication manner according to an embodiment of this
application. The authentication manner includes the fol-
lowing steps.
[0226] S510: The first terminal device obtains physio-
logical characteristic information of the first user.
[0227] The terminal device in this embodiment of this
application is a trustworthy terminal, that is, a terminal
device that is produced by a trustworthy device manu-
facturer and that is authenticated by a trustworthy device
authentication authority, for example, a smartphone or
AR glasses. A specific production manner and authenti-
cation manner are not limited in this embodiment of this
application. This embodiment of this application mainly
relates to authentication on the user using the terminal
device.
[0228] In this embodiment of this application, the phys-
iological characteristic information of the first user indi-
cates a physiological characteristic of the first user, in-
cluding but not limited to:
fingerprint information of the first user, voice print infor-
mation of the first user, facial information of the first user,
iris information of the first user, and palm print information
of the first user.
[0229] For example, that the first terminal device ob-
tains physiological characteristic information of the first
user may be as follows:
A fingerprint information collection module (for example,
a fingerprint recognition module) of the first terminal de-
vice collects the fingerprint information of the first user.
[0230] For example, that the first terminal device ob-
tains physiological characteristic information of the first
user may be as follows:
A voice print information collection module (for example,
a voice print recognition module) of the first terminal de-
vice collects the voice print information of the first user.
[0231] For example, that the first terminal device ob-
tains physiological characteristic information of the first
user may be as follows:
A facial information collection module (for example, a
camera module) of the first terminal device collects the
facial information of the first user.

[0232] For example, that the first terminal device ob-
tains physiological characteristic information of the first
user may be as follows:
An iris information collection module (for example, a cam-
era module) of the first terminal device collects the iris
information of the first user.
[0233] It should be understood that in this embodiment
of this application, a specific technical means used by
the first terminal device to obtain the physiological char-
acteristic information of the first user is not limited, and
may be an existing technical means or a future technical
means.
[0234] Specifically, in this embodiment of this applica-
tion, after obtaining the physiological characteristic infor-
mation of the first user, the first terminal device needs to
encrypt the physiological characteristic information of the
first user to generate first encrypted information. The
method procedure shown in FIG. 5A further includes the
following step.
[0235] S520: The first terminal device encrypts the
physiological characteristic information of the first user
based on a first encryption method and a first public key,
to generate the first encrypted information.
[0236] The first public key is a public key in a first public-
private key pair determined by the third-party authenti-
cation authority, the first public-private key pair further
includes a first private key, and the first private key is
stored in the third-party authentication authority and is
used to verify the first encrypted information.
[0237] For ease of understanding, the following de-
scribes a key distribution process with reference to FIG.
6, and only key usage is described herein.
[0238] Further, the first terminal device needs to send
the first encrypted information to the third-party authen-
tication authority by using the first operator network de-
vice, and the third-party authentication authority per-
forms authentication on whether the first user is trustwor-
thy. The method procedure shown in FIG. 5A further in-
cludes the following step.
[0239] S530: The first terminal device sends a first
message to the first operator network device, or the first
operator network device receives the first message from
the first terminal device.
[0240] Specifically, the first message includes the first
encrypted information.
[0241] For example, the first message includes any
one of a signaling message, video data, and audio data.
[0242] When the first message is the video data and/or
the audio data, the first message may periodically carry
the first encrypted information.
[0243] In the manner 1, after receiving the first encrypt-
ed information, the first operator network device does not
need to process the first encrypted information but trans-
parently transmits the first encrypted information to the
third-party authentication authority, and the third-party
authentication authority decrypts the first encrypted in-
formation. The method procedure shown in FIG. 5A fur-
ther includes the following step.
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[0244] S540: The first operator network device sends
identification information of the first user and the first en-
crypted information to the third-party authentication au-
thority, or the third-party authentication authority receives
the identification information of the first user and the first
encrypted information from the first operator network de-
vice.
[0245] The first encrypted information is used by the
third-party authentication authority to perform authenti-
cation on whether the first user is trustworthy, and the
identification information of the first user identifies the
first user.
[0246] It should be understood that in this embodiment
of this application, the third-party authentication authority
manages the identification information of the first user
and physiological characteristic information of the first
user, and specifies the first public key and the first en-
cryption method that are used for encrypting the physi-
ological characteristic information of the first user, and
the first private key used for decrypting the physiological
characteristic information of the first user. The first public
key is delivered to the first terminal device, and the first
private key is stored in the third-party authentication au-
thority.
[0247] It should be noted that, when the third-party au-
thentication authority manages only related information
of the first user (for example, the identification information
of the first user and the physiological characteristic infor-
mation of the first user), the identification information of
the first user may not need to be sent to the third-party
authentication authority. In other words, after receiving
the first encrypted information, the third-party authenti-
cation authority can determine to use the first private key
for decryption, without a need to first determine the first
user by using the identification information of the first
user and then determine the first private key specified
for the first user.
[0248] The method procedure shown in FIG. 5A further
includes the following step.
[0249] S550: The third-party authentication authority
determines the first user based on the identification in-
formation of the first user, verifies the first encrypted in-
formation based on the first private key, and determines,
based on the verification result, whether the first user is
trustworthy.
[0250] In this embodiment of this application, how the
third-party authentication authority decrypts the first en-
crypted information is not limited. For details, refer to de-
scriptions of encryption and decryption in an existing pub-
lic-private key pair technology.
[0251] Specifically, the third-party authentication au-
thority decrypts the first encrypted information to obtain
the physiological characteristic information of the first us-
er, and compares the obtained physiological character-
istic information with the physiological characteristic in-
formation of the first user that is locally managed by the
third-party authentication authority. If a comparison result
is "consistent", it indicates that the first user is trustworthy;

otherwise, it indicates that the first user is untrustworthy.
[0252] Further, the third-party authentication authority
needs to send the authentication result to the first oper-
ator network device. The method procedure shown in
FIG. 5A further includes the following step.
[0253] S560: The third-party authentication authority
sends first information to the first operator network de-
vice, or the first operator network device receives the first
information from the third-party authentication authority.
[0254] The first information indicates whether the first
user is trustworthy.
[0255] In the manner 1 shown in FIG. 5A to FIG. 5C,
that a first operator network device performs authentica-
tion on whether a first user is trustworthy, to obtain a first
authentication result in S410 can be understood as fol-
lows:
S570: The first operator network device performs, based
on the first information, authentication on whether the
first user is trustworthy, to obtain the first authentication
result.
[0256] When the first information indicates that the first
user is trustworthy, the first operator network device de-
termines through authentication that the first user is trust-
worthy, and the first authentication result is that the first
user is trustworthy; or when the first information indicates
that the first user is untrustworthy, the first operator net-
work device determines through authentication that the
first user is untrustworthy, and the first authentication re-
sult is that the first user is untrustworthy.
[0257] S580: The first operator network device signs
the first authentication result to generate a first signature.
[0258] For details, refer to the descriptions in S420.
Details are not described herein again.
[0259] For two cases in which a first operator and a
second operator are a same operator and a first operator
and a second operator are different operators, a subse-
quent procedure includes the following two possibilities:

Possibility 1:

[0260] When the first operator and the second operator
are a same operator, the method procedure shown in
FIG. 5A further includes the following steps.
[0261] S590: The first operator network device sends
the first authentication result and the first signature to a
second terminal device.
[0262] S591: The second terminal device verifies the
first signature.
[0263] For example, a verification method includes:
The second terminal device first decrypts a digest cipher-
text by using a third public key, to obtain a digest #1;
calculates a digest of a received message to obtain a
digest #2; compares the digest #1 with the digest #2; and
if the digest #1 is consistent with the digest #2, deter-
mines that a trusted endorsement of the first operator
network device is trustworthy, and indicates that the first
user is trustworthy in this case; or if the digest #1 is in-
consistent with the digest #2, determines that a trusted
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endorsement of the first operator network device is un-
trustworthy, and indicates that the first user is untrust-
worthy in this case.

Possibility 2:

[0264] When the first operator and the second operator
are different operators, the method procedure shown in
FIG. 5A further includes the following steps.
[0265] S592: The first operator network device sends
the first authentication result and the first signature to a
second operator network device.
[0266] S593: The second operator network device ver-
ifies the first signature.
[0267] For example, a verification method includes:
The second operator network device first decrypts a di-
gest ciphertext by using a third public key, to obtain a
digest #1; calculates a digest of a received message to
obtain a digest #2; compares the digest #1 with the digest
#2; and if the digest #1 is consi stent with the digest #2,
determines that a trusted endorsement of the first oper-
ator network device is trustworthy, and indicates that the
first user is trustworthy in this case; or if the digest #1 is
inconsistent with the digest #2, determines that a trusted
endorsement of the first operator network device is un-
trustworthy, and indicates that the first user is untrust-
worthy in this case.
[0268] S594: The second operator network device
signs the first authentication result to generate a fourth
signature.
[0269] Specifically, the second operator network de-
vice signs the first authentication result based on a fourth
private key to generate the fourth signature.
[0270] S595: The second operator network device
sends the first authentication result and the fourth signa-
ture to a second terminal device.
[0271] S596: The second terminal device verifies the
fourth signature.
[0272] For example, a verification method includes:
The second terminal device first decrypts a digest cipher-
text by using a fourth public key, to obtain a digest #1;
calculates a digest of a received message to obtain a
digest #2; compares the digest #1 with the digest #2; and
if the digest #1 is consistent with the digest #2, deter-
mines that a trusted endorsement of the first operator
network device is trustworthy, and indicates that the first
user is trustworthy in this case; or if the digest #1 is in-
consistent with the digest #2, determines that a trusted
endorsement of the first operator network device is un-
trustworthy, and indicates that the first user is untrust-
worthy in this case.
[0273] To ensure that both the first user and a second
user who communicate with each other are trustworthy
users, authentication further needs to be performed on
the second user. The procedure shown in FIG. 5B further
includes the following steps.
[0274] S511: The second terminal device obtains
physiological characteristic information of the second us-

er.
[0275] That the second terminal device obtains phys-
iological characteristic information of the second user is
similar to that a first terminal device obtains physiological
characteristic information of a first user. For details, refer
to the descriptions in S510. Details are not described
herein again.
[0276] S512: The second terminal device encrypts the
physiological characteristic information of the second us-
er based on a third encryption method and a fifth public
key, to generate third encrypted information.
[0277] The fifth public key is a public key in a fifth public-
private key pair determined by the third-party authenti-
cation authority, the fifth public-private key pair further
includes a fifth private key, the third encryption method
and the fifth public key are used by the second terminal
device to encrypt the physiological characteristic infor-
mation of the second user to obtain the third encrypted
information, and the fifth private key is stored in the third-
party authentication authority and is used to verify the
third encrypted information.
[0278] For the two cases in which the first operator and
the second operator are a same operator and the first
operator and the second operator are different operators,
the following two possibilities are included:

Possibility 1:

[0279] When the first operator and the second operator
are a same operator, the method procedure shown in
FIG. 5B further includes the following steps.
[0280] S513: The second terminal device sends a sec-
ond message to the first operator network device, or the
first operator network device receives the second mes-
sage from the second terminal device.
[0281] Specifically, the second message includes the
third encrypted information.
[0282] S514: The first operator network device sends
identification information of the second user and the third
encrypted information to the third-party authentication
authority, or the third-party authentication authority re-
ceives the identification information of the second user
and the third encrypted information from the first operator
network device.
[0283] The third encrypted information is used by the
third-party authentication authority to perform authenti-
cation on whether the second user is trustworthy, and
the identification information of the second user identifies
the second user.
[0284] For details, refer to the descriptions in S540.
Details are not described herein again.
[0285] S515: The third-party authentication authority
determines the second user based on the identification
information of the second user, verifies the third encrypt-
ed information based on the fifth private key, and deter-
mines, based on the verification result, whether the sec-
ond user is trustworthy.
[0286] A manner in which the third-party authentication
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authority performs authentication on the second user is
similar to the manner in which the third-party authentica-
tion authority performs authentication on the first user.
For details, refer to the descriptions in S550. Details are
not described herein again.
[0287] S516: The third-party authentication authority
sends third information to the first operator network de-
vice, or the first operator network device receives the
third information from the third-party authentication au-
thority.
[0288] The second information indicates whether the
second user is trustworthy.
[0289] S517: The first operator network device per-
forms, based on the third information, authentication on
whether the second user is trustworthy, to obtain a third
authentication result.
[0290] When the third information indicates that the
second user is trustworthy, the first operator network de-
vice determines through authentication that the second
user is trustworthy, and the third authentication result is
that the second user is trustworthy; or when the third
information indicates that the second user is untrustwor-
thy, the first operator network device determines through
authentication that the second user is untrustworthy, and
the third authentication result is that the second user is
untrustworthy.
[0291] S518: The first operator network device signs
the third authentication result to generate a third signa-
ture.
[0292] For example, that the first operator network de-
vice signs the third authentication result includes the fol-
lowing content:
The first operator network device calculates a hash value
for a to-be-sent message (the message includes the third
authentication result and authentication time), to obtain
a digest of the message.
[0293] The first operator network device encrypts the
digest by using a third private key stored in the first op-
erator network device, to generate the third signature.
[0294] S519: The first operator network device sends
the third authentication result and the third signature to
the first terminal device.
[0295] S521: The first terminal device verifies the third
signature.
[0296] For example, a verification method includes:
The first terminal device first decrypts a digest ciphertext
by using the third public key, to obtain a digest #1; cal-
culates a digest of a received message to obtain a digest
#2; compares the digest #1 with the digest #2; and if the
digest #1 is consistent with the digest #2, determines that
a trusted endorsement of the first operator network de-
vice is trustworthy, and indicates that the second user is
trustworthy in this case; or if the digest #1 is inconsistent
with the digest #2, determines that a trusted endorsement
of the first operator network device is untrustworthy, and
indicates that the second user is untrustworthy in this
case.

Possibility 2:

[0297] When the first operator and the second operator
are different operators, the method procedure shown in
FIG. 5C further includes the following steps.
[0298] S522: The second terminal device sends a third
message to the second operator network device, or the
second operator network device receives the third mes-
sage from the second terminal device.
[0299] Specifically, the third message includes the
third encrypted information.
[0300] S523: The second operator network device
sends identification information of the second user and
the third encrypted information to the third-party authen-
tication authority, or the third-party authentication author-
ity receives the identification information of the second
user and the third encrypted information from the second
operator network device.
[0301] The third encrypted information is used by the
third-party authentication authority to perform authenti-
cation on whether the second user is trustworthy, and
the identification information of the second user identifies
the second user.
[0302] S524: The third-party authentication authority
determines the second user based on the identification
information of the second user, verifies the third encrypt-
ed information based on the fourth private key, and de-
termines, based on the verification result, whether the
second user is trustworthy.
[0303] A manner in which the third-party authentication
authority performs authentication on the second user is
similar to the manner in which the third-party authentica-
tion authority performs authentication on the first user.
For details, refer to the descriptions in S550. Details are
not described herein again.
[0304] S525: The third-party authentication authority
sends fifth information to the second operator network
device, or the second operator network device receives
the fifth information from the third-party authentication
authority.
[0305] The fifth information indicates whether the sec-
ond user is trustworthy.
[0306] S526: The second operator network device per-
forms, based on the fifth information, authentication on
whether the second user is trustworthy, to obtain a fourth
authentication result.
[0307] When the fifth information indicates that the sec-
ond user is trustworthy, the second operator network de-
vice determines through authentication that the second
user is trustworthy, and the fourth authentication result
is that the second user is trustworthy; or when the fifth
information indicates that the second user is untrustwor-
thy, the second operator network device determines
through authentication that the second user is untrust-
worthy, and the fourth authentication result is that the
second user is untrustworthy.
[0308] S527: The second operator network device
signs the fourth authentication result to generate a fifth
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signature.
[0309] For example, that the second operator network
device signs the fourth authentication result includes the
following content:
The second operator network device calculates a hash
value for a to-be-sent message (the message includes
the fourth authentication result and authentication time),
to obtain a digest of the message.
[0310] The second operator network device encrypts
the digest by using the fourth private key stored in the
second operator network device, to generate the fifth sig-
nature.
[0311] S528: The second operator network device
sends the fourth authentication result and the fifth signa-
ture to the first operator network device.
[0312] S529: The first operator network device verifies
the fifth signature.
[0313] For example, a verification method includes:
The first operator network device first decrypts a digest
ciphertext by using the fourth public key, to obtain a digest
#1; calculates a digest of a received message to obtain
a digest #2; compares the digest #1 with the digest #2;
and if the digest #1 is consistent with the digest #2, de-
termines that a trusted endorsement of the second op-
erator network device is trustworthy, and indicates that
the second user is trustworthy in this case; or if the digest
#1 is inconsistent with the digest #2, determines that a
trusted endorsement of the second operator network de-
vice is untrustworthy, and indicates that the second user
is untrustworthy in this case.
[0314] S531: The first operator network device signs
the fourth authentication result to generate a sixth signa-
ture.
[0315] For example, that the first operator network de-
vice signs the fourth authentication result includes the
following content:
First, the first operator network device calculates a hash
value for a to-be-sent message (the message includes
the fourth authentication result and authentication time),
to obtain a digest of the message.
[0316] Then, the first operator network device encrypts
the digest by using a third private key stored in the first
operator network device, to generate the sixth signature.
[0317] S532: The first operator network device sends
the fourth authentication result and the sixth signature to
the first terminal device.
[0318] S533: The first terminal device verifies the sixth
signature.
[0319] For example, a verification method includes:
The first terminal device first decrypts a digest ciphertext
by using the third public key, to obtain a digest #1; cal-
culates a digest of a received message to obtain a digest
#2; compares the digest #1 with the digest #2; and if the
digest #1 is consistent with the digest #2, determines that
a trusted endorsement of the first operator network de-
vice is trustworthy, and indicates that the second user is
trustworthy in this case; or if the digest #1 is inconsistent
with the digest #2, determines that a trusted endorsement

of the first operator network device is untrustworthy, and
indicates that the second user is untrustworthy in this
case.
[0320] It can be learned from the procedure shown in
FIG. 5A to FIG. 5C that, the authentication manner is
feasible on a premise that the terminal device has learned
the encryption method and the public key that are used
for encrypting the physiological characteristic information
of the user, and key exchange is performed between dif-
ferent operator network devices in a cross-operator case.
The following describes the key distribution process with
reference to (a) and (b) in FIG. 6 show key distribution
procedures provided in this application.
[0321] It should be noted that in this embodiment of
this application, the key distribution procedures may be
completed before communication, or may be completed
before keys need to be used. A time point for key distri-
bution is not limited.
[0322] A key distribution procedure performed by a
third-party authentication authority is shown in (a) in FIG.
6, and includes the following step.
[0323] S610: A user registers information with the third-
party authentication authority.
[0324] The user may be the foregoing first user or sec-
ond user, or another user.
[0325] For example, the first user registers identifica-
tion information of the first user (or referred to as basic
information of the first user, such as a name and an iden-
tity card number) and physiological characteristic infor-
mation of the first user (such as a voice print, a fingerprint,
a face, and an iris of the first user) with the third-party
authentication authority.
[0326] For example, the second user registers identi-
fication information of the second user (or referred to as
basic information of the second user, such as a name
and an identity card number) and physiological charac-
teristic information of the second user (such as a voice
print, a fingerprint, a face, and an iris of the second user)
with the third-party authentication authority.
[0327] It should be understood that in this embodiment
of this application, information that may be used as basic
information of a user is not limited. The foregoing name,
identity card number, and the like are merely examples,
and do not constitute any limitation on the protection
scope of this application. For example, the basic infor-
mation of the user may be alternatively information such
as an address, a place of work, a birthday, and a regis-
tered residence.
[0328] Likewise, in this embodiment of this application,
information that may be used as physiological character-
istic information of a user is not limited. The foregoing
voice print, fingerprint, face, iris, and the like are merely
examples, and do not constitute any limitation on the pro-
tection scope of this application. For example, the phys-
iological characteristic information of the user may be
alternatively a palm print.
[0329] Further, after receiving the registration informa-
tion of the user, the third-party authentication authority
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may allocate an encryption manner, a decryption man-
ner, and keys (including a private key and a public key)
of the physiological characteristic information of the user
to the user. The method procedure shown in FIG. 5A to
FIG. 5C further includes the following steps.
[0330] S620: The third-party authentication authority
allocates the encryption manner, the decryption manner,
and the keys to the user.
[0331] For example, the third-party authentication au-
thority manages the basic information and the physiolog-
ical characteristic information of the first user, and spec-
ifies, for the first user, an encryption manner, a decryption
manner, and keys (including a first private key and a first
public key) of the physiological characteristic information
that are needed during user identity authentication.
[0332] A first operator network device needs to write
the first public key into a first terminal device used by the
first user, and the first private key is stored in the third-
party authentication authority.
[0333] For example, the third-party authentication au-
thority manages the basic information and the physiolog-
ical characteristic information of the second user, and
specifies, for the second user, an encryption manner, a
decryption manner, and keys (including a fifth private key
and a fifth public key) of the physiological characteristic
information that are needed during user identity authen-
tication.
[0334] The first operator network device or a second
operator network device needs to write the fifth public
key into a second terminal device used by the second
user, and the fifth private key is stored in the third-party
authentication authority.
[0335] In this embodiment of this application, a specific
representation form of the third-party authentication au-
thority is not limited. The third-party authentication au-
thority may be any third-party authentication authority
that can perform authentication on a user identity, for
example, may be a public security bureau, or may be an
archive storage facility.
[0336] In addition, a manner in which the third-party
authentication authority allocates the encryption method
and the keys to the user is not limited in this embodiment
of this application. For details, refer to descriptions in an
existing related technology. For example, documents
about encryption and public-private key pairs in existing
cryptography record how to encrypt and decrypt informa-
tion and how to distribute keys. This is not limited in this
embodiment of this application.
[0337] It should be understood that in this application,
the third-party authentication authority may manage in-
formation for one or more users and allocate an encryp-
tion manner, a decryption manner, and keys to the one
or more users. For processing manners for other users,
refer to the processing manner for the first user. Details
are not described herein again.
[0338] S630: The user accesses a network of an op-
erator to which an operator network device belongs.
[0339] It can be understood that a premise that the

user is served by the operator network device is: The
user has applied for a card to the operator to which the
operator network device belongs and has accessed the
network of the operator.
[0340] Specifically, that the user accesses a network
of an operator to which an operator network device be-
longs can be understood as follows: The user registers
the basic information of the user with the operator and
uses the network managed by the operator.
[0341] It should be understood that, how the user ac-
cesses the network is not limited in this embodiment of
this application. For details, refer to descriptions in an
existing related technology.
[0342] In this embodiment of this application, the user
authorizes the operator network device to obtain the en-
cryption method and the public key that are needed dur-
ing user identity authentication. The method procedure
shown in (a) in FIG. 6 further includes the following step.
[0343] S631: The user authorizes the operator network
device to obtain the encryption method and the public
key.
[0344] For example, if the user is a new user, an au-
thorization manner may be that the user performs au-
thorization when accessing the network. For example,
when the user accesses the network, the operator que-
ries whether the user authorizes the operator network
device to obtain the encryption method and the public
key, and the user may choose to perform authorization.
[0345] For example, if the user is a regular user, an
authorization manner may be that the user authorizes,
at a time point before the user calls another user, the
operator network device to obtain the encryption method
and the public key.
[0346] Specifically, the operator network device may
obtain the encryption method and the public key from the
third-party authentication authority based on the author-
ization from the user. The method procedure shown in
(a) in FIG. 6 further includes the following step.
[0347] S640: The operator network device obtains the
encryption method and the public key from the third-party
authentication authority.
[0348] To deliver the obtained encryption method and
the obtained public key by the operator network device
to a terminal device, the method procedure shown in FIG.
6 further includes the following step.
[0349] S650: The operator network device sends the
encryption method and the public key to the terminal de-
vice.
[0350] It can be learned from the procedure shown in
(a) in FIG. 6 that the terminal device can obtain the en-
cryption method and the public key that are used for en-
crypting the physiological characteristic information of
the user.
[0351] The operator network device may locally allo-
cate a public-private key pair for a trusted endorsement.
The public key is sent to the terminal device managed
by the operator network device, and to an operator net-
work device that manages a terminal device called by
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the terminal device managed by the operator network
device. The private key is stored in the operator network
device. The following describes key distribution per-
formed by the operator network device with reference to
(b) in FIG. 6.
[0352] The key distribution procedure performed by
the operator network device is shown in (b) in FIG. 6, and
includes the following step.
[0353] S611: The first operator network device deter-
mines a third public-private key pair.
[0354] The third public-private key pair includes a third
public key and a third private key. The third private key
is stored in the first operator network device.
[0355] For two cases in which a first operator and a
second operator are a same operator and a first operator
and a second operator are different operators, keys of
the first operator network device include the following two
possibilities:

Possibility 1:

[0356] When the first operator and the second operator
are a same operator, the method procedure shown in (b)
in FIG. 6 further includes the following step.
[0357] S612: The first operator network device sends
the third public key to both the first terminal device and
the second terminal device.

Possibility 2:

[0358] When the first operator and the second operator
are different operators, the method procedure shown in
(b) in FIG. 6 further includes the following step.
[0359] S613: The second operator network device de-
termines a fourth public-private key pair.
[0360] The fourth public-private key pair includes a
fourth public key and a fourth private key. The fourth pri-
vate key is stored in the second operator network device.
[0361] S614: The first operator network device sends
the third public key to both the first terminal device and
the second operator network device.
[0362] S615: The second operator network device
sends the fourth public key to both the second terminal
device and the first operator network device.
[0363] Manner 2: The first operator network device
calls an authentication service of a third-party authenti-
cation authority to perform authentication on whether the
first user is trustworthy, and the authentication service of
the third-party authentication authority is used to perform
authentication based on information collected by the first
operator network device.
[0364] For ease of understanding, the following pro-
vides descriptions with reference to FIG. 7A to FIG. 7C.
FIG. 7A to FIG. 7C are a schematic flowchart of another
authentication manner according to an embodiment of
this application. The authentication manner includes the
following steps.
[0365] S710: The first operator network device obtains

physiological characteristic information of the first user.
[0366] The physiological characteristic information of
the first user includes voice print information of the first
user and/or facial information of the first user.
[0367] For example, that the first operator network de-
vice obtains physiological characteristic information of
the first user may be as follows:
A voice print information collection module (for example,
a voice print recognition module) of the first operator net-
work device collects the voice print information of the first
user in a call process.
[0368] For example, that the first operator network de-
vice obtains physiological characteristic information of
the first user may be as follows:
A facial information collection module (for example, a
camera module) of the first operator network device col-
lects the facial information of the first user in a call proc-
ess.
[0369] In this embodiment, a specific manner in which
the first operator network device obtains the physiological
characteristic information of the first user is not limited.
[0370] S720: The first operator network device en-
crypts the physiological characteristic information of the
first user based on a second encryption method and a
second public key, to generate second encrypted infor-
mation.
[0371] The second public key is a public key in a sec-
ond public-private key pair determined by the third-party
authentication authority and the first operator network
device through negotiation, the second public-private key
pair further includes a second private key, the second
encryption method is determined by the first operator net-
work device and the third-party authentication authority
through negotiation, and the second private key is used
to verify the second encrypted information.
[0372] Alternatively, the second public-private key pair
is determined by the third-party authentication authority,
and then is delivered to the first operator network device.
A method for determining the second public-private key
pair by the third-party authentication authority is similar
to the method for determining the first public-private key
pair by the third-party authentication authority in the man-
ner 1. Details are not described herein again.
[0373] S730: The first operator network device sends
identification information of the first user and the second
encrypted information to the third-party authentication
authority, or the third-party authentication authority re-
ceives the identification information of the first user and
the second encrypted information from the first operator
network device.
[0374] The second encrypted information is used by
the third-party authentication authority to perform au-
thentication on whether the first user is trustworthy, and
the identification information of the first user identifies the
first user.
[0375] S740: The third-party authentication authority
determines the first user based on the identification in-
formation of the first user, verifies the second encrypted
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information based on the second private key, and deter-
mines, based on the verification result, whether the first
user is trustworthy.
[0376] In this embodiment of this application, how the
third-party authentication authority decrypts the second
encrypted information is not limited. For details, refer to
descriptions of encryption and decryption in an existing
public-private key pair technology.
[0377] Specifically, the third-party authentication au-
thority decrypts the second encrypted information to ob-
tain the physiological characteristic information of the first
user, and compares the obtained physiological charac-
teristic information with physiological characteristic infor-
mation of the first user that is locally managed by the
third-party authentication authority. If a comparison result
is "consistent", it indicates that the first user is trustworthy;
otherwise, it indicates that the first user is untrustworthy.
[0378] Further, the third-party authentication authority
needs to send the authentication result to the first oper-
ator network device. The method procedure shown in
FIG. 7A further includes the following step.
[0379] S750: The third-party authentication authority
sends second information to the first operator network
device, or the first operator network device receives the
second information from the third-party authentication
authority.
[0380] The second information indicates whether the
first user is trustworthy.
[0381] In the manner 2 shown in FIG. 7A to FIG. 7C,
that a first operator network device performs authentica-
tion on whether a first user is trustworthy, to obtain a first
authentication result in S410 can be understood as fol-
lows:
S760: The first operator network device performs, based
on the second information, authentication on whether the
first user is trustworthy, to obtain the first authentication
result.
[0382] When the second information indicates that the
first user is trustworthy, the first operator network device
determines through authentication that the first user is
trustworthy, and the first authentication result is that the
first user is trustworthy; or when the second information
indicates that the first user is untrustworthy, the first op-
erator network device determines through authentication
that the first user is untrustworthy, and the first authenti-
cation result is that the first user is untrustworthy.
[0383] S770: The first operator network device signs
the first authentication result to generate a first signature.
[0384] For details, refer to the descriptions in S420.
Details are not described herein again.
[0385] For two cases in which a first operator and a
second operator are a same operator and a first operator
and a second operator are different operators, a subse-
quent procedure includes the following two possibilities:

Possibility 1:

[0386] When the first operator and the second operator

are a same operator, the method procedure shown in
FIG. 7A further includes the following steps.
[0387] S780: The first operator network device sends
the first authentication result and the first signature to a
second terminal device.
[0388] S781: The second terminal device verifies the
first signature.
[0389] For details, refer to the descriptions in S591.
Details are not described herein again.

Possibility 2:

[0390] When the first operator and the second operator
are different operators, the method procedure shown in
FIG. 7A further includes the following steps.
[0391] S782: The first operator network device sends
the first authentication result and the first signature to a
second operator network device.
[0392] S783: The second operator network device ver-
ifies the first signature.
[0393] For details, refer to the descriptions in S593.
Details are not described herein again.
[0394] S784: The second operator network device
signs the first authentication result to generate a fourth
signature.
[0395] For details, refer to the descriptions in S594.
Details are not described herein again.
[0396] S785: The second operator network device
sends the first authentication result and the fourth signa-
ture to a second terminal device.
[0397] S786: The second terminal device verifies the
fourth signature.
[0398] For details, refer to the descriptions in S596.
Details are not described herein again.
[0399] To ensure that both the first user and a second
user who communicate with each other are trustworthy
users, authentication further needs to be performed on
the second user. For the two cases in which the first op-
erator and the second operator are a same operator and
the first operator and the second operator are different
operators, the following two possibilities are included:

Possibility 1:

[0400] When the first operator and the second operator
are a same operator, the method procedure shown in
FIG. 7B further includes the following steps.
[0401] S711: The first operator network device obtains
physiological characteristic information of the second us-
er.
[0402] The physiological characteristic information of
the second user includes voice print information of the
second user and/or facial information of the second user.
[0403] For example, that the first operator network de-
vice obtains physiological characteristic information of
the second user may be as follows:
A voice print information collection module (for example,
a voice print recognition module) of the first operator net-
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work device collects the voice print information of the
second user in a call process.
[0404] For example, that the first operator network de-
vice obtains physiological characteristic information of
the second user may be as follows:
A facial information collection module (for example, a
camera module) of the first operator network device col-
lects the facial information of the second user in a call
process.
[0405] In this embodiment, a specific manner in which
the first operator network device obtains the physiological
characteristic information of the second user is not limit-
ed.
[0406] S712: The first operator network device en-
crypts the physiological characteristic information of the
second user based on a fourth encryption method and a
sixth public key, to generate fourth encrypted information.
[0407] The sixth public key is a public key in a sixth
public-private key pair determined by the third-party au-
thentication authority and the first operator network de-
vice through negotiation, the sixth public-private key pair
further includes a sixth private key, the fourth encryption
method is determined by the first operator network device
and the third-party authentication authority through ne-
gotiation, and the sixth private key is used to verify the
fourth encrypted information.
[0408] Alternatively, the sixth public-private key pair is
determined by the third-party authentication authority,
and then is delivered to the first operator network device.
A method for determining the sixth public-private key pair
by the third-party authentication authority is similar to the
method for determining the fifth public-private key pair
by the third-party authentication authority in the manner
1. Details are not described herein again.
[0409] S713: The first operator network device sends
identification information of the second user and the
fourth encrypted information to the third-party authenti-
cation authority, or the third-party authentication author-
ity receives the identification information of the second
user and the fourth encrypted information from the first
operator network device.
[0410] The fourth encrypted information is used by the
third-party authentication authority to perform authenti-
cation on whether the first user is trustworthy, and the
identification information of the first user identifies the
first user.
[0411] S714: The third-party authentication authority
determines the second user based on the identification
information of the second user, verifies the fourth en-
crypted information based on the sixth private key, and
determines, based on the verification result, whether the
second user is trustworthy.
[0412] In this embodiment of this application, how the
third-party authentication authority decrypts the fourth
encrypted information is not limited. For details, refer to
descriptions of encryption and decryption in the existing
public-private key pair technology.
[0413] Specifically, the third-party authentication au-

thority decrypts the fourth encrypted information to obtain
the physiological characteristic information of the second
user, and compares the obtained physiological charac-
teristic information with physiological characteristic infor-
mation of the second user that is locally managed by the
third-party authentication authority. If a comparison result
is "consistent", it indicates that the second user is trust-
worthy; otherwise, it indicates that the second user is
untrustworthy.
[0414] Further, the third-party authentication authority
needs to send the authentication result to the first oper-
ator network device. The method procedure shown in
FIG. 7B further includes the following step.
[0415] S715: The third-party authentication authority
sends fourth information to the first operator network de-
vice, or the first operator network device receives the
fourth information from the third-party authentication au-
thority.
[0416] The fourth information indicates whether the
first user is trustworthy.
[0417] S716: The first operator network device per-
forms, based on the fourth information, authentication on
whether the second user is trustworthy, to obtain a third
authentication result.
[0418] When the fourth information indicates that the
second user is trustworthy, the first operator network de-
vice determines through authentication that the second
user is trustworthy, and the third authentication result is
that the second user is trustworthy; or when the fourth
information indicates that the second user is untrustwor-
thy, the first operator network device determines through
authentication that the second user is untrustworthy, and
the third authentication result is that the second user is
untrustworthy.
[0419] S717: The first operator network device signs
the third authentication result to generate a third signa-
ture.
[0420] For details, refer to the descriptions in S518.
Details are not described herein again.
[0421] S718: The first operator network device sends
the third authentication result and the third signature to
a first terminal device.
[0422] S719: The first terminal device verifies the third
signature.
[0423] For details, refer to the descriptions in S521.
Details are not described herein again.

Possibility 2:

[0424] When the first operator and the second operator
are different operators, the method procedure shown in
FIG. 7C further includes the following steps.
[0425] S721: The second operator network device ob-
tains physiological characteristic information of the sec-
ond user.
[0426] The physiological characteristic information of
the second user includes voice print information of the
second user and/or facial information of the second user.
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[0427] For example, that the second operator network
device obtains physiological characteristic information of
the second user may be as follows:
A voice print information collection module (for example,
a voice print recognition module) of the second operator
network device collects the voice print information of the
second user in a call process.
[0428] For example, that the second operator network
device obtains physiological characteristic information of
the second user may be as follows:
A facial information collection module (for example, a
camera module) of the second operator network device
collects the facial information of the second user in a call
process.
[0429] In this embodiment, a specific manner in which
the second operator network device obtains the physio-
logical characteristic information of the second user is
not limited.
[0430] S722: The second operator network device en-
crypts the physiological characteristic information of the
second user based on a fifth encryption method and a
seventh public key, to generate fifth encrypted informa-
tion.
[0431] The seventh public key is a public key in a sev-
enth public-private key pair determined by the third-party
authentication authority and the second operator network
device through negotiation, the seventh public-private
key pair further includes a seventh private key, the fifth
encryption method is determined by the first operator net-
work device and the third-party authentication authority
through negotiation, and the seventh private key is used
to verify the fifth encrypted information.
[0432] Alternatively, the seventh public-private key
pair is determined by the third-party authentication au-
thority, and then is delivered to the second operator net-
work device. A method for determining the seventh pub-
lic-private key pair by the third-party authentication au-
thority is similar to the method for determining the fifth
public-private key pair by the third-party authentication
authority in the manner 1. Details are not described here-
in again.
[0433] S723: The second operator network device
sends identification information of the second user and
the fifth encrypted information to the third-party authen-
tication authority, or the third-party authentication author-
ity receives the identification information of the second
user and the fifth encrypted information from the second
operator network device.
[0434] The fifth encrypted information is used by the
third-party authentication authority to perform authenti-
cation on whether the first user is trustworthy, and the
identification information of the first user identifies the
first user.
[0435] S724: The third-party authentication authority
determines the second user based on the identification
information of the second user, verifies the fifth encrypted
information based on the seventh private key, and deter-
mines, based on the verification result, whether the sec-

ond user is trustworthy.
[0436] In this embodiment of this application, how the
third-party authentication authority decrypts the fifth en-
crypted information is not limited. For details, refer to de-
scriptions of encryption and decryption in the existing
public-private key pair technology.
[0437] Specifically, the third-party authentication au-
thority decrypts the fifth encrypted information to obtain
the physiological characteristic information of the second
user, and compares the obtained physiological charac-
teristic information with physiological characteristic infor-
mation of the second user that is locally managed by the
third-party authentication authority. If a comparison result
is "consistent", it indicates that the second user is trust-
worthy; otherwise, it indicates that the second user is
untrustworthy.
[0438] Further, the third-party authentication authority
needs to send the authentication result to the first oper-
ator network device. The method procedure shown in
FIG. 7C further includes the following step.
[0439] S725: The third-party authentication authority
sends sixth information to the first operator network de-
vice, or the first operator network device receives the
sixth information from the third-party authentication au-
thority.
[0440] The sixth information indicates whether the first
user is trustworthy.
[0441] S726: The second operator network device per-
forms, based on the sixth information, authentication on
whether the second user is trustworthy, to obtain a fourth
authentication result.
[0442] When the sixth information indicates that the
second user is trustworthy, the first operator network de-
vice determines through authentication that the second
user is trustworthy, and the fourth authentication result
is that the second user is trustworthy; or when the sixth
information indicates that the second user is untrustwor-
thy, the first operator network device determines through
authentication that the second user is untrustworthy, and
the fourth authentication result is that the second user is
untrustworthy.
[0443] S727: The second operator network device
signs the fourth authentication result to generate a fifth
signature.
[0444] For details, refer to the descriptions in S527.
Details are not described herein again.
[0445] S728: The second operator network device
sends the fourth authentication result and the fifth signa-
ture to the first operator network device.
[0446] S729: The first operator network device verifies
the fifth signature.
[0447] For details, refer to the descriptions in S529.
Details are not described herein again.
[0448] S731: The first operator network device gener-
ates a sixth signature.
[0449] For details, refer to the descriptions in S531.
Details are not described herein again.
[0450] S732: The first operator network device sends
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the fourth authentication result and the sixth signature to
a first terminal device.
[0451] For details, refer to the descriptions in S532.
Details are not described herein again.
[0452] S733: The first terminal device verifies the sixth
signature.
[0453] For details, refer to the descriptions in S533.
Details are not described herein again.
[0454] The manner 2 shown in FIG. 7A to FIG. 7C is
different from the manner 1 shown in FIG. 5A to FIG. 5C
in that, the operator network device obtains the physio-
logical characteristic information of the user, and the en-
cryption method and the public key that are used for en-
crypting the physiological characteristic information of
the user do not need to be distributed to the terminal
device. In the manner 2, the terminal device does not
need to participate in authentication. This simplifies an
operation performed by the terminal device.
[0455] Manner 3: The terminal device performs trusted
authentication on the user and reports an authentication
result to an operator, and the operator verifies the au-
thentication result of the trustworthy terminal.
[0456] For ease of understanding, the following pro-
vides descriptions with reference to FIG. 8A and FIG. 8B.
FIG. 8A and FIG. 8B are a schematic flowchart of still
another authentication manner according to an embod-
iment of this application. The authentication manner in-
cludes the following steps.
[0457] S810: The first terminal device performs au-
thentication on the first user to obtain a second authen-
tication result.
[0458] In this embodiment of this application, how the
first terminal device performs authentication on the first
user is not limited. For example, the first terminal device
may determine whether the first user can unlock the first
terminal device, and if the first user can unlock the first
terminal device, consider that the first user is trustworthy;
otherwise, consider that the first user is untrustworthy.
[0459] In this embodiment, after obtaining the second
authentication result, the first terminal device signs the
second authentication result. The method procedure
shown in FIG. 8A further includes the following step.
[0460] S820: The first terminal device signs the second
authentication result to generate a second signature.
[0461] Specifically, the first terminal device signs the
second authentication result based on a private key of a
first SIM card to generate the second signature.
[0462] For example, a signature method includes: cal-
culating a digest (also referred to as a hash value) of a
to-be-sent message (including the authentication result
and authentication time), encrypting the digest by using
the private key of the first SIM card, and finally sending
an encrypted digest and the to-be-sent message (includ-
ing the authentication result and the authentication time)
to a first operator network device together.
[0463] Further, the first terminal device needs to send
the second authentication result and the second signa-
ture to the first operator network device. The method pro-

cedure shown in FIG. 8A further includes the following
step.
[0464] S830: The first terminal device sends the sec-
ond authentication result and the second signature to the
first operator network device, or the first operator network
device receives the second authentication result and the
second signature from the first terminal device.
[0465] The second authentication result is determined
by the first terminal device and is used to indicate whether
the first user is trustworthy, and the second signature is
used to verify the second authentication result.
[0466] Further, the first operator network device veri-
fies the received second authentication result. The meth-
od procedure shown in FIG. 8A further includes the fol-
lowing step.
[0467] S840: The first operator network device verifies
the second signature.
[0468] In the manner 3 shown in FIG. 8A and FIG. 8B,
that a first operator network device performs authentica-
tion on whether a first user is trustworthy, to obtain a first
authentication result in S410 can be understood as fol-
lows:
S850: When the verification on the second signature suc-
ceeds, the first operator network device performs, based
on the second authentication result, authentication on
whether the first user is trustworthy, to obtain the first
authentication result.
[0469] When the second authentication result indi-
cates that the first user is trustworthy, the first operator
network device determines through authentication that
the first user is trustworthy, and the first authentication
result is that the first user is trustworthy; or when the
second authentication result indicates that the first user
is untrustworthy, the first operator network device deter-
mines through authentication that the first user is untrust-
worthy, and the first authentication result is that the first
user is untrustworthy.
[0470] S860: The first operator network device signs
the first authentication result to generate a first signature.
[0471] For details, refer to the descriptions in S420.
Details are not described herein again.
[0472] For two cases in which a first operator and a
second operator are a same operator and a first operator
and a second operator are different operators, a subse-
quent procedure includes the following two possibilities:

Possibility 1:

[0473] When the first operator and the second operator
are a same operator, the method procedure shown in
FIG. 8A further includes the following steps.
[0474] S870: The first operator network device sends
the first authentication result and the first signature to a
second terminal device.
[0475] S880: The second terminal device verifies the
first signature.
[0476] For details, refer to the descriptions in S591.
Details are not described herein again.
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Possibility 2:

[0477] When the first operator and the second operator
are different operators, the method procedure shown in
FIG. 8A further includes the following steps.
[0478] S890: The first operator network device sends
the first authentication result and the first signature to a
second operator network device.
[0479] S891: The second operator network device ver-
ifies the first signature.
[0480] For details, refer to the descriptions in S593.
Details are not described herein again.
[0481] S892: The second operator network device
signs the first authentication result to generate a fourth
signature.
[0482] For details, refer to the descriptions in S594.
Details are not described herein again.
[0483] S893: The second operator network device
sends the first authentication result and the fourth signa-
ture to a second terminal device.
[0484] S894: The second terminal device verifies the
fourth signature.
[0485] For details, refer to the descriptions in S596.
Details are not described herein again.
[0486] To ensure that both the first user and a second
user who communicate with each other are trustworthy
users, authentication further needs to be performed on
the second user. The procedure shown in FIG. 8A further
includes the following step.
[0487] S811: The second terminal device performs au-
thentication on the second user to obtain a fifth authen-
tication result.
[0488] In this embodiment of this application, how the
second terminal device performs authentication on the
second user is not limited. For example, the second ter-
minal device may determine whether the second user
can unlock the second terminal device, and if the second
user can unlock the second terminal device, consider
that the second user is trustworthy; otherwise, consider
that the second user is untrustworthy.
[0489] In this embodiment, after obtaining the fifth au-
thentication result, the second terminal device signs the
fifth authentication result. The method procedure shown
in FIG. 8A further includes the following step.
[0490] S812: The second terminal device signs the fifth
authentication result to generate a seventh signature.
[0491] Specifically, the second terminal device signs
the fifth authentication result based on a private key of a
second SIM card to generate the seventh signature.
[0492] For example, a signature method includes: cal-
culating a digest (also referred to as a hash value) of a
to-be-sent message (including the fifth authentication re-
sult and authentication time), encrypting the digest by
using the private key of the second SIM card, and finally
sending an encrypted digest and the to-be-sent message
(including the authentication result and the authentica-
tion time) to the first operator network device together or
the second operator network device.

[0493] For the two cases in which the first operator and
the second operator are a same operator and the first
operator and the second operator are different operators,
a subsequent procedure includes the following two pos-
sibilities:

Possibility 1:

[0494] When the first operator and the second operator
are a same operator, the method procedure shown in
FIG. 8B further includes the following step.
[0495] S813: The second terminal device sends the
fifth authentication result and the seventh signature to
the first operator network device, or the first operator net-
work device receives the fifth authentication result and
the seventh signature from the second terminal device.
[0496] The fifth authentication result is determined by
the second terminal device and is used to indicate wheth-
er the second user is trustworthy, and the seventh sig-
nature is used to verify the fifth authentication result.
[0497] Further, the first operator network device veri-
fies the received fifth authentication result. The method
procedure shown in FIG. 8B further includes the following
steps.
[0498] S814: The first operator network device verifies
the seventh signature.
[0499] S815: When the verification on the seventh sig-
nature succeeds, the first operator network device per-
forms, based on the fifth authentication result, authenti-
cation on whether the second user is trustworthy, to ob-
tain a third authentication result.
[0500] When the fifth authentication result indicates
that the second user is trustworthy, the first operator net-
work device determines through authentication that the
second user is trustworthy, and the third authentication
result is that the second user is trustworthy; or when the
fifth authentication result indicates that the second user
is untrustworthy, the first operator network device deter-
mines through authentication that the second user is un-
trustworthy, and the third authentication result is that the
second user is untrustworthy.
[0501] S816: The first operator network device signs
the third authentication result to generate a third signa-
ture.
[0502] For details, refer to the descriptions in S518.
Details are not described herein again.
[0503] S817: The first operator network device sends
the third authentication result and the third signature to
the first terminal device.
[0504] S818: The first terminal device verifies the third
signature.
[0505] For details, refer to the descriptions in S521.
Details are not described herein again.

Possibility 2:

[0506] When the first operator and the second operator
are different operators, the method procedure shown in
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FIG. 8B further includes the following step.
[0507] S819: The second terminal device sends the
fifth authentication result and the seventh signature to
the second operator network device, or the second op-
erator network device receives the fifth authentication
result and the seventh signature from the second terminal
device.
[0508] The fifth authentication result is determined by
the second terminal device and is used to indicate wheth-
er the second user is trustworthy, and the seventh sig-
nature is used to verify the fifth authentication result.
[0509] Further, the second operator network device
verifies the received fifth authentication result. The meth-
od procedure shown in FIG. 8B further includes the fol-
lowing steps.
[0510] S821: The second operator network device ver-
ifies the seventh signature.
[0511] S822: When the verification on the seventh sig-
nature succeeds, the second operator network device
performs, based on the fifth authentication result, authen-
tication on whether the second user is trustworthy, to
obtain a fourth authentication result.
[0512] When the fifth authentication result indicates
that the second user is trustworthy, the second operator
network device determines through authentication that
the second user is trustworthy, and the fourth authenti-
cation result is that the second user is trustworthy; or
when the fifth authentication result indicates that the sec-
ond user is untrustworthy, the second operator network
device determines through authentication that the sec-
ond user is untrustworthy, and the fourth authentication
result is that the second user is untrustworthy.
[0513] S823: The second operator network device
signs the fourth authentication result to generate a fifth
signature.
[0514] For details, refer to the descriptions in S525.
Details are not described herein again.
[0515] S824: The second operator network device
sends the fourth authentication result and the fifth signa-
ture to the first operator network device.
[0516] S825: The first operator network device verifies
the fifth signature.
[0517] For details, refer to the descriptions in S529.
Details are not described herein again.
[0518] S826: The first operator network device gener-
ates a sixth signature.
[0519] For details, refer to the descriptions in S531.
Details are not described herein again.
[0520] S827: The first operator network device sends
the fourth authentication result and the sixth signature to
the first terminal device.
[0521] For details, refer to the descriptions in S532.
Details are not described herein again.
[0522] S828: The first terminal device verifies the sixth
signature.
[0523] For details, refer to the descriptions in S533.
Details are not described herein again.
[0524] Manner 4: When the first user is a calling user,

the first operator network device determines, through sit-
uational awareness (that is, analyzing a call behavior of
the calling user in a recent period of time), whether the
calling user is trustworthy.
[0525] For ease of understanding, the following pro-
vides descriptions with reference to FIG. 9. FIG. 9 is a
schematic flowchart of yet another authentication man-
ner according to an embodiment of this application. The
authentication manner includes the following steps.
[0526] S910: The first operator network device obtains
historical call data of the first user.
[0527] In this embodiment of this application, how the
first operator network device obtains the historical call
data of the first user is not limited. For example, the first
operator network device may obtain the historical call
data of the first user by using a historical call data storage
unit.
[0528] The historical call data of the first user is used
to indicate a call habit of the first user, and includes at
least one of the following:
distribution data of time points at which the first user in-
itiates calls, frequency data of a second user answering
calls when the first user initiates the calls, ringing duration
data of a second terminal device when the first user ini-
tiates the calls, call duration distribution data of the first
user, distribution data of geographical locations at which
the first user initiates the calls, a proportion of the second
user called for the first time, and home location distribu-
tion data of the second user.
[0529] S920: The first operator network device deter-
mines, based on a preset policy and the historical call
data of the first user, whether a call initiated by the first
user is trustworthy.
[0530] For example, the preset policy may be that time
points at which the first user initiates the calls are from
8:00 a.m. to 6:00 p.m., and if the historical call data of
the first user complies with the preset policy, it is deter-
mined that the first user is trustworthy; otherwise, it is
determined that the first user is untrustworthy.
[0531] For example, the preset policy may be that a
frequency at which the second user answers calls when
the first user initiates the calls is not less than 50%, and
if the historical call data of the first user complies with the
preset policy, it is determined that the calls are trustwor-
thy; otherwise, it is determined that the calls are untrust-
worthy.
[0532] In the manner 4 shown in FIG. 9, that a first
operator network device performs authentication on
whether a first user is trustworthy, to obtain a first au-
thentication result in S410 can be understood as follows:
S930: The first operator network device performs authen-
tication on whether the first user is trustworthy based on
whether the call is trustworthy, to obtain the first authen-
tication result.
[0533] When the call is trustworthy, the first operator
network device determines through authentication that
the first user is trustworthy, and the first authentication
result is that the first user is trustworthy; or when the call
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is untrustworthy, the first operator network device deter-
mines through authentication that the first user is untrust-
worthy, and the first authentication result is that the first
user is untrustworthy.
[0534] S940: The first operator network device signs
the first authentication result to generate a first signature.
[0535] For details, refer to the descriptions in S420.
Details are not described herein again.
[0536] For two cases in which a first operator and a
second operator are a same operator and a first operator
and a second operator are different operators, a subse-
quent procedure includes the following two possibilities:

Possibility 1:

[0537] When the first operator and the second operator
are a same operator, the method procedure shown in
FIG. 9A and FIG. 9B further includes the following steps.
[0538] S950: The first operator network device sends
the first authentication result and the first signature to the
second terminal device.
[0539] S960: The second terminal device verifies the
first signature.
[0540] For details, refer to the descriptions in S591.
Details are not described herein again.

Possibility 2:

[0541] When the first operator and the second operator
are different operators, the method procedure shown in
FIG. 9A and FIG. 9B further includes the following steps.
[0542] S970: The first operator network device sends
the first authentication result and the first signature to a
second operator network device.
[0543] S981: The second operator network device ver-
ifies the first signature.
[0544] For details, refer to the descriptions in S593.
Details are not described herein again.
[0545] S990: The second operator network device
signs the first authentication result to generate a fourth
signature.
[0546] For details, refer to the descriptions in S594.
Details are not described herein again.
[0547] S991: The second operator network device
sends the first authentication result and the fourth signa-
ture to the second terminal device.
[0548] S992: The second terminal device verifies the
fourth signature.
[0549] For details, refer to the descriptions in S596.
Details are not described herein again.
[0550] When the second user is a calling user, authen-
tication may be performed on the second user in the fore-
going manner. The authentication manner is similar to
that described above. Details are not described herein
again.
[0551] For ease of understanding, with reference to
several specific examples in which the first user is a call-
ing user, the second user is a called user, and the first

operator and the second operator are a same operator,
the following briefly describes how to apply the authen-
tication method provided in this application to trustworthy
communication.
[0552] In correspondence to the foregoing authentica-
tion manner 1, a manner of performing trustworthy com-
munication is detailed with reference to FIG. 10.
[0553] FIG. 10 is a schematic flowchart of a call pro-
cedure according to an embodiment of this application.
The call procedure includes the following steps.
[0554] S1010: The first user sends a first session ini-
tiation protocol invite (session initiation protocol invite,
SIP invite) message to a first operator network device by
using a first terminal device.
[0555] The first SIP invite message (a specific imple-
mentation of the foregoing first message) includes an
encrypted physiological characteristic parameter (the
foregoing first encrypted information) of the first user. An
encryption method and a key (the foregoing first encryp-
tion method and first public key) that are used for en-
crypting the physiological characteristic parameter are
specified and allocated by a third-party authentication
authority.
[0556] S1011: The first operator network device sends
a first request message to the third-party authentication
authority.
[0557] The first operator network device receives the
first SIP invite message, finds basic information of the
first user, and calls an open interface of the third-party
authentication authority to perform authentication on a
calling party (transmits the basic information of the first
user and the encrypted physiological characteristic pa-
rameter of the first user to the third-party authentication
authority).
[0558] The first request message includes identifica-
tion information of the first user and the first encrypted
information.
[0559] S1012: The third-party authentication authority
performs authentication on the first user.
[0560] Specifically, the third-party authentication au-
thority decrypts the first encrypted information based on
a first private key to obtain the physiological characteristic
information of the first user, and compares the obtained
physiological characteristic information with physiologi-
cal characteristic information of the first user that is locally
managed by the third-party authentication authority. If a
comparison result is "consistent", it indicates that the first
user is trustworthy; otherwise, it indicates that the first
user is untrustworthy.
[0561] The first private key and the first public key are
keys included in a first public-private key pair that is spec-
ified by the third-party authentication authority for the
physiological characteristic parameter of the first user,
the first public key is used to encrypt the physiological
characteristic parameter of the first user, and the first
private key is used to decrypt the physiological charac-
teristic parameter of the first user.
[0562] S1013: The third-party authentication authority
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sends a first response message to the first operator net-
work device.
[0563] The third-party authentication authority feeds
back an authentication result to the first operator network
device. The first response message includes first infor-
mation, and the first information indicates whether the
first user is trustworthy. For example, the first user is trust-
worthy and is authenticated.
[0564] S1014: The first operator network device per-
forms authentication on the first user based on the first
information, to obtain a first authentication result.
[0565] When the first information indicates that the first
user is trustworthy, the first operator network device de-
termines through authentication that the first user is trust-
worthy, and the first authentication result is that the first
user is trustworthy; or when the first information indicates
that the first user is untrustworthy, the first operator net-
work device determines through authentication that the
first user is untrustworthy, and the first authentication re-
sult is that the first user is untrustworthy.
[0566] S1015: The first operator network device per-
forms trusted endorsement signature on the first authen-
tication result to generate a first signature.
[0567] The first operator network device first calculates
a digest (also referred to as a hash value) of a second
SIP invite message (the second SIP invite message in-
cludes the first authentication result), and then encrypts
the digest by using a third private key, to obtain the first
signature.
[0568] The third private key is a key that is determined
by the first operator network device and that is used to
encrypt the first authentication result. Specifically, the
third private key is a private key in a third public-private
key pair, and the third public-private key pair further in-
cludes a third public key. The third public key is sent to
terminal devices (for example, the first terminal device
and a second terminal device) served by the first operator
network device, and is used by the terminal devices to
verify the signature received from the first operator net-
work device.
[0569] Finally, the first operator network device needs
to forward the second SIP invite message together with
the first signature to the second terminal device (a termi-
nal device used by a called party). The method procedure
shown in FIG. 10 further includes the following step.
[0570] S1016: The first operator network device sends
the second SIP invite message and the first signature to
the second terminal device.
[0571] The second SIP invite message includes the
first authentication result.
[0572] It should be noted that before sending the sec-
ond SIP invite message and the first signature to the sec-
ond terminal device, the first operator network device
needs to address the second user.
[0573] A specific addressing manner is not limited in
this embodiment of this application. For details, refer to
descriptions in an existing related technology. For exam-
ple, it is determined, based on a destination address in

the received first SIP invite message, that the second
SIP invite message needs to be sent to the second ter-
minal device.
[0574] After receiving the second SIP invite message
and the first signature, the second terminal device verifies
the trusted endorsement signature of the first operator
network device. The method procedure shown in FIG.
10 further includes the following steps.
[0575] S1017: The second terminal device verifies the
first signature.
[0576] For example, a verification method is specifical-
ly: The second terminal device first decrypts a digest ci-
phertext by using the third public key, to obtain a digest
#1; calculates a digest of the second SIP invite message
to obtain a digest #2; compares the digest #1 with the
digest #2; and if the digest #1 is consistent with the digest
#2, determines that a trusted endorsement of the first
operator network device is trustworthy, and informs the
second user that the call is trustworthy in this case; or if
the digest #1 is inconsistent with the digest #2, deter-
mines that a trusted endorsement of the first operator
network device is untrustworthy, and informs the second
user that the call is untrustworthy in this case.
[0577] S1018: The second terminal device sends an
SIP 180 ring message to the first terminal device by using
the first operator network device, where the SIP 180 ring
message indicates that the second terminal device rings.
[0578] For example, before the call initiated by the first
user is answered, a prompt tone is received by the first
terminal device.
[0579] When determining that the call is trustworthy,
the second terminal device sends an SIP 200 OK mes-
sage to the first terminal device by using the first operator
network device, to indicate that the first terminal device
can initiate the call.
[0580] S1019: The second user sends a first SIP 200
OK message to the first operator network device by using
the second terminal device.
[0581] The first SIP 200 OK message (a specific im-
plementation of the foregoing second message) includes
an encrypted physiological characteristic parameter (the
foregoing third encrypted information) of the second user.
An encryption method and a key (the foregoing third en-
cryption method and fourth public key) that are used for
encrypting the physiological characteristic parameter are
specified and allocated by the third-party authentication
authority.
[0582] S1020: The first operator network device sends
a second request message to the third-party authentica-
tion authority.
[0583] The first operator network device receives the
first SIP 200 OK message, finds basic information of the
second user, and calls the open interface of the third-
party authentication authority to perform authentication
on the called party (transmits the basic information of the
second user and the encrypted physiological character-
istic parameter of the second user to the third-party au-
thentication authority).
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[0584] The second request message includes identifi-
cation information of the second user and the third en-
crypted information.
[0585] S1021: The third-party authentication authority
performs authentication on the second user.
[0586] Specifically, the third-party authentication au-
thority decrypts the third encrypted information based on
a fourth private key to obtain the physiological charac-
teristic information of the second user, and compares the
obtained physiological characteristic information with
physiological characteristic information of the second us-
er that is locally managed by the third-party authentica-
tion authority. If a comparison result is "consistent", it
indicates that the second user is trustworthy; otherwise,
it indicates that the second user is untrustworthy.
[0587] The fourth private key and the fourth public key
are keys included in a fourth public-private key pair that
is specified by the third-party authentication authority for
the physiological characteristic parameter of the second
user, the fourth public key is used to encrypt the physi-
ological characteristic parameter of the second user, and
the fourth private key is used to decrypt the physiological
characteristic parameter of the second user.
[0588] S1022: The third-party authentication authority
sends a second response message to the first operator
network device.
[0589] The third-party authentication authority feeds
back an authentication result to the first operator network
device. The second response message includes third in-
formation, and the third information indicates whether the
second user is trustworthy. For example, the second user
is trustworthy and is authenticated.
[0590] S1023: The first operator network device per-
forms authentication on the second user based on the
third information, to obtain a third authentication result.
[0591] When the third information indicates that the
second user is trustworthy, the first operator network de-
vice determines through authentication that the second
user is trustworthy, and the third authentication result is
that the second user is trustworthy; or when the third
information indicates that the second user is untrustwor-
thy, the first operator network device determines through
authentication that the second user is untrustworthy, and
the third authentication result is that the second user is
untrustworthy.
[0592] S1024: The first operator network device per-
forms trusted endorsement signature on the third authen-
tication result to generate a third signature.
[0593] The first operator network device first calculates
a digest (also referred to as a hash value) of a second
SIP 200 OK message (the second SIP 200 OK message
includes the third authentication result), and then en-
crypts the digest by using the third private key, to obtain
the third signature.
[0594] The third private key is a key that is determined
by the first operator network device and that is used to
encrypt the third authentication result. Specifically, the
third private key is the private key in the third public-pri-

vate key pair, and the third public-private key pair further
includes the third public key. The third public key is sent
to the terminal devices (for example, the first terminal
device and the second terminal device) served by the
first operator network device, and is used by the terminal
devices to verify the signature received from the first op-
erator network device.
[0595] Finally, the first operator network device needs
to forward the second SIP 200 OK message together
with the third signature to the first terminal device (the
terminal device used by the calling party). The method
procedure shown in FIG. 10 further includes the following
step.
[0596] S1025: The first operator network device sends
the second SIP 200 OK message and the third signature
to the first terminal device.
[0597] The second SIP 200 OK message includes the
third authentication result.
[0598] After receiving the second SIP 200 OK mes-
sage and the third signature, the first terminal device ver-
ifies the trusted endorsement signature of the first oper-
ator network device. The method procedure shown in
FIG. 10 further includes the following step.
[0599] S1026: The first terminal device verifies the third
signature.
[0600] For example, a verification method is specifical-
ly: The first terminal device first decrypts a digest cipher-
text by using the third public key, to obtain a digest #1;
calculates a digest of the second SIP 200 OK message
to obtain a digest #2; compares the digest #1 with the
digest #2; and if the digest #1 is consistent with the digest
#2, determines that a trusted endorsement of the first
operator network device is trustworthy, and informs the
first user that the call is trustworthy in this case; or if the
digest #1 is inconsistent with the digest #2, determines
that a trusted endorsement of the first operator network
device is untrustworthy, and informs the first user that
the call is untrustworthy in this case.
[0601] When determining that the call is trustworthy,
the first user may initiate the call to the second user by
using the first operator network device. The method pro-
cedure shown in FIG. 10 further includes the following
step.
[0602] S1027: The first terminal device sends au-
dio/video data to the second terminal device by using the
first operator network device.
[0603] Optionally, to monitor in real time whether com-
munication is trustworthy, the audio/video data may pe-
riodically carry the encrypted physiological characteristic
parameter of the first user of the calling party (the fore-
going first encrypted information). The encryption meth-
od and the key (the foregoing first encryption method and
first public key) that are used for encrypting the physio-
logical characteristic parameter are specified and allo-
cated by the third-party authentication authority.
[0604] When the first operator network device receives
the audio/video data of the calling party, if the data carries
the encrypted physiological characteristic parameter of
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the first user, trusted authentication may be performed
on an identity of the calling party by using the foregoing
method. Details are not described herein again.
[0605] After receiving the audio/video data and the
trusted endorsement signature of the first operator net-
work device, a trustworthy terminal used by the second
user, namely, the second terminal device, verifies the
trusted endorsement signature of the first operator net-
work device. After the verification succeeds, the trust-
worthy terminal informs the second user that call content
is trustworthy.
[0606] Likewise, when sending audio/video data of the
called party to the second user, the second terminal de-
vice may also periodically carry the encrypted physiolog-
ical characteristic parameter of the second user, for ex-
ample, a fingerprint, a face, or an iris. The encryption
method and the key that are used for encrypting the phys-
iological characteristic parameter are specified and allo-
cated by the third-party authentication authority.
[0607] When the first operator network device receives
the audio/video data of the called party, if the data carries
the encrypted physiological characteristic parameter of
the second user, trusted authentication may be per-
formed on an identity of the called party by using the
foregoing method. Details are not described herein
again.
[0608] After receiving the audio/video data and the
trusted endorsement signature of the first operator net-
work device, a trustworthy terminal used by the first user,
namely, the first terminal device, verifies the trusted en-
dorsement signature of the first operator network device.
After the verification succeeds, the trustworthy terminal
informs the first user that call content is trustworthy.
[0609] In correspondence to the foregoing authentica-
tion manner 2, a manner of performing trustworthy com-
munication is detailed with reference to FIG. 11.
[0610] FIG. 11 is a schematic flowchart of another call
procedure according to an embodiment of this applica-
tion. The call procedure includes the following steps.
[0611] S1110: A first terminal device sends audio/vid-
eo data to a second terminal device by using a first op-
erator network device.
[0612] S1111: The first operator network device ob-
tains physiological characteristic parameter of the first
user from the audio/video data.
[0613] S1112: The first operator network device en-
crypts the physiological characteristic information of the
first user based on a second encryption method and a
second public key, to generate second encrypted infor-
mation.
[0614] The second public key is a public key in a sec-
ond public-private key pair determined by the third-party
authentication authority and the first operator network
device, the second public-private key pair further in-
cludes a second private key, the second encryption meth-
od is determined by the first operator network device and
the third-party authentication authority, and the second
private key is used to verify the second encrypted infor-

mation.
[0615] S1113: The first operator network device sends
a third request message to the third-party authentication
authority.
[0616] The first operator network device receives the
audio/video data sent by a calling party, finds basic in-
formation of the first user, and calls an open interface of
the third-party authentication authority to perform au-
thentication on the calling party (transmits the basic in-
formation of the first user and the encrypted physiological
characteristic parameter of the first user to the third-party
authentication authority).
[0617] The third request message includes identifica-
tion information of the first user and the second encrypted
information.
[0618] S1114: The third-party authentication authority
performs authentication on the first user.
[0619] Specifically, the third-party authentication au-
thority decrypts the second encrypted information based
on the second private key to obtain the physiological
characteristic information of the first user, and compares
the obtained physiological characteristic information with
physiological characteristic information of the first user
that is locally managed by the third-party authentication
authority. If a comparison result is "consistent", it indi-
cates that the first user is trustworthy; otherwise, it indi-
cates that the first user is untrustworthy.
[0620] S1115: The third-party authentication authority
sends a third response message to the first operator net-
work device.
[0621] The third-party authentication authority feeds
back an authentication result to the first operator network
device. The third response message includes second in-
formation, and the second information indicates whether
the first user is trustworthy. For example, the first user is
trustworthy and is authenticated.
[0622] S1116: The first operator network device per-
forms authentication on the first user based on the sec-
ond information, to obtain a first authentication result.
[0623] For details, refer to the descriptions in S760.
Details are not described herein again.
[0624] S1117: The first operator network device per-
forms trusted endorsement signature on the first authen-
tication result to generate a first signature.
[0625] For details, refer to the descriptions in S770.
Details are not described herein again.
[0626] S1118: The first operator network device sends
the audio/video data and the first signature to the second
terminal device.
[0627] For details, refer to the descriptions in S780.
Details are not described herein again.
[0628] S1119: The second terminal device verifies the
first signature.
[0629] For details, refer to the descriptions in S781.
Details are not described herein again.
[0630] S1120: The second user sends audio/video da-
ta to the first operator network device by using the second
terminal device.

73 74 



EP 4 362 515 A1

39

5

10

15

20

25

30

35

40

45

50

55

[0631] S1121: The first operator network device ob-
tains physiological characteristic parameter of the sec-
ond user from the audio/video data.
[0632] S1122: The first operator network device en-
crypts the physiological characteristic information of the
second user based on a fourth encryption method and a
sixth public key, to generate fourth encrypted information.
[0633] The sixth public key is a public key in a sixth
public-private key pair determined by the third-party au-
thentication authority and the first operator network de-
vice, the sixth public-private key pair further includes a
sixth private key, the fourth encryption method is known
to the first operator network device and the third-party
authentication authority, and the sixth private key is used
to verify the fourth encrypted information.
[0634] S1123: The first operator network device sends
a fourth request message to the third-party authentication
authority.
[0635] The first operator network device receives the
audio/video data sent by a called party, finds basic infor-
mation of the second user, and calls an open interface
of the third-party authentication authority to perform au-
thentication on the called party (transmits the basic in-
formation of the second user and the encrypted physio-
logical characteristic parameter of the second user to the
third-party authentication authority).
[0636] The fourth request message includes identifi-
cation information of the second user and the fourth en-
crypted information.
[0637] S1124: The third-party authentication authority
performs authentication on the second user.
[0638] Specifically, the third-party authentication au-
thority decrypts the fourth encrypted information based
on a fifth private key to obtain the physiological charac-
teristic information of the second user, and compares the
obtained physiological characteristic information with
physiological characteristic information of the second us-
er that is locally managed by the third-party authentica-
tion authority. If a comparison result is "consistent", it
indicates that the second user is trustworthy; otherwise,
it indicates that the second user is untrustworthy.
[0639] S1125: The third-party authentication authority
sends a fourth response message to the first operator
network device.
[0640] The third-party authentication authority feeds
back an authentication result to the first operator network
device. The fourth response message includes fourth in-
formation, and the fourth information indicates whether
the first user is trustworthy. For example, the first user is
trustworthy and is authenticated.
[0641] S1126: The first operator network device per-
forms authentication on the second user based on the
fourth information, to obtain a third authentication result.
[0642] For details, refer to the descriptions in S1023.
Details are not described herein again.
[0643] S1127: The first operator network device per-
forms trusted endorsement signature on the third authen-
tication result to generate a third signature.

[0644] For details, refer to the descriptions in S1024.
Details are not described herein again.
[0645] S1128: The first operator network device sends
the audio/video data and the third signature to the first
terminal device.
[0646] For details, refer to the descriptions in S1025.
Details are not described herein again.
[0647] S1129: The first terminal device verifies the third
signature.
[0648] For details, refer to the descriptions in S1026.
Details are not described herein again.
[0649] In comparison with the call procedure shown in
FIG. 10, in the call procedure shown in FIG. 11, the first
operator network device also calls an authentication
service of the third-party authentication authority to per-
form authentication on the users. However, the call pro-
cedure shown in FIG. 11 is different from that shown in
FIG. 10 as follows:

(1) The physiological characteristic parameters of
the users are extracted by the first operator network
device in a user call process, and do not need to be
additionally collected by the terminal devices.
(2) Because the physiological characteristic param-
eters of the users are extracted after the call is an-
swered, authentication is performed after the call is
answered. In contrast, authentication in the call pro-
cedure shown in FIG. 11 can be performed before
or after the call is answered.

[0650] In correspondence to the foregoing authentica-
tion manner 3, a manner of performing trustworthy com-
munication is detailed with reference to FIG. 12.
[0651] FIG. 12 is a schematic flowchart of still another
call procedure according to an embodiment of this appli-
cation. The call procedure includes the following steps.
[0652] S1210: A first terminal device performs authen-
tication on whether the first user is trustworthy, to obtain
a second authentication result.
[0653] For details, refer to the descriptions in S810.
Details are not described herein again.
[0654] S1211: The first terminal device signs the sec-
ond authentication result to generate a second signature.
[0655] For details, refer to the descriptions in S820.
Details are not described herein again.
[0656] S1212: The first terminal device sends a third
SIP invite message to a first operator network device.
[0657] The third SIP invite message carries the second
authentication result and the second signature.
[0658] S1213: The first operator network device veri-
fies the second signature.
[0659] For details, refer to the descriptions in S840.
Details are not described herein again.
[0660] S1214: The first operator network device per-
forms, based on a verification result, authentication on
whether the first user is trustworthy, to obtain a first au-
thentication result.
[0661] For details, refer to the descriptions in S850.

75 76 



EP 4 362 515 A1

40

5

10

15

20

25

30

35

40

45

50

55

Details are not described herein again.
[0662] S1215: The first operator network device per-
forms trusted endorsement signature on the first authen-
tication result to generate a first signature.
[0663] For details, refer to the descriptions in S860.
Details are not described herein again.
[0664] S1216: The first operator network device sends
a fourth SIP invite message and the first signature to a
second terminal device.
[0665] For details, refer to the descriptions in S870.
Details are not described herein again.
[0666] S1217: The second terminal device verifies the
first signature.
[0667] For details, refer to the descriptions in S880.
Details are not described herein again.
[0668] S1218: The second terminal device sends an
SIP 180 ring message to the first terminal device by using
the first operator network device, where the SIP 180 ring
message indicates that the second terminal device rings.
[0669] For details, refer to the descriptions in S1018.
Details are not described herein again.
[0670] S1219: The second terminal device performs
authentication on whether the second user is trustworthy,
to obtain a fifth authentication result.
[0671] For details, refer to the descriptions in S811.
Details are not described herein again.
[0672] S1220: The second terminal device signs the
fifth authentication result to generate a seventh signa-
ture.
[0673] For details, refer to the descriptions in S812.
Details are not described herein again.
[0674] S1221: The second user sends a third SIP 200
OK message to the first operator network device by using
the second terminal device.
[0675] The third SIP 200 OK message carries the fifth
authentication result and the seventh signature.
[0676] S1222: The first operator network device veri-
fies the seventh signature.
[0677] For details, refer to the descriptions in S814.
Details are not described herein again.
[0678] S1223: The first operator network device per-
forms, based on a verification result, authentication on
whether the second user is trustworthy, to obtain a third
authentication result.
[0679] For details, refer to the descriptions in S815.
Details are not described herein again.
[0680] S1224: The first operator network device per-
forms trusted endorsement signature on the third authen-
tication result to generate a third signature.
[0681] For details, refer to the descriptions in S816.
Details are not described herein again.
[0682] S1225: The first operator network device sends
a fourth SIP 200 OK message and the third signature to
the first terminal device.
[0683] For details, refer to the descriptions in S1025.
Details are not described herein again.
[0684] S1226: The first terminal device verifies the third
signature.

[0685] For details, refer to the descriptions in S818.
Details are not described herein again.
[0686] When determining that the call is trustworthy,
the first user may initiate the call to the second user by
using the first operator network device. The method pro-
cedure shown in FIG. 12 further includes the following
content:
Optionally, to monitor in real time whether communica-
tion is trustworthy, the first terminal device may periodi-
cally perform, before sending audio/video data, authen-
tication on whether the first user is trustworthy, and send
the authentication results, the signatures, and the au-
dio/video data together to the operator. For specific au-
thentication processes and signature methods, refer to
the foregoing trusted authentication on the identity of the
calling party. Details are not described herein again.
[0687] After receiving the audio/video data and the
trusted endorsement signature of the first operator net-
work device, a trustworthy terminal used by the second
user, namely, the second terminal device, verifies the
trusted endorsement signature of the first operator net-
work device. After the verification succeeds, the trust-
worthy terminal informs the second user that call content
is trustworthy.
[0688] Likewise, the second terminal device may also
periodically perform, before sending audio/video data of
a called party to the second user, authentication on
whether the second user is trustworthy, and send the
authentication results, the signatures, and the audio/vid-
eo data to the operator. For specific authentication proc-
esses and signature methods, refer to the foregoing trust-
ed authentication on the identity of the called party. De-
tails are not described herein again.
[0689] After receiving the audio/video data and the
trusted endorsement signature of the first operator net-
work device, a trustworthy terminal used by the first user,
namely, the first terminal device, verifies the trusted en-
dorsement signature of the first operator network device.
After the verification succeeds, the trustworthy terminal
informs the first user that call content is trustworthy.
[0690] The manner 4 is different from the manner 1 to
the manner 3 in that authentication is performed on the
calling party, and is not described herein with reference
to a specific embodiment. For the implementation, refer
to FIG. 9.
[0691] Sequence numbers of the processes do not
mean execution sequences in the foregoing method em-
bodiment. The execution sequences of the processes
should be determined based on functions and internal
logic of the processes, and should not be construed as
any limitation on the implementation processes of em-
bodiments of this application. In addition, it is possible
that not all operations in the foregoing method embodi-
ment need to be performed.
[0692] It should be understood that in the foregoing
method embodiment, the terminal devices and/or the op-
erator network devices may perform some or all of the
steps in embodiments. These steps or operations are
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merely examples. Other operations or variations of var-
ious operations may be further performed in embodi-
ments of this application.
[0693] It can be understood that in the foregoing meth-
od embodiment, the method implemented by the opera-
tor network device may be alternatively implemented by
a component (for example, a chip or a circuit) that can
be used for the operator network device, and the method
implemented by the terminal device may be alternatively
implemented by a component that can be used for the
terminal device.
[0694] It should also be understood that in embodi-
ments of this application, unless otherwise stated or there
is a logical conflict, terms and/or descriptions between
different embodiments may be consistent and may be
mutually referenced, and technical features in different
embodiments can be combined into a new embodiment
based on an inner logical relationship between the tech-
nical features.
[0695] The foregoing details the authentication method
in embodiments of this application with reference to FIG.
4 to FIG. 12. The following details authentication appa-
ratuses provided in embodiments of this application with
reference to FIG. 13 to FIG. 18.
[0696] FIG. 13 is a schematic diagram of an authenti-
cation apparatus 1300 according to this application. As
shown in FIG. 13, the apparatus 1300 includes an au-
thentication unit 1310, a processing unit 1320, and a
sending unit 1330.
[0697] The authentication unit 1310 is configured to
perform authentication on whether a user is trustworthy,
to obtain an authentication result, where the user is a
user who sends a message to the apparatus by using a
first terminal device.
[0698] The processing unit 1320 is configured to sign
the authentication result.
[0699] The sending unit 1330 is configured to send the
authentication result and the signature.
[0700] The apparatus 1300 is corresponding to the op-
erator network device in the method embodiment. The
apparatus 1300 may be the operator network device in
the method embodiment, or a chip or a functional module
in the operator network device in the method embodi-
ment. The corresponding units in the apparatus 1300 are
configured to perform corresponding steps performed by
the operator network device in the method embodiment
shown in FIG. 4 to FIG. 12.
[0701] The authentication unit 1310 in the apparatus
1300 performs the authentication step performed by the
operator network device in the method embodiment. The
processing unit 1320 in the apparatus 1300 is configured
to perform the corresponding processing-related step
performed by the operator network device in the method
embodiment. The sending unit 1330 in the apparatus
1300 is configured to perform the sending step performed
by the operator network device.
[0702] The processing unit 1320 may be at least one
processor. The sending unit 1330 may be a transmitter

or an interface circuit.
[0703] Optionally, the apparatus 1300 may further in-
clude a storage unit. The storage unit is configured to
store data and/or signaling. The authentication unit 1310,
the processing unit 1320, and the sending unit 1330 may
interact with or may be coupled to the storage unit, for
example, read or invoke the data and/or signaling in the
storage unit, so that the method in the foregoing embod-
iment is performed.
[0704] The foregoing units may exist independently, or
all or some of the foregoing units may be integrated.
[0705] FIG. 14 is a schematic diagram of a structure
of an operator network device 1400 to which an embod-
iment of this application is applicable. The operator net-
work device 1400 may be configured to implement func-
tions of the foregoing operator network device.
[0706] The operator network device 1400 includes a
processor 1401, a memory 1402, and a transceiver 1403.
The memory 1402 stores instructions or a program. The
processor 1401 and the transceiver 1403 are configured
to execute or invoke the instructions or the program
stored in the memory 1402, so that the operator network
device 1400 implements the functions of the operator
network device in the foregoing authentication method.
When the instructions or the program stored in the mem-
ory 1402 is executed, the transceiver 1403 may be con-
figured to perform the operation performed by the send-
ing unit 1330 in the embodiment shown in FIG. 13, and
the processor 1402 may be configured to perform the
operation performed by the processing unit 1320 in the
embodiment shown in FIG. 13.
[0707] A person skilled in the art can understand that,
for ease of description, FIG. 14 shows only one memory
and one processor. Actual operator network device may
include a plurality of processors and memories. The
memory may also be referred to as a storage medium,
a storage device, or the like. This is not limited in this
embodiment of this application.
[0708] FIG. 15 is a schematic diagram of a structure
of an operator network device 1500 to which an embod-
iment of this application is applicable. The operator net-
work device 1500 may be configured to implement func-
tions of the foregoing operator network device.
[0709] The operator network device 1500 includes but
is not limited to the following modules:
an authentication module 1510, a third-party communi-
cation module 1520, a database module 1530, a cache
module 1540, a policy module 1550, and a physiological
characteristic parameter extraction module 1560.

(1) The authentication module 1510 is configured for
scheduling, control, execution, and the like in a trust-
ed authentication process.
(2) The third-party communication module 1520 is
configured to communicate with a third-party authen-
tication authority with respect to the foregoing au-
thentication manner 1 and manner 2.
(3) The database module 1530 is configured to store
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information such as a call behavior (for example, a
call location) of a calling user, basic information of
users, and public keys matching user identity certif-
icates.
(4) The cache module 1540 is configured to perform
high-speed access and temporary storage, and may
be configured to improve authentication perform-
ance. The cache module can temporarily store infor-
mation such as the call behavior (such as call loca-
tion) of the user, the basic information of the users,
and the public key matching the user identity certif-
icates.
(5) The policy module 1550 is configured to deter-
mine whether the call behavior of the user is normal
and trustworthy with respect to the foregoing authen-
tication manner 4.
(6) The physiological characteristic parameter ex-
traction module 1560 is configured to extract a phys-
iological characteristic parameter with respect to the
foregoing authentication manner 2.

[0710] FIG. 16 is a schematic diagram of an authenti-
cation apparatus 1600 according to this application. As
shown in FIG. 16, the apparatus 1600 includes a receiv-
ing unit 1610, a processing unit 1620, and a sending unit
1630.
[0711] The receiving unit 1610 is configured to receive
an encryption method and a public key from an operator
network device.
[0712] The processing unit 1620 is configured to en-
crypt physiological characteristic information of a user
based on the encryption method and the public key, to
generate encrypted information, where the physiological
characteristic information of the user includes at least
one of the following: fingerprint information of the user,
voice print information of the user, facial information of
the user, iris information of the user, and palm print in-
formation of the user.
[0713] The sending unit 1630 is configured to send en-
crypted information to the operator network device,
where the user is a user who sends a message to the
operator network device by using the apparatus, the pub-
lic key is a public key in a public-private key pair deter-
mined by a third-party authentication authority, the pub-
lic-private key pair further includes a private key, and the
private key is stored in the third-party authentication au-
thority and is used to verify the encrypted information.
[0714] Alternatively,
the apparatus 1600 further includes an authentication
unit 1640, configured to perform authentication on wheth-
er the user is trustworthy, to obtain an authentication re-
sult.
[0715] The processing unit 1620 is configured to sign
the authentication result based on a private key of a SIM,
to generate a signature.
[0716] The sending unit 1630 is configured to send the
authentication result and the signature to an operator net-
work device.

[0717] The apparatus 1600 is corresponding to the ter-
minal device in the method embodiment. The apparatus
1600 may be the terminal device in the method embod-
iment, or a chip or a functional module in the terminal
device in the method embodiment. The corresponding
units in the apparatus 1600 are configured to perform
corresponding steps performed by the terminal device in
the method embodiment shown in FIG. 4 to FIG. 12.
[0718] The receiving unit 1610 in the apparatus 1600
performs the receiving step performed by the terminal
device in the method embodiment. The processing unit
1620 in the apparatus 1600 is configured to perform the
corresponding processing-related step performed by the
terminal device in the method embodiment. The sending
unit 1630 in the apparatus 1600 is configured to perform
the sending step performed by the terminal device.
[0719] The processing unit 1620 may be at least one
processor. The sending unit 1630 may be a transmitter
or an interface circuit.
[0720] Optionally, the apparatus 1600 may further in-
clude a storage unit. The storage unit is configured to
store data and/or signaling. The receiving unit 1610, the
processing unit 1620, and the sending unit 1630 may
interact with or may be coupled to the storage unit, for
example, read or invoke the data and/or signaling in the
storage unit, so that the method in the foregoing embod-
iment is performed.
[0721] The foregoing units may exist independently, or
all or some of the foregoing units may be integrated.
[0722] FIG. 17 is a schematic diagram of a structure
of a terminal device 1700 to which an embodiment of this
application is applicable. The terminal device 1700 may
be used to implement functions of the foregoing terminal
device.
[0723] The terminal device 1700 includes a processor
1701, a memory 1702, and a transceiver 1703. The mem-
ory 1702 stores instructions or a program. The processor
1702 and the transceiver 1703 are configured to execute
or invoke the instructions or the program stored in the
memory 1702, so that the terminal device 1700 imple-
ments the functions of the terminal device in the foregoing
authentication method. When the instructions or the pro-
gram stored in the memory 1702 is executed, the trans-
ceiver 1703 may be configured to perform the operation
performed by the sending unit 1630 in the embodiment
shown in FIG. 16, and the processor 1702 may be con-
figured to perform the operation performed by the
processing unit 1620 in the embodiment shown in FIG.
16.
[0724] A person skilled in the art can understand that,
for ease of description, FIG. 17 shows only one memory
and one processor. Actual terminal device may include
a plurality of processors and memories. The memory may
also be referred to as a storage medium, a storage de-
vice, or the like. This is not limited in this embodiment of
this application.
[0725] FIG. 18 is a schematic diagram of an authenti-
cation apparatus 1800 according to this application. As
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shown in FIG. 18, the apparatus 1800 includes a man-
agement unit 1810, a processing unit 1820, a sending
unit 1830, and a receiving unit 1840.
[0726] The management unit 1810 is configured to
manage identification information of a user and physio-
logical characteristic information of the user, where the
identification information of the user identifies the user,
and the physiological characteristic information of the us-
er includes at least one of the following: fingerprint infor-
mation of the user, voice print information of the user,
facial information of the user, iris information of the user,
and palm print information of the user.
[0727] The processing unit 1820 is configured to de-
termine a public key and an encryption method that are
used for encrypting the physiological characteristic infor-
mation of the user.
[0728] The sending unit 1830 is configured to send the
encryption method and the public key to an operator net-
work device.
[0729] The receiving unit 1840 is configured to receive
the identification information of the user and encrypted
information from the operator network device, where the
encrypted information is encrypted physiological charac-
teristic information of the user.
[0730] The processing unit 1820 is further configured
to determine the user based on the identification infor-
mation of the user, verify the encrypted information based
on a private key, and determine, based on the verification
result, whether the user is trustworthy, where the public
key and the private key are a public-private key pair.
[0731] The sending unit 1830 is further configured to
send, to the operator network device, information indi-
cating whether the user is trustworthy, where the user is
a user who sends a message to the operator network
device by using a terminal device.
[0732] The apparatus 1800 is corresponding to the
third-party authentication authority in the method embod-
iment. The apparatus 1800 may be the third-party au-
thentication authority in the method embodiment, or a
chip or a functional module in the third-party authentica-
tion authority in the method embodiment. The corre-
sponding units in the apparatus 1800 are configured to
perform corresponding steps performed by the third-par-
ty authentication authority in the method embodiment
shown in FIG. 4 to FIG. 12.
[0733] The management unit 1810 in the apparatus
1800 performs the management step performed by the
third-party authentication authority in the method embod-
iment. The processing unit 1820 in the apparatus 1800
is configured to perform the corresponding processing-
related step performed by the third-party authentication
authority in the method embodiment. The sending unit
1830 in the apparatus 1800 is configured to perform the
sending step performed by the third-party authentication
authority.
[0734] The processing unit 1820 may be at least one
processor. The sending unit 1830 may be a transmitter
or an interface circuit.

[0735] Optionally, the apparatus 1800 may further in-
clude a storage unit. The storage unit is configured to
store data and/or signaling. The management unit 1810,
the processing unit 1820, and the sending unit 1830 may
interact with or may be coupled to the storage unit, for
example, read or invoke the data and/or signaling in the
storage unit, so that the method in the foregoing embod-
iment is performed.
[0736] The foregoing units may exist independently, or
all or some of the foregoing units may be integrated.
[0737] FIG. 19 is a schematic diagram of a structure
of a third-party authentication authority 1900 to which an
embodiment of this application is applicable. The third-
party authentication authority 1900 may be configured to
implement functions of the foregoing third-party authen-
tication authority.
[0738] The third-party authentication authority 1900 in-
cludes a processor 1901, a memory 1902, and a trans-
ceiver 1903. The memory 1902 stores instructions or a
program. The processor 1902 and the transceiver 1903
are configured to execute or invoke the instructions or
the program stored in the memory 1902, so that the third-
party authentication authority 1900 implements the func-
tions of the third-party authentication authority in the fore-
going authentication method. When the instructions or
the program stored in the memory 1902 is executed, the
transceiver 1903 may be configured to perform the op-
eration performed by the sending unit 1830 in the em-
bodiment shown in FIG. 18, and the processor 1902 may
be configured to perform the operation performed by the
processing unit 1820 in the embodiment shown in FIG.
18.
[0739] A person skilled in the art can understand that,
for ease of description, FIG. 19 shows only one memory
and one processor. Actual third-party authentication au-
thority may include a plurality of processors and memo-
ries. The memory may also be referred to as a storage
medium, a storage device, or the like. This is not limited
in this embodiment of this application.
[0740] An embodiment of this application further pro-
vides a communication system, including the foregoing
operator network device and terminal device.
[0741] This application further provides a computer-
readable storage medium. The computer-readable stor-
age medium stores instructions. When the instructions
are run on a computer, the computer is enabled to per-
form steps performed by the terminal device in the meth-
od shown in FIG. 4 to FIG. 12.
[0742] This application further provides a computer-
readable storage medium. The computer-readable stor-
age medium stores instructions. When the instructions
are run on a computer, the computer is enabled to per-
form steps performed by the operator network device in
the method shown in FIG. 4 to FIG. 12.
[0743] This application further provides a computer-
readable storage medium. The computer-readable stor-
age medium stores instructions. When the instructions
are run on a computer, the computer is enabled to per-
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form steps performed by the third-party authentication
authority in the method shown in FIG. 4 to FIG. 12.
[0744] This application further provides a computer
program product including instructions. When the com-
puter program product runs on a computer, the computer
is enabled to perform steps performed by the terminal
device in the method shown in FIG. 4 to FIG. 12.
[0745] This application further provides a computer
program product including instructions. When the com-
puter program product runs on a computer, the computer
is enabled to perform steps performed by the operator
network device in the method shown in FIG. 4 to FIG. 12.
[0746] This application further provides a computer
program product including instructions. When the com-
puter program product runs on a computer, the computer
is enabled to perform steps performed by the third-party
authentication authority in the method shown in FIG. 4
to FIG. 12.
[0747] This application further provides a chip, includ-
ing a processor. The processor is configured to read and
run a computer program stored in a memory, to perform
a corresponding operation and/or procedure performed
by the terminal device in the authentication method pro-
vided in this application. In a possible implementation,
the chip further includes a memory. The memory is con-
nected to the processor through a circuit or a wire, and
the processor is configured to read and execute the com-
puter program in the memory. Further, in a possible im-
plementation, the chip further includes a communication
interface, and the processor is connected to the commu-
nication interface. The communication interface is con-
figured to receive data and/or information to be proc-
essed. The processor obtains the data and/or information
from the communication interface, and processes the da-
ta and/or information. The communication interface may
be an input/output interface, an interface circuit, an output
circuit, an input circuit, a pin, a related circuit, or the like
in the chip. The processor may be alternatively a process-
ing circuit or a logic circuit.
[0748] This application further provides a chip, includ-
ing a processor. The processor is configured to read and
run a computer program stored in a memory, to perform
a corresponding operation and/or procedure performed
by the operator network device in the authentication
method provided in this application. In a possible imple-
mentation, the chip further includes a memory. The mem-
ory is connected to the processor through a circuit or a
wire, and the processor is configured to read and execute
the computer program in the memory. Further, in a pos-
sible implementation, the chip further includes a commu-
nication interface, and the processor is connected to the
communication interface. The communication interface
is configured to receive data and/or information to be
processed. The processor obtains the data and/or infor-
mation from the communication interface, and processes
the data and/or information. The communication inter-
face may be an input/output interface, an interface circuit,
an output circuit, an input circuit, a pin, a related circuit,

or the like in the chip. The processor may be alternatively
a processing circuit or a logic circuit.
[0749] This application further provides a chip, includ-
ing a processor. The processor is configured to read and
run a computer program stored in a memory, to perform
a corresponding operation and/or procedure performed
by the third-party authentication authority in the authen-
tication method provided in this application. In a possible
implementation, the chip further includes a memory. The
memory is connected to the processor through a circuit
or a wire, and the processor is configured to read and
execute the computer program in the memory. Further,
in a possible implementation, the chip further includes a
communication interface, and the processor is connect-
ed to the communication interface. The communication
interface is configured to receive data and/or information
to be processed. The processor obtains the data and/or
information from the communication interface, and proc-
esses the data and/or information. The communication
interface may be an input/output interface, an interface
circuit, an output circuit, an input circuit, a pin, a related
circuit, or the like in the chip. The processor may be al-
ternatively a processing circuit or a logic circuit.
[0750] The foregoing chip may be replaced with a chip
system. Details are not described herein again.
[0751] Terms "include", "have", and any variations
thereof in this application are intended to cover non-ex-
clusive inclusion. For example, a process, method, sys-
tem, product, or device that includes a series of steps or
units is not necessarily limited to those explicitly listed
steps or units, but may include other steps or units that
are not explicitly listed or that are inherent to the process,
method, product, or device.
[0752] A person of ordinary skill in the art can be aware
that, in combination with the examples described in em-
bodiments disclosed in this specification, units and algo-
rithm steps can be implemented by electronic hardware
or a combination of computer software and electronic
hardware. Whether the functions are performed by hard-
ware or software depends on particular applications and
design constraints of the technical solutions. A person
skilled in the art may use a different method to implement
the described functions for each particular application,
but it should not be considered that the implementation
goes beyond the scope of this application.
[0753] It can be clearly understood by a person skilled
in the art that, for the purpose of convenient and brief
description, for detailed working processes of the sys-
tems, apparatuses, and units, refer to corresponding
processes in the method embodiment. Details are not
described herein again.
[0754] In the several embodiments provided in this ap-
plication, it should be understood that the disclosed sys-
tems, apparatuses, and method may be implemented in
other manners. For example, the described apparatus
embodiments are merely examples. For example, the
unit division is merely logical function division and may
be other division in actual implementation. For example,
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a plurality of units or components may be combined or
may be integrated into another system, or some features
may be ignored or not be performed. In addition, the dis-
played or discussed mutual couplings or direct couplings
or communication connections may be implemented
through some interfaces. The indirect couplings or com-
munication connections between the apparatuses or
units may be implemented in electrical, mechanical, or
another form.
[0755] The units described as separate parts may or
may not be physically separate, and parts displayed as
units may or may not be physical units, may be located
in one position, or may be distributed on a plurality of
network units. Some or all of the units may be selected
depending on an actual requirement to achieve the ob-
jectives of the solutions of embodiments.
[0756] In addition, functional units in embodiments of
this application may be integrated into one processing
unit, each of the units may exist alone physically, or at
least two units may be integrated into one unit.
[0757] When the functions are implemented in a form
of a software functional unit and sold or used as an in-
dependent product, the functions may be stored in a com-
puter-readable storage medium. Based on such an un-
derstanding, the technical solutions of this application
essentially, or the part contributing to the conventional
technology, or some of the technical solutions may be
implemented in a form of a software product. The com-
puter software product is stored in a storage medium,
and includes several instructions for instructing a com-
puter device (which may be a personal computer, a serv-
er, a network device, or the like) to perform all or some
of the steps of the method described in embodiments of
this application. The foregoing storage medium includes
any medium that can store program code, such as a USB
flash drive, a removable hard disk, a read-only memory
(Read-Only Memory, ROM), a random access memory
(Random Access Memory, RAM), a magnetic disk, or an
optical disc.
[0758] The foregoing descriptions are merely specific
implementations of this application, but are not intended
to limit the protection scope of this application. Any var-
iation or replacement readily figured out by a person
skilled in the art within the technical scope disclosed in
this application shall fall within the protection scope of
this application. Therefore, the protection scope of this
application shall be subject to the protection scope of the
claims.

Claims

1. An authentication method, comprising:

performing, by a first operator network device,
authentication on whether a first user is trust-
worthy, to obtain a first authentication result,
wherein the first user is a user who sends a mes-

sage to the first operator network device by us-
ing a first terminal device;
signing, by the first operator network device, the
first authentication result to generate a first sig-
nature; and
sending, by the first operator network device,
the first authentication result and the first signa-
ture to a second terminal device used by a sec-
ond user or to a second operator network device,
wherein
the second operator network device is an oper-
ator network device that provides a service for
the second user, and the second user is a user
called by the first user.

2. The method according to claim 1, wherein the meth-
od further comprises:
receiving, by the first operator network device, a first
message from the first terminal device, wherein the
first message comprises first encrypted information,
the first encrypted information is encrypted physio-
logical characteristic information of the first user, and
the physiological characteristic information of the
first user comprises at least one of the following:

fingerprint information of the first user, voice
print information of the first user, facial informa-
tion of the first user, iris information of the first
user, and palm print information of the first user;
and
the performing, by a first operator network de-
vice, authentication on whether a first user is
trustworthy comprises:

sending, by the first operator network de-
vice, identification information of the first us-
er and the first encrypted information to a
third-party authentication authority, wherein
the first encrypted information is used by
the third-party authentication authority to
perform authentication on whether the first
user is trustworthy, and the identification in-
formation of the first user identifies the first
user;
receiving, by the first operator network de-
vice, first information from the third-party
authentication authority, wherein the first in-
formation indicates whether the first user is
trustworthy; and
performing, by the first operator network de-
vice based on the first information, authen-
tication on whether the first user is trustwor-
thy.

3. The method according to claim 2, wherein the first
message comprises at least one of the following:

a signaling message, video data, and audio da-
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ta; and
when the first message is the video data and/or
the audio data, the first message periodically
carries the first encrypted information.

4. The method according to claim 2 or 3, wherein before
the receiving, by the first operator network device, a
first message from the first terminal device, the meth-
od further comprises:

obtaining, by the first operator network device,
a first encryption method and a first public key
from the third-party authentication authority; and
sending, by the first operator network device,
the first encryption method and the first public
key to the first terminal device, wherein
the first public key is a public key in a first public-
private key pair determined by the third-party
authentication authority, the first public-private
key pair further comprises a first private key, the
first encryption method and the first public key
are used by the first terminal device to encrypt
the physiological characteristic information of
the first user to obtain the first encrypted infor-
mation, and the first private key is stored in the
third-party authentication authority and is used
to verify the first encrypted information.

5. The method according to claim 1, wherein before the
performing, by a first operator network device, au-
thentication on whether a first user is trustworthy,
the method further comprises:

obtaining, by the first operator network device,
physiological characteristic information of the
first user, wherein the physiological character-
istic information of the first user comprises voice
print information of the first user and/or facial
information of the first user; and
the performing, by a first operator network de-
vice, authentication on whether a first user is
trustworthy comprises:

encrypting, by the first operator network de-
vice, the physiological characteristic infor-
mation of the first user based on a second
encryption method and a second public key,
to generate second encrypted information;
sending, by the first operator network de-
vice, identification information of the first us-
er and the second encrypted information to
a third-party authentication authority,
wherein the second encrypted information
is used by the third-party authentication au-
thority to perform authentication on whether
the first user is trustworthy, and the identi-
fication information of the first user identifies
the first user;

receiving, by the first operator network de-
vice, second information from the third-par-
ty authentication authority, wherein the sec-
ond information indicates whether the first
user is trustworthy; and
performing, by the first operator network de-
vice based on the second information, au-
thentication on whether the first user is trust-
worthy, wherein
the second public key is a public key in a
second public-private key pair determined
by the third-party authentication authority,
the second public-private key pair further
comprises a second private key, the second
encryption method is determined by the
third-party authentication authority, and the
second private key is used to verify the sec-
ond encrypted information.

6. The method according to claim 1, wherein the meth-
od further comprises:

receiving, by the first operator network device,
a second authentication result and a second sig-
nature from the first terminal device, wherein the
second authentication result is used to indicate
whether the first user is trustworthy, and the sec-
ond signature is used to verify the second au-
thentication result; and
the performing, by a first operator network de-
vice, authentication on whether a first user is
trustworthy comprises:
verifying, by the first operator network device,
the second signature, and when the verification
succeeds, performing, based on the second au-
thentication result, authentication on whether
the first user is trustworthy.

7. The method according to claim 6, wherein the sec-
ond signature is a signature that is generated by sign-
ing the second authentication result based on a pri-
vate key of a first SIM card; and
the verifying, by the first operator network device,
the second signature comprises:

verifying, by the first operator network device,
the second signature based on a public key of
the first SIM card, wherein
the private key of the first SIM card and the public
key of the first SIM card are a public-private key
pair of the first SIM card, the first SIM card is
disposed in the first terminal device, the private
key of the first SIM card is stored in the first SIM
card, and the public key of the first SIM card is
stored in the first operator network device.

8. The method according to claim 1, wherein when the
first user is a calling user, before the performing, by
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a first operator network device, authentication on
whether a first user is trustworthy, the method further
comprises:
obtaining, by the first operator network device, his-
torical call data of the first user, wherein the historical
call data of the first user is used to indicate a call
habit of the first user, and comprises at least one of
the following:

distribution data of time points at which the first
user initiates calls, frequency data of the second
user answering calls when the first user initiates
the calls, ringing duration data of the second ter-
minal device when the first user initiates the
calls, call duration distribution data of the first
user, distribution data of geographical locations
at which the first user initiates the calls, a pro-
portion of the second user called for the first time,
and home location distribution data of the sec-
ond user; and
determining, by the first operator network device
based on a preset policy and the historical call
data of the first user, whether a call initiated by
the first user is trustworthy; and
the performing, by a first operator network de-
vice, authentication on whether a first user is
trustworthy comprises:
performing, by the first operator network device,
authentication on whether the first user is trust-
worthy based on whether the call initiated by the
first user is trustworthy.

9. The method according to any one of claims 1 to 8,
wherein the method further comprises:

determining, by the first operator network de-
vice, a third public-private key pair, wherein the
third public-private key pair comprises a third
private key and a third public key; and
storing, by the first operator network device, the
third private key.

10. The method according to claim 9, wherein

when a first operator and a second operator that
serve the first user and the second user respec-
tively are a same operator,
the sending, by the first operator network device,
the first authentication result and the first signa-
ture to a second terminal device used by a sec-
ond user or to a second operator network device
is specifically:

sending, by the first operator network de-
vice, the first authentication result and the
first signature to the second terminal device;
and
the method further comprises:

sending, by the first operator network de-
vice, the third public key to the second ter-
minal device, wherein the third public key is
used by the second terminal device to verify
the first signature.

11. The method according to claim 10, wherein the meth-
od further comprises:

performing, by the first operator network device,
authentication on whether the second user is
trustworthy, to obtain a third authentication re-
sult;
signing, by the first operator network device, the
third authentication result to generate a third sig-
nature;
sending, by the first operator network device,
the third authentication result and the third sig-
nature to the first terminal device; and
sending, by the first operator network device,
the third public key to the first terminal device,
wherein the third public key is used by the first
terminal device to verify the third signature.

12. The method according to claim 9, wherein

when a first operator and a second operator that
serve the first user and the second user respec-
tively are different operators,
the sending, by the first operator network device,
the first authentication result and the first signa-
ture to a second terminal device used by a sec-
ond user or to a second operator network device
is specifically:

sending, by the first operator network de-
vice, the first signature and the first authen-
tication result to the second operator net-
work device; and
the method further comprises:

sending, by the first operator network
device, the third public key to the sec-
ond operator network device, wherein
the third public key is used by the sec-
ond operator network device to verify
the first signature; and
the first authentication result and a
fourth private key are used by the sec-
ond operator network device to gener-
ate a fourth signature, the fourth signa-
ture is sent to the second terminal de-
vice to indicate the second terminal de-
vice to verify the first authentication re-
sult, the fourth private key is stored in
the second operator network device,
and the fourth private key and a fourth
public key are a fourth public-private
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key pair.

13. The method according to claim 12, wherein the meth-
od further comprises:

receiving, by the first operator network device,
the fourth public key from the second operator
network device;
receiving, by the first operator network device,
a fifth signature and a fourth authentication re-
sult from the second operator network device,
wherein the fifth signature is a signature that is
generated by signing the fourth authentication
result based on the fourth private key, and the
fourth authentication result is used to indicate
whether the second user is trustworthy;
verifying, by the first operator network device,
the fifth signature based on the fourth public key;
after the verification succeeds, signing, by the
first operator network device, the fourth authen-
tication result based on the third private key, to
generate a sixth signature; and
sending, by the first operator network device,
the fourth authentication result and the sixth sig-
nature to the first terminal device.

14. An authentication method, comprising:

receiving, by a second terminal device used by
a second user, a first authentication result and
a first signature from a first operator network de-
vice, wherein the first authentication result is an
authentication result obtained by performing au-
thentication on a first user, the first signature is
a signature obtained by signing the first authen-
tication result, the second user is a user called
by the first user, and the first operator network
device is an operator network device that pro-
vides a service for the first user; and
verifying, by the second terminal device, the first
signature.

15. The method according to claim 14, wherein the meth-
od further comprises:

receiving, by the second terminal device, a third
public key from the first operator network device;
and
the verifying, by the second terminal device, the
first signature comprises:
verifying, by the second terminal device, the first
signature based on the third public key.

16. The method according to claim 14 or 15, wherein the
method further comprises:

receiving, by the second terminal device, a
fourth signature from a second operator network

device, wherein the second operator network
device is an operator network device that pro-
vides a service for the second user, the fourth
signature is generated based on the first authen-
tication result and a fourth private key, and the
fourth private key is stored in the second oper-
ator network device; and
verifying, by the second terminal device, the first
authentication result based on the fourth signa-
ture.

17. An authentication apparatus, comprising modules
configured to perform the steps of the method ac-
cording to any one of claims 1 to 13.

18. An authentication apparatus, comprising modules
configured to perform the steps of the method ac-
cording to any one of claims 14 to 16.

19. A computer-readable storage medium, wherein the
computer-readable storage medium stores a com-
puter program, and when the computer program is
run, the apparatus is enabled to perform the method
according to any one of claims 1 to 16.

20. A chip system, comprising a processor, configured
to invoke a computer program from a memory and
run the computer program, so that a communication
apparatus in which the chip system is installed per-
forms the method according to any one of claims 1
to 16.

21. A communication apparatus, comprising:

a memory, configured to store a computer pro-
gram; and
a processor, configured to execute the computer
program stored in the memory, so that the com-
munication apparatus performs the method ac-
cording to any one of claims 1 to 13.

22. A communication apparatus, comprising:

a memory, configured to store a computer pro-
gram; and
a processor, configured to execute the computer
program stored in the memory, so that the com-
munication apparatus performs the method ac-
cording to any one of claims 14 to 16.

23. A communication system, wherein the communica-
tion system comprises at least one authentication
apparatus according to claim 17 and at least one
authentication apparatus according to claim 18.
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