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METHOD AND SYSTEM OF PLUG-N 
PRIVLEGE CONTROL 

CROSS REFERENCE TO OTHER 
APPLICATIONS 

This application is a continuation of co-pending U.S. 
patent application Ser. No. 12/804,437, entitled METHOD 
AND SYSTEM OF PLUG-IN PRIVILEGE CONTROL filed 
Jul. 20, 2010 which is incorporated herein by reference for all 
purposes, which claims priority to People's Republic of 
China Patent Application No. 200910159658.6 entitled 
PLUG-IN PRIVILEGE CONTROL METHOD AND SYS 
TEM filed Jul. 22, 2009 which is incorporated herein by 
reference for all purposes. 

FIELD OF THE INVENTION 

The present invention relates to the field of software and, in 
particular, to a plug-in privilege control method and system. 

BACKGROUND OF THE INVENTION 

A plug-in is a special kind of software component that adds 
specific capacities to a larger Software application. A plug-in 
typically cannot be executed alone, but instead relies on the 
larger software application, which is often referred to as the 
"host application program. If the plug-in is Supported by the 
Software application, it enables customizing the functionality 
of an application. Plug-ins have been widely used due to their 
compactness, effectiveness, and power to perform a function 
that the software applications themselves do not perform. For 
example, plug-ins are commonly used in web browsers to 
process specific types of files. The browser can directly 
invoke the plug-ins to play video, Scan for viruses, and display 
new file types. Some plug-ins include a Dynamic-Link 
Library (DLL). 
To perform functions that a hosting program cannot per 

form, a plug-in is often required to access a service available 
from the hosting program. FIG. 1 is a schematic diagram 
illustrating how a plug-in operates. As shown in the figure, the 
host application provides services which the plug-in can use, 
including a mechanism for plug-ins to register themselves 
with the host application program and a protocol for the 
exchange of data with plug-ins. Plug-ins depend on the Ser 
vices provided by the host application programs and do not 
usually work by themselves. On the contrary, the host appli 
cation operates independently of the plug-ins, making it pos 
sible for end-users to add and update plug-ins dynamically 
without needing to make changes to the host application. 
Open Application Programming Interfaces (APIs) provide a 
standard interface allowing third parties to create plug-ins 
that interact with the host application. Host application pro 
grams often provide Software Development Kits (SDKs) that 
are accessible to plug-in developers. 

Since plug-ins may be developed by plug-in developers 
who may or may not be trusted by the host application pro 
grams, security measures have to be taken by the hosting 
application programs. 
One of the conventional security measures is to close all the 

sensitive interfaces. For example, if a host application pro 
gram is an instant messaging application program, it will not 
open the interfaces that access contact information, account 
information, transaction entries, lists of commodities, etc. 
Therefore, this approach to plug-in privilege control Substan 
tially limits the host application programs openness, as well 
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2 
as the quantity and functionalities of plug-ins that can be 
developed for the corresponding program. 

Another conventional security measure uses a matching 
scheme of service levels and plug-in levels to control plug-in 
privilege. For example, both the services and plug-ins of the 
hosting application are assigned with respective levels 
arranged in descending orders, and correspondence relation 
ships between the service levels and the plug-in levels are 
established to determine which level(s) of services are acces 
sible to the respective levels of plug-ins. Then, when a spe 
cific service is requested for a plug-in, the service level of the 
service is determined as well as whether the service level is 
appropriate for the plug-in requested. Access to the service by 
the plug-in is allowed or disabled according to the result of the 
matching. This plug-in privilege control approach not only 
performs the intended security management and control for 
plug-ins, but also offers different services to different plug-in 
developers while taking security into consideration. 

However, both of the conventional plug-in privilege con 
trol approaches may have some drawbacks. 
The precision control of the conventional approaches may 

not meet the requirement of some host applications and 
unwanted security compromises may have to be made. Con 
ventionally, the existing service levels are divided into two 
levels, “high” and “low” and the plug-ins are also divided into 
two levels, “normal” and “trusted.” Services with both the 
“high” and “low” levels are accessible to plug-ins with the 
“trusted” level. Only the “low” level of services may be 
accessible to plug-ins with the “normal level. As a result, 
respective services at the same service level are either acces 
sible or inaccessible to a plug-in at a specific level. Thus, it is 
difficult to attain the granularity of precision control on the 
privilege of plug-ins. Because of the simple two-level 
schemes of services and plug-ins, the conventional 
approaches may lead to unwanted security leakage. Since the 
accessibility of plug-ins is only in two states, accessible or 
inaccessible, at one of the two service levels, in order to allow 
a plug-in to function at one service level, all of the services at 
this particular level are open to the plug-in. If a reviewing 
engineer who assigns the plug-in levels does not consider 
thoroughly all the possibilities of security leaks, a plug-in 
may be able to access some services that it should not be 
allowed to access. Thus, the security of the host application 
programs may be compromised. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Various embodiments of the invention are disclosed in the 
following detailed description and the accompanying draw 
1ngS. 

FIG. 1 is a schematic diagram illustrating how a plug-in 
operates. 

FIG. 2 is a schematic diagram illustrating an embodiment 
of a system for plug-in privilege control on a host application 
program. 

FIG. 3 is a flow chart illustrating an embodiment of a 
plug-in privilege control method. 

FIG. 4 is a flow diagram illustrating another embodiment 
of a plug-in privilege control method. 

FIG. 5 is a block diagram illustrating an embodiment of a 
memory component of the system configured to carry out 
plug-in privilege control. 

FIG. 6 is a block diagram illustrating an embodiment of a 
controller component of the system configured to carry out 
plug-in privilege control. 
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FIG. 7 is a block diagram illustrating a server-side embodi 
ment of the system configured to carry out plug-in privilege 
control. 

FIG. 8 is a block diagram illustrating a client-side embodi 
ment of the system configured to carry out plug-in privilege 5 
control. 

DETAILED DESCRIPTION 

The invention can be implemented in numerous ways, 10 
including as a process; an apparatus; a system; a composition 
of matter, a computer program product embodied on a com 
puter-readable storage medium; and/or a processor, Such as a 
processor configured to execute instructions stored on and/or 
provided by a memory coupled to the processor. In this speci- 15 
fication, these implementations, or any other form that the 
invention may take, may be referred to as techniques. In 
general, the order of the steps of disclosed processes may be 
altered within the scope of the invention. Unless stated oth 
erwise, a component Such as a processor or a memory 20 
described as being configured to performa task may be imple 
mented as a general component that is temporarily configured 
to perform the task at a given time, or a specific component 
that is manufactured to perform the task. As used herein, the 
term “processor refers to one or more devices, circuits, and/ 25 
or processing cores configured to process data, Such as com 
puter program instructions. 
A detailed description of one or more embodiments of the 

invention is provided below, along with accompanying fig 
ures that illustrate the principles of the invention. The inven- 30 
tion is described in connection with such embodiments, but 
the invention is not limited to any embodiment. The scope of 
the invention is limited only by the claims and the invention 
encompasses numerous alternatives, modifications, and 
equivalents. Numerous specific details are set forth in the 35 
following description in order to provide a thorough under 
standing of the invention. These details are provided for the 
purpose of example and the invention may be practiced 
according to the claims without some or all of these specific 
details. For the purpose of clarity, technical material that is 40 
known in the technical fields related to the invention has not 
been described in detail so that the invention is not unneces 
sarily obscured. 

Plug-in privilege control is described. FIG. 2 is a schematic 
diagram illustrating an embodiment of a system for plug-in 45 
privilege control on a host application program. In this 
example, the system is adapted to control the service access 
privilege of plug-ins on the host application program. The 
system includes a client 210 and a plug-in server 220. In some 
embodiments, the host application program resides on client 50 
210 and plug-in server 220 controls the privilege of plug-ins 
and provides APIs and web service to a plug-in software 
developer. In some embodiments, the API is invoked through 
an interface function in response to an HTTP request. 

FIG. 3 is a flow chart illustrating an embodiment of a 55 
plug-in privilege control method. The process may be per 
formed on a system such as the one illustrated in FIG. 2. 

At 310, a plug-in is authorized to access certain services 
and is assigned a Plugin Identification Number (PIN), which 
may be an alphanumerical string. The PIN is used to identify 60 
the corresponding plug-in, specifically an identifier (ID) Such 
as a human readable name of the plug-in. The plug-in is 
notified about the PIN subsequently. A PIN can be generated 
randomly or according to certain assignment scheme. Both 
the PIN and the plug-in ID are stored, for example in a plug-in 65 
server. If a plug-in is used, the plug-in ID is retrieved along 
with the corresponding PIN. In some embodiments, the byte 

4 
address of the plug-in ID's storage space can be assigned as 
the PIN that corresponds to the plug-in. 
At 320, information about the PIN and ID of the plug-in 

and the services the plug-in is allowed to access are stored. In 
Some embodiments, the plug-in server stores a set of services 
provided by the host application program. A table or other 
appropriate data structure is used to store a mapping of the 
plug-in information and the respective services the plug-ins 
are allowed to access. Thus, the plug-in server stores both the 
information of the plug-in and the information of the services 
that the plug-in can access, as well as the accessibility corre 
spondence relationships between the plug-ins and the lists of 
services. In some embodiments, the information is stored in 
the form of a table in the server. 

310 and 320 may be repeated for multiple plug-ins to store 
information about the plug-ins and their allowed services on 
the server for later use. 

In some embodiments, limited accessibility for the plug-in 
can be further set and stored on the plug-in server. For 
example, limitations may be set for access frequencies, total 
number of plug-ins allowed to access certain services in a 
given time, etc. In some embodiments, a sensitive service is 
monitored and the usage of the sensitive information is 
recorded. 
At 330, a request for a service is received from a plug-in. 

When a plug-in requests a service, the request includes the 
PIN for identifying the plug-in as well as information about 
the service to be accessed, such as the service name. 
At 340, the ID and the PIN of the plug-in are obtained. 

Upon receiving the request, the server processes the request to 
determine the ID and the PIN. In some embodiments, the ID 
and the PIN are included in the request at predetermined 
locations and are extracted according to the request format. In 
some embodiments, the PIN is stored in the request and the ID 
is derived based on the PIN. For example, ifa request includes 
a PIN that corresponds to the address of the storage location 
of the plug-in ID, the server can extract the PIN from the 
request and obtain the ID from the storage location at the 
address that corresponds to the PIN. 
At 350, the server determines whether to allow the plug-in 

to access the requested service. In some embodiments, the 
mapping of plug-in information and allowed service is looked 
up in the previously stored data. If the ID of the plug-in is 
mapped to the requested service, the plug-in is authorized. In 
Some embodiments, the byte address of the plug-ins storage 
space is used as the PIN, and the server can retrieve the 
plug-ins ID by accessing the storage location to which the 
byte address points. 
The list of services accessible to the plug-ins is updated 

when a service is removed, modified, or added. 
FIG. 4 is a flow diagram illustrating another embodiment 

of a plug-in privilege control method. The communication 
between the server, the client on which the host application 
program, and the user terminal on which the plug-in is 
installed is depicted. 
At 410, a plug-in is authorized. In this example, the client, 

where the host application program resides, randomly assigns 
a PIN to the plug-in. The PIN is used to identify the ID of the 
plug-in. The client then notifies the plug-in about the PIN. 
The client further reports the authorization information to the 
SeVe. 

At 420, information about the PIN and ID of the plug-in 
and the services the plug-in is allowed to access is sent from 
the client to the server and is stored on the server. The corre 
spondence relationships between the plug-in IDs and their 
accessible services are added to a mapping table that can be 
used for lookups. 
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When a request to the server to modify the services that are 
accessible to a plug-in, the corresponding services accessible 
to the plug-in can be modified upon approval of the adminis 
trator who is in charge of the host application program. When 
a service available from the hosting program is removed, 5 
modified, or added, the table of services accessible to the 
plug-in can be updated in synchronization with the informa 
tion on the client. 

410 and 420 can be repeated for multiple plug-ins. 
At 430, the client, where the host application program 10 

resides, retrieves information about the plug-ins service 
accessibility privilege from the server. 

In some embodiments, after a host application program is 
downloaded to the client, privilege control information car 
ried in the software is installed together with the software. 15 
The privilege control information includes, but is not limited 
to, a list of services accessible to the plug-in, ID information 
of the plug-in, sensitive service information, and conditional 
accessibility information. Whenever the host application pro 
gram is started. Such information is downloaded to the client. 20 
Furthermore, the client periodically downloads the latest 
privilege control information from the server to ensure the 
synchronization of the client’s local privilege control infor 
mation with the information on the server. 
At 440, the plug-in requests a service. The request includes 25 

the PIN for the plug-in. When a user terminal where the 
plug-in resides requests a service, the request includes the 
PIN to indentify the plug-in and indicate that the plugin is 
authorized. Here, the terminal may be a browser program or 
the like and can be on the same device as the client where the 30 
host application program also resides or on a different device. 

At 450, after receiving the service request, the client 
retrieves the plug-ins ID according to the PIN information 
included in the request. 

At 460, the local list of services operating on the client is 35 
queried to determine whether to allow the plug-into access its 
requested service. 

In some embodiments, upon receiving a service request 
from a plug-in, the client compares the previously received 
information about the accessible services to the plug-in with 40 
the local services to determine whether the requested service 
is among the local services accessible to the plug-in. And if 
not, the result of disabling service access for the plug-in is 
returned to the user terminal where the plug-in resides. 

In some embodiments, additional accessibility information 45 
for the plug-in can be downloaded from the server. For 
example, accessibility may be limited based on parameters 
Such as access frequencies, total number of plug-ins that 
access certain services in a given time, etc. The client deter 
mines whether the plug-in satisfies the limited accessibility 50 
requirements. If not, the result of disabling service access for 
the plug-in is returned to the terminal where the plug-in 
resides; otherwise, the result of allowing the plug-ins service 
access is returned to the user terminal. 
At 470, the client where the host application program 55 

resides notifies the server about the plug-ins service access. 
In some embodiments, the server optionally performs peri 

odic checks about the number and frequency of a plug-ins 
access to sensitive services. For example, if an unauthorized 
plug-in tries to access a service, then an alarm is issued and a 60 
Subsequent process is performed to disable the plug-in. If a 
pre-set threshold of a maximum number or frequency of 
sensitive service accesses is reached, then the server issues an 
alarm and performs a Subsequent process to remove the Ser 
Vice from a list of services accessible to the plug-in. 65 
A plug-in developer can request approval for a list of acces 

sible services for a plug-into be deployed in a host application 

6 
Such as an instant communication application from the devel 
oper of the host application. Once the approval is received, the 
mapping table on the server is updated. If the plug-in devel 
oper does not apply for any specific services, then the server 
will generate a default list of services accessible to the plug 
in. 
At 480, the processing result is returned to the plug-in, 

indicating whether the plug-in is allowed to access the 
requested services. 

Corresponding to the embodiments of the plug-in privilege 
control methods above, the application further provides 
embodiments of plug-in privilege control systems. Example 
implementations of embodiments of a system of plug-in 
privilege control are described below. The systems are 
described to include a number of units. The units can be 
implemented as Software components executing on one or 
more processors, or as hardware Such as programmable logic 
devices and/or Application Specific Integrated Circuits 
designed to perform certain functions or combinations 
thereof. In some embodiments, the units/subunits can be 
embodied by a form of software products which can be stored 
in a nonvolatile storage medium, Such as optical disk, flash 
storage device, mobile hard disk, etc., including a number of 
instructions for making a computer device (such as personal 
computers, servers, network equipment, etc.) implement the 
methods described in the embodiments of the present inven 
tion. The units may be implemented on a single device or 
distributed across multiple devices. The functions of the mod 
ules or units may be merged into one another or further split 
into multiple Sub-units. 

FIG. 5 is a block diagram illustrating an embodiment of a 
memory component of the system configured to carry out 
plug-in privilege control. 

In the example shown, server 220 of FIG. 2 includes a 
server memory 600. The server memory 600 includes a map 
ping storage unit 610, which is adapted to store a correspon 
dence relationship between a plug-in and the services acces 
sible to it; a sensitive service information storage unit 620, 
which is adapted to store information about the sensitive 
services; an authorization information storage unit 630, 
which is adapted to store authorized plug-in information (for 
example, a table is used to store the PIN and ID of the 
plug-in); an access information storage unit 640, which is 
adapted to store the information about accessibility of the 
services; and a limited accessibility storage unit 650, which is 
adapted to store accessibility limitation parameters of the 
services to the plug-ins. 

FIG. 6 is a block diagram illustrating an embodiment of a 
controller component of the system configured to carry out 
plug-in privilege control. 

In the example shown, the server 220 of FIG. 2 further 
includes a server controller 700. The server controller 
includes an authorization control unit 710, an authorization 
determining unit 720, a privilege control unit 730, a limited 
accessibility determination unit 740, a service storage pro 
cessing unit 750, and a sensitive service control unit 760. 
An authorization control unit 710 is adapted to authorize a 

plug-in to enable the possibility to access the services it 
requests and to store the plug-ins privilege into a correspond 
ing authorization information storage unit 630. In some 
embodiments, authorization from an authorization control 
unit 710 usually refers to the process of randomly assigning a 
plug-in a PIN that can identify the plug-ins ID, notifying the 
plug-in about the PIN, and storing the correspondence rela 
tionship between PIN and the plug-in in an authorization 
information storage unit 630. In some embodiments, the stor 
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age space can be assigned to the ID of a plug-in randomly, and 
the byte address of this storage space is used as the PIN of the 
plug-in. 
An authorization determination unit 720 is adapted to 

query the authorization information storage unit 630 to deter- 5 
mine whether the plug-in is authorized upon reception of a 
service request from a plug-in, and the service request 
includes the plug-ins PIN. The authorization determination 
unit 720 first parses the service request and then searches the 
authorization information storage unit 630 for the corre- 10 
sponding plug-in ID. If there is no corresponding ID stored in 
the authorization information storage unit 630, the plug-in is 
not authorized. If the plug-ins ID can be retrieved, the plug 
in is authorized previously. In some embodiments, the byte 
address of the storage space is used as the PIN and the storage 15 
location of the ID is found based on the PIN. 
A privilege control unit 730 is adapted to search the list 

of-services storage unit 710 by a plug-ins ID to determine 
whether to allow a plug-in to access the service it requested. 

The controller 700 can further include a limited accessibil- 20 
ity determination unit 740, which is adapted to determine 
whether a requested service is one of the services accessible 
to the plug-in and whether the condition to access the service 
is satisfied; if not, the limited accessibility unit will disable 
the plug-ins access to the service. 25 

The controller 700 can also further include a service stor 
age processing unit 750, which is adapted to store the acces 
sibility of the plug-in corresponding to the services into the 
access information storage unit 640. 
The server controller 700 can further include a sensitive 30 

service control unit 760 which is adapted to search the access 
information storage unit 640 and the sensitive information 
storage unit 620. The sensitive service control unit disables 
the access by a plug-in when a condition for accessing a 
sensitive service is not met. For example, if a specified fre- 35 
quency or total number of accesses of the sensitive service is 
exceeded, the plug-in cannot access the sensitive service it 
requests. 

After receiving a service request from a plug-in, server 220 
queries the list of services by the plug-ins ID and determines 40 
the plug-in as an authorized plug-in if the plug-ins PIN is 
present in the service table. The server further searches 
among the accessible services corresponding to the plug-ins 
ID for the service that the plug-in has currently requested. If 
the requested service is found among the list of accessible 45 
services, then an access to the service is granted; otherwise, 
an access to the service is disabled. In some embodiments, if 
limited accessibility for the plug-in is present, then the server 
220 further determines whether the plug-in satisfies a condi 
tion of limited accessibility. If the condition is not met, the 50 
service requested by the plug-in is denied. Otherwise, the 
plug-in is allowed to access the service it requested. 
The list of services accessible by the host application pro 

gram server can be modified upon approval of the person in 
charge of the host application program. 55 

In the embodiments above, the centralized server 220 
determines the access privileges of all the plug-ins. This 
centralized approach enables the server 220 to enforce cen 
tralized privilege control. However, because there are no 
other servers/processors to share the processing work load, 60 
processing of the plug-in service request may be delayed. 

In some embodiments, the list of services is stored at client 
210 on the client’s end. That is, a plug-ins service access 
privileges are controlled primarily at the client’s end instead 
of the servers. Even if the server's workload is heavy, it does 65 
not affect the processing efficiency of the plug-in privilege 
control. 

8 
Server 220 further includes a memory 810 and a controller 

820. 
FIG. 7 is a block diagram illustrating a server-side embodi 

ment of the system configured to carry out plug-in privilege 
control. The server-side embodiment includes a server 
memory 810 and a server controller 820. 
As shown in FIG. 7, the server memory 810 includes a 

services storage unit 812, which is adapted to store a mapping 
of correspondence relationships between a plug-in and the 
services accessible to it; a sensitive information storage unit 
814, which is adapted to store information about the sensitive 
services; an access information storage unit 816, which is 
adapted to store the information about the accessibility of the 
services; and a limited accessibility storage unit 818, which is 
adapted to store accessibility limitation parameters of the 
services to the plug-ins. 
The server controller 820 further includes an access infor 

mation processing unit 822, which is adapted to receive and 
store information about service usage by the plug-in and store 
it into the access information storage unit 816. The service 
usage information is transmitted from the client 900 shown in 
FIG 8. 
The server controller 820 further includes a sensitive ser 

vice control unit 824, which is adapted to search the access 
information storage unit 816 and the sensitive information 
storage unit 814. The sensitive service control unit disables 
the access by a plug-in when a condition for accessing a 
sensitive service is not met. For example, if a specified fre 
quency or total number of accesses of the plug-into the sen 
sitive service is exceeded, the plug-in cannot access the sen 
sitive service it requests. 

FIG. 8 is a block diagram illustrating a client-side embodi 
ment of the system configured to carry out plug-in privilege 
control. The client-side memory includes a client memory 
910 and a client controller 920. 
As shown in FIG. 8, the server memory 910 includes a 

services storage unit 912, which is adapted to store a mapping 
of correspondence relationship between a plug-in and its 
accessible services, and an authorization information storage 
unit 914, which is adapted to store authorized plug-in infor 
mation. 

In some embodiments, the authorization information stor 
age unit 914 randomly assigns a PIN to a plug-in. The PIN is 
used to identify the ID of the plug-in. This unit also notifies 
the plug-in about the PIN, and stores the PIN and the ID 
correspondence relationship. The PIN can be assigned using 
a number of methods. In some embodiments, the storage 
space can be assigned to the ID of a plug-in randomly, and the 
byte address of this storage space is used as the PIN of the 
plug-in. 

Furthermore, the client 900, where the host program 
resides, can download in advance the information in the sen 
sitive information storage unit 814 and the limited accessibil 
ity storage unit 818 of the server 800's memory 810 to the 
client 900. In some embodiments, the client 900 sends a 
synchronization request periodically to the server 800 to syn 
chronize the information at the client’s side with that at the 
server's side. 
As shown in FIG. 8, a client controller 920 includes an 

authorization unit 922, an authorization determination unit 
924, a privilege control unit 925, a limited accessibility deter 
mination unit 926, a sensitive service control unit 928, and an 
update unit 929. 
An authorization control unit 922 is adapted to authorize 

the privilege of service access by a plug-in and store the 
privilege into the corresponding authorization information 
storage unit 914. In some embodiments, a PIN is assigned to 
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a plug-in randomly and a correspondence relationship 
between the PIN and the plug-ins ID is stored into the autho 
rization information storage unit 914. For example, the cor 
responding plug-in ID can be retrieved through the authori 
Zation information storage unit 914 according to the plug-ins 
PIN. In some embodiments, the plug-ins ID storage space is 
assigned randomly and the byte address of the storage space 
is used as the PIN. 
An authorization determination unit 924 is adapted to 

inquire the authorization information storage unit 914 upon 
receiving a service request from a plug-in to determine 
whether the plug-in is authorized. The service request 
includes the plug-ins PIN. The authorization determination 
unit 924 first parses the service request and then searches the 
authorization information storage unit 914 for the corre 
sponding plug-in ID. If there is no corresponding ID stored in 
the authorization information storage unit 914, the plug-in is 
not authorized. If the plug-ins ID can be retrieved, the plug 
in was authorized previously. In some embodiments, the byte 
address of the storage space is taken as the PIN and the storage 
location of the ID is found by following the PIN. 
A privilege control unit 925 is adapted to search the ser 

vices storage unit 912 using the plug-ins ID to determine 
whether to allow a plug-in to access the service it requested. 

The client controller 920 can further include a limited 
accessibility determination unit 926, which is adapted to 
determine whether a requested service is one of the services 
accessible to the plug-in and whether the condition to access 
the service is satisfied; if not, the limited accessibility unit 926 
will disable the plug-ins access to the service. 

The client controller 920 can further include a sensitive 
service control unit 928 which is adapted to search limited 
accessibility storage unit 818 and the sensitive information 
storage unit 814 on the server 800 side. The sensitive service 
control unit 928 disables the access by a plug-in when a 
condition for accessing to a sensitive service is not met. For 
example, if a specified frequency or total number of accesses 
of the plug-into the sensitive service is exceeded, the plug-in 
cannot access the sensitive service it requests. 
The client controller920 further includes an updating unit 

929, which is adapted to update the client’s local information 
to be synchronized with the information at the server 800 
side. 
One skilled in the art should understand that the embodi 

ments of this application may be provided as a method, a 
system, or a computer product. Therefore, this application 
may be in the form of full hardware embodiments, full soft 
ware embodiments, or a combination thereof. Moreover, this 
application may be in the form of a computer program prod 
uct that is implemented on one or more computer-usable 
storage media (including, without limitation, magnetic disk 
storage, CD-ROM, flash, and optical storages) containing 
computer-usable program codes. Those program codes 
include instructions to make a computer apparatus execute 
full or partial embodiments of the methods described above. 
The respective embodiments of the present application are 

described one by one, the same and similar parts of the 
embodiments are made by reference, and in each embodiment 
is emphasized the difference from other embodiments. Spe 
cifically, the system embodiments are described briefly due to 
similarity to the method embodiments, and relevant modules 
of the system embodiments are made with reference to the 
method embodiments. 
The present application may be applied to many universal 

or dedicated computing system environments or configura 
tions, for example, a personal computer, a server computer, a 
handset or a portable device, a flat-panel device, a multi 
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10 
processor System, a microprocessor-based system, a set-top 
box, a programmable consumer electric device, a network 
PC, a minicomputer, a large-scale computer, or a distributed 
computing system including any one of the above systems or 
devices, etc. 

This application is described referring to the flow chart 
and/or block diagram of the method, system, and computer 
program product according to the embodiments of this appli 
cation. It should be understood that each flow and/or block in 
the flow chart and/or block diagram, and the combination of 
flows and/or blocks in the flow chart and/or block diagram 
may be realized in computer program instruction. In fact, the 
entire application may be described in the general context of 
a computer executable instruction that is executed by a com 
puter, for example, a program module. Generally, the pro 
gram module includes routines, programs, objects, compo 
nents, data structures, etc., for executing a specified task or 
implementing a specified abstract data type. Alternatively, the 
present invention may be implemented in a distributed com 
puting environment, where a remote processing device con 
nected through a communication network executes the task. 
In the distributed computing environment, the program mod 
ule may be located in a local or remote computer storage 
medium which includes a storage device 

Although the foregoing embodiments have been described 
in Some detail for purposes of clarity of understanding, the 
invention is not limited to the details provided. There are 
many alternative ways of implementing the invention. The 
disclosed embodiments are illustrative and not restrictive. 

What is claimed is: 
1. A plug-in privilege control method, comprising: 
authorizing a plug-in that is a Software plug-in, including 

assigning a plug-in identification number (PIN) to the 
plug-in, the PIN being used to identify the plug-in, and 
the plug-in being further associated with a human read 
able identifier (ID) that is different from the PIN; 
retrieving the ID, including: 

reading the PIN; 
retrieving the byte address where the ID is stored; and 
retrieving the ID according to the byte address; 

storing information about the plug-in and a correspond 
ing plug-in accessible service to a mapping of plug 
ins and their corresponding plug-in accessible ser 
vices; 

receiving a request for a service from the plug-in; 
determining, using one or more computer processors 

and based on the mapping, whether to allow the plug 
in to access the service requested; and 

in the event that the plug-in is allowed to access the 
service requested: 
determining whether the service requested satisfies a 

conditional accessibility requirement; and 
disabling the plug-ins access to the service requested 

in the event that the conditional accessibility 
requirement is not satisfied. 

2. The method of claim 1, wherein the request for the 
service includes the PIN of the plug-in. 

3. The method of claim 1, wherein the conditional acces 
sibility includes a threshold of access frequency or of total 
number of accesses. 

4. The method of claim 3, further comprising: 
removing the service from the list of services which is 

accessible to the plug-in in the event that an access 
frequency or a total number of the plug-ins service 
accesses exceeds the threshold; and 
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recalculating the access frequency of or the total number of 
the plug-ins service accesses in the event that the 
threshold is not exceeded. 

5. The method of claim 1, further comprising: 
setting a list of sensitive services for which an alarm is 

generated for unauthorized plug-in access; and 
monitoring plug-in accesses to the sensitive services. 
6. The method of claim 1, further comprising: 
detecting an unauthorized plug-in access; and 
generating an alarm in response to the unauthorized plug 

in access. 
7. The method of claim 1, further comprising updating the 

mapping of services in the event that the accessible service is 
modified or deleted, or that a new accessible service is added. 

8. A method, comprising: 
authorizing a plug-in that is a Software plug-in, including 

assigning a plug-in identification number (PIN) to the 
plug-in, the PIN being used to identify the plug-in, and 
the plug-in being further associated with a human read 
able identifier (ID) that is different from the PIN; 
storing information about the plug-in and a correspond 

ing plug-in accessible service to a mapping of plug 
ins and their corresponding plug-in accessible ser 
vices; 

receiving a request for a service from the plug-in; 
determining, using one or more computer processors 

and based on the mapping, whether to allow the plug 
in to access the service requested; and 

in the event that the plug-in is allowed to access the 
service requested: 
determining whether the service requested satisfies a 

conditional accessibility requirement; and 
disabling the plug-ins access to the service requested in 

the event that the conditional accessibility require 
ment is not satisfied; 

wherein the PIN is derived by: 
randomly assigning a storage location to the ID; 
storing the ID in the storage location; and 
using a byte address of the storage space as the PIN. 

9. A plug-in privilege control system, comprising: 
one or more processors configured to: 

authorize a plug-in that is a software plug-in, including 
to assign a plug-in identification number (PIN) to the 
plug-in, the PIN being used to identify the plug-in, 
and the plug-in being further associated with a human 
readable identifier (ID) that is different from the PIN; 

retrieve the ID, including to: 
read the PIN; 
retrieve the byte address where the ID is stored; and 
retrieve the ID according to the byte address: 

store information about the plug-in and a corresponding 
plug-in accessible service to a mapping of plug-ins 
and their corresponding plug-in accessible services; 

receive a request for a service from the plug-in; 
determine, using one or more computer processors and 

based on the mapping, 
whether to allow the plug-in to access the service 

requested; and 
in the event that the plug-in is allowed to access the 

service requested: 
determine whether the service requested satisfies a 

conditional accessibility requirement; and 
disable the plug-ins access to the service requested in 

the event that the conditional accessibility require 
ment is not satisfied; and 
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12 
one or more memories coupled to the one or more pro 

cessors, configured to provide the processors with 
instructions. 

10. The system of claim 9, wherein the request for the 
service includes the PIN of the plug-in. 

11. The system of claim 9, wherein the conditional acces 
sibility includes a threshold of access frequency or of total 
number of accesses. 

12. The system of claim 11, wherein the one or more 
processors are further configured to: 
remove the service from the list of services which is acces 

sible to the plug-in in the event that the access frequency 
or the total number of the plug-ins service accesses 
exceeds the threshold; and 

recalculate the access frequency or the total number of the 
plug-ins service accesses in the event that the threshold 
is not exceeded. 

13. The system of claim 9, wherein the one or more pro 
cessors are further configured to: 

set a list of sensitive services for which an alarm is gener 
ated for unauthorized plug-in access; and 

monitor plug-in accesses to the sensitive services. 
14. The system of claim 9, wherein the one or more pro 

cessors are further configured to: 
detect an unauthorized plug-in access; and 

generate an alarm in response to the unauthorized plug 
in access. 

15. The system of claim 9, wherein the one or more pro 
cessors are further configured to update the mapping of Ser 
vices in the event that the accessible service is modified or 
deleted, or that a new accessible service is added. 

16. A plug-in privilege control system, comprising: 
one or more processors configured to: 

authorize a plug-in that is a software plug-in, including 
to assign a plug-in identification number (PIN) to the 
plug-in, the PIN being used to identify the plug-in, 
and the plug-in being further associated with a human 
readable identifier (ID) that is different from the PIN; 

store information about the plug-in and a corresponding 
plug-in accessible service to a mapping of plug-ins 
and their corresponding plug-in accessible services; 

receive a request for a service from the plug-in; 
determine, using one or more computer processors and 

based on the mapping, whether to allow the plug-in to 
access the service requested; and 

in the event that the plug-in is allowed to access the 
service requested: 
determine whether the service requested satisfies a 

conditional accessibility requirement; and 
disable the plug-ins access to the service requested in 

the event that the conditional accessibility require 
ment is not satisfied; wherein 

the PIN is derived by: 
randomly assigning a storage location to the ID; 
storing the ID in the storage location; and 
using a byte address of the storage space as the PIN; 

and 
one or more memories coupled to the one or more pro 

cessors, configured to provide the processors with 
instructions. 

17. A computer program product for plug-in privilege con 
trol, the computer program product being embodied in a 
non-transitory computer readable storage medium and com 
prising computer instructions for: 

authorizing a plug-in that is a Software plug-in, including 
assigning a plug-in identification number (PIN) to the 
plug-in, the PIN being used to identify the plug-in, and 
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the plug-in being further associated with a human read 
able identifier (ID) that is different from the PIN; 
retrieving the ID, including: 

reading the PIN; 
retrieving the byte address where the ID is stored; and 
retrieving the ID according to the byte address: 

storing information about the plug-in and a correspond 
ing plug-in accessible service to a mapping of plug 
ins and their corresponding plug-in accessible ser 
vices; 

receiving a request for a service from the plug-in; 
determining, using one or more computer processors 

and based on the mapping, whether to allow the plug 
in to access the service requested; and 

in the event that the plug-in is allowed to access the 
service requested: 
determining whether the service requested satisfies a 

conditional accessibility requirement; and 
disabling the plug-ins access to the service requested 
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