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Description

[0001] Thisinventionrelates to acommunications sys-
tem for providing data communication to a vehicle. In one
example, the vehicle is a train.

[0002] Vehicles such as cars, buses and trains are ex-
amples of passenger carrying vehicles. The passengers
that are carried by those vehicles tend to possess devices
that connect to the internet to access services provided
by remote servers. For example, the passengers may
access an email server to check whether they have any
new email or access a web server to download web pag-
es. Those devices may be equipped with a wireless net-
work adapter that allows the device to connect to a net-
work that provides access to the internet. The wireless
network adapter could be a 3G, 4G or, more generally,
cellular modem that can connect to the base stations of
acellular network operator. The wireless network adapter
could also be a Wi-Fi adapter.

[0003] Itis becoming more common for passenger car-
rying vehicles to connect to the internet and then share
this connection with the passenger’s devices on-board
the vehicle. This shared connection can be used to allow
devices that only have a Wi-Fi or wired network adapter
to connect to the internet. It is also done because such
passenger carrying vehicles generally travel through less
densely populated areas where cellular data connections
can be of low quality or low signal strength. The construc-
tion of the vehicle can also inhibit or reduce the quality
of the signal from a base station that can be received by
a passenger device inside the vehicle. These points can
make it difficult for individual user devices to connect di-
rectly to the cellular networks.

[0004] Where the vehicle shares a connection among
the passengers, the vehicle is equipped with a router that
connects to at least one antenna on the external of the
vehicle for connecting to wayside base stations. These
base stations may be cellular base stations provided by
cellular network operators or other wireless base stations
such as Wi-Fi base stations. The router will also be
equipped with at least one antenna on the internal of the
vehicle and/or connected to a wired network which end
user devices can use to connect to the internet via the
on-vehicle network provided by the router. The router
may be comprised of more than one part to provide these
connections, for example it may be a cellular modem, a
wireless access point and a packet router connected to-
gether.

[0005] As the vehicle moves along its path of travel,
the vehicle will move out of the communication range of
certain base stations and in to the communication range
of other base stations. The router will therefore need to
disconnect from the out of range base station and con-
nect to one within range to continue to provide an internet
connection to the end user devices. To aid in this con-
nection jump from one base station to another base sta-
tion, the router can be equipped with at least two external
antennas for connecting to the wayside base stations.
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The router can then establish a connection to the new
base station using one antenna whilst still having a con-
nection via the other antenna to the old base station. The
router can then handover from one base station to an-
other without a drop in connection.

[0006] As there are multiple cellular network operators
within a given country there are normally multiple base
stations that serve a particular area. Also, even within
one cellular network operators network there will be over-
lap between the coverage areas of the base stations.
This can be used as described above to provide a hando-
ver from one base station to another without a drop in
connection. However, it would be desirable to be able to
make use of the connections provided by the multiple
base stations, especially as the data connection provided
by a single base station may be of low bandwidth and/or
shared between many users. Such a system introduces
difficult routing conditions for the on-board router as each
data connection is identified separately and so makes it
difficult for the on-board router and a server on the inter-
net to communicate in a way that makes efficient use of
the multiple connections. Therefore, there is a need for
an improved communication system that allows devices
on-board a vehicle to communicate with remote servers
using multiple connections. Document US 2013215747
discloses providing communication services to client de-
vices in a train, the trains comprising multiple routers,
which connect to remote servers via a wide area network
(WAN) over a proxy server outside the train. According
to the present invention there is provided a communica-
tions system for providing data communication to a ve-
hicle, the communications system comprising: a mobile
transport layer proxy located on the vehicle; a parent
transport layer proxy located remote from the vehicle;
the mobile transport layer proxy being configured to: ac-
cept a transport layer connection with a host device, the
transport layer connection being addressed to a remote
server; and communicate with the parent transport layer
proxy via multiple paths using a multipath transport layer
protocol to communicate on behalf of the host device
whilstidentifying as the mobile transport layer proxy; and
the parenttransport layer proxy being configured to: com-
municate with the mobile transport layer proxy using the
multipath transport layer protocol; and communicate with
the remote server whilst identifying as the parent trans-
port layer proxy to communicate on behalf of the mobile
transport layer proxy to permit the host device to com-
municate with the remote server.

[0007] The parent transport layer proxy may be con-
figured to accept a connection with the mobile transport
layer proxy that is addressed to the remote server. The
parent transport layer proxy may be configured to com-
municate with the mobile transport layer proxy via multi-
ple paths using the multipath transport layer protocol.
[0008] The mobile transport layer proxy may be con-
figured to accept the transport layer connection with the
host device by intercepting a transport layer session orig-
inating from the host device that is addressed for the
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remote server. The mobile transport layer proxy may be
configured to accept the transport layer connection with
the host device by masquerading as the remote server
and terminating the transport layer session originating
from the on-board device at the mobile transport layer
proxy.

[0009] The parent transport layer proxy may be con-
figured to intercept a transport layer session originating
from the mobile transport layer proxy that is addressed
for the remote server. The parent transport layer proxy
may be configured to masquerade as the remote server
and terminates the transport layer session originating
from the mobile transport layer session at the parent
transport layer proxy.

[0010] The mobile transport layer proxy may be con-
nected to a plurality of radio transceivers, each radio
transceiver is configured to establish a respective wire-
less data connection to equipment located remote from
the vehicle independently of the other radio transceivers,
and each one of the data connections may be one of the
multiple paths. The plurality of radio transceivers may be
located on the vehicle. Each radio transceiver may es-
tablish the respective data connection with a different
base station located remote from the vehicle. The base
station may comprise one of a number of wayside base
station next to a path taken by the vehicle. The vehicle
may be a train and the path taken by the vehicle may be
a railway track. The base station may be wireless base
stations. The base station may be cellular base stations.
[0011] The communication system may comprise a
mobile router located on the vehicle, the mobile router
may comprise the plurality of radio transceivers. The mo-
bile transport layer proxy may form part of the mobile
router and the mobile router may communicate with the
parent transport layer proxy via multiple paths using the
multipath transport layer protocol.

[0012] Atleastone separate subconnection of the mul-
tipath transport layer protocol may be established over
each of the multiple paths.

[0013] The mobile transport layer proxy may be con-
figured to divide a data stream for transmission to the
parenttransportlayer proxy in to a number of substreams
at least equal to the number of paths and send a dupli-
cated or different substream over each of the subcon-
nections. A separate subconnection of the multipath
transport layer protocol may be established over each of
the multiple paths. The mobile transport layer proxy may
be configured to divide a data stream for transmission to
the parent transport layer proxy in to a number of sub-
streams equal to the number of paths and send a different
substream over each of the subconnections. The sub-
streams may be formed of data packets and the mobile
transport layer proxy may be configured to incorporate a
data stream identifier in to each data packet, the data
stream identifier indicating the position of the data packet
in the data stream.

[0014] The parent transport layer proxy may be con-
figured to divide a data stream for transmission to the
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mobile transportlayer proxy into a number of substreams
at least equal to the number of paths and send a dupli-
cated or different substream over each of the subcon-
nections. A separate subconnection of the multipath
transport layer protocol may be established over each of
the multiple paths. The parent transport layer proxy may
be configured to divide a data stream for transmission to
the mobile transport layer proxy in to a number of sub-
streams equal to the number of paths and send a different
substream over each of the subconnections. The sub-
streams may be formed of data packets and the parent
transport layer proxy may be configured to incorporate a
data stream identifier in to each data packet, the data
stream identifier indicating the position of the data packet
in the data stream.

[0015] The multipath transport layer protocol may be
Multipath Transmission Control Protocol (MPTCP). The
separate subconnections may be separate subflows of
the MPTCP. The data stream identifiers may be data
sequence numbers.

[0016] The parent transport layer proxy may not move
with the vehicle. The position of the mobile transport layer
proxy may be fixed relative to the vehicle. The mobile
transport layer proxy may connect to the host device via
a wireless connection.

[0017] The present invention will now be described by
way of example with reference to the accompanying
drawings. In the drawings:

Figure 1 shows a schematic diagram of a communi-
cation system.

Figure 2 shows a schematic diagram of the commu-
nication of data between an end-user device and a
remote server using the communication system.

[0018] The following descriptionis presented to enable
any person skilled in the art to make and use the inven-
tion, and is provided in the context of a particular appli-
cation. Various modifications to the disclosed embodi-
ments will be readily apparent to those skilled in the art.
[0019] The general principles defined herein may be
applied to other embodiments and applications without
departing from the spirit and scope of the present inven-
tion. Thus, the present invention is not intended to be
limited to the embodiments shown, but is to be accorded
the widest scope consistent with the principles and fea-
tures disclosed herein.

[0020] The present invention relates to a communica-
tions system for providing data communication to a ve-
hicle, such as a train. The vehicle is provided with a mo-
bile router containing a mobile proxy server that can con-
nect using a multipath transport layer protocol to a parent
proxy server for requesting and receiving internet based
data on behalf of an on-board end user device that is
connected to the mobile router. The parent proxy server
requests and receives the internet based data on behalf
of the mobile proxy server. The mobile proxy server and
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the parent proxy server are able to communicate with
each other over multiple, distinct paths using a multipath
transport layer protocol such as the Multipath Transport
Control Protocol (MPTCP) as described in the Internet
Engineering Task Force (IETF) RFC 6824. Whilst the
specific example of MPTCP is given and discussed in
the examples below, it will be readily apparent that an
alternative multipath transport layer protocol that permits
communications between devices over multiple, distinct
paths could be used.

[0021] Figure 1 shows a schematic diagram of an ex-
ample communication system in accordance with the
present invention. In Figure 1, a train 10 is illustrated as
travelling along a track 11. This is given as an example
and it will be readily apparent that the communication
system described below could equally be used on anoth-
er type of vehicle such as a coach or car travelling along
aroad.

[0022] Thetrain 10 is provided with a mobile router 20.
This mobile router 20 is described as mobile in the sense
that, whilst its position is fixed relative to the train 10, the
mobile router 20 is moves relative to the ground when
the train 10 is mobile. The mobile router 20 is equipped
with an antenna 31 that enables the mobile router 20 via
aradio transceiver to accept wireless, Wi-Fi connections
from end-user devices 32, 33. The mobile router 20 can
also be attached to wired network 36 for wired connection
to the end-user devices 32, 33. The end-user devices
32, 33 connect to the mobile router 20 using respective
antenna 34, 35 via respective radio transceivers.
[0023] The antenna 31 that the end-user devices 32,
33 connect to may be described as an internal antenna.
This is to mean that it will generally be used to connect
with devices such as the end-user devices 32, 33 that
are located on the inside of the vehicle 10. However, the
antenna 31 itself does not necessarily need to be located
on the inside of the vehicle nor does it solely have to be
used to connect with devices located on the inside of the
vehicle.

[0024] The mobile router 20 is also equipped with at
least two antennas 40, 50 that are connected to respec-
tive radio transceivers to provide a respective data con-
nection to ground-based equipment independently of the
other radio transceivers. The radio transceivers can in-
clude: (a) one or more transceivers each of which can
independently establish a data connection 60, 70, 75 with
one of a number of wayside base station 80, 90, 100 next
to the railway track; and (b) one or more cellular trans-
ceivers each of which can independently establish a data
connection 60, 70, 75 with cellular base stations 80, 90,
100 of telephone operators. The base stations 80, 90,
100 are connected to respective network connections
110, 120, 130 to allow communication with servers lo-
cated on the internet.

[0025] In the case of the one or more cellular trans-
ceivers these can be in the form of 3G or 4G cellular
modems which each connect to a cellular base station
80, 90, 100 to establish the data connection 60, 70, 75.

10

15

20

25

30

35

40

45

50

55

In the case of a 4G cellular modem these could operate
according to, for example, LTE, WiMAX or HSPA+ stand-
ards.

[0026] The mobile router 20 can establish data con-
nections with a data centre 140 using the cellular data
connections 60, 70, 75 and the respective network con-
nections 110, 120, 130.

[0027] As shown in Figure 1, mobile router 20 can es-
tablish data connections with a data centre 140 using
data connections that are established by a slave router
180. In this embodiment the mobile router 20 is connect-
ed to slave router 180. This connection can be made by
a wired data connection 36 or alternatively by a wireless
connection. The slave router 180 is equipped with at least
one antenna 55 that is connected to a respective radio
transceiver to provide a data connection to ground-based
equipment independently of the other radio transceivers,
in the slave router 180 and the mobile router 20. It can
be advantageous to place the mobile router 20 at one
end of the vehicle 10 and the slave router 180 at the other
end of the vehicle 10. When the vehicle is a long vehicle
such as a train, this means that the antennas at opposite
ends of the train 10 will experience different network op-
erating conditions and/or be able to connect to different
base station 80, 90, 100. This means that the mobile
router 20 can make use of as many different base stations
as possible, thus improving the quality of the link between
the train 10 and the data centre 140.

[0028] The mobile router 20 functions as a mobile
proxy 150 that intercepts TCP user sessions that origi-
nate from the end-user devices 32, 33 and are addressed
to a remote server 160 on the internet. The mobile proxy
150 works at the transport layer of the data connections
when it intercepts the TCP user sessions. The transport
layer is otherwise known as layer 4 of the Open Systems
Interconnection (OSI) model. The TCP user sessions are
more generally transport layer connections.

[0029] In some cases, the local proxy 150 may be a
separate device that is connected to the mobile router
20. For example by a wired connection.

[0030] When the mobile proxy 150 intercepts the TCP
user sessions that originate from the end-user devices
32, 33, the local proxy 150 masquerades as the remote
server 160 and so the TCP user session from the end-
user device 32, 33 terminates at the mobile proxy 150.
The mobile proxy 150 therefore accepts connections that
are addressed for a remote server 160 and thus termi-
nates those connections at the mobile proxy 150. The
local proxy 150 has the ability to intercept those TCP
user sessions because the router 20 passes external net-
work connection requests to the local proxy 150 for in-
spection. External network connection requests are re-
quests by the end-user devices 32, 33 for resources that
are identified as being located in a network that is remote
from the local network on-board the train. These external
network connection requests could be requesting infor-
mation from remote servers that are located on the inter-
net.
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[0031] The mobile proxy 150 is configured to commu-
nicate with a remote proxy 170 that is located in the data
centre 140. The mobile proxy 150 is configured to request
from the remote proxy 170 any data that is located in the
remote, external networks. In this way the remote proxy
170 acts as a parent proxy for the mobile proxy 150. In
a similar way to the mobile proxy 150 terminating the
end-user device connections at the mobile proxy 150,
the parent proxy 170 terminates the mobile proxy 150
transport layer data connections at the parent proxy 170.
[0032] When an end-user device 32, 33 sends a re-
quest for data from remote server 160, as described
above, the mobile proxy 150 masquerades as the remote
server 160 and terminates the transport layer connection
from the end-user device 32, 33 at the mobile proxy 150.
The mobile proxy 150 then requests the data requested
by the end-user device 32, 33 from the parent proxy 170
on behalf of the end-user device 32, 33. The parent proxy
170 masquerades as the remote server 160 and termi-
nates the transport layer connection from the mobile
proxy 150 at the parent proxy 170. The parent proxy 170
then initiates a connection with the remote server 160
and requests the data from the remote server 160 on
behalf of the mobile proxy 150 and, indirectly, for the end-
user device 32, 33.

[0033] The local proxy 150 is capable of communicat-
ing using multipath transport layer protocol connections,
for example using Multipath TCP (MPTCP) connections.
The parent proxy 160 is also capable of communicating
using multipath transport layer protocol connections,
such as MPTCP connections. Therefore, the local proxy
150 and parent proxy 160 are configured to communicate
with each other using a multipath transport layer protocol
such as MPTCP.

[0034] As discussed above, the mobile router 20 can
establish data connections with the data centre 140 using
the cellular data connections 60, 70 and the respective
network connections 110, 120, 130. This means that the
mobile proxy 150 can establish multiple data connections
with the remote proxy 170. Each of these separate cel-
lular data connections forms a separate path for the
MPTCP connection. Therefore, when there are two sep-
arate cellular data connections there will be two separate
paths, one for each of the data connections. The wireless
data connections, that are not necessarily cellular data
connections, can be used in a corresponding way.
[0035] The MPTCP protocol can establish a separate
subflow over each of the separate paths. The MPTCP
protocol can also establish more than one separate sub-
flow over a given path dependent on network conditions.
As the quality of a particular path decreases the subflow
established over that path may be dropped. Ifitis detect-
ed that the quality of a particular path has improved, or
a new path established then a subflow may be estab-
lished over that path. Within the MPTCP protocol, a sub-
flow is an individual TCP connection that is established
between the two communicating devices over that par-
ticular path. Therefore, separate TCP connections are
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established by the MPTCP connection, and so by the two
communicating devices, over each of the paths that are
being used to form the connection. Within an individual
subflow, the normal TCP parameters are used to handle
the data transactions within that individual TCP connec-
tion. For example, data transferred over an individual
subflow will be acknowledged using a standard ACK pa-
rameter. The data transactions that occur atthe individual
subflow level are also monitored at the MPTCP level. For
example, there will also be an acknowledgement that oc-
curs at the MPTCP level to acknowledge that a segment
of data has been successfully transmitted over one of
the subflows.

[0036] The separate, multiple paths from the mobile
router 20 to external, non-onboard networks are identi-
fied as being separate paths because each path has dif-
ferent network layer addresses. The each interface that
communicates via a radio transceiver and antenna has
adistinct network layer address. The distinct network lay-
er address can be a distinct, different IP address.
[0037] MPTCP provides two different ways for these
separate paths to be identified to the communicating de-
vice at the other end of the connection. The first identifi-
cation method is for the device with more than one sep-
arate connection to initiate a connection from each of the
other connections to the remote device. This initiation
process establishes the separate subflow with the remote
device. The second identification method is for the device
with more than one separate connection to advertise to
the remote device that the device has more than one
separate connection and is capable of communicating
over those multiple connections. MPTCP provides for a
TCP option that announces additional addresses on
which a host can be reached. This address message tells
the remote device to add a network layer address to the
list of addresses that the local host can be used to com-
municate with the local host.

[0038] Datais transferred over an MPTCP connection
by taking one input data stream from an application and
split that data stream in to one or more subflows. Control
information is included in the subflows to allow the data
stream to be reassembled and delivered to the applica-
tion running on the other end of the link. In the cases
described herein, the proxy server 150 running on the
mobile router 20 will produce a data stream that is to be
sent to the proxy server 170 running in the data centre
140. The MPTCP connection, at the mobile router 20
end, takes the data stream originating from the mobile
proxy 150 and splits that data stream in to two or more
subflows. Control information is included in each of the
subflows so that the data stream can be reassembled at
the data centre end of the MPTCP connection. The
MPTCP connection can duplicate a particular subflow so
that a particular subflow can be sent over more than one
path. This can be used to provide resilience to the con-
nection. In the other direction, the parent proxy 170 run-
ning in the data centre will produce a data stream that is
to be sent to the mobile proxy 150. The MPTCP connec-
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tion, at the data centre end, takes the data stream orig-
inating from the parent proxy 170 and splits that data
stream in to two or more subflows. Control information
isincluded in each of the subflows so that the data stream
can be reassembled at the mobile router 20 end of the
MPTCP connection. The MPTCP connection can dupli-
cate a particular subflow so that a particular subflow can
be sent over more than one path. This can be used to
provide resilience to the connection.

[0039] The control information that is included in the
subflow is included in the TCP options of the individual
TCP connection that forms the individual subflow. Each
data packet sent over the subflow has a subflow se-
quence number and a data sequence number associated
with that data packet. The subflow sequence number is
a used at a subflow level to ensure that transmissions
sent within that subflow are received correctly. The sub-
flow sequence number is an identifier that identifies the
sequence of data sent over a particular path. The data
sequence number is used by the receiver to ensure in-
order delivery of the data flow to the application layer. As
discussed above, in the current case, this means the de-
livery of data to the proxy server located at each end of
the link between the train 10 and the data centre 140. A
range of the data sequence number is mapped to a par-
ticular subflow for a particular length of data. This map-
ping maps a segment of the data sequence number on
to the subflow sequence number of a particular path. The
receiving device can therefore reassemble the sent data
flow by reordering the received data so that the data se-
quence numbers are in order. The data sequence
number is an identifier that identifies the sequence of the
data flow sent over the MPTCP connection.

[0040] The data thatis requested by the end-user de-
vice 32, 33 is requested by the mobile proxy 150 from
the parent proxy 170 using a MPTCP connection over
the multiple paths that are available to the mobile proxy.
The parent proxy 170 can then request that data from
the remote server 160 using conventional protocols that
the remote server 160 supports. Data received for the
end-user device 32, 33 at the parent proxy 170 is trans-
mitted to the mobile proxy 150 using the MPTCP con-
nection over the multiple paths. It is then transmitted by
the mobile proxy 150 to the end-user device 32, 33 using
conventional protocols that are supported by the end-
user device 32, 33. As the MPTCP connection is estab-
lished only between the local 150 and parent 170 proxies
the MPTCP connection is hidden from both the end-user
devices and the remote servers on the internet. This
means that the end-user devices can receive the benefits
of using an MPTCP connection without needing to be
aware that such a protocol is being used.

[0041] By the use oftwo proxies inseries, both of which
support MPTCP, or another multiple path transport layer
protocol, on the connection between them, the connec-
tion from the end-user device to the internet can benefit
from MPTCP even if one or both of the end-user device
and the internet end point do not support MPTCP.
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[0042] The communication by end-user device 32 with
remote server 160 is explained below with reference to
Figure 2.

[0043] The end-user device 32 attempts to form a con-
nection with a remote server 160 to request data from
the remote server 160. This connection attempt is sent
over a wireless link 200 by the end-user device 32 using
aradio transceiver connected to antenna 34. Itis received
over wireless link 200 by mobile router 20 using a radio
transceiver connected to antenna 31. The mobile proxy
150 intercepts the connection attempt and masquerades
as the remote server 160. The TCP user session that
originates from the end-user device 32 is therefore ter-
minated at the mobile proxy 150. The end-user device
32 believes that it has established a connection to the
remote server 160 when in fact it has established a con-
nection with mobile proxy 150.

[0044] Mobile router 20 can establish multiple data
connections using the multiple radio transceivers that are
each attached to a separate antenna 40, 50. These data
connections are established with respective base sta-
tions. Whilst it is not shown in Figure 2, the mobile router
20 could be connected to a slave router 180 to provide
at least one of the data connections as discussed with
reference to Figure 1 above. Mobile proxy 150 establish-
es a connection 210 with parent proxy 170 using the
MPTCP protocol. Within the MPTCP connection 210
there are separate subflows 211, 212. There is at least
one subflow for each separate path defined by the sep-
arate data connections. The separate paths from the mo-
bile router 20 are identified as being separate paths be-
cause they each have a different network layer address.
For example, they have different IP addresses. The con-
nection 210 established to parent proxy 170 is used to
by the mobile proxy 150 to request the data that the end-
user device 32 has requested. The mobile proxy 150
therefore requests the data from parent proxy 170 on
behalf of the end-user device 32. When the mobile proxy
150 requests this information it identifies as the mobile
proxy 150 at the transport layer.

[0045] The parent proxy 170 receives the request for
data on the remote server from mobile proxy 150 over
the MPTCP connection 210. The parent proxy 150 inter-
cepts the request from the mobile proxy 150 and mas-
querades as the remote server 160. The TCP user ses-
sion that originates from the mobile proxy 150 is therefore
terminated at the remote proxy 170. The mobile proxy
150 believes that it has established a connection to the
remote server 160 when in fact it has established a con-
nection with parent proxy 170.

[0046] The parent proxy 170 establishes a connection
220 toremote server 160 to request the data from remote
server 160 on behalf of the mobile proxy 150 and so
indirectly, on behalf of the end-user device 32. The con-
nection 220 established between parent proxy 170 and
remote server 160 can be made using conventional pro-
tocols and does not need to be a connection that uses a
multipath transport layer protocol.
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[0047] Theremote server 160 responds to the request
for data by sending response data to parent proxy 170
over the connection 220 established between the remote
server 160 and the parent proxy 170. When the parent
proxy 170 has received this response data, the parent
proxy 170 responds to the request sent by the mobile
proxy 150 on behalf of the end-user device 32 over the
MPTCP connection 210. The parent proxy 170 will use
the multiple subflows 211, 212 of the MPTCP connection
210 that have been established over the respective
paths. In this response by the parent proxy 170 to the
mobile proxy 150 will be included the response data sent
by the remote server 160.

[0048] When the mobile proxy 150 has received this
response data, the mobile proxy 150 responds to the
request sent by the end-user device 32. The mobile proxy
150 includes the response data send by the remote serv-
er 160 in the response sent to the end-user device 32
over wireless connection 200. The wireless connection
200 could be a wired connection if the train comprises a
wired network to which end-user devices 32, 33 can con-
nect using a wired network adapter.

[0049] Whilst the above description has focused on
end-user devices 32, 33 that connect via a wireless con-
nection, it should be readily apparent thatany hostdevice
that requires access to server remote from the on-board
environment could use the above described communi-
cation system. For example, the host device could be a
device that provides data to the on-board vehicle sys-
tems. The host device could provide telemetry data to a
remote server such as running time or vehicle position.
[0050] Theapplicantherebydisclosesinisolationeach
individual feature described herein and any combination
of two or more such features, to the extent that such
features or combinations are capable of being carried
out based on the present specification as a whole in the
light of the common general knowledge of a person
skilled in the art, irrespective of whether such features or
combinations of features solve any problems disclosed
herein, and without limitation to the scope of the claims.
The applicant indicates that aspects of the present in-
vention may consist of any suchindividual feature or com-
bination of features. In view of the foregoing description
it will be evident to a person skilled in the art that various
modifications may be made within the scope of the in-
vention.

Claims

1. A communications system for providing data com-
munication to a vehicle (10), the communications
system comprising:

a mobile transport layer proxy (150) located on
the vehicle;

a parent transport layer proxy (170) located re-
mote from the vehicle;
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the mobile transport layer proxy being config-
ured to:

accept a transport layer connection with a
hostdevice (32), the transport layer connec-
tion being addressed to a remote server
(160); and

communicate with the parent transportlayer
proxy via multiple paths using a multipath
transport layer protocol to communicate on
behalf of the host device whilst identifying
as the mobile transport layer proxy; and

the parent transport layer proxy being config-
ured to:

communicate with the mobile transport lay-
er proxy using the multipath transport layer
protocol; and

communicate with the remote server whilst
identifying as the parent transport layer
proxy to communicate on behalf of the mo-
bile transport layer proxy to permit the host
device to communicate with the remote
server.

A communications system as claimed in claim 1,
wherein the parent transport layer proxy is config-
ured to accept a connection with the mobile transport
layer proxy that is addressed to the remote server.

A communications system as claimed in any preced-
ing claim, wherein the parent transport layer proxy
is configured to communicate with the mobile trans-
portlayer proxy viamultiple paths using the multipath
transport layer protocol.

A communications system as claimed in any preced-
ing claim, wherein the mobile transport layer proxy
is configured to accept the transportlayer connection
with the host device by intercepting a transport layer
session originating from the host device that is ad-
dressed for the remote server.

A communications system as claimed in claim 4,
wherein the mobile transport layer proxy is config-
ured to accept the transport layer connection with
the host device by masquerading as the remote serv-
er and terminating the transport layer session origi-
nating from the host device at the mobile transport
layer proxy.

A communications system as claimed in any preced-
ing claim, wherein the parent transport layer proxy
is configured to intercept a transport layer session
originating from the mobile transport layer proxy that
is addressed for the remote server; and wherein the
parent transport layer proxy is configured to mas-
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querade as the remote server and terminates the
transport layer session originating from the mobile
transport layer proxy at the parent transport layer
proxy.

A communications system as claimed in any preced-
ing claim, wherein the mobile transport layer proxy
is connected to a plurality of radio transceivers, each
radio transceiver is configured to establish a respec-
tive wireless data connection to equipment located
remote from the vehicle independently of the other
radio transceivers, and each one of the data connec-
tions is one of the multiple paths.

A communications system as claimed in claim 7,
wherein each radio transceiver establishes the re-
spective data connection with adifferent base station
located remote from the vehicle.

A communications system as claimed in claim 8, the
communication system comprising a mobile router
located on the vehicle, the mobile router comprising
the plurality of radio transceivers; and wherein the
mobile transport layer proxy forms part of the mobile
router and the mobile router communicates with the
parent transport layer proxy via multiple paths using
the multipath transport layer protocol.

A communications system as claimed in any preced-
ing claim, wherein at least one separate subconnec-
tion of the multipath transport layer protocol is es-
tablished over each of the multiple paths.

A communications system as claimed in claim 10,
wherein a separate subconnection of the multipath
transport layer protocol is established over each of
the multiple paths.

A communications system as claimed in claim 10 or
11, the mobile transport layer proxy being configured
to divide a data stream for transmission to the parent
transport layer proxy in to a number of substreams
at least equal to the number of paths and send a
duplicated or different substream over each of the
subconnections.

A communications system as claimed in any of
claims 10 to 12, wherein the mobile transport layer
proxy is configured to divide a data stream for trans-
mission to the parent transport layer proxy in to a
number of substreams equal to the number of paths
and send a different substream over each of the sub-
connections.

A communications system as claimed in claim 12 or
13, wherein the substreams are formed of data pack-
ets and the mobile transport layer proxy is configured
to incorporate a data stream identifier in to each data
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packet, the data stream identifier indicating the po-
sition of the data packet in the data stream.

15. A communications system as claimed in any preced-

ing claim, wherein the multipath transport layer pro-
tocol is Multipath Transmission Control Protocol
(MPTCP).

Patentanspriiche

Kommunikationssystem fiir das Bereitstellen von
Datenibertragung fir ein Fahrzeug (10), das Kom-
munikationssystem umfassend:

einen mobilen Transportschicht-Proxy (150),
der sich am Fahrzeug befindet;

einen Ubergeordneten Transportschicht-Proxy
(170), der sich vom Fahrzeug entfernt befindet;
wobei der mobile Transportschicht-Proxy konfi-
guriert ist:

eine Transportschicht-Verbindung mit ei-
nem Hostgerat (32) zu akzeptieren, wobei
die Transportschicht-Verbindung an einen
Remote-Server (160) adressiert ist; und
mit dem Ubergeordneten Transportschicht-
Proxy Uber mehrere Pfade mithilfe eines
Multipfad-Transportschicht-Protokolls
kommuniziert, um im Auftrag des Hostge-
rats zu kommunizieren und sich gleichzeitig
als mobilen Transportschicht-Proxy zu
identifizieren; und

wobei der Ubergeordnete Transportschicht-Pro-
xy konfiguriert ist:

mit dem mobilen Transportschicht-Proxy
mithilfe des Multipfad-Transportschicht-
Protokolls zu kommunizieren; und

mit dem Remote-Server zu kommunizieren
und sich gleichzeitig als Ubergeordneter
Transportschicht-Proxy zu identifizieren,
um im Auftrag des mobilen Transport-
schicht-Proxys zu kommunizieren, um es
dem Hostgerat zu erlauben, mit dem Remo-
te-Server zu kommunizieren.

Kommunikationssystem nach Anspruch 1, wobeider
Ubergeordnete Transportschicht-Proxy konfiguriert
ist, eine Verbindung mit dem mobilen Transport-
schicht-Proxy zu akzeptieren, die an den Remote-
Server adressiert ist.

Kommunikationssystem nach einem der vorstehen-
den Anspriiche, wobei der Ubergeordnete Trans-
portschicht-Proxy konfiguriert ist, mit dem mobilen
Transportschicht-Proxy Giber mehrere Pfade mithilfe
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des Multipfad-Transportschicht-Protokolls zu kom-
munizieren.

Kommunikationssystem nach einem der vorstehen-
den Anspriiche, wobei der mobile Transportschicht-
Proxy konfiguriert ist, die Transportschicht-Verbin-
dung mit dem Hostgerat durch Abfangen einer
Transportschicht-Sitzung, die vom Hostgerat
stammt, die fir den Remote-Server adressiertist, zu
akzeptieren.

Kommunikationssystem nach Anspruch 4, wobeider
mobile Transportschicht-Proxy konfiguriert ist, die
Transportschicht-Verbindung mit dem Hostgerat
durch Maskieren als Remote-Server und Beenden
der Transportschicht-Sitzung, die vom Hostgerat
stammt, am mobilen Transportschicht-Proxy zu ak-
zeptieren.

Kommunikationssystem nach einem der vorstehen-
den Anspriiche, wobei der ibergeordnete Trans-
portschicht-Proxy konfiguriert ist, eine Transport-
schicht-Sitzung, die vom mobilen Transportschicht-
Proxy stammt, die fir den Remote-Server adressiert
ist, abzufangen; und wobei der Ubergeordnete
Transportschicht-Proxy konfiguriert ist, sich als Re-
mote-Server zu maskieren und die Transport-
schicht-Sitzung, die vom mobilen Transportschicht-
Proxy stammt, am Ubergeordneten Transport-
schicht-Proxy zu beenden.

Kommunikationssystem nach einem der vorstehen-
den Anspriiche, wobei der mobile Transportschicht-
Proxy mit einer Vielzahl von Funk-Sender-Empfan-
gern verbunden ist, wobei jeder Funk-Sender-Emp-
fanger konfiguriert ist, eine jeweilige drahtlose Da-
tenverbindung zu Geréaten, die sich vom Fahrzeug
entfernt befinden, unabhangig von den anderen
Funk-Sender-Empfangern aufzubauen, und jede
der Datenverbindungen einer der mehreren Pfade
ist.

Kommunikationssystem nach Anspruch 7, wobei je-
der Funk-Sender-Empfanger die jeweilige Daten-
verbindung mit einer anderen Basisstation aufzu-
bauen, die sich vom Fahrzeug entfernt befindet.

Kommunikationssystem nach Anspruch 8, wobei
das Kommunikationssystem einen mobilen Router
umfasst, der sich am Fahrzeug befindet, wobei der
mobile Router die Vielzahl von Funk-Sender-Emp-
fangern umfasst; und wobei der mobile Transport-
schicht-Proxy Teil des mobilen Routers bildet und
der mobile Router mit dem Ubergeordneten Trans-
portschicht-Proxy tber mehrere Pfade mithilfe des
Multipfad-Transportschicht-Protokolls ~ kommuni-
Ziert.
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Kommunikationssystem nach einem der vorstehen-
den Anspriiche, wobei mindestens eine getrennte
Unterverbindung des Multipfad-Transportschicht-
Protokolls tiber jeden der mehreren Pfade aufgebaut
wird.

Kommunikationssystem nach Anspruch 10, wobei
eine getrennte Unterverbindung des Multipfad-
Transportschicht-Protokolls tber jeden der mehre-
ren Pfade aufgebaut wird.

Kommunikationssystem nach Anspruch 10 oder 11,
wobei der mobile Transportschicht-Proxy konfigu-
riert ist, einen Datenstrom fiir die Ubertragung zum
Ubergeordneten Transportschicht-Proxy in eine An-
zahl von Teilstromen aufzuteilen, die mindestens
gleich der Anzahl der Pfade ist, und einen duplizier-
ten oder verschiedenen Teilstrom Uber jede der Un-
terverbindungen sendet.

Kommunikationssystem nach einem der Anspriiche
10 bis 12, wobei der mobile Transportschicht-Proxy
konfiguriert ist, einen Datenstrom fiir die Ubertra-
gung zum Ubergeordneten Transportschicht-Proxy
in eine Anzahl von Teilstromen aufzuteilen, die
gleich der Anzahl der Pfade ist, und einen verschie-
denen Teilstrom Uber jede der Unterverbindungen
sendet.

Kommunikationssystem nach Anspruch 12 oder 13,
wobei die Teilstrome aus Datenpaketen gebildet
werden und der mobile Transportschicht-Proxy kon-
figuriert ist, eine Datenstromkennung in jedes Da-
tenpaket einzubeziehen, wobei die Datenstromken-
nung die Position des Datenpakets im Datenstrom
angibt.

Kommunikationssystem nach einem der vorstehen-
den Anspriiche, wobei das Multipfad-Transport-
schicht-Protokoll das Multipfad-Ubertragungskont-
rollprotokoll (MPTCP) ist.

Revendications

1.

Systeme de communication pour la fourniture de
communication de données a un veéhicule (10), le
systéeme de communication comprenant :

un mandataire mobile de couches de transport
(150) situé sur le véhicule ;

un mandataire parent de couches de transport
(170) situé a distance du véhicule ;

le mandataire mobile de couches de transport
étant configuré pour :

I'acceptation d’une connexion de couche de
transportavec undispositifhéte (32), la con-
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nexion de couche de transport étant adres-
sée a un serveur distant (160) ; et

la communication avec le mandataire pa-
rent de couches de transport via de multi-
ples trajets a I'aide d'un protocole de cou-
ches de transport a plusieurs trajets pour
communiquer au nom du dispositif hte tout
en identifiant le mandataire mobile de cou-
ches de transport ; et

le mandataire parent de couches de transport
étant configuré pour :

la communication avec le mandataire mo-
bile de couches de transport a I'aide du pro-
tocole de couches de transport a plusieurs
trajets ; et

la communication avec le serveur distant
tout en identifiant le mandataire parent de
couches de transport pour communiquer au
nom du mandataire mobile de couches de
transport afin de permettre au dispositif hote
de communiquer avec le serveur distant.

Systeme de communication selon la revendication
1, dans lequel le mandataire parent de couches de
transport est configuré pour accepter une connexion
avec le mandataire mobile de couches de transport
qui est adressée au serveur distant.

Systeme de communication selon I'une quelconque
revendication précédente, dans lequel le mandataire
parent de couches de transport est configuré pour
lacommunication avecle mandataire mobile de cou-
ches de transport via de multiples trajets a I'aide du
protocole de couches de transport a plusieurs trajets.

Systeme de communication selon I'une quelconque
revendication précédente, dans lequel le mandataire
mobile de couches de transport est configuré pour
accepter la connexion de couche de transport avec
le dispositif hdte en interceptant une session de cou-
che de transport provenant du dispositif hote qui est
adressée pour le serveur distant.

Systeme de communication selon la revendication
4, dans lequel le mandataire mobile de couches de
transport est configuré pour accepter la connexion
de couche de transport avec le dispositif hote en se
faisant passer comme serveur distant et en mettant
fin a la session de couche de transport provenant du
dispositif hdéte au niveau du mandataire mobile de
couches de transport.

Systeme de communication selon I'une quelconque
revendication précédente, dans lequel le mandataire
parent de couches de transport est configuré pour
intercepter une session de couche de transport pro-
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venant du mandataire mobile de couches de trans-
port qui est adressée pour le serveurdistant ; etdans
lequel le mandataire parent de couches de transport
est configuré pour se faire passer comme serveur
distantet metsfin ala session de couche de transport
provenant du mandataire mobile de couches de
transport au niveau du mandataire parent de cou-
ches de transport.

Systeme de communication selon 'une quelconque
revendication précédente, dans lequelle mandataire
mobile de couches de transport est connecté a une
pluralité d’émetteurs-récepteurs radio, chaque
émetteur-récepteur radio est configuré pour établir
une connexion respective de données sans fil a
I'équipement situé a distance du véhicule indépen-
damment des autres émetteurs-récepteurs radio, et
chacune des connexions de données est un parmi
les multiples trajets.

Systeme de communication selon la revendication
7, dans lequel chaque émetteur-récepteur radio éta-
blit la connexion respective de données avec une
station différente de base située a distance du véhi-
cule.

Systeme de communication selon la revendication
8, le systéme de communication comprenant un rou-
teur mobile situé sur le véhicule, le routeur mobile
comprenant la pluralit¢ d’émetteurs-récepteurs
radio ; et dans lequel le mandataire mobile de cou-
ches de transport fait partie du routeur mobile et le
routeur mobile communique avec le mandataire pa-
rent de couches de transport via de multiples trajets
a l'aide du protocole de couches de transport a plu-
sieurs trajets.

Systeme de communication selon 'une quelconque
revendication précédente, dans lequel au moins une
sous-connexion séparée du protocole de couches
de transport a plusieurs trajets est établie sur chacun
des multiples trajets.

Systeme de communication selon la revendication
10, dans lequel une sous-connexion séparée du pro-
tocole de couches de transport a plusieurs trajets
est établie sur chacun des multiples trajets.

Systeme de communication selon la revendication
10 ou 11, le mandataire mobile de couches de trans-
port étant configuré pour diviser un flux de données
pour transmettre au mandataire parent de couches
de transport en une quantité de sous-flux au moins
égale a la quantité de trajets et I'envoi d’'un sous-flux
reproduit ou différent sur chacune des sous-con-
nexions.

Systeme de communication selon 'une quelconque
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des revendications 10 a 12, dans lequel le manda-
taire mobile de couches de transport est configuré
pour diviser un flux de données pour transmettre au
mandataire parent de couches de transport en une
quantité de sous-flux égale a la quantité de trajets
et 'envoi d’'un sous-flux différent sur chacune des
SOus-connexions.

Systéeme de communication selon la revendication
12 ou 13, dans lequel les sous-flux sont formés de
paquets de données et le mandataire mobile de cou-
ches de transport est configuré pour incorporer un
identifiant de flux de données dans chaque paquet
de données, lidentifiant de flux de données indi-
quant la position du paquet de données dans le flux
de données.

Systeme de communication selon I'une quelconque
revendication précédente, dans lequel le protocole
de couches de transport a plusieurs trajets est un
protocole de commande de transmission par trajets
multiples (MPTCP).
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