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(57) ABSTRACT

A device, system, and method include receiving via a first
network, by a remote computer server, a customized appli-
cation from a user. The customized application is transmit-
ted, by the remote computer server, to one or more intelli-
gent cellular communications gateway devices. The
customized application can be automatically installed and
configured. Each intelligent cellular communications gate-
way device can receive local information from a device. The
local information in analyzed and the local device can be
controlled by the intelligent cellular communications gate-
way device boxed on the analyzed local information. In
addition, the intelligent cellular communications gateway
device can filter and/or compress the local information, and
transmit via a cellular network, the filtered and compressed
information, to the remote computer server. The filtered and
compressed information includes a portion of the local
information that is less than a total amount of the local
information received, thereby conserving bandwidth of the
cellular network.

REMOTE SERVER 315

Int. CL.

HO4W 28/06 (2006.01)

HO4L 29/06 (2006.01)

HO4L 29/08 (2006.01)
EMBEDDED

APPUCATION
TRANSFER 320

N

CELLUMAR

L NETWORK 307 |

COMMUNILATIONS
GATEW,

STORAGE
210

COMMUNICATIONS
BATEWAY &%

COMMUNICATIONS
SATEWSY 98




Patent Application Publication  Nov. 24,2016 Sheet 1 of 7 US 2016/0345200 A1

INTELLIGERNT CELULAR
COMBURICATIONS GATEWAY 100

CUSTORMIZED EMBEDRED APFUCATIONS 103

I

T
4 HT';\ ST nata

|

i

i

¥ -

; \F . COMPRESSOR | 7 \

Alq ' \ EN (.}' &

E o ~ P ;’: ‘
i

|

|

i

i

i

T LOCAL DEVICE Y

£y
i

- ( CONTROLLER
{

P f',.a""

- 132
4 DATA ‘ / DATS i\ ;’
i ANSLYZER CETIMIZER } \\ £
‘1 i G / \»' i 3 G _./‘f %;,\\ ﬁ/“/

RNRRRR: | RRRRR)  RRRRRN:  KRRRRR: - SKRRRAR.  RRRRRN  RRRRRy - HRRRRR,  KRRRRN;  CRRRRRY  RARRRR,

"
REMOTE MERVER E

158




Patent Application Publication Nov. 24, 2016

Sheet 2 of 7

US 2016/0345200 A1

INTELUIGENT CELLULAR
COMBUNICATIONS GATEWAY 100

CORMU §\5

< fﬂ‘ N

2, 2 i \
o N
!f‘. f \"\ i e, oo oo s o0,
¢ CTHERNET
/ E i
. *s5 :
RMERMORY § ANV

&'\&}

s:\s?m‘i’
C‘UTPU““

¢ CELLULAR )
NETWORK 1457

REMOTE SERVER
150

INTERFACES

LOHIAL
INFORRBATION
250G

o e, s e e W

%
i
i
¢



Patent Application Publication  Nov. 24,2016 Sheet 3 of 7 US 2016/0345200 A1

REMQTE SERVER 315

APPUCATION 4 e
TRAMNSFER 320 T i

CELLULAR
NETWORK 3LT 3

TN

INTERLIGENY INTELLIGENT INTELUGENT
CERLULAR CELUMLAR CEELULAR

COMMUNITATIONS COMRBMUNICATIONS CORMMUNICATIONS
GATEWAY 100 SATEWAY 89 GATEWAY 98

STORAGE STURAGE

FIG. 3A



Patent Application Publication  Nov. 24,2016 Sheet 4 of 7 US 2016/0345200 A1

INTELLIGENT INTELLIGENT

- CELLULS CELLULAR

COMMUNICATIONS COMMUNICATIONS COMMUNICATIONS
SATEWAY 104 GATFWAY 99 GATEWAY 98

RAGE
210

APPLECATION
TRANSFER 320

e

§

e
/g NETWORK 305 AND/OR 307

FIG. 3B



Patent Application Publication  Nov. 24,2016 Sheet 5 of 7 US 2016/0345200 A1

INTELLIGENT
CELLULAR
COMMUNICATIONS
GATEWAY 100

STORAGE
BALE

APPLUICATION
TRANSFER 430

APPLICATION
TRANSFIR 420




Patent Application Publication  Nov. 24,2016 Sheet 6 of 7 US 2016/0345200 A1

GRS ‘31G§ Wi-F
520

BLUETQOTH CELLULAR
05 515

INTELLIGENT CELLULAR
CONMBMUNICATIONS GATEWAY HFE 30

&
LR

ETHERNEY

rocosoamne et GEMERAL
SUTPUT

240
/

d
53
W

SERIAL 235

“h

by

CUSTOMIZED
EMBEDDED MERORY
APPLIZATIONS s
105




Patent Application Publication  Nov. 24,2016 Sheet 7 of 7 US 2016/0345200 A1

{ Start }

0%
A ¥ 630
Recelve customized T, 3
application from end
user at central server ,&nf;a%yzaé thg local
s10 ! information
o
Transmit application
X
to ane or more TN ¥
L5 Hia A3 N ; N
" cellular gateway Control a local device
\;‘3; - ﬁ Tr— based on the analyzed
Y Wf ““E}y Insta local information
and configure
application 630, %
}\ Filter and/or
526 "
vy N compress the local
/“.f "~ Local \ information
AAAAAAAAAAA s information AP N
received? L -
TN i
\ Transmit portion of
data over cellular
network
¥




US 2016/0345200 Al

INTELLIGENT CELLULAR
COMMUNICATIONS GATEWAY DEVICE,
SYSTEM, AND METHOD

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] This application is a continuation of and claims
priority from commonly assigned U.S. application Ser. No.
13/546,501, filed Jul. 11, 2012, which claims the benefit of
commonly assigned U.S. Provisional Application No.
61/512,355, filed Jul. 27, 2011, which are hereby incorpo-
rated by reference in their entirety.

FIELD OF THE INVENTION

[0002] This application pertains to communication
devices, and more particularly, to an intelligent cellular
communications gateway device, a system incorporating the
device, and method for using the same.

BACKGROUND

[0003] Conventional cellular router provide the ability to
route information between local devices and remote devices
via a cellular network. For example, owners of truck fleets
may put cellular routers in each truck so that information can
be transmitted between the trucks and a central server.
Buildings may include cellular routers to transmit informa-
tion about the buildings to a remote database or the like.
Taxi-cabs or emergency vehicles may also have such routers
to communicate information to and from a centralized
network or server. These are but a few example systems in
which cellular routers can be used.

[0004] The cost of transmitting data through a cellular
router and/or via a cellular network is typically based on a
per-megabyte bandwidth model. In other words, the cost to
operate a cellular router is directly proportional to the
amount of data transmitted via the cellular network. Even if
some of the data being transmitted is supertluous, or other-
wise not pertinent or useful, the cost for operating the
cellular router will be higher because all of the data that is
transmitted is counted relative to the cost of operation.
Traditional cellular routers do not discern the type or quality
of data being transmitted, nor do they filter or omit unnec-
essary data. Moreover, as the sheer quantity of information
transmitted over cellular networks increases, network bottle-
necks and inefficiencies are increasingly common.

[0005] Accordingly, a need remains for an intelligent
cellular communications gateway, which includes intelli-
gence “at the edge” for controlling local devices, and for
filtering, consolidating, and/or compressing data so that
bandwidth wage can be reduced, network efficiency
improved, and cost savings realized. In addition, needs
remain for providing the ability to remotely and automati-
cally install and execute applications and configurations on
multiple cellular communications gateways.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG. 1 shows a block diagram of an example
embodiment of an intelligent cellular communications gate-
way device within a larger system in accordance with
various inventive concepts of the present invention.

[0007] FIG. 2 shows a block diagram of another example
embodiment of an intelligent cellular communications gate-
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way device within a larger system including various opera-
tional components and communication interfaces.

[0008] FIG. 3A shows a diagram of an example embodi-
ment of one or more intelligent cellular communications
gateway devices receiving an automatic application transfer
from a server.

[0009] FIG. 3B shows a diagram of an example embodi-
ment of one or more intelligent cellular communications
gateway devices receiving an automatic application transfer
from a personal computer or one of a variety of mobile smart
devices.

[0010] FIG. 4 shows a diagram of an example embodi-
ment of an intelligent cellular communications gateway
device receiving an automatic application transfer directly
from a personal computer or laptop comparer.

[0011] FIG. 5 shows a block diagram of another example
embodiment of an intelligent cellular communications gate-
way device including additional communication interfaces.

[0012] FIG. 6 shows a flow diagram of a technique for
configuring a customized application on one or more intel-
ligent cellular communications gateway devices, filtering
and transmitting information via a cellular network.

[0013] The foregoing and other features of the invention
will become more readily apparent from the following
detailed description, which proceeds with reference to the
accompanying drawings.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

[0014] Reference will now be made in detail to embodi-
ments of the inventive concept, examples of which are
illustrated in the accompanying drawings. In the following
detailed description, numerous specific details are set forth
to enable a thorough understanding of the inventive concept.
It should be understood, however, that persons having
ordinary skill in the art may practice the inventive concept
without these specific details. In other instances, well-known
methods, procedures, components, circuits, and networks
have not been described in detail so as not to unnecessarily
obscure aspects of the embodiments.

[0015] It will be understood that, although the terms first,
second, etc. may be used herein to describe various ele-
ments, these elements should not be limited by these terms.
These terms arc only used to distinguish one clement from
another. For example, a first network interface could be
termed a second network interface, and, similarly, a second
network interface could be termed a first network interface,
without departing from the scope of the inventive concept.

[0016] The terminology used in the description of the
inventive concept herein is for the purpose of describing
particular embodiments only and is not intended to be
limiting of the inventive concept. As used in the description
of the inventive concept and the appended claims, the
singular forma “a”, “an” and “the” are intended to include
the plural forms as well, unless the context clearly indicates
otherwise. It will also be understood that the term “and/or”
as used herein refers to and encompasses any and all
possible combinations of one or more of the associated listed
items. It will be further understood that the terms “com-
prises” and/or “comprising,” when used in this specification,
specify the presence of stated features, integers, steps,
operations, elements, and/or components, but do not pre-
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clude the presence or addition of one or more other features,
integers, steps, operations, elements, components, and/or
groups thereof.

[0017] Embodiments of the present invention provide the
capability of embedding customer applications and/or busi-
ness logic into an intelligent cellular communications gate-
way. Although referred to herein as a “gateway,” it should be
understood that this term can include a router, program-
mable logic controller (PLC), or the like. Methods and
devices for expanding the functionality of a traditional
gateway are disclosed herein, which allow the gateway to
perform additional tasks at the discretion of the end user.
[0018] FIG. 1 shows a block diagram of an example
embodiment of an intelligent cellular communications gate-
way device 100 within a larger system in accordance with
various inventive concepts of the present invention. The
cellular gateway 100 provides the capability to remotely
load, store, update, and execute customized embedded appli-
cations, scripts and/or business logic (e.g., 105) at the
discretion of the end user. By providing “intelligence at the
edge,” the cellular gateway 100 can analyze, filler, and/or
compress data before transmitting the data via a cellular
network. In this manner, extraneous usage can be reduced.
Since the cost of bandwidth usage over a cellular network is
typically based on a per-size-unit (e.g., per-megabyte) basis,
cost savings are realized by filtering redundant data trans-
missions. Furthermore, a scripting language can be used to
allow business logic to be installed onto the cellular gateway
100 without the need to compile a binary (i.e., executable)
file. For the sake of brevity and consistency, the customized
remotely loadable embedded applications, scripts, and/or
business logic 105 are generally referred to herein as simply
customized or embedded applications.

[0019] For example, an application such as the data ana-
lyzer 120, the data filter 110, the data compressor 115, the
data optimizer 130, and/or the local device controller 132,
can be embedded into the intelligent cellular communica-
tions gateway device 100. One or more of these embedded
applications can provide, for instance, the capability to
monitor and/or control devices or environments that are
local relative to the gateway device 100. The term “local”
can mean, for example, within a same building as the
intelligent cellular communications gateway device, or alter-
natively, within a given local radius or area relative to the
intelligent cellular communications gateway device 100
(e.g., within a 1 mile local radium of the device 100, a 0.5
mile local radius of the device 100, a 0.1 mile local radius
of the device, and so forth).

[0020] The gateway 100 can control a local device 140
using the local device controller 132 embedded application.
For example, the local device 140 can be a furnace or
air-conditioning unit, and the local device controller 132 of
the intelligent cellular gateway device 100 can control the
power levels or other settings to the furnace or air-condi-
tioning unit 140. Furthermore, the gateway device 100 can
receive local temperature information from the furnace or
air-conditioning unit, and in response to the local informa-
tion, monitor and/or control the temperature within a build-
ing 135. For example, if the temperature crosses a pre-
defined threshold, the intelligent cellular gateway device
100 can adjust one or more settings of the furnace or
air-conditioning unit. In addition, a message can be sent via
a cellular network 145 to a remote server 150 to note that the
heater or furnace was enabled or disabled, that the tempera-
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ture is of a certain level, that the furnace or air-conditioning
unit was recently adjusted operationally, or any other suit-
able information about the furnace and/or air-conditioning
unit, or the associated environment.

[0021] Traditionally this type of functionality would have
required at least two separate devices (in addition to the local
device), such as a router and a programmable logic control-
ler that had been preconfigured with the appropriate business
logic and application. This complicates the management and
operation because there are multiple separate devices having
different configuration parameters, power connections, rack
space, and so forth. Configuration of such disparate devices
is challenging and inefficient. Moreover, if a conventional
router is used in such a combination, it must transmit all of
the temperature information each time the temperature is
monitored, thereby increasing the costs of operating the
cellular router.

[0022] Embodiments of the present invention address
these and other limitations. For instance, the data analyzer
120 can analyze data prior to being transmitted via the
cellular network 145. If the data analyzer 120 determines
that certain data is not useful or is otherwise superfluous
information, or is information that ought not to be transmit-
ted via the cellular network for any suitable reason, then
such information is prevented from being transmitted via the
cellular network, thereby reducing the amount of bandwidth
consumed over the cellular link when transmitting data to a
remote server. The data filter 110 can filter or omit any
superfluous data. Alternatively, or in addition to, the data
compressor 115 can compress the data to improve the
efficiency of the transmission.

[0023] In addition, the data optimizer 130 can reorganize,
prioritize, or otherwise optimize the data for more efficient
transmission. For example, higher priority portions of the
data can always be transmitted over the cellular network,
while lower priority portions of the data can be closely
discriminated against, and transmitted only if other condi-
tions are met such as a low total cellular bandwidth con-
sumption. Moreover, the local device controller 132 con
control one or more local devices. Multiple applications can
be embedded such that each task is performed by a separate
application. In some embodiments, a single embedded appli-
cation analyzes, filters, compresses, and/or optimizes the
data prior to transmission via the cellular network. Accord-
ingly, cellular bandwidth is conserved.

[0024] It will be understood that while the example of a
furnace system or air-conditioning unit is described herein,
which includes remote reporting, remote control, and/or
local control, or the like, via a cellular network using an
intelligent gateway, such description is included as an
example or illustrative embodiment. Other local devices
(i.e., local relative to die cellular communications gateway
device) that may be situated, for example, within buildings,
oil fields power grids, space ports, or the like and which may
be controlled locally by the intelligent gateway devices,
while also providing reporting and/or control features, either
locally or remotely via the cellular network, using one or
more intelligent cellular communications gateway devices
having customized embedded applications pushed onto the
devices, also falls within the inventive concepts and scope of
the various embodiments of the invention.

[0025] FIG. 2 shows a block diagram of another example
embodiment of an intelligent cellular communications gate-
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way device 100 within a larger system including various
operational components and communication interfaces.
[0026] The communications gateway 100 can include a
processor 205, an internal storage device 210, memory 215,
and communication busies 220 to support connectivity to
peripheral devices or interfaces. In addition, the communi-
cations gateway can include the customized embedded
applications 105. The communications gateway 100 may
also include externally attached storage 212. The commu-
nications gateway device 100 may receive the customized
embedded applications 105 using the externally attached
storage 212. Any combination of wired or wireless (e.g.,
radio frequency) interfaces may also be embedded or exter-
nally tethered. For instance, one or more of the communi-
cation busses 220 can be coupled to one or more Ethernet
interfaces 225, one or more aerial interfaces 235, one or
more radio interfaces 230, and/or one or more general
purpose input/output interfaces 240. Local information 250
can be collected locally using the interfaces 225, 230, 235,
and/or 240, then processed by the embedded applications
(e.g., 110, 115, 120, 130, and/or 132 of the customized
embedded applications 105). Once analyzed and filtered, a
portion 255 of the locally gathered information 250 can be
transmitted to a remote server 150 or database via a cellular
network 145. In other words, less than the total gathered
local information 250 can be transmitted to the remote
server 150 or database, thereby conserving cellular band-
width, and therefore reducing the overall cost of operating
the system. Over time, different filtered portions, (e.g., 255)
of the locally gathered information 250 can be periodically
transmitted to the remote server 150 via the cellular network
145, while preventing the transfer of all of the locally
gathered information 250, thereby reducing bandwidth on
the cellular network 145 and the cost of operating the
system. In addition, the embedded applications can use the
local information 250 to determine when and how to control
other devices (e.g., a building furnace or oil field equipment,
etc.) in the general vicinity of the cellular gateway.

[0027] The cellular gateway 100 can include an embedded
operating system capable of scheduling execution of embed-
ded applications, software, firmware, or the like, as well as
customized applications and/or business logic installed on
the gateway. Embedded applications can be stored on the
gateway device 100 using internal storage 210 (e.g., flush
memory, magnetic harddrive, or other suitable memory or
storage devices etc.) or via a tethered storage device 212
(e.g., compact flash, USB flash drive, SD Card, or other
suitable memory or storage device, etc.).

[0028] Applications miming on the communications gate-
way device are run within a protected framework (e.g., 107
of FIG. 1), providing controls upon the processor 205, the
internal storage 210, and memory usage of the memory 215.
The gateway operating system 207 has the ability to dynami-
cally control resource allocation to running the embedded
applications, scripts, und/or business logic 105 based upon
multiple factors, including system load, the local informa-
tion 230 received at the external inputs (e.g., 225, 230, 235,
and/or 240), and/or remote control via the server 150.
[0029] FIG. 3A shown a diagram of an example embodi-
ment of one or more intelligent cellular communications
gateway devices (e.g., 100, 99, and 98) receiving an auto-
matic application transfer 320 from a remote server 315. The
customized applications, scripts, and/or business logic can
be automatically transferred to and installed by the operating
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system 207 on the cellular gateway 160 via the use of one
or more servers 315 designed for this purpose. Moreover, the
customized applications, scripts, and/or business logic can
be transferred or substantially simultaneously broadcast to
multiple cellular gateways (e.g., 100, 99, and 98, etc.). The
remote server 315 provides a user interface 317, or in other
words a single access point, to allow an end user 319 to
manage and load applications on their gateway devices. The
customized applications may also be substantially simulta-
neously installed and/or configured by each operating sys-
tem on the multiple cellular gateways.

[0030] The end user need not log directly into any of the
cellular gateway(s) to install or configure the application.
Rather, the end user conveniently interfaces with the cen-
tralized user interface 317 provided by the server 315. For
example, the end user can upload an executable to the server
315, and the server 315 can communicate with the cellular
gateways (e.g., 100, 99, and/or 98) via a network 305 (e.g.,
such as the Internet), and cause the customized executable to
be automatically transferred (e.g., at 320), installed, and/or
configured on the cellular gateway(s) via either the same
network 305, or alternatively, via a different network 307
(e.g., such as a cellular network). The customized applica-
tion can be stored on the embedded storage device (e.g., 210,
209, and 208, respectively) and/or the externally attached
storage device (e.g., 212, 206, and 204, respectively).
[0031] Moreover, it is often the case that multiple cellular
gateways are owned by of otherwise associated with a single
entity or individual. This is common in networked “smart”
buildings, truck fleets, oil or gas fields, emergency medical
fleets, law enforcement vehicles, taxi cabs, and so forth. In
such case, the server 315 can receive the customized appli-
cation from the end user, and can communicate with each of
the multiple cellular gateways 100 via the network 305 (e.g.,
Internet) and/or the network 307 (e.g., cellular network), and
cause the customized executable to be automatically trans-
ferred (e.g., at 320), installed, and/or configured on each of
the multiple cellular gateways. Such automatic transferring,
installing, and/or configuring can take place simultaneously
relative to each of the cellular gateways. Alternatively, each
of the multiple cellular gateways can be automatically
configured (i.e., the application can be automatically trans-
ferred, installed, and/or configured on one cellular gateway,
and then a similar procedure can be automatically carried
out on another cellular gateway associated with the same
owner or entity). In this fashion, the customized implication
is rapidly distributed to multiple cellular gateway devices.
[0032] FIG. 3B shown a diagram of an example embodi-
ment of one or more intelligent cellular communications
gateway devices (e.g., 100, 99, and 98, etc.) receiving an
automatic application transfer 320 from a user device such
as a personal computer 330 or one of a variety of mobile
smart devices (e.g., laptop 340, tablet 325, and/or smart
phone 335). The methods of transferring the customized
applications from one or more of the personal computer 330,
laptop 340, tablet 325, and smart phone 335 to the one or
more intelligent cellular communication gateway devices
(e.g., 100, 99, and 98, etc.) is similar to the methods
described above with reference to FIG. 3A, and therefore for
the sake of brevity, the detailed description of these methods
is not repeated.

[0033] FIG. 4 shows a diagram of an example embodi-
ment of an intelligent cellular communications gateway
device 100 receiving an automatic application transfer (e.g.,
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420 and/or 430) directly from a personal computer (PC) 415
or laptop computer 425. The embedded applications can be
loaded and managed on the gateway device 100 via a
directly connected computing device (e.g., PC 415) running
software designed for this purpose. In other words, a net-
work need not be used to transfer the customized applica-
tions to the cellular gateway devices. Put differently, the user
device can directly transmit, without the use of a network,
the customized application to the one or more intelligent
cellular communications gateway devices. The methods for
transferring the customized applications are otherwise simi-
lar to those described above with reference to FIGS. 3A and
3B, and therefore for the sake of brevity, the detailed
description of these methods is not repeated.

[0034] FIG. 5 shows a block diagram of another example
embodiment of an intelligent cellular communications gate-
way device 100 including additional communication inter-
faces. For instance, the cellular gateway 100 can include a
Bluetooth® interface 505, a global portioning system (GPS)
interface 510, a cellular network interface 515, a Wi-Fi™
interface 520, a Zigbee® interface 525, and/or a radio
frequency identification (RFID) interface 530, among other
suitable interfaces. One or more of such interfaces can be
used to collect the local information 250 (of FIG. 250),
which can be used by the embedded applications to control
other devices in the vicinity of the cellular gateway, or to
communicate information to the remote server.

[0035] FIG. 6 shows a flow diagram of a technique for
configuring a customized application on one or more intel-
ligent cellular communications gateway devices, filtering,
and transmitting information via a cellular network.

[0036] The technique begins al 605 where a customized
application is received from the end user at the central and/or
remote server. The application can be received, for example,
by the server 315 via a network such as the Internet. The
application is then transmitted to one or more cellular
communications gateway devices at 610. At 615, the appli-
cation is automatically installed and configured on the one or
more gateway devices, as described in detail above. In
operation, a determination is made at 620 whether local
information has been received at the cellular gateway 100
through one or more focal communication interfaces. If
YES, the flow proceeds to 630, and the local information is
analyzed. At 632, a local device is controlled based on the
analyzed local information using the customized embedded
application(s). At 634, the local information is filtered,
compressed, or otherwise optimized using the customized
embedded application(s). Subsequently, only a portion of the
local information (e.g., filtered data) is transmitted via the
cellular network at 635 so that cellular bandwidth is con-
served.

[0037] Otherwise, if the determination at 620 is NO, or in
other words, no additional local information has been
received, another determination is made at 625 whether data
is currently being transmitted via the cellular network. If
YES, the flow proceeds to steps 630, 632, 634, and 635
discussed above. Otherwise, the flow returns to 620 and
additional local information is gathered for further process-
ing.

[0038] The end user or owner of the intelligent cellular
communications gateway device can purchase and cause to
be installed applications that have been approved by the
provider of the gateway device, so that the end user can
customize their gateway device to their liking. By doing so
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the end user has created a unique software image on their
gateway device without the direct interaction of the device
manufacturer, although within known operating character-
istics of the approved application.

[0039] This capability is useful, for example, in machine
to machine (M2M) applications. This allows the communi-
cations gateway to perform tasks such as data analysis and
filtering locally on board the gateway. We are terming this
“intelligence at the edge.” In addition, this capability allows
software, such as device drivers, to be remotely installed and
configured to add support for additional device peripherals,
which can be connected to the gateway platform. Peripheral
interface options may include, but are not limited to, serial
(asynchronous and synchronous), Ethernet, cellular, univer-
sal serial bus (USB), Wi-Fi™ (802.11), Zigbee® (802.16.3),
radio frequency identification (RFID), vehicle diagnostics
(OBD-1II, CAN, JBUS, J-1708, 1939), Bluetooth®, global
positioning system (GPS), cameras, audio interfaces
devices, and/or general purpose input/output (GPIO).
[0040] This gateway platform when equipped with an
embedded or tethered cellular WAN (data) radio can act as
a programmable logic controller (PL.C). The capability to
embed applications allows local data analysis and/or filter-
ing to determine “useful” information to send to a remote
server. Traditional cellular gateways or routers lack this
filtering capability and thus send all collected data to a server
for analysis. The conventional method is inefficient. Also,
using embodiments of the invention, the amount of traffic
sent to the server can be optimized. In some embodiments,
the WAN connection is cellular, and this gives the end
customer or user the ability to utilize a lower rate plan due
to the reduced bandwidth requirements.

[0041] This application embedding capability also gives
the ability to make control decisions based upon locally
collected data.

[0042] The following discussion is intended to provide a
brief, general description of a suitable machine or machines
in which certain aspects of the invention can be imple-
mented. Typically, the machine or machines include a sys-
tem bus to which is attached processors, memory, e.g.,
random access memory (RAM), read-only memory (ROM),
or other state preserving medium, storage devices, a video
interface, and input/output interface ports. The machine or
machines can be controlled, at least in part, by input from
conventional input devices, such as keyboards, mice, etc., as
well as by directives received from another machine, inter-
action with a virtual reality (VR) environment, biometric
feedback, or other input signal. As used herein, the term
“machine” is intended to broadly encompass a single
machine, a virtual machine, or a system of communicatively
coupled machines, virtual machines, or devices operating
together. Exemplary machines include computing devices
such as personal computers, workstations, servers, portable
computers, handheld devices, telephones, tablets, etc., as
well as transportation devices, such as private or public
transportation, e.g., automobiles, trains, cabs, etc.

[0043] The machine or machines can include embedded
controllers, such as programmable or non programmable
logic devices or arrays, Application Specific Integrated
Circuits (ASICs), embedded computers, smart cards, and the
like. The machine or machines can utilize one or more
connections to one or more remote machines, such as
through a network interface, modem, or other communica-
tive coupling. Machines can be interconnected by way of a
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physical and/or logical network, such as an intranet, the
Internet, local area networks, wide area networks, etc. One
skilled in the art will appreciated that network communica-
tion can utilize various wired and/or wireless short range or
long range carriers and protocols, including radio frequency
(RF), satellite, microwave, Institute of Electrical and Elec-
tronics Engineers (IEEE) 545-11, Bluetooth®, optical, infra-
red, cable, laser, etc.

[0044] Embodiments of the invention can be described by
reference to or in conjunction with associated data including
functions, procedures, data structures, application programs,
etc. which when accessed by a machine results in the
machine performing tasks or defining abstract data types or
low-level hardware contexts. Associated data can be stored
in, for example, the volatile and/or non-volatile memory,
e.g., RAM, ROM, etc., or in other storage devices and their
associated storage media, including hard drives, floppy
disks, optical storage, tapes, flash memory, memory sticks,
digital video disks, biological storage, etc. Associated data
can be delivered over transmission environments, including
the physical and/or logical network, in the form of packets,
serial data, parallel data, propagated signals, etc., and can be
used in a compressed or encrypted format. Associated data
can be used in a distributed environment, and stored locally
and/or remotely for machine access.

[0045] Having described and illustrated the principles of
the invention with reference to illustrated embodiments, it
will be recognized that the illustrated embodiments can be
modified in arrangement and detail without departing from
such principles, and can be combined in any desired manner.
And although the foregoing discussion has focused on
particular embodiments, other configurations are contem-
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plated. In particular, even though expressions such as
“according to an embodiment of the invention” or the like
are used herein, these phrases are meant to generally refer-
ence embodiment possibilities, and are not intended to limit
the invention to particular embodiment configurations. As
used herein, these terms can reference the same or different
embodiments that are combinable into other embodiments.
[0046] Embodiments of the invention may include a non-
transitory machine-readable medium comprising instruc-
tions executable by one or more processors, the instructions
comprising instructions to perform the elements of the
inventive concepts as described herein.
[0047] Consequently, in view of the wide variety of per-
mutations to the embodiments described herein, this detailed
description and accompanying material is intended to be
illustrative only, and should not be taken as limiting the
scope of the invention. What in claimed as the invention,
therefore, is all such modifications as may come within the
scope and spirit of the following claims and equivalents
thereto.
1. An intelligent cellular communications gateway, com-
prising:
a processor;
one or more local input output interfaces;
a cellular interface;
one or more customized embedded applications operable
by the processor, wherein the one or room customized
embedded applications are configured to receive local
information through the one or more local input output
interfaces, filler said local information, and transmit a
portion of said information over the cellular interface.
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