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METHOD AND SYSTEM FOR 
IMPLEMENTING REMOTE DEBUGGING 

RELATED APPLICATION 

0001. This application is a continuation application of 
PCT Application No. PCT/CN2013/087929, filed on Nov. 27, 
2013, which claims priority to Chinese Patent Application 
No. 201210499229.5, entitled “METHOD AND SYSTEM 
FOR IMPLEMENTING REMOTE DEBUGGING”, and 
filed on Nov. 29, 2012, the entire contents of all of which are 
incorporated herein by reference 

FIELD OF THE TECHNOLOGY 

0002 The present disclosure generally relates to the field 
of communications technologies and, more particularly, 
relates to a method and a system for implementing remote 
debugging. 

BACKGROUND OF THE DISCLOSURE 

0003 Remote debugging refers to a debugging policy of 
using a debugging tool on a computer to debug a program on 
another computer. 
0004. In an existing remote debugging technology, two 
parties are mainly included: a debugger and a debuggee. A 
party that debugs by using a debugging tool is referred to as a 
“debugger', for example, a clientVisual Studio 2010 that runs 
a debugging tool; and a party that is debugged by using a 
debugging tool is referred to as a “debuggee', for example, a 
server-side MSVSMON in which a debugging tool is run. By 
means of the remote debugging, a debugger may enter, from 
a debugging environment of the debugger itself at the first 
time, an environment in which a debuggee has a problem, 
track, and position the root of the problem, thereby improving 
efficiency of discovering a problem and solving the problem 
by the debugger, so that the remote debugging becomes very 
popular among software debuggers. 
0005. In the existing remote debugging technology, a 
remote debugging and analysis function based on a local area 
network (LAN) is implemented by using a third-party debug 
ging tool, and at present, common third-party debugging 
tools include: Visual Studio and WinDbg on a Windows plat 
form, and GNU Debugger (gdb) on a Linux platform. Both 
the two tools: Visual Studio and the WinDbg are from 
Microsoft Corporation, while the gdb is a standard debugging 
device in a GNU system. 
0006 Although all the third-party tools described above 
provide a remote debugging function, that is, a client of a 
debugging tool and a server-side program are provided, a 
connection between a debugger and a debuggee cannot be 
directly established when the debugger and the debuggee are 
located in different LANs, because the LANs usually use 
their own gateways. That is, the remote debugging function of 
these debugging tools cannot be directly used. 

SUMMARY 

0007 Embodiments of the present invention provide a 
method and a system for implementing remote debugging, 
which can implement cross-LAN remote debugging. To 
achieve the foregoing objective, the following technical solu 
tions are used in the embodiments of the present invention. 
0008. One aspect of present disclosure provides a method 
for implementing remote debugging by a remote debugging 
system, the remote debugging system including a remote 
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debugging client, a debugger agent, a transit agent, a debug 
gee agent, and a remote debugging server, the remote debug 
ging client and the debugger agent both belonging to a first 
LAN, the debuggee agent and the remote debugging server 
both belonging to a second LAN, the second LAN and the 
first LAN being different communication networks, and the 
transit agent belonging to an external communication net 
work excluding the first LAN and the second LAN. The 
method includes sending, by the remote debugging client, 
debugging information to the debugger agent; acquiring, by 
the debugger agent, a process identifier corresponding to the 
remote debugging client, a receive port identifier, and key 
word information corresponding to the debugger agent; and 
encapsulating the process identifier corresponding to the 
remote debugging client, the receive port identifier, the key 
word information corresponding to the debugger agent, and 
the debugging informationina packet, and sending the packet 
to the transit agent; performing, by the transit agent, decap 
Sulation processing on the packet to obtain the keyword infor 
mation corresponding to the debugger agent, determining, 
according to a stored mapping table, the debuggee agent that 
has a correspondence to the debugger agent, and forwarding 
the packet to the debuggee agent that has a correspondence to 
the debugger agent; performing, by the debuggee agent, 
decapsulation processing on the packet to obtain the debug 
ging information, the process identifier corresponding to the 
remote debugging client, and the receive port identifier, and 
sending, according to the receive port identifier, the debug 
ging information to a corresponding port of the remote debug 
ging server corresponding to the process identifier, and per 
forming, by the remote debugging server, debugging 
according to the debugging information. 
0009. Another aspect of present disclosure provides a sys 
tem for implementing remote debugging. The system 
includes a remote debugging client, a debugger agent, a tran 
sit agent, a debuggee agent, and a remote debugging server. 
The remote debugging client and the debugger agent both 
belong to a first LAN. The debuggee agent and the remote 
debugging server both belong to a second LAN, and the 
second LAN and the first LAN are different communication 
networks. The transit agent belongs to an external communi 
cation network excluding the first LAN and the second LAN. 
The remote debugging client is configured to send debugging 
information to the debugger agent. The debugger agent is 
configured to acquire a process identifier corresponding to the 
remote debugging client, a receive port identifier, and key 
word information corresponding to the debugger agent; and 
to encapsulate the process identifier corresponding to the 
remote debugging client, the receive port identifier, the key 
word information corresponding to the debugger agent, and 
the debugging information in a packet, and to send the packet 
to the transit agent. The transit agent is configured to perform 
decapsulation processing on the packet to obtain the keyword 
information corresponding to the debugger agent, to deter 
mine, according to a stored mapping table, the debuggee 
agent that has a correspondence to the debugger agent, and to 
forward the packet to the debuggee agent that has the corre 
spondence to the debugger agent. The debuggee agent is 
configured to perform decapsulation processing on the packet 
to obtain the debugging information, the process identifier 
corresponding to the remote debugging client, and the receive 
port identifier, and to send, according to the receive port 
identifier, the debugging information to a corresponding port 
of the remote debugging server corresponding to the process 
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identifier. The remote debugging server is configured to per 
form debugging according to the debugging information. 
0010. According to the method and the system for imple 
menting remote debugging provided by the embodiments of 
the present invention, a transit agent, a debugger agent, and a 
debuggee agent are configured in a remote debugging System, 
where the transit agent may forward, according to a stored 
mapping table, information sent by the debugger agent and 
the debuggee agent to transmit information between a remote 
debugging client and a remote debugging server that are in 
different LANs. Compared with the existing technology in 
which remote debugging can be implemented only in a same 
LAN, the embodiments of the present invention can imple 
ment remote debugging across different LANs to provide 
applicability of the remote debugging. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.011 To describe the technical solutions in the embodi 
ments of the present invention or in the existing technology 
more clearly, the following briefly introduces the accompa 
nying drawings required for describing the embodiments or 
the existing technology. Apparently, the accompanying draw 
ings in the following description show merely some embodi 
ments of the present invention, and a person of ordinary skill 
in the art may still derive other drawings from these accom 
panying drawings without creative efforts. 
0012 FIG. 1 is a flowchart of a method for implementing 
remote debugging according to first exemplary embodiment 
of the present invention; 
0013 FIG. 2 is a flowchart of a method for establishing a 
mapping relationship between a debugger agent and a debug 
gee agent according to the first exemplary embodiment of the 
present invention; 
0014 FIG. 3 is a flowchart of a method for synchronizing 
a port state according to the first exemplary embodiment of 
the present invention; and 
0015 FIG. 4 is a block diagram of a system for implement 
ing remote debugging according to second exemplary 
embodiment of the present invention. 

DESCRIPTION OF EMBODIMENTS 

0016. The following clearly and completely describes the 
technical solutions in the embodiments of the present inven 
tion with reference to the accompanying drawings in the 
embodiments of the present invention. Apparently, the 
described embodiments are merely some but not all of the 
embodiments of the present invention. All other embodi 
ments obtained by a person of ordinary skill in the art based 
on the embodiments of the present invention without creative 
efforts shall fall within the protection scope of the present 
disclosure. 

Embodiment 1 

0017. This exemplary embodiment of the present inven 
tion provides a method for implementing remote debugging 
using a remote debugging system. The remote debugging 
system includes a remote debugging client, a debugger agent, 
a transit agent, a debuggee agent, and a remote debugging 
server. The remote debugging client and the debugger agent 
both belong to a first LAN, the debuggee agent and the remote 
debugging server both belong to a second LAN, the second 
LAN and the first LAN are different communication net 
works, and the transit agent belongs to an external commu 
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nication network excluding the first LAN and the second 
LAN. The LANs are separated by using a corresponding 
gateway. 
0018. In the exemplary system, the transit agent is used as 
a core forwarding module, and generally, only one transit 
agent is configured in one remote debugging system and is 
configured on an independent server, while one or more 
debugger agents and debuggee agents may be separately con 
figured, and all the debugger agents and debuggee agents are 
connected to the same transit agent. For ease of management, 
it is usually set that one debugger agent is responsible for 
sending and receiving debugging information of one or more 
remote debugging clients in one LAN, and one debuggee 
agent is responsible for sending and receiving debugging 
information of one or more remote debugging servers in one 
LAN. 
0019. In the remote debugging system provided by this 
exemplary embodiment of the present invention, the remote 
debugging clients and the remote debugging servers are all set 
based on any one or multiple of remote debugging tools, 
including, for example, Visual Studio or WinDbg on a Win 
dows platform, and godb on a Linux platform. The debugger 
agent may be integrated in a same device with the one or more 
remote debugging clients, and the debuggee agent may be 
integrated in a same device with the one or more remote 
debugging servers. 
0020 Based on the foregoing remote debugging system, 
this exemplary embodiment of the present invention provides 
the method for implementing remote debugging. As shown in 
FIG. 1, the method includes as follows. 
0021 101: The remote debugging client sends debugging 
information to the debugger agent. 
0022. The debugging information may include, but is not 
limited to, connection establishment request information, 
disconnection request information, and debugging data. 
0023 102: The debugger agent acquires a process identi 
fier corresponding to the remote debugging client, a receive 
port identifier, and keyword information corresponding to the 
debugger agent. 
0024. The process identifier is in a one-to-one correspon 
dence to the remote debugging client. Because the debugger 
agent needs to be responsible for forwarding and receiving 
information of multiple remote debugging clients, process 
identifiers need to be used for differentiation. 
0025. The receive port identifier is used to represent a port 
at which the remote debugging server receives the debugging 
information. 
0026. The keyword information is used to identify a cor 
respondence, which is stored in the transit agent, between the 
debugger agent and the debuggee agent. 
0027 103: The debugger agent encapsulates the process 
identifier corresponding to the remote debugging client, the 
receive port identifier, the keyword information correspond 
ing to the debugger agent, and the debugging information in 
a packet. 
0028. A manner of encapsulating the packet is customized 
in the present disclosure, and therefore, in this exemplary 
embodiment, multiple independent fields are needed in the 
packet for separately identifying a type of the packet, the 
process identifier, the receive port identifier, and debugging 
data. The type of the packet is used to represent whether the 
packet is control information or data information, for 
example, when the debugging information sent by the remote 
debugging client to the debugger agent is connection estab 
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lishment request information, the type of the packet should be 
identified as control information; and when the debugging 
information sent by the remote debugging client to the debug 
ger agent is debugging data, the type of the packet should be 
identified as data information. A method for encapsulating the 
packet may be extended based on the TCP (transmission 
control protocol). 
0029) 104: Send the packet to the transit agent. 
0030) 105: The transit agent performs decapsulation pro 
cessing on the packet, to obtain the keyword information 
corresponding to the debugger agent. A method for perform 
ing the decapsulation processing corresponds to a method, 
which is described in step 103, for performing the encapsu 
lation processing. 
0031 106: The transit agent determines, according to a 
stored mapping table, the debuggee agent that has a corre 
spondence to the debugger agent. 
0032) 107: The transit agent forwards the packet to the 
debuggee agent that has the correspondence to the debugger 
agent. 
0033 108: The debuggee agent performs decapsulation 
processing on the packet, to obtain the debugging informa 
tion, the process identifier corresponding to the remote 
debugging client, and the receive port identifier. 
0034. A method for performing the decapsulation process 
ing is the same as that in the description in step 105, and also 
corresponds to the method, which is described in step 103, for 
performing the encapsulation processing. 
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ping table, the forwarding of information sent by the debug 
ger agent and the debuggee agent, thereby implementing 
information transmission between a remote debugging client 
and a remote debugging server that are located in different 
LANs. Compared with the existing technology in which 
remote debugging can be implemented only in a same LAN, 
this exemplary embodiment of the present invention can 
implement cross-LAN remote debugging, and provide appli 
cability of the remote debugging. 
0039. Further, this exemplary embodiment of the present 
invention provides a method for establishing a mapping rela 
tionship between the debugger agent and the debuggee agent, 
for setting a mapping table of a transit device. The method is 
performed before step 101. As shown in FIG. 2, the method 
specifically includes the following. 
0040 201: The transit agent acquires identifier informa 
tion of all debuggee agents. 
0041. The identifier information of the debuggee agent 
may be implemented by using information having an identi 
fication function, Such as Socket. For example, socket of the 
debuggee agent is 555, and Socket of the debugger agent is 
444. 

0042. 202: The transit agent allocates unique keyword 
information to each debuggee agent. 
0043. The keyword information may be set to natural 
numbers such as 1 and 2, and for a specific implementation 
method thereof, reference may be made to Table 1 below. 

TABLE 1. 

Mapping Table 

Keyword 
information 

1 
2 
3 

0035 109: The debuggee agent sends, according to the 
receive port identifier, the debugging information to a corre 
sponding port of the remote debugging server corresponding 
to the process identifier. 
0036) 110: The remote debugging server performs debug 
ging according to the debugging information. 
0037. A procedure of a method for sending the debugging 
information by the remote debugging client to the remote 
debugging server are described in step 101 to step 110, and 
the debugging information flows from the remote debugging 
client to: the debugger agent, the transit agent, the debuggee 
agent, and the remote debugging server. It should be noted 
that, in a procedure of a method for sending debugging infor 
mation by the remote debugging server to the remote debug 
ging client, the debugging information flows from the remote 
debugging server to the debuggee agent, the transit agent, the 
debugger agent, and the remote debugging client, and specific 
implementation of forwarding by functional modules is simi 
lar to that of the method described in step 101 to step 110. 
0038 According to the method for implementing remote 
debugging provided by this exemplary embodiment of the 
present invention, a transit agent, a debugger agent, and a 
debuggee agent are configured in a remote debugging System, 
where the transit agent completes, according to a stored map 

Socket of a 
debugger 

Socket of a 
User State of a debuggee State of a 

User IP l8le debuggee agent debugger agent 

11.11.11.11 Zhangsan READY 555 O O 
22.222222 Lisi BUSY 666 BUSY 777 
33.33.33.33 Wangwu ERROR 888 ERROR 999 

0044. In Table 1, the keyword information is a row iden 
tifier of each row, and the identifier information of the debug 
gee agent and the identifier information of the debugger agent 
are identified by using Socket. The State of the debuggee and 
the state of the debugger may be indicated by using 0 (mean 
ing “no such a device'), READY (meaning “remote debug 
ging may be performed), BUSY (meaning “remote debug 
ging is being performed'), or ERROR (meaning "device 
error”). 

0045. It should be noted that Table 1 is only an example in 
this exemplary embodiment of the present invention, and in 
the mapping table, the keyword information, the Socket of the 
debuggee agent, and the Socket of the debugger agent must be 
stored. It may be understood that settings of other entries are 
not necessary for monitoring and maintenance by a main 
tainer. 

0046 203: The transit agent stores the identifier informa 
tion of the debuggee agent and the keyword information in the 
mapping table in a mutually corresponding manner. 
0047. A correspondence between identifier information of 
a debuggee agent and keyword information may be indicated 
by using a storage method in the first row in Table 1, that is, a 
mutual correspondence between identifier information of a 
debuggee agent and allocated keyword information is indi 
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cated by storing the identifier information of the debuggee 
agent and the allocated keyword information in a same row in 
Table 1. 
0048. 204: The debugger agent acquires keyword infor 
mation selected by a user. 
0049. A specific implementation method for acquiring 
keyword information selected by a user is as follows and 
includes: receiving, by the debugger agent, state information 
of the debuggee agent that is sent by the transit agent, the state 
information of the debuggee agent including the identifier 
information of the debuggee agent and the keyword informa 
tion, that correspond to each other, displaying, by the debug 
ger agent, the state information of the debuggee agent; and 
receiving, by the debugger agent, the keyword information of 
the debuggee agent that is input by the user, and determining 
that the keyword information of the debuggee agent that is 
input by the user is the keyword information selected by the 
USC. 

0050. 205: The debugger agent sends the keyword infor 
mation selected by the user and the identifier information of 
the debugger agent to the transit agent. 
0051 206: The transit agent determines, according to the 
keyword information, a debuggee agent corresponding to the 
keyword information selected by the user. 
0052 207: The transit agent establishes a mapping rela 
tionship among the three of the keyword information selected 
by the user, identifier information of the debuggee agent 
corresponding to the keyword information selected by the 
user, and the identifier information of the debugger agent. 
0053 For storage of the mapping relationship among the 
three of the keyword information selected by the user, the 
identifier information of the debuggee agent corresponding to 
the keyword information selected by the user, and the identi 
fier information of the debugger agent, reference may be 
made to content recorded in the second row and the third row 
in Table 1. That is, the keyword information selected by the 
user, the identifier information of the debuggee agent corre 
sponding to the keyword information selected by the user, and 
the identifier information of the debugger agent among which 
the mapping relationship exits are recorded in the same row in 
Table 1. 

0054) 208: The transit agent stores the mapping relation 
ship in the mapping table. Further, in this exemplary embodi 
ment, the remote debugging server opens or closes a port to 
adapt to data transmission in various environments. In this 
case, the debugger agent must also adjust a port state of the 
debugger agent correspondingly, to ensure accuracy and 
security of data transmission with the remote debugging cli 
ent. This exemplary embodiment of the present invention 
provides a method for synchronizing a port state. As shown in 
FIG. 3, the method includes the following. 
0055 301: The debuggee agent determines, when detect 
ing that a state of at least one port of the remote debugging 
server changes, port identifier information corresponding to 
the at least one port. A state of a port includes two types: an 
opened State and a closed state. 
0056 302: The debuggee agent performs encapsulation 
according to a current state of the at least one port, the corre 
sponding port identifier information, and the identifier infor 
mation of the debuggee agent, to generate port indication 
information. The port indication information may only rep 
resent a current state of one port, or may represent current 
states of multiple ports at the same time. 
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0057 303: The debuggee agent sends the port indication 
information to the transit agent. 
0.058 304: The transit agent performs decapsulation pro 
cessing on the port indication information to obtain the key 
word information corresponding to the debuggee agent. 
0059) 305: The transit agent determines, according to the 
stored mapping table, the debugger agent that has a corre 
spondence to the debuggee agent. 
0060 306: The transit agent forwards the port indication 
information to the debugger agent that has a correspondence 
to the debuggee agent. 
0061 307: The debugger agent determines a to-be-ad 
justed port according to the port indication information, and 
adjusts a state of the to-be-adjusted port. 
0062. A method for determining a to-be-adjusted port 
according to the port indication information may include: 
directly adjusting, according to the port identifier information 
carried in the port indication information, a port that has the 
same port identifier information as the port indication infor 
mation. 
0063. According to the method for implementing remote 
debugging provided by this exemplary embodiment of the 
present invention, a transit agent, a debugger agent, and a 
debuggee agent are configured in a remote debugging System, 
where the transit agent completes, according to a stored map 
ping table, forwarding of information sent by the debugger 
agent and the debuggee agent, thereby implementing infor 
mation transmission between a remote debugging clientanda 
remote debugging server that are in different LANs. Com 
pared with the existing technology in which remote debug 
ging can be implemented only in a same LAN, this exemplary 
embodiment of the present invention can implement cross 
LAN remote debugging, and provide applicability of the 
remote debugging. 

Embodiment 2 

0064. This exemplary embodiment of the present inven 
tion provides a system for implementing remote debugging. 
As shown in FIG. 4, the remote debugging system includes a 
remote debugging client 41, a debugger agent 42, a transit 
agent 43, a debuggee agent 44, and a remote debugging server 
45, where the remote debugging client 41 and the debugger 
agent 42 both belong to a first LAN, the debuggee agent 44 
and the remote debugging server 45 both belong to a second 
LAN, the second LAN and the first LAN are different com 
munication networks, and the transit agent 43 belongs to an 
external communication network excluding the first LAN and 
the second LAN. The LANs are separated by using corre 
sponding gateways. 
0065. The remote debugging client 41 is configured to 
send debugging information to the debugger agent 42. 
0066. The debugger agent 42 is configured to acquire a 
process identifier corresponding to the remote debugging 
client 41, a receive port identifier, and keyword information 
corresponding to the debugger agent 42; and to encapsulate 
the process identifier corresponding to the remote debugging 
client 41, the receive port identifier, the keyword information 
corresponding to the debugger agent 42, and the debugging 
information in a packet, and to send the packet to the transit 
agent 43. 
0067. The transit agent 43 is configured to perform decap 
Sulation processing on the packet to obtain the keyword infor 
mation corresponding to the debugger agent 42, to determine, 
according to a stored mapping table, the debuggee agent 44 
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that has a correspondence to the debugger agent 42, and to 
forward the packet to the debuggee agent 44 that has the 
correspondence to the debugger agent 42. 
0068. The debuggee agent 44 is configured to perform 
decapsulation processing on the packet to obtain the debug 
ging information, the process identifier corresponding to the 
remote debugging client 41, and the receive port identifier, 
and to send, according to the receive port identifier, the debug 
ging information to a corresponding port of the remote debug 
ging server 45 corresponding to the process identifier. 
0069. The remote debugging server 45 is configured to 
perform debugging according to the debugging information. 
0070 Optionally, the debugging information includes 
connection establishment request information, disconnection 
request information, and debugging data. 
0071 Optionally, the transit agent 43 is further configured 
to acquire identifier information of all debuggee agents 44, to 
allocate unique keyword information to each debuggee agent 
44, and to store a correspondence between the identifier infor 
mation of the debuggee agent 44 and the keyword informa 
tion in the mapping table. 
0072 The debugger agent 42 is further configured to 
acquire keyword information selected by a user, and to send 
the keyword information selected by the user and the identi 
fier information of the debugger agent 42 to the transit agent 
43. 

0073. The transit agent 43 is further configured to deter 
mine, according to the keyword information, a debuggee 
agent corresponding to the keyword information selected by 
the user, and establish a mapping relationship among the three 
of the keyword information selected by the user, identifier 
information of the debuggee agent corresponding to the key 
word information selected by the user, and the identifier infor 
mation of the debugger agent 42, and to store the mapping 
relationship in the mapping table. 
0074. Optionally, the debugger agent 42 is specifically 
configured to enable the debugger agent 42 to receive state 
information of the debuggee agent 44 that is sent by the transit 
agent 43, the state information of the debuggee agent 44 
including the correspondence between the identifier informa 
tion of the debuggee agent 44 and the keyword information; to 
display the state information of the debuggee agent 44; and to 
receive the keyword information of the debuggee agent 44 
that is input by the user, and to determine that the keyword 
information of the debuggee agent 44 that is input by the user 
is the keyword information selected by the user. 
0075 Optionally, the debuggee agent 44 is configured to 
determine, when detecting that a state of at least one port of 
the remote debugging server 45 changes, port identifier infor 
mation corresponding to the at least one port, to perform 
encapsulation according to a current state of the at least one 
port, the corresponding port identifier information, and the 
identifier information of the debuggee agent 44, to generate 
port indication information, and to send the port indication 
information to the transit agent 43. 
0076. The transit agent 43 is configured to perform decap 
Sulation processing on the port indication information to 
obtain the keyword information corresponding to the debug 
gee agent 44, to determine, according to the stored mapping 
table, the debugger agent 42 that has a correspondence to the 
debuggee agent 44, and to forward the packet to the debugger 
agent 42 that has the correspondence to the debuggee agent 
44. 
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0077. The debugger agent 42 is further configured to 
determine a to-be-adjusted port according to the port indica 
tion information, and to adjust a state of the to-be-adjusted 
port. 
0078. According to the system for implementing remote 
debugging provided by this exemplary embodiment of the 
present invention, a transit agent, a debugger agent, and a 
debuggee agent are configured in a remote debugging System, 
where the transit agent completes, according to a stored map 
ping table, forwarding of information sent by the debugger 
agent and the debuggee agent, thereby implementing infor 
mation transmission between a remote debugging clientanda 
remote debugging server that are in different LANs. Com 
pared with the existing technology in which remote debug 
ging can be implemented only in a same LAN, this exemplary 
embodiment of the present invention can implement cross 
LAN remote debugging, and provide applicability of the 
remote debugging. 
0079 According to the description of the foregoing 
embodiments, a person skilled in the art may clearly under 
stand that, the present disclosure may be implemented by 
Software in addition to necessary universal hardware and 
certainly, may also be implemented by hardware. In most 
circumstances, the former is a better implementation manner. 
Based on Such an understanding, the technical Solutions of the 
present disclosure essentially, or a part contributing to the 
existing technology may be implemented in a form of a soft 
ware product. The computer Software product is stored in a 
readable storage medium, such as a floppy disk, a hard disk, 
oran optical disc of a computer, and includes several instruc 
tions for instructing a computer device (which may be a 
personal computer, a server, a network device, or the like) to 
perform the methods described in the embodiments of the 
present invention. 
0080. The foregoing descriptions are merely specific 
implementation manners of the present disclosure, but are not 
intended to limit the protection scope of the present disclo 
Sure. Any variation or replacement readily figured out by a 
person skilled in the art within the technical scope disclosed 
in the present disclosure shall fall within the protection scope 
of the present disclosure. Therefore, the protection scope of 
the present disclosure shall be subject to the protection scope 
of the claims. 
What is claimed is: 
1. A method for implementing remote debugging by a 

remote debugging system, the remote debugging system 
comprising a remote debugging client, a debugger agent, a 
transit agent, a debuggee agent, and a remote debugging 
server, the remote debugging client and the debugger agent 
both belonging to a first local area network (LAN), the debug 
gee agent and the remote debugging server both belonging to 
a second LAN, the second LAN and the first LAN being 
different communication networks, and the transit agent 
belonging to an external communication network excluding 
the first LAN and the second LAN; and the method compris 
1ng: 

sending, by the remote debugging client, debugging infor 
mation to the debugger agent; 

acquiring, by the debugger agent, a process identifier cor 
responding to the remote debugging client, a receive port 
identifier, and keyword information corresponding to 
the debugger agent; and encapsulating the process iden 
tifier corresponding to the remote debugging client, the 
receive port identifier, the keyword information corre 
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sponding to the debugger agent, and the debugging 
information in a packet, and sending the packet to the 
transit agent; 

performing, by the transit agent, decapsulation processing 
on the packet to obtain the keyword information corre 
sponding to the debugger agent, determining, according 
to a stored mapping table, the debuggee agent that has a 
correspondence to the debugger agent, and forwarding 
the packet to the debuggee agent that has the correspon 
dence to the debugger agent; 

performing, by the debuggee agent, decapsulation process 
ing on the packet to obtain the debugging information, 
the process identifier corresponding to the remote 
debugging client, and the receive port identifier, and 
sending, according to the receive port identifier, the 
debugging information to a corresponding port of the 
remote debugging server corresponding to the process 
identifier; and 

performing, by the remote debugging server, debugging 
according to the debugging information. 

2. The method according to claim 1, wherein the debugging 
information comprises connection establishment request 
information, disconnection request information, and debug 
ging data. 

3. The method according to claim 2, before the sending, by 
the remote debugging client, debugging information to the 
debugger agent, further comprising: 

acquiring, by the transit agent, identifier information of all 
debuggee agents, allocating unique keyword informa 
tion to each debuggee agent, and storing the identifier 
information of the debuggee agent and the keyword 
information in the mapping table in a mutually corre 
sponding manner; 

acquiring, by the debugger agent, keyword information 
Selected by a user, and sending the keyword information 
selected by the user and the identifier information of the 
debugger agent to the transit agent; and 

determining, by the transit agent according to the keyword 
information, a debuggee agent corresponding to the key 
word information selected by the user; and establishing 
a mapping relationship among the three of the keyword 
information selected by the user, identifier information 
of the debuggee agent corresponding to the keyword 
information selected by the user, and the identifier infor 
mation of the debugger agent, and storing the mapping 
relationship in the mapping table. 

4. The method according to claim3, wherein the acquiring, 
by the debugger agent, of keyword information selected by 
the user comprises: 

receiving, by the debugger agent, state information of the 
debuggee agent that is sent by the transit agent, wherein 
the state information of the debuggee agent comprises 
the identifier information of the debuggee agent and the 
keyword information, that correspond to each other; 

displaying, by the debugger agent, the state information of 
the debuggee agent; and 

receiving, by the debugger agent, the keyword information 
of the debuggee agent that is input by the user, and 
determining that the keyword information of the debug 
gee agent that is input by the user is the keyword infor 
mation selected by the user. 

5. The method according to claim 3, further comprising: 
determining, by the debuggee agent, when detecting that a 

state of at least one port of the remote debugging server 

Sep. 17, 2015 

changes, port identifier information corresponding to 
the at least one port, performing encapsulation accord 
ing to a current state of the at least one port, the corre 
sponding port identifier information, and the identifier 
information of the debuggee agent, to generate port indi 
cation information, and sending the port indication 
information to the transit agent; 

performing, by the transit agent, decapsulation processing 
on the port indication information to obtain the keyword 
information corresponding to the debuggee agent, deter 
mining, according to the stored mapping table, the 
debugger agent that has the correspondence to the 
debuggee agent, and forwarding the port indication 
information to the debugger agent that has the corre 
spondence to the debuggee agent; and 

determining, by the debugger agent, a to-be-adjusted port 
according to the port indication information, and adjust 
ing a state of the to-be-adjusted port. 

6. A system for implementing remote debugging, compris 
ing: 

a remote debugging client; 
a debugger agent, the remote debugging client and the 

debugger agent both belonging to a first local area net 
work (LAN); 

a debuggee agent; 
a remote debugging server, the debuggee agent and the 

remote debugging server both belonging to a second 
LAN, the second LAN and the first LAN being different 
communication networks; and 

a transit agent, the transit agent belonging to an external 
communication network excluding the first LAN and the 
second LAN, 

wherein: 

the remote debugging client is configured to send debug 
ging information to the debugger agent; 

the debugger agent is configured to acquire a process iden 
tifier corresponding to the remote debugging client, a 
receive port identifier, and keyword information corre 
sponding to the debugger agent; and to encapsulate the 
process identifier corresponding to the remote debug 
ging client, the receive port identifier, the keyword infor 
mation corresponding to the debugger agent, and the 
debugging information in a packet, and to send the 
packet to the transit agent; 

the transit agent is configured to perform decapsulation 
processing on the packet to obtain the keyword informa 
tion corresponding to the debugger agent, to determine, 
according to a stored mapping table, the debuggee agent 
that has a correspondence to the debugger agent, and to 
forward the packet to the debuggee agent that has the 
correspondence to the debugger agent; 

the debuggee agent is configured to perform decapsulation 
processing on the packet to obtain the debugging infor 
mation, the process identifier corresponding to the 
remote debugging client, and the receive port identifier, 
and to send, according to the receive port identifier, the 
debugging information to a corresponding port of the 
remote debugging server corresponding to the process 
identifier; and 

the remote debugging server is configured to perform 
debugging according to the debugging information. 
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7. The system according to claim 6, wherein the debugging 
information comprises connection establishment request 
information, disconnection request information, and debug 
ging data. 

8. The system according to claim 7, wherein the transit 
agentis further configured to acquire identifier information of 
all debuggee agents, to allocate unique keyword information 
to each debuggee agent, and to store the identifier information 
of the debuggee agents and the keyword information in the 
mapping table in a mutually corresponding manner; 

the debugger agent is further configured to acquire key 
word information selected by a user, and to send the 
keyword information selected by the user and the iden 
tifier information of the debugger agent to the transit 
agent; and 

the transit agent is further configured to determine, accord 
ing to the keyword information, a debuggee agent cor 
responding to the keyword information selected by the 
user, and to establish a mapping relationship among the 
three of the keyword information selected by the user, 
identifier information of the debuggee agent corre 
sponding to the keyword information selected by the 
user, and the identifier information of the debugger 
agent, and to store the mapping relationship in the map 
ping table. 

9. The system according to claim 7, wherein the debugger 
agent is configured to enable the debugger agent to receive 
state information of the debuggee agent that is sent by the 
transit agent, the State information of the debuggee agent 
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comprising the identifier information of the debuggee agent 
and the keyword information, that correspond to each other; 
to display the state information of the debuggee agent; and to 
receive the keyword information of the debuggee agent that is 
input by the user, and to determine that the keyword informa 
tion of the debuggee agent that is input by the user is the 
keyword information selected by the user. 

10. The system according to claim 7, wherein the debuggee 
agent is configured to determine, when detecting that a state 
of at least one port of the remote debugging server changes, 
port identifier information corresponding to the at least one 
port, to perform encapsulation according to a current state of 
the at least one port, the corresponding port identifier infor 
mation, and the identifier information of the debuggee agent, 
to generate port indication information, and to send the port 
indication information to the transit agent; 

the transit agent is configured to perform decapsulation 
processing on the port indication information to obtain 
the keyword information corresponding to the debuggee 
agent, to determine, according to the stored mapping 
table, the debugger agent that has the correspondence to 
the debuggee agent, and forward the packet to the debug 
ger agent that has the correspondence to the debuggee 
agent; and 

the debugger agent is further configured to determine a 
to-be-adjusted port according to the port indication 
information, and to adjust a state of the to-be-adjusted 
port. 


