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(57) ABSTRACT

In an example method, one or more processors determine
that a first data storage device has been communicatively
coupled to a first computer system, determine that the first
computer system is associated with a first geographical
location, determine that the first data storage device is
associated with a first user, determine that the first user is
associated with one or more additional data storage devices,
and determine usage data regarding the one or more addi-
tional data storage devices. Further, the one or more pro-
cessors control a transmission of data between the first data
storage device and first computer system based on the first
geographical location and the usage data.
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PROTECTING COMPUTER SYSTEMS
AGAINST MALICIOUS SOFTWARE STORED
ON REMOVEABLE DATA STORAGE
DEVICES

TECHNICAL FIELD

[0001] The disclosure relates to systems and techniques
for protecting computer systems against malicious software
stored on removable data storage devices.

BACKGROUND

[0002] Malicious software (often called “malware”) is
software that is intentionally designed to cause damage to a
computer system or a computer network. As an example,
malicious software can exploit vulnerabilities in a computer
system or computer network to destroy data, prevent data
from being retrieved data by user, expose sensitive data to
third-parties, or disrupt software or hardware operations.
[0003] In some implementations, malicious software can
be introduced to a computer system or computer network via
a removable data storage device, such as a universal serial
bus (USB)-based storage device (for example, a “flash
drive” that includes flash memory with a USB connection
interference for exchanging data with a computer system).
[0004] In some implementations, malicious software can
be introduced to a computer system or a computer network
by a user unintentionally. For example, a user might be
unaware that a data storage device is storing malicious
software when inserting the data storage device into his
computer system. Upon execution, the malicious software
can perform one or more operations that cause damage to the
computer system without the user’s permission.

SUMMARY

[0005] This disclosure describes systems and techniques
for protecting computer systems against malicious software
stored on removable data storage devices. In an example
implementation, a security system can monitor the operation
of one or more computer systems. Upon detecting that a
removable storage device has been connected to a particular
computer system, the security system can determine a secu-
rity risk associated with the removable storage device, and
selectively authorize the computer system to retrieve data
from the removable storage device or prevent the computer
system from doing so. For example, if the security system
determines that the security risk associated with the remov-
able storage device is sufficiently high, the security system
can prevent the computer system from retrieving data from
the removable storage device. As another example, if the
security system determines that the security risk associated
with the removable storage device is sufficiently low, the
security system can enable the computer system to retrieve
data from the removable storage device.

[0006] The implementations described in this disclosure
can provide various technical benefits. For instance, a secu-
rity system can enable computer systems or computer net-
works to operable more safely and securely. As an example,
the security system can assess the security risk associated
with removable storage devices, such as a risk that a
particular removable storage device is storing malicious
software, and proactively prevent computer systems from
retrieving data stored on the storage devices. Accordingly,
the operations of the computer systems are less likely to be
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disrupted by malicious software. Further, the security sys-
tem can enable one or more computer systems or computer
networks to function more efficiently or effectively. For
instance, by preventing or otherwise reducing a likelihood of
an execution of malicious software, the security system
enables computer systems or computer networks to devote a
greater amount of computational or network resources to
performing their assigned tasks (for example, by eliminating
or otherwise reducing the amount of computational or
network resources that are expended to perform malicious or
otherwise unintended tasks).

[0007] In an aspect, a method includes determining, using
one or more processors, that a first data storage device has
been communicatively coupled to a first computer system;
determining, using the one or more processors, that the first
computer system is associated with a first geographical
location; determining, using the one or more processors, that
the first data storage device is associated with a first user;
determining, using the one or more processors, that the first
user is associated with one or more additional data storage
devices; determining, using the one or more processors,
usage data regarding the one or more additional data storage
devices; and controlling, by the one or more processors, a
transmission of data between the first data storage device
and first computer system based on the first geographical
location and the usage data.

[0008] Implementations of this aspect can include one or
more of the following features.

[0009] In some implementations, the one or more addi-
tional data storage devices can include a second data storage
device. The usage data can include an indication that the
second data storage device is communicatively coupled to a
second computer system, and an indication of a second
geographical location associated with the second computer
system.

[0010] Insome implementations, controlling the transmis-
sion of data between the first data storage device and first
computer system can include determining that the second
data storage device is communicatively coupled to the
second computer system concurrently with the first data
storage device being communicatively coupled to the first
computer system; determining that the first geographical
location is within a threshold distance from the second
geographical location; and responsive to (i) determining that
the second data storage device is communicatively coupled
to the second computer system concurrently with the first
data storage device being communicatively coupled to the
first computer system and (ii) determining that the first
geographical location is within the threshold distance from
the second geographical location, enabling the first com-
puter system to receive data from the first data storage
device.

[0011] Insome implementations, controlling the transmis-
sion of data between the first data storage device and first
computer system can include determining that the second
data storage device is not communicatively coupled to the
second computer system concurrently with the first data
storage device being communicatively coupled to the first
computer system; and responsive to determining that the
second data storage device is not communicatively coupled
to the second computer system concurrently with the first
data storage device being communicatively coupled to the
first computer system, enabling the first computer system to
receive data from the first data storage device.
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[0012] Insome implementations, controlling the transmis-
sion of data between the first data storage device and first
computer system can include determining that the second
data storage device is communicatively coupled to the
second computer system concurrently with the first data
storage device being communicatively coupled to the first
computer system; determining that the first geographical
location is greater than a threshold distance from the second
geographical location; and responsive to (i) determining that
the second data storage device is communicatively coupled
to the second computer system concurrently with the first
data storage device being communicatively coupled to the
first computer system and (ii) determining that the first
geographical location is greater than the threshold distance
from the second geographical location, limiting a retrieval of
data from the first data storage device by the first computer
system.

[0013] In some implementations, limiting the retrieval of
data from the first data storage device by the first computer
system can include preventing the first computer system
from retrieving data from the first data storage device.
[0014] In some implementations, the first data storage
device can be a first universal serial bus (USB) data storage
device.

[0015] In some implementations, the one or more addi-
tional data storage devices can be one or more second USB
data storage devices.

[0016] Insome implementations, determining that the first
data storage device has been communicatively coupled to
the first computer system can include determining that the
first data storage data has been inserted into a physical data
port of the first computer system.

[0017] In some implementations, the one or more proces-
sors can be remote from the first computer system.

[0018] In some implementations, the first computer sys-
tem can include the one or more processors.

[0019] In another aspect, a method includes determining,
using one or more processors, that a first data storage device
has been communicatively coupled to a first computer
system located at a first facility; determining, using the one
or more processors, a plurality of characteristics of the first
data storage device, where the characteristics of the first data
storage device include (i) an indication of whether the first
data storage device is approved for use with the first com-
puter system, and (ii) an indication that data stored on the
first data storage device is associated with a particular
facility; calculating, using the one or more processors, a
security metric for the first data storage device based on the
characteristics of the first data storage device; and control-
ling, by the one or more processors, a transmission of data
between the first data storage device and the first computer
system based on the security metric.

[0020] Implementations of this aspect can include one or
more of the following features.

[0021] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining a weighted sum of a plurality of scores, where each
of the scores is associated with a different one of the
characteristics of the first data storage device.

[0022] Insome implementations, a weight associated with
one of the characteristics of the first data storage device can
be different from a weight associated with another one of the
characteristics of the first data storage device.
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[0023] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining that the particular facility associated with the data
stored on the first data storage device is the same as the first
facility; and responsive to determining that the particular
facility associated with the data stored on the first data
storage device is the same as the first facility, increasing a
value of a first score of the plurality of scores.

[0024] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining that the particular facility associated with the data
stored on the first data storage device is different from the
first facility; and responsive to determining that the particu-
lar facility associated with the data stored on the first data
storage device is different from the first facility, decreasing
a value of a first score of the plurality of scores.

[0025] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining that the particular facility associated with the data
stored on the first data storage device is the same as the first
facility; and responsive to determining that the particular
facility associated with the data stored on the first data
storage device is the same as the first facility, increasing a
value of a first score of the plurality of scores.

[0026] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining that the particular facility associated with the data
stored on the first data storage device is different from the
first facility; and responsive to determining that the particu-
lar facility associated with the data stored on the first data
storage device is different from the first facility, decreasing
a value of a first score of the plurality of scores.

[0027] In some implementations, the method can further
include determining, using the one or more processors,
security data regarding one or more security events with
respect to at least one of the first computer system or one or
more additional computer systems; and modifying at least
one of the weights based on the security data.

[0028] In some implementations, the security data can
include an indication that a first security event is associated
with a second data storage device, and an indication of one
or more characteristics of the second data storage device.
[0029] In some implementations, the first security event
can be a detection of malware on the second data storage
device.

[0030] Insome implementations, controlling the transmis-
sion of data between the first data storage device and the first
computer system can include determining that a value of the
security metric is greater than a threshold value, and respon-
sive to determining that the value of the security metric is
greater than the threshold value, enabling the first computer
system to receive data from the first data storage device.
[0031] Insome implementations, controlling the transmis-
sion of data between the first data storage device and the first
computer system can include determining that a value of the
security metric is less than or equal to a threshold value, and
responsive to determining that the value of the security
metric is less than or equal to the threshold value, limiting
a retrieval of data from the first data storage device by the
first computer system.

[0032] In some implementations, limiting the retrieval of
data from the first data storage device by the first computer
system can include preventing the first computer system
from retrieving data from the first data storage device.
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[0033] In some implementations, the first data storage
device can be a first universal serial bus (USB) data storage
device.

[0034] Insome implementations, determining that the first
data storage device has been communicatively coupled to
the first computer system can include determining that the
first data storage data has been inserted into a physical data
port of the first computer system.

[0035] In some implementations, the one or more proces-
sors can be remote from the first computer system.

[0036] In some implementations, the first computer sys-
tem can include the one or more processors.

[0037] Other implementations are directed to systems,
devices, and devices for performing some or all of the
method. Other implementations are directed to one or more
non-transitory computer-readable media including one or
more sequences of instructions which when executed by one
or more processors causes the performance of some or all of
the method.

[0038] The details of one or more embodiments are set
forth in the accompanying drawings and the description.
Other features and advantages will be apparent from the
description and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0039]

system.
[0040] FIG. 2 is a diagram of an example power manage-
ment system.

[0041] FIG. 3 is a diagram of a simplified software layer
for controlling an exchange of data between a removable
storage device and a computer system.

[0042] FIG. 4 is a diagram of an example neural network.
[0043] FIG. 5 is a flow chart diagram of an example
process for training a neural network.

FIG. 1 is a diagram of an example network-enabled

[0044] FIG. 6 is a diagram of another network-enabled
system.
[0045] FIGS. 7A and 7B are flow chart diagrams of

example processes for protecting a computer system against
malicious software stored on removable data storage
devices.

[0046] FIG. 8 is a schematic diagram of an example
computer system.

DETAILED DESCRIPTION

[0047] An example network-enabled system 100 is shown
in FIG. 1. The system 100 includes several computer sys-
tems 102a-102d communicatively coupled to one another
through a network 104. Further, a security system 150 is
maintained on at least one of the computer systems (for
example, the computer system 1024). During an operation of
the system 100, the security system 150 can control the
transmission of data between one or more data storage
devices 108a-108¢ and the computer systems 102a-102¢, for
example, to prevent the transmission of malicious software
to the system 100.

[0048] Each of the computer systems 1024-102d can
include any number of electronic device that are configured
to receive, process, and transmit data. Examples of the
computer systems 1024-1024 include client computing
devices (such as desktop computers or notebook computers),
server computing devices (such as server computers or cloud
computing systems), mobile computing devices (such as
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cellular phones, smartphones, tablets, personal data assis-
tants, notebook computers with networking capability),
wearable computing devices (such as a smart phone or a
headset), and other computing devices capable of receiving,
processing, and transmitting data. In some implementations,
the computer systems 1024-102d can include computing
devices that operate using one or more operating systems (as
examples, Microsoft Windows, Apple macOS, Linux, Unix,
Google Android, and Apple i0S, among others) and one or
more architectures (as examples, x86, PowerPC, and ARM,
among others). In some implementations, one or more of the
computer system 102a-102d need not be located locally with
respect to the rest of the system 100, and one or more of the
computer systems 102a-102d can be located in one or more
remote physical locations.

[0049] Each the computer systems 102a-102d can include
a respective user interface that enables users interact with
the computer system 102a-1024 and the security system
150, such as to view data from one or more of the computer
systems 102a-102d or the security system 150, transmit data
from one computer system to another, or to issue commands
to one or more of the computer systems 102a-102d or the
security system 150. Commands can include, for example,
any user instruction to one or more of the computer system
102a-102d or the security system 150 to perform particular
operations or tasks. In some implementations, a user can
install a software application onto one or more of the
computer systems 102a-1024 to facilitate performance of
these tasks.

[0050] In FIG. 1, the computer systems 102a-102d are
illustrated as respective single components. However, in
practice, the computer systems 102a¢-102d can be imple-
mented on one or more computing devices (for example,
each computing device including at least one processor such
as a microprocessor or microcontroller). As an example, the
computer system 1024 can be a single computing device that
is connected to the network 104, and the security system 150
can be maintained and operated on the single computing
device. As another example, the computer system 1024 can
include multiple computing devices that are connected to the
network 104, and the security system 150 can be maintained
and operated on some or all of the computing devices. For
instance, the computer system 1024 can include several
computing devices, and the security system 150 can be
distributive on one or more of these computing devices.
[0051] The network 104 can be any communications net-
work through which data can be transferred and shared. For
example, the network 104 can be a local area network
(LAN) or a wide-area network (WAN), such as the Internet.
The network 104 can be implemented using various net-
working interfaces, for instance wireless networking inter-
faces (such as Wi-Fi, Bluetooth, or infrared) or wired
networking interfaces (such as Ethernet or serial connec-
tion). The network 104 also can include combinations of
more than one network, and can be implemented using one
or more networking interfaces.

[0052] During an example operation of the system 100,
users can interact with one or more of the computer systems
102a-102d (for example, using a respective graphical user
interface) to instruct the computer systems to receive data,
present the data, process the data, and transmit data to other
computer systems. Further, in some implementations, a user
can communicatively couple a data storage data to facilitate
the transfer of data from one computer system to another.
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[0053] As an example, as shown in FIG. 1, each of the
computer system 1024-102¢ can include a respective data
port 106a-106¢ for transmitting and receiving data. Each
data ports 106a-106¢ can include a physical connection
interface (for example, a receptacle or socket) configured to
interconnect with another corresponding physical connec-
tion interface (for example, a plug). The physical connection
interfaces can include respective electrical conductors (for
example, wires or traces) that are arranged such that they
mate with one another when the physical connection inter-
faces are interconnected, such that one or more electrical
signals can be transmitted between them. This mating
enables electrical signals to be transmitted between two
devices via the physical connection interfaces. For example,
a first device can include a receptacle, and a second device
can include a corresponding plug. When the plug is inserted
into the receptacle, the first device and second device can
transmit electrical signals to one another (for example,
electrical signals representing data) via their respective
electrical conductors and interconnection between the recep-
tacle and the plug.

[0054] For instance, as shown in FIG. 1, a number of data
storage devices 108a-108c¢ can be used to store data.
Examples of the data storage devices 108a-108¢ include
semiconductor memory devices (for example, “flash drives”
having electronic solid-state non-volatile computer memory
storage media for storing data), magnetic disk drives, mag-
neto-optical disk drive, and optical disk drive. Further, each
of the data storage devices 108a-108¢ can include a respec-
tive physical connection interface 110a-110¢ (for example,
a plug) that is configured to communicatively couple to one
or more of the physical connection interfaces of the data
ports 106a-106¢ (for example, one or more corresponding
receptacles). Further, in some implementations, the physical
connection interfaces 110a-110c¢ can be configured such that
they can be reversibly removed or detached from the data
ports 106a-106¢ after use. This enables as user to reversibly
decouple the data storage devices 108a-108¢ from the
computer systems 102a-102¢ after use, such that the data
storage devices can be transported elsewhere or connected to
another computer system.

[0055] In some implementations, the data ports 106a-106¢
and the physical connection interfaces 110a-110¢ can be
implemented according to a particular industry standard or
technical standard. For example, the data ports 106a-106¢
and the physical connection interfaces 110a-110¢ can be
implemented in accordance with a Universal Serial Bus
(USB) standard (for example, as defined by the USB Imple-
menters Forum, USB-IF), such as USB 1.0, USB 1.1, USB
2.0, USB 3.0, USB 3.1, USB 3.2, USB 4, or some other
standard. As further examples, the data ports 106a-106¢ and
the physical connection interfaces 110a-110c¢ can be imple-
mented in accordance with an external Serial AT Attachment
(eSATA) standard (for example, as defined by the Serial ATA
International Organization, SATA-IO, or International Com-
mittee for Information Technology Standards, INCITS), an
ExpressCard standard (for example, as defined by the ITU
Telecommunication Standardization Sector, ITU-T or USB-
IF), a FireWire standard (for example, as defined by the
Institute of Electrical and Electronics Engineers, IEEE), or
a Thunderbolt standard (for example, as defined by Intel
Corporation, Santa Clara, Calif.). Although example con-
nection interfaces and standards are described above, there
are merely illustrative examples. In practice, other connec-
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tion interfaces and standards also can be used, either instead
of or in addition to those described above.

[0056] FIG. 2 shows various aspects of the security system
150. The security system 150 includes several modules that
perform particular functions related to the operation of the
system 100. For example, the security system 150 can
include a database module 202, a communications module
204, and a processing module 206.

[0057] The database module 202 maintains information
related to monitoring and controlling the operation of the
computer systems 102a-102c¢.

[0058] The database module 202 can store device and user
data 208a regarding one or more of the computer systems
102a-102¢, one or more of the data storage devices 108a-
108c¢, and one or more respective users of those systems and
devices.

[0059] For example, the data 208a can include informa-
tion regarding each of the computer systems 102a-102¢. For
instance, the data 208a can include a record of one or more
users that are associated with each of the computer systems
102a-102c, a record of a geographical location of each of the
computer systems 102a-102¢, and record of a facility that is
associated with each of the computer systems 102a-102¢
(for example, a particular building, plant, complex, or base
to which the computer system is assigned or at which the
computer system is located). Further, the data 208a can
include a record of an identifier associated with each of the
computer systems 102a-102¢, such as a serial number, a
unique identifier (UID), an alphanumeric sequence, or some
other identifying information.

[0060] As another example, the data 208a can include
information regarding of each of the data storage devices
108a-108c¢. For instance, the data 208a can include a record
of one or more users that are associated with each of the data
storage devices 108a-108c. Further, the data 208a can
include a record of an identifier associated with each of the
data storage devices 108a-108c¢. Example identifiers include
a serial number, a unique identifier (UID), an alphanumeric
sequence, a Vendor Identification (VID) and Production
Identification (PID) (for example, as specified by USB-IF in
connection with a USB standard), or some other identifying
information. Further, the data 208a can include indication of
a type of each of the data storage devices 108a-108¢ (for
example, whether each of the data storage devices is a flash
drive or other semiconductor memory device, magnetic disk
drive, magneto-optical disk drive, optical disk drive, or
some other device. Further, the data 208a can include an
indication of a model name or number of the data storage
device, and an indication of the company that produced to
manufactured, produced, sourced, or sold the data storage
device. Further, the data 208a can include an indication
whether the data storage device 108a-108c¢ is expressly
authorized for use with the system 100 (for example,
whether the data storage device 108a-108¢ has been
“whitelisted” for use with the system 100).

[0061] As another example, the data 208a can include
information regarding the data that is stored each of the data
storage devices 1084-108¢. For instance, the data 208a can
include a record of some or all of the contents of each of the
data storage devices 108a-108c¢, and characteristics regard-
ing that data. The characteristics can include, as examples,
a data type of the data, a file type of the data, a data size of
the data, a creation date of the data, a revision or modifi-
cation date of the data, an author of the data, users who
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revised or modified the data, and a source of the data. As
further examples, the characteristics can include an intended
destination for the data (for example, a particular user,
computer system, or facility with which the data is intended
to be used) and an intended function of the data (for
example, a particular task or operation with which the data
is intended to be used). For instance, the data 208a can
include a record indicating that the data stored on a particu-
lar data storage device is included to be used to update
specific software package of a specific computer system in
a specific facility.

[0062] As further examples, the characteristics can include
a degree of confidentiality associated with the data, and a
predicted impact of misplacing the data or disseminating the
data to the public. As further examples, the characteristics
can include data sharing permissions, such as whether the
data is permitted to be transmitted to others, and if so, the
methods of transmission that are permitted to be used to
transmit that data (for example, e-mail, removable data
storage devices, or some other method). In some one or more
of the characteristics can be assigned to the data by a user
(for example, an administrative user overseeing the opera-
tion of the system, such as a system operator).

[0063] As further examples, the characteristics can include
information regarding the context in which the removable
data storage devices are used. For instance, the characteris-
tics can include the time of day and the date in which that
the removable data storage device was communicatively
coupled to a computer system. Further, the characteristics
can include an indication of the user has was signed onto the
computer system when the removable data storage device
was communicatively coupled to a computer system.
[0064] In some implementations, at least some of the data
208a can be collected by the computer systems 102a-102d
and transmitted to the security system 150 (for example, via
the network 104 and the communications module 204). For
example, each of the computer systems 102a-102d can
collect information regarding removable data storage
devices that are communicatively coupled to them, the data
that is stored on the removable data storage devices, and the
users that are associated with the removable storage devices.
Further, each of the computer systems 102a-102d can collect
information regarding the context in which the removable
data storage devices are used. The computer system 102a-
1024 can transmit at least some of the collected information
to the security system 150 for storage and further processing.
[0065] Further, the database module 202 can store training
data 2086 for training the security system 150 to determine
a security risk associated with removable storage devices.
As an example, the training data 2085 can include historical
information or regarding one or more computer systems,
data storage devices, users of the computer systems or data
storage devices, and data stored on the data storage devices.
Further, the training data 2085 can include historical infor-
mation regarding the context in which the removable data
storage devices were used. Further, the training data 2085
can include information indicating whether particular data
storage devices previously contained malicious software or
other data that can compromise the security of a computer
system.

[0066] As another example, the training data 2085 can
include synthetically generated information (for example,
simulated or hypothetical characteristics of systems,
devices, or users, rather than characteristics that are actually
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observed). As an example, the training data 2085 can include
synthetically generated information regarding one or more
computer systems, data storage devices, users of the com-
puter systems or data storage devices, the data stored on the
data storage devices, and the context in which the removable
data storage devices were used. Further, the training data
2085 can include synthetically generated information indi-
cating whether particular data storage devices previously
contained malicious software or other data that can com-
promise the security of a computer system.

[0067] In general, the training data 2085 can include types
of information that are similar to those of the device and user
data 208a described above. For example, the training data
2085 can include historical or synthetic information regard-
ing each of several computer systems, such as computer
systems that are a part of the system 100, computer systems
that were once part of the system 100, or other computer
systems (such as those that are or once were a part of another
system, or hypothetical computer systems with synthetically
generated properties). The training data 2085 can include,
for instance, a record of one or more users that are associated
with each of the computer systems, a record of a geographi-
cal location of each of the computer systems, and record of
a facility that is associated with each of the computer
systems. Further, the training data 2085 can include a record
of an identifier associated with each of the computer sys-
tems.

[0068] As another example, the training data 2085 can
include historical or synthetic information regarding of each
of several data storage devices, such as data storage devices
that are communicatively coupled to the computer systems
of the system 100, data storage devices that were once
communicatively coupled to the computer systems of the
system 100, or other data storage devices (such as those that
are or once were communicatively coupled to the computer
systems of the system 100, or hypothetical data storage
devices with synthetically generated properties). At least
some of the training data 2085 can be collected by the
computer systems 102a-102d and transmitted to the security
system 150 (for example, via the network 104 and the
communications module 204).

[0069] The training data 2085 can include, for instance, a
record of one or more users that are associated with each of
the data storage devices and a record of an identifier asso-
ciated with each of the data storage devices. Further, the
training data 2085 can include historical or synthetic infor-
mation regarding the data that is stored each of the data
storage devices. For instance, the training data 20856 can
include a record of some or all of the contents of each of the
data storage devices and characteristics regarding that data.
The characteristics can include, as examples, a data type of
the data, a file type of the data, a data size of the data, a
creation date of the data, a revision or modification date of
the data, an author of the data, users who revised or modified
the data, and a source of the data. As further examples, the
characteristics can include an intended destination for the
data and an intended function of the data. Further, the
training data 2085 can include historical or synthetic infor-
mation regarding the context in which the removable data
storage devices are used. For instance, the characteristics
can include the time of day and the date in which that the
removable data storage device was communicatively
coupled to a computer system. Further, the characteristics
can include an indication of the user has was signed onto the



US 2022/0114258 Al

computer system when the removable data storage device
was communicatively coupled to a computer system.

[0070] Further, the training data 2085 can include histori-
cal or synthetic information indicating a security risk asso-
ciated with each of the data storage devices or the data stored
on those data storage devices. For example, the training data
2086 can indicate, for each of the data storage devices,
whether the data storage device contains or once contained
malicious software or other data that can compromise the
security of a computer system.

[0071] The training data 2085 can be used by the security
system 150 to assess a security risk associated with remov-
able storage devices more accurately. For example, a secu-
rity system 150 can perform one or more machine learning
or artificial intelligence processes to identify patterns or
trends in input data that are indicative of a removable data
storage device containing malicious software or other data
that can compromise the security of a computer system, and
to identify security risks based on those patterns or trends.
At least a portion of the training data 2085 can be used as
input data in the machine learning or artificial intelligence
processes (for example, to provide “ground truth” examples
that can aid in the identification of patterns or trends).
Accordingly, the security system 150 can be trained to
identify new security risks based on previously identified
security risks or synthetically generated security risks. In
some implementations, the security system 150 can be
iteratively trained and re-trained with successive sets of
training data 2085 (for example, additional sets of training
data 2085 that are collected over time) to progressively
improve its accuracy in identifying security risks. In some
implementations, this training process can be performed
automatically by the security system 150 without manual
user input. Example machine learning or artificial intelli-
gence process are described in further detail below.

[0072] As another example, the database module 202 can
store control rules 208¢ that specify how the security system
150 controls the operation of one or more computer systems
(for example, the computer systems 102a-102¢) based on
the device and user data 208a and the training data 2085. For
example, the control rules 208¢ can specify that if one or
more particular criteria are satisfied, the security system 150
can authorize a particular computer system to retrieve data
from a particular removable storage device. As another
example, the control rules 208¢ can specify that if one or
more other criteria are satisfied, the security system 150 can
prevent a particular computer system from retrieving data
from a particular removable storage device.

[0073] In some implementations, retrieving data from a
particular removable storage device can include opening a
particular file stored on the removable storage device. For
example, the control rules 208c can specify criteria for
authorizing a computer system to open a particular file
stored on a removable storage device, and criteria for
preventing the computer system from opening the file.

[0074] In some implementations, retrieving data from a
particular removable storage device can include executing a
particular executable file stored on the removable storage
device. For example, the control rules 208¢ can specify
criteria for authorizing a computer system to execute a
particular executable file stored on a removable storage
device, and criteria for preventing the computer system from
executing the executable file.
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[0075] In some implementations, the control rules 208¢
can be expressed, at least in part, using one or more security
metrics generated by the security system 150. For example,
one or more security metrics can be generated by the
security system 150 based, at least in part, on the device and
user data 208a and the training data 2085. The value of a
security metric can represent a security risk associated with
a removable data storage device or relative security risk
associated with a removable data storage device (for
instance, compared to that of other removable data storage
devices). For example, the value of the security metric can
represent a likelihood or probability that a particular remov-
able data storage device contains malicious software or other
data that can compromise the security of a computer system.
In some implementations, the control rules 208¢ can specify
that that if the security metric for a particular removable data
storage device is sufficiently high (for example, exceeds a
threshold value), the security system 150 should prevent a
computer system from retrieving data from that removable
storage device. Further, the control rules 208¢ can specify
that that if the security metric for a particular removable data
storage device is sufficiently low (for example, is less than
or equal to the threshold value), the security system 150
should authorize the computer system to retrieve data from
that removable storage device. Example techniques for
calculating security metrics are described in further detail
below.

[0076] As another example, the database module 202 can
store notification rules 2084 that specify circumstances in
which the security system 150 will transmit notifications to
one or more users or entities. As an example, the notification
rules 208d can specify that notifications be transmitted to in
response to certain trigger events or combination of trigger
events. Further the notification rules 2084 can specify that
those notifications be transmitted to certain users or entities
using certain communications techniques.

[0077] As an example, the notification rules 208d can
specify that that if the security metric for a particular
removable data storage device is sufficiently high, the secu-
rity system 150 should prevent a computer system from
retrieving data from that removable storage device and
notify one more users or entities regarding the action. In
some implementations, the control rules 208¢ can specify
that that if the security metric for a particular removable data
storage device is sufficiently low (for example, is less than
or equal to the threshold value), the security system 150
should authorize the computer system to retrieve data from
that removable storage device and notify one or more users
or entities regarding the action. The one or more users or
entities can include, for example, a user of the computer
system to which the removable storage device was coupled,
an administrative user overseeing the operation of the sys-
tem (for example, a system operator), a user responsible for
providing technique support with respect to the system, or
some other user.

[0078] The communications module 204 allows for the
transmission of data to and from the security system 150.
For example, the communications module 204 can be com-
municatively connected to the network 104, such that it can
transmit data to and receive data from each of the computer
systems 102a¢-102d. Information received from the com-
puter system 102a-102d4 can be processed (for example,
using the processing module 206) and stored (for example,
using the database module 202).



US 2022/0114258 Al

[0079] Further, information from the security system 150
(for example, information stored on the database module
202, or commands or instructions generated by the security
system 150) can be transmitted to the other components of
the system 100 through the communications module 204.
For example, the communications module 204 can transmit
commands or instructions to each of the computer systems
102a-102c¢ that specify whether each of the computer sys-
tems 102a-102¢ is authorized to retrieve data from a par-
ticular removable storage device, or to prevent each of the
computer systems 102a-102¢ from retrieving data from a
particular removable storage device.

[0080] Further, notifications can be transmitted to the
communication devices of one or more users or entities
through the communications module 204. In some imple-
mentations, the notification can include one or more of an
e-mail, a text message, a chat message, in instant message,
a telephone call, a fax message, a video call, a pop-up
notification (for example, presented on a graphical user
interface), or some combination thereof. In some implemen-
tations, notifications can be transmitted to one or more of the
computer systems 102¢-1024. In some implementations,
notifications can be transmitted to one or more other devices
(for example, a telephone, fax machine, mobile computing
device, wearable computing device, or some other device.
[0081] The processing module 206 processes data stored
or otherwise accessible to the security system 150. For
instance, the processing module 206 can determine, given
particular device and user data 208a, training data 2085, and
control rules 208¢, a particular command or set of com-
mands for controlling the operation of one or more of the
components of the system 100. The commands can be
provided to the other components of the system 100 using
the communications module 204 and stored for later
retrieval via the database module 202. As an example, a
command can specify that a particular computer systems
102a-102c¢ is authorized to retrieve data from a particular
removable storage device. As another example, a command
can specify that a particular computer systems 102a-102c¢ is
prevented from retrieving data from a particular removable
storage device.

[0082] Further, the processing module 206 can determine
can determine, given particular device and user data 208a,
training data 2085, control rules 208¢, and notification rules
2084, a notification or set of notifications to be transmitted
to the communications devices of one or more users or
entities. The commands can be provided to the other com-
ponents of the system 100 using the communications mod-
ule 204 and stored for later retrieval via the database module
202.

[0083] Further, the processing module 206 can generate or
modify one or more of the control rules 208¢ based the
training data 20854. For example, as described above, the
processing module 206 can perform one or more machine
learning or artificial intelligence processes to identify pat-
terns or trends in input data that are indicative of a remov-
able data storage device containing malicious software or
other data that can compromise the security of a computer
system, and to identify security risks based on those patterns
or trends. The identified patterns or trends can be used to
generate or modify one or more of the control rules 208¢ (for
example, to distinguish between different types of security
risks or different degrees of security risk). Further, as
described above, at least a portion of the training data 2085
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can be used as input data in the machine learning or artificial
intelligence processes. Further, as described above, the
processing module 206 can perform the training processes
iteratively using successive sets of training data 2085 to
progressively improve its accuracy in identifying security
risks. In some implementations, this training process can be
performed automatically by the processing module 206
without manual user input.

[0084] As described above, the security system 150 can
generate and transmit commands that control the operation
one or more of the computer systems 102a-1024, such as to
selectively authorize one or more of the computer systems to
retrieve data from particular removable storage devices or
prevent one or more of the computer systems from doing so.
In some implementations, these commands can be provided
to a software layer of a computer system 1024-102d to
facilitate the execution of these commands.

[0085] As an example, FIG. 3 shows a simplified software
layer 300 for controlling an exchange of data between a
removable storage device (for example, one or more of the
removable data storage devices 108a-108¢) and a computer
system (for example, one or more of the computer systems
102a-102¢). In some implementations, the software layer
300 can be implemented, at least in part, using one or more
of the computer systems 102a-102¢).

[0086] As shown in FIG. 3, the software layer includes a
host controller 302, kernel mode system software 304, and
user mode client software 306. The host controller 302 is a
software interface is enables the software layer 300 to
communicate with a hardware hub 308, to which a data port
106a-106¢ is communicatively coupled. As an example, the
hub 308 can provide physical and electrical interconnections
that communicatively couple the data port 106a-106¢ to the
other components of a computer system 102a-102¢. The
host controller 302 can include software or firmware (for
example, driver software) that enables the software layer
300 to interpret the electrical signals received by the hub 308
from the data port 106a-106¢, and convert the electrical
signals into digital data.

[0087] The host controller 302 can transmit the digital data
to the kernel mode system software 304 for further process-
ing. The kernel mode system software 304 includes one or
more computer programs that act as the “core” of the
computer system’s operating system, and has complete
control (or substantially complete control) over each of the
components of the computer system. For example, the
kernel mode system software 304 can facilitate interactions
between hardware and software components, and can per-
form tasks such as running processes, managing hardware
devices such as the hard disk, and handling interrupts. In
some implemented, the kernel mode system software 304
can be stored or executed using privileged memory of the
computer system, sometimes referred to as “kernel space.”

[0088] Further, the kernel mode system software 304 can
provide at least some of the digital data to the user mode
client software 306 for further progressing. In some imple-
mentations, the user mode client software 306 can be
referred to as “user space.” The user mode client software
306 includes application software that can be executed by a
user. Example application software include word processors,
spreadsheets, web browsers, email clients, media players,
file viewers, simulators, games, and photo editors. In some
implemented, the kernel mode system software 304 can be
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stored or executed using non-privileged memory of the
computer system, sometimes referred to as “user space.”
[0089] The security system 150 can transmit commands to
one of the host controller 302, the kernel mode system
software 304, or the user mode client software 306 to control
the transmission of data between a removable storage device
108a-108¢ and a computer system 102a-102¢. For example,
the security system 150 can transmit commands to the host
controller 302 to selectively enable the software layer 300 to
retrieve information from the hub 308 and the data port
106a-106c¢. As another example, the security system 150 can
transmit commands to the host controller 302 to selectively
prevent the software layer 300 from retrieving information
from the hub 308 and the data port 106a-106c¢, or to discard
some or all of the information received from the hub 308 and
the data port 106a-106c¢.

[0090] As another example, the security system 150 can
transmit commands to the kernel mode system software 304
to enable the kernel mode system software 304 to receive
data from the host controller 302 and further process the
received data (for example, by providing it to the user mode
client software 306). As another example, the security
system 150 can transmit commands to the kernel mode
system software 304 to prevent the kernel mode system
software 304 from receiving some or all of the data from the
host controller 302, or to discard some or all of the data
received from the host controller 302.

[0091] As another example, the security system 150 can
transmit commands to the user mode client software 306 to
enable the user mode client software 306 to receive data
from the kernel mode system software 304 and further
process the received data. As another example, the security
system 150 can transmit commands to the user mode client
software 306 to prevent the user mode client software 306
from receiving some or all of the data from the kernel mode
system software 304, or to discard some or all of the data
received from the kernel mode system software 304. As
another example, the security system 150 can transmit
commands to the user mode client software 306 to prevent
some or all of the data received from the kernel mode system
software 304 from being transmitted to other user mode
client software (for example, other applications).

[0092] As described above, the security system 150 can
control the operation of one or more computer systems (for
example, the computer systems 102a-102¢). For example, in
accordance with one more of the control rules 208¢c, the
security system 150 can selectively authorize a particular
computer system to retrieve data from a particular remov-
able storage device (for example, the removable storage
devices 108a-108¢), or selectively prevent a particular com-
puter system from retrieving data from a particular remov-
able storage device.

[0093] In some implementations, the security system 150
can control a transmission of data between computer sys-
tems and removable storage devices based, at least in part,
on an association between each of the removable storage
devices and a respective user, and a geographical location
associated with an attempted use of each of the removable
storage devices.

[0094] For example, the security system 150 can store
records that indicate that a particular user is associated with
one or more removable storage devices. For instance, when
a user obtains a removable storage device, that storage
device can be registered or “linked” to that user for use on
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the system 100. Records regarding the association between
the user and each of his removable storage devices can be
stored, for example, using the database module 202 shown
and described with respect to FIG. 2.

[0095] When a user attempts to use a first removable
storage device with a first computer system (for example, by
communicatively coupling the first removable storage
device to the first computer system), the security system 150
can identify, based on the records stored in the database
module 202, the user that is associated with the first remov-
able storage device. Further, the security system 150 can
determine, based on the records stored in the database
module 202, whether the identified user is associated with
any other removable storage devices. Further, if the identi-
fied user is associated with other removable storage devices,
the security system 150 can determine whether any of those
other removable storage devices are currently in use, and if
so, the geographical location associated with that user. For
instance, the security system 150 can determine whether any
of those other removable storage devices are currently
communicatively coupled to a respective computer system,
and if so, a geographical location of that computer system.
[0096] The security system 150 can control a transmission
of data between the first computer system and the first
removable based this information. For example, if the first
user is not associated with any other removable storage
devices, the security system 150 can enable a transmission
of data between the first computer system and the first
removable.

[0097] However, if the first user is associated with other
removal storage devices, the security system 150 can pre-
vent a transmission of data between the first computer
system and the first removable if (i) another removable
storage device is being concurrently used with use of the first
removable storage device, and (ii) the geographical location
associated with the use of the other removable storage
device is sufficiently distant from the graphical location
associated with the attempted use of the first removable
storage device (for example, greater than a threshold dis-
tance). This can be beneficial, for example, a single user is
unlikely to be using two different removable data storage
devices concurrently at two locations that are remote from
one another.

[0098] Further, the security system 150 can transmit one
or more notifications regarding a use or an attempted use of
a removable storage device. For example, if the security
system 150 selectively prevents data from being retrieved
from a particular removable storage device by a particular
system, the security system 150 can generate a notification
to a user (for example, an administrative user overseeing the
operation of the system, a user responsible for providing
technique support with respect to the system, or some other
user). Further, the security system 150 can store a record of
the event in the database module 202 for later retrieval and
review. As another example, if the security system 150
selectively enables data to be retrieved from a particular
removable storage device by a particular system, the security
system 150 can generate a notification to a user (for
example, an administrative user overseeing the operation of
the system, a user responsible for providing technique
support with respect to the system, or some other user), such
that the user is apprised of the situation. Further, the security
system 150 can store a record of the event in the database
module 202 for later retrieval and review.
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[0099] As an illustrative example, a User A can be asso-
ciated with a USB Drive 1, a USB Drive 2, and a USB Drive
3. When the User A inserts the USB Drive 1 into a Computer
System X, the security system 150 determines the User A is
associated with the USB Drive 1, and as well as with the
USB Drives 2 and 3. Further, the security system 150
determines whether none of the USB Drives 2 and 3 are
inserted into any other computer systems concurrently with
the USB Drive 1 being inserted into the Computer System
X. In response, the security system 150 can authorize the
Computer System X to retrieve data from the USB Drive 1.
Further, the security system 150 can transmit a notification
to a user (for example, an administrative user overseeing the
operation of the system), and store a record of the use of the
USB Drive 1 in the database module 202.

[0100] As another illustrative example, a User A can be
associated with a USB Drive 1, a USB Drive 2, and a USB
Drive 3. When the User A inserts the USB Drive 1 into a
Computer System X, the security system 150 determines the
User A is associated with the USB Drive 1, and as well as
with the USB Drives 2 and 3. Further, the security system
150 determines that the USB Drives 2 is inserted into a
Computer System Y concurrently with the USB Drive 1
being inserted into the Computer System X. Further, the
security system 150 determines that the distance between the
Computer System X and the Computer System Y is greater
than a threshold distance. In response, the security system
150 can prevent the Computer System X from retrieving
data from the USB Drive 1. In some implementations, the
security system 150 can also prevent the Computer System
Y from retrieving data from the USB Drive 2. Further, the
security system 150 can transmit a notification to a user (for
example, an administrative user overseeing the operation of
the system), and store a record of the attempted use of the
USB Drive 1 in the database module 202.

[0101] As another illustrative example, a User A can be
associated with a USB Drive 1, a USB Drive 2, and a USB
Drive 3. When the User A inserts the USB Drive 1 into a
Computer System X, the security system 150 determines the
User A is associated with the USB Drive 1, and as well as
with the USB Drives 2 and 3. Further, the security system
150 determines that the USB Drives 2 is inserted into a
Computer System Y concurrently with the USB Drive 1
being inserted into the Computer System X. Further, the
security system 150 determines that the distance between the
Computer System X and the Computer System Y is less than
a threshold distance. In response, the security system 150
can authorize the Computer System X to retrieve data from
the USB Drive 1, and authorize the Computer System 7 to
retrieve data form the USB Drive 2. Further, the security
system 150 can transmit a notification to a user (for example,
an administrative user overseeing the operation of the sys-
tem), and store a record of the use of the USB Drive 1 in the
database module 202.

[0102] In practice, the threshold distance can vary,
depending on the implementation. As examples, the thresh-
old distance can be 10 feet, 100 feet, 1000 feet, 0.1 miles, 1
miles, 10 miles, or any other distance. In some implemen-
tations, the threshold distance can be manually specified by
a user, such as an administrative user overseeing the opera-
tion of the system, a user responsible for providing tech-
nique support with respect to the system, or some other user.
[0103] As described above, in some implementations, a
security system 150 can perform one or more machine
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learning or artificial intelligence processes to identify pat-
terns or trends in input data that are indicative of a remov-
able data storage device containing malicious software or
other data that can compromise the security of a computer
system, and to identify security risks based on those patterns
or trends. For example, at least a portion of the training data
2085 can be used as input data in the machine learning or
artificial intelligence processes. Accordingly, the security
system 150 can be trained to identify new security risks
based on previously identified security risks or synthetically
generated security risks.

[0104] In some implementations, a machine learning or
particular intelligence process can be performed using one
or more neural networks. A simplified example of a neural
network 400 is shown in FIG. 4.

[0105] The neural network 400 includes several nodes 402
(often called “neurons™) interconnected with another by
interconnections 404. Further, the nodes 402 are arranged
according to multiple layers, including an input layer 406a,
a hidden layer 4065, and an output layer 406¢. The arrange-
ment of the nodes 402 and the interconnections 404 between
them represent a mathematical transformation of input data
(for example, as received by the nodes of the input layer
406aq) into corresponding output data (for example, as output
by the nodes of the output layer 406¢). In some implemen-
tations, the input data can represent one or more data points
obtained by the security system 150, and the output data can
represent one or more corresponding outcomes or decisions
generated by the security system 150 based on the input
data.

[0106] The nodes 402 of the input layer 4064 receive input
values and output the received input values to respective
nodes of the next layer of the network 400. In this example,
the network 400 includes several inputs i, 1,, 15, and i,, each
of which receives a respective input value and outputs the
received value to one or more of the nodes ., 1, and [ 5
(for example, as indicated by the interconnections 404).

[0107] In some implementations, at least some of the
information stored by the database module (for example, the
data 208a) can be used as inputs for the nodes of the input
layer 406a. For example, at least some of the information
stored by the database module can be expressed numerically
(for example, assigned a numerical score or value), and
input into the nodes of the input layer 406a.

[0108] The nodes of the hidden layer 4065 receive input
values (for example, from the nodes of the input layer 406a
or nodes of other hidden layers), applies particular transfor-
mations to the received values, and outputs the transformed
values to respective nodes of the next layer of the network
400 (for example, as indicated by the interconnections 404).
In this example, the network 400 includes several nodes . ;,
Lo, and L 5, each of which receives respective input values
from the nodes i,, i,, i3, and i,, applies a respective trans-
formation to the received values, and outputs the trans-
formed values to one or more of the nodes y, and y,.

[0109] In some implementations, nodes of the hidden
layer 4065 can receive one or more input values, and
transform the one or more received values according to a
mathematical transfer function. As an example, the values
that are received by a node can be used as input values in
particular transfer function, and the value that is output by
the transfer function can be used as the output of the node.
In some implementations, a transfer function can be a
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non-linear function. In some implementations, a transfer
function can be a linear function.

[0110] In some implementations, a transfer function can
weight certain inputs differently than others, such that cer-
tain inputs have a greater influence on the output of the node
than others. For example, in some implementations, a trans-
fer function can weight each of the inputs by multiplying
each of the inputs by a respective coefficient. Further, in
some implementations, a transfer function can apply a bias
to its output. For example, in some implementations, a
transfer function can bias its output by a particular offset
value.

[0111] For instance, a transfer function of a particular node
can be represented as:

n
Y= Z (weight; « input;) + bias,
i=1

where weight, is the weight that is applied to an input input,,
bias is a bias or offset value is that is applied to the sum of
the weighted inputs, and Y is the output of the node.

[0112] The nodes of the output layer 406¢ receive input
values (for example from the nodes of the hidden layer
4065) and output the received values. In some implemen-
tations, nodes of the output layer 406¢ can also receive one
or more input values, and transform the one or more
received values according to a mathematical transfer func-
tion (for example, in a similar manner as the nodes of the
hidden layer 4065). As an example, the values that are
received by a node can be used as input values in particular
transfer function, and the value that is output by the transfer
function can be used as the output of the node. In some
implementations, a transfer function can be a non-linear
function. In some implementations, a transfer function can
be a linear function.

[0113] In this example, the network 400 includes two
output nodes y, and y,, each of which receives respective
input values from the nodes p.,, 1, and p,, applies a
respective transformation to the received values, and outputs
the transformed values as outputs of the network 400.

[0114] Although FIG. 4 shows example nodes and
example interconnections between them, this is merely an
illustrative example. In practice, a network can include any
number of nodes that are interconnected according to any
arrangement. Further, although FIG. 4 shows networking
400 having a single hidden layer 4065, in practice, a network
can include any number of hidden layers (for example, one,
two, three, four, or more), or none at all.

[0115] In some implementations, the neural network can
be training based on training data, such as the training data
stored in the database module 202. An example process 500
for training a neural network is shown in FIG. 5.

[0116] According to the process 500, the security system
150 receives training data (block 502). For example, as
described above, the training data 2085 can include histori-
cal or synthetic information or regarding one or more
computer systems, data storage devices, users of the com-
puter systems or data storage devices, and data stored on the
data storage devices. Further, the training data 2086 can
include historical or synthetic information regarding the
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context in which the removable data storage devices were
used. This information can be used as input data for training
a neural network.

[0117] Further, the training data 2085 can include histori-
cal or synthetic information indicating whether particular
data storage devices previously contained malicious soft-
ware or other data that can compromise the security of a
computer system. This information can be used as the
corresponding “ground truth” (for example, known out-
comes given certain combinations of input data, or desired
decisions by the security system 150 given certain combi-
nations of input data).

[0118] The security system 150 trains the neural network
based on the training data (block 504). For example, based
on this training data 208b, the security system 150 can
iteratively modify the arrangement of the nodes, the inter-
connections between the neural networks, and the transfer
functions of each of the nodes (for example, the weights, the
biases, or other aspects of the transfer function) to increase
the predictive value of the neural network. For example, the
security system 150 can iteratively perform these modifica-
tions, such that when the inputs of the training data 2085 are
provided to the neural network, output of the neural network
better matches the “ground truth” of the training data 20854.
[0119] After training the neural network, the security
system 150 applies test data (also referred to as “validation
data”) to the trained neural network (block 506). As an
example, the security system 150 can reserve a portion of the
training data 2085 as test data, such that it is not used for
training the neural network in block 504. After the neural
network has been trained in block 504, the security system
150 can apply the test data as inputs to the trained neural
network, and determine how well the neural network pre-
dicts the security risk based on the test data.

[0120] The security system 150 can calculate an error
between (i) the security risk determined by the neural
network based on the test data), and (i) the known security
risk specified by the test data (block 508).

[0121] Ifthe error is sufficiently high (for example, greater
than a threshold error value), the security system 150 can
re-train the neural network (for example, by modifying the
arrangement of the nodes, the interconnections between the
nodes, and the transfer functions of one of more of the
nodes) (block 504). In some implementations, the security
system 150 can re-train the network by obtaining additional
training data, and using the additional training data to
re-train the neural network.

[0122] If the error is sufficiently low (for example, less
than or equal to the threshold error value), the security
system 150 can apply newly acquired sample data to the
trained neural network (block 510). The newly acquired
sample data can include, for example, information obtained
during an operation of the system 100, such as when the
removable storage devices 108a-108¢ are communicatively
coupled to one more of the computer system 102a-102c.
[0123] Accordingly, the security system 150 can be
trained to identify new security risks based on previously
identified security risks or synthetically generated security
risks.

[0124] As described above, in some implementations, the
security system 150 can be iteratively trained and re-trained
with successive sets of training data 2085 (for example,
additional sets of training data 2085 that are collected over
time) to progressively improve its accuracy in identifying
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security risks. In some implementations, this training pro-
cess can be performed automatically by the security system
150 without manual user input.

[0125] In some implementations, the output of a neural
network can be a security metric, the value for which
represents a security risk associated with a removable data
storage device or relative security risk associated with a
removable data storage device (for instance, compared to
that of other removable data storage devices). For example,
the value of the security metric can represent a likelihood or
probability that a particular removable data storage device
contains malicious software or other data that can compro-
mise the security of a computer system. In some implemen-
tations, if the security metric for a particular removable data
storage device is sufficiently high (for example, exceeds a
threshold value), the security system 150 can prevent a
computer system from retrieving data from that removable
storage device. Further, if the security metric for a particular
removable data storage device is sufficiently low (for
example, is less than or equal to the threshold value), the
security system 150 can authorize the computer system to
retrieve data from that removable storage device.

[0126] In some implementations, multiple threshold val-
ues for value range can be used. This can be helpful, for
example, in enabling the neural network to select from three
or more different outcomes or decisions. For example, if the
value of the security metric is less than or equal to a first
threshold value (for example, within a “low” range), this
may indicate a “low” security risk. In response, the security
system 150 can perform a first action (for example, authorize
the computer system to retrieve data from that removable
storage device. As another example, if the value of the
security metric is greater than the first threshold value and
less than or equal to a second threshold value (for example,
within a “medium” range), this may indicate a “medium”
security risk. In response, the security system 150 can
perform a second action (for example, notify an adminis-
trative user regarding the attempted use of the removable
storage device, and selectively authorize the computer sys-
tem to retrieve data from that removable storage device
depending on instructions from the administrative user). As
another example, if the value of the security metric is greater
than the second threshold value (for example, within a
“high” range), this may indicate a “high” security risk. In
response, the security system 150 can perform a third action
(for example, automatically prevent a computer system from
retrieving data from that removable storage device, and
notify an administrative user regarding the attempted use of
the removable storage device). In some implementations, a
security metric can be normalized or constrained to a range
of 0 to 1. Further, the first threshold value can be 0.15 and
the second threshold value can be 0.35 (corresponding to
first range of 0 to 0.15, a second range of 0.16 to 0.35, and
a third range of 0.36 to 1).

[0127] Although two threshold values (and corresponding,
three value ranges) are described above, this is merely an
illustrative example. In practice, the threshold values and
value ranges can different, depending on the implementa-
tion. Further, a security system 150 can operate according to
any number of threshold values or value ranges, and can
perform any particular action based on a security metric’s
value relative to the threshold values or value ranges.
[0128] The value of the security metric can be determined
based one or more of the characteristics described in this
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disclosure. For example, when a particular user attempts to
use a particular removable storage device with a particular
computer system, some or all of the data 2084 regarding the
removable storage device, the computer system, and the user
can be used as respective inputs in a neural network. Further,
the output of the neuron network can represent a security
risk associated with the removable storage device. Based on
the output, the security system 150 can selectively authorize
the computer system to retrieve data from the removable
storage device, or prevent the computer system from retrieve
data from the removable storage device based on the output.

[0129] As an illustrative example, a neural network can
include at least two inputs.

[0130] A first input can represent whether a particular
removable storage device has been expressly authorized for
use with the system 100 (for example, whether a removable
data storage device has been “whitelisted” for use with the
system 100). In some implementations, this authorization
can be specified, at least in part, by a user (for example, an
administrative user overseeing the operation of the system,
such as a system operator).

[0131] As anexample, the first input can be assigned a first
value (for example, 0) if the removable storage device has
been expressly authorized for use with the system 100. As
another example, the first input can be assigned a second
value (for example, 1) if the removable storage device has
not been expressly authorized for use with the system 100.
Although example values are provided, these are merely
illustrative examples. In practice, different values can be
used, depending on the implementation.

[0132] A second input can represent whether the data
stored on the removable storage device is intended to be
used with a computer system associated with a particular
facility (for example, a particular building, plant, complex,
or base). In some implementations, the association between
the data stored on a removable storage device and a par-
ticular facility can be specified, at least in part, by a user (for
example, an administrative user overseeing the operation of
the system, such as a system operator).

[0133] For example, a user may attempt to use a particular
removable storage device with a computer system that is
located in a first facility. If the data stored in removable
storage device is intended to be used with computer systems
of the first facility, the second input can be assigned a first
value (for example, 0). If the removable storage device is
intended to be used with computer systems of a different
facility, the second input can be assigned a second value (for
example, 0). Although example values are provided, these
are merely illustrative examples. In practice, different values
can be used, depending on the implementation.

[0134] Further, in some implementations, the first and the
second inputs can be combined as a single input. For
example, a user may attempt to use a particular removable
storage device with a computer system that is located in a
first facility. If (i) the removable storage device has been
expressly authorized for use with the system 100, and (ii) the
data stored in the removable storage device is intended to be
used with computer systems of the first facility, the com-
bined input can be assigned a first value (for example, 0).

[0135] Further, (i) the removable storage device has been
expressly authorized for use with the system 100, and (ii) the
data stored in the removable storage device is intended to be
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used with computer systems of a different facility, the
combined input can be assigned a second value (for
example, 0.5).

[0136] Further, (i) the removable storage device has not
expressly authorized for use with the system 100, the
combined input can be assigned a third value (for example,
0), regardless of whether the data stored in the removable
storage device is intended to be used with computer systems
of the first facility.

[0137] This can be summarized according to the table
below:

Removable storage device
approved for use with the

Data on removable storage
device intended to be used

system? with the facility? Input Value
Yes Yes 0

Yes No 0.5

No N/A 1
[0138] Further, a neural network can include other inputs,

either instead of or in addition to the two inputs described
above.

[0139] As an example, a neural network can include
another input corresponding to behaviors or actions that are
performed with respective a particular portion of data (for
example, a data file), and whether those behaviors or actions
violates any rules. If the behaviors or actions violate any
rules, this may be indicative of a malicious activity. As an
example, a set of rules can include N rules, the violation of
which may be indicative of a malicious activity. If the
behaviors or actions violate X of these rules, the input value
for the neural network can be X/N.

[0140] As an example, a rule can specify that a particular
type of data file should not be stored a particular type of
media storage device (for example, an executable file on a
removable storage devices). Accordingly, if an executable
file is stored on a removable storage device, an input value
corresponding to that data file can be increased. As another
example, a rule can specify that a specific type of data file
should be not manipulated. Accordingly, if a data file of that
type has been manipulated, an input value corresponding to
that data file can be increased. Other rules can also be
included, either in addition to those described above. Fur-
ther, in some implementations, a neural network can auto-
matically determine one or more rules (for example, by
automatically identifying behaviors or actions that correlate
with or otherwise be indicative of malicious activities).
[0141] In some implementations, the violation of each of
the rule can be associated with a respective weight in
determining an input value. For example, if the violation of
a particular rule is more likely to be indicative of a malicious
activity, the violation of that rule may have a greater impact
on the input value. As another example, if the violation of a
particular rule is less likely to be indicative of a malicious
activity, the violation of that rule may have a lesser impact
on the input value. In some implementations, a neural
network can automatically determine one or more weights
(for example, by automatically determining a degree to
which a particular behavior or action is indicative of a
malicious activity).

[0142] In some implementations, an input can be deter-
mined by monitoring the operation one or more of the
computer systems (for example, the computer system 102a-
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102¢), and determining whether behaviors of the users of the
computer systems or actions performed by the users of the
computer systems are indicative of malicious activity (for
example, as described herein). In some implementations, the
security system 150 can maintain a record of each of the
users’ activities, generate inputs for each of the users based
on the records, and provide the inputs to a neural network for
analysis.

[0143] In the example shown in FIG. 1, the security
platform 150 is implemented on a single computer system
102d. However, this need not always be the case. For
example, referring to FIG. 6, the security platform 150 can
be implemented on one of the computer systems 102a-102¢
individually, or on two more of the computer system 102a-
1024 in combination.

Example Processes

[0144] An example process 700 for protecting a computer
system against malicious software stored on removable data
storage devices is shown in FIG. 7A. In some implementa-
tions, the process 700 can be performed by the power
management systems described in this disclosure (for
example, the security system 150 shown and described with
respect to FIGS. 1, 2, and 6) using one or more processors
for example, using the processor or processors 810 shown in
FIG. 8).

[0145] In the process 700, one or more processors deter-
mine that a first data storage device has been communica-
tively coupled to a first computer system (block 702). In
some implementations, the first data storage device can be a
first universal serial bus (USB) data storage device. In some
implementations, determining that the first data storage
device has been communicatively coupled to the first com-
puter system can include determining that the first data
storage data has been inserted into a physical data port of the
first computer system.

[0146] The one or more processors determine that the first
computer system is associated with a first geographical
location (block 704).

[0147] The one or more processors determine that the first
data storage device is associated with a first user (block
706).

[0148] The one or more processors determine that the first

user is associated with one or more additional data storage
devices (block 708). In some implementations, the one or
more additional data storage devices can be one or more
second USB data storage devices.

[0149] The one or more processors determine usage data
regarding the one or more additional data storage devices
(block 710).

[0150] In some implementations, the one or more addi-
tional data storage devices can include a second data storage
device. Further, the usage data can include an indication that
the second data storage device is communicatively coupled
to a second computer system. Further, the usage data can
include an indication of a second geographical location
associated with the second computer system.

[0151] The one or more processors control a transmission
of data between the first data storage device and first
computer system based on the first geographical location
and the usage data (block 712).

[0152] In some implementations, the transmission of data
between the first data storage device and first computer
system can be controlled by performing one or more opera-



US 2022/0114258 Al

tions. For example, a deamination can made that the second
data storage device is communicatively coupled to the
second computer system concurrently with the first data
storage device being communicatively coupled to the first
computer system. Further, a determination can be made that
the first geographical location is within a threshold distance
from the second geographical location. In response to these
determinations, the first computer system can be enabled or
authorized to receive data from the first data storage device.
[0153] As another example, a determination can be made
that the second data storage device is not communicatively
coupled to the second computer system concurrently with
the first data storage device being communicatively coupled
to the first computer system. In response to this determina-
tion, the first computer system can be enabled or authorized
to receive data from the first data storage device.

[0154] As another example, a determination can be made
that the second data storage device is communicatively
coupled to the second computer system concurrently with
the first data storage device being communicatively coupled
to the first computer system. Further, a determination can be
made that the first geographical location is greater than a
threshold distance from the second geographical location. In
response to these determinations, a retrieval of data from the
first data storage device by the first computer system can be
limited or restricted. In some implementations, limiting the
retrieval of data from the first data storage device by the first
computer system can include preventing the first computer
system from retrieving data from the first data storage
device.

[0155] In some implementations, the one or more proces-
sors can be remote from the first computer system. In some
implementations, the first computer system can include the
one Or more processors.

[0156] Another example process 750 for protecting a
computer system against malicious software stored on
removable data storage devices is shown in FIG. 7B. In
some implementations, the process 750 can be performed by
the power management systems described in this disclosure
(for example, the security system 150 shown and described
with respect to FIGS. 1, 2, and 6) using one or more
processors for example, using the processor or processors
810 shown in FIG. 8).

[0157] In the process 750, one or more processors deter-
mine that a first data storage device has been communica-
tively coupled to a first computer system located at a first
facility (block 752). In some implementations, the first data
storage device can be a first universal serial bus (USB) data
storage device. In some implantations, determining that the
first data storage device has been communicatively coupled
to the first computer system can include determining that the
first data storage data has been inserted into a physical data
port of the first computer system.

[0158] The one or more processors determine a plurality
of characteristics of the first data storage device (block 754).
The characteristics of the first data storage device include an
indication of whether the first data storage device is
approved for use with the first computer system. The char-
acteristics of the first data storage device also include an
indication that data stored on the first data storage device is
associated with a particular facility.

[0159] The one or more processors calculate a security
metric for the first data storage device based on the charac-
teristics of the first data storage device (block 756).
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[0160] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining a weighted sum of a plurality of scores. Each of the
scores can be associated with a different one of the charac-
teristics of the first data storage device. In some implemen-
tations, a weight associated with one of the characteristics of
the first data storage device can be different from a weight
associated with another one of the characteristics of the first
data storage device.

[0161] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining that the particular facility associated with the data
stored on the first data storage device is the same as the first
facility, and in response, increasing a value of a first score of
the plurality of scores.

[0162] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining that the particular facility associated with the data
stored on the first data storage device is different from the
first facility, and in response, decreasing a value of a first
score of the plurality of scores.

[0163] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining that the particular facility associated with the data
stored on the first data storage device is the same as the first
facility, and in response, increasing a value of a first score of
the plurality of scores.

[0164] In some implementations, calculating the security
metric for the first data storage device can include deter-
mining that the particular facility associated with the data
stored on the first data storage device is different from the
first facility, and in response, decreasing a value of a first
score of the plurality of scores.

[0165] The one or more processors control a transmission
of data between the first data storage device and the first
computer system based on the security metric (block 758).

[0166] Insome implementations, controlling the transmis-
sion of data between the first data storage device and the first
computer system can include determining that a value of the
security metric is greater than a threshold value, and in
response, enabling or authorizing the first computer system
to receive data from the first data storage device.

[0167] Insome implementations, controlling the transmis-
sion of data between the first data storage device and the first
computer system can include determining that a value of the
security metric is less than or equal to a threshold value, and
in response, limiting a retrieval of data from the first data
storage device by the first computer system. In some imple-
mentations, limiting the retrieval of data from the first data
storage device by the first computer system can include
preventing the first computer system from retrieving data
from the first data storage device.

[0168] In some implementations, the process 750 can also
include determining, using the one or more processors,
security data regarding one or more security events with
respect to at least one of the first computer system or one or
more additional computer systems. The process 750 can also
include modifying at least one of the weights based on the
security data.

[0169] In some implementations, the security data can
include an indication that a first security event is associated
with a second data storage device, and an indication of one
or more characteristics of the second data storage device. In
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some implementations, the first security event can be a
detection of malware on the second data storage device.

[0170] In some implementations, the one or more proces-
sors can be remote from the first computer system. In some
implementations, the first computer system can include the
one or more processors.

Example Systems

[0171] Some implementations of the subject matter and
operations described in this specification can be imple-
mented in digital electronic circuitry, or in computer soft-
ware, firmware, or hardware, including the structures dis-
closed in this specification and their structural equivalents,
or in combinations of one or more of them. For example, in
some implementations, one or more components of the
system 100 and security system 150 can be implemented
using digital electronic circuitry, or in computer software,
firmware, or hardware, or in combinations of one or more of
them. In another example, the processes 700 and 750 shown
in FIGS. 7A and 7B can be implemented using digital
electronic circuitry, or in computer software, firmware, or
hardware, or in combinations of one or more of them.

[0172] Some implementations described in this specifica-
tion can be implemented as one or more groups or modules
of digital electronic circuitry, computer software, firmware,
or hardware, or in combinations of one or more of them.
Although different modules can be used, each module need
not be distinct, and multiple modules can be implemented on
the same digital electronic circuitry, computer software,
firmware, or hardware, or combination thereof.

[0173] Some implementations described in this specifica-
tion can be implemented as one or more computer programs,
that is, one or more modules of computer program instruc-
tions, encoded on computer storage medium for execution
by, or to control the operation of, data processing apparatus.
A computer storage medium can be, or can be included in,
a computer-readable storage device, a computer-readable
storage substrate, a random or serial access memory array or
device, or a combination of one or more of them. Moreover,
while a computer storage medium is not a propagated signal,
a computer storage medium can be a source or destination of
computer program instructions encoded in an artificially
generated propagated signal. The computer storage medium
can also be, or be included in, one or more separate physical
components or media (for example, multiple CDs, disks, or
other storage devices).

[0174] The term “data processing apparatus” encompasses
all kinds of apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, a system on a chip, or multiple ones, or
combinations, of the foregoing. The apparatus can include
special purpose logic circuitry, for example, an FPGA (field
programmable gate array) or an ASIC (application specific
integrated circuit). The apparatus can also include, in addi-
tion to hardware, code that creates an execution environment
for the computer program in question, for example, code that
constitutes processor firmware, a protocol stack, a database
management system, an operating system, a cross-platform
runtime environment, a virtual machine, or a combination of
one or more of them. The apparatus and execution environ-
ment can realize various different computing model infra-
structures, such as web services, distributed computing and
grid computing infrastructures.
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[0175] A computer program (also known as a program,
software, software application, script, or code) can be writ-
ten in any form of programming language, including com-
piled or interpreted languages, declarative or procedural
languages. A computer program may, but need not, corre-
spond to a file in a file system. A program can be stored in
a portion of a file that holds other programs or data (for
example, one or more scripts stored in a markup language
document), in a single file dedicated to the program in
question, or in multiple coordinated files (for example, files
that store one or more modules, sub programs, or portions of
code). A computer program can be deployed to be executed
on one computer or on multiple computers that are located
at one site or distributed across multiple sites and intercon-
nected by a communication network.

[0176] Some of the processes and logic flows described in
this specification can be performed by one or more pro-
grammable processors executing one or more computer
programs to perform actions by operating on input data and
generating output. The processes and logic flows can also be
performed by, and apparatus can also be implemented as,
special purpose logic circuitry, for example, an FPGA (field
programmable gate array) or an ASIC (application specific
integrated circuit).

[0177] Processors suitable for the execution of a computer
program include, by way of example, both general and
special purpose microprocessors, and processors of any kind
of digital computer. Generally, a processor will receive
instructions and data from a read only memory or a random
access memory or both. A computer includes a processor for
performing actions in accordance with instructions and one
or more memory devices for storing instructions and data. A
computer can also include, or be operatively coupled to
receive data from or transfer data to, or both, one or more
mass storage devices for storing data, for example, mag-
netic, magneto optical disks, or optical disks. However, a
computer need not have such devices. Devices suitable for
storing computer program instructions and data include all
forms of non-volatile memory, media and memory devices,
including by way of example semiconductor memory
devices (for example, EPROM, EEPROM, AND flash
memory devices), magnetic disks (for example, internal hard
disks, and removable disks), magneto optical disks, and
CD-ROM and DVD-ROM disks. The processor and the
memory can be supplemented by, or incorporated in, special
purpose logic circuitry.

[0178] To provide for interaction with a user, operations
can be implemented on a computer having a display device
(for example, a monitor, or another type of display device)
for displaying information to the user. The computer can
also include a keyboard and a pointing device (for example,
a mouse, a trackball, a tablet, a touch sensitive screen, or
another type of pointing device) by which the user can
provide input to the computer. Other kinds of devices can be
used to provide for interaction with a user as well. For
example, feedback provided to the user can be any form of
sensory feedback, such as visual feedback, auditory feed-
back, or tactile feedback. Input from the user can be received
in any form, including acoustic, speech, or tactile input. In
addition, a computer can interact with a user by sending
documents to and receiving documents from a device that is
used by the user. For example, a computer can send
webpages to a web browser on a user’s client device in
response to requests received from the web browser.
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[0179] A computer system can include a single computing
device, or multiple computers that operate in proximity or
generally remote from each other and typically interact
through a communication network. Examples of communi-
cation networks include a local area network (“LAN”) and
a wide area network (“WAN”), an inter-network (for
example, the Internet), a network including a satellite link,
and peer-to-peer networks (for example, ad hoc peer-to-peer
networks). A relationship of client and server can arise by
virtue of computer programs running on the respective
computers and having a client-server relationship to each
other.

[0180] FIG. 8 shows an example computer system 800
that includes a processor 810, a memory 820, a storage
device 830 and an input/output device 840. Each of the
components 810, 820, 830 and 840 can be interconnected,
for example, by a system bus 850. In some implementations,
the computer system 800 can be used to control the opera-
tion of the system 100. For example, the security system 150
in FIG. 1 can include a computer system 800 to control the
operation of the system 100, including the transmission of
data between the data storage device 108a-108¢ and the
computer system 102a-102¢. The processor 810 is capable
of processing instructions for execution within the system
800. In some implementations, the processor 810 is a
single-threaded processor, a multi-threaded processor, or
another type of processor. The processor 810 is capable of
processing instructions stored in the memory 820 or on the
storage device 830. The memory 820 and the storage device
830 can store information within the system 800.

[0181] The input/output device 840 provides input/output
operations for the system 800. In some implementations, the
input/output device 840 can include one or more of a
network interface device, for example, an Ethernet card, a
serial communication device, for example, an RS-232 port,
or a wireless interface device, for example, an 802.11 card,
a 3G wireless modem, a 4G wireless modem, or a 5G
wireless modem, or both. In some implementations, the
input/output device can include driver devices configured to
receive input data and send output data to other input/output
devices, for example, keyboard, printer and display devices
860. In some implementations, mobile computing devices,
mobile communication devices, and other devices can be
used.

[0182] While this specification contains many details,
these should not be construed as limitations on the scope of
what may be claimed, but rather as descriptions of features
specific to particular examples. Certain features that are
described in this specification in the context of separate
implementations can also be combined. Conversely, various
features that are described in the context of a single imple-
mentation can also be implemented in multiple embodi-
ments separately or in any suitable sub-combination.

[0183] A number of embodiments have been described.
Nevertheless, various modifications can be made without
departing from the spirit and scope of the invention. Accord-
ingly, other embodiments are within the scope of the claims.

What is claimed is:

1. A method comprising:

determining, using one or more processors, that a first
data storage device has been communicatively coupled
to a first computer system;
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determining, using the one or more processors, that the
first computer system is associated with a first geo-
graphical location;
determining, using the one or more processors, that the
first data storage device is associated with a first user;

determining, using the one or more processors, that the
first user is associated with one or more additional data
storage devices;

determining, using the one or more processors, usage data

regarding the one or more additional data storage
devices; and

controlling, by the one or more processors, a transmission

of data between the first data storage device and first
computer system based on the first geographical loca-
tion and the usage data.
2. The method of claim 1, wherein the one or more
additional data storage devices comprises a second data
storage device, and
wherein the usage data comprises:
an indication that the second data storage device is
communicatively coupled to a second computer sys-
tem, and
an indication of a second geographical location asso-
ciated with the second computer system.
3. The method of claim 2, wherein controlling the trans-
mission of data between the first data storage device and first
computer system comprises:
determining that the second data storage device is com-
municatively coupled to the second computer system
concurrently with the first data storage device being
communicatively coupled to the first computer system;

determining that the first geographical location is within
a threshold distance from the second geographical
location; and

responsive to (i) determining that the second data storage

device is communicatively coupled to the second com-
puter system concurrently with the first data storage
device being communicatively coupled to the first
computer system and (ii) determining that the first
geographical location is within the threshold distance
from the second geographical location, enabling the
first computer system to receive data from the first data
storage device.

4. The method of claim 2, wherein controlling the trans-
mission of data between the first data storage device and first
computer system comprises:

determining that the second data storage device is not

communicatively coupled to the second computer sys-
tem concurrently with the first data storage device
being communicatively coupled to the first computer
system; and

responsive to determining that the second data storage

device is not communicatively coupled to the second
computer system concurrently with the first data stor-
age device being communicatively coupled to the first
computer system, enabling the first computer system to
receive data from the first data storage device.

5. The method of claim 2, wherein controlling the trans-
mission of data between the first data storage device and first
computer system comprises:

determining that the second data storage device is com-

municatively coupled to the second computer system
concurrently with the first data storage device being
communicatively coupled to the first computer system;
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determining that the first geographical location is greater
than a threshold distance from the second geographical
location; and

responsive to (i) determining that the second data storage

device is communicatively coupled to the second com-
puter system concurrently with the first data storage
device being communicatively coupled to the first
computer system and (ii) determining that the first
geographical location is greater than the threshold
distance from the second geographical location, limit-
ing a retrieval of data from the first data storage device
by the first computer system.

6. The method of claim 5, wherein limiting the retrieval
of data from the first data storage device by the first
computer system comprises:

preventing the first computer system from retrieving data

from the first data storage device.

7. The method of claim 1, wherein the first data storage
device is a first universal serial bus (USB) data storage
device.

8. The method of claim 7, wherein the one or more
additional data storage devices are one or more second USB
data storage devices.

9. The method of claim 1, wherein determining that the
first data storage device has been communicatively coupled
to the first computer system comprises:

determining that the first data storage data has been

inserted into a physical data port of the first computer
system.

10. The method of claim 1, wherein the one or more
processors are remote from the first computer system.

11. The method of claim 1, wherein the first computer
system comprises the one or more processors.

12. A system comprising:

one or more processors; and

one or more non-transitory computer readable media

storing instructions that, when executed by the one or

more processors, cause the one or more processors to

perform operations comprising:

determining a first data storage device has been com-
municatively coupled to a first computer system;

determining that the first computer system is associated
with a first geographical location;

determining that the first data storage device is asso-
ciated with a first user;

determining that the first user is associated with one or
more additional data storage devices;

determining usage data regarding the one or more
additional data storage devices; and

controlling a transmission of data between the first data
storage device and first computer system based on
the first geographical location and the usage data.

13. One or more non-transitory computer readable media
storing instructions that, when executed by one or more
processors, cause the one or more processors to perform
determining a first data storage device has been communi-
catively coupled to a first computer system;

determining that the first computer system is associated

with a first geographical location;

determining that the first data storage device is associated

with a first user;

determining that the first user is associated with one or

more additional data storage devices;
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determining usage data regarding the one or more addi-

tional data storage devices; and

controlling a transmission of data between the first data

storage device and first computer system based on the
first geographical location and the usage data.

14. A method comprising:

determining, using one or more processors, that a first

data storage device has been communicatively coupled
to a first computer system located at a first facility;
determining, using the one or more processors, a plurality
of characteristics of the first data storage device,
wherein the characteristics of the first data storage
device comprise:
an indication of whether the first data storage device is
approved for use with the first computer system, and
an indication that data stored on the first data storage
device is associated with a particular facility; and
calculating, using the one or more processors, a security
metric for the first data storage device based on the
characteristics of the first data storage device; and
controlling, by the one or more processors, a transmission
of data between the first data storage device and the first
computer system based on the security metric.

15. The method of claim 14, wherein calculating the
security metric for the first data storage device comprises:

determining a weighted sum of a plurality of scores,

wherein each of the scores is associated with a different
one of the characteristics of the first data storage
device.

16. The method of claim 15, wherein a weight associated
with one of the characteristics of the first data storage device
is different from a weight associated with another one of the
characteristics of the first data storage device.

17. The method of claim 15, wherein calculating the
security metric for the first data storage device comprises:

determining that the particular facility associated with the

data stored on the first data storage device is the same
as the first facility; and

responsive to determining that the particular facility asso-

ciated with the data stored on the first data storage
device is the same as the first facility, increasing a value
of a first score of the plurality of scores.

18. The method of claim 15, wherein calculating the
security metric for the first data storage device comprises:

determining that the particular facility associated with the

data stored on the first data storage device is different
from the first facility; and

responsive to determining that the particular facility asso-

ciated with the data stored on the first data storage
device is different from the first facility, decreasing a
value of a first score of the plurality of scores.

19. The method of claim 15, wherein calculating the
security metric for the first data storage device comprises:

determining that the particular facility associated with the

data stored on the first data storage device is the same
as the first facility; and

responsive to determining that the particular facility asso-

ciated with the data stored on the first data storage
device is the same as the first facility, increasing a value
of a first score of the plurality of scores.

20. The method of claim 15, wherein calculating the
security metric for the first data storage device comprises:
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determining that the particular facility associated with the
data stored on the first data storage device is different
from the first facility; and

responsive to determining that the particular facility asso-

ciated with the data stored on the first data storage
device is different from the first facility, decreasing a
value of a first score of the plurality of scores.

21. The method of claim 15, further comprising:

determining, using the one or more processors, security

data regarding one or more security events with respect
to at least one of the first computer system or one or
more additional computer systems; and

modifying at least one of the weights based on the security

data.

22. The method of claim 21, wherein the security data
comprises:

an indication that a first security event is associated with

a second data storage device, and

an indication of one or more characteristics of the second

data storage device.

23. The method of claim 22, wherein the first security
event is a detection of malware on the second data storage
device.

24. The method of claim 14, wherein controlling the
transmission of data between the first data storage device
and the first computer system comprises:

determining that a value of the security metric is greater

than a threshold value, and

responsive to determining that the value of the security

metric is greater than the threshold value, enabling the
first computer system to receive data from the first data
storage device.

25. The method of claim 14, wherein controlling the
transmission of data between the first data storage device
and the first computer system comprises:

determining that a value of the security metric is less than

or equal to a threshold value, and

responsive to determining that the value of the security

metric is less than or equal to the threshold value,
limiting a retrieval of data from the first data storage
device by the first computer system.

26. The method of claim 25, wherein limiting the retrieval
of data from the first data storage device by the first
computer system comprises:

preventing the first computer system from retrieving data

from the first data storage device.

27. The method of claim 14, wherein the first data storage
device is a first universal serial bus (USB) data storage
device.

28. The method of claim 14, wherein determining that the
first data storage device has been communicatively coupled
to the first computer system comprises:
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determining that the first data storage data has been
inserted into a physical data port of the first computer
system.

29. The method of claim 14, wherein the one or more
processors are remote from the first computer system.

30. The method of claim 14, wherein the first computer
system comprises the one or more processors.

31. A system comprising:

one or more processors; and

one or more non-transitory computer readable media

storing instructions that, when executed by the one or
more processors, cause the one or more processors to
perform operations comprising:
determining that a first data storage device has been
communicatively coupled to a first computer system
located at a first facility;
determining a plurality of characteristics of the first
data storage device, wherein the characteristics of
the first data storage device comprise:
an indication of whether the first data storage device
is approved for use with the first computer system,
and
an indication that data stored on the first data storage
device is associated with a particular facility; and
calculating a security metric for the first data storage
device based on the characteristics of the first data
storage device; and
controlling a transmission of data between the first data
storage device and the first computer system based
on the security metric.

32. One or more non-transitory computer readable media
storing instructions that, when executed by one or more
processors, cause the one or more processors to perform
determining a first data storage device has been communi-
catively coupled to a first computer system;

determining that a first data storage device has been

communicatively coupled to a first computer system
located at a first facility;

determining a plurality of characteristics of the first data

storage device, wherein the characteristics of the first

data storage device comprise:

an indication of whether the first data storage device is
approved for use with the first computer system, and

an indication that data stored on the first data storage
device is associated with a particular facility; and

calculating a security metric for the first data storage

device based on the characteristics of the first data

storage device; and

controlling a transmission of data between the first data

storage device and the first computer system based on
the security metric.
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