US 20150358821A1

a2y Patent Application Publication (o) Pub. No.: US 2015/0358821 A1l

a9 United States

Heredia et al.

43) Pub. Date: Dec. 10, 2015

(54) SYSTEM AND METHOD FOR
ADMINISTRATION AND OPERATION OF
ONE OR MORE MOBILE ELECTRONIC
COMMUNICATIONS DEVICES

(71) Applicant: Zipit Wireless, Inc., Greenville, SC
(US)

(72) Inventors: Rafael Heredia, Easley, SC (US);
Michael W. Crowe, Clover, SC (US);
Frank U. Greer, IV, Greenville, SC
(US); Joseph A. Ellis, Greenville, SC
(US); Jordan Upham, Pendleton, SC
(US); William R. Matson, Greer, SC
(US)

(21) Appl. No.: 14/829,379

(22) Filed: Aug. 18, 2015

Related U.S. Application Data

(62) Division of application No. 13/703,866, filed on Dec.
12, 2012, now Pat. No. 9,131,356, filed as application
No. PCT/US2010/062280 on Dec. 28, 2010.

(60) Provisional application No. 61/326,716, filed on Apr.
22, 2010.

100

AN

Publication Classification

(51) Int.CL
HO4W 12/06 (2006.01)
HO4W 4/12 (2006.01)
(52) US.CL
CPC oo HO4W 12/06 (2013.01); HO4W 4/12
(2013.01)
(57) ABSTRACT

A system for managing mobile electronic communications
devices includes a user directory database configured to hold
authentication data associated with at least one user, an
authentication authority communicatively connected to the
user directory database, an administration server configured
to send and receive command messages with at least one
mobile electronic communications device, a messaging
server configured to send and receive communications mes-
sages with at least one mobile electronic communications
device, and the authentication authority, administration
server, and messaging server are configured to send and
receive data via a data communications network. The authen-
tication authority accepts or denies authentication data for a
user received from at least one mobile electronic communi-
cations device, stores status information corresponding to
authenticated users in the user directory database, and stores
an association between each authenticated user and each
mobile electronic device that sent authentication data for an
authenticated user in the user directory database.
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SYSTEM AND METHOD FOR
ADMINISTRATION AND OPERATION OF
ONE OR MORE MOBILE ELECTRONIC
COMMUNICATIONS DEVICES

PRIORITY CLAIM

[0001] This applications is a divisional application of and
claims priority from pending U.S. patent application Ser. No.
13/703,866, which is entitled “System And Method For
Administration And Operation Of One Or More Mobile Elec-
tronic Communications Devices,” which was filed on Dec.
12, 2012, and which issued as U.S. Pat. No. on

, which is a section 371 application of International
Application s/n PCT/US2010/062280 that was revived by
petition on Jan. 29, 2013, which is entitled “System And
Method For Administration And Operation Of One Or More
Mobile Electronic Communications Devices,” which was
filed on Dec. 28, 2010, which was a continuation application
of U.S. Provisional Application No. 61/326,716, which is
entitled “System And Method For Administration And
Operation Of One Or More Mobile Electronic Communica-
tions Devices” and was filed on Apr. 22, 2010.

TECHNICAL FIELD

[0002] This disclosure relates to wireless communications
systems and, more particularly, to management and operation
of'a network of wireless devices used for two-way text com-
munications within an enterprise.

BACKGROUND

[0003] Mobile electronic communications devices includ-
ing pagers, cellular telephones (cell phones), and devices
capable of both data and voice communications, sometimes
referred to as “smartphones,” each provide different forms of
electronic communications. Pager networks generally allow
for very simple messages or numeric pages to be sent to a
small device known as a pager or beeper. The pager devices
are viewed as simple devices because they often are only
capable of displaying a callback phone number or brief text
message. Some pagers have “two-way” functionality that
permits them to send simple messages and respond to incom-
ing pages. Cell phones are also well known, and enable two-
way duplex voice communications between the cell phones
and landline telephones and other cellular telephones. Cellu-
lar telephones may also have limited data transmission capa-
bility including the ability to send short text messages using,
for example, the Simple Messaging System (SMS). Smart-
phones are an advanced form of cell phones that provide
access to both the standard telephony features of a cell phone
and to various forms of data communications that occur over
the World Wide Web via a web browser, instant messaging
application program, and/or email program. Smartphones
often provide access to data networks that were previously
reserved for larger electronic devices, such as desktop or
notebook computers.

[0004] While mobile electronic devices have become ubig-
uitous in modern society, the devices that are currently avail-
able have drawbacks as well. Pagers are very simple to use,
but existing pager networks are presently being phased out of
use as enterprises increasingly desire the enhanced abilities
available through smartphones and the like. While cellular
telephones, and smartphones in particular, enhance the data
exchanging capabilities in a communication network, they
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too have drawbacks. Cellular phones are most useful for voice
communications between a small group of individuals, but
become less useful when sending messages to a larger num-
ber of devices. While data protocols like SMS can approxi-
mate the alphanumeric functionality of a pager, centrally
tracking large numbers of SMS messages to individual
mobile devices, and determining if a message has actually
been displayed on the mobile device to which it was sent, is
not possible in current systems without the use of special
software on both the device and another computer. Wireless
service providers who provide SMS message services also
cannot guarantee the delivery times for SMS communications
to the mobile devices. While smartphones are able to com-
municate using a variety of network protocols, the complex
functionality of smartphones may provide too many unused
capabilities at prices that render them too inefficient in time-
constrained environments, such as a workplace.

[0005] Other problems with cellular telephones and smart-
phones include the limited options in centrally controlling
and viewing the contents of communications between these
devices. For example, an administrator in a hospital cannot
read the content of an SMS message sent by Dr. A to Dr. B, or
determine if Dr. B received and read the message. Cell phones
and smartphones are also often capable of storing large
amounts of information. If a cell phone or smartphone is lost
or stolen, much of this information is irretrievably lost or
becomes available for nefarious purposes.

[0006] The problems with current technologies noted
above are particularly acute in situations where a defined
group of users need a reliable and simple communications
system using mobile electronic devices. Medical profession-
als, including doctors, nurses, and other support personnel,
working together in a hospital are one such example. Other
examples include public agencies, such as police and fire
departments. Many of these organizations still rely on pagers
because of their simplicity, and because pager networks have
historically had improved functionality over alternative
mobile communications devices within buildings. For
example, while modern cellular networks have broad geo-
graphic coverage, these networks still have difficulty in send-
ing and receiving signals with devices within shielded struc-
tures, such as hospitals and police and fire stations. In the past,
pager networks had improved coverage in these structures
because of the very low bandwidth requirements of pagers,
and because most pagers only received transmissions from
the pager network and did not need to transmit back to the
network. Pagers also provide a broadcast functionality, allow-
ing for “one-to-many” communications where a single mes-
sage is broadcast to many pagers simultaneously. In contrast,
cellular phone systems generally send messages on a slower
sequential basis, with one message sent to one recipient cell
phone at a time. Despite these pager system advantages, the
limitations in pager functionality in view of other more robust
data exchanging devices render existing pager systems less
useful for some modern professionals.

[0007] The drawbacks of current mobile communications
devices and networks described above limit the use of these
devices. A mobile electronic device communications system
that allows for complex messaging and communications
while providing improved reliability and security in shielded
buildings is desired.
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SUMMARY

[0008] A mobile electronic communications device
includes a housing, a memory, a data entry mechanism, a
display for visual data, at least one wireless transceiver, the at
least one wireless transceiver configured to transmit and
receive electromagnetic signals conforming to a plurality of
wireless signaling protocols, and a controller. The controller
is communicatively connected to the memory, data entry
mechanism, and display; and is configured to send and
receive data using the at least one wireless transceiver. The
controller is additionally configured to detect available wire-
less networks that the at least one wireless transceiver is able
to send and receive data from using at least one of the plurality
of'wireless signaling protocols, detect available wireless net-
works the at least one wireless transceiver is able to send and
receive data from using at least one ofthe plurality of wireless
signaling protocols, compare network identifications of avail -
able wireless networks to a predetermined list of network
identifications ordered by preference, establish a wireless
network connection with an available wireless network hav-
ing a network identification corresponding to a most pre-
ferred network identification in the predetermined list of net-
work identifications for which a wireless network is available,
and execute an authentication process in response to estab-
lishing the wireless network connection.

[0009] A system for managing mobile electronic commu-
nications devices includes a user directory database config-
ured to hold authentication data associated with at least one
user, an authentication authority communicatively connected
to the user directory database, an administration server con-
figured to send and receive command messages with one or
more mobile electronic communications devices, and a mes-
saging server configured to send and receive messages with at
least one mobile electronic communications device. The
authentication authority configured to accept or deny authen-
tication data for a user received from at least one mobile
electronic communications device, to record the status of
authenticated users in the user directory database, and to store
an association between each authenticated user and each
mobile electronic device that sent authentication data for the
authenticated user in the user directory database. The authen-
tication authority, administration server, and messaging
server are configured to send and receive data via a data
communications network.

[0010] An application program stored on a computer read-
able medium instructs a controller in a two-way electronic
communications device to enable one of a first wireless trans-
ceiver and a second wireless transceiver for data communi-
cation and to disable the other of the first wireless transceiver
and the second wireless transceiver for data communication
in response to a detected network identifier obtained without
user interaction.

[0011] A method for delivering data from a first network
computing device to a subscriber computing device includes
establishing at least one publisher node in a network comput-
ing device, configuring a subscriber computing device with a
subscription to the at least one publisher node, generating a
data message for publication by the at least one publisher
node, transmitting the data message from the at least one
publisher node to the subscriber computing device with the
subscription, generating a receipt message in the subscriber
computing device that corresponds to the data message, and
transmitting the receipt message from the subscriber comput-
ing device to the network computing device.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 is a schematic block diagram of a mobile
electronic communications device.

[0013] FIG. 2 is a diagram depicting a control system and
communications networks suitable for use with the mobile
electronic communications device of FIG. 1.

[0014] FIG. 3A is a schematic block diagram of one
embodiment of a control system.

[0015] FIG. 3B is a schematic block diagram of another
embodiment of a control system.

[0016] FIG. 4 is a front view of the exterior of an example
mobile electronic communications device.

[0017] FIG. 5 is a flow diagram of a method for initializing
a mobile electronic communications device for use with a
control system.

[0018] FIG. 61is a flow diagram of an alternative method for
initializing a mobile electronic communications device.
[0019] FIG. 7 is a flow diagram of a method for controlling
user access to a mobile messenger device.

[0020] FIG. 8 is a flow diagram of a method for selecting a
wireless network to establish a network connection with.
[0021] FIG.9is aflow diagram of a method for sending and
receiving communications messages.

[0022] FIG. 10 is a flow diagram of a method for deleting
data from a mobile electronic communications device after a
second device is initialized.

[0023] FIG. 11 is a flow diagram of a method that locates a
mobile electronic device by operating the device to emit a
sound.

[0024] FIG. 12 is a flow diagram of a method for adjusting
the volume level of a mobile electronic communications
device.

[0025] FIG. 13 is a flow diagram of a method for distribut-
ing address book information to a plurality of computing
devices using a publisher-subscriber network model.

[0026] FIG. 14 is a flow diagram of a method for sending
control and configuration messages to a plurality of comput-
ing devices using a publisher-subscriber network model.
[0027] FIG. 15 is a flow diagram of a method employed by
a computing device to selectively send reporting information
to a plurality of recipients using a publisher-subscriber net-
work model.

[0028] FIG. 16 is a flow diagram of a method for delivering
published content to a subscriber using a publisher-subscriber
network model.

[0029] FIG. 17 is a flow diagram of a method for sending
compressed data between multiple computing devices.

DETAILED DESCRIPTION

[0030] For the purposes of promoting an understanding of
the principles of the embodiments disclosed herein, reference
is now made to the drawings and descriptions in the following
written specification. The term “mobile electronic communi-
cations device,” refers to a range of hand-held or otherwise
portable electronic devices that facilitate communication by
sending data or voice signals through data networks. As used
herein, a “mobile messenger” is a type of mobile electronic
communications device embodying the features disclosed
herein.

[0031] The term “controller” as used herein refers to an
electronic control unit, typically including a microprocessor,
but may include any such control capable device such as an
ASIC, FPGA, a general purpose CPU, such as a CPU from the
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ARM family or x86 family, or any data processing device
adapted to send and receive data, and to control the operations
of the mobile messenger. The term “data storage™ refers to
any device capable of storing and retrieving digital informa-
tion in a manner that may be used by the controller. Common
examples include, but are not limited to, Dynamic Random
Access Memory (DRAM), and Static Random Access
Memory (SRAM). The term also includes any non-volatile
data storage devices that are capable of retaining digital infor-
mation if electrical power is removed from any of the con-
troller or memory. Such devices include magnetic hard
drives, solid-state storage devices including NAND or NOR
flash memory, optical data storage devices, or any device
capable of retaining digital data in the absence of an electrical
power source. The controller operates the mobile messenger
in accordance with one or more software programs that are
read from a data storage device in the mobile messenger.

[0032] As used herein, the term “configure” refers to an
operation of a computing device including mobile electronic
communications devices whereby the computing device
stores programmed instructions and/or parametric data in a
computer readable media, such as a volatile or non-volatile
memory, hard drive, solid state drive, or the like. The pro-
grammed instructions are executed by various processors,
including a controller in a mobile electronic communications
device and one or more processors in a server to perform a
function or task. Parametric data, also referred to as configu-
ration data, include any stored data that the programmed
instructions refer to during performance of the functions and
tasks. Examples include, but are not limited to, user authen-
tication data, directory information, and lists of wireless
access points. A configured computing device executes the
stored program instructions, and the program instructions
may reference stored parametric data during execution.

[0033] Mobile electronic communications devices may
include wireless transceivers, where a “wireless transceiver”
is any device capable of transmitting and receiving informa-
tion via electromagnetic signals that do not require a physical
cable or connection for propagation. Common examples
include radio, microwave, infra-red, laser, and optical trans-
ceivers. The term “wireless network™ as used herein describes
any arrangement of two or more electronic devices capable of
sending and receiving data where at least one device uses a
wireless transceiver to send and receive data. Common
examples of wireless technologies often used over broad geo-
graphic areas include cellular networks, 3G, 4G, and other
wireless wide-area network (WWAN) technologies. Other
examples of wireless networks for use within narrower geo-
graphic areas include wireless local-area networks (WLAN).
WLAN technologies include devices using the IEEE 802.11
series of protocols including “Wi-Fi” branded devices,
devices linked via Bluetooth, or devices that exchange infor-
mation using optical or infra-red signaling. A wireless net-
work may also include two or more devices equipped with
wireless transceivers that communicate with each other
directly instead of using an intermediate data network. Com-
mon examples of these networks include point-to-point com-
munications using infrared transceivers, paired Bluetooth
radio transceivers, and ad-hoc 802.11 networks.

[0034] Various types of messages may be sent using a
WWAN or WLAN including “communications messages”
and “command messages”. A communications message may
be any form of digital data that may be sent between the
mobile messengers as discrete messages. Communications
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messages include, but are not limited to, text messages
including optional metadata to provide formatting such as
font and color metadata, emails, photographs, audio mes-
sages, video messages, and numeric pages. Communications
messages may also have a variety metadata, including the
sender and recipient of the message, the time when the mes-
sage was sent and received, priority information, one or more
predetermined responses that recipients may send when
responding to the message, and status information indicating
whether or not the message has been read. A communications
message may organize message data and metadata using a
structured format, including identifying message data and
metadata in a structured format such as extensible markup
language (XML). A command message includes one or more
instructions for a recipient device to execute. In one configu-
ration, a mobile messenger receives command messages and
is configured to take various actions in response to the con-
tents of the command message. Command messages may also
convey configuration information, software updates, and
other data used to operate the recipient device.

[0035] The terms “gateway” and “portal” as used inter-
changeably herein to refer to a computing server that is opera-
tively connected to a computing device, often referred to as a
“backend” computing device, and to a network. The gateway
provides a translation service that enables one or more client
computing devices that are operatively connected to the net-
work to access the backend computing device. A web gate-
way or web portal is an example of a gateway that enables
client computing devices to access the backend service using
a web browser. Alternative gateways enable clients using
different communications methods such as email, simple
messaging service (SMS), secure shell (SSH), telnet, web
services, and the like to access the backend computing device.
Gateways and portals may be configured to enable clients to
send commands to control the backend computing device,
and to receive data from the backend computing device.

[0036] A schematic block diagram of an example of an
improved mobile messenger 100 is depicted in FIG. 1. A
controller 104 is communicatively connected to a display
108, one or more input devices 112, one or more wireless
transceivers 116, an input/output (I/O) interface 128 for read-
ing and writing data, a speaker 152, headphone jack 148, and
vibration mechanism 144. Display 108 is typically a screen
small enough to be housed within a hand-held mobile elec-
tronic device. Display 108 may be capable of displaying text
and graphics in color as well as monochrome, and may also be
configured to emit light to make the display contents visible
when there is little or no ambient light around the device.
Display 108 outputs text or graphical data in response to
signals generated by the controller 104. At least one input
device 112 within the mobile messenger 100 permits the user
to communicate with and send commands to the controller
104. The input device may include a physical key input such
as a numeric keypad or a QWERTY keyboard. Other input
devices include touch pads, joystick devices, and trackballs.
The display 108 may be configured as touch-screen input
device enabling a user to send input to the controller by
touching the screen with one or more digits or a stylus. An
aural input device may also be used, including a microphone
to record spoken commands. Any compatible input device
encodes input data in an electronic format capable of being
decoded by the controller 104. Various customization settings
enable a user of mobile messenger 100 to alter the appearance
of'messages shown in display 108 and to customize the opera-
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tion of mobile messenger 100. Such customizations include
changing the colors and sizes of fonts for communications
messages shown in display 108, selecting themes for various
elements of the graphical display, and in selecting alternative
alert sounds.

[0037] Controller 104 is also connected to one or more
wireless transceivers 116 that are capable of selecting
between at least two wireless signaling protocols. The trans-
ceivers 116 permit controller 104 to send and receive data
over different wireless networks, and also permit controller
104 to receive command messages sent from another device
or server connected to one of the wireless networks. Control-
ler 104 is additionally configured to implement a compressor
and decompressor to compress and decompress data sent and
received via the transceivers 116. The compressor and
decompressor may be implemented in software read from
system storage 136 and executed by the controller 104, or
may be implemented as hardware circuits in the controller
104. The compressor is configured to compress seed data read
from the system storage 136 prior to compressing network
data, and the decompressor may optionally decompress the
compressed seed data prior to receiving compressed network
data. The compressor compresses data that is transmitted
using the wireless transceivers 116, and the decompressor
decompresses previously compressed data received from a
control system and other computing devices via the network
wireless transceivers 116. Two examples of compression
techniques suitable for the compressor and decompressor are
the DEFLATE and LZW techniques, although other com-
pression and decompression techniques may be used.

[0038] In various embodiments, a mobile messenger may
use two or more wireless transceiver modules, with each
module configured to use a separate communications proto-
col. These protocols may use different operating frequencies
and modulation schemes. In the example of transceivers 116,
one transceiver module 118 is configured to operate using
WLAN networks employing the IEEE 802.11 family of pro-
tocols, while another modular transceiver 120 supports
WWAN networks, such as a 3G or 4G network. Examples of
3G data networks include EV-DO and UMTS, while
examples of 4G data networks include LTE and WiMAX.
Upon establishing a connection with either a WLAN or
WWAN, the controller is assigned a network address, typi-
cally an Internet Protocol (IP) address using either version 4
(IPv4) or version 6 (IPv6) of the IP standard. Alternative
embodiments to wireless transceivers 116 could use soft-
ware-defined radio systems to enable a single physical trans-
ceiver to operate with different frequency bands using difter-
ent signaling protocols. For example, a single physical
transceiver using a software-defined scheme could switch
between operation in 802.11 mode or WWAN mode in
response to commands sent from the controller 104. The
transceivers 116 are electrically connected to an antenna 124.
In order to save space in the mobile messenger 100, a single
antenna 124 may be configured to be compatible with both the
802.11 transceiver 118 and WWAN transceiver 120. How-
ever, alternative devices may employ multiple antennae
adapted for use with one or more transceivers. Antenna 124
may be replaced by a light-emitter and lenses for alternative
transceivers that operate in the infra-red or optical portion of
the electromagnetic spectrum.

[0039] Continuing to refer to FIG. 1, controller 104 is com-
municatively coupled to a data input-output (I/O) interface
128. In mobile messenger 100, the I/O interface 128 is a
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shared electronic bus that operationally connects controller
104 to random access memory (RAM) 132, a data storage
device holding operating software 136, and a digital storage
device holding message and user data 140. Alternative /O
interfaces may include point-to-point or switched /O
schemes to facilitate communication between controller 104
and one or more memory and storage devices. RAM 132
holds command instructions and operating data used by con-
troller 104 during normal operations. RAM 132 is typically
volatile, meaning that when electrical power is removed from
the device, the contents of data held in the RAM are erased.
System storage 136 holds the stores machine readable
instructions for one or more programs that controller 104 may
read to receive instructions used for various operations of
mobile messenger 100. In some embodiments, system stor-
age 136 may also hold operating instructions use to configure
other system components including the wireless transceivers
116. The system storage 136 is typically stored in a non-
volatile storage device such as a NAND or NOR flash device,
allowing the instruction codes held in system storage 136 to
be re-read after electrical power is removed from the mobile
messenger 100. The data contents of system storage 136 may
be referred to as “firmware” because they are not supposed to
be altered during normal operation, but may be updated peri-
odically to allow for updates to the operating commands used
in the mobile messenger 100. Data storage device 140 stores
sent and received communications messages and other user
information used by mobile messenger 100. User information
includes user customization settings that are stored in an
XML data record format in the embodiment of FIG. 1. Data
storage device 140 allows for access to previously received
communications messages without the need to retransmit
those messages over a wireless network. Like system storage
device 136, data storage device 140 is typically a non-volatile
device for the long-term retention of user data. However, the
data storage 140 is configured to have stored data read, writ-
ten, and erased by controller 104 during normal use of the
mobile messenger 100. The data storage device 140 and sys-
tem storage device 136 may optionally be placed in logically
separated areas of a single physical device.

[0040] Controller 104 is optionally connected to one or
more audio, visual, or vibrational indicator devices. These
devices may emit sounds, produce vibrations, or provide
visual cues providing feedback to the user about the status of
the device. Audio outputs including a built-in speaker 152 and
head phone output 148 may provide audible alerts when a
new message is received, and may be configured to play back
audio messages. Audio outputs may have an adjustable vol-
ume level that may change in response to control signals sent
by controller 104. A vibration mechanism 144, may vibrate in
addition to, or instead of, an audible alert sounding. Common
vibrational mechanisms employ a small electrical motor with
a rotating axle connected to a weight that is shifted off-center
of'the rotational axis of the axle. One or more indicator lights
156 may also activate or blink in a pattern to communicate
device status. The lights may be of different colors to provide
more information. For example, a red light may indicate a
high-priority message has been received, while a green light
may indicate a normal-priority message has been received.

[0041] Inoperation, mobile messenger 100 is configured to
establish a connection to an available wireless network using
either the WLAN network transceiver 118 or WWAN net-
work transceiver 120. In situations where multiple wireless
networks are available, controller 104 is configured to select
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one of the available networks automatically based on a pre-
determined list of prioritized networks read from system stor-
age 136. The mobile messenger obtains a network address
from either the WLAN or WWAN, where the network address
is typically an IP address. The controller is further configured
to send authorization data over the wireless network, with the
authorization data may include a device identifier corre-
sponding to the mobile messenger and a username and pass-
word combination entered by the user via one of the input
devices 112, such as a keyboard. If the authorization suc-
ceeds, the controller sends and receives communications
messages using wireless transceivers 116. Communications
messages are sent and received from a central messaging
server having a unique network address such as an [P address.
Communications messages to and from other mobile messen-
gers or other networked devices are all directed to the central
messaging server prior to final message delivery. Received
messages are stored in the data storage device 140 and are
shown on display 108. Controller 104 is configured to send a
receipt message over the wireless network connection in
response to receiving a communications message. A user may
read the contents of a received message on display 108, or
may listen to audio messages via speaker 152 through head
phone interface 148. In response to the user reading a com-
munications message, controller 104 is further configured to
send a message indicating that the communications message
has been read over the wireless network. A user may also
enter messages for transmission via the input devices 112.
After a message is sent, the mobile messenger 100 may
receive one or more status messages indicating that sent mes-
sage has been received and that it has been read. Controller
104 is further configured to inform the user of the status of
sent messages via the display 108.

[0042] Mobile messenger 100 is further configured to
receive and take action in response to command messages
that are sent over a wireless network from a central command
site. Controller 104 may receive a command message
instructing it to adjust the volume of audio outputs such as
speaker 152 and head phone output 148. This command may
be sent in order to automatically mute audio output automati-
cally, without requiring the user to adjust the volume level
manually. Conversely, a different command message may
instruct controller 104 to adjust the audio output to a higher
volume level and output an alarm sound. This operational
mode is useful when a mobile messenger is misplaced and an
alarm sounds to help locate the device. The controller may
override the pre-set audio volume level to ensure that an alarm
is audible. A related command message may instruct the
controller 104 to lock the mobile messenger. Unlike a user-
lock that requires the user to enter a code to unlock the device,
the device may be enabled for use only by another command
message generated by an administrator using the control sys-
tem. Still another command message instructs controller 104
to delete the contents of data storage device 140. This com-
mand is useful if mobile messenger 100 is lost, stolen, oris to
be reset in order to eliminate the contents of any potentially
sensitive communications from data storage device 140. This
command also deletes any stored authentication data such as
username and password information, preventing unautho-
rized users from sending or receiving messages with mobile
messenger 100. Another type of command from a central
control site may include command messages that instruct the
controller of the receiving device to enable or disable one or
more of the wireless transceivers in the receiving device.
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[0043] A control system 200 suitable for administering one
or more of the mobile messengers described in FIG. 1 is
shown in FIG. 2. Control system 200 includes an administra-
tion server 204, authentication authority 206, messaging
server 208, user database 212 (abbreviated as DB in FIG. 2),
and message database 216. Administration server 204 is con-
figured to read and write data from user database 212, mes-
sage database 216. The server 204 is further configured to
send communications message data to messaging server 208,
to send command messages to one or more mobile messen-
gers 232A-232D, and to send and receive administration data
with a remote administration host 240A and 240B. Authen-
tication authority 206 is configured to read user identity and
authentication data from user database 212, and to update
user database 212 with status information of whether a user is
authenticated and actively connected to the control system
200. Messaging server 208 is configured to send, receive, and
store communications messages sent to or from one or more
mobile messengers 232A-232D. Messaging server 208 is
further configured to store communications messages in mes-
sage database 216.

[0044] Control system 200 is communicatively connected
to at least one data network. In FIG. 2, control system 200 is
communicatively coupled to a Wide Area Network (WAN)
220 and Local Area Network (LAN) 222. WAN 220 and LAN
222 convey electronic data between control system 200 and
one or more mobile messengers 232A-232D. LAN 222 may
be a network combining wired Ethernet with a wireless net-
working technology, such as an 802.11 network. The Internet
is an example of a network suited for use as a WAN. The
mobile messengers access WAN 220 and LAN 222 via one or
more wireless communications systems. In FIG. 2, 802.11
wireless access point 226 connects mobile messenger 232A
to LAN 222, while a different 802.11 access point 224 con-
nects mobile messengers 232B and 232D to WAN 220. A
WWAN wireless tower 228 connects mobile messenger 232C
to WAN 220 and control system 200. Control system 200 is
configured to send and receive communications messages
sent and received from the mobile messengers 232A-232D,
by directing communications messages to and from the net-
work address, typically IP addresses, associated with each
mobile messenger. Control system 200 may communicate
with computing systems other than mobile messengers 232 A-
232D. InFIG. 2, computers 240A and 240B are configured to
access administrative information via administration server
204. Additionally, a third-party smartphone 236 is able to
send and receive communications messages with messaging
server 208. Other examples of third party devices that may
exchange communications messages with control system 200
include desktop and notebook computers, telephones config-
ured to send voice messages in a digital format including
Voice over Internet Protocol (VoIP), and two-way pagers.

[0045] User database 212 and message database 216 pro-
vide a system for storing and retrieving user data and message
data respectively. Each of these databases may be imple-
mented using various data organization methods including a
relational database model, object-oriented data store, flat files
including comma-separated value files and the like, and hier-
archical data models including records stored with an Exten-
sible Markup Language (XML) scheme. The user database
212 stores directory information pertaining to each user of the
system. This information includes authentication data such as
a username and password, and status information indicating
whether the user is presently using a mobile messenger that is
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connected to a wireless network. The user database 212
includes an identifier to associate the user with one or more
mobile messengers. The identifier may be a hardware address
associated with a particular mobile messenger such as a
Media Access Control (MAC) address.

[0046] Theuser database 212 may include additional infor-
mation, such as address book information having addresses of
other parties with whom the user communicates. User data-
base 212 also stores pager group records that associate mul-
tipleuser addresses and device identifiers with a single paging
group. A paging group refers to a predefined group of users
that receive a common message or page sent by one user or
administrator. The user database 212 provides address infor-
mation to the messaging server 208 to enable the messaging
server 208 to send messages to each user identified in the
pager group record when a message is sent to the pager group.
Customized user settings applicable to a particular mobile
messenger device held in an XML formatted record are also
stored in user database 212. The customized settings pertain
to customizations applied by the user to each device, includ-
ing font sizes and colors, graphical interface themes, and
alerts such as custom alert sounds. The setting records are
generated by each mobile messenger, and are then transmit-
ted via either WAN 220 or LAN 200 for storage in the direc-
tory entry for the corresponding user. Message database 216
is an archive of communications messages sent and received
from each of the mobile messengers. This database may
include messages that have already been sent by or delivered
to a recipient. Message database 216 may also hold messages
that have not been sent to a mobile messenger for various
reasons including the mobile messenger being out of range of
a suitable wireless network. When the mobile messenger
becomes available, the stored messages are automatically
transmitted to the mobile messenger by messaging server
208. Message database 216 additionally holds metadata asso-
ciated with each communications message. These metadata
include identifiers for the party sending the message and the
intended recipient, and a timestamp for when the message
was stored in message database 216. Metadata further include
status codes and timestamps indicating when and if a com-
munications message was received by a mobile messenger,
and whether or not the user of the mobile messenger has
displayed the message.

[0047] Authentication authority 206 provides authentica-
tion and access control services for mobile messengers 232 A-
232D and for administrators that access the administration
server 204 via computing devices 240A and 240B. When a
mobile messenger establishes a wireless network connection,
it sends authentication data to control system 200. The
authentication data may include a username and password to
establish the identity of the user operating the mobile mes-
senger. The authentication information may additionally
include information useful for determining the location of the
mobile messenger. Such information may include a hardware
address associated with a wireless access point such as access
point 226 or WWAN tower 228. The information may further
include geographic coordinates such as latitude and longitude
coordinates obtained from a Global Positioning System
(GPS) device included with the mobile messenger. Addition-
ally, the network address, such as an Internet Protocol (IP)
address, assigned to a connected mobile messenger may indi-
cate the approximate location of the mobile messenger. Upon
receipt of authentication information, authentication author-
ity 206 compares the provided authentication information
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with information stored in user database 212. If the authenti-
cation information is valid, such as a username and password
matching a username and password stored in the user direc-
tory, then the authentication authority updates status informa-
tion held in the user directory to indicate that the user is
connected, and the network address to which communica-
tions and command messages should be sent. Authentication
authority 206 may update user database 212 with additional
information sent from the authenticated mobile messenger
including the time of when the device was authenticated, the
IP or other network address currently assigned to the mobile
messenger, and any location information as discussed above.
The authentication process may be repeated when the mobile
messenger establishes a connection with a different wireless
network.

[0048] Administration server 204 provides an administra-
tive interface, or portal, allowing one or more administrator
users to view or modify data held in user database 212 and
message database 216. One embodiment of a portal is a web
server that enables administrators to access the administrative
interface using compatible client software on remote comput-
ing devices. As used herein, any administrative action or
command refers a human administrator submitting a request
to the administration server 204 via the administrative inter-
face using a computing device such as devices 240A and
240B, or any of mobile messengers 232A-232D. The control
system 200 receives the request in the form of one or more
data messages via WAN 220 or LAN 222, and one more
software programs in the administration server 204 execute
actions in response to the request. As described below, one or
more software programs in the authentication authority 206
may prevent administration server 204 from executing a
request if the administrator who submitted the request lacks
authority to make the request. In the example of FIG. 2,
administration server 204 implements a web server that pro-
vides a portal administrative interface for administrators to
access remotely via WAN 220 or LAN 222 using a standard
web-browser from a remote administration host such as com-
puting systems 240A and 240B. In embodiments of mobile
messengers that include a web browser or other remote access
software, one or more of the mobile messengers 232A-232D
may also access administration server 204. In alternative
embodiments the gateway may include alternative gateway
and portal services including SMS portals, email portals, and
any other gateway service that is adapted for use with client
computing devices including the mobile messenger devices.
The portal enables administrator users to view, add, revise, or
remove user information from user database 212. This ability
includes displaying the status of all known users to determine
if each user has a mobile messenger that is maintaining an
active wireless network connection with control system 200.
The portal also enables administrators to view communica-
tions messages held in the message database 216, including
status information as to whether a message has been received
or read by one or more recipients. Administration server 204
also permits an administrator to send communications to a
group of multiple mobile messengers. For example, an
administrator may send a broadcast message to all mobile
messengers. Administration server 204 passes the broadcast
communications message to messaging server 208 which
then sends the communications message to each of mobile
messengers 232A-232D.

[0049] Administration server 204 is additionally config-
ured to receive requests from an administrator to send com-
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mand messages to one or more of the mobile messengers
232A-232D. A command message is a data message that
instructs a mobile messenger to take an action in response to
the command. As described in more detail below, various
command messages may inform a mobile messenger to take
actions including emitting an alarm sound or deleting stored
message data. In response to an administrator requesting an
action for the device of a particular user, administration server
204 determines the network address of a device belonging to
the user from the user database 212 and sends the appropriate
command message. Administration server 204 may also send
commands messages automatically in response to predefined
events occurring. An example of such a predefined event is
sending a command to set the volume level of audio output of
a mobile messenger to mute in response to the mobile mes-
senger sending location information indicating it is in a pre-
determined location.

[0050] The authentication authority 206 may limitaccessto
the command system 200 for different administrator
accounts. For example, a subset of administrator accounts
may have full access to all functions of the control system
200, including the ability to establish accounts and change
permissions for other administrator accounts. The remaining
administrator accounts have selective permission to manage
various functions including the control of mobile messenger
devices, permission to send high-priority pages to groups of
mobile messenger devices, and permissions to review report-
ing information stored in the control system for one or more
mobile messenger devices. The administrator accounts with
limited access may also be restricted to administration of a
subset of the mobile messengers. For example, a medical
administrator may have permission to send group pages to all
medical staff in a single department of a hospital, but not to
other departments. Another administrator may have permis-
sion to update a published address book list for medical staff
in the emergency room, but not for other address book lists.

[0051] Authentication authority 206 permits or denies
administrator commands using a role based access control
(RBAC) system. The RBAC system associates each admin-
istrator account with one or more roles. Each role defines a set
of permitted operations that an administrator with the role
may make, and a set of objects upon which the permitted
operation may act. For example, the aforementioned medical
administrator has a role that enables the operation of sending
group pages, and the role further limits paging operation to
the paging group of staff associated with the administrator.
This role permits the group page operation, and limits the
operation to a predetermined set of objects, where the relevant
objects are the paging groups. A single administrator may
have one or more roles that grant various permissions to
access functions in the administration server 204.

[0052] In control system 200, administrators with a senior
administrator role may have permission to establish and
revise roles, establish new administrator accounts, and to
associate each administrator account with one or more roles.
Each role may be stored as a record in the user database 212
for use by the authentication authority 212 in authorizing one
or more operations that authentication server 204 executes in
response to commands received from administrators. When
control system 200 receives a new request submitted by an
administrator, the authentication authority 206 identifies the
roles corresponding to the administrator and then identifies
whether the roles permit the operations and objects specified
in the request. If the request is permitted, administration
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server 204 executes the request. I[f the request is not permitted,
the administration server 204 does not execute the request and
the authentication authority 206 may generate a record of the
request and store the record in the user database 212 for
auditing purposes. While control system 200 is shown imple-
menting an RBAC system, various other access control tech-
niques including mandatory access controls, discretionary
access controls, and lattice-based access controls may be
employed to define permissions for each administrator.

[0053] Messaging server 208 sends and receives commu-
nications messages sent to or from one or more mobile mes-
sengers 232A-232D. All communications messages sent by a
mobile messenger or intended for a mobile messenger are
directed to messaging server 208 prior to final delivery to the
intended recipient. When a new communications message is
received, mobile server 208 stores the message and associated
metadata in message database 216. Messaging server 208 is
configured to determine the intended recipient of the commu-
nications message, and if the recipient is another mobile
messenger, the communications message is sent to the recipi-
ent device if that device is available to receive communica-
tions messages in user database 212. Messaging server 208
may queue unsent messages until such time as the intended
recipient mobile messengers becomes available to receive
messages. Messaging server 208 is also configured to trans-
mit archived communications message data and other user
data to a mobile messenger, even when the transmitted mes-
sages may have been previously delivered. These transmis-
sions may occur when an existing user registers a new mobile
messenger by providing authentication information to
authentication authority 206. Messaging server 208 sends the
archived message content to the newly registered mobile
messenger sO N0 communications messages are lost when a
user registers a new device.

[0054] Messaging server 208 is further configured to trans-
mit communications messages between mobile messengers
232A-232D and various third-party networked devices such
as smartphone 236. Such functionality is known as interwork-
ing or internetworking. Messaging server 208 may convert
between different communications protocols to facilitate
message delivery. For example, if smartphone 236 sends an
SMS text message to mobile messenger 232A, messaging
server 208 may extract the contents of the text message, and
re-encode the message using an alternative protocol such as
the Extensible Messaging and Presence Protocol (XMPP)
instant messaging protocol. Similarly, a reply message send
from mobile messenger 232 A to smartphone 236 may be sent
using XMPP, and messaging server 208 may be configured to
re-encode the message in SMS or in a third message protocol
such as an email. To facilitate this interoperability, user data-
base 212 may include alternative aliases identifying each user
including one or more email addresses, phone numbers, or
instant messenger screen names.

[0055] In operation, the mobile messengers 232A-232D
and control system 200 may send and receive command mes-
sages, communications messages, and various data including
address book and configuration data using a publisher-sub-
scriber, or “pubsub” communications model. An example of
an existing pubsub protocol is the XEP-0060 Publish-Sub-
scribe extension to the XMPP protocol. Using the XMPP
protocol or any other pubsub scheme, an efficient transmis-
sion of communication of data, including authentication,
communication, and command messages, reduces operating
costs and improves network performance. In some pubsub
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models, published information may be distributed in a mul-
ticast manner such that published information may be sent to
multiple subscribers without the need to retransmit published
information for each of the subscribers. Existing pubsub
models operate on a “best effort” basis that attempts to deliver
published data, but provides no guarantee that subscribers
receive the data and generate no record indicating whether a
particular subscriber received published data. To improve
reliability over existing pubsub systems, the embodiments
disclosed herein are implemented to ensure that published
data is quickly and reliably transmitted to the subscribers
automatically.

[0056] In the embodiment of FIG. 2, a publisher node, or
publisher, makes available or “publishes™ data that one or
more subscriber nodes may selectively receive via a subscrip-
tion. The subscriber node, or subscriber, establishes a “sub-
scription” with the publisher node to subscribe to some or all
of data that the publisher node publishes. As used herein,
configuring a subscription refers to a configuration where a
subscriber node is registered with the publisher node to
receive published data. The subscriber device may send a
message to the publisher node to configure the subscription,
or a third party such as an administrator may preconfigure the
subscription in both the publisher node and subscriber node.
Once a subscription is established, published data may be sent
to the subscriber nodes using either or both of a “pull” model
where the subscriber may request published content and a
“push” model where the publisher initiates transmission of
updates to published data to subscribers. In the embodiment
disclosed herein, the publisher node maintains a record that
identifies the computing device associated with each sub-
scriber node and the publishing nodes with which the sub-
scriber node has established a subscription. Additionally,
each published node contains a version number which is
incremented each time new data is published. A version num-
ber is an integer or any identifier that may be incremented and
compared to other version numbers to identify the order in
which data messages are generated. Each subscriber main-
tains the version number for the last received update for each
subscribed node. Using the version number, the subscriber
can filter stale or out of order receipts of update messages by
comparing the version in the received message to the highest
version number yet received. If the version number is less
than or equal to the highest version number seen, then the
message is stale and may be ignored by the subscriber.

[0057] In operation, control system 200 establishes one or
more default subscriptions for each of the mobile messengers
232A-232D to enable the mobile messengers to receive com-
munications and command messages. The mobile messen-
gers 232A-232D may subscribe to published information
provided by control system 200 to access resources including
address books or paging groups. Authentication authority 206
may control access to limit the publication nodes that each
mobile messenger may subscribe to in accordance with
access control rules stored in the user database 212. Each
mobile messenger 232A-232D may also establish one or
more publisher nodes, with the control system 200 acting as a
subscriber to receive published information including moni-
tor and report data generated by each mobile device.

[0058] Control system 200 and mobile messengers 232A-
232D are configured to guarantee either that subscriber nodes
receive published data, or that arecord is generated to indicate
that a subscriber cannot receive the message. FIG. 16 depicts
a process 1600 for guaranteed message delivery in a pubsub
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system. A publisher node generates data to be published and
stores the data in a cache (block 1604). Examples of pub-
lished data include communications messages and command
messages that the control system publishes for one or more
mobile messenger subscribers. The cache may be an internal
memory, such as the data storage 140 in a mobile messenger,
a database, such as user database 212, and message database
216 in the control system 200, or any data storage device that
is configured to hold the published message data. The cache
may also include the version number associated with each
message for each of the subscribers.

[0059] When publishing data, a publisher node makes the
data available to all subscribers and updates a version number
associated with each subscriber that has a subscription for the
published data. (block 1608). The version number is associ-
ated with published data and one subscriber to the published
data. The publisher node has a record of the newest version
number associated with each subscriber, and the publisher
increments the version number each time new data are pub-
lished. In the system of FIG. 2, the control system 200 may
store the newest version numbers for each mobile messenger
device in user database 212. The subscriber stores a version
number corresponding to the most recent data that the sub-
scriber received from the publisher, and the subscriber may
receive new data having more recent version numbers than
the stored version number. Since multiple subscribers may
subscribe to a single publisher node, the publisher node may
generate version numbers corresponding to each subscriber.
Since each subscriber may subscribe to multiple publishers,
each subscriber may store a version number corresponding to
each publisher.

[0060] In process 1600, the subscriber receives published
data having version numbers newer than the version number
corresponding to data previously received from the publisher
(block 1612). In response to receiving the published data, the
subscriber node sends a receipt message (block 1616), also
referred to as an acknowledgement message, to the publisher.
The receipt message may include a checksum, message
digest, or other message verification data to confirm that the
subscriber received the published data without any corruption
or data errors. If the receipt message indicates the subscriber
received the data successfully (block 1620), then the pub-
lisher marks the published data as received (block 1624). Data
messages marked as received by all subscribers may be
removed from the cache. The subscriber updates the version
number of published data that the subscriber node has
received to the newest version number of the message data
received from the publisher node (block 1628). In the event of
failed message delivery (block 1620), the publisher node may
attempt to send the published data to a subscriber one or more
times (block 1612). In long-term failure modes where a sub-
scriber is unable to receive data after predetermined period of
time or predetermined number of attempts to receive the
published data (block 1632), the publisher may generate a
record of the error and log the error record to inform admin-
istrators which subscribers failed to receive the message
(block 1636).

[0061] Certain categories of messages, including system
status messages, configuration messages, and software
updates may supersede earlier messages of the same type. For
example, a first command message informing mobile mes-
sengers of approved wireless access point SSIDs may be
superseded by an updated list of SSIDs. To minimize the
number of unneeded update messages sent to subscribers in
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the event that a subscriber is offline when an earlier message
is published, the publisher maintains a link between the
cached published data and the subscriber. When the publisher
generates new message data for a subscriber, the publisher
checks the previously published message data to determine if
the subscriber has acknowledged receipt of the previously
published data. If the previously published data have not yet
been received by the subscriber, then the cached previously
published data are evicted before inserting the updated pub-
lished data into the cache. Thus, when a subscriber is unavail -
able for an extended period of time, the publisher node only
provides the most recent update messages for the subscriber.

[0062] Control system 200 may include various hardware
and software components that implement the administration
server 204, authentication authority 206, messaging server
208, user database 212, and message database 216. FIG. 3A
depicts one embodiment of the control system 200 shown as
a single computing device such as a commercially available
server that includes a processor 252, volatile memory such as
RAM 262, non-volatile electronic data storage including
magnetic drives, optical drives, and solid state devices 254,
and one or more network interfaces 264. In this embodiment,
the non-volatile data storage 254 stores machine readable
instructions for one or more software programs in program
data 256 that the processor 252 reads and executes to imple-
ment the functions of the administration server 204, authen-
tication authority 206, messaging server 208, user database
212, and message database 216. The non-volatile data storage
also stores data in the user database 212 and message database
216. The processor may read and write to these databases in
accordance with the operations of the administration server
204, authentication authority 206, and messaging server 208.
Network interface 264 sends and receives communications
messages, command messages, and network traffic associ-
ated with administrators accessing the administration server
204. Network interface 264 may include one or more network
communications devices such as wired Ethernet adapters,
wireless network devices, and any networking devices that
enable the control system 200 to send and receive data via
WAN 220 and LAN 222. Processor 252 and network interface
264 are additionally configured to implement a compressor
and decompressor to compress and decompress data sent and
received via network interface 264. The compressor and
decompressor may be implemented in software read from
program data 256 and executed by the processor 252, or may
be implemented as a hardware compressor and decompressor
in the network interface 264. The compressor is configured to
compress seed data read from the program data 256 prior to
compressing network data, and the decompressor may
optionally decompress the compressed seed data prior to
receiving compressed network data. The compressor com-
presses data that is transmitted using the network interface
264, and the decompressor decompresses previously com-
pressed data received from mobile messengers and other
computing devices via the network interface 264. Two
examples of compression techniques suitable for the com-
pressor and decompressor are the DEFLATE and LZW tech-
niques, although other compression and decompression tech-
niques may be used.

[0063] FIG.3B depicts an alternative embodiment in which
control system 200 includes multiple computing devices that
are configured to operate together to perform the functions of
the control system 200. A first computing device 266 is con-
figured to store the user database 212 and message database
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216, while a second computing device 268 stores program
data to implement the administration server 204, authentica-
tion authority 206, and messaging server 208. The first com-
puting device 266 includes a process 270, RAM 272, and
non-volatile data storage 274. The non-volatile data storage
274 holds program data volume 276, the user database 212,
and message database 216. Processor 270 reads and executes
machine readable instructions stored in the program data 276
to implement the functions of user database 212 and message
database 216. The second computing device 268 includes a
processor 278, RAM 280, non-volatile storage 282, and net-
work interface 264. Non-volatile storage 282 stores program
data 284 that includes machine readable instructions for one
or more software programs that the process 278 reads and
executes to implement the functions of the administration
server 204, authentication authority 206, and messaging
server 208. The processor 270 and network interface 264 may
implement a compressor and decompressor as described
above with reference to FIG. 3A. The first computing device
266 and second computing device 268 are operatively con-
nected through an input/output (I/O) channel 286. The I/O
channel 286 enables the administration server 205, authenti-
cation authority 206, and messaging server 208 implemented
on the first computing device 268 to access the user database
212 and message database 216. The I/O channel 286 may be
any communications channel suitable for operating the con-
trol system. Typical /O channels include network connec-
tions established through local or wide area networks, as well
as serial, switched, and parallel data communications chan-
nels.

[0064] The mobile messenger 100 of FIG. 1 is another
example of a device that may serve as control system 200.
Controller 104 reads and executes machine readable instruc-
tions held in system storage 136 that implement one or more
software programs for the administration server 204, authen-
tication authority 206, messaging server 208, user database
212, and message database 216. The user database 212 and
message database 216 may be held in data storage device 140
to enable controller 104 to read and write to both databases.
An administrator may access the administration server
directly via command software through a standard web
browser on a computer or through an application program-
ming interface into another console application running on a
computer or a mobile device. This alternative embodiment
may be particularly useful when a temporary network of
mobile messengers is established in a remote location such as
a field hospital or emergency command post.

[0065] The foregoing embodiments of control system 200
are merely examples of suitable control system configura-
tions. Alternative embodiments of control system 200 may
employ various software and hardware configurations known
to the art including virtualization and clustering to implement
the functions described herein.

[0066] A front view of the exterior of an example mobile
messenger 300 is depicted in FIG. 4. Housing 304 encloses
the internal components discussed in FIG. 1, including a
controller, wireless transceivers, and data storage devices.
Housing 304 in example device 300 of F1G. 4 also encloses an
antenna, but alternative embodiments may place a portion or
the entire antenna externally of the housing. A keyboard 308
is disposed in the front ofhousing 304. The example keyboard
308 uses a QWERTY key arrangement. Alternative input
devices including simplified key pads, touch pads, directional
keys, and the like may also be employed in alternative
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embodiments. A display 312 is placed above keyboard 308.
Display 312 is configured to show text and graphics received
in communications messages, and is capable of displaying
multiple colors. As shown in FIG. 4, display 312 uses a Liquid
Crystal Display (LCD) panel including arrays of red, green,
and blue (RGB) pixels that may be selectively activated to
display multi-colored content. Alternative colors may be
employed to distinguish various communications messages
shown on display 312. For example, display 312 may be
configured to display messages that are classified as being
high-priority using a red color. Alternative display technolo-
gies adapted for mobile electronic devices such as Organic
LED (OLED) displays may also be used for display 312.
While display 312 in FIG. 4 displays message data, alterna-
tive embodiments may employ touch-screen displays that
both display message data and accept user input. A speaker
316 is configured to emit audible alerts and to play audio
content for communications messages that include audio con-
tent. Speaker 316 may have its volume level adjusted higher
or lower by buttons 320 and 324, respectively. Speaker 316
may additionally have its volume level adjusted by the con-
troller in response to command messages or detection of
predetermined conditions without using manual actuators,
such as buttons 320 or 324. An indicator light 328 may pro-
vide visual feedback indicating that mobile messenger 300
has received a new communications message, or to indicate
an operating state such as a light indicating that a network
connection with a wireless network is established. Indicator
light 300 may include a plurality of light elements such as a
plurality of light emitting diodes (LEDs) that emit various
colors to provide various notifications. A power button 332 is
disposed on housing 304 to enable the end user to activate and
deactivate the mobile messenger 300.

[0067] The mobile messenger 300 of FIG. 4 is merely one
example of a mobile electronic communications device that is
suitable for use with the system of FIG. 2. Numerous alter-
native embodiments are envisioned using modified hardware
components. Additionally, certain smartphone devices may
be reconfigured as mobile messengers like mobile messenger
300 using software stored in a portion of the smartphone’s
memory. This software may replace the original functionality
of the smartphone with the functionality described herein, or
the software may augment the normal operations of the smart-
phone. This reconfiguration enables owners of existing
mobile electronic communications devices to interoperate
with the system of FIG. 2 without the need to replace the
existing devices.

[0068] A process 500 suitable for configuring the mobile
messenger of FIG. 1 to operate with the control system of
FIG. 2 is depicted in FIG. 5. First, if a new user is being added
to the user database in the control system, an administrator
updates the user database with the user’s name and password
(block 504). The mobile messenger then establishes a net-
work connection to a wireless network (block 508). This
connection is established automatically, and the mobile mes-
senger may select a single network to join from a plurality of
networks as discussed in more detail below. Once connected
to the wireless network, the mobile messenger establishes a
session with the control system (block 512). The mobile
messenger and control system may be configured to use an
authentication protocol, such as the Simple Authentication
and Security Layer (SASL) protocol, that enables the mobile
messenger to verify the authenticity of the control system that
receives the authentication data, and the control system is able
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to verify the authenticity of the mobile messenger. The
mobile messenger may require authentication information
such as a username and password to establish the session. In
some embodiments, an administrator enters the authentica-
tion information once when initializing the device and this
information is not accessible to the user of the mobile mes-
senger. When the mobile messenger establishes a session for
the first time, the control system stores an identifier provided
by each mobile messenger device in association with the user
account that established the session. In the example of FIG. 2,
the authentication authority 206 stores an identifier corre-
sponding to each device, such as a hardware Media Access
Control (MAC) address, in association with the user in user
database 212.

[0069] In existing messaging systems including the XMPP
messaging system, the client and server exchange various
information to establish a session. The server may inform the
client of various features that the server supports, and the
client may send presence information to the server to inform
other clients that a new client has established a session with
the server. In the embodiment of FIG. 5, the control system
establishes a session with the mobile messenger (block 512)
without sending a list of supported features to the mobile
messenger. The control system and mobile messenger are
both configured with a predetermined set of features, and
omitting the redundant information reduces the amount of
network traffic generated each time a session is established.
The control system also suppresses the broadcast of presence
information corresponding to a mobile messenger device
when the mobile messenger device establishes a session with
the server. This data suppression also reduces the amount of
network traffic generated in response to establishing a new
session.

[0070] Process 500 uses the pubsub communications
model described above to establish default subscriptions and
distribute directory information and archive messages to a
mobile messenger once the mobile messenger has established
a session (block 516). The archived message information is
stored in the control system and is published for the mobile
messenger to enable the mobile messenger to display com-
munications messages sent prior to activating the mobile
messenger. The directory information may include address
book entries for other users in the user database. User direc-
tory information may also include paging groups that include
predefined groups of contacts. A paging group record identi-
fies each member of the paging group and is stored in the
directory information. Receipt of a paging group identifier
enables the control system to retrieve the paging group record
and determine each member in the group. Each paging group
may include multiple recipients who receive pages or other
messages from an administrator or user. For example, in a
medical setting, all doctors in a single department of a hos-
pital may belong to a paging group for sending and receiving
messages to the group. For existing users, customization set-
tings stored in the user database directory may be downloaded
to restore custom user interface settings used in a different
mobile messenger to the newly configured mobile messenger.
For a new user, any communications messages received prior
to authenticating the mobile messenger are received as well.
For first-time authentication of a new mobile messenger, a
hardware address unique to the particular mobile messenger
is stored in control system. The mobile messenger is manu-
factured with a network address or a unique serial number that
the control system associates with the account of the new user.
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The mobile messenger also subscribes to published lists of
authorized wireless networks, as well as lists of locations
specifying special operations modes (block 520). The autho-
rized network lists specify priorities that identify an order in
which the wireless networks are to be used when more than
one wireless network is available. The location lists may also
include lists of locations where the mobile messenger should
automatically adjust its volume level, and locations known as
exclusion zones where the mobile messenger should deacti-
vate one or more of its wireless transceivers. Updated ver-
sions of the network and locations lists may be sent to the
mobile messenger after configuration process 500 is com-
pleted. The first time that the mobile messenger establishes a
session with the control system, the mobile messenger
receives a complete update of all the data and configuration
parameters recited above. A mobile messenger that has been
configured previously may establish a new session when acti-
vated from a powered down state or when the mobile mes-
senger loses contact with a wireless network and then recon-
nects. A previously configured mobile messenger only
receives updated message data, directory data, and configu-
ration data that the mobile messenger has not received during
a previous session. Upon completion of process 500, the
mobile messenger is configured to send and receive new
communications messages (524).

[0071] FIG. 6 depicts an alternative process 600 suitable for
configuring the mobile messenger of FIG. 1 to operate with
the control system of FIG. 2. In process 600, an administrator
updates the user database with the user’s name and password
(block 604). The mobile messenger then establishes a net-
work connection to a wireless network (block 612). This
connection is established automatically, and the mobile mes-
senger may select a single network to join from a plurality of
networks as discussed in more detail below. In order to send
and receive communications messages, the user must provide
authentication information, which may include a username
and password (block 616). In process 600, the end user of the
mobile device enters the username and password in order to
authenticate with the control system instead of or in addition
to authenticating with the mobile messenger device. After
entering the username and password, the authentication infor-
mation is sent to a server, such as the authentication authority
in the control system, and the control system executes an
authentication process using the data (block 618).

[0072] In the event that authentication of the mobile mes-
senger fails (block 620), the user may be prompted to re-enter
the username and password (block 616). The mobile messen-
ger may be configured to limit the number of unsuccessful
authentication attempts that are permitted before authentica-
tion succeeds. The example process 600 allows the user four
attempts to enter a valid username and password. Upon a
fourth incorrect username and password entry, too many
unsuccessful authentication attempts have been made (block
632). The mobile messenger is then locked (block 636) and
may only be utilized after the messenger is unlocked by the
administrator. The locked mobile messenger may optionally
send an alert message to the control system, informing the
administrator that the device is locked (block 640). The alert
message may further include location information to aid in
recovering potentially stolen devices.

[0073] In the event that the response message from the
control system indicates that authentication succeeded (block
620), the mobile messenger may be configured to retain the
authorization information so that the user will not be required
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to re-enter the authorization each time the mobile messenger
establishes a connection with the control system. The mobile
messenger and control system establish a session (block 512)
in the same manner as described above in FIG. 5. The mobile
messenger may then receive user directory and message data
(block 516), configuration data including network and loca-
tion lists (block 520), and is configured to send and receive
communications messages (block 524) in the same manner as
described in FIG. 5.

[0074] Upon completion of either process 500 or 600, the
mobile messenger is configured to send and receive commu-
nications messages. The mobile messenger may be config-
ured to subscribe to various publisher nodes, including the
control system 200, to receive messages directed to the
mobile messenger individually, and to paging groups that
include multiple mobile messenger devices. The mobile mes-
senger may receive various communications messages hav-
ing metadata that identify a priority level for the received
communications message. In one configuration, each com-
munications message has one of four priority levels, denoted
as P1, P2, P3, and P4. P1 messages are emergency or “may-
day” messages that replace the display of any other message
or user interface element on a display, such as display 108,
until the user takes an action to acknowledge the message.
Some embodiments may restrict the ability to generate P1
priority messages to an administrator sending messages via
the control system, while other mobile messenger devices
generate lower-priority messages. The mobile messenger
may also generate sound and vibration to notify the user of the
P1 priority message in response to receiving the P1 priority
message. The mobile messenger overrides user-defined vol-
ume levels in the mobile messenger to make this notification
more effective.

[0075] A P2 message has a lower priority than the P1 mes-
sage. The P2 message also replaces the display of any other
message or user interface element on the display 108 until the
user takes an action to acknowledge the message. The mobile
messenger may generate a sound or vibration in response to
receiving a P2 message, but the P2 message does not override
the user-defined volume settings for the mobile messenger. In
mobile messenger embodiments that include indicator lights,
both P1 and P2 messages may activate one or more indicator
lights, and may blink the lights in various patterns to attract
the attention of the mobile messenger user. A mobile messen-
ger user may generate and send P2 messages to authorized
paging groups and individual mobile messengers. If the
mobile messenger is locked when a P1 or P2 message is
received, the mobile messenger activates the display and
immediately prompts the user for an unlock code to display
the message. Both P1 and P2 messages may be sent to a single
user, or the message may be sent to a paging group selected
from an address book for an administrator or user.

[0076] In order to acknowledge a P1 or P2 message, the
user may enter a reply to the message using an input device
such as a touch-screen or keyboard. For efficiency, the mobile
messenger may display a list of predefined responses to the
message, and one or more recipients may select a response to
send from the list. The predefined responses may be included
with the original communications message. For example, a
P1 message may inform recipients of a meeting. The pre-
defined responses could include “Attending,” “Not attend-
ing,” and “Arriving late” as possible responses. The display
presents these choices to a user, and the user must select a
response to send before using the mobile device for any other



US 2015/0358821 Al

function. The mobile messenger sends the response message,
and messaging server 208 receives all response messages and
stores the responses in the message database 216. Adminis-
trators and the party who sent the original high-priority mes-
sage may receive both the responses from individual recipi-
ents and view aggregate statistics of the total number of
message recipients and the number of recipients that have
acknowledged the message.

[0077] P3 messages are standard priority messages. These
messages may generate a visual alert on the mobile messen-
ger display to indicate receipt of a new message, but the
message does not override the user interface, and the user
does not have to acknowledge the message to continue oper-
ating the mobile messenger. The received message list in the
mobile messenger stores each P3 message for later review.
The mobile messenger may generate an audible sound or
vibrate in accordance with user defined settings when a P3
priority message is received. A P3 priority message may
optionally include a set of predefined responses, or the recipi-
ent may enter aresponse using input devices such as keyboard
308. If the mobile messenger receives a P3 message while
locked, the messenger may generate an audible sound in
accordance with user settings, but receipt of the message does
notimmediately cause the messenger to prompt for an unlock
code to display the message.

[0078] P4 messages are the lowest priority messages, and
administrators send P4 messages to one mobile messenger or
to a paging group. These messages appear in the message list
stored in the data storage device in each mobile messenger,
but the mobile messenger does not generate a visual alert or
audible sound when a P4 priority message is received. P4
priority messages are for general announcements, and a
mobile messenger user does not send communications mes-
sages to respond to a P4 priority message.

[0079] The P1-P4 priority levels described above are
merely exemplary of a system for handling messages with
various priority levels. Alternative embodiments may include
more or fewer priority levels, and the mobile messenger may
be configured to take various actions in response to receiving
messages of each priority level.

[0080] FIG. 7 depicts a process 700 for controlling access
to the user interface of a mobile messenger. A mobile mes-
senger device may lock access to the user interface to prevent
unauthorized use of the mobile messenger. Process 700
begins by configuring the mobile messenger to authenticate
the user (block 704). In one embodiment, the mobile messen-
ger prompts the user to enter a password or other authentica-
tion information using one of the input devices. The control
system may configure the mobile messenger to require that
the user configure the device with a password. The mobile
messenger may optionally transmit the authentication infor-
mation or data corresponding to the authentication informa-
tion, such as a password hash, to the control system where the
authentication information is associated with the user in the
user database. Passwords or “lock codes” are one example of
authentication data, but various other authentication mecha-
nisms including biometric identification, security tokens, and
multifactor authentication techniques may be used as well.
During operation, the mobile messenger locks the user inter-
face (block 708). The mobile messenger may lock the user
interface after a predetermined period of inactivity, or in
response to a user command to lock the user interface. When
the user operates an input device, the mobile messenger dis-
plays a prompt that requests authentication data, and the user
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enters the authentication data (block 712). In process 700, the
controller in the mobile messenger device, such as controller
104, processes the authentication data and permits or denies
access to the user data in response to the authentication data.
This may be referred to as “local security” since the mobile
messenger determines the validity of authentication data
without sending or receiving data to the control system. If the
user provides the correct authentication data (block 716), the
mobile messenger unlocks and presents the user interface
(block 720).

[0081] In the event that authentication of the mobile mes-
senger fails (block 716), the user may be prompted to enter the
authentication data again (block 724). The mobile messenger
may be configured to limit the number of unsuccessful
authentication attempts that are permitted before authentica-
tion succeeds. The example process 700 allows the user four
attempts to enter a valid username and password, although
fewer or greater numbers of attempts may be permitted. Upon
a fourth incorrect username and password entry, too many
unsuccessful authentication attempts have been made (block
724). The mobile messenger is then locked (block 728), and
the mobile messenger sends a notification message to the
control system indicating that the device has been locked
(block 732). The mobile messenger ignores further attempts
to enter authentication information when locked. An admin-
istrator with permission to unlock the mobile messenger may
receive the lock notification and publish an unlock command
message (block 736). The mobile messenger is subscribed to
receive the unlock message (block 740) and unlocks after
receiving the unlock command (block 720). In an alternative
embodiment, the device prompts for the use to enter authen-
tication data instead of unlocking in response to receiving the
unlock command.

[0082] A process 800 for establishing network connections
between a mobile messenger and multiple wireless networks
is depicted in FIG. 8. Process 800 begins by detecting one or
more available wireless local area networks (WLANs) (block
804). Multiple WLANs may be available in a single location.
For example, an 802.11 transceiver may detect three different
access points corresponding to networks A, B, and C. The list
of available networks is compared to the internal list of net-
works held in the mobile messenger to determine if any of the
available WL ANs are authorized for use by the mobile mes-
senger. The mobile messenger first searches for an authorized
WLAN that has a measured signal strength greater than a
predetermined threshold for optimal signal strength (block
808). In the context of process 800, a measured signal
strength for a WLAN device may be generated from a
Receive Signal Strength Indicator (RSSI) measurement pro-
duced by the WL AN transceiver. The RSSIis a numeric value
that represents the relative signal strength of a signal received
from a WLAN access point within a range having predeter-
mined maximum and minimum numeric values. The mea-
sured signal strength number may be represented as a per-
centage of the maximum RSSI numeric value. In one
embodiment, the optimal signal strength threshold is 40% of
the maximum RSSI value. A WL AN with a signal strength at
or above the optimal threshold enables the mobile messenger
to transmit and receive communications messages more
quickly, and enables the mobile messenger’s WLAN trans-
ceiver to operate at lower power levels. The mobile messenger
connects to the authorized WLAN having the strongest signal
(block 836). Additionally, the WWAN transceiver in the
mobile messenger may also be deactivated if it was previ-
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ously active. The deactivated WWAN may be placed in a
“sleep” mode that uses a minimal amount of electrical energy
while still allowing the WWAN transceiver to be energized
quickly ifit is needed. Process 800 continues by periodically
checking the signal strength after the WLAN connection is
established (block 840). As long as the signal strength for the
authorized WL AN remains at or above the optimal threshold,
the wireless connection is maintained (block 844). If the
signal strength drops below the optimal level, the WLAN
connection may still remain active, but the mobile messenger
begins scanning for authorized WL ANSs having stronger sig-
nals (block 804). This scanning typically occurs in situations
where a mobile messenger is carried to a different section of
a building after connecting to a wireless access point and the
mobile messenger begins to scan for stronger authorized
WLAN signals.

[0083] In the event no WLAN networks with signal
strengths greater than the optimal threshold are available
(block 808), the mobile messenger may still be able to con-
nect to an authorized WLAN as long as the signal strength
available is above the minimum threshold needed to send and
receive communications messages reliably (block 812). If
this condition is detected, the mobile messenger connects to
the WLAN with the strongest available signal (block 848). In
one embodiment, the minimum signal strength threshold is
1% of the maximum RSSI signal strength, or any measured
signal strength level that is sufficient to send and receive data
with the corresponding WL AN access point. In cases where a
WLAN signal is not above the optimal threshold, but is still
above the minimum threshold, a predefined intermediate sig-
nal strength threshold known as a marginal threshold may be
stored in the mobile messenger. While a WLAN signal
strength between the minimum threshold and marginal
threshold is strong enough to maintain a connection, the
WLAN signal may be lost if it does not grow stronger. In one
embodiment, the marginal signal strength threshold is 20% of
the maximum RSSI signal strength. If the WLAN signal is
deemed to be beneath the marginal signal strength level
(block 852), the WWAN transceiver is brought out of sleep
mode (block 856). While the WWAN transceiver is not
actively sending or receiving transmissions at this stage, the
WWAN transceiver is primed to begin scanning for autho-
rized networks more quickly should the WLLAN connection
be lost. The WWAN transceiver remains in sleep mode when
the WLAN signal strength meets or exceeds the marginal
threshold. The mobile messenger continues to scan for autho-
rized WL ANSs with stronger signals regardless of whether the
WWAN transceiver is brought out of sleep mode (block 804).

[0084] In the event the no authorized WLAN has a signal
strength above the optimal threshold (block 808) or the mini-
mum threshold (block 812), the mobile messenger deacti-
vates the WL AN transceiver to conserve electrical power, and
determines if the messenger is outside of any exclusion zones
that prevent the use of the WWAN transceiver for communi-
cations (block 816). Examples of possible exclusion zones
may include locations near electronic equipment that is sen-
sitive to the radio-frequency emissions used by the WWAN
transceiver. Common examples include certain forms of
medical equipment and remote detonators used in explosive
mining and demolition. The mobile messenger has a pre-
defined list of exclusion zone locations stored in its memory,
and the control system may send updated lists of exclusion
zone locations to the mobile messenger to add, remove, or
change locations that are part of exclusion zones. When the
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mobile messenger detects that it is in one of the predefined
exclusion zones, it does not use the WWAN transceiver, but
instead continues to scan for available WLAN signals (block
832). The mobile messenger may determine its location in a
variety of ways including, but not limited to, data acquired
from a global positioning system (GPS) receiver in the mobile
messenger, or by estimating its position from the relative
signal strengths of one or more WL AN access-points having
known locations, as discussed in more detail below.

[0085] In the event that the mobile messenger is outside of
any exclusion zones (block 816), the WLLAN transceiver is
deactivated to minimize power usage, and the WWAN trans-
ceiver is activated (block 820). The WWAN transceiver scans
for one or more authorized WWANSs available to transmit and
receive communications messages (block 824). In the event
that a WWAN is available, the mobile messenger connects to
the WWAN (block 828). While connected to the WWAN, the
mobile messenger periodically activates the WL AN trans-
ceiver to begin scanning for authorized WL AN networks that
may become available after establishing the WWAN connec-
tion (block 832). While scanning for WLAN networks, the
mobile messenger may identify available WLAN networks
that are not present in the authorized WLAN network list.
When a non-authorized WLAN is detected on multiple occa-
sions and has a signal strength that exceeds the minimum
signal strength threshold, the mobile messenger may discon-
nect from the WWAN network and prompt the user to estab-
lish a manual connection to the detected WLAN. The manual
prompt includes a passphrase entry prompt if the WLAN
requires a passphrase to establish a connection. The mobile
messenger may use the WLAN instead of the WWAN to
conserve battery life and to reduce operating costs incurred
from using WWAN networks. To maintain private communi-
cations when using manually connected WL AN systems, the
mobile messenger may send and receive command and com-
munications messages encrypted using various encryption
schemes including the Secure Socket Layer (SSL) and Trans-
port Layer Security (TLS) protocols.

[0086] In certain situations, neither a WL AN nor an autho-
rized WWAN is immediately available (block 824), in which
case the mobile messenger continues to scan for an available
WWAN (block 860). If an authorized WWAN becomes avail-
able (block 864) the WWAN connection is established (block
828), but otherwise the device continues its periodic scans for
new WLAN signals as well (block 832).

[0087] A process 900 for sending communications mes-
sages and tracking the status of communications messages is
shown in FIG. 9. This process is suitable for use with the
control system 200 of FIG. 2. The process begins when the
messaging server receives a communications message (block
904). This message may be sent from a mobile messenger
associated with the controller, or a third party device. If
recipient data sent with the communications message identi-
fies a known user in the user database (block 908) the com-
munications message is stored in the message database (block
916). The messaging server also stores metadata associated
with the message, such as address information of the sender
and recipient, and the time of when the message was received.
If an incoming message does not match a known user, how-
ever, the messaging server returns an appropriate error mes-
sage to the sender (block 912). After storing a communica-
tions message, the messaging server determines whether or
not the intended recipient’s mobile messenger device is avail-
able to receive the message (block 920). In the event that the
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device is unavailable, the messaging server waits (block 924)
until the device is available, possibly checking for updated
status information in the user database. The message meta-
data may include an optional expiration time, indicating the
maximum time the messaging server should wait to send the
communications message. Should this time expire, the mes-
saging server sets an expired status in the message database
and removes the message from the queue of messages asso-
ciated with the user. When the mobile messenger belonging to
the recipient becomes available, the stored communications
message is sent to the mobile messenger, which acknowl-
edges receipt of the message with the messaging server (block
928). The messaging server sends receipt confirmation to the
communications message sender, indicating the message has
been delivered (block 932). The receipt information is also
stored in the message database, allowing the sender or admin-
istrators to receive a confirmation message indicating that the
message was received, and the time at which the message was
received (block 936). After receipt of the communications
message, the recipient mobile messenger device stores the
sent message in its internal memory. Based on priority, the
device may immediately display the message, or queue the
message for user convenience. At the time the communica-
tions message is displayed, the mobile messenger sends an
update message to the messaging server acknowledging that
the communications message has been displayed (block 940).
The messaging server subsequently sends a message inform-
ing the original sender that the communications message has
been displayed (block 944) and updates the message database
to indicate when the archived communications message was
displayed (block 948).

[0088] A process 1000 for activating a new mobile messen-
ger for a user having an existing mobile messenger is shown
in FIG. 10. In various operational situations, a registered user
who has a first mobile messenger needs to switch to a new
mobile messenger. This need may occur if the first mobile
messenger device is lost or stolen. Additionally, many users
may only have possession of amobile messenger for a limited
duration oftime, such as for the length of a work shift. At that
time, the mobile messenger device is returned and issued to
another user. Process 1000 enables an existing user to activate
anew mobile messenger while preserving access to the stored
communications messages and personal information associ-
ated with the user.

[0089] Process 1000 begins by activating a first mobile
messenger and associating the device with the user to which
the device has been issued (block 1004). The activation pro-
cess is described in more detail in FIG. 5 and FIG. 6. The
messaging server sends messages to the first mobile device in
the normal course of operations (block 1008). The same user
subsequently activates a second mobile messenger (block
1012). The control system determines that the second mobile
messenger is different from the first mobile messenger by
comparing the hardware identification code sent during the
activation of the second mobile messenger with the hardware
identification code of the first mobile messenger (block
1016). After the second mobile messenger is activated, it
receives user information stored in the control system, includ-
ing address books holding contact information used by the
user (block 1020). The control system also sends any open
messages, which are communications messages that have not
expired and have not been acknowledged by the user (block
1024). Once the user data and open communications mes-
sages are sent to the second mobile messenger, the control
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system determines if the first mobile messenger is reachable
via any authorized wireless network (block 1028). If the first
mobile device is available, the control system sends a reset
command message (block 1036) that instructs the controller
in the first mobile messenger to delete all user configuration
data and messages (block 1040). When the first mobile mes-
senger is initially disconnected from any wireless network,
the controller waits to send the reset command message until
after the first mobile messenger becomes available (block
1032).

[0090] A process 1100 for detecting a misplaced mobile
messenger device is show in FIG. 11. While attempts to locate
a misplaced mobile electronic communications device, such
as a cellular phone, by calling the phone and listening for its
ring are known, this method, however, is not always success-
ful. For example, the success of the method may be affected
by a muted phone ringer or a low volume level. Process 1100
begins with the user who lost the mobile messenger or an
administrator accessing the administration server of the con-
trol system (block 1104). This access may be done via another
mobile messenger or through the use of a standard computer
configured to access the administration server. The adminis-
tration server sends a command message in response to a
request to have the mobile messenger emit an alarm (block
1108). The misplaced mobile messenger receives the alarm
command message, and emits an audible alarm in response to
the command message (block 1112). In emitting the alarm,
the mobile messenger may be configured to adjust its volume
levels higher, including adjusting to the maximum available
volume. Additionally, if the mobile messenger is equipped
with a vibration device or indicator lights, these devices may
operate as part of the alarm. Thus, even if the mobile messen-
ger was set to a low volume or mute state, the mobile mes-
senger still emits an audible alarm in response to the com-
mand message. If the mobile messenger is located (block
1116), the alarm may be deactivated manually by the user
sending a manual input to the mobile messenger (block
1124). After manual deactivation, the mobile messenger may
restore its volume level to the level used prior to receiving the
alarm command message. If the mobile messenger is not
located within a predetermined amount of time, the alarm
may deactivate in order to conserve energy (block 1120), and
additional alarm command messages may be sent at a later
time. Alternatively, instead of sending multiple alarm com-
mand messages, the mobile messenger may be configured to
emit the alarm intermittently, such as sounding the alarm for
five minutes with five minute periods of silence until the
alarm is deactivated. This type of operation helps preserve the
battery life of the mobile messenger.

[0091] A process 1200 for adjusting the volume level of a
mobile messenger device is shown in FIG. 12. A mobile
messenger may be disruptive if it emits sounds in certain
locations. A user may neglect to adjust the volume level of the
mobile messenger manually and it may emit unwanted
sounds. Process 1200 begins with the control system periodi-
cally publishing control information for the subscribing
mobile messenger to assign known locations to alternative
volume levels or operational modes to the mobile messenger
(block 1204). The location information sent may be tailored
to specific users. For example, a user who is an emergency
medical technician may continue to receive audible alerts
from the mobile messenger when the mobile messenger is
connected to a wireless network in an emergency room. How-
ever, another user who is a medical administrator may have a



US 2015/0358821 Al

mobile messenger whose volume levels are muted or set to a
vibrate-only mode when in the same emergency room. The
location information may include data identifying the par-
ticular wireless network device to which the mobile messen-
ger is connected, such as a unique basic service set identifier
(BSSID) name for an 802.11 access point, or tower identifi-
cation information for a WWAN data network cell. In
embodiments of mobile messengers including a GPS device,
the location data may include geographic coordinates, such as
latitude and longitude. In a building with a WLAN including
multiple 802.11 access points, the mobile messenger may
obtain a more accurate position by evaluating the relative
signal strengths individual wireless access points in the
WLAN. A particular 802.11 access point may be identified by
decoding a basic service set identifier (BSSID) data field
transmitted by the access point. The BSSID is a unique hard-
ware identifier for each wireless access point that is typically
the same as the MAC address associated with the 802.11
access point. The BSSID uniquely identifies individual wire-
less access points in WLAN systems using multiple wireless
access points, even if they share the same service set identifier
(SSID). The mobile messenger may determine the signal
strengths and BSSIDs of wireless access points by passively
detecting wireless data transmissions generated by the wire-
less access point. This location method may include triangu-
lationusing BSSIDs sent from multiple access points to deter-
mine which floor or room of a particular building the
messenger is located.

[0092] A mobile messenger subscribes to a published list of
known BSSIDs associated with known locations where the
mobile messenger is configured to operate in a non-standard
mode, such as the WAN exclusion zones discussed above or in
locations where an automatic volume level should be set.
After receiving auto-volume location information from the
control system, the mobile messenger determines whether its
current location corresponds to one of the stored locations in
which an automatically set volume level is desired for the
mobile messenger (block 1212). The mobile messenger then
adjusts its volume level in response to the location informa-
tion stored in its memory (block 1220). The volume level
stored for a given location may mute the mobile messenger,
set itto a lower or higher than normal volume level, or activate
an alternative message alert mode such as a vibrate-only
mode. In an alternative embodiment, the mobile messenger
reports detected location information to the control system.
The control system then determines if the reported position
corresponds to a location where the mobile messenger should
operate in a non-standard mode, including modes with auto-
matically adjusted volume levels. The control system then
sends a command message instructing the mobile messenger
to change operating modes, including commanding the
mobile messenger to adjust its volume level. In either
embodiment, the volume levels may be overridden based on
the priority of an incoming message. An emergency message
might be allowed to generate an audible sound even if normal
priority messages are muted. An administrator request that
the control system set the volume level for generating alerts in
response to receiving high-priority messages, and enable the
messenger to override a user-defined volume level to generate
the sound. As part of the volume level adjustment, the mes-
senger may be configured to store the volume level used prior
to receiving the command message.

[0093] Inthe event that the mobile messenger determines it
is not in a location with an auto-volume adjustment (block
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1212), the messenger may determine if the currently set vol-
ume level was set in response to the mobile messenger being
in a different location where the auto-volume adjustment was
made (block 1224). If this was the case, the mobile messenger
may retrieve a previously used manual volume level setting
and adjust the volume level to the previous volume level
(block 1228). The volume level remains unchanged in situa-
tions where no previously set volume is saved (block 1232).

[0094] Mobile messenger devices receive address book
information that facilitates contacting parties listed in the
address book. Address book information may include any
data useful in identifying and communicating with another
party via the mobile messenger. Such data may include elec-
tronic contact information such as the party’s name, relevant
phone numbers, email addresses, screen names for instant
messaging, and account names in social network applica-
tions. Address book information may additionally include
biographical information about the party including a picture,
age, work title, work location address, and home street
address. Using the location information described above,
address book information may further include the physical
location of the mobile messenger belonging to a party, and the
location information may be updated automatically in
response to the mobile messenger changing location. An
example of a data format for storing address book information
in a structured manner is the vCard format.

[0095] A process 1300 of distributing the address book
information is depicted in FIG. 13. Process 1300 begins by
establishing an address book entry for a party (block 1304).
Each mobile messenger user is a party in process 1300, but a
party does not necessarily need to use a mobile messenger to
have address information. For example, in a mobile messen-
ger network deployed in a hospital, there may be a number of
parties who have address book information established who
do not use mobile messenger devices. Examples include
third-party doctors who refer patients to the hospital but are
not part of the hospital itself, and outside pharmacists who fill
prescriptions from doctors in the hospital. While these parties
may not use mobile messenger devices, address book infor-
mation is still established to permit mobile messenger users to
communicate with them via the messaging server. Once
established, address information for each party is stored in the
messaging database in the control system. After establishing
the address book information, each address entry is pub-
lished, enabling one or more subscribers to view the address
book information (block 1308). In the embodiment of FIG. 2,
messaging server 208 may publish the address book informa-
tion for one or more subscribing mobile messengers. Process
1300 continues by having mobile messenger users receive
address book information by subscribing to one or more
address entry publisher nodes (block 1312). When a mobile
messenger device is activated, a default set of subscriptions is
automatically established for the mobile messenger. The
default subscription list may be established by administrators
via the administration server, and each mobile messenger
may receive a default subscription list tailored to the expected
communications patterns of the mobile messenger user. In
addition to the default subscription list, a mobile messenger
user may manually subscribe to another party whose entry is
not in the default subscription list (block 1316). The manually
added subscription relationships are stored centrally in the
control system, enabling manually added address book sub-
scriptions to be retained in the event that a mobile messenger
user changes mobile messenger devices. The administrator
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may disable manual address book entries and subscriptions to
address book lists other than the default address book list via
the administrative interface.

[0096] In the event that address book information associ-
ated with a party is updated (block 1320), the newly updated
address book information is re-published by the publishing
node (block 1324) and is subsequently received by the sub-
scribing mobile messengers (block 1328). Each mobile mes-
senger user may update his or her own address book infor-
mation via an address book software interface provided by the
mobile messenger. Updates to the address book are then
stored in the user database for re-publication by the publish-
ing node. The pubsub mechanism permits an update to an
address book entry for a single party in the address book to be
distributed to the mobile messengers individually, instead of
requiring redistribution of an entire address book when only
a limited subset of address book entries have been updated.
The update mechanism also sends to the updated address
book information to subscribing mobile messengers while
refraining from sending the address book to non-subscribers.
These features enable efficient distribution of address book
information that reduces the volume of information that is
sent to the mobile messenger devices.

[0097] While the address book information distribution
process described above is suited for use with a network of
mobile messenger devices, it may be applied to different
network computing systems as well. Any network of comput-
ing devices sharing address book information may employ
the foregoing method to maintain address book information
in an efficient manner.

[0098] A process 1400 for sending control and configura-
tion messages to mobile messenger devices via a pubsub
mechanism is depicted in FIG. 14. Process 1400 begins by
subscribing one or more devices, such as mobile messengers,
to a single publisher that is associated with a control group
(block 1404). A control group is associated with a group of
devices that are all configured to receive the same command
and configuration data. For example, a subset of mobile mes-
senger devices belonging to doctors in a hospital may belong
to a single control group, while a second subset of mobile
messenger devices belonging to nurses belongs to a different
control group. In one embodiment, the subscription to the
command group is established when the mobile messenger
device is initially activated. In the exemplary embodiment of
FIG. 2, the administration server is configured as the pub-
lisher node publishing control and configuration data for one
or more control groups.

[0099] An administrator sends command and configuration
change requests to a control system, such as control system
200. When a new command or configuration message is sent,
the publisher node associated with the control group pub-
lishes the message (block 1408). Possible configuration mes-
sages include updates to listings of approved WLAN access
points, and updates to listings of locations where the mobile
messenger should deactivate its WWAN transceiver or set an
automatic volume level. Command messages include mes-
sages instructing mobile messengers to update internal soft-
ware or firmware code, or to activate or deactivate features or
functionality in response to the command message. Various
configurable mobile messenger functions include text mes-
saging, voice over Internet Protocol (VoIP) communications,
instant messaging services, subscriptions to address book
lists, group paging functionality, and various other functions
that the mobile messenger may perform. Administrators may
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use the control system to update configuration information
including lists of approved wireless access points, lists of
locations where mobile messengers should deactivate cellu-
lar transceivers, and lists of locations where the mobile mes-
sengers should change the volume level used for audible
alerts.

[0100] In one mode of operation, command messages and
configuration data are prepared by administrators using the
administration server and are subsequently published for a
corresponding control group. The subscriber mobile messen-
ger devices receive the command and configuration messages
via the pubsub mechanism, and take a predetermined action
in response to the particular received message (block 1412).
[0101] Inthe eventthata mobile messenger device changes
from a first control group to a second control group (block
1416), the mobile messenger establishes a subscription to the
publishing node for the second control group (block 1420)
and removes its subscription from the first control group
(1424). At this point, the mobile messenger receives com-
mand and configuration updates from the second control
group publisher instead of the first control group publisher.
Upon changing control groups, the mobile messenger may be
initialized with one or more control and configuration mes-
sages published by the publisher node of the second control
group. The mobile messenger reconfigures itself in response
to these messages to match the configuration of other mobile
messengers in the same control group.

[0102] While the command and configuration process
described above is suited for use with a network of mobile
messenger devices, it may be applied to different network
computing systems as well. Various groups of networked
computing devices sharing common control and configura-
tion data may be efficiently managed using process 1400. One
suitable example of an alternative system is a Supervisory
Control and Data Acquisition (SCADA) system that has a
number of network sensor or control devices that are con-
trolled from a centralized server. Process 1400 enables selec-
tion and configuration of groups of sensor and control devices
in an efficient manner.

[0103] A process 1500 for collecting reporting information
from a group of mobile messenger devices using a pubsub
protocol is depicted in FIG. 15. Reporting information is
generated by a mobile messenger during its normal course of
operation. The reported information may include device diag-
nostics including battery life, temperature, and the status and
version of operating software. Other reports may detail the
mobile messenger’s activities, including bandwidth usage for
each wireless network that the mobile messenger accesses,
and statistics on the number of messages the wireless device
has sent or received. The mobile messenger establishes a
publisher node for at least one type of report information
(block 1504). The mobile messenger may optionally establish
multiple publisher nodes dedicated to a specific subset of
reporting information having relevance to different subscrib-
ers. For example, a publisher node that publishes bandwidth
usage is of interest to a subscriber monitoring billing for
network usage, while a publisher node publishing battery life
information is of interest to a maintenance subscriber moni-
toring for failing batteries. Different administrative subscrib-
ers establish subscriptions to the appropriate publisher nodes
in each mobile messenger device (block 1508). In process
1500, each of the mobile messengers acts as a publisher,
while one or more subscribers receive published reports using
the administration server. Using the embodiment of FIG. 2,
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the administration server acts as a single subscriber comput-
ing device for collecting report data published by each mobile
messenger. The administration server may host multiple logi-
cal subscribers on a single physical computing device.

[0104] Mobile messengers generate report information at
periodic intervals, in response to an event detected by the
mobile messenger, or in response to a command message
received by the mobile messenger. The generated report
information is then published by the appropriate publisher
node (block 1516), and the subscribing administration server
receives the published report (block 1520). Once the sub-
scriber has received published reports, the reports may be
stored or organized for access by administrative users (block
1524). In the example embodiment of FIG. 2, the reports
generated by amobile messenger assigned to a particular user
may be stored in the user directory database. Administrators
may review the report information for a single device, or view
consolidated reports corresponding to multiple mobile mes-
sengers. The administrators access these reports via the
administrative interface hosted on the administration server.
Thus, the administration server acts as a subscriber, while
individual administrators access some or all of the stored
reports instead of directly subscribing to individual mobile
messenger devices.

[0105] While the reporting information collection process
described above is suited for use with a network of mobile
messenger devices, it may be applied to different network
computing systems as well. A system including a centralized
control enabling administrators to view diagnostic and status
information of multiple networked computing devices may
employ process 1500. Some examples of these systems
include the aforementioned SCADA systems. Another
example includes centrally managed enterprise computing
networks having networked computing devices including
computer workstations and networked printers.

[0106] A control system, such as control system 200, col-
lects the report data that the subscribing administrative server
receives. Different administrators may have access to the
report data through the administrator interface portal. The
portal may display unedited report data for one or more
mobile messenger devices, or generate aggregate data includ-
ing graphs and statistics that provide information on the
operation of the mobile messengers, wide area network, and
local area networks. Administrators may access the adminis-
trator interface portal in the control system to review reports
of' warning and error messages that one or more mobile mes-
sengers generate during operation. These errors may indicate
hardware faults in certain mobile messenger units, or may
indicate wider problems with one or more wireless networks
including weak signals or interference with a wireless access
point. The reports may also include records of maintenance or
remedial measures taken to resolve reported problems.

[0107] Reports directed to the operating condition of net-
works that support the mobile messengers include graphs
showing outages or downtime of various wireless access
points and wireless towers, graphs of bandwidth usage and
network capacity utilization, and graphs of the storage capac-
ity usage of databases including the message database and
user directory database. The mobile messengers may report
average network latency and response times to generate net-
work performance metrics that measure the average delivery
time for messages on the network and the average delay
between when the control system publishes various data,
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including address book updates, and when subscribing
mobile messengers receive the published data.

[0108] The administrator may access the administrative
interface to view accounting data including bandwidth usage
statistics for each mobile messenger, including the amount of
data that each mobile messenger sends and receives using
wide area networks and local area networks in various loca-
tions. Since many wide area networks charge fees that are
proportional to network utilization, the accounting data may
identify locations where WLAN access points reduce oper-
ating costs. The administrators may also disable certain func-
tions for mobile messenger users that exceed predetermined
datausage caps on wide area networks. For example, amobile
messenger user may have a data usage cap for sending and
receiving data via the WWAN of 10 megabytes per month.
The administrator may publish a control message that dis-
ables sending and receiving VoIP messages using the WWAN
upon exceeding the cap, but still enables sending and receiv-
ing of VoIP messages via the WLAN.

[0109] Another administrator report feature enables the
administrators to view the locations of different mobile mes-
senger devices on a map. The mobile messenger devices
report various forms oflocation information that may include
positioning data from a global positioning system, or may
include location data generated from one or more WLAN and
WWAN transceivers having known locations. The portal may
display the locations for all mobile messengers or for a select
subset of mobile messengers superimposed on a map. The
map may cover a larger geographic area, such as a city or
state, or may depict an individual building, such as an office
building. When only approximate location data are available
for a mobile messenger, the map may indicate that the loca-
tion is an approximation and include a confidence circle or
other estimate of the accuracy of the location. When a mobile
messenger is not in communication with the control system,
the portal may display the last known location of the mobile
messenger on the map.

[0110] In addition to report information collected directly
from mobile messenger devices, various auditing devices
may also test network performance and generate report data.
These devices may employ wireless transceivers that are
similar to the mobile messengers, but send automated test
messages and reports to the control system instead of sending
communications messages. Other auditing systems include
software systems that collect accounting and performance
data from network components, such as wireless access
points. Mobile messenger devices and automated auditing
systems generate report data without requiring manual con-
trol from a mobile messenger user. A mobile messenger may
defer transmission of report data to the control system for
storage and analysis until there is a period of low network
utilization. In some embodiments, mobile messengers only
send report data to the control system using WLAN networks
to reduce the bandwidth usage and costs incurred from uti-
lizing WWAN networks.

[0111] FIG. 17 depicts a process 1700 for compression of
data sent and received by the control system and mobile
messengers during the processes depicted above in FIG.
5-FIG. 16. Both the control system and mobile messenger
devices include a compressor and decompressor for com-
pressing and decompressing, respectively, data such as com-
munications messages, authentication data, and control mes-
sages. The compressor generates compressed data that store
the same contents as the original uncompressed data using
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fewer bytes than the original data, and the decompressor may
generate the original data from the compressed data. Various
block compression implementations, including software and
hardware that implement the DEFLATE and LZW block
compression algorithms, may be used to compress data prior
to sending the data via WLAN and WWAN networks. After
the compressed data are sent, a corresponding decompressor
generates the original message data from the compressed
data. The level of compression offered by the block compres-
sor improves when a relatively large amount of data having
similar statistical properties, such as entropy and symbol
frequency, are provided to the compressor. The compressor
generates an internal dictionary from the previously com-
pressed data to improve the compression of subsequently
received data having similar statistical properties. Various
operations of the mobile messengers and control system,
however, involve sending multiple smaller data messages that
are too short to enable the compressor to generate an internal
dictionary for efficient compression. Process 1700 provides a
method for efficient compression and decompression of the
shorter messages.

[0112] Inprocess 1700, the control system and each of the
mobile messengers each compress an identical set of seed
data using a predetermined compression and decompression
scheme (block 1704). As used herein, the term “seed data”
refers to a predetermined set of data that are suitable for
compression by the compressor and decompression by the
decompressor. Seed data for the compressor may include
samples of uncompressed message data. The compressor may
generate seed data for the decompressor by compressing the
predetermined seed data. Identical seed data are stored in data
storage devices within the control system and the mobile
messengers, to enable compressors and decompressors in
separate computing devices to share the same internal dictio-
naries generated from the seed data. The control system and
each of the mobile messengers include a compressor and
decompressor. The compressor for the control system and the
decompressor for each mobile messenger share a first set of
identical seed data, and the compressor for the mobile mes-
sengers and the decompressor for the control system share a
second set of identical seed data. In one embodiment, the first
set of seed data and second set of seed data may be the same.
In an alternative embodiment, the first and second sets of seed
data are different. The first set of seed data are selected with
reference to messages that the control system sends to the
mobile messengers, and the second set of seed data are
selected to with reference to the messages that the mobile
messengers send to the control system. The compressor in
each mobile messenger may include an individual set of seed
data adapted for the profile of messages used in the mobile
messenger, and the control system may store corresponding
seed data for multiple mobile messenger devices.

[0113] The size of each set of seed data is selected to be
sufficient to enable the compressor to generate an internal
dictionary to optimize subsequent data that have statistics that
are similarto the seed data. The sizes of seed data may change
during operation with one embodiment providing an initial 32
Kilobytes of seed data that may grow to a maximum config-
ured size of 64 Kilobytes. In one embodiment, the contents of
each message compressed using a compressor are appended
to the seed data used to generate dictionaries in the compres-
sor and corresponding decompressor. The seed data may
grow from the initial size until seed data reach the maximum
configured size. In one embodiment, the seed data grows until
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the maximum configured size and remains constant thereaf-
ter. In another embodiment, the seed data are updated with the
contents of each new message, and a corresponding set of the
oldest data in the seed data set are removed to maintain the
size of the seed data.

[0114] The compressed seed data are provided to a decom-
pressor to generate an internal dictionary used for decompres-
sion (block 1708). The decompression may be optional in
some embodiments where compressor and decompressor
share the same internal dictionary and internal state. The
internal dictionaries may be cached in a memory to enable the
compressor and decompressor to operate on multiple mes-
sages without processing the seed data multiple times. The
hardware and software embodiments of the compressor may
be different between mobile messengers and the control sys-
tem provided that the implementations produce compatible
compressed and decompressed data.

[0115] During operation, the control system or mobile mes-
senger generates data for a new message (block 1712). The
new data are then provided to the compressor that is config-
ured with the internal dictionary generated from the seed data.
The compressor generates compressed data that correspond
to the new data message using the previously generated inter-
nal dictionary (block 1716). This internal dictionary enables
a higher compression ratio and smaller size for the com-
pressed data when compared to compressing the message
data without using the seed data. The compressed data are
then sent to the recipient device via a WLAN or WWAN
(block 1720). Once received, the recipient device decom-
presses the compressed message using a decompressor that
has an internal dictionary generated using the same seed data
used prior to compressing the data (block 1724). Thus, the
decompressor is configured to decompress the compressed
data corresponding to the new message.

[0116] Process 1700 enables compression of shorter data
messages with improved compression ratios to reduce the
total amount of message data sent via WLAN and WWAN
networks. The improved compression reduces utilization and
congestion of the wireless networks and reduces operating
costs for wireless networks that charge based on data usage.
The selection of seed data mimics the expected statistical
properties of data sent and received by the control system and
mobile messenger devices. For example, in systems using
XML based communications protocols, the seed data may be
a string including sample XML messages that match the
format of communications messages and command mes-
sages.

[0117] The mobile messenger devices and central control
system 200 of FIG. 2 may be adapted to perform one or more
of processes described above. Each of mobile messengers
232A-232D may store a subscriber configuration in memory
instructing each mobile messenger to subscribe to one or
more address book publisher nodes and to a single control
group publisher node. Using the example pubsub scheme of
the Publish-Subscribe extension to the XMPP protocol, each
mobile messenger further stores a uniform resource locator
(URL) of each publisher node in its memory. The mobile
messengers then receive notification of published address
book entries as well as configuration and command messages
via data networks such as WAN 220 or LAN 222. Control
system 200 acts as the publisher for address book and control



US 2015/0358821 Al

group information. Messaging server 208 may be configured
to read user address information stored in user database 212
and publish the information, including publishing updates to
address book entries when address information changes.
Administration server 204 receives commands sent via the
administration interface and is configured to act at the pub-
lisher node for one or more command groups. The command
group publisher nodes publish command and configuration
information that is received by the targeted subscriber mobile
messengers via WAN 220 or LAN 222. For reporting process
1500, mobile messengers 232A-232D are configured to be
publishers, providing device statistics from hardware sensors
and the memory in each mobile messenger. Administration
server 204 is configured to subscribe to the publisher nodes of
each mobile messenger. This configuration may include
extracting appropriate publisher URLs for each device from
hardware information stored in user database 212. Adminis-
tration server 204 is further configured to store published
reporting data received via its subscriptions in user database
212, and to provide an interface for administrators to view the
information via the administrator interface discussed above.

[0118] One advantage of the mobile messenger and control
system described above is the ability to reduce substantially
the reliance of a wireless device on cellular networks or
services supported by cellular networks. For example, an
application program that implements the functionality
described above may be developed for a cellular phone hav-
ing 3G or 4G data communication capability. As long as the
cellular phone also includes a wireless transceiver for 802.11
networks, the application program, once installed, may oper-
ate in response to detection of a 802.11 network access point
or acommand message received from a central command site
to disable the WWAN transceiver, but still implement the 3G
or 4G data communication services as well as the voice com-
munication services through the 802.11 network transceiver.
Because 802.11 network access is frequently provided at no
cost to users, the device is still able to provide the higher level
data and voice communication functionality without causing
the user to incur the higher cellular network charge rates.
Thus, smartphones or cellular phones with such an installed
application program may now be used as pager devices with-
out requiring the enterprise, such as a hospital or police
department, to pay higher monthly service plans as required
for devices that primarily rely on cellular networks or services
provided through cellular networks. A cellular service may
even provide cellular phones or smartphones so configured to
enterprises with lower cost service plans. In this manner, the
functionality of cellular phones and smartphones may be
provided to enterprises at rates that enable the devices to
replace pagers without adversely impacting the bandwidth of
the cellular services for other users who require relatively
constant cellular network access.

[0119] While the system and method for device control
have been illustrated by the description of exemplary pro-
cesses and system components, and while the various pro-
cesses and components have been described in considerable
detail, applicant does not intend to restrict or in any limit the
scope of the appended claims to such detail. Additional
advantages and modifications will also readily appearto those
skilled in the art. Therefore, the system and method described
above in their broadest aspects are not limited to the specific
details, implementations, or illustrative examples shown and
described. Accordingly, departures may be made from such
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details without departing from the spirit or scope of appli-
cant’s disclosed system and method.

We claim:

1. A system for managing mobile electronic communica-

tions devices comprising:
auser directory database configured to hold authentication
data associated with at least one user;
an authentication authority communicatively connected to
the user directory database, the authentication authority
configured to:
accept or deny authentication data for a user received
from at least one mobile electronic communications
device;

to store status information corresponding to authenti-
cated users in the user directory database; and

to store an association between each authenticated user
and each mobile electronic device that sent authenti-
cation data for an authenticated user in the user direc-
tory database;

an administration server configured to send and receive
command messages with at least one mobile electronic
communications device;

a messaging server configured to send and receive commu-
nications messages with at least one mobile electronic
communications device; and

the authentication authority, administration server, and
messaging server being configured to send and receive
data via a data communications network.

2. The system of claim 1, the administration server being

further configured to:

identify that a second mobile electronic communications
device sending valid authentication data for a user is
different from a first mobile electronic communications
device associated with the user in the user directory
database; and

to send a command message to the first mobile electronic
communications device in response to the second
mobile electronic communications device sending valid
authentication data, the first mobile electronic commu-
nications device being configured to erase at least a
portion of data stored in a memory in the first mobile
electronic communications device in response to receiv-
ing the command message.

3. The system of claim 1, the administration server being

further configured to:

send a command message having an alarm command to a
mobile electronic communications device.

4. The system of claim 3, the administration service being

further configured to:

send the alarm command with an identification of a volume
level for an audible alarm.

5. The system of claim 1, the administration server being

further configured to:

send at least one list containing at least one location iden-
tifier to a mobile electronic communications device.

6. The system of claim 5, the administration server being

further configured to:

send the at least one list with at least one location identifier
associated with a location in which the mobile electronic
communications device is configured to operate with an
automatically adjusted volume setting.

7. The system of claim 5, the administration server being

further configured to:
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send the at least one list with at least one location identifier
associated with a location in which the mobile electronic
communications device is configured to deactivate a
wireless transceiver.

8. The system of claim 1, the user directory database being

further configured to include:

a plurality of paging group records, each paging group
record identifying a plurality of users in the user direc-
tory database; and

the messaging server being further configured to send a
communications message to each user identified by the
paging group record in response to the communications
message identifying the paging group.

9. The system of claim 8, the messaging server being

further configured to:
store a number of acknowledgement messages generated
in response to the communications message that identi-
fies the paging group.
10. The system of claim 1 further comprising:
a message archive database;
the messaging server being further configured to:
retain copies of sent and received communications mes-
sages in the message archive database;

send at least one retained communications message held
in the message archive database to at least one authen-
ticated mobile electronic communications device;

maintain a record of an acknowledgment message sent
from a receiving mobile electronic communications
device, the acknowledgement message acknowledg-
ing receipt of a communications message; and

maintain a record of a second acknowledgment message
sent from a displaying mobile electronic communica-
tions device, the second acknowledgment message
including an acknowledgment that the mobile elec-
tronic communications device displayed a received
communications message.

11. The system of claim 10, the messaging server being

further configured to:

send at least a portion of data associated with a user in the
user directory database to an authenticated mobile elec-
tronic communications device providing authentication
data corresponding to the user.

12. The system of claim 10, the administration server and

messaging server being further configured to:

identify a second mobile electronic communications
device sending valid authentication data for a user, the
second mobile electronic communications device being
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different from a first mobile electronic communications
device associated with the user in the user directory
database;

send at least a portion of the copies of sent and received
communications messages retained in the message
archive database to the second mobile electronic com-
munications device; and

send a command message to the first mobile electronic
communications device in response to the second
mobile electronic communications device sending valid
authentication data.

13. The system of claim 12, the first mobile electronic

communications device being configured to:

erase at least a portion of data stored in a memory in the first
mobile electronic communications device in response to
receiving the command message.

14. The system of claim 10, the administration server being

further configured to:
provide access to at least one administrator, the adminis-
tration server allowing the at least one administrator to
read:
at least a portion of copies of communications messages
held in the message archive database;

at least a portion of records of acknowledgment mes-
sages that include acknowledgments that a mobile
electronic communications device received a com-
munications message;

at least a portion of records of second acknowledgment
messages that include acknowledgments that a
mobile electronic communications device displayed a
received communications message.

15. The system of claim 1 further comprising:

a non-volatile memory;

a compressor, the compressor configured to read seed data
from the non-volatile memory, to generate compressed
seed data, and to compress at least one other set of
uncompressed data for transmission by at least one of
the messaging server, administration server, and authen-
tication authority after compressing the seed data; and

a decompressor, the decompressor being configured to
read the compressed seed data generated by the com-
pressor, to decompress the compressed seed data, and to
decompress at least one other set of compressed data
received by the at least one of the messaging server,
administration server, and authentication authority after
decompressing the seed data.

#* #* #* #* #*



