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Secure communications may be established amongst network
entities for performing authentication and/or verification of
the network entities. For example, a user equipment (UE)
may establish a secure channel with an identity provider,
capable of issuing user identities for authentication of the
user/UE. The UE may also establish a secure channel with a
service provider, capable of providing services to the UE via
a network. The identity provider may even establish a secure
channel with the service provider for performing secure com-
munications. The establishment of each of these secure chan-
nels may enable each network entity to authenticate to the
other network entities. The secure channels may also enable
the UE to verify that the service provider with which it has
established the secure channel is an intended service provider
for accessing services.
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SYSTEMS AND METHODS FOR SECURING
NETWORK COMMUNICATIONS

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Patent Application Ser. No. 61/466,662, filed Mar. 23,
2011, U.S. Provisional Patent Application Ser. No. 61/525,
575, filed Aug. 19, 2011, and U.S. Provisional Patent Appli-
cation Ser. No. 61/466,852, filed Mar. 23, 2011, the contents
of which are hereby incorporated by reference in their
entirety.

BACKGROUND

[0002] In communications networks, various forms of
communication between network entities may be susceptible
to third-party attacks. For example, according to one embodi-
ment, a user device may attempt to access services (e.g., a
website) from a service provider via a communications net-
work. This access attempt, and/or other communications
from the user device, may be intercepted by a third party or a
man-in-the-middle (MitM). This third party may act as the
intended service provider to gain access to information asso-
ciated with the user device, such as authentication informa-
tion (e.g., a username and/or password) for example. If the
third party is successful in obtaining authentication informa-
tion from the user device, the third party may use the authen-
tication information for unintended or malicious purposes.
For example, the third party may act as the user device to
access services and/or other information from the intended
service provider.

[0003] In one embodiment, the network communications
may be vulnerable to attack, as the communications may not
be sufficiently protected and/or may be sent without proper
assurance that the network entity to which the communica-
tions are being sent is an authentic or intended network entity
for receiving the communications. For example, network
communications may be implemented using a one-sided
authentication protocol, via the transmission of public keys
for example, which may leave the network communications
vulnerable to third party or MitM attacks.

SUMMARY

[0004] This Summary is provided to introduce various con-
cepts in a simplified form that are further described below in
the Detailed Description.

[0005] Systems, methods, and apparatus embodiments are
described herein for establishing secure communications
between a service provider and a user equipment (UE). For
example, network communications may be implemented in a
system comprising a UE, a service provider, and/or an iden-
tity provider. A secure channel may be established between
the UE and the service provider. Authentication parameters
may be sent to the identity provider for performing an authen-
tication of the UE with the identity provider. A UE authenti-
cation assertion may be determined at the UE that indicates a
successful authentication of the UE. For example, the UE
authentication assertion may be received from an external
network entity or determined locally at the UE. The UE may
verify that the service provider with which the secure channel
has been established is an intended service provider. The
intended service provider may include the service provider
from whom services are intended to be received and/or to
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whom authentication is to be performed for access to such
services. The service provider may be verified as the intended
service provider using at least one parameter generated dur-
ing the authentication of the UE with the identity provider
and/or during the establishment of the secure channel.
[0006] According to another example embodiment, a UE
may be configured to establish secure communications with a
service provider. The UE may include a memory having
computer-executable instructions stored thereon, and a pro-
cessor configured to execute the computer executable instruc-
tions. The UE may be configured to establish a secure channel
between the UE and the service provider. The UE may send
authentication parameters to an identity provider for perform-
ing an authentication of the UE with the identity provider. An
authentication assertion may be determined at the UE that
indicates a successful authentication of the UE. For example,
the UE authentication assertion may be received from an
external network entity or determined locally at the UE. The
UE may also be configured to verify that the service provider
with which the secure channel has been established is an
intended service provider for performing authentication for
services. The intended service provider may include the ser-
vice provider from whom services are intended to be received
and/or to whom authentication is to be performed for access
to such services. The UE may verify that the service provider
is the intended service provider using at least one parameter
generated during the authentication of the UE with the iden-
tity provider and/or during the establishment of the secure
channel.

[0007] According to another example embodiment, a
secure channel may be established between the identity pro-
vider and the service provider. For example, key information
may be received at the service provider via the secure channel
between the identity provider and the service provider. A
secure channel may also be established between the service
provider and the UE, such as by using the received key infor-
mation for example. Atthe service provider, an authentication
assertion may be received indicating an authentication of the
UE. The authentication assertion may be verified at the ser-
vice provider using information received via the secure chan-
nel between the identity provider and the service provider
and/or the secure channel between the service provider and
the UE.

[0008] The Summary is provided to introduce a selection of
concepts in a simplified form that are further described below
in the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used to limit the scope of
the claimed subject matter. Furthermore, the claimed subject
matter is not limited to any limitations that solve any or all
disadvantages noted in any part of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] A more detailed understanding may be had from the
following description, given by way of example in conjunc-
tion with the accompanying drawings wherein:

[0010] FIG. 1 is an example message flow diagram for a
provisioning phase for establishing a secure channel between
an identity provider and a user equipment (UE);

[0011] FIG. 2 is an example message flow diagram for an
authentication phase using a local identity provider;

[0012] FIG. 3 is an example message flow diagram for a
message exchange for service provider authentication;
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[0013] FIG.4 is another example message flow diagram for
a message exchange for service provider authentication;
[0014] FIG. 5 is an example message flow diagram illus-
trating the establishment of a secure channel for local identity
provider authentication using a pre-established secure chan-
nel between a UE and a service provider;

[0015] FIG. 6 is an example message flow diagram for an
example of'a Generic Bootstrap Architecture (GBA/GBA_H)
protocol;

[0016] FIG. 7 is an example message flow diagram for
binding Transport-Layer Security (TLS) and GBA with Ses-
sion Initiation Protocol Digest (SIP-Digest) authentication;
[0017] FIG. 8 illustrates a diagram of an example commu-
nications system that implements a local authentication
entity/identity provider and cloud/remote computing ser-
vices;

[0018] FIG.9 illustrates an example message flow diagram
that uses SIP-Digest authentication and includes service pro-
vider authentication;

[0019] FIG. 10 illustrates an example message flow dia-
gram of an example protocol with service provider authenti-
cation toward the identity provider;

[0020] FIG. 11 illustrates an example message flow dia-
gram of a provisioning phase with a local identity provider;
[0021] FIG. 12 illustrates an example message flow dia-
gram of an example authentication phase with a local asser-
tion provider;

[0022] FIG. 13A is a system diagram of an example com-
munications system in which one or more disclosed embodi-
ments may be implemented;

[0023] FIG. 13B is a system diagram of an example wire-
less transmit/receive unit (WTRU) that may be used within
the communications system illustrated in FIG. 13A;

[0024] FIG. 13C is a system diagram of an example radio
access network (RAN) and an example core network that may
be used within the communications system illustrated in F1G.
13A;

[0025] FIG. 13D is another system diagram of an example
RAN and core network according to an embodiment; and
[0026] FIG. 13E is another system diagram of an example
RAN and core network according to an embodiment.

DETAILED DESCRIPTION

[0027] System, method, and apparatus embodiments dis-
closed herein provide for secure communications between
network entities, such as a user/user equipment (UE), a ser-
vice provider, and/or an identity provider for example. As
described herein, secure communications may be performed
via secure channels established between network entities
using shared keys/secrets between the entities and/or using
public/private keys. These secure channels may be used to
prevent attacks from third parties, such as man-in-the-middle
(MitM) attacks for example.

[0028] Inanembodiment described herein, secure commu-
nications may be performed using the shared keys or shared
secrets to identify intended, authenticated entities for sending
and/or receiving communications. For example, the shared
keys or shared secrets may be used to encrypt and/or sign
messages sent between network entities in a manner indicat-
ing the authenticity of the network entities.

[0029] Inanexample embodiment, the secure communica-
tions described herein may be based on and/or bound to an
OpenlD authentication protocol. In OpenlD authentication,
the service provider may be a relying party (RP) and/or the
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identity provider may be an OpenlD identity provider (OP).
OpenlD authentication may include the use of OpenlD and/or
avariant called local OpenlD where some functionality ofthe
OP in OpenlD is performed by a local entity (such as the UE,
a gateway, a smart card, a Universal Integrated Circuit Card
(UICQC), etc.).

[0030] Authentication of RPs in OpenlD authentication
flows is described herein. This may be useful, for example, in
cases where a user/UE and the RP may not have a trust
relationship, such as may be established using a web site
certificate and/or a set of credentials for the UE accessible by
the RP from an AA A database for example. Another embodi-
ment may include the establishment of a local OP-RP private
shared secret, as described herein.

[0031] Local Mobile single sign-on (SSO) is a term used to
collectively indicate a part or whole of the SSO and/or related
identity management functions, which may traditionally be
performed by a web-based SSO server for example, being
performed by a locally-based entity or module (e.g., a secure
environment residing at the UE, a smart card, or a UICC)
which may be a part or whole of the communicating device
itself, or where such entity/module is physically and/or logi-
cally located (e.g., locally located, such as being connected
via a Gateway, etc.) in close vicinity of the communicating
device and/or its user. For example, an entity/module may be
embedded in a device, attached to the device, and/or con-
nected by local interfaces, wiring, or short-range wireless
means to the device.

[0032] Local OpenlD may be used as a term to indicate a
type of Local Mobile SSO whereby the SSO or identity man-
agement is based on the OpenlD protocol. For example, Local
OpenlD may be used to indicate the functions of an OpenID
Identity Provider (OP or IdP) that may be performed by a
locally located entity/module.

[0033] LocalldP isaterm usedto indicate the local entity or
module that performs local authentication and/or assertion
functions. For example, the local IdP may perform authenti-
cation and/or assertion functions of an OpenlD server for
Local OpenlID. The abbreviation OP,, . may be used to denote
a Local IdP that implements OpenlD functionality, however
the local IdP may perform similar functions and may not be
required to implement the OpenlD protocol. One function of
a Local IdP may be to facilitate authentication of the user
and/or the device through assertion(s) about the identity of the
user and/or the device. In an example embodiment, such an
authentication assertion may be sent from the Local IdP to a
browser agent (BA) running on the device, which may for-
ward the authentication assertion to the external RP. When the
function(s) provided by a Local IdP is/are primarily limited to
providing such authentication assertion, the Local IdP may be
referred to as a Local Assertion Entity (LAE).

[0034] A Local IdP may process, create, manage, and/or
send authentication assertion messages to one or more exter-
nal recipients. The authentication assertion messages may
assert the state of verification of one or more identities relat-
ing to a user and/or a device. For example, in the OpenlD
protocol, athird-party entity, such as the RP, may be one of the
recipients of the authentication assertion message. The Local
IdP may also sign authentication assertion messages using
cryptographic techniques, such as the shared-key or public/
private key varieties for example.

[0035] Local OpenlD implementations may use one or
more cryptographic keys, such as a root session key. The root
session key may be intended for use between the RP and the
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OP,,. residing on the UE. Such a key may serve as a root
session key between the RP and the OP from which other keys
may be derived. Local OpenlD methods may also use an
authentication assertion key, which may be used to sign one or
more of the authentication assertion message(s) for authenti-
cation of the user. Such authentication assertion keys may be
derived from the root session key.

[0036] Local OpenlD implementations may use a service
called OpenlID Server Function (OPSF), whose role may beto
generate, share, and/or distribute secrets that may be used by
the Local IdP and/or the RP. In an example embodiment, the
OPSF and the Local IdP may be viewed by the external RP as
a single entity. The OPSF may be able to verify signatures
issued by the Local OpenlD, and/or may be directly reachable
by the RP, for example, via the public internet. The browser on
adevice may be redirected to the Local IdP by modifying the
local DNS resolving module on the device such that the
address of the OPSF maps to the local IdP.

[0037] OpenlD implementations may use a service that
facilitates discovery of a Local IdP on behalf of the RP. Such
a service may be denoted by OP-agg for example.

[0038] Disclosed herein are security systems, methods, and
apparatus that may be implemented using OpenlD (includ-
ing, for example, OpenlD and/or local OpenlD). Some of the
embodiments described herein may be implemented at a UE
for example. The user equipment may communicate an
OpenlD request to an OP. The OP may be used to authenticate
the UE and/or an RP as further described herein.

[0039] Embodiments are described for transparent del-
egated authentication of an RP to a local OP. In accordance
with the embodiments described herein, protocols are dis-
closed that show how to perform RP authentication using
OpenlD and/or making use of the local provider of signed
authentication assertions, such as an OP, . for example. As
described herein, challenge values and/or nonces may be
added for replay protection (e.g., steps 112 and 120 of the
protocol in FIG. 1).

[0040] An aspect of the described implementations to
authenticate the RP may include that of delegated authenti-
cation by the OPSF node. It may follow a general challenge-
response strategy in which OP, _ poses a challenge RP,,,.
This challenge may be encrypted by the OPSF in an appro-
priate way such that an authentic RP is able to decrypt it. For
example, the RP and OPSF may share asecret K, , which may
be used to encrypt and decrypt the challenge.

[0041] FIG. 1 illustrates a message flow diagram of an
example provisioning phase (PP). As illustrated in FIG. 1, the
provisioning phase may include UE/OP,,. 102, RP 104,
OPSF 106, and/or Home Subscription Service (HSS) 108.
UE/OP,,. 102 may submit a login identifier (e.g., OpenlD
identifier (OID) such as an http address or an email) to RP 104
at 110. The message at 110 may include an RP challenge
value RP,, . The RP challenge value RP,,, is a value to
which the RP 104 may respond appropriately to prove its
authenticity. For example, this may be a random value which
may have a one-time use. At 112, RP 104 may send an
association request (e.g., http POST OpenlD association
request) to OPSF 106. The association request may include an
RP credential RP,., that corresponds to RP 104 and/or the
RP challenge value RP, . RP_, , may be an identifier of RP
104 which may allow OPSF 106 to select the correct pre-
sharedkey K, , that is shared between OPSF 106 and RP 104.
RP,., may be omitted from messaging if OPSF 106 identi-
fies RP 104 by other means (e.g., Internet URL). At 114, the
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OPSF 106 may determine whether shared secret K, between
the OPSF 106 and UE/OP,,_. 102 has been provisioned. If so,
then the OPSF 106 may proceed to an authentication phase
(AP) (e.g., as illustrated in FIG. 2). If not, then the provision-
ing phase may continue.

[0042] At 116, OPSF 106 may select a shared secret K,
based on RP,.,,; or another trusted identifier of RP 104 for
example. OPSF 106 may perform association with RP 104 at
118. OPSF 106 may generate association handle A and/or
signing key S at 118. The signing key S may be generated
based on a function of association handle A. OPSF 106 may
send association handle A and the signing key S to RP 104.
The signing key S may be encrypted with shared key K, ,
which may be referred to as EK, (S) for example. RP 104
may send a redirect message to UE/OP, . 102 at 120. The
redirect message may include parameters, such as the ses-
sionlD, the returnURL, a nonce, the login identifier (e.g.,
OID), and/or association handle A for example. UE/OP,,.102
may send a request (e.g., http GET request) to OPSF 106 at
122. The request (e.g., http GET request) may include param-
eters, such as the sessionID, the returnURL, a nonce, the login
identifier (e.g., OID), and/or association handle A for
example.

[0043] At 124, OPSF 106 may get authentication vectors
and/or other information from HSS 108. OPSF 106 may send
an authentication challenge to UE/OP,,. 102 at 126. At 128,
UE/OP,,. 102 may calculate an authentication response and
send the authentication response to OPSF 106. At 130, the
OPSF 106 may validate the authentication response and gen-
erate a shared secret K, that is shared between the OPSF 106
and UE/OP, . 102. This generation of the shared secret K,
after the validation of the authentication response may bind
the establishment of the security association between the
UE/OP,, . 102 and the OPSF 106 to this authentication. For
example, as shown in FIG. 1, this binding may be a procedural
binding of the validation of the authentication response to the
generation of the shared secret K,. UE/OP,, . 102 may gener-
ate shared secret K, at 132. At 134, OPSF 106 may generate
an authentication assertion message UE ,_ . after authenti-
cating the UE/OP,,. 102. The authentication assertion may
include the RP,,, and RP, being encrypted by K,, which
may be referred to as K (RP,.,, RP;,) for example. This
authentication assertion, including K,(RP,.,, RP;,), may
indicateto the UE/OP,, 102 that OPSF 106 has authenticated
RP 104, so that UE/OP,,. 102 may be assured that it is talking
to the legitimate RP 104. In one example embodiment, RP,, ;
may be a name (or other text value) for the RP 104 which is
identifiable by UE/OP, . 102. OPSF 106 may also encrypt
authentication assertion message UE ., with signing key S,
which may be referred to as E((UE ,,) for example. OPSF
106 may send a redirect message to UE/OP,,. 102 at 136. The
redirect message may redirect UE/OP, . 102 to RP 104 with
the signed assertion message. The UE/OP,,. 102 may send a
request (e.g., http GET request) to RP 104 at 138 with the
signed assertion message. At 140, RP 104 may decrypt the
signing key S using shared key K, , and/or verify the authen-
tication assertion message (e.g., OpenlD assertion message)
using the signing key S by decrypting E(UE,_..,). RP 104
may send a notification to UE/OP,,. 102 at 142 that includes
authentication assertion UE ... At 144, UE/OP, 102 may
validate authentication assertion UE, .., by decrypting
RP_,,, and/or RP,, .

[0044] As illustrated in FIG. 1, a protocol may be imple-
mented in which a shared secret K, between OPSF 106 and
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UE/OP,,. 102 may be established. In an example embodi-
ment, prior to, or during, the provisioning phase, OPSF 106
and UE/OP,,. 102 may not yet share a secret. This shared
secret may be established when the protocol is run by includ-
ing a network-based authentication, using a network entity
HSS 108 for example. By including RP, , and RP,, in
UE 4 e encrypted with K, the UE/OP, . 102 may be
assured that the received message originated from the RP 104
identified by RP,, ;. By comparing the identity claimed in
RP,.; with the identity of the RP 104, UE/OP,,_ 102 may
verify that no other RP received authentication information
and that the RP 104 is the intended RP to which the UE/OP,,_
102 desired to perform authentication. The information piece
RP,.; in UE,,,,,, may be replaced by some explicit state-
ment RP . ., generated by OPSF 106 to denote the RP 104
identity to UE 102. UE ., may be a signed OpenID asser-
tion message, signed with a signing key S.

[0045] FIG. 1 also illustrates that the RP 104 may be
authenticated (e.g., implicitly authenticated) to UE/OP,,.
102. RP 104 may perform OpenlD authentication of
UE/OP,, . 102 if it is the authentic RP identified by RP,,,
(since then is it able to decrypt signing key S). The unique
UE/OP,, 102 which is authenticated in the protocol by OPSF
106 to RP 104, may authenticate RP 104. In an example
embodiment, the protocol flow may be unmodified from a
local OpenlD authentication. Also, network authentication
may remain unaffected. Additional cryptographic operations
may be implemented at one or more parties in the protocol to
ensure further protection.

[0046] As for a possible implementation for interworking
of'alocal OpenID with a Generic Bootstrapping Architecture
(GBA) (e.g., 3GPP GBA), a protocol may be implemented if

a pre-shared secret K, between UE/OP,, . 102 and OPSF 106
exists.
[0047] FIG. 2 illustrates an example message flow diagram

of'an Authentication Phase (AP). For example, the authenti-
cation phase may implement UE/OP, . 202, RP 204, OPSF
206 and/or HSS 208. The protocol flow illustrated in FIG. 2
may be applied independently, or in conjunction with the
protocol provisioning phase (PP) described in FIG. 1 for
establishment of a secure channel using a shared secret
between UE/OP,,. 102 and OPSF 106, such as if it does not
already exist as a pre-shared key for example.

[0048] Asillustrated in FIG. 2, UE/OP,, 202 may submit a
login identifier (e.g., OpenlD identifier (OID) such as an http
address or an email) to RP 204 at 210. At 212, RP 204 may
send an association request (e.g., http POST OpenlD asso-
ciation request) to OPSF 206. The association request may
include the RP credential RP ., ; identifying RP 204. At 214,
OPSF 206 may determine whether shared key K, has been
determined or provisioned, and if not, the protocol may pro-
ceed with the provisioning of K, in the provisioning phase. If
K, has already been provisioned, the protocol may proceed
with the authentication phase. For example, at 216 the OPSF
206 may select shared key K, , based on the RP,,, corre-
sponding to RP 204. At 218, the OPSF 206 may perform
association with RP 204. OPSF 206 may generate association
handle A and/or shared key K,. Shared key K, may be a
shared key between OPSF 206, UE/OP,, 202, and/or RP 204
that is generated from a function of association handle A,
RP,. and/or shared key K, for example. For example, the
UE/OP,,.. 202 and/or the OPSF 206 may be configured to
generate the shared key K,. The RP 204 may receive the
shared key K, and use it for secure communications with the
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UE/OP,,.202. OPSF 206 may send association handle A and
an encrypted K, to RP 204, where K, is encrypted by shared
key K, ,, which may be referred to as EK, , (K, ) for example.
RP 204 may send a message to UE/OP,,. 202 at 220 that
includes parameters, such as a sessionlD, a returnURL, a
nonce, a login identifier (e.g., OID), association handle A,
and/or RP,, ;. The message at 220 may be a redirect message
that redirects UE/OP,,. 202 to RP 204 for example. At 222,
UE/OP,,. 202 may generate K,. For example, K, may be
generated from a function of association handle A, RP,. .,
and/or K,. UE/OP,, . 202 may perform a local authentication
at 222 and may generate authentication assertion message
UE ., Including RP ., and/or may encrypt UE, ., with
key K,, which may be referred to as EK,(UE,,,,,) for
example, at 222. UE ., may be an OpenlD assertion mes-
sage for example. UE/OP, . 202 may send the encrypted
assertion message UE .. to RP 204. At 224, UE/OP,,. 202
may send arequest (e.g., http GET request) to RP 204 with the
signed assertion. RP 204 may decrypt K, using K, at 226.
RP 204 may decrypt authentication assertion message UE ,-
ssere at 226 using decrypted K, . RP 204 may verify OpenlD
assertion using shared key K. At 228, RP 204 may send a
notification to UE/OP, . 202 that includes authentication
assertion message UE, ... UE/OP, 202 may validate the
authentication assertion message UE at 230.

[0049] By validating that information in the UE, .,
received at 228 matches the informationinthe UE , ., sentat
224, UE/OP, 202 may be assured that the received message
at 228 originated from the RP 204 identified by RP.,,, and to
which it submitted the login information at 210. For example,
by comparing the identity claimed in RP ., with the identity
of the RP 104, UE/OP,,. 202 may verify that no other RP
received authentication information and that the RP 104 is the
intended RP to which the UE/OP,,. 202 desired to perform
authentication.

[0050]

ssert

Freshness of authentication may be ensured by
including a fresh challenge RP,;,,, in UE ... UE/OP, 202
may validate the received UE, ., by verifying that it
includes this challenge value, which RP 204 may know ifitis
able to decrypt UE , .., with the genuine K, which may be
shared by UE/OP,, . 202 and RP 204. Use of the genuine K,
may prove that RP 204 is in possession of K, , shared by the
OPSF 206 and the RP identified by RP, -

[0051] According to an example embodiment, RP authen-
tication may be performed using the OP without local
OpenlD (e.g., using non-local OpenID). The inclusion of RP
authentication in the OpenlD protocol may include changes
to the OpenID protocol itself and/or changes to the imple-
mentations of the OP and/or RP. RP authentication may add
security benefits, such as providing a countermeasure to pos-
sible attacks by a fake or rogue RP for example. Implemen-
tation on the UE for OpenlD (or local OpenlD) may not be
affected by any such RP authentication. For example, the UE
may not incorporate local OP functionality and may not be
able to send the challenge RP,;,, to the RP in an embodiment.
RP authentication may include a challenge response step
between the OP and the RP, where the OP may send a chal-
lenge with a proof of freshness to the RP (e.g., via an
encrypted nonce). The RP may use the pre-established shared
secret K, , to decrypt this nonce and return the answer to the
OP. Alternatively, or additionally, the nonce may be unen-
crypted, and be signed by the RP in its answer. The response
to the authentication challenge may be as a direct response to
the OP authentication challenge, or it may be integrated in the
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redirect message, which may send the UE to the OP for
example. In either case, the OP may have reliable evidence on
authentication of the RP before engaging in UE authentica-
tion. This may allow the stoppage of the protocol in the case
of a failed RP authentication, and/or save communication
effort between the UE and the OP in the case of such a failed
RP authentication. The OP may then directly convey the
information on the failed RP authentication to the UE.
[0052] FIG. 3 illustrates a message flow diagram of an
example portion of the message exchange for RP 304 authen-
tication. The message flow diagram includes communica-
tions between UE 302, RP 304, and OP 306. In case of
authentication failure, the OP 306 may force Hypertext
Transfer Protocol Secure (HTTPS) communication with UE
302 and/or notify the UE 302 of the failure. Otherwise,
OpenlD authentication may proceed.

[0053] As illustrated in FIG. 3, UE 302 may submit a login
identifier (e.g., OID) to RP 304 at 308. RP 304 may send an
association request (e.g., http POST OpenlD association
request) at 310 to OP 306. The association request at 310 may
include RP,, ;. At 312, OP 306 may select the shared secret
K, , between OP 306 and RP 304 based on RP.,,, or another
trusted identifier of RP 304 for example. OP 306 may perform
association with RP 304 at 314. At 314, OP 306 may generate
association handle A, signing key S, and/or RP,,.. RP;,, may
be encrypted using K, , which may be referred to as EK,
(RP;,) forexample. OP 306 may send the association handle
A, signing key S, and/or EK, (RP, ) to RP 304.

[0054] RP 304 may decrypt RP,,, at 316 using shared key
K, .. At 318, RP 304 may send a message to OP 306, via UE
302, which may include parameters, such as the sessionlD,
returnURL, a nonce, a login identifier (e.g., OID), association
handle A, and/or RP . For example, the message at 318 may
include a redirect message, which may redirect UE 302 to OP
306. UE 302 may send a message (e.g., an http GET request)
to OP 306 at 320. The message at 320 may include parameters
such as the sessionlD, the return URL, the nonce, the login
identifier (e.g., OID), association handle A, and/or RP,,,.. At
322, OP 306 may validate RP 304’s identity with RP,,,. IfRP
304’s identity is determined to be invalid at 324, OP 306 may
send a notification at 326 to UE 302 indicating the RP 304
invalidity (e.g., via an HTTPS notification indicating that RP
304 is invalid). If RP 304’s identity is valid, authentication
(e.g., OpenlD authentication) may continue at 328 and/or OP
306 may send a notification indicating RP 304’s identity is
valid (not shown).

[0055] In another embodiment, if the RP 304 establishes a
security association with the OP 306, the corresponding steps
may be modified to incorporate the challenge from the OP
306 into the protocol for establishing the security association.
During the association establishment, the OP 306 and RP 304
may set up a message authentication code (MAC) key which
may be used to sign the authentication assertion message
UE s, This key may be sent encrypted using a temporary
secret key which may be negotiated between OP 306 and RP
304 (e.g., using Diffie-Hellman (DH) procedure). In addition
to the temporary secret key, the OP 306 may include a nonce
in response to the RP 304. This nonce may be encrypted with
the temporary secret key (e.g., DH-key) for example.

[0056] The RP 304 may decrypt the nonce and/or the MAC
key based on the negotiated key (e.g., DH-key). The RP 304
may use its own pre-established K, , key to encryptor signthe
nonce as received from the OP 306. The RP 304 may add this
key as a parameter to the redirect message which may be sent
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to the UE 302 for example. Since the UE 302 may follow the
redirect to the OP 306, the OP 306 may receive the signed or
encrypted nonce, and may use the shared key K, , to authen-
ticate the RP 304. In the case of a failed authentication, the OP
306 may send an alert message to the UE 302 to protect it from
unauthenticated RPs. In the case of a successful RP authen-
tication, the OP 306 may proceed with the protocol.

[0057] Inanexample embodiment, the OP 306 may be able
to send information to the RP 304 where no association is
established between OP 306 and RP 304 (e.g., a stateless
mode in OpenID). In the stateless mode, information may be
exchanged between the OP 306 and the RP 304, such as
during discovery for example. However, it may not be guar-
anteed that the discovery involves the OP 306 (e.g., in the case
of delegated discovery, where the user identifier may be for
example at http://myblog.blog.com, and/or may point to the
OpenlD OP endpoint URL at the OP at http://myblog.myo-
penid.com). Hence, the OP 306 at myopenid.com may not be
involved in the discovery directly and may not be able to
authenticate the RP 304 at this stage.

[0058] Ifthe OP 306 is able to provide information during
the discovery steps to the RP 304 (e.g., the user identifier page
may be hosted at the OP 306 itself), the OP 306 may dynami-
cally generate a nonce as part of the discovery information
page and/or associate it with the identifier (e.g., URL or email
address) of the HTTP requesting RP 304. The OP 306 may
expect the RP 304 to sign or encrypt this nonce and/or include
the information in the redirect message.

[0059] The OP 306 may force the use of HTTPS. For
example, the UE 302 may be redirected to the use of HI'TPS
by the OP 306 such that any subsequent communication
between the UE 302 and the OP 306 may be protected using
HTTPS. This feature may be explicitly allowed by OpenlD
standards embodiments, such as OpenlD Authentication 2.0
for example. Such a protection may enable the prevention of
man-in-the-middle (MitM) attacks on the OpenlD authenti-
cation challenge message from the OP 306 to the UE 302 for
example. It may allow an alert message to be sent in the case
of a failed RP authentication to the UE 302 in a protected
manner.

[0060] Example embodiments are described herein for a
split terminal implementation. The split terminal implemen-
tation may refer to a scenario where two entities may reside
on the user side of the network. For example, an Authentica-
tion Agent (AA) and a Browsing Agent (BA) may be associ-
ated with and/or reside on a UE, such as UE 302 for example.
The AA may perform the steps for authentication, while the
BA may be the viewer or consuming entity of the service. In
an example of the split terminal implementation, a user may
open a browser to retrieve some service (e.g., a website) from
an RP, such as RP 304 for example. The RP 304 may perform
some steps (e.g., association and/or discovery) with the OP
306 and the user’s AA. For example, the UE 302 may be
contacted by the OP 306. The OP 306 and the UE 302 may
perform the authentication, for example, based on GBA net-
work credentials, which may not be known to the BA. The BA
may obtain access to the service at the RP 304, such as if the
authentication between OP 306 and the AA was successful for
example. There may be multiple variants that may be imple-
mented. Each variant may include a physical channel
between the AA and the BA, which may be a local interface
(e.g., BLUETOOTH®), etc.) or a logical channel for example.
The logic channel may be created by the user entering infor-
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mation shown on the AA into the BA, such that the two
sessions may be logically combined for example.

[0061] The Mobile Network Operator’s (MNO’s) own ser-
vices and/or third party service provider’s services may be
provided to the UE 302, or to devices which are known to the
MNO. If MNOs want to enable users to connect different/
multiple devices with a sole authenticator (e.g., the UE 302)
a split terminal implementation may be used.

[0062] Example options for the split terminal implementa-
tion may include those where a cryptographic binding
between the two sessions is created. Implementations may
also include scenarios where the AA displays credential infor-
mation to the user, which the user may enter in the BA to
authenticate towards the RP 304 (e.g., using the logical chan-
nel described herein).

[0063] As analternative, or addition, the credentials may be
sent over a secured local link between the BA and the AA
(e.g., using the physical channel described herein). In this
implementation, the AA may be used as an authentication
token/password generator. In an example embodiment, the
BA may receive the shared key K, and authentication asser-
tion message UE ,,,,,, Which may be encrypted by K, , and
may be referred to as EK, (K,,UE ) for example, from
the AA and send them to the RP 304. This information may be
used by the RP 304 to authenticate the user. In an example
embodiment, a split terminal implementation may be set up
with a local assertion provider, which generates the authen-
tication assertion message UE .., inside the UE 302/AA.
[0064] Added security functions may be implemented
depending on an authentication based on local OpenlD.
Authentication may be based on local OpenlD to provide a
private secret (e.g., encryption key E illustrated at 410 and
414 in FIG. 4). This secret may be used, for example, to
establish a private, secure channel between the OP,__, and/or
the trusted environment in which it resides (e.g., a smart card
or other trusted computing environment), and the RP. Alter-
natively, the secure channel may have an endpoint in some
relatively non-secured part of the UE, which may be referred
to as the UE platform.

[0065] Described herein is an option to bind such a secure
channel to a local OpenlD authentication. In an example
embodiment, the secure channel may be established with a
UE platform and the RP and local OpenlD authentication
may be performed inside this secure channel. This example
embodiment may be sufficient for some implementations, but
may not meet the security demands of others. For example, a
UE platform which establishes the secure channel may be less
secure than the trusted environment (e.g., a smart card or
other trusted computing environment) on which the OP,, .
resides. Private data coming from the same trusted environ-
ment and directed toward the RP may travel on a channel
which has a relatively insecure inner node in the UE. There-
fore, an alternative embodiment may be implemented which
may allow the OP,__, and/or the trusted computing environ-
ment on which it resides, to exchange secrets with the RP
independent of the properties of the UE platform, and to bind
such privacy properties of a message to the local OpenlD
authentication to the RP.

[0066] FIG. 4 illustrates a message flow diagram of an
example embodiment of creating and/or implementing a
secure channel between a local authentication entity, such as
UE/OP,, . 402 for example, and an RP 404. The flow diagram
illustrated in FIG. 4 includes communications between
UE/OP,,.402,RP 404, and/or OPSF 406. As indicated at 408,
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a local OpenlD authentication may be performed up to the
point at which UE/OP,_. 402 generates the signed authenti-
cation assertion at 410. At 410, UE/OP,, . 402 may generate a
signing key S, which may be derived from a function of
association handle A and shared key K, using a key derivation
function (KDF). Shared key K, may be shared between
UE/OP,,.402 and OPSF 406 for secure communications. The
signing key S may be an OpenlID signing key for example.
The UE/OP,,. 402 may perform a local authentication and
authentication assertion message UE ..., may be generated
at 410 and may include an encrypted seed value (Seed). The
Seed may be used for hiding a shared secret between two or
more parties. For example, the shared secret may be hidden
because the shared secret may not be transmitted between
parties. The Seed may instead be transferred and used to
derive the shared secret (e.g., locally) at each of the parties to
which the secret is shared.

[0067] The authentication assertion message UE ,_ .. may
be an OpenlD assertion for example. UE/OP, . 402 may
encrypt the Seed with the signing key S (referred to as
E(Seed)), which may be private to OPSF 406, UE/OP,, 402,
and/or RP 404. In an alternative embodiment, UE/OP,,. 402
may encrypt the Seed using a key derived from S in a pre-
determined way. UE/OP,,. 402 may generate the encryption
key E from the Seed in a pre-determined way, which may be
known to RP 404 for example. UE/OP, . 402 may sign the
authentication assertion message UE ..., with the signing
key S. This generation of the encryption key E from the local
authentication may bind the establishment of the secure chan-
nel between the UE/OP,,. 402 and the RP 404 to this local
authentication.

[0068] At412,the UE/OP,, 402 may send a message (e.g.,
an http GET request) to RP 404 with the signed assertion
UE ;0. RP 404 may verify the authentication assertion mes-
sage UE,___ and use the signing key S to decrypt the Seed
information at 414. The RP 404 may generate encryption key
E based on the Seed information. For example, the RP 404
may generate the encryption key E from the Seed information
in a pre-determined way, which may be known to UE/OP,,_
402. Encryption key E may be private to UE/OP,,__. 402 and
RP 404.

[0069] RP 404 may encrypt the previously verified authen-
tication assertion UE . with encryption key E and send it
back to UE/OP,, . 402. For example, at 416, RP 404 may send
anotification to UE/OP,, . 402 that includes the authentication
assertion message UE, . which may be encrypted with
encryption key E(E-(UE,.,,) for example. This may pro-
vide confirmation of secret establishment to UE/OP,,. 402.
UE/OP,, . 402 may validate the authentication assertion mes-
sage UE .., at 418 by decrypting it using encryption key E.
By validating that information in the UE ,___, received at 416
matches the information UE ., sent at 412, UE/OP,,__ 402
may be assured that the received message at 416 originated
from the intended RP 404. For example, by comparing the
Seed in the notification received from the RP 404 at 416 with
the Seed included in the UE ., at 410, UE/OP,,. 402 may
verify that no other RP received authentication information
and that the RP 404 is the intended RP to which the UE/OP,__
402 desired to perform authentication. The UE/OP, . 402
may trust in this verification at 418 as an indication that the RP
404 obtained the key S by which RP 404 is able to decrypt the
Seed and derive E. At 420, encryption key E may be used
(e.g., in another protocol) to establish a secure channel
between the UE/OP,,. 402 and the RP 404. One example
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protocol that may be used to establish this secure channel may
include the TLS-PSK protocol, which may be a variant of the
common TLS protocol which accepts a pre-shared key as
input and realizes a secure channel based on the pre-shared
key. One example embodiment of the TL.S-PSK is illustrated,
by the Internet Engineering Task Force (IETF), in Request for
Comments (RFC) documents 4279 and 4785.

[0070] Asillustrated in FIG. 4, derivation of encryption key
E may be performed using knowledge of the Seed and the
KDF, which may be public. The Seed may be known to the RP
404, and may be protected from others, since it is encrypted
with signing key S. S may be revealed to RP 404 by OPSF 406
over a secure channel, such as a certificate-based transport
layer security (TLS) for example. UE 402 may obtain confir-
mation of RP 404 possessing signing key S, since RP 404 may
send EL(UE .. ,) back to UE 402, which RP 404 may be able
to do if it is able to decrypt Seed. Therefore, UE 402 may
obtain key confirmation from RP 404. The protocol flow
illustrated in FIG. 4 may be combined with an RP authenti-
cation protocol, such as the RP authentication protocols
described herein, to enable secure communications.

[0071] While it is illustrated that Seed information may be
used to derive a private, shared key between entities, a private,
shared key may be derived in other ways. For example,
embodiments may implement Diffie-Hellman key establish-
ment.

[0072] As described herein, some initial value, such as the
Seed for example, may be transferred between the entities
wishing to establish the shared secret. Encryption of the Seed
may be used to protect the Seed from man-in-the-middle
attacks. Specific encryption with the signing key S, or a key
derived from S, may be used for binding to the local OpenlD
authentication. The encrypted notification message may be
used to bind to the local OpenlD authentication. This may add
the feature of confirmation toward the UE/OP,,_. 402 of the
establishment of the secret.

[0073] The establishment of the secret may begin earlier in
the local OpenlD protocol flow by the RP 404 sending an
encrypted Seed in a redirect message to the UE/OP,, . 402.
[0074] Inanother embodiment, the RP 404 may be an inter-
mediate node on the path to the endpoint of the desired secure
channel. In this case, RP 404 may receive Seed from this
endpoint, which may be a server with which UE/OP,,_ 402
may wish to establish the secure channel and to which RP 404
may act as an authentication, and optionally an authorization,
gateway. Encryption key E may be used in another protocol to
establish a secure channel between the UE/OP,, . 402, or the
UE platform, and the RP 404. A candidate protocol for using
the encryption key E in such a manner may include the TLS-
PSK protocol, which may be a variant of the TLS protocol
which accepts a pre-shared key as input and realizes a secure
channel based on it. In some embodiments, the establishment
of the secret may be combined with RP authentication.
[0075] FIG. 5 is a flow diagram illustrating the establish-
ment of a secure channel for local OpenlD authentication
using a UE-RP pre-established secure channel with post-
authentication key confirmation. For example, secure chan-
nel establishment may allow the UE/OP, . 502, or the UE
platform, and the RP 504 to establish a secure channel and
proceed with local OpenlD authentication. The flow diagram
illustrated in FIG. 5 may be used to confirm the secure chan-
nel keys toward the RP 504 during authentication, and may be
bound to authentication for example. This may be done by
extracting key material XS from the secure channel, such as a
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transport-layer security (TLS) tunnel for example, and/or
deriving a binding response B, from it.

[0076] As illustrated in FIG. 5, UE/OP,,. 502 and RP 504
may establish a secure channel at 508. For example, the
secure channel may be established using TLS. At 510, the
UE/OP,, . 502 may submit a login identifier (e.g., OID) to the
RP 504. RP 504 may send an association request (e.g., http
POST OpenlD association request) to OPSF 506 at 512. The
OPSF 506 may perform association with RP 504 at 514. For
example, the OPSF 506 may generate an association handle A
and/or a shared key K. The shared key K, may be a shared
key between OPSF 506, RP 504, and/or UE/OP,,_. 502. The
shared key K, may be derived from association handle A
and/or shared key K, OPSF 506 may send association handle
A and/or shared key K, to RP 504.

[0077] At 516, RP 504 may send a redirect message to
UE/OP,,.502 which redirects UE/OP,, . 502 to the OP, which
resides locally on the UE/OP, . 502. The redirect message
may include parameters such as a sessionlD, a returnURL, a
nonce, the login identifier (e.g., OID), and/or the association
handle A. At 518, UE/OP,,. 502 may perform a local authen-
tication and may generate the shared key K, . The shared key
K, may be generated from association handle A and/or shared
key K,. This generation of the shared secret K, from the local
authentication may bind the establishment of the secure chan-
nel 508 between the UE/OP,, 502 and the RP 506 to this local
authentication. The UE/OP,, . 502 may extract key materials
XS from the secure channel and may generate a binding
response B, . from XS (B, .=g(XS)). According to an
example embodiment, the derivation of the binding response
B,.. may be done by using a MAC algorithm with an addi-
tional nonce, such as the association handle A for example.
The UE/OP,,. 502 may include the binding response B, in
the authentication assertion message UE, .. B, . may be
included in the extension fields of the authentication assertion
message UE,___ . as permitted by OpenlID for example. The
authentication assertion message UE .., may be signed by
the UE/OP,,. 502 using the shared key K,, which may be
referred to as SigK,(UE,...,) for example. At 520, the
UE/OP,,. 502 may send the signed assertion message SigK,
(UE 4., to the RP 504. For example, the signed assertion
message may be sent in an http GET request. In an example
embodiment, the XS may not be used directly in the message
to RP 504, since this may leak information concerning the
secure channel to an attacker.

[0078] The RP 504 may verify the signed assertion SigK,
(UE 4sserr) at 522 using shared key K. After successfully
verifying the authentication assertion from the UE/OP,, . 502
for example, the RP 504 may derive a comparison value B, *
from the RP 504°s owns secure channel key material XS* and
find that it coincides with the received B, . For example, the
RP 504 may extract the key materials XS* from the secure
channel, generate a binding response B, . * from the key
materials XS* (B, *=g(XS*)), and verify that binding
response B, * is equal to the binding response B, indicated
in the signed assertion. The RP 504 may know that the authen-
ticated party is the secure channel endpoint, since it is in
possession of the correct secure channel keys for the channel
over which the authentication protocol was run, which may be
used as key confirmation of the secure channel keys. If the RP
504 verifies that the binding response B, . * equals the binding
response B, ,, then authentication may be determined suc-
cessful and the channel between UE/OP,, . 502 and RP 504
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may be secure. At 524, RP 504 may send a notification to
UE/OP,, . 502 indicating that authentication is successful and
that the channel is secure.

[0079] As illustrated in FIG. 5, the secure channel may be
established using TLS. The UE/OP, . 502 and the RP 504
may include within the protocol a key confirmation which
may assure the RP 504 that the authenticated (e.g., by OpenlD
authentication) party may also be the endpoint of the previ-
ously established secure channel. The example embodiment
illustrated in FIG. 5 may include the use of the OP,_ as a trust
anchor for the key confirmation, and the secure channel estab-
lishment, as well as the authentication. Embodiments
attempting to achieve the same, or similar, security without
the use of an OP, . (e.g., using an external OP) may incur
additional communication steps between RP 504 and a net-
work OP. The example embodiment illustrated in FIG. 5 may
mitigate man-in-the-middle (MitM) attacks, such as the
attack in which the MitM establishes itself initially at the
set-up of the secure (TLS) channel, for example, as a TLS
relay. The embodiments described herein may make the
MitM explicitly detectable by the RP 504.

[0080] If it is not desired to use an extension field of the
authentication assertion, then XS may be used for key con-
firmation. For example, UE/OP,,. 502 may derive a signing
key K,'=g(K,,XS) (not shown) and uses it to sign the authen-
tication assertion. RP 504 may do the same to verify the
signed assertion. Upon success, the RP 504 may achieve
authentication and key confirmation for the secure channel
concurrently. This may come at the cost of reduced semantics,
since presence of the MitM may no longer be discernible from
failure of the authentication.

[0081] The embodiments illustrated in FIG. 5 may be com-
bined with RP authentication, such as the RP authentication
embodiments described herein for example. For example, the
assurance of channel security may be one-sided as illustrated
in the protocol in FIG. 5. To make it two-sided, the protocol
may be combined with the RP authentication protocol, such
as the RP authentication protocols illustrated in FIGS. 2 and
3 for example. For this, the UE/OP,,. 502 may include the
encrypted challenge value EK, (RP_,,,) in the authentication
assertion message. I[f K| was never divulged to an MitM, the
UE/OP,,.. 502, upon receiving the notification including RP
challenge value RP,,, may assume that a valid RP 504 has
performed successful evaluation of B,_,, and thus an MitM
may not be present. Thus, if the RP 504 is in possession of the
correct K, it may decrypt RP,,..

[0082] In another embodiment, the RP 504 may have
knowledge of binding response B, .. For example, B, may
be used to encrypt the RP challenge value RP,,, in the noti-
fication that is returned to the UE/OP,,. 502 at 524. The
UE/OP,,.502 may use K ', rather than K, or K, for example,
to encrypt RP,,, inside the authentication assertion message
UE ,;s0rr Then RP 504 may extract RP ,, if it is in possession
of'a K,' derived from the correct XS value.

[0083] The authentication and key agreement protocols
described herein may include various implementations for
protection from attacks, such MitM attacks for example. One
way to provide such protection is to establish a secure chan-
nel, which may be called an outer channel, such as a TLS
tunnel for example, before the authentication flow. The
authentication may be performed inside this secure channel.
For example, the protocol referred to as GBA_H may be
sufficiently secure against an attack with respect to the outer
authentication protocol established by the TLS tunnel.
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GBA_H may include an authentication procedure which is
based on HTTP digest over a TLS for example. One example
embodiment of GBA_H is illustrated in 3rd Generation Part-
nership Project (3GPP) Technical Specification (TS) number
33.220.

[0084] FIG. 6 illustrates a message flow diagram showing
an example of the GBA_H protocol using HTTP-SIP digest.
As illustrated in FIG. 6, communications may be performed
using a UE 602, a BSF 604, and/or an HSS 606. At 608, the
UE 602 may establish a TLS tunnel with BSF 604. The UE
602 may send a request to BSF 604 at 610, using the TLS
tunnel for example. The request at 610 may include an autho-
rization header comprising a private identity, as illustrated at
612. BSF 604 and HSS 606 may use the Zh reference point at
614 to exchange authentication information. For example, as
illustrated at 616, the Zh BSF 604 may use the Zh reference
point to retrieve authentication vectors (AVs) and/or user
profile information from HSS 606.

[0085] At 618, BSF 604 may send an authentication chal-
lenge (e.g., an authentication challenge in an HT'TP 401 unau-
thorized response) to UE 602. As illustrated at 620, the mes-
sage at 618 may include private identity information, a realm,
anonce, a quality of protection (qop) value, an authentication
algorithm, a domain, and/or an opaque. In an example
embodiment, this information may be included in the authen-
tication header of the message. The private identity informa-
tion may include the identity which the network uses to iden-
tify the user. This private identity may enable the network to
retrieve the user profile and/or the authentication vector for
the challenge. In an example embodiment, the realm, nonce,
qop value, authentication algorithm, domain, and/or opaque
may be illustrated, by the IETF, in RFC document 2617. At
622, the UE 602 may calculate an authentication response.
The UE may send the authentication request to BSF 604 at
624. As illustrated at 626, the authentication request may
include the private identity information, the realm, the nonce,
a cnonce, the qop value, a nonce count, an authentication
algorithm, a digest uri, and the opaque. In an example
embodiment, the cnonce, the nonce count, and/or the digest
uri may beillustrated, by the IETF, in RFC document 2617. At
628, the BSF 604 may calculate a response and compare the
values received from the UE 602 with the calculated values at
the BSF 604. At 630, the BSF 604 may send a message (e.g.,
a 200 OK message) to the UE 602 that confirms to the UE 602
that authentication was successful. The message at 630 may
include a binding trusted identifier (B_TID) and/or a key Ks
lifetime, as illustrated at 632. In an example embodiment, the
B_TID and the Ks lifetime may be illustrated, in 3GPP TS
number 33.220. At 634, the UE 602 and the BSF 604 may
calculate the Ks_NAF.

[0086] Another example embodiment may include a bind-
ing between the TLS outer authentication and the authentica-
tion established by the GBA mechanism a described herein.
The proposed binding solution may be formulated by, for
example, the UE 602 adding a binding response B, to the
message at 624. B, may depend on the secure channel in a
way that is known to BSF 604 and UE 602, but not an MitM.
B,.., may be derived from secure channel messages in a simi-
lar (or even the same) way as the inner authentication (e.g.,
AKA) response, but it may be independent of the response.
For example, the B,,, may not be derived from a response in
a common, publicly known way, otherwise an MitM may be
able to derive the B,,, in a similar manner. If an MitM is
present, BSF 604 may perform verification of B,,, using

res
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parameters from the secure channel BSF 604-MitM which
differ from those of the secure channel UE 602-MitM. A
precondition for this may include a uniqueness of the secure
channel which may be satisfied by protocols, such as TLS for
example, where both BSF 604 and UE 602 may be able to
introduce their own chosen parameters (e.g., nonces) in the
channel establishment. Verification and/or recalculation of
B,., may fail if performed by an MitM, because the MitM may
not know how to derive an acceptable B, value, while recal-
culation of the GBA response by the MitM may succeed. In
this way, the MitM may be detected.

[0087] In an example embodiment, the UE 602 may take
the TLS encryption key and hash it using a keyed hash func-
tion H where the key depends on the AKA authentication
challenge. This may be posed by the BSF 604 in the message
at 618. For example, the AV may be formatted properly and
fed directly into the GBA response calculation algorithm in
place of an AKA challenge value. This may mitigate replay
and may bind the secure TLS channel 608 to the GBA authen-
tication run.

[0088] According to an example embodiment, a binding of
the secure channel 608 to the challenge-response authentica-
tion 618-630 may be established. For example, the UE 602
may, after having received the authentication challenge 620
(e.g., the inner_auth_challenge), apply a digest algorithm H
(e.g., an HMAC algorithm) with a TLS_key extracted from
the TLS channel at 608 to obtain a modified challenge®. This
may be represented as H(TLS_key, inner_auth_challenge)-
>challenge*, for example. An example embodiment of a key
extraction method for TLS is illustrated, by the IETF, in RFC
document 5705. The UE 608 may calculate the response to
the challenge posed by BSF 604 at 622, and concurrently
calculate a binding response B, using the same, or similar
algorighm. This may be represented as AKA-RESPONSE
(inner_auth_challenge)->response; AKA-RESPONSE
(challenge*, IK)->B,,_, for example. The UE may send both
the response and B, back to BSF 604 at 624.

[0089] BSF 604 may obtain assurance of the binding by
way of checking the UE 602 response. If the response is
confirmed, BSF 604 knows the entity at the other end of the
communication is authenticated. If B, is also confirmed,
where BSF 604 uses its own end’s TLS key for verification,
the authenticated entity may also be the one having the TLS

tunnel with BSF 604, otherwise a MitM may be suspected.

[0090] FIG.7 is a diagram of an example call flow binding
TLS and GBA with SIP-Digest authentication. As illustrated
in FIG. 7, the UE 702 may start the bootstrapping procedure
by initiating a TLS session with the BSF 704. The UE 702
may authenticate the BSF 704 by the certificate presented by
the BSF 704. The BSF 704 may not require authentication
from the UE 702 at this point. Following the establishment of
the TLS tunnel at 708, the UE 702 may send a request mes-
sage (e.g., an HTTP GET request) at 710 that includes a
private identifier (e.g., IP multimedia subsystem private iden-
tifier (IMP])) to the BSF 704. The BSF 704 may request
authentication information (e.g., AV(s)) from the HSS 706 at
712. At 714, the HSS 706 may provide the requested data
(e.g., including the AV(s)) to the BSF 704. The BSF 704 may
send to the UE 702 an authentication challenge (e.g., in an
HTTP 401 unauthorized response) at 716. The authentication
challenge may include an authentication header and/or a ran-
domly generated nonce. In addition to the nonce, the authen-
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tication header may include additional parameters such as a
private identity, a realm, a qop value, algorithm information,
and/or a domain.

[0091] When responding to a challenge from the BSF 704,
as indicated at 718, the UE 702 may generate a random
cnonce, and calculate the authentication response by using
SIP Digest credentials. The UE 702 may also generate a
messages authentication code (MAC) value B,_,, using both
the TLS tunnel session key and a session key for example. The
TLS tunnel session key and/or the session key may include
the integrity key (IK) or the confidentiality key (CK) for
example. In an example embodiment, the IK may be used
instead of the CK, as the IK may be designated to be used for
integrity protection purposes. These keys may be generated
from the authentication challenge RAND taken from the AV
the UE 702 has received. This may bind the TLS tunnel
authentication with the GBA protocol. Both the authentica-
tion challenge response, and B, , may be put into the autho-
rization header and sent back to the BSF 704 in a request
message (e.g., an HTTP GET request message) at 720. B,
may be calculated by the same algorithm as the authentication
response, however it may be calculated with different input
parameters as described.

[0092] The BSF 704 may check B, against its own
expected value, B, .*. [t may do so because it knows both the
keys used in the calculation of B, and the expected authen-
tication response. If the received B, matches B, *, and the
received authentication response matches its expected value,
the BSF 704 may determine that the UE 702 is authentic and
also may assure itself that, because of the binding effect
verified from the matching of the two comparisons, the UE
702 that it authenticated in the formation of the TLS tunnel is
the same UE 702 that it authenticated in the GBA aspect of the
protocol. The BSF 704 may generate bootstrapping key mate-
rial, such as the key lifetime of the GBA/GAA master session
key Ks and B-TID at 722. At 724, BSF 704 may send to the
UE 702 a message (e.g., a 200 OK message) including the
B-TID and the key Ks. The UE 702 and/or the BSF 704 may
derive bootstrapping key material Ks_ NAF using Ks. For
example, at 726 the UE 702 may generate Ks_NAF from Ks.
Ks_NAF may be used to secure the Ua reference point.
[0093] The application specific key for security over the Ua
reference point (between UE 702 and network authentication
function (NAF) (not shown)) may be derived, at least in part,
from a bootstrapped key via GBA. For example, Ks_NAF
may be derived from Ks=CK]||IK, where CK and IK are part of
the AV delivered from the HSS 706 to the BSF 704 at 714. The
binding may still be eftective if Ks_NAF is derived from both
Ks and the master key established during the formation of the
TLS tunnel. Thus Ks_NAF may be shared between the UE
702 and the network. It may not be available to any MitM.
[0094] The embodiments described herein may be imple-
mented in a cloud computing scenario. According to an
example embodiment, traits and/or technical features of the
local OpenlD may be combined to enable multi-tenant
capable cloud access from one or more private devices. For
example, local OP authentication, RP authentication, secret
establishment, and/or enrollment procedures may be com-
bined. At least two aspects of outsourcing for computing
resources of an organization may be combined as described
herein. In one example aspect, the modern workforce class of
remote, external, mobile, and field workers may encourage an
organization to make use of workers’ private devices for work
purposes. In another example aspect, information and com-
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puting resources may be increasingly outsourced to computer
clouds (e.g., multi-tenant hosting infrastructures and/or serv-
ers). The outsourcing organization’s security requirements in
this dual outsourcing scenario may set constraints on the
security architecture chosen for its implementation. These
may be described in terms of protection goals and/or security
controls which may be used to protect the organization’s
assets for example.

[0095] Theuser device may be considered insecure. Evenif
full protection of the corporate data may not be possible on a
device, the organization’s data may at least be secured in the
cloud storage, such as to prevent data loss and/or leakage
through user devices, to the extent possible. One way to do
this may be to allow access to the cloud via a remote desktop
application, which may connect to a virtual workstation in the
cloud for example. As a benefit, this may allow remote work-
ers and/or the virtual workstation to use a different operating
system (OS). For example, the user device may be a tablet
running an ANDROID™ or APPLE® OS, and may connect
to a MICROSOFT WINDOW S® virtual machine, such as via
some remote desktop protocol (RDP) client application for
example. User authentication may be secured by hardware
protection measures at the user’s end, which may be bound to
a smart card or other trusted environment for example. As
described herein a smart card or other trusted environment
may be issued that is enabled with local OpenlID to the user(s)
of'the user equipment. User accounts may be enrolled for use
in the smart card or other secure environment embodiments
described herein.

[0096] The cloud host may provide some security controls
and/or contractual guarantees. The organization using the
cloud service may establish further, independent security
control against data loss and/or leakage in such a multi-tenant
environment. As an example, the organization’s IT depart-
ment may install a disk encryption solution for the (virtual)
hard drives of the cloud workstations.

[0097] The protection offered by a disk encryption on cloud
computers may be limited. The cloud host’s hypervisor may
have full data access while the virtual workstation is in opera-
tion. The cloud host’s hypervisor may listen to the sent cre-
dentials used to decrypt the hard drive, when a user logs on to
the workstation. The disk encryption may be bound in some
way to the hosting hardware, such as by using Trusted Com-
puting based virtualization support technology for example.

[0098] Theremote user device may submit secret data, such
as a disk encryption credential (e.g., a password) for example,
to the virtual machine in the cloud. Such data may be pro-
tected to reach its destination secretly, and it may not be
known to the user. This credential may be secretly stored on
the smart card or other trusted environment enabled with local
OpenlD in such a way that it is transferred to the designated
virtual machine.

[0099] FIG. 8 illustrates a diagram of an example commu-
nications system that implements a local authentication entity
and cloud/remote computing services. As illustrated in FIG.
8, at 816 a corporate user may obtain a smart card 818, or
other trusted environment for example, from the company
814. The smart card may be a local OpenlD-enabled smart
card. The smart card 818 may include an OP, . for example.
The smart card 818 may include a credential vault for private
access to the company 814 resources hosted elsewhere, such
as in the cloud-hosted virtual machine (VM) 810. At 812 the
company 814 may connect to the cloud-hosted VM 810 and
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store/upload company 814 information, services, documents,
and/or the like for access by a user device 802 via smart card
818.

[0100] Theuser may insert the smart card 818 (e.g., a smart
card that is enabled with local OpenlID technology to perform
OP,,. functions) into the user device 802 at 820. The user
device 802 may be atablet, smartphone, mobile phone, laptop
computer, or other mobile device for example. The user
device 802 is not required to be a mobile device, but may be
any other computing device configured to access services on
the cloud-hosted VM 810 using the smart card 818 or other
trusted environment. Some applications may be installed on
the user device 802, which may include a remote desktop
protocol (RDP) client to access the remote desktop on the
cloud-hosted VM 810 for example. The login to the remote
desktop may be mediated through a web-based gateway 806,
which may act as an RP for the smart card authentication (e.g.,
OpenlD authentication) procedure. This RP 806 may reside
in the cloud-hosted VM 810 or may be an independent entity.
The RP 806 may be offered as a security service to outsourc-
ing companies, or it may be operated by the company 814
itself. The gateway RP 806 may have a secure, private con-
nection at 808 to the cloud-hosted VM 810.

[0101] The local OpenlD-based log-on may combine one
or more of at least three security features described herein.
For example, the local OpenlD-based log-on may include: (1)
authentication of a user via OP,,_; (2) authentication of the RP
806 (e.g., the security gateway) to the OP,, . on the smart card
818; and/or (3) establishment of a private secret, end-to-end
between smart card 818 and RP 806, and optionally delegated
further to the cloud-hosted VM 810. Authentication of the
user via the OP,, . on the smart card 818 may include (at least)
two-factor authentication by way of possession of the smart
card 818 and knowledge of an authentication secret, and
biometric user authentication. The authentication and/or
secret communication may be performed via a secure com-
munication between user device 802 and RP 806 at 804.
Authentication of the RP 806 to the OP,_ on the smart card
818 may extend to the user to ensure the user connects to the
designated corporate resource and not to a spoofed site. For
example, the credentials for RP 806 authentication may be
included securely in the smart card 818. The RP 806 may
delegate the secret with the user device 802 to the cloud-
hosted VM 810, or act as a middle point of two secure chan-
nels for example.

[0102] When the secret is established between the OP,, . on
the smart card 818 and RP 806, the credential vault on the
smart card 818 may be unlocked. The credentials for data
access on the cloud-hosted VM 810 may be encrypted with
the established secret (e.g., on card) and/or submitted to the
cloud-hosted VM 810. There, the credential may be
decrypted and verified and, if the verification is successful,
the secret may be used to decrypt user data. The user may
work on the cloud-hosted VM 810 via the remote desktop
application. The user may have access to corporate resources
via a secure connection from the cloud-hosted VM 810 to the
corporate Intranet for example.

[0103] FIG. 9illustrates an example protocol flow that uses
SIP Digest authentication and includes RP 904 authentication
in OpenlD. The authentication may include authentication of
a UE 902 toward the OP 908 using a pre-shared key K, ,
between the RP 904 and the OP 908. The RP authentication in
the OpenlID authentication may, in turn, be bootstrapped from
SIP Digest authentication. The protocol flow illustrated in
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FIG. 9 includes communications between UE 902, RP 904
(e.g., Application Server), OP 908 (e.g., Single-Sign-on
(SSO) Server), and HSS 910. RP 904 and OP 908 may have
pre-established a shared secret K, , at 906 that is used for
secure communication between the entities.

[0104] Inthe protocolillustrated in FIG. 9, OpenlD may be
used in its stateless mode for UE 902 authentication. A com-
bination of steps 912 to 918 may be used to achieve RP 904
authentication at the OP 908. At 912, UE 902 may register in
an internet protocol (IP) multimedia subsystem (IMS). The
UE 902 may send an authentication request (e.g., OpenlD
authentication request) to the RP 904 at 914. The authentica-
tion request may include an authentication identifier (e.g.,
OID). RP 904 may send a redirect request to UE 902 at 916.
The redirect request at 916 may redirect the UE 902 to the OP
908. The redirect request may include the authentication
identifier (e.g., OID) and/or the RP credential RP,,, that
corresponds to RP 904. The RP,., may be signed with the
pre-shared key K, , that is shared with OP 908. At 918, UE
902 may send a redirect request message to OP 908. The
redirect request message may include the authentication iden-
tifier (e.g., OID) and/or the RP credential RP,,, received
from RP 904 at 916.

[0105] At 920, OP 908 may perform authentication of RP
904 using the RP_,,, and/or generate an RP authentication
assertion. OP 908 may also perform a check of shared key K,
which may be a shared key between UE 902 and OP 908, to
ensure secure communications between UE 902 and OP 908.
At 922, OP 908 may determine whether RP 904 has been
authenticated. If RP 904 is not properly authenticated at 922,
OP 908 may send an alert to UE 902 at 924 indicating that RP
904 is a bad RP and to terminate the procedure. If RP 904 is
properly authenticated at 922, then OP 908 may continue with
the protocol. In an example embodiment, the generation of
the RP 904 authentication assertion at 920 may occur if the
RP 904 is determined to be authentic at 926. In an example
embodiment (not illustrated in FIG. 9), if the RP 904 authen-
tication decision at 922 is considered as the point in which OP
908 makes the decision on RP authentication, then RP .,
usage may be omitted from the protocol in the steps following
the RP 904 authentication decision.

[0106] In an example variant, RP_,., may be a plain text
identifier of the RP 904 (i.e., not signed with any key), which
may allow OP 908 to select the correct shared key K, , for
further use. In this case, if RP ., ; does not correspond to any
RP known by the OP 908, the OP 908 may decide to terminate
procedure and notity UE 902.

[0107] Continuing with the example message flow illus-
trated in FIG. 9, SIP-Digest authentication may be performed.
For example, OP 908 may obtain an SIP digest authentication
vector (SD-AV) and/or user profile information from HSS
910 at 928. The OP 908 may obtain such information based on
user credentials (e.g., username/password). The OP 908 may
also obtain user credentials, a realm, a qop value, an authen-
tication algorithm, and/or a hash H(A1) from HSS 910. In an
example embodiment, the realm, qop value, authentication
algorithm, and/or has H(A1) may be illustrated, by the IETF,
in RFC documents 2069 and 2617.

[0108] At 930, OP 908 may generate a nonce and store the
nonce and H(A1). OP 908 may send an authentication chal-
lenge (e.g., an HTTP 401 unauthorized message with an
authentication challenge) to the UE 902 at 932. The authen-
tication challenge may include the user credentials, the
nonce, the realm, the qop value, and/or the authentication
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algorithm. At 934, UE 902 may generate a cnonce, H(A1),
and/or secret key K, shared with OP 908 for secure commu-
nications. UE 902 may also calculate a challenge response
and send the challenge response (e.g., an HTTP GET message
with authentication response) at 936 to OP 908. The chal-
lenge response may include the cnonce, the response, the
nonce, the user credentials, the realm, the qop value, the
authentication algorithm, a digest-url, and/or a nonce-count.
In an example embodiment, the cnonce, the nonce, the realm,
the qop value, the authentication algorithm, the digest-url,
and/or the nonce-count may be illustrated, by the IETF, in
RFC document 2617. The shared key K, may be derived from
the authentication response which may bind the shared key
K, to the SIP Digest authentication. At 938, the OP 908 may
check against the nonce, calculate an Xresponse, and/or com-
pare the Xresponse with the response received from UE 902.

[0109] If the SIP Digest authentication succeeds (e.g., the
Xresponse, or certain parameters therein, match the response,
or certain parameters therein), OP 908 may generate a UE
authentication assertion UE , ., and/or shared key K, at 938.
At 940, OP 908 may generate a noncel and/or K,, which may
be a shared key between UE 902, OP 908, and/or RP 904 that
is used to establish a secure channel between the UE 902 and
the RP 904. K, may be generated by the OP 908 using noncel
in the generation for freshness. K, may be used to encrypt
nonce 1 and/or the RP authentication assertion message RP ,
sers, which may be referred to as EK,(noncel, RP,,,,) for
example. Encryption with K, may enable the rightful, authen-
ticated UE 902 to obtain RP . ,,,, which may be a confirma-
tion to the UE 902 that it is communicating with the intended,
authentic RP 904. The OP 908 may use shared key K, , to
encrypt key K, and/or UE authentication assertion message
UE s 0rr» Which may be referred to as EK, (K,, UE,_,,,) for
example. At 942, OP 908 may send a redirect message to UE
902, which may redirect UE 902 to RP 904. The redirect
message may include EK, (noncel, RP, ) and/or EK, ,
(K, UE ,;s..)- In an example embodiment, the RP authenti-
cation assertion message RP .. may become obsolete at a
certain point in the protocol flow, as illustrated at 944, as the
OP 908 may be the decision point on RP 904 trustworthiness.
K, may be used when RP 904 performs communications with
UE 902, such as performing implementation specific steps
952 and/or 954 for example, to ensure that UE 902 is com-
municating securely with the intended RP 904.

[0110] At 946, UE 902 may decrypt the noncel and/or RP
authentication assertion message RP . using K. By being
able to decrypt the RP authentication assertion RP ., using
K, the UE 902 may confirm that it is communicating with the
intended, authentic RP 904. UE 902 may obtain the RP
authentication assertion message RP ..., and nonce 1. The
UE 902 may authenticate the RP 904 based on the received
RP authentication assertion RP ... UE 902 may generate
K, using noncel.Encryption with shared key K, may enable
the rightful, authenticated UE 902 to obtain UE ,, ,,,,, which
may serve as an access token for use with services. UE 902
may be redirected to RP 904 at 948. At 948, UE 902 may send
key K, and the UE authentication assertion message UE ,
to RP 904. The key K, and UE__, may be encrypted with
shared key K, ,, which may be referred to as EK, (K, UE -
ssert) for example. This encryption may have been performed
previously by the OP 908. At 950, RP 904 may decrypt
EK, (K,, UE ., using K, , and obtain UE ., and K.
Information for UE 902 may be authorized at 950. For
example, RP 904 may use K, to verify the signature of UE ,-
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ssere. After successfully verifying UE . .,, RP 904 may gen-
erate authorization information UE,,,, ., which may be
encrypted with key K, and referred to as EK,(UE ,, ,.,) for
example. UE ., may include authorization information or
an authorization parameter that indicates that the UE 902 is
authorized to access one or more services at the RP 904. RP
904 may notify UE 902 at 952 as to whether UE 902 is
authorized for services at RP 904. For example, RP 904 may
send the UE authorization parameter or information UE ..
UE ,,,s0» may be encrypted with secret key K, (EK,(UE,-
or)) shared between UE 902 and RP 904. At 954, UE 902
may decrypt EK,(UE,, ,..,) and may access the requested
service from the RP 904 using the UE , ,, .. Steps 952 and/or
954 may be implementation specific steps, which may be
optional and may depend on the service implementation of
UE 902 and/or RP 904. For example, these may be specific to
the desired application of providing UE 902 with generic
service access after authentication. If these steps are notused,
then K, may not be needed.

[0111] Inan example embodiment, the protocol flow illus-
trated in FIG. 9 may use the secret K, , to achieve RP 904
authentication toward OP 908. For example, the secret K, ,
may be used for authentication if it is not used to sign the
message with the RP_,., (e.g., in the steps 912 to 918)
towards the OP 908. For example, if the OP 908 and the RP
904 already share the secret K, , this secret may be used for
RP 904 authentication with the OP 908. The discovery and
(optional) association creation steps of the authentication
protocol (e.g., OpenlD protocol) are not shown in the proto-
col illustrated in FIG. 9. The implementation on the UE 902
may not be affected by any such RP 904 authentication. For
example, in one embodiment, the UE 902 may not include
OP,, . functionality and, therefore, may not be able to send the
challenge RP,, to the RP.

[0112] FIG. 10 illustrates a message flow diagram of an
example protocol with RP 1004 authentication toward the OP
1008. In FIG. 10, communications may be performed
between a UE 1002, RP 1004 (e.g., Application Server), OP
1008 (e.g., SSO server), and/or HSS 1010. RP 1004 and OP
1008 may have a pre-established shared secret, illustrated at
1006, for enabling secure communications via a secure chan-
nel.

[0113] As illustrated in FIG. 10, the UE 1002 may issue an
authentication request (e.g., an OpenlD authentication
request) to the RP 1004 at 1012 which includes a login iden-
tifier (e.g., OpenlD identifier such as a URL or an email
address). The RP 1004 may discover the OP 1008 at 1014. At
1016, the RP 1004 may send an association request (e.g.,
OpenlD association request) to the OP 1008. The RP 1004
and the OP 1008 may establish a Diffie-Hellman Key D-H.
OP 1008 may generate an association secret and/or an asso-
ciation handle, which may together be called association. At
1018, the OP 1008 may send RP 1004 an association
response, which may include the association secret and a
nonce(. The association secret and/or the nonce0 may be
encrypted with the established D-H key. The RP 1004 may
decrypt the received encrypted nonce0 and encrypted asso-
ciation secret at 1020. The RP 1004 may then sign nonce0
with shared key K, ,, which may be the pre-established key
shared between RP 1004 and OP 1008. HMAC or another
suitable symmetrical signature algorithm may be used to sign
nonce(. The RP 1004 and the OP 1008 may have a shared
secret K, using a known mechanism, for example, using the
Diffie-Hellman Key Exchange protocol or pre-shared secret.
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With this shared secret, the OP 1008 and the RP 1004 may
sign messages and verify each other’s messages that have
been signed with the shared secret K, .

[0114] At 1022, the RP 1004 may redirect the authentica-
tion request sent by the UE 1002 using a redirect message.
The redirect message may include the login identifier (e.g.,
OpenlID identifier), the RP 1004 identifier (RP,,,), and/or
the signed nonce0. For example, the UE 1002 may be redi-
rected to the OP 1008. The authentication request may be
redirected to the OP 1008 at 1024. The redirection may
include the login identifier (e.g., OpenlD identifier) and/or
RP.,., The OP 1006 may enforce the use of HT'TPS for
communication with UE 1002 at 1026 for secure communi-
cations. Enforcement of the use of HT'TPS may be performed
by configuration of the OP 1002’s web server (e.g., address
rewrite). At 1028, the OP 1008 may verify the signature of
nonce( to authenticate the RP 1004. For example, the OP
1008 may verify the signature using shared key K, . The RP
1004 authentication of step 1028 may be determined at 1030,
and if it fails, the OP 1008 may send an alert message to the
UE 1002 at 1032, which may be protected by HTTPS for
example, to indicate RP 1004 authentication failure. If RP
1004 authentication at step 1028 succeeds, the protocol flow
may proceed, such as at step 1034 for example.

[0115] At 1034, the OP 1008 may determine if a secure
channel has been established between the OP 1008 and the
UE 1002. For example, the OP 1008 may determine if a valid
key K, exists. Ifthe valid key K, does exist, the protocol flow
may proceed to step 1048 with the generation of UE authen-
tication assertion UE .. [favalid key K, does not exist, the
protocol flow may proceed to perform authentication of UE
1002. In an example embodiment, the establishment of the
secure channel (e.g., as illustrated in FIG. 4) and the authen-
tication of the UE 1002 may be bound together in the same
protocol flow. As illustrated at 1036 the OP 1008 may send an
authentication request to the Home Subscription Server
(HSS) 1010, and may obtain the SIP Digest authentication
vector (SD-AV) and/or the user profile based on the user
credential from the HSS 1010. The SD-AV may include a qop
value, an authentication algorithm, a realm, and a hash, called
H(A1), of the user credential, realm, and password. In a
multiple HSS environment, the OP 1008 may obtain the
address of the HSS 1010 where the details of the UE 1002’s
subscription are stored by querying the Service Layer Func-
tion (SLF). At 1038, the OP 1008 may generate a random
nonce, and may store the hash H(A1) and the nonce against
the user credentials. The OP 1008 may send (e.g., in a pro-
tected HTTPS message) an authentication challenge message
(e.g., a401 authentication challenge as an SIP-Digest authen-
tication challenge) at 1040 to the UE 1002 which may include
the nonce, the realm, the qop value, the authentication algo-
rithm, and/or the user credential.

[0116] Upon receiving the challenge at 1040, the UE 1002
may generate a random cnonce and the H(A1) at 1042. The
UE 1002 may generate the shared secret K, based on the
H(A1), the cnonce, and/or other information, such as the
material included in the authentication challenge for
example. The shared secret K, may be a shared secret
between the UE 1002 and the OP 1008, which may enable
communications between the UE 1002 and the OP 1008 to be
transmitted using a secure channel. The UE 1002 may use the
cnonce and/or other parameters provided in the authentica-
tion challenge, such as the nonce, the user credentials, and/or
the qop value for example, to calculate an authentication
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response. At 1044, the UE 1002 may send a challenge
response (e.g., which may be a protected HT'TPS message) to
the OP1008. The challenge response may include the cnonce,
the nonce, the response, the realm, the user credentials, the
qop value, the authentication algorithm, the nonce-count,
and/or the Digest-url for example. Upon receiving the
response at 1044, the OP 1008 may use the previously stored
nonce to check against the nonce included in the response. If
the check is successful, the OP 1008 may calculate the
expected response (Xresponse) using the previously stored
hash H(A1) and the nonce together with other parameters
included in the response (e.g., cnonce, nonce-count, qop
value, etc.) and may use this to check against the response
received from the UE 1002. If the check is successful, the
authentication of the UE 1002 may be considered to have
succeeded. If the check is unsuccessful, the authentication
may be considered to have failed. If the UE 1002 is success-
fully authenticated, the OP 1008 may generate the shared
secret K, which may be generated based on the hash H(A1),
the cnonce, and/or other information, such as the material
included in the authentication challenge for example. Alter-
natively, or additionally, upon receiving the response at 1044,
the OP 1008 may create an authentication assertion UE ,__ .
The UE,,,,,, may be signed using the association secret,
which may be the association secret used in the message at
1018 for example.

[0117] At 1050, the OP 1008 may generate a random
noncel and/or may generate a shared secret K, based on K,
and noncel. The shared secret K, may be a shared secret
between UE 1002, OP 1008, and/or RP 1004 for establishing
a secure channel between the UE 1002 and the RP 1004. The
OP 1008 may encrypt the noncel using K, which may be
referred to as EKj(noncel) for example, and may encrypt the
K, and the signed assertion message UE,,,,,, using K,
which may be referred to as EK, (K, signed(UE ,,,,,)) for
example. The OP 1008 may send the UE 1002 a message
(e.g., a redirect message) at 1052 which may include EK,
(noncel)and/or EK, , (K,, signed(UE ) with redirection
to RP 1004. At 1054, the UE 1002 may decrypt the EK,
(noncel) using shared key K, and may obtain the noncel. The
UE 1002 may generate the shared secret K, based on the K,
and the noncel. The message sent by the OP 1008 may be
redirected to the RP 1004 at 1056. The message at 1056 may
include EK, (K,, signed UE,,.,,). The RP 1004 may
decrypt the EK, (K, signed UE,_,, ), and obtain UE,__,
and K, at 1058. RP 1004 may verify the signature of the
assertion message UE,..., using the association secret
shared with OP 1008. After verifying the assertion message
UE ,¢s0rp» the RP 1004 may generate authorization informa-
tion for the UE 1002. For example, the RP 1004 may generate
authorization information UE,,,, . and encrypt UE,, . .
using K, which may be referred to as EK,(UE,,, ) for
example. The RP 1004 may notify the UE 1002 at 1060 about
the application-specific authorization information, which is
included in this message, encrypted with K. The UE 1002
may decrypt the EK, (UE ,, ;,.,) at 1062 using shared key K,
and may then access the requested service.

[0118] InFIG. 10, the authorization information or param-
eter UE,, ..., may be specific to an application and/or specific
to OP 1008. If the UE ,,,, is specific to OP 1008, UE .. ..
may be signed by K. If the authorization information or
parameter UE ,, ., .1is specificto anapplication, UE ,, ..., may
be signed by either K, , or signing key S. The transfer may
work with signing key S.
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[0119] Inan example embodiment, the protocol flow illus-
trated in FIG. 10 may be implemented in using a split terminal
scenario as described herein.

[0120] In another example embodiment, RP 1004 authen-
tication may be included in a challenge-response step
between OP 1008 and RP 1004, where the OP 1008 may send
a challenge with a proof of freshness to the RP 1004 (e.g., via
a nonce). The RP 1004 may use the pre-established shared
secret K,  to sign this nonce and return the answer to the OP
1008. The response to the authentication challenge may be as
a direct response to the OP 1008 authentication challenge, or
may be integrated in the redirect message, which sends the
UE 1002 to the OP 1008. In either case, the OP 1008 may have
reliable evidence on the authentication of the RP 1004 (e.g.,
before engaging in UE authentication). This may allow the
OP 1008 to stop the protocol in the case of a failed RP 1004
authentication, and may save communication effort between
UE 1002 and OP 1008 in the case of such a failed RP 1004
authentication. The OP 1008 may directly convey the infor-
mation on the failed RP 1004 authentication to the UE 1002,
as illustrated at 1032 for example.

[0121] As described herein, associations may be used for
RP 1004 authentication. For example, if the RP 1004 estab-
lishes an association with the OP 1008, the corresponding
steps may be modified to incorporate the challenge from the
OP 1008. During the association establishment, the OP 1008
and RP 1004 may set up a MAC key which may be used to
sign the authentication assertion message. This key may be
sent encrypted using a temporary secret key which may be
negotiated between OP 1008 and RP 1004, using Diffie-
Hellman (DH) key for example. In addition to the temporary
secret key, the OP 1008 may include a nonce, which may also
be encrypted with the DH-key for example, in the response to
the RP 1004.

[0122] The RP 1004 may decrypt the nonce and the MAC
key based on the negotiated DH-key. The RP 1004 may use its
own pre-established shared key K, , to sign or encrypt the
nonce as received from the OP 1008 and add it as an addi-
tional parameter to the redirect message which is sent to the
UE 1002. Since the UE 1002 follows the redirect to the OP
1008, the OP 1008 may receive the signed or encrypted
nonce, and may use the shared key K, , to authenticate the RP
1004. In the case of a failed authentication, the OP 1008 may
send an alert message to the UE 1002 to protect it from
unauthenticated RPs. In the case of a successful RP 1004
authentication, the OP 1002 may proceed with the protocol.

[0123] Example embodiments are described for using a
discovery mode for RP 1004 authentication. For example, the
OP 1008 may be able to send information to the RP 1004, in
the case where an association is not established between OP
1008 and RP 1004 (i.e., a stateless mode in OpenID). In the
stateless mode, the information exchange between OP 1008
and RP 1004 may take place during discovery. However, the
discovery may or may not involve the OP 1008, such as in the
case of delegated discovery for example. In delegated discov-
ery, the user identifier may be, for example, at http:/myblog.
blog.com, and then point to the OP endpoint URL at OP 1008
(e.g., at http://myblog.myopenid.com). Hence, the OP 1008
(e.g., at myopenid.com) may not be involved in the discovery
directly and may not be able to authenticate the RP 1004 at
this stage. The OP 1008 may be able to authenticate the RP
1004 during association at 1016, 1018, instead of determining
authentication at 1028, 1030, as illustrated in FIG. 10 for
example.
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[0124] If the OP 1008 may be able to provide additional
information during the discovery steps to the RP 1004 (i.e.,
the user identifier page is hosted at the OP 1008 itself), the OP
1008 may dynamically generate a nonce as part of the dis-
covery information page and associate it with the identifier
(e.g., URL or email address) of the HT'TP requesting RP
1004. The OP 1008 may then expect the RP 1004 to sign or
encrypt this nonce and include the information in the redirect
message.

[0125] Asillustrated herein, the OP 1008 may protect com-
munications between the OP 1008 and the UE 1002. For
example, as illustrated at 1026, the OP 1008 may force theuse
of HTTPS (i.e., the UE 1002 may be redirected to the use of
HTTPS by the OP 1008 such that any subsequent communi-
cation between UE 1002 and OP 1008 may be protected). For
example, TLS may be used. TLS may work by forcing the UE
1002 to automatically import the OP 1008’s certificate, or to
use a pre-installed OP certificate. Both may be checked
against aroot certificate (e.g., signed by aroot CA) by the BA,
for example. Such a protection may allow it to prevent MitM
attacks on the authentication challenge message from OP
1008 to UE 1002 at 1040 for example. Also, in the case of a
failed RP 1004 authentication, it may allow the OP 1008 to
send an alert message to the UE 1002 in a protected manner.
[0126] Embodiments described herein may be imple-
mented with a local assertion provider. Described herein are
example protocols that reconcile RP authentication with
OpenlD and make use of the local assertion provider. The
described embodiments may enable authentication of the RP
when there is contact (e.g., the first contact) between the RP
and the (network-side) OP, based on the pre-established
shared secret K, , between the RP and the OP. In the associa-
tion mode of OpenlD, this is the association phase.

[0127] FIG. 11 illustrates an example embodiment of a
message flow diagram of a provisioning phase with a local
assertion provider. As illustrated in F1G. 11,aUE 1102, an RP
1104, an OP 1106, and/or an HSS 1108 may be implemented
in communications performed in the provisioning phase with
the local assertion provider. At various stages in the provi-
sioning phase, nonces may be implemented for replay pro-
tection.

[0128] As shown in FIG. 11, UE 1102 may submit a login
identifier (e.g., OID) at 1110 to RP 1104. RP 1104 may send
an association request (e.g., an http POST OpenlD associa-
tion request) at 1112 to an OP 1106. The association request
may include the RP 1104 credential RP,,,, which may be
encrypted with the shared key K, , which is shared between
RP 1104 and OP1106. This encrypted RP,,, may be referred
to as EK, , (RP,,,,) for example. The RP credential RP,,,,
may be a generic type of credential which may include be a
pre-shared secret or an identifier. At 1114, OP 1106 may
determine whether shared key K, exists. If shared key K, does
exist, the OP 1106 may proceed with an authentication phase
(AP). If the shared key K, does not exist, then the OP 1106
may proceed with the provisioning phase. For example, the
OP 1106 may proceed to step 1116.

[0129] At1116,the OP 1106 may perform association with
RP 1104. For example, the OP 1106 may generate association
handle A and/or signing key S. Signing key S may be gener-
ated from a function of association handle A. OP 1106 may
encrypt signing key S with key K, , which may be referred to
as EK, (S) for example. OP 1106 may send association
handle A and/or the encrypted signing key S to RP 1104. At
1118, the RP 1104 may send a message (e.g., redirect mes-
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sage) to UE 1102 that redirects the UE 1102 to the OP 1106.
The message at 1118 may include parameters, such as the
sessionlD, the returnURL, a nonce, the login identifier (e.g.,
OID), and/or the association handle A. At 1120, the UE 1102
may send a message (e.g., an http GET request) to the OP
1106 that includes one or more of the parameters received
from the RP 1104. For example, the message at 1120 may
include the sessionlD, the returnURL, the nonce, the login
identifier (e.g., OID), and/or the association handle.

[0130] The OP 1106 may get the SIP digest authentication
vectors (SD-AV) and/or other information from the HSS 1108
at 1122. The OP 1106 may send an authentication challenge
to the UE 1102 at 1124. The UE 1102 may generate a shared
key K, at1126. UE 1102 may also calculate an authentication
response and/or send the authentication response to the OP
1106 at 1126. For example, the authentication response may
be calculated by the UE 1102 using pre-provisioned user
credentials (e.g., username and password). At 1128, the OP
1106 may validate the authentication response, such as by
comparing the received response with the expected response
calculated from the authentication vectors SD-AV for
example. Once the user/UE 1102 has been authenticated at
the OP 1106, the OP 1106 may generate the shared secret K,
which may be shared between the UE 1102 and the OP 1106.
Encryption with K, may ensure that the rightful, authenti-
cated UE 1102 obtains the UE ., which may be a service
access token for later use with services. In an example
embodiment, the K, may be a random number and may be
generated using a cryptographic function.

[0131] At 1130, the OP 1106 may sign the authentication
assertion message UE . indicating a successful authenti-
cation of the user/UE 1102. For example, the OP 1106 may
use the signing key S to sign UE, The signed UE ...,
may be referred to as Sig (UE,, .,). OP 1106 may send
association handle A, the signed assertion UE ..., and/or the
authorization message UE, ,, . to UE 1102. The signed
assertion UE, . may be encrypted with signing key S,
which may be referred to as E, (Sig, (UE ,,,)) for example.
The authorization message UE ., may be encrypted with
shared key K, which may be referred to as EK,(UE_, ,;,..,) for
example. In an example embodiment, instead of both encrypt-
ing and signing the authentication assertion message UE ,-
sserr, it may be sufficient to simply sign the authentication
assertion message using signing key S. The association
handle A, the UE ..., and/or the UE,, ;... may be sent in a
redirect message at 1132, which may redirect the UE 1102 to
the RP 1104. At 1134, the UE 1102 may send a message (e.g.,
an http GET request) to the RP 1104, which may include the
association handle, Eg(Sig,(UE,...,,), and/or EK,(UE, -
mor). At 1136, the RP 1104 may decrypt signing key S,
decrypt the signed assertion Sig (UE,__..,), verify the asser-
tion (e.g., OpenlD assertion) using S, and/or decrypt the
encrypted authorization message EK, (UE,, ,.,). The RP
1104 may send a notification to UE 1102 at 1138 that includes
the EK, (UE,,...,)- The EK,(UE ... ,,) may indicate to the
UE 1102 that the RP 1104 has been authenticated as the
proper RP, and is not a rogue RP or other MitM, as the
notification may include the EK,(UE, ,,....), which a rogue
RP or other MitM would not be able to decrypt.

[0132] The RP authentication illustrated in FIG. 11 may be
similarly implemented in other embodiments described
herein. For example, the authentication implementations
illustrated in FIG. 11 may be similarly implemented in the
authentication phase illustrated in FIG. 2.

ssert’
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[0133] FIG. 12 illustrates a message flow diagram of an
example authentication phase with a local assertion provider
according to embodiments described herein. As illustrated in
FIG. 12, the authentication phase may include communica-
tions between UE 1202, RP 1204, OP 1206, and/or HSS 1208.
In an example embodiment, UE 1202 may include local OP
functionality OP,,_. for performing local authentication and
signing of authentication assertions (e.g., OpenlD authenti-
cation assertions), while OP 1206 may be an external OP,
which may be located at the network for example. UE 1202
may send a login identifier (e.g. OID) to RP 1204 at 1210. At
1212, the RP 1204 may send an association request message
(e.g., an http POST OpenlD association request) to OP 1206.
The association request message may include an RP creden-
tial RP,,, that corresponds to RP 1204. The RP ., may be
encrypted with a shared key K, which is shared between the
RP 1204 and the OP 1206.

[0134] At 1214, OP 1206 may determine whether shared
key K,,, which is shared between UE 1202 and OP 1206 for
secure communications between these entities, has been pro-
visioned. If shared key K, has not been provisioned, the
protocol may proceed with a provisioning phase to provision
shared key K,,. If shared key K, has been provisioned, the
protocol may proceed with the authentication phase. In an
example embodiment, the OP 1206 may not determine
whether the shared key K, has been provisioned, and the
protocol flow may continue without such determination.

[0135] At1216, OP 1206 may perform association with RP
1204. For example, the OP 1206 may generate association
handle A and/or shared key K, . Shared key K, may be derived
from a function of shared key K, and association handle A for
example. Shared key K, may be encrypted with shared key
K, ., which may be referred to as EK, ,(K,) for example.
Association handle A and encrypted key K, may be sentto RP
1204. RP 1204 may send a message at 1218 to UE 1202 that
includes parameters, such as the sessionlID, the returnURL, a
nonce, the login identifier (e.g., OID), and/or the association
handle A. The message at 1218 may be aredirect message that
redirects that UE 1202 to the OP,,, on the UE 1202 (not
shown) for authentication. At 1220, the UE 1202 may per-
form a local authentication. The UE 1202 may generate
shared key K, at 1220 using a function of shared key K, and
the association handle A. Encryption with K, may ensure that
the rightful, authenticated UE 1202 obtains the UE ..,
which may be a service access token for later use with ser-
vices. UE 1202 may sign the authentication assertion mes-
sage UE , ... with shared key K,, which may be referred to as
SigK, (UE...,,)- UE 1202 may generate authorization infor-
mation or parameter UE , ;... (e.g., using the local OP on the
UE 1202). The UE 1202 may encrypt UE ;. with shared
key K,, which may be referred to as EK,(UE,,,,.,,) for
example. UE 1202 may encrypt the SigK,(UE,_...,) and/or
the EK,(UE ,,,.,,,) With the shared key K,, which may be
referred to as EK, (SigK,(UE;....), EKo(UE, ..)), and
send the association handle A and EK, (SigK,(UE,_..),
EKo(UE,, 0,) to RP 1204. As illustrated at 1222, the UE
1202 may send a message (e.g., an http GET request) to the
RP 1204 with the signed assertion UE ;...

[0136] RP 1204 may decrypt K, at 1224 using the shared
key K, ,. RP 1204 may decrypt SigK,(UE,,,,) and may
verify the authentication assertion message UE, . using
K,.At1224, RP 1204 may decrypt EK,, (UE ,,;..,) using K, .
RP 1204 may notbe ableto decrypt UE ,, ,;,.,» as UE ,, .;,., may
be encrypted by shared key K, shared between UE 1202 and
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OP 1206. At 1226, RP 1204 may send a notification to UE
1202 indicating that RP 1204 is the proper RP to which it has
established a secure channel using K, and is not a rogue RP
or other MitM, as the notification may include the informa-
tion EK,(UE,, ,;,.,), which a rogue RP or other MitM would
not be able to decrypt.

[0137] FIGS. 13A-13E illustrate example network systems
and devices which may be implemented in performing the
embodiments described herein. FIG. 13A is a diagram of an
example communications system 1300 in which one or more
disclosed embodiments may be implemented. The commu-
nications system 1300 may be a multiple access system that
provides content, such as voice, data, video, messaging,
broadcast, etc., to multiple wireless users. The communica-
tions system 1300 may enable multiple wireless users to
access such content through the sharing of system resources,
including wireless bandwidth. For example, the communica-
tions systems 1300 may employ one or more channel access
methods, such as code division multiple access (CDMA),
time division multiple access (TDMA), frequency division
multiple access (FDMA), orthogonal FDMA (OFDMA),
single-carrier FDMA (SC-FDMA), and/or the like.

[0138] Asshown in FIG. 13A, the communications system
1300 may include wireless transmit/receive units (WTRUs)
13024, 13025, 1302¢, 13024, a radio access network (RAN)
1304, a core network 1306, a public switched telephone net-
work (PSTN) 1308, the Internet 1310, and other networks
1312, though it will be appreciated that the disclosed embodi-
ments contemplate any number of WTRUs, base stations,
networks, and/or network elements. Each of the WTRUs
13024, 13025, 1302¢, 13024 may be any type of device con-
figured to operate and/or communicate in a wireless environ-
ment. By way of example, the WITRUs 13024, 13025, 1302c¢,
13024 may be configured to transmit and/or receive wireless
signals and may include user equipment (UE), a mobile sta-
tion, a fixed or mobile subscriber unit, a pager, a cellular
telephone, a personal digital assistant (PDA), a smartphone, a
laptop, a netbook, a personal computer, a wireless sensor,
consumer electronics, and the like.

[0139] The communications systems 1300 may also
include a base station 13144 and a base station 13145. Each of
the base stations 1314a, 13145 may be any type of device
configured to wirelessly interface with at least one of the
WTRUs 1302a, 130254, 1302¢, 13024 to facilitate access to
one or more communication networks, such as the core net-
work 1306, the Internet 1310, and/or the networks 1312. By
way of example, the base stations 13144, 13145 may be a base
transceiver station (BTS), a Node-B, an eNode B, a Home
Node B, a Home eNode B, a site controller, an access point
(AP), awireless router, and/or the like. While the base stations
13144, 13145 are each depicted as a single element, it will be
appreciated that the base stations 1314q, 13145 may include
any number of interconnected base stations and/or network
elements.

[0140] The base station 1314a may be part of the RAN
1304, which may also include other base stations and/or
network elements (not shown), such as a base station control-
ler (BSC), a radio network controller (RNC), relay nodes, etc.
The base station 1314a and/or the base station 13145 may be
configured to transmit and/or receive wireless signals within
a particular geographic region, which may be referred to as a
cell (not shown). The cell may further be divided into cell
sectors. For example, the cell associated with the base station
13140 may be divided into three sectors. Thus, in one
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embodiment, the base station 1314a may include three trans-
ceivers, i.e., one for each sector of the cell. In another embodi-
ment, the base station 13144 may employ multiple-input mul-
tiple output (MIMO) technology and, therefore, may utilize
multiple transceivers for each sector of the cell.

[0141] The base stations 1314a, 13145 may communicate
with one or more ofthe WTRUs 13024, 13025, 1302¢, 13024
over an air interface 1316, which may be any suitable wireless
communication link (e.g., radio frequency (RF), microwave,
infrared (IR), ultraviolet (UV), visible light, etc.). The air
interface 1316 may be established using any suitable radio
access technology (RAT).

[0142] More specifically, as noted above, the communica-
tions system 1300 may be a multiple access system and may
employ one or more channel access schemes, suchas CDMA,
TDMA, FDMA, OFDMA, SC-FDMA, and the like. For
example, the base station 1314¢ in the RAN 1304 and the
WTRUs 1302a, 130256, 1302¢ may implement a radio tech-
nology such as Universal Mobile Telecommunications Sys-
tem (UMTS) Terrestrial Radio Access (UTRA), which may
establish the air interface 1316 using wideband CDMA
(WCDMA). WCDMA may include communication proto-
cols such as High-Speed Packet Access (HSPA) and/or
Evolved HSPA (HSPA+). HSPA may include High-Speed
Downlink Packet Access (HSDPA) and/or High-Speed
Uplink Packet Access (HSUPA).

[0143] In another embodiment, the base station 1314a and
the WTRUs 1302a, 13025, 1302¢ may implement a radio
technology such as Evolved UMTS Terrestrial Radio Access
(E-UTRA), which may establish the air interface 1316 using
Long Term Evolution (LTE) and/or LTE-Advanced (LTE-A).
[0144] In other embodiments, the base station 1314a and
the WTRUs 1302a, 13025, 1302¢ may implement radio tech-
nologies such as IEEE 802.16 (i.e., Worldwide Interoperabil-
ity for Microwave Access (WiMAX)), CDMA2000,
CDMA2000 1X, CDMA2000 EV-DO, Interim Standard
2000 (IS-2000), Interim Standard 95 (IS-95), Interim Stan-
dard 856 (IS-856), Global System for Mobile communica-
tions (GSM), Enhanced Data rates for GSM Evolution
(EDGE), GSM EDGE (GERAN), and/or the like.

[0145] The base station 13145 in FIG. 13A may be a wire-
less router, Home Node B, Home eNode B, or access point,
for example, and may utilize any suitable RAT for facilitating
wireless connectivity in a localized area, such as a place of
business, a home, a vehicle, a campus, and the like. In one
embodiment, the base station 13145 and the WTRUs 1302¢,
13024 may implement a radio technology such as IEEE 802.
11 to establish a wireless local area network (WLAN). In
another embodiment, the base station 13144 and the WTRUs
1302¢, 13024 may implement a radio technology such as
IEEE 802.15 to establish a wireless personal area network
(WPAN). In yet another embodiment, the base station 13145
and the WTRUs 1302¢, 1302d may utilize a cellular-based
RAT (e.g., WCDMA, CDMA2000, GSM, LTE, LTE-A, etc.)
to establish a picocell or femtocell. As shown in FIG. 13 A, the
base station 13145 may have a direct connection to the Inter-
net 1310. Thus, the base station 13145 may not be required to
access the Internet 1310 via the core network 1306.

[0146] The RAN 1304 may be in communication with the
core network 1306, which may be any type of network con-
figured to provide voice, data, applications, and/or voice over
internet protocol (VoIP) services to one or more of the
WTRUs 13024, 13025, 1302¢, 1302d. For example, the core
network 1306 may provide call control, billing services,
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mobile location-based services, pre-paid calling, Internet
connectivity, video distribution, etc., and/or perform high-
level security functions, such as user authentication.
Although not shown in FIG. 13A, it will be appreciated that
the RAN 1304 and/or the core network 1306 may be in direct
or indirect communication with other RANs that employ the
same RAT as the RAN 1304 or a different RAT. For example,
in addition to being connected to the RAN 1304, which may
be utilizing an E-UTRA radio technology, the core network
1306 may also be in communication with another RAN (not
shown) employing a GSM radio technology.

[0147] The core network 1306 may also serve as a gateway
for the WTRUs 1302a, 13025, 1302¢, 13024 to access the
PSTN 1308, the Internet 1310, and/or other networks 1312.
The PSTN 1308 may include circuit-switched telephone net-
works that provide plain old telephone service (POTS). The
Internet 1310 may include a global system of interconnected
computer networks and devices that use common communi-
cation protocols, such as the transmission control protocol
(TCP), user datagram protocol (UDP) and the internet proto-
col (IP) in the TCP/IP internet protocol suite. The networks
1312 may include wired or wireless communications net-
works owned and/or operated by other service providers. For
example, the networks 1312 may include another core net-
work connected to one or more RANs, which may employ the
same RAT as the RAN 1304 or a different RAT.

[0148] Some or all of the WTRUs 13024, 13025, 1302c,
13024 in the communications system 1300 may include
multi-mode capabilities, i.e., the WITRUs 1302a, 13025,
1302¢, 13024 may include multiple transceivers for commu-
nicating with different wireless networks over different wire-
less links. For example, the WTRU 1302¢ shown in FIG. 13A
may be configured to communicate with the base station
13144, which may employ a cellular-based radio technology,
and with the base station 13145, which may employ an IEEE
802 radio technology.

[0149] FIG. 13Bis a system diagram of an example WTRU
1302. As shown in FIG. 13B, the WTRU 1302 may include a
processor 1318, a transceiver 1320, a transmit/receive ele-
ment 1322, a speaker/microphone 1324, a keypad 1326, a
display/touchpad 1328, non-removable memory 1330,
removable memory 1332, a power source 1334, a global
positioning system (GPS) chipset 1336, and other peripherals
1338. It will be appreciated that the WTRU 1302 may include
any sub-combination of the foregoing elements while
remaining consistent with an embodiment.

[0150] The processor 1318 may be a general purpose pro-
cessor, a special purpose processor, a conventional processor,
a digital signal processor (DSP), a plurality of microproces-
sors, one or more microprocessors in association with a DSP
core, a controller, a microcontroller, Application Specific
Integrated Circuits (ASICs), Field Programmable Gate Array
(FPGAs) circuits, any other type of integrated circuit (IC), a
state machine, and/or the like. The processor 1318 may per-
form signal coding, data processing, power control, input/
output processing, and/or any other functionality that enables
the WTRU 1302 to operate in a wireless environment. The
processor 1318 may be coupled to the transceiver 1320,
which may be coupled to the transmit/receive element 1322.
While FIG. 13B depicts the processor 1318 and the trans-
ceiver 1320 as separate components, it will be appreciated
that the processor 1318 and the transceiver 1320 may be
integrated together in an electronic package or chip.
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[0151] The transmit/receive element 1322 may be config-
ured to transmit signals to, or receive signals from, a base
station (e.g., the base station 1314a) over the air interface
1316. For example, in an embodiment, the transmit/receive
element 1322 may be an antenna configured to transmit and/
or receive RF signals. In another embodiment, the transmit/
receive element 1322 may be an emitter/detector configured
to transmit and/or receive IR, UV, or visible light signals, for
example. In yet another embodiment, the transmit/receive
element 1322 may be configured to transmit and receive both
RF and light signals. It will be appreciated that the transmit/
receive element 1322 may be configured to transmit and/or
receive any combination of wireless signals.

[0152] In addition, although the transmit/receive element
1322 is depicted in FIG. 13B as a single element, the WTRU
1302 may include any number of transmit/receive elements
1322. More specifically, the WTRU 1302 may employ MIMO
technology. Thus, in one embodiment, the WTRU 1302 may
include two or more transmit/receive elements 1322 (e.g.,
multiple antennas) for transmitting and receiving wireless
signals over the air interface 1316.

[0153] The transceiver 1320 may be configured to modu-
late the signals that are to be transmitted by the transmit/
receive element 1322 and to demodulate the signals that are
received by the transmit/receive element 1322. As noted
above, the WTRU 1302 may have multi-mode capabilities.
Thus, the transceiver 1320 may include multiple transceivers
for enabling the WTRU 1302 to communicate via multiple
RATs, such as UTRA and IEEE 802.11, for example.

[0154] The processor 1318 of the WTRU 1302 may be
coupled to, and may receive user input data from, the speaker/
microphone 1324, the keypad 1326, and/or the display/touch-
pad 1328 (e.g., a liquid crystal display (LCD) display unit or
organic light-emitting diode (OLED) display unit). The pro-
cessor 1318 may also output user data to the speaker/micro-
phone 1324, the keypad 1326, and/or the display/touchpad
1328. In addition, the processor 1318 may access information
from, and store data in, any type of suitable memory, such as
the non-removable memory 1330 and/or the removable
memory 1332. The non-removable memory 1330 may
include random-access memory (RAM), read-only memory
(ROM), a hard disk, or any other type of memory storage
device. The removable memory 1332 may include a GSM
Subscriber Identity Module (SIM) card, a UICC (i.e., UMTS
version of the SIM card), a memory stick, a secure digital
(SD) memory card, and/or the like. In other embodiments, the
processor 1318 may access information from, and store data
in, memory thatis not physically located on the WTRU 1302,
such as on a server or a home computer (not shown).

[0155] The processor 1318 may receive power from the
power source 1334, and may be configured to distribute and/
or control the power to the other components in the WITRU
1302. The power source 1334 may be any suitable device for
powering the WTRU 1302. For example, the power source
1334 may include one or more dry cell batteries (e.g., nickel-
cadmium (NiCd), nickel-zinc (NiZn), nickel metal hydride
(NiMH), lithium-ion (Li-ion), etc.), solar cells, fuel cells,
and/or the like.

[0156] The processor 1318 may also be coupled to the GPS
chipset 1336, which may be configured to provide location
information (e.g., longitude and latitude) regarding the cur-
rent location of the WTRU 1302. In addition to, or in lieu of,
the information from the GPS chipset 1336, the WTRU 1302
may receive location information over the air interface 1316
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from a base station (e.g., base stations 1314a, 13145) and/or
determine its location based on the timing of the signals being
received from two or more nearby base stations. It will be
appreciated that the WTRU 1302 may acquire location infor-
mation by way of any suitable location-determination method
while remaining consistent with an embodiment.

[0157] The processor 1318 may further be coupled to other
peripherals 1338, which may include one or more software
and/or hardware modules that provide additional features,
functionality and/or wired or wireless connectivity. For
example, the peripherals 1338 may include an accelerometer,
an e-compass, a satellite transceiver, a digital camera (for
photographs or video), a universal serial bus (USB) port, a
vibration device, a television transceiver, a hands free head-
set,a BLUETOOTH® module, a frequency modulated (FM)
radio unit, a digital music player, a media player, a video
game player module, an Internet browser, and/or the like.
[0158] FIG. 13C s a system diagram of the RAN 1304 and
the core network 1306 according to an embodiment. As noted
above, the RAN 1304 may employ a UTRA radio technology
to communicate with the WTRUs 1302a, 13025, 1302¢ over
the air interface 1316. The RAN 1304 may also be in com-
munication with the core network 1306. As shown in FIG.
13C, the RAN 1304 may include Node-Bs 1340a, 13405,
1340¢, which may each include one or more transceivers for
communicating with the WTRUs 1302a, 13025, 1302¢ over
the air interface 1316. The Node-Bs 1340a, 13405, 1340c¢
may each be associated with a particular cell (not shown)
within the RAN 1304. The RAN 1304 may also include
RNCs 13424, 13425. It will be appreciated that the RAN 1304
may include any number of Node-Bs and RNCs while
remaining consistent with an embodiment.

[0159] As shown in FIG. 13C, the Node-Bs 1340a, 13405
may be in communication with the RNC 1342a. Additionally,
the Node-B 1340¢ may be in communication with the RNC
13425. The Node-Bs 1340a, 13405, 1340¢c may communicate
with the respective RNCs 13424, 13425 via an Tub interface.
The RNCs 13424, 13425 may be in communication with one
another via an Iur interface. Each of the RNCs 1342a, 13425
may be configured to control the respective Node-Bs 1340a,
13405, 1340¢ to which itis connected. In addition, each ofthe
RNCs 13424, 13425 may be configured to carry out or sup-
port other functionality, such as outer loop power control,
load control, admission control, packet scheduling, handover
control, macrodiversity, security functions, data encryption,
and/or the like.

[0160] The core network 1306 shown in FIG. 13C may
include a media gateway (MGW) 1344, a mobile switching
center (MSC) 1346, a serving GPRS support node (SGSN)
1348, and/or a gateway GPRS support node (GGSN) 1350.
While each of the foregoing elements are depicted as part of
the core network 1306, it will be appreciated that any one of
these elements may be owned and/or operated by an entity
other than the core network operator.

[0161] TheRNC1342ainthe RAN 1304 may be connected
to the MSC 1346 in the core network 1306 via an IuCS
interface. The MSC 1346 may be connected to the MGW
1344. The MSC 1346 and the MGW 1344 may provide the
WTRUSs 13024, 13025, 1302¢ with access to circuit-switched
networks, such as the PSTN 1308, to facilitate communica-
tions between the WTRUs 1302a, 13025, 1302¢ and tradi-
tional land-line communications devices.

[0162] The RNC 1342q in the RAN 1304 may also be
connected to the SGSN 1348 in the core network 1306 via an
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TuPS interface. The SGSN 1348 may be connected to the
GGSN 1350. The SGSN 1348 and the GGSN 1350 may
provide the WTRUs 1302a, 13025, 1302¢ with access to
packet-switched networks, such as the Internet 1310, to facili-
tate communications between and the WTRUs 13024, 13025,
1302¢ and IP-enabled devices.

[0163] As noted above, the core network 1306 may also be
connected to the networks 1312, which may include other
wired or wireless networks that are owned and/or operated by
other service providers.

[0164] FIG.13Dis asystem diagram of'the RAN 1304 and
the core network 1306 according to an embodiment. As noted
above, the RAN 1304 may employ an E-UTRA radio tech-
nology to communicate with the WIRUs 1302a, 13025,
1302¢ over the air interface 1316. The RAN 1304 may also be
in communication with the core network 1306.

[0165] The RAN 1304 may include eNode-Bs 1340q,
13405, 1340¢, though it will be appreciated that the RAN
1304 may include any number of eNode-Bs while remaining
consistent with an embodiment. The eNode-Bs 1340a,
13405, 1340c¢ may each include one or more transceivers for
communicating with the WTRUs 1302a, 13025, 1302¢ over
the air interface 1316. In one embodiment, the eNode-Bs
13404a, 13405, 1340¢ may implement MIMO technology.
Thus, the eNode-B 13404, for example, may use multiple
antennas to transmit wireless signals to, and receive wireless
signals from, the WTRU 1302a.

[0166] Each of'the eNode-Bs 13404, 13405, 1340c may be
associated with a particular cell (not shown) and may be
configured to handle radio resource management decisions,
handover decisions, scheduling of users in the uplink and/or
downlink, and the like. As shown in FIG. 13D, the eNode-Bs
13404a, 13405, 1340¢ may communicate with one another
over an X2 interface.

[0167] The core network 1306 shown in FIG. 13D may
include a mobility management gateway (MME) 1360, a
serving gateway 1362, and/or a packet data network (PDN)
gateway 1364. While each of the foregoing elements is
depicted as part of the core network 1306, it will be appreci-
ated that any one of these elements may be owned and/or
operated by an entity other than the core network operator.
[0168] The MME 1360 may be connected to each of the
eNode-Bs 1340a, 13405, 1340¢ in the RAN 1304 via an S1
interface and may serve as a control node. For example, the
MME 1360 may be responsible for authenticating users of the
WTRUs 13024a,13025,1302¢, bearer activation/deactivation,
selecting a particular serving gateway during an initial attach
of the WTRUs 13024, 13025, 1302¢, and the like. The MME
1360 may also provide a control plane function for switching
between the RAN 1304 and other RANs (not shown) that
employ other radio technologies, such as GSM or WCDMA.
[0169] The serving gateway 1362 may be connected to each
of the eNode Bs 13404, 13405, 1340¢ in the RAN 1304 via
the S1 interface. The serving gateway 1362 may generally
route and forward user data packets to/from the WTRUs
13024, 13025, 1302¢. The serving gateway 1362 may also
perform other functions, such as anchoring user planes during
inter-eNode B handovers, triggering paging when downlink
data is available for the WTRUs 1302a, 13025, 1302¢, man-
aging and storing contexts of the WTRUs 1302a, 13025,
1302¢, and/or the like.

[0170] The serving gateway 1362 may also be connected to
the PDN gateway 1364, which may provide the WIRUs
13024, 13025, 1302¢ with access to packet-switched net-
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works, such as the Internet 1310, to facilitate communica-
tions between the WTRUs 13024, 13025, 1302¢ and IP-en-
abled devices.

[0171] The core network 1306 may facilitate communica-
tions with other networks. For example, the core network
1306 may provide the WTRUs 1302a, 13025, 1302¢ with
access to circuit-switched networks, such as the PSTN 1308,
to facilitate communications between the WTRUs 13024,
13025, 1302¢ and traditional land-line communications
devices. For example, the core network 1306 may include, or
may communicate with, an IP gateway (e.g., an IP multime-
dia subsystem (IMS) server) that serves as an interface
between the core network 1306 and the PSTN 1308. In addi-
tion, the core network 1306 may provide the WTRUs 1302a,
13025, 1302¢ with access to the networks 1312, which may
include other wired or wireless networks that are owned and/
or operated by other service providers.

[0172] FIG. 13E is a system diagram of the RAN 1304 and
the core network 1306 according to an embodiment. The
RAN 1304 may be an access service network (ASN) that
employs IEEE 802.16 radio technology to communicate with
the WTRUs 13024, 13025, 1302¢ over the air interface 1316.
As will be further discussed below, the communication links
between the different functional entities of the WTRUs
13024, 13025, 1302¢, the RAN 1304, and the core network
1306 may be defined as reference points.

[0173] As shown in FIG. 13E, the RAN 1304 may include
base stations 1340q, 13405, 1340c¢, and an ASN gateway
1370, though it will be appreciated that the RAN 1304 may
include any number of base stations and ASN gateways while
remaining consistent with an embodiment. The base stations
13404, 13405, 1340¢ may each be associated with a particular
cell (not shown) in the RAN 1304 and may each include one
or more transceivers for communicating with the WTRUs
13024, 13025, 1302¢ over the air interface 1316. In one
embodiment, the base stations 1340a, 13405, 1340¢ may
implement MIMO technology. Thus, the base station 1340a,
for example, may use multiple antennas to transmit wireless
signals to, and receive wireless signals from, the WTRU
1302a. The base stations 1340a, 13405, 1340c may also pro-
vide mobility management functions, such as handoff trig-
gering, tunnel establishment, radio resource management,
traffic classification, quality of service (QoS) policy enforce-
ment, and/or the like. The ASN gateway 1370 may serve as a
traffic aggregation point and may be responsible for paging,
caching of subscriber profiles, routing to the core network
1306, and the like.

[0174] The air interface 1316 between the WTRUs 1302a,
13025, 1302¢ and the RAN 1304 may be defined as an R1
reference point that implements the IEEE 802.16 specifica-
tion. In addition, each of the WTRUs 13024, 13025, 1302¢
may establish a logical interface (not shown) with the core
network 1306. The logical interface between the WITRUs
13024, 13025, 1302¢ and the core network 1306 may be
defined as an R2 reference point, which may be used for
authentication, authorization, IP host configuration manage-
ment, and/or mobility management.

[0175] The communication link between each of the base
stations 13404, 13405, 1340¢ may be defined as an R8 refer-
ence point that includes protocols for facilitating WTRU han-
dovers and the transfer of data between base stations. The
communication link between the base stations 1340a, 13405,
1340c¢ and the ASN gateway 1370 may be defined as an R6
reference point. The R6 reference point may include proto-
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cols for facilitating mobility management based on mobility
events associated with each of the WTRUs 13024, 13025,
1302c.

[0176] As shown in FIG. 13E, the RAN 1304 may be con-
nected to the core network 1306. The communication link
between the RAN 1304 and the core network 1306 may
defined as an R3 reference point that includes protocols for
facilitating data transfer and mobility management capabili-
ties, for example. The core network 1306 may include a
mobile IP home agent (MIP-HA) 1372, an authentication,
authorization, accounting (AAA) server 1374, and a gateway
1376. While each of the foregoing elements are depicted as
part of the core network 1306, it will be appreciated that any
one of these elements may be owned and/or operated by an
entity other than the core network operator.

[0177] The MIP-HA 1372 may be responsible for IP
address management, and may enable the WITRUs 1302a,
130254, 1302¢ to roam between different ASNs and/or differ-
ent core networks. The MIP-HA 1372 may provide the
WTRUs 13024, 13025, 1302¢ with access to packet-switched
networks, such as the Internet 1310, to facilitate communica-
tions between the WTRUs 1302a, 13025, 1302¢ and IP-en-
abled devices. The AAA server 1374 may be responsible for
user authentication and for supporting user services. The
gateway 1376 may facilitate interworking with other net-
works. For example, the gateway 1376 may provide the
WTRUs 13024, 13025, 1302¢ with access to circuit-switched
networks, such as the PSTN 1308, to facilitate communica-
tions between the WTRUs 1302a, 13025, 1302¢ and tradi-
tional land-line communications devices. In addition, the
gateway 1376 may provide the WTRUs 13024, 13025, 1302¢
with access to the networks 1312, which may include other
wired or wireless networks that are owned and/or operated by
other service providers.

[0178] Although not shown in FIG. 13E, it will be appre-
ciated that the RAN 1304 may be connected to other ASNs
and the core network 1306 may be connected to other core
networks. The communication link between the RAN 1304
the other ASNs may be defined as an R4 reference point,
which may include protocols for coordinating the mobility of
the WTRUs 1302a,13025,1302¢ betweenthe RAN 1304 and
the other ASNs. The communication link between the core
network 1306 and the other core networks may be defined as
an RS reference, which may include protocols for facilitating
interworking between home core networks and visited core
networks.

[0179] The methods described herein may be implemented
in a computer program, software, or firmware incorporated in
a computer-readable medium for execution by a computer or
processor. Examples of computer-readable media include
electronic signals (transmitted over wired or wireless connec-
tions) and computer-readable storage media. Examples of
computer-readable storage media include, but are not limited
to, a read only memory (ROM), a random access memory
(RAM), a register, cache memory, semiconductor memory
devices, magnetic media such as internal hard disks and
removable disks, magneto-optical media, and optical media
such as CD-ROM disks, and digital versatile disks (DVDs). A
processor in association with software may be used to imple-
ment a radio frequency transceiver for use in a WTRU, UE,
terminal, base station, RNC, or any host computer.

[0180] Although features and elements are described above
in particular combinations, each feature or element may be
used alone or in any combination with the other features and
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elements. For example, the protocol flow steps described
herein are not limited to the order in which they are described.
In addition, while the embodiments described herein may be
described using OpenlD authentication, other forms of
authentication may be implemented. Similarly, the embodi-
ments described herein may not be limited to OpenID com-
munications or entities. For example, the RP may include any
service provider, OP/OPSF may include any identity and/or
assertion provider(s), and/or the OP, _may be any local iden-
tity and/or assertion provider. Furthermore, any authentica-
tion of the UE described herein may include the authentica-
tion of the UE and/or the user associated with the UE.

What is claimed:

1. In a system comprising a user equipment (UE), a service
provider, and an identity provider, a method for establishing
secure communications between the service provider and the
UE, the method comprising:

establishing, at the UE, a secure channel between the UE

and the service provider;

sending, to the identity provider, authentication parameters

for performing an authentication of the UE with the
identity provider;
determining, at the UE, an authentication assertion that
indicates a successful authentication of the UE; and

verifying, at the UE, that the service provider with which
the secure channel has been established is an intended
service provider for performing authentication for
access to services, wherein the service provider is veri-
fied using at least one parameter generated during the
authentication of the UE with the identity provider or
during the establishment of the secure channel.

2. The method of claim 1, further comprising binding the
authentication of the UE to the establishment of the secure
channel.

3. The method of claim 2, wherein the authentication of the
UE comprises a Session Initiation Protocol Digest (SIP-Di-
gest) authentication, and wherein the binding of the authen-
tication of the UE to the establishment of the secure channel
comprises binding the SIP-Digest authentication to the estab-
lishment of the secure channel.

4. The method of claim 2, wherein the binding of the
authentication of the UE to the establishment of the secure
channel is performed using information included in the
authentication assertion, and wherein the information is asso-
ciated with the establishment of the secure channel between
the UE and the service provider.

5. The method of claim 2, wherein the binding of the
authentication of the UE to the establishment of the secure
channel enables the UE to verify that the service provider
with which the secure channel has been established is the
intended service provider.

6. The method of claim 1, further comprising determining
an authentication of the service provider at the UE.

7. The method of claim 6, further comprising binding the
authentication of the service provider to the establishment of
the secure channel between the UE and the service provider.

8. The method of claim 7, wherein the binding of the
authentication of the service provider to the establishment of
the secure channel enables authentication of the service pro-
vider to be determined by the UE being able to verify that the
service provider with which the secure channel has been
established is the intended service provider.
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9. The method of claim 6, wherein the determining the
authentication of the service provider comprises receiving a
service provider authentication assertion from an external
identity provider.

10. The method of claim 1, wherein the identity provider
comprises a local identity provider.

11. The method of claim 10, wherein the determining of the
authentication assertion comprises generating the authentica-
tion assertion using the local identity provider.

12. The method of claim 10, wherein the local identity
provider is associated with a pre-established shared key gen-
erated from the authentication of the UE, and wherein the
pre-established shared key is used to establish the secure
channel between the UE and the service provider.

13. The method of claim 10, wherein the service provider is
associated with a cloud-hosted virtual machine, and wherein
the establishing the secure channel between the UE and the
service provider further comprises establishing the secure
channel between the local identity provider and the service
provider associated with the cloud-hosted virtual machine to
enable access to services provided by the cloud-hosted virtual
machine.

14. The method of claim 1, wherein the identity provider
comprises an external identity provider, and wherein the
determining of the authentication assertion comprises receiv-
ing the authentication assertion from the external identity
provider.

15. The method of claim 1, further comprising establishing
a secure channel between the UE and the identity provider.

16. The method of claim 15, wherein the secure channel
between the UE and the identity provider and the secure
channel between the UE and the service provider are each
established using a respective shared key.

17. The method of claim 15, wherein the authentication of
the UE is performed using at least one parameter associated
with the establishment of the secure channel between the UE
and the identity provider.

18. The method of claim 1, wherein the at least one param-
eter generated during the authentication comprises the
authentication assertion, and wherein the at least one param-
eter generated during establishment of the secure channel
comprises an encrypted seed value, a binding response
derived from key material extracted from a secure transport-
layer security (TLS) tunnel between the UE and the service
provider, or a nonce used for establishment of the secure
channel.

19. The method of claim 1, wherein the service provider is
verified as the intended service provider by validating infor-
mation received from the service provider via the secure
channel between the UE and the service provider.

20. A user equipment (UE) configured to establish secure
communications with a service provider, the UE comprising:

a memory having computer-executable instructions stored

thereon; and
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aprocessor configured to execute the computer executable

instructions to perform the following:

establish a secure channel between the UE and the ser-
vice provider;

send authentication parameters to an identity provider
for performing an authentication of the UE with the
identity provider;

determine an authentication assertion that indicates a
successful authentication of the UE; and

verify that the service provider with which the secure
channel has been established is an intended service
provider for performing authentication for services,
wherein the service provider is verified using at least
one parameter generated during the authentication of
the UE with the identity provider or during the estab-
lishment of the secure channel.

21. The UE of claim 20, wherein the processor is further
configured to bind the authentication of the UE with the
establishment of the secure channel.

22. The UE of claim 20, wherein the processor is further
configured to:

determine an authentication of the service provider; and

bind the authentication of the service provider to the estab-

lishment of the secure channel between the UE and the
service provider.

23. The UE of claim 20, wherein the identity provider
comprises a local identity provider residing on the UE,
wherein the local identity provider is associated with a pre-
established shared key generated from the authentication of
the UE, and wherein the pre-established shared key is used to
establish the secure channel between the UE and the service
provider.

24. In a system comprising a user equipment (UE), a ser-
vice provider, and an identity provider, a method for estab-
lishing secure communications between the service provider
and the UE, the method comprising:

establishing, at the service provider, a secure channel

between the identity provider and the service provider;
receiving key information via the secure channel between
the identity provider and the service provider;
establishing, at the service provider, a secure channel
between the service provider and the UE using the
received key information;
receiving, at the service provider, an authentication asser-
tion indicating an authentication of the UE; and

verifying, at the service provider, the authentication asser-
tion using information received via at least one of the
secure channel between the identity provider and the
service provider or the secure channel between the ser-
vice provider and the UE.

25. The method of claim 24, further comprising sending an
indication to the UE that the service provider is an intended
service provider for performing authentication for services.
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