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METHODS AND SYSTEMS FOR DETERMINING REVERSE DNS
ENTRIES

FIELD OF THE INVENTION

The present invention generally relates to domain names. More particularly,

the present invention relates to methods and systems for determining reverse DNS

entries.
BACKGROUND

The Internet consists of a network of interconnected computer networks.
Each of these computers has an IP address that is comprised of a series of four
numbers separated by periods or dots and each of these four numbers 1s an 8-bit
integer which collectively represent the unique address of the computer within the
Internet. The Internet is a packet switching network whereby a data file routed over
the Internet to some destination is broken down into a number of packets that are
separately transmitted to the destination. Each packet contains, inter alia, some
portion of the data file and the IP address of the destination.

The IP address of a destination is useful in routing packets to the correct
destination but is not very people friendly. A group of four 8-bit numbers by
themselves do not reveal or suggest anything about the destination and most people
would find it difficult to remember the IP addresses of a destination. As a result of
this shortcoming in just using IP addresses, domain names were created. Domain
names consist of two or more parts, frequently words, separated by periods. Since
the words, numbers, or other symbols forming a domain name often indicate or at
least suggest the identity of a destination, domain names have become the standard
way of entering an address and are more easily remembered than the IP addresses.
After a domain name has been entered, a domain name server (DNS) resolves the
domain name into a specific IP address. Thus, for example, when someone surfing
the Internet enters into a browser program a particular domain name for a web site,

the browser first queries the DNS to arrive at the proper IP address.
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[P addresses are typically assigned to the computer networks of the Internet
or autonomous systems ("ASs"). An autonomous system is a collection of IP
addresses and IP-capable devices and communications links under a single
administrative domain. An autonomous system assigned the 1P addresses can
include one or more organizations, universities or companies, such as Internet
Service Providers ("ISPs"). A particular AS may be assigned a range of 1P
addresses and each host within an AS can be assigned an IP address. For example, a
single AS may have the IP addresses 128.66.64.0 through 128.66.64.255, with each
[P address corresponding to a host. In order to ensure that information 1s routed to
the correct destination, each AS must be able to determine how to reach the AS that
is assigned the destination address. Therefore, each AS can announce 1ts range to
other ASs on the Internet. Other ASs can use this information to ensure that the
data packet reaches the AS assigned the destination address and, therefore, the
destination.

The use of reverse DNS has been problematic for several reasons
(determining a domain name from an IP address), including reverse DNS 1s not
required for the Internet to work properly (unlike forward DNS) and there are no
restrictions on reverse DNS naming. Because reverse DNS is not required for the
Internet to work properly, owners of IP address blocks or groups do not always
provide reverse DNS entries for their IP addresses except in cases where 1t helps in
the maintenance of the owners’ networks. The routers on the Internet backbone are
generally configured with good, consistent reverse DNS entries. However, moving
away from the Internet backbone, many organizations, such as ISPs, do not
configure reverse DNS entries for the hosts away from the Internet backbone.

Additionally, an ISP can provide any domain name for a reverse DNS entry,
because there are no restrictions on reverse DNS naming. An ISP can, for example,
use an domain name for a host corresponding to an IP address in its address space
even if the ISP does not own the domain name or even if the domain name 1s not

allocated. An ISP can also use a top level domain for a host corresponding to an 1P
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address in its address space even though the top level domain does not exist.
SUMMARY

Embodiments of the present invention comprise methods and systems for
determining reverse DNS entries. In one embodiment, a first group of consecutive
IP addresses is identified. A first configured IP address in the first group 1s
determined. The first configured IP address has an associated first domain name. A
first non-configured IP address in the first group is determined, and the first domain
name is associated with a set of IP addresses from the first configured IP address to
the first non-configured IP address. In a further embodiment, a second group ot
consecutive IP addresses is determined. The second group is in a determined route

with the first group. The first domain name is associated with all or a plurality of 1P

addresses in the second group.

These exemplary embodiments are mentioned not to limit or define the
invention, but to provide examples of embodiments of the invention to aid
understanding thereof. Exemplary embodiments are discussed in the Detailed
Description, and further description of the invention is provided there. Advantages
offered by the various embodiments of the present invention may be further

understood by examining this specification.
BRIEF DESCRIPTION OF DRAWINGS

The accompanying drawings, which are incorporated in and form a part of
the specification, illustrate preferred embodiments of the present invention and,
together with the description, disclose the principles of the invention. In the
drawings:

Figure 1 is a diagram illustrating an exemplary environment in which one
embodiment of the present invention may operate; and

Figure 2 is a flow diagram illustrating a method of determining reverse DNS

entries for IP addresses in one embodiment of the present invention.
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DETAILED DESCRIPTION

Referring now to the drawings in which like numerals indicate like elements
throughout the several figures, Figure 1 is a block diagram illustrating an exemplary
environment for implementation of an embodiment of the present invention. The
system 100 shown in Figure 1 includes a server device 102 in communication with
autonomous systems 120a — 120n through a network 104. The network 104 shown
comprises the Internet.

The Internet 104 can comprise and can be connected with autonomous
systems 120a — 120n. An autonomous system (AS) is a collection of IP addresses,
[P-capable devices, and communications links under a single administrative domain.
A particular AS may be assigned a group of consecutive IP addresses and each host
within an AS can be assigned an IP address. For example, a single AS may have the
IP addresses 128.66.64.0 through 128.66.64.255, each IP address corresponding to a
host. In one embodiment, the AS 120a is a /24 network and can have 254 hosts,
each with a corresponding IP address.

In order to ensure that information is routed to the correct destination, each
AS can contain a routing table 122a-122n containing routing information between
ASs on the Internet. The routing tables can indicate which router and AS 1s
responsible for a group of IP addresses. The ASs 120a-120n can use the Border
Gateway Protocol (BGP), an exterior gateway protocol, to share routing information
so that efficient, loop-free routes can be established.

The server device 102 shown in Figure 1 includes a server executing a
reverse DNS engine application program, or reverse DNS engine. The server device
102 includes a processor 110 coupled to a computer-readable memory 112. The
processor 110 executes computer-executable program instructions stored m memory
112. Such processors may include a microprocessor, an ASIC, and state machines.
The processor 110 can be any of a number of computer processors, such as

processors from Intel Corporation of Santa Clara, California and Motorola
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Corporation of Schaumburg, Illinois. Such processors include, or may be in
communication with, media, for example computer-readable media, which stores
instructions that, when executed by the processor, cause the processor to perform
the steps described herein. Embodiments of computer-readable media include, but
are not limited to, an electronic, optical, magnetic, or other storage or transmission
device capable of providing a processor, such as the processor 110 of server 102,
with computer-readable instructions. Other examples of suitable media include, but
are not limited to, a floppy disk, CD-ROM, DVD, magnetic disk, memory chip,
ROM, RAM, an ASIC, a configured processor, all optical media, all magnetic tape
or other magnetic media, or any other medium from which a computer processor can
read instructions. Also, various other forms of computer-readable media may
transmit or carry instructions to a computer, including a router, private or public
network, or other transmission device or channel, both wired and wireless. The

instructions may comprise code from any computer-programmuing language,

including, for example, C, C++, C#, Visual Basic, Java, Python, Perl, and

JavaScript.

Server device 102, depicted as a single computer system, may be
implemented as a network of computer processors. Examples of a server device 102
are servers, mainframe computers, networked computers, a processor-based device,
and similar types of systems and devices. In another embodiment, the server
device 102 is a client device. Examples of client devices are personal computers,
digital assistants, personal digital assistants, cellular phones, mobile phones, smart
phones, pagers, digital tablets, laptop computers, Internet appliances, and other
processor-based devices.

Memory 112 contains the reverse DNS engine application program, also
known as a reverse DNS engine 114. The reverse DNS engine 114 determines the
domain names for identified groups of IP addresses. The reverse DNS engine 114
can identify a group of IP consecutive addresses, such as a /24 group, with unknown

|
reverse DNS entries from an AS routing table, such as from a matching BGP routing
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announcement. In one embodiment, the reverse DNS engine 114 determines non-
configured reverse DNS entries for IP addresses within the group by using
configured reverse DNS entries within the same route. A configured entry for an IP
address contains a domain name associated with the IP address. The reverse DNS
engine 114 can use a configured reverse DNS entry within a group, such as a /24
eroup, and propagate the associated domain name to fill entries for non-contigured
[P addresses in the /24 group. The reverse DNS engine 114 can continue filling mn
entries for non-configured IP addresses for surrounding /24 groups up to the route
boundaries. For /24 groups with no configured reverse DNS entries, the reverse
DNS engine 114 can fill these non-configured entries from surrounding /24 groups
that reside in the same BGP published route.

Server device 102 also provides access to other storage elements, such as a
reverse DNS storage element, in the example shown a reverse DNS database 116.
The reverse DNS database 116 can be used to store configured reverse DNS entries.
Data storage elements may include any one or combination of methods for storing
data, including without limitation, arrays, hash tables, lists, and pairs. Other similar
types of data storage devices can be accessed by the server device 102.

It should be noted that the present invention may comprise systems having
different architecture than that which is shown in Figure 1. For example, 1n some
systems according to the present invention, server device 102 may comprise a single
physical or logical server. The system 100 shown in Figure 1 is merely exemplary,
and is used to explain the exemplary method shown in Figure 2.

Fig. 2 illustrates an exemplary method 200 and provides a method for
determining reverse DNS entries. This exemplary method is provided by way of
example, as there are a variety of ways to carry out methods according to the present
invention. The method 200 shown in Fig. 2 can be executed or otherwise periormed
by any of various systems. The method 200 is described below as carried out by the
system 100 shown in Fig. 1 by way of example, and various elements of the system

100 are referenced in explaining the example method of Fig. 2.
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In 202, the method 200 begins. In 204, the reverse DNS engine 114
determines a route containing unknown or non-configured reverse DNS entries.

The reverse DNS engine 114 can determine this route through a BGP routing
announcement from an AS routing table, such as routing table 122a in AS 120a.
The route can contain a plurality of groups of IP addresses. In one embodiment,
each group is a /24 group.

In 206, a group of consecutive IP addresses in the route is identified by the
reverse DNS engine 114. The reverse DNS engine 114 can identify a group based
on the number of configured IP addresses in the group. A configured IP address can
be an IP address with a corresponding reverse DNS entry containing an associated
domain name. A non-configured IP address can be an IP address with no
corresponding reverse DNS entry or a corresponding reverse DNS entry containing
no associated domain name or an incorrect associated domain name.

In 208, the reverse DNS engine 114 determines a configured IP address to
use for the group identified in 206. If the identified group contains one or more
configured IP addresses then the reverse DNS engine 114 can determine and use the
configured entry corresponding to the IP address closest to the beginning of the
group (or the lowest IP address). If the identified group does not contain a
configured IP address, then the reverse DNS engine 114 can determine a configured

[P address from a surrounding group in the route.

In 210, the reverse DNS engine 114 determines an ending IP address in the
group. The ending IP address can be the last IP address in the group or can be a
non-configured IP address before a subsequent configured IP address. In one
embodiment, the subsequent configured IP address has an associated domain name
different from the configured IP address determined in 208.

In 212, the reverse DNS engine 114 propagates the domain name associated
with the configured IP address determined in 208 to a set of IP addresses in the
identified group. If the configured IP address identified in 208 is in the identified

group, then the domain name is propagated to a set of IP addresses in the identified
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group between the configured IP address and the ending IP address. If the
configured IP address is not at the beginning of the group, then all addresses from
the beginning of an AS group block up to the configured IP address are 1dentitied
with the entry for the configured IP address.

In a first example, the identified group has IP addresses 128.66.64.0 -
128.66.64.255 and the configured IP address 1s 128.66.64.0 and has the associated
domain name “me.com”. In this first example, the IP address 128.66.64.128 1s
configured and has a different associated domain name, “you.com”. The ending IP
address for this example is, thus, 128.66.64.127. The domain name, me.com, 18
associated with each IP address in the set of IP addresses from 128.66.64.1 —
128.66.64.127. If the configured IP address is not in the identified group, then the
domain name is propagated to a set of IP address in the identitied group between a
beginning IP address and the ending IP address. In a second example, the identified
group has IP addresses 128.66.64.0 — 128.66.64.255 and contains no configured IP
address. The beginning address is, thus, 126.66.64.0, the ending IP address 1s, thus,
128.66.64.255 and the set of IP addresses is the entire group of IP addresses. In this
second example, the identified configured IP address from an adjacent group 1n the
route has the associated domain name “me.com’. This domain name, me.com, 1S
associated with each IP address in the group — 128.66.64.0 — 128.66.64.255.

In a third example for 128.66.64.6, if “us.com” is the first and only entry in
the AS group 128.66.64.0 — 128.66.128.255, then all addresses 128.66.64.0 —
128.66.128.255 will be filled with “us.com” based on the AS group routing.

In 214, the reverse DNS engine 114 stores the newly configured IP
addresses from 212 in the reverse DNS database 116.

In 216, the reverse DNS engine 114 determines if the ending IP address was
the last IP address (or highest number IP address) in the identified group. If the
reverse DNS engine 114 determines that the ending IP address was not the last IP
address in the group, the reverse DNS engine 114 determines a new configured IP

address in block 208 and the method 200 continues. In the first example above,
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where the ending IP address is 128.66.64.127, the reverse DNS engine 114 returns
to block 208 and determines the new configured IP address, 128.66.64.128, and its
associated domain name, you.com.

If the ending IP address was the last IP address in the group, then the reverse
DNS engine 114 determines in 218 whether there are any groups remaining in the
route with non-configured IP addresses remaining in the route. If the reverse DNS
engine 114 determines that there are groups remaining with non-conti gured IP
addresses in the route, then the reverse DNS engine 114 identifies a new group of IP
addresses in the route and returns to block 206 and the method 200 continues. A
new group is determined by walking through the routeable space sequentially. If the
reverse DNS engine 114 determines that there are no groups in the route with non-

configured reverse DNS entries, then method 200 stops at 220.

The embodiments were chosen and described in order to explain the

principles of the invention and their practical application so as to enable others

skilled in the art to utilize the invention and various embodiments and with various
modifications as are suited to the particular use contemplated. The terms first and
second are used herein merely to differentiate one IP address, group, or domain
name from another IP address, group, or domain name. The terms first and second
are not used to indicate first or second in time, or first or second in a list, or other
order, unless explicitly noted. For example, the "second" may come in time or 1n a

list before the "first," unless it is otherwise explicitly indicated.
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determining a first configured IP address in the first group, wherein the first

configured IP address has an associated first domain name;
determining a first non-configured IP address in the first group; and

associating the first domain name with a set of IP addresses from the first

configured IP address to the first non-configured IP address.

2. The method of claim 1, further comprising storing the associated domain

name for each IP address in the set of IP addresses.

3. The method of claim 1, further comprising:

identifying a second group of consecutive IP addresses in a determined route

with the first group; and

associating the first domain name with all or a plurality of IP addresses in the

second group.

4. The method of claim 3, further comprising storing the associated domain

name for each IP address in the second group.

5. The method of claim 3, wherein the first group and second group of /24

groups.

6. The method of claim 3, wherein the route is determined from an autonomous

system routing table.

10
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7. The method of claim 1, wherein the first non-configured IP address 1s the last

address 1n the first group.

8. The method of claim 1, wherein the first non-configured IP address 1s the last

address before a second configured IP address.

9. A computer-readable medium containing program code for determining

reverse DNS entries for IP addresses, comprising:
program code for identifying a first group of consecutive IP addresses;
program code for determining a first configured IP address in the first group,
wherein the first configured IP address has an associated first domain name;
program code for determining a first non-configured IP address in the first
group; and
program code for associating the first domain name with a set of IP addresses

from the first configured IP address to the first non-configured IP address.

10.  The computer-readable medium of claim 9, further comprising program code

for storing the associated domain name for each IP address in the set of 1P

addresses.

11.  The computer-readable medium of claim 9, further comprising:

program code for identifying a second group of consecutive IP addresses in a

determined route with the first group; and

program code for associating the first domain name with all or a plurality of

[P addresses in the second group.

12. The computer-readable medium of claim 11, further comprising program

code for storing the associated domain name for each IP address in the second

group.

11
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13.  The computer-readable medium of claim 11, wherein the first group and

second group of /24 groups.

14.  The computer-readable medium of claim 11, wherein the route 1s determined

from an autonomous system routing table.

15.  The computer-readable medium of claim 9, wherein the first non-configured

[P address is the last address in the first group.

16.  The computer-readable medium of claim 9, wherein the first non-configured

IP address is the last address before a second configured IP address.

17. A method for determining reverse DNS entries for IP addresses, comprising:

determining a route from an autonomous system routing table;

identifying a first group of consecutive IP addresses in the route;

determining a first configured IP address in the first group, wherein the first
configured IP address has an associated first domain name;

determining a first non-configured IP address in the first group;

associating the first domain name with a set of IP addresses from the first
configured IP address to the first non-configured IP address;

identifying a second group of consecutive IP addresses in the route; and

associating the first domain name with all or a plurality of IP addresses 1n the

second group.

12
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