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(57) ABSTRACT 

A method and a device for reading out keys of a keyboard. 
The read-out is realised by randomly generating a scanning 
pattern comprising for each row and column a read-out 
value to be applied on the rows and columns. The scanning 
pattern is preferably changed after having been applied to 
the keys. After application of the randomly generated pat 
tern, the verification routine is applied in order to identify 
the selected keys. 

6 Claims, 2 Drawing Sheets 
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METHOD AND A DEVICE FOR READING 
OUT KEYBOARD KEYS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority from, European Applica 
tion No. 03079008.3 filed 22 Dec. 2003, the disclosure of 
which is hereby incorporated by reference. 

BACKGROUND 

The present invention relates to a method for reading out 
keys of a keyboard, in particular a keyboard of an automatic 
teller machine, said keys being arranged according to a row 
and column set-up of a matrix, wherein a first scanning 
pattern for reading out said keys is applied to said keyboard, 
said method comprises a first series of steps consisting in: 

randomly generating said first scanning pattern, which 
comprises for each of said rows and columns a first read 
out value to be applied onto said row respectively said 
column; 

applying said first scanning pattern onto said rows and 
columns during at least a first minimum time period. 

The invention relates also to a device for reading out 
keyboard keys. 

Such a method and such a device are known from EP-A-0 
368 520. The known method is for example used in auto 
matic teller machines or point-of-sale terminals. The keys 
are generally set up as rows and columns of a matrix. In 
order to detect a particular key being activated, the rows and 
columns are Scanned after application of a randomly gen 
erated Scanning pattern. The detection of a modification in 
the applied Scanning pattern indicates that a key has been 
activated. Indeed, the activation of a key will cause a 
cross-link between the row and column on which the 
selected key is located. By randomly generating the scan 
ning pattern it is more difficult for unauthorised users to pick 
up the signal of the applied scanning pattern and thus acquire 
information about the activated keys. 
A drawback of the known method or device is that the 

rows and columns are sequentially scanned and that it is not 
possible to change the row and column sequence otherwise 
than among either the columns or the row sequence in itself. 
This limits the possibilities of masking the data input by 
means of the keyboard. 

SUMMARY 

It is an object of the present invention to realise a method 
and a device for reading out keys of a keyboard where it is 
even more difficult for an unauthorised user to get access to 
the data read out from the keyboard. 

For this purpose, a method for reading out keys of a 
keyboard according to the present invention is characterised 
in that said method further comprises: 

applying a verification routine in order to determine if the 
actual values of each row and column correspond to 
those applied by the first scanning pattern and to 
identify those rows and columns for which the actual 
value does not correspond to the one applied by the first 
pattern, said verification routine further comprises a 
temporary storage of a pointer to said identified rows 
and columns; 

repeating, after said first time period has lapsed, said first 
series of steps if no rows and columns have been 
identified by said verification routine; 
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2 
said method further comprises a second series of steps which 
is started after said verification routine has stored said 
pointer, said second series of steps comprises: 

randomly generating, after said first time period has 
lapsed, a second scanning pattern comprising for at 
least each of said rows and columns indicated by said 
pointer a second read-out value to be applied onto said 
rows and columns; 

applying said second scanning pattern to said rows and 
columns during at least a second minimum time period; 

monitoring said identified rows and columns by using said 
second pattern in order to confirm as activated keys, 
those keys located on said identified rows and columns. 

Because the scanning pattern is randomly generated and 
changes with Subsequent reading operation, it is very diffi 
cult and nearly impossible, for an unauthorised user, to 
recognise the applied scanning pattern. Furthermore, the 
scanning pattern is applied to the rows and columns, which 
enables to take into consideration the rows as well as the 
columns for application of the Scanning pattern. Since the 
pattern can change the rows as well as the columns for 
Subsequent reading operations, it is necessary to apply a first 
and a second scanning pattern during a first and a second 
period in order to recognise a selected key. The modification 
of the Scanning pattern applied to the rows as well as the 
columns makes it very difficult to recognise rows and 
columns simply from picked-up radiation, as the logic 
between rows and columns is no longer present in this 
picked-up radiation. 
A first preferred embodiment of a method according to the 

invention is characterised in that said first and second time 
period are randomly determined. By randomly determining 
the first and second time period, not only the applied 
scanning pattern changes but also the time period during 
which the pattern is applied. This makes it even more 
difficult for an unauthorised user to get access to the data of 
the selected keys as too many parameters change. 
A second preferred embodiment of the method according 

to the present invention is characterised in that said moni 
toring is interrupted upon establishing that the actual values 
of the monitored rows and columns correspond to those 
applied by the second scanning pattern, said interruption 
being followed by a return to said first series of steps. This 
would indicate that either the key has been released, or that 
an error occurred during the preceding step. In any way, this 
signifies that it is no longer necessary to continue the present 
monitoring operation. If the key is released it is no longer 
necessary to verify if the monitored key has been activated. 
If the key would have been activated by error or due to a 
disturbance, it is not necessary any more to monitor this key. 
The invention also relates to a device for implementing 

the method. 

BRIEF DESCRIPTION OF THE FIGURES 

The invention will now be described in more details with 
respect to the drawings illustrating a preferred embodiment 
of a method and a device according to the present invention. 
In the drawings: 

FIG. 1 illustrates schematically a data processing unit 
having a device for reading out keys of a keyboard; 

FIG. 2 illustrates a matrix set-up for a keyboard; and 
FIG. 3 illustrates by means of a flowchart a preferred 

embodiment of a method according to the present invention. 
In the drawings a same reference sign has been allotted to 

a same or analogous element. 
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DETAILED DESCRIPTION 

The data processing unit shown schematically in FIG. 1 
comprises a bus 1 to which a processing member 2, for 
example a microprocessor, is connected. A memory 3 is 
further connected to the bus. The memory is provided for 
storing processing data and programs to be carried out under 
control of the processing member 3. An interface 4 is also 
connected to the bus 1. A keyboard 5 is connected to the 
interface in order to input user data. When the data process 
ing unit is part of an ATM (Automatic Teller Machine) or 
any terminal provided for processing secure data, the key 
board will be used for entering secure data such as a PIN 
(Personal Identification Number) code. 
As illustrated in FIG. 2, the keys 6rc of the keyboard 5 are 

arranged according to a row and column set-up of a matrix. 
The rows are each time connected to a line of the first set of 
lines 7, whereas the columns are each time connected to a 
line of the second set of lines 8. The classical manner to read 
out the keys is to apply a first scanning pattern to the 
columns and to read out the lines. So, when a key is selected, 
be it via a pressure applied on the key or via a touch screen, 
the key will act as a Switch connecting to each other the row 
and the column on which the selected key is located. The 
latter read-out method is appropriate for data, which need 
not to be secured. However, for secure data this method is no 
longer appropriate as it is too easy to pick up the scanning 
signal from outside and get, in Such a manner, access to the 
secure data. Indeed, the highly systematic way according to 
which the keys are each time scanned can easily be detected. 
The Subsequently applied identical scanning pattern will 
work as an antenna signal, which can be picked-up. 

In order to apply a more secure read-out method, the 
present invention proposes to change the scanning pattern 
applied onto the keys of the keyboard. This change implies 
that, instead of applying each time for each read-out opera 
tion cycle an identical pattern, a different, randomly gener 
ated pattern is applied. In the preferred embodiment the 
applied Scanning pattern is each time for each read-out cycle 
changed by each time generating the pattern randomly. 
However, the same randomly generated Scanning pattern 
could also be applied during a predetermined number, or 
even randomly generated number, of Subsequent scanning 
periods. For example during ten Subsequent periods a same 
scanning pattern could be applied. Since the read out periods 
are generally short, less than 3 seconds, even if the same 
pattern is applied for a number of Subsequent periods, it will 
still be very difficult to pick up the scanning pattern without 
a physical intrusion in the keyboard or the processing unit. 
Nevertheless, if the unauthorised user would try to break 
open the device, this would generate a tamper condition 
leading to a neutralisation of the device. 
The randomly generated Scanning pattern enables to vary 

a large number of parameters. So, the specific read-out 
values applied onto the rows or columns can vary, for 
example between the logic values 0 or 1, or even values 
higher than logic 1 could be applied. The manner in which 
the rows and columns are triggered can vary, so for example 
during one cycle, the rows can be used as input and the 
columns as output, whereas in a Subsequent cycle the 
columns are used as input and the rows as output. Alterna 
tively, some rows and some columns could be used as input 
and the remaining ones as output. Furthermore, the time 
period during which the Scanning pattern is applied onto the 
keys can be changed by randomly generating a time period. 
Just as for the application of the Scanning pattern, also the 
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4 
time period could be the same for a predetermined or 
randomly determined Subsequent number of cycles. 
The fact that the applied scanning pattern varies requires 

particular measures for reading out the keys as will be 
described hereunder with reference to FIG. 3. Under control 
of the data processing member, the keyboard is placed in a 
secured mode. This is for example triggered by the insertion 
of a bank card or by touching one of the keys of the keyboard 
for initiating an operation. The Switch to a secured mode is 
for example realised by interrupting the normal read-out 
procedure and by starting the secure procedure by means of 
an interrupt signal. Once the secured mode is started (10; 
STR), the processing member will trigger the scanning 
pattern generator, which comprises a random generator for 
randomly generating (11; RG1SP) a first scanning pattern 
and a first minimum time period and apply it during at least 
said first minimum time period to the keys of the keyboard. 
It should be noted that the random generation of the first 
time period is used in a preferred embodiment, as it 
increases the security level. However the present method is 
also applicable when a predetermined time period would be 
used. This minimum period is for example 1 mS and can run 
until 2 ms. The first scanning pattern comprises for each row 
and column a first read-out value to be applied onto said 
rows respectively columns. 

After application of the first scanning pattern, the pro 
cessing member will apply a verification routine by means 
of a verification member, which is part of the data processing 
unit. The verification routine, which comprises a first series 
of steps (11, 12, 13, 14, 15, 16), will first check the columns 
(12, VMC) in order to verify if the actual value applied onto 
the columns by the first scanning is still present. Indeed, if 
no key on the scanned column has been activated (12: N) the 
actual value on that column will correspond to the one 
applied by the first scanning pattern. On the other hand, if a 
key on the scanned column has been activated (12; Y) the 
actual value will no longer correspond to the one applied by 
the first scanning pattern, since the activation of the key will 
have caused a Switch between a column and a row, thus 
leading to a change in the applied value. 

If the verification routine has detected that a column has 
been selected (12;Y) it will verify (13: VVC) if it is a valid 
column. This is, for example, realised by verifying if the 
actual value is acceptable within the scope of the applied 
read-out value or by verifying if at the present stage of the 
operation the verified column should be active. So, for 
example, the OK key could have been selected by error upon 
entering a PIN code. If the column corresponding to the OK 
key would then have been identified, it would nevertheless 
not be considered as a valid column at this stage as only 
columns linked to number keys are considered valid. 

If the selected column is considered as valid, a counter for 
the identified column is incremented and there is checked 
whether the amount indicated by the counter has reached a 
predetermined number. This predetermined number will 
depend on the time period during which the first pattern is 
applied. The shorter the time period is, the higher will be the 
number. If the counter has reached the predetermined num 
ber (13, Y), the considered column is identified (14; SVC) 
as being a valid column and this identification data is stored 
temporarily in the memory. If, on the other hand, the counter 
did not reach (13.N) the predetermined number, the column 
is not identified as a valid column. The use of a counter 
allows repeating the verification routine several times, 
thereby increasing the reliability of the key identification. 
The verification routine is repeated either by using the same 
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first scanning pattern a number of times or by generating 
randomly each time a new scanning pattern and a new time 
period. 
An analogous operation is thereafter realised for the rows 

of the keyboard (15; VMR), (16; VVR) and (17; SVR). If a 
valid row is identified this will lead to the identification (17; 
SVR) of a valid row. If no valid rows and columns have been 
identified, the first series of steps of the routine is repeated 
as from step 11. 
Once a row has been identified, it is checked by the 

verification routine (18; VRC) if both a row and column 
have been identified. This is for example realised by reading 
the memory in which the identified row and column are 
stored. If this is the case, a pointer to the identified row and 
column and thus to the identified key is stored (19, G2SP). 
If no valid row or column has been identified, the first series 
of steps is repeated. 

Since the pattern changes, the read-out routine will need, 
once a row and a column have been identified and a pointer 
stored, a second series of steps in order to unambiguously 
determine the activated key. If a pointer has been stored, a 
second scanning pattern is generated and applied (20; A2SP) 
to the keys during a second minimum time period. In an 
analogous manner as for the first series of steps, the second 
scanning pattern is randomly generated and preferably the 
second minimum time period too. Steps 21 (VMC), 22 
(VVC), 23 (SVC), 24 (VMR), 25 (VVR), 26 (SVR) and 27 
(VRC) are analogous to the steps 12, 13, 14, 15, 16, 17 and 
18 of the first series, with the difference, however, that now 
the second scanning pattern and the second time period are 
used. Furthermore only the rows and columns pointed to are 
preferably taken into consideration. It could however also be 
possible to apply the second series to all rows and columns. 
As described before with respect to the first scanning 

pattern, it is verified if a valid column and row can be 
identified. This is used in order to monitor if the key pointed 
to by the pointers is still activated. When the monitoring 
routine establishes that no valid row or column can be 
identified (21: N) and (25; N), the routine is started again as 
from (11; RG1SP). When the monitoring routine establishes, 
on the other hand, that a valid row and column can be 
identified, the monitoring routine is restarted and a further 
scanning pattern is generated (29; RGFSP) and applied to 
the pointed key for a further minimum time period. This 
restart is repeated until the counter has reached its prede 
termined value. 

If it has been established that the key pointed to is again 
identified using the monitoring routine, the key is confirmed 
as activated (28; SK) and this information is supplied to the 
processing member for further processing. 

Under the monitoring routine it would also be possible to 
use the release of the pointed key as a way to confirm that 
the pointed key has been activated. This could be realised by 
verifying if, for the key pointed to, the actual value corre 
sponds to the applied value. Indeed if the pointed key has 
been released the key no longer acts as a Switch and the 
applied scanning pattern will be recognised. Thus the pres 
ence of the applied scanning pattern is an indication that the 
pointed key has been released. 
The invention claimed is: 
1. A method for reading out keys of a keyboard, in 

particular a keyboard of an automatic teller machine, said 
keys being arranged according to a row and column set-up 
of a matrix, wherein a first scanning pattern for reading out 
said keys is applied to said keyboard, said method comprises 
a first series of steps consisting of 
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6 
(a) randomly generating said first scanning pattern, which 

comprises for each of said rows and columns a first 
read-out value to be applied onto said row respectively 
said column; 

(b) applying said first scanning pattern onto said rows and 
columns during at least a first minimum time period; 

(c) applying a verification routine in order to determine if 
the actual values of each row and column correspond to 
those applied by the first scanning pattern and to 
identify those rows and columns for which the actual 
value does not correspond to the one applied by the first 
pattern, 

(d) repeating, after said first time period has lapsed, said 
first series of steps if no rows and columns have been 
identified by said verification routine; 

characterised in that said method further comprises; 
(e) temporarily storing a pointer pointing to said rows and 

columns identified during said verification routine; 
(f) applying a second series of steps which is started after 

storing said pointer, said second series of steps com 
prises: 

(g) randomly generating, after said first time period has 
lapsed, a second scanning pattern comprising for at 
least each of said rows and columns indicated by said 
pointer a second read-out value to be applied onto said 
rows and columns; 

(h) applying said second scanning pattern to said rows and 
columns during at least a second minimum time period; 

(i) monitoring said identified rows and columns by using 
said second pattern in order to confirm as activated 
keys those keys located on said identified rows and 
columns. 

2. A method as claimed in claim 1, characterised in that 
said first and second time period are randomly determined. 

3. A method as claimed in claim 1, characterised in that 
said first series of steps is Subsequently applied for a 
predetermined number of times, each time that the verifi 
cation routine identifies a row and a column during said 
Subsequent application of the first series of steps a counter 
is incremented for the identified row and column, said 
counter being provided for generating a storage signal upon 
reaching a predetermined number, said pointer being stored 
under control of said storage signal. 

4. A method as claimed in claim 1, characterised in that 
said monitoring is interrupted upon establishing that the 
actual values of the monitored rows and columns correspond 
to those applied by the second scanning pattern, said inter 
ruption being followed by a return to said first series of steps. 

5. A method as claimed in claim 1, characterised in that 
said confirmation is realised by applying a further verifica 
tion routine in order to determine if the actual values of at 
least those rows and columns indicated by said pointers 
correspond to those values applied by the second scanning 
pattern and to identify those rows and columns for which the 
actual value does not correspond to the one applied by the 
second pattern. 

6. A device for reading out keys of a keyboard, in 
particular a keyboard of an automatic teller machine, said 
keys being arranged according to a row and column set-up 
of a matrix, said device comprising a scanning pattern 
generator provided for generating a first scanning pattern 
allowing to readout said keys, said device also comprises 
first means for applying said first scanning pattern to said 
keys during at least a first minimum time period, said device 
further comprises a random generator provided for randomly 
generating said first scanning pattern, which comprises for 
each of said rows and columns a first read-out value to be 
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applied onto said row respectively said column, said device 
also comprises a verification member provided for applying 
a verification routine which comprises a verification if the 
actual value of each row and column corresponds to the one 
applied by the first pattern and an identification of those 
rows and columns for which the actual value does not 
correspond to the one applied by the first pattern, charac 
terised in that said verification routine further comprises a 
temporary storage of a pointer to said identified rows and 
columns and their actual value, said scanning pattern gen 
erator being further provided for generating randomly, after 
said first time period has lapsed, a second scanning pattern 

8 
comprising, for at least each of said rows and columns 
indicated by said pointer a second read-out value to be 
applied onto said row respectively said column, said first 
means being also provided for applying said second scan 
ning pattern onto said keys during at least a second mini 
mum time period, said verification member being further 
provided for monitoring said identified rows and columns by 
using said second pattern in order to confirm as activated 

10 keys those keys located on said identified rows and columns. 


